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Learn more about the following topics:

« Documentation on page 2

« Audience on page 3

« Document Conventions on page 3
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Documentation

The documentation set for Deep Discovery Inspector includes the following:

TABLE 1. Product Documentation

DOCUMENT

DESCRIPTION

Administrator's Guide

The Administrator's Guide contains detailed instructions on
how to configure and manage Deep Discovery Inspector,
and explanations on Deep Discovery Inspector concepts and
features.

AWS Deployment Guide

The AWS Deployment Guide contains information about
requirements and procedures for planning deployment,
deploying, and troubleshooting Deep Discovery Inspector
deployment on AWS.

Inline (LAN bypass) Network
Interface Card Installation
Guide

The Inline (LAN bypass) Network Interface Card Installation
Guide contains information about requirements and
procedures for installing an additional bypass network
interface card on supported Deep Discovery Inspector
appliances.

Installation and Deployment
Guide

The Installation and Deployment Guide contains information
about requirements and procedures for planning deployment,
installing Deep Discovery Inspector, and using the
Preconfiguration Console to set initial configurations and
perform system tasks.

Syslog Content Mapping
Guide

The Syslog Content Mapping Guide provides information about
log management standards and syntaxes for implementing
syslog events in Deep Discovery Inspector.

Quick Start Card

The Quick Start Card provides user-friendly instructions on
connecting Deep Discovery Inspector to your network and on
performing the initial configuration.

Readme

The Readme contains late-breaking product information that
is not found in the online or printed documentation. Topics
include a description of new features, known issues, and
product release history.
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DOCUMENT DESCRIPTION

Online Help Web-based documentation that is accessible from the Deep
Discovery Inspector management console.

The Online Help contains explanations of Deep Discovery
Inspector components and features, as well as procedures
needed to configure Deep Discovery Inspector.

Support Portal The Support Portal is an online database of problem-solving
and troubleshooting information. It provides the latest
information about known product issues. To access the
Support Portal, go to the following website:

https://success.trendmicro.com

View and download product documentation from the Trend Micro Online
Help Center:

https://docs.trendmicro.com/en-us/home.aspx

Audience

The Deep Discovery Inspector documentation is written for IT
administrators and security analysts. The documentation assumes that the
reader has an in-depth knowledge of networking and information security,
including the following topics:

» Network topologies
+ Database management
+ Antivirus and content security protection

The documentation does not assume the reader has any knowledge of
sandbox environments or threat event correlation.

Document Conventions

The documentation uses the following conventions:



http://success.trendmicro.com
https://docs.trendmicro.com/en-us/home.aspx
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TABLE 2. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ Note
Q Tip Recommendations or suggestions
= Important Info_rmatlon regardlng' regw_red or default configuration
Q settings and product limitations
L@

Critical actions and configuration options

g WARNING!
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Chapter1

Introduction

Learn about product features, capabilities, and security technology in the
following topics:

« About Deep Discovery Inspector on page 1-2

« Features and Benefits on page 1-3

* Threat Management Capabilities on page 1-4
« APT Attack Sequence on page 1-4

* Host Severity on page 1-6

 Advanced Threat Scan Engine on page 1-8

« Virtual Analyzer on page 1-9
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About Deep Discovery Inspector

Deep Discovery Inspector is a third-generation threat management solution
designed and architected to deliver breakthrough targeted attack and
advanced threat visibility, insight, and control. Deep Discovery Inspector
provides IT administrators with critical security information, alerts, and
reports.

Trend Micro developed Deep Discovery Inspector to meet the requirements
of G1000 organizations and government around the world. Deep Discovery
Inspector integrates global intelligence and scanning technology to catch
traditional signature-based threats and more sophisticated threats requiring
heuristic analysis.

]
What's New
The following table outlines the new features in Deep Discovery Inspector
6.7.
FEATURE DESCRIPTION
Centralized You can now use the Network Inventory app of Trend Vision One to manage
management the following settings on Deep Discovery Inspector:
from Trend Detecti ti
Vision One + Detection exceptions
+ Packet capture
+ SSH access
+ Hypersensitive mode
Connection to Deep Discovery Inspector can now connect to Trend Vision One using a
Trend Vision One | Service Gateway as a proxy.
using a Service
Gateway
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FEATURE DESCRIPTION
Information Deep Discovery Inspector can now send the following information to Trend
sharing with Vision One:

Trend Vision One . . .
+ Throughput information: Deep Discovery Inspector can now send

network throughput logs to the Monitored Network Throughput
widget in Trend Vision One.

+ Network security configuration: Deep Discovery Inspector can now
send user settings and other usage statistics to Trend Vision One.
You can now see the overall status of your Deep Discovery Inspector
appliances from the Executive Dashboard.

New hardware The new 4300/9300 Deep Discovery Inspector appliance models are now

appliances available.
Enhanced You can now deploy the Deep Discovery Inspector virtual appliance to:
hypervisor

+ KVM on Red Hat Enterprise Linux (RHEL) 9.
support

« VMware ESXi 8.

Features and Benefits

Deep Discovery Inspector offers sophisticated detection capabilities using
multiple advanced detection engines to present detailed information about
custom and signature-based threats passing through various network
protocols. Deep Discovery Inspector detects targeted attacks and advanced
threats, and helps remediate targeted attacks with automated processes.

Deep Discovery Inspector includes the following features:
* Threat Management Capabilities on page 1-4
» APT Attack Sequence on page 1-4
* Host Severity on page 1-6
» Advanced Threat Scan Engine on page 1-8

« Virtual Analyzer on page 1-9
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Threat Management Capabilities

Deep Discovery Inspector detects and identifies evasive threats in real-
time, and provides in-depth analysis and actionable intelligence needed to
discover, prevent, and contain attacks against corporate data.

TABLE 1-1. Threat Management Capabilities

CAPABILITY DESCRIPTION

Expanded APT and targeted | Deep Discovery Inspector detection engines deliver expanded
attack detection APT and targeted attack detection including custom sandbox
analysis. New discovery and correlation rules detect malicious
content, communication, and behavior across every stage of an

attack sequence.
Visibility, analysis, and Using an intuitive multi-level format, the Deep Discovery
action Inspector management console provides real-time threat

visibility and analysis. This allows security professionals to
focus on the real risks, perform forensic analysis, and rapidly
implement containment and remediation procedures.

High capacity platforms Deep Discovery Inspector features a high-performance
architecture that meets the demanding and diverse capacity
requirements of large organizations.

Deep Discovery Inspector features are useful for a company of
any size, and are vital to larger organizations needing to reduce
the risk of targeted attacks.

APT Attack Sequence

Targeted attacks and advanced persistent threats (APTs) are organized,
focused efforts that are custom-created to penetrate enterprises and
government agencies for access to internal systems, data, and other assets.
Each attack is customized to its target, but follows a consistent life cycle to
infiltrate and operate inside an organization.

In targeted attacks, the APT life cycle follows a continuous process of six key
phases.
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TABLE 1-2. APT Attack Sequence

PHASE

DESCRIPTION

Intelligence Gathering

Identify and research target individuals using public sources (for
example, social media websites) and prepare a customized attack

Point of Entry

An initial compromise typically from zero-day malware delivered via
social engineering (email/IM or drive-by download)

A backdoor is created and the network can now be infiltrated.
Alternatively, a website exploitation or direct network hack may be
employed.

Command &
Control (C&C)
Communication

Communications used throughout an attack to instruct and control
the malware used

C&C communication allows the attacker to exploit compromised
machines, move laterally within the network, and exfiltrate data.

Lateral Movement

An attack that compromises additional machines

Once inside the network, an attacker can harvest credentials, escalate
privilege levels, and maintain persistent control beyond the initial
target.

Asset/Data Discovery

Several techniques (for example, port scanning) used to identify
noteworthy servers and services that house data of interest

Data Exfiltration

Unauthorized data transmission to external locations

Once sensitive information is gathered, the data is funneled to an
internal staging server where it is chunked, compressed, and often
encrypted for transmission to external locations under an attacker’s
control.

Deep Discovery Inspector is purpose-built for detecting APT and targeted
attacks. It identifies malicious content, communications, and behavior that
may indicate advanced malware or attacker activity across every stage of the
attack sequence.
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Host Severity

In Deep Discovery Inspector, host severity is the impact on a host as
determined from aggregated detections by Trend Micro products and
services.

Investigating beyond event security, the host severity numerical scale
exposes the most vulnerable hosts and allows you to prioritize and quickly
respond.

Host severity is based on the aggregation and correlation of the severity

of the events that affect a host. If several events affect a host and have no
detected connection, the host severity will be based on the highest event
severity of those events. However, if the events have a detected correlation,
the host severity level will increase accordingly.

For example: Of five events affecting a host, the highest risk level is
moderate. If the events have no correlation, the host severity level will be
based on the moderate risk level of that event. However, if the events are
correlated, then the host severity level will increase based on the detected
correlation.

The host severity scale consolidates threat information from multiple
detection technologies and simplifies the interpretation of overall severity.
You can prioritize your responses based on this information and your related
threat response policies.

TABLE 1-3. Host Severity Scale

CATEGORY LEVEL DESCRIPTION

Critical 10 Host shows evidence of compromise including

- . but not limited to the following:
Host exhibits behavior that

definitely indicates host is « Data exfiltration

compromised « Multiple compromised hosts/servers
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CATEGORY

LEVEL

DESCRIPTION

Host exhibits an indication of compromise from
APTs including but not limited to the following:

« Connection to an IP address associated with
a known APT

« Access to a URL associated with a known
APT

« Adownloaded file associated with a known
APT

« Evidence of lateral movement

Host may exhibit the following:
« Ahigh severity network event

« Connection to a C&C Server detected by
Web Reputation Services

+ Adownloaded file rated as high risk by
Virtual Analyzer

Major

Host is targeted by a known
malicious behavior or attack
and exhibits behavior that
likely indicates host is
compromised

Host may exhibit the following:

« Inbound malware downloads; no evidence
of user infection

« Aninbound Exploit detection

Host may exhibit the following:

« Connection to a dangerous site detected by
Web Reputation Services

Host may exhibit the following:

« Adownloaded medium- or low-risk
potentially malicious file with no evidence
of user infection

Host may exhibit the following:

« Amedium severity network event

« Adownloaded file rated as medium risk by
Virtual Analyzer
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CATEGORY

LEVEL

DESCRIPTION

Minor

Host exhibits anomalous or
suspicious behavior that may
be benign or indicate a threat

Host may exhibit the following:

« Repeated unsuccessful logon attempts or
abnormal patterns of usage

« Adownloaded or propagated packed
executable or suspicious file

« Evidence of running IRC, TOR, or outbound
tunneling software

Host may exhibit the following:
+ Alow severity network event

+ Evidence of receiving an email message that
contains a dangerous URL

« Adownloaded file rated as low risk by
Virtual Analyzer

Trivial

Host exhibits normal
behavior that may be benign
or indicate a threat in future
identification of malicious
activities

Host may exhibit the following:
« An informational severity network event

« Connection to a site rated as untested or to
a new domain detected by Web Reputation
Services

« Evidence of a running disruptive application
such as P2P

Advanced Threat Scan Engine

Advanced Threat Scan Engine uses a combination of signature file-based
scanning and heuristic rule-based scanning to detect and document exploits
and other threats used in targeted attacks.

Major features include the following:

+ Detection of zero-day threats

+ Detection of embedded exploit code

» Detection rules for known vulnerabilities
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+ Enhanced parsers for handling file deformities

Virtual Analyzer

Virtual Analyzer is a secure virtual environment that manages and analyzes
objects submitted by integrated products, administrators, and investigators.
Custom sandbox images enable observation of files, URLs, registry entries,
API calls, and other objects in environments that match your system
configuration.

Virtual Analyzer performs static and dynamic analysis to identify an object's
notable characteristics in the following categories:

« Anti-security and self-preservation

« Autostart or other system configuration

» Deception and social engineering

« File drop, download, sharing, or replication

+ Hijack, redirection, or data theft

+ Malformed, defective, or with known malware traits
* Process, service, or memory object change

+ Rootkit, cloaking

+ Suspicious network or messaging activity

During analysis, Virtual Analyzer rates the characteristics in context and
then assigns a risk level to the object based on the accumulated ratings.
Virtual Analyzer also generates analysis reports, suspicious object lists, PCAP
files, and OpenIOC and STIX files that can be used in investigations.
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Chapter 2

About Your System

Learn about the Deep Discovery Inspector appliance in the following topics:
* Package Contents on page 2-2
* The Deep Discovery Inspector Appliance on page 2-3
« Setting Up the Hardware on page 2-20

« Product Specifications on page 2-21
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Package Contents

Examine the Deep Discovery Inspector appliance package contents and
hardware to correctly configure the appliance in your network.

The following illustration shows the items that are included in the Deep
Discovery Inspector appliance package.

Document and DVD

Deep Discovery Inspector appliance EI \ Power cords

FIGURE 2-1. Package Contents

TABLE 2-1. Deep Discovery Inspector Package Contents

# NAME DESCRIPTION

1 | Slide and rail sets (2) Secure the appliance (fixed mount) or use to secure and
allow the appliance to slide in and out of a four-post rack
(sliding mount).

ﬁ Note
The railis assembled with the slide when the
package is shipped. Remove the rail from the slide
before mounting the appliance.
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NAME

DESCRIPTION

Trend Micro Installation
DVD for Deep Discovery
Inspector (1)

Deep Discovery Inspector
Quick Start Card

The Installation DVD contains installers and the PDF
documentation set, including the following:

« Trend Micro Deep Discovery Inspector Administrator's
Guide

« Trend Micro Deep Discovery Inspector Installation and
Deployment Guide

The Quick Start Card provides user-friendly instructions on
connecting Deep Discovery Inspector to your network and
on performing the initial configuration.

Power cords (2)

Supply power to the appliance (length is 79 in/200 cm)

Deep Discovery Inspector

(1)

The appliance

The Deep Discovery Inspector Appliance

Deep Discovery Inspector 6.7 supports the following hardware appliance
models. You can view the model number on the front sticker of your physical
appliance.

520

530

1100
1200
1300
4100
4200
4300
9200

9300
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Front Panel

Front Panel - 530/1300 Appliance

) @ ® @

FIGURE 2-2. Deep Discovery Inspector 530/1300 Front Panel

The following table outlines the front panel features of the 530/1300

appliance.
# FEATURE DESCRIPTION
1 Status LED indicators Displays system ID, status information,
and system error messages
2 Optical drive DVD drive
3 Video connector Connects a VGA display to the appliance
4 Power-on indicator « Lights when the system power is on
Power button « Controls the power supply output
to the appliance
5 USB connector Connects USB devices (for example,
keyboard or mouse) to the appliance
6 iDRAC Direct port (Micro-AB USB) Enables you to access the iDRAC Direct
(Micro-AB) features
7 Hard drives (2) 3.5-inch, hot-swappable
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Front Panel - 4300/9300 Appliance

FIGURE 2-3. Deep Discovery Inspector 4300/9300 Front Panel

The following table outlines the front panel features of the 4300/9300

appliance.
# FEATURE DESCRIPTION
1 Status LED indicators Displays system ID, status information,
and system error messages
2 Front ID button/indicator Not supported by Deep Discovery
Inspector
3 Power-on button/indicator « Lights when the system power is on
« Controls the power supply output
to the appliance
4 USB connector Allows you to connect USB devices to
the appliance
5 Video connector Allows you to connect a VGA display to
the appliance
6 iDRAC Direct port (Micro-AB USB) Enables you to access the iDRAC Direct
(Micro-AB) features
7 Hard drives (4) 3.5-inch, hot-swappable hard drive

Back Panel
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Back Panel - 530/1300 Appliance

@ve @ o ® ® ®

FIGURE 2-4. Deep Discovery Inspector 530/1300 Back Panel

The following table outlines the back panel features of the 530/1300

appliance.
# FEATURE DESCRIPTION

1 RS-232 serial connector Connects to the serial port of
a computer with an RS-232 type
connection to perform preconfiguration

2 Management port Connects to a management network
for communication and interaction with
other products and services

3 iDRAC port Connects to a dedicated management
port on the iDRAC card

4 USB connectors (2) Connects USB devices (for example,
keyboard or mouse) to the appliance

5 Video connector Connects a VGA display to the appliance
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# FEATURE DESCRIPTION

6 Power supply connectors (2) Two 800-watt hot-plug power supply
units:

« Main power supply

« Backup power supply

j Note
"Hot-plug" refers to the ability

to replace the power supply

while the appliance is running.
Deep Discovery Inspector
automatically and safely
recognizes the change without
operational interruption or risk.

Use the power cord included in the
package (for details, see Package
Contents on page 2-2).

7 Data ports (5) Five integrated 1 Gbps NIC connectors

Back Panel - 4300/9300 Appliance

B B B @

FIGURE 2-5. Deep Discovery Inspector 4300/9300 Back Panel
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The following table outlines the back panel features of the 4330/9300

appliance.
# FEATURE DESCRIPTION

8 Management port Connects to a management network for
communication and interaction with other
products and services

9 iDRAC port Connects to a dedicated management port on
an iDRAC card

10 1 Gbps data ports (5) Five integrated 10/100/1000 Mbps Base-T NIC
connectors

11 10/25 Gbps data ports (4) Four 10/25 Gbps NIC connectors

12 USB connectors (2) Connects USB devices (for example, keyboard
or mouse) to the appliance

13 Video connector Connects a VGA display to the appliance

14 Power supply connectors (2) Two 800-watt (4300) or 1100-watt (9300) hot-

plug power supply units (see your device
labels for wattage):

« Main power supply

« Backup power supply

ﬂ Note

"Hot-plug" refers to the ability to

replace the power supply while

the appliance is running. Deep
Discovery Inspector automatically
and safely recognizes the change
without operational interruption or
risk.

Use the power cord included in the package
(for details, see Package Contents on page
2-2).
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# FEATURE DESCRIPTION

15 Appliance ID button / appliance Not supported by Deep Discovery Inspector
status indicator

Network Cards

Port Order

Port Order - 530/1300 Appliance

Tip

Q To see information about the card slots, go to Administration > System
Settings > Network Interface in the Deep Discovery Inspector management
console.

The following table outlines the port order of the network cards in the
530/1300 appliance.
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PORT ORDER

NIC SLoTt

Dedicated_Quad_Por | Dedicated
t_1GbE_Copper

Dual_Port_1GbE_Cop | Slot 1
per_Bypass_Card

Dual_Port_10GbE_Fi | Slot1
ber-SR_Bypass_Card

Port Order - 4300/9300 Appliance

To see information about the card slots, go to Administration > System
Settings > Network Interface in the Deep Discovery Inspector management

console.
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O Important
= - Slot 1 is a RAID controller.

- Slot 5 and slot 6 are not available for use on the 4300 appliance.

The following table outlines the port order of the network cards in the
4300/9300 appliance.

NIC SLot PORT ORDER

Dedicated_Quad_Por « Dedicated
t_10/25GbE_SFP28

soswms | —is 2

meé ———— -~
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NIC SLoT PORT ORDER

Quad_Port_1GbE_Co « Slot3

pper . Slot4

« Slot2

« Slot 5 (9300
only)

« Slot 6 (9300
only)
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NIC SLoT PORT ORDER

Dual_Port_10GbE_Fi | Slot2
ber-SR_Bypass_Card

NIC Indicators

NIC Indicators - 530/1300

For out-of-band deployment, Deep Discovery Inspector 530/1300 has five
user-configurable copper-based Ethernet NIC ports. All accept integrated

10/100/1000 Mbps connectors.
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Each port has an indicator showing the current state of the port.

[

a8 68 B S B A

FIGURE 2-6. The two port types found in the Deep Discovery Inspector 530/1300 appliance

The following table describes the NIC indicators in the 530/1300 appliance.
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INDICAT
OR

DESCRIPTION

INDICATOR PATTERN

Indicates the connection status and data
activity status.

Off: No network connection.

Green, flashing: Network data is
being sent or received.

Indicates the data transmission speed.

Yellow: 10 Mbps or 100 Mbps
Green: 1000 Mbps

NIC Indicators - 4300/9300




Deep Discovery Inspector Installation and Deployment Guide

Data port Indicators - 4300/9300 1 Gbps

Each port has an indicator showing the current state of the port.

The following table describes the 1 Gbps port indicators in the 4300/9300
appliance.
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INDICAT
OR

DESCRIPTION

INDICATOR PATTERN

Indicates the connection status and data
activity status.

Off: No network connection.

Green, flashing: The port is sending
or receiving data.

Indicates the data transmission speed.

Yellow: 10 Mbps or 100 Mbps
Green: 1000 Mbps
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Data NIC Indicators - 4300/9300 10/25 Gbhps

Each port has an indicator showing the current state of the port.
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The following table describes the 10/25 Gbps NIC indicators in the 4300/9300

appliance.
INDICAT
oR DESCRIPTION INDICATOR PATTERN
1 Indicates the connection status and data « Off: No network connection.

activity status.

« Green, flashing: Network data is
being sent or received.

2 Indicates the

data transmission speed. « Yellow: 10 Gbps

« Green: 25 Gbps

Power Supply Indicators

The following table outlines the power supply status indicators.

INDICATOR PATTERN

DESCRIPTION

Not lit

Power is not connected

Green

Avalid power source is connected to the power supply and the
power supply is operational

Flashing green

When hot-adding a power supply, indicates the power supply is
mismatched with the other power supply (in terms of efficiency,
feature set, health status, and supported voltage)

Replace the power supply that has the flashing indicator with a
power supply that matches the capacity of the other installed
power supply.
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INDICATOR PATTERN

DESCRIPTION

Flashing amber

Indicates a problem with the power supply

P

Important

When correcting a power supply mismatch, replace only
the power supply with the flashing indicator. Swapping
the opposite power supply to make a matched pair can
result in an error condition and an unexpected system
shutdown.

To change from a high output configuration to a low
output configuration or vice versa, first power down the
system.

AC power supplies support both 220 Vand 110 Vinput
voltages. When two identical power supplies receive
different input voltages, they may output different
wattages and trigger a mismatch.

If two power supplies are used, they must be of the same
type and have the same maximum output power.

Setting Up the Hardware

Procedure

1. Mount the appliance in a standard 19-inch 4-post rack, or on a free-
standing object, such as a sturdy desktop.

ﬁ Note

When mounting the appliance, leave at least two inches of clearance on

all sides for proper ventilation and cooling.

2. Connectthe appliance to a power source.




About Your System

Deep Discovery Inspector has two power supply units. One unit acts as
the main power supply and the other as a backup.

3. Connect the monitor to the VGA port at the back panel.
See Back Panel on page 2-5 for a diagram.
4. Connect the keyboard and mouse to the USB ports on the back panel.
5. Connect the management port to your network.
6. Power on the appliance.

The power button is found on the front panel of the appliance, behind
the bezel. See Front Panel on page 2-4 for a diagram.

A screen similar to the following appears:

F2 = System Setup
Lifecycle Controller Disabled
F11 = BIOS Boot Manager
F1Z = PXE Boot
Two 2.00 6Hz Six-core Processors, Bus Speed:?.20 6Trs, LZ-/L3 Cache:1.5 MB-15 MB
System rumming at 2.00 GHz
System Memory Size: 48.0 GB, System Memory Speed: 1333 MHz, Voltage: 1.35V

Dell Serial ATA AHCI BIDS Version 1.0.2
Copyright (c) 1988-2012 Dell Inc.
Port E: PLDS DUD-ROM D3-8D3SH

Initializing Intel(R) Boot Agent GE v1.3.76
PXE 2.1 Build 090 (WfM 2.0
Press Ctrl+3S to enter the Setup Menu._

FIGURE 2-7. Power-on self-test (POST)

What to do next

If applicable, perform initial preconfiguration using the Preconfiguration
Console. For details, see Preconfiguration on page 10-1.

Product Specifications

Standard Deep Discovery Inspector appliances have the following
specifications.
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Contact Trend Micro if the appliance you are using does not meet these
hardware specifications.

j Note

Hardware vendors and specifications may vary for customers in China, Japan,
and other regions.

Product Specifications - 530/1300 Appliance

TABLE 2-2. Deep Discovery Inspector 530/1300

FEATURE SPECIFICATIONS
Rack size 1U 19-inch standard rack
Availability Raid 1 configuration
Storage size 2 x2 TB 3.5-inch SATA

Connectivity

+ Management: 1 x 1 GB/100/10Base copper
+» Data: 5x1 GB/100/10Base copper

Dimensions (WxDxH)

482.0 mm (18.97 inches) x 748.79 mm (29.48 inches) x 42.8 mm
(1.68 inches)

Maximum weight

18.62 kg (41.05 b)

Operating temperature

10°C to 35°C at 10% to 80% relative humidity (RH)

Power

800W, 100-240 VAC 50/60 Hz

Product Specifications - 4300/9300 Appliance

TABLE 2-3. Deep Discovery Inspector 4200/9200 Appliance

FEATURE

SPECIFICATIONS

Rack size

2U 19-inch standard rack

Availability

Raid 10 configuration

Storage size

4 x2TB 3.5-inch SATA
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FEATURE

SPECIFICATIONS

Connectivity

+ Management: 1 x 1 GB/100/10Base copper
» Data:
4 x10/25 GB SFP28 DAC, Optics, And AOC's

5x1GB/100/10Base copper

Dimensions (WxDxH)

482.0 mm (18.97 inches) x 685.78 mm (26.99 inches) x 86.8 mm
(3.41inches)

Maximum weight

28.82 kg (63.53 Ib)

Operating temperature

10°C to 35°C at 10% to 80% relative humidity (RH)

Power

800W (4300) / 1100W (9300), 100-240 VAC 50/60 Hz
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Chapter 3

Hardware Appliance Deployment

Learn tips, suggestions, and requirements for installing a Deep Discovery
Inspector hardware appliance in the following sections.
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Deployment Overview

Procedure
1. Plan the deployment.
See Hardware Appliance Deployment Planning on page 3-2.
2. Review the installation requirements.
See Hardware Appliance Installation Requirements on page 3-14.
3. Review the system requirements.
See Hardware Appliance System Requirements on page 3-15.
4. Install Deep Discovery Inspector.
See Installation on a Hardware Appliance on page 4-1.
5. Preconfigure Deep Discovery Inspector.

See Preconfiguration on page 10-1.

Hardware Appliance Deployment Planning

Plan how to best deploy Deep Discovery Inspector by doing the following:
+ Determine the segments of your network that need protection.

+ Plan for network traffic, considering the location of appliances critical to
your operations such as email, web, and application servers.

+ Determine both the number of appliances needed to meet your security
needs and their locations on the network

+ Conduct a pilot deployment on a test segment of your network.

 Redefine your deployment strategy based on the results of the pilot
deployment.

+ Use the following examples to plan a customized Deep Discovery
Inspector deployment.
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Deployment Scenarios

Deep Discovery Inspector can be deployed as a hardware appliance or as a
virtual appliance.

« Hardware appliance: Deep Discovery Inspector can be deployed either
inline or out-of-band.

+ Inline: Deep Discovery Inspector acts as a transparent bridge and
can inspect decrypted TLS traffic. When deployed inline, only traffic
flowing through the inline ports is inspected.

ﬁ Note

Installing an additional inline (LAN Bypass) network interface card

is needed for inline deployment. For installation instructions and
compatible Deep Discovery Inspector appliance models, refer to the
Inline (LAN Bypass) Network Interface Card Installation Guide.

+ Out-of-band: Deep Discovery Inspector monitors network traffic
by connecting to the mirror port on a switch for minimal to
no network interruption. When deployed out-of-band, only traffic
mirrored to the data ports is inspected.

« Virtual appliance: Deep Discovery Inspector can only be deployed
out-of-band. Deep Discovery Inspector monitors network traffic by
connecting to the mirror port on a switch for minimal to no network
interruption.
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The figure below provides a high-level overview of supported deployments.

!

Out-of-Band

When deployed out-of-band, Deep Discovery Inspector monitors network
traffic by connecting to the mirror port on a switch for minimal to no
network interruption.
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Mirroring Trunk Links

When multiple VLANs encapsulate the same physical link, mirror the source
port from a trunk link. Make sure that the switch mirrors the correct VLAN
tag to Deep Discovery Inspector for both directions.

/1;?‘_ :_Eyﬁl —_ /:i?f

=== V/LAN 1
VLAN 2
VLAN 3

Deep Discovery Inspector
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Multiple Port Monitoring

Deep Discovery Inspector can monitor different network segments using

different data ports. Deep Discovery Inspector data ports are connected to
the mirror ports of access or distribution switches.

Core Switch’ Core Switch

Deep Discovery
Inspector

Network Tap Monitoring

Network taps monitor the data flowing across the network from

interconnected switches, routers, and clients. Multiple Deep Discovery
Inspector appliances can be connected to a network tap.
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Note

If using network taps, make sure that they copy DHCP traffic to Deep
Discovery Inspector instead of filtering DHCP traffic.

Internet

Firewall

Core Switch Deep Discovery Inspector

=k Switch

du duls duis

Clients Clients Clients

Proxy Monitoring

When configuring Deep Discovery Inspector in proxy environments outside
the proxy server, enable XFF on the proxy server.
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To avoid false alarms when configuring Deep Discovery Inspector in proxy
environments inside or outside the proxy server, add HTTP Proxy as a
registered service on Deep Discovery Inspector.

Internet

Server

* Firowal

—

Core Switch

Deep Discovery lnspector

—
3

Proxy Serwver

*_| Switch _ade Swilch

ddy YdY 9ag

Clients Clients Clients
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Redundant Networks

Many enterprise environments use redundant networks to provide high

availability. When available, an asymmetric route connects Deep Discovery
Inspector to redundant switches.

Intermet

Server

Core Switch

Clients

dul du dua

Clients Clients

Remote Port or VLAN Mirroring

Use remote mirroring in the following conditions:

» Monitoring switches

+ Local switches do not have enough physical ports

 Port speed on local switches do not match (GB versus MB)
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Note

In this diagram, the dotted line displays the remote mirror, and the solid line
displays the direct mirror.

Dwep Diszavery Inspectar

dua dua Jduia

Single Port Monitoring

The Deep Discovery Inspector data port connects to the mirror port of the
core switch, which mirrors the traffic through the port to the firewall.

(Optional) Configure the mirror port to mirror inbound/outbound traffic
from single or multiple source ports.

Note

Mirrored traffic should not exceed the capacity of the network interface card.
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Firewall

Core Switch’
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VLAN-based Port Monitoring

VLAN-based port mirroring allows users to choose to monitor traffic on
all ports belonging to a particular VLAN. In this scenario, connect Deep
Discovery Inspector to a switch if the mirror configuration is VLAN-based.

VMware Port Mirroring

Use VMware port mirroring when traffic passes through a virtual distributed
switch.

For more details, see Port Mirroring on a VMware Virtual Distributed Switch on

page 5-1.

Inline

When deployed inline, Deep Discovery Inspector acts as a transparent bridge
and can inspect decrypted TLS traffic.

j Note

Installing an additional inline (LAN Bypass) network interface card is needed

for inline deployment. For installation instructions and compatible Deep
Discovery Inspector appliance models, refer to the Inline (LAN Bypass) Network
Interface Card Installation Guide.

Traffic cannot be blocked by Deep Discovery Inspector. When Deep
Discovery Inspector is deployed inline, traffic is only inspected or not
inspected.

Transparent Bridge

Transparent bridge deployment is suitable when you want to use Deep
Discovery Inspector as an inline device. Transparent bridge deployment is
required for TLS traffic inspection.

When deployed as a transparent bridge, Deep Discovery Inspector acts as a
layer 2 bridge between network devices and is transparent on the network
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and you do not need to reconfigure your network as you need only place the
appliance in the network path that you want to monitor.

Server

Firewall

Deep Discovery Inspector

R

Core Switch 7 § e

“+ |Switches 55" |Switches -7 ) Switches
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Hardware Appliance Installation Requirements

Ensure the following before installing Deep Discovery Inspector.

REQUIREMENT

DESCRIPTION

Match port speeds

The destination port speed should be the same as the source port
speed to ensure equal port mirroring. If the destination port is unable
to handle the faster speed of the source port, the destination port may
drop some data.

For Deep Discovery Inspector 530/1300, the speed of inline ports is
downgraded if not matched.

For Deep Discovery Inspector 4200/9200, the inline ports are disabled
if not matched.

Configure Virtual
Analyzer data ports

When enabling an internal Virtual Analyzer, select one of the following
network options and make sure the data ports are configured as
follows:

+ No Network
Virtual Analyzer does not exchange data with the Internet.
+ Custom Network

Virtual Analyzer uses an additional specified data port to
exchange data with the Internet.

» Management Network

Virtual Analyzer uses a management port to exchange data with
the Internet.

For details, see Internal Virtual Analyzer in the Deep Discovery Inspector
Administrator's Guide.
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REQUIREMENT DESCRIPTION

Monitor all data Deep Discovery Inspector monitors all inbound and outbound
network traffic.

j Note

For better performance when installing Deep Discovery
Inspector, Trend Micro recommends using a plug-in NIC
rather than an onboard NIC as a data port.

ﬁ Note

To ensure Deep Discovery Inspector captures traffic from both
directions, configure the mirror port, and make sure that
traffic in both directions is mirrored to the port.

Hardware Appliance System Requirements
Deep Discovery Inspector requires the following:
 Hardware Appliance Requirements on page 3-15
« Preconfiguration Console Requirements on page 3-16
* Management Console Requirements on page 3-16

« Virtual Analyzer Image Operating System Requirements on page 3-17

Hardware Appliance Requirements

Trend Micro provides the Deep Discovery Inspector appliance hardware. No
other hardware is supported.

Installing an additional inline (LAN Bypass) network interface card is needed
for inline deployment. For installation instructions and compatible Deep

Discovery Inspector appliance models, refer to the Inline (LAN Bypass) Network
Interface Card Installation Guide.
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Preconfiguration Console Requirements

The Deep Discovery Inspector Preconfiguration Console is a terminal
communications program used to configure the network and system settings
that are required to access the Deep Discovery Inspector management
console.

For details, see Preconfiguration Console on page 10-2
Access to the Preconfiguration Console requires the following:
* VGA connections:
+ Monitor with a VGA port
 USB keyboard
« VGA cable
« Serial connections:
+ Computer with a serial port
+ RS-232 serial cable

+ Serial communication application (HyperTerminal)

Management Console Requirements

Deep Discovery Inspector provides a built-in online management console
for viewing system status, configuring and viewing threat detections and
logs, running reports, administering Deep Discovery Inspector, updating
components, and obtaining help.

For details, see Management Console in the Deep Discovery Inspector
Administrator's Guide.

The Deep Discovery Inspector management console supports the following
web browsers:

* Google™ Chrome™

* Mozilla™ FireFox™
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+ Microsoft™ Edge

Recommended resolution rate: 1280x800

Virtual Analyzer Image Operating System Requirements

Windows operating systems and other Microsoft products are available
separately from Microsoft and Microsoft channel partners.

Important
@ Trend Micro does not provide any Microsoft Windows operating systems
or Microsoft Office products required for installation on Virtual Analyzer
images or sandbox instances you create in Deep Discovery Inspector. You
must provide the operating system and Microsoft Office installation media
and appropriate licensing rights necessary for you to create any sandboxes.
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Chapter 4

Installation on a Hardware Appliance

Learn the steps for installing Deep Discovery Inspector as a hardware
appliance in the following sections.
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Configuring Options

Set the following options to enable Deep Discovery Inspector management
console navigation.

« Setting JavaScript Options for Chrome on page 4-2
« Setting JavaScript Options for Firefox on page 4-2

Setting JavaScript Options for Chrome

Procedure

1. On the browser, go to Settings.

2. Click Show advanced settings....

3. Under Privacy, click Content settings....
4

Under JavaScript, click Allow all sites to run JavaScript
(recommended).

5. Click Done.

Setting JavaScript Options for Firefox

Procedure
1. For Firefox versions lower than 23, do the following.
a. On the browser, go to the Options > Content tab.
b. Verify that Enable JavaScript is selected.
c. Click OK.
2. For Firefox version 23 or higher, do the following.
a. Inthe address bar, type about:config and press ENTER.
b. Click I'll be careful, I promise!.
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c. Verify that the Value of Preference Name javascript.enabled is set
to true.

Deep Discovery Inspector Hardware Appliance
Installation

» Trend Micro provides a bare metal server with Deep Discovery

Inspector pre-installed.

+ Trend Micro provides Deep Discovery Inspector packaged as an ISO file

on an installation DVD.

Install the Deep Discovery Inspector software on a bare metal server
that meets the requirements listed in Hardware Appliance Installation
Requirements on page 3-14.

Installing Deep Discovery Inspector on Hardware Appliances
with an Optical Drive

Procedure

1.

Back up any pre-existing data on the target hard drive before installing
Deep Discovery Inspector.

The installation process formats and repartitions the hard drive and
removes all existing data.

AL
If you are reinstalling Deep Discovery Inspector, you can back up your
current settings by going to Administration > System Maintenance >
Backup / Restore in the Deep Discovery Inspector management console.

Connect a VGA screen to the video connector of the appliance.

Insert the Deep Discovery Inspector installation DVD into the CD/DVD
drive.
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4. Turn on the appliance.

The BIOS screen appears.

System Setup

Lifecycle Controller (Config iDRAC, Update FW, Install 0S)
Boot Manager

PXE Boot

lizing Intel(R) Boot Agent
2.1 Build 092 (WfHM 2.0)

Initializing Serial ATA devices

5. PressF11.
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The Boot Manager appears.

Boot Manager
Boot Manager Main Menu

Continue Normal Boot

One-shot BIDS Boot Menu

Launch System Setup
Launch Lifecycle Controller

System Utilities

6. Select BIOS Boot Menu and press ENTER.

7 Important
When installing Deep Discovery Inspector through a serial connection,
press ESC and simultaneously press SHIFT and 1 to enter the BIOS Boot
Manager.
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The BIOS Boot Manager appears.

Boot Manager

Boot Menu

Embedded SATA Port Optical Drive J: PLDS DUD-ROM DS-BDBSH

[Hard drivel Integrated RAID Controller 1: PERC H?30P Mini{bus 02 dev 00)
Integrated NIC 1 Port 1 Partition 1: IBA KE Slot 0100 v2334

UVirtual Floppy Drive

Virtual Optical Drive

* Ok X % %

7. Select TSSTcorp DVD-ROM SN-108BB and press ENTER.

The Installation DVD screen appears.

Trend Micro Deep Discovery Inspector
Installation DUD

Welcome to Deep Discovery Inspector

(1) Start the installation proc

(2) Automaticall te and mirror network environment setup
a number and ENTER 1.

T installation p s With the default option (1) if there is no option
chosen after 15 seconds

8. Press ENTER.

7 Important

When installing Deep Discovery Inspector through a serial connection,
type serial and press ENTER
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The System Information screen appears.

Main Menu =

tly enabled. Press 3 to disable.
ed befor DO 4 if you want to

Type a number and press ENTER:

9. For trial deployments, type 3 and press ENTER to skip the system
requirements check.

j’ Note

By default, the installer checks system requirements before installing

Deep Discovery Inspector to confirm that the appliance has the
necessary resources to run the product.

10. If you need to obtain installation logs for troubleshooting, type 4 and
press ENTER.

11. Startthe installation by typing 2 and pressing ENTER.

The Management Port Selection screen appears.
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Deep Discovery Inspector automatically detects the active link cards
(indicated by Link UP) available for use as a management port.

FIGURE 4-1. Management Port Selection

@ Important
You cannot select ports from an inline NIC as the management port.

12. Verify that the network port status and the actual port status match.
If a status conflict exists, select Re-detect and press ENTER.

13. Check which active link card connects to the management domain by
doing the steps listed on the Management Port Selection screen.
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14.

15.

16.
17.

Select an active link card and press ENTER.
The installation continues and completes.

If you enabled installation log export on the System Information screen,
save the installation logs.

a. Select a storage device and press ENTER.

If your storage device is not listed, Go to Re-detect and press
ENTER to refresh the list.

b. When the installation log file name appears, press ENTER.

Record the file name for future reference. The file name uses the
following format:

install.log.YYYY-MM-DD-hh-mm-ss

Tip
Q Trend Micro recommends saving exported installation logs to
sdall.

The system automatically restarts and the Preconfiguration Console
appears. If used, the installation DVD ejects from the CD/DVD drive.

(Optional) Remove the DVD to prevent reinstallation.
Configure the Deep Discovery Inspector network settings.
« Access the preconfiguration console and change the device settings.
For details, see Preconfiguration on page 10-1.

+ Open the management console and change the appliance IP
settings.

For details, see the Get Started chapter of the Deep Discovery Inspector
Administrator's Guide.
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What to do next

See the Deep Discovery Inspector Administrator's Guide for details about
configuring and administering Deep Discovery Inspector.

v

Tip

Trend Micro recommends that you configure iDRAC (Integrated Dell
Remote Access) on the appliance to allow remote system management and
troubleshooting.

Installing Deep Discovery Inspector on Hardware Appliances
Without an Optical Drive

Procedure

1.

Back up any pre-existing data on the target hard drive before installing
Deep Discovery Inspector.

The installation process formats and repartitions the hard drive and
removes all existing data.

A
If you are reinstalling Deep Discovery Inspector, you can back up your
current settings by going to Administration > System Maintenance >
Backup / Restore in the Deep Discovery Inspector management console.

Download the Deep Discovery Inspector installation ISO from the
Business Success Portal at https://success.trendmicro.com/dcx/s/license.

Enable the iDRAC Direct USB port in the Integrated Devices screen of
the BIOS of the Deep Discovery Inspector appliance.

Connect your computer to the Deep Discovery Inspector appliance using
a USB to micro-USB cable and access the iDRAC interface over the USB

port.



https://success.trendmicro.com/dcx/s/license

Installation on a Hardware Appliance

6.

For more information, see the dell documentation at https://
www.dell.com/support/kbdoc/en-us/000130077/.

Use the virtual media function on iDRAC9 to launch the Deep Discovery
Inspector installer.

For more information, see the dell documentation at https://
www.dell.com/support/kbdoc/en-us/000124001/.

The Installation DVD screen appears.

Trend Micro Deep Discovery Inspector

Installation DUD
Helcome to Deep Discovery Inspector
(1) Start the allation process
(2) Automatica evaluate and mirror network environment setup.
Type a number and pre [ENTER].

The installation proc With the default option (1) if there is no option
chosen after 15 seconc

Press ENTER.

7 Important

When installing Deep Discovery Inspector through a serial connection,
type serial and press ENTER



https://www.dell.com/support/kbdoc/en-us/000130077/
https://www.dell.com/support/kbdoc/en-us/000130077/
https://www.dell.com/support/kbdoc/en-us/000124001/
https://www.dell.com/support/kbdoc/en-us/000124001/
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The System Information screen appears.

Information
Inspector 1300

= Main Menu =

} to disable.
4 if you want to

Type a number and press ENTER:

7. For trial deployments, type 3 and press ENTER to skip the system
requirements check.

j’ Note

By default, the installer checks system requirements before installing
Deep Discovery Inspector to confirm that the appliance has the
necessary resources to run the product.

8. Ifyou need to obtain installation logs for troubleshooting, type 4 and
press ENTER.

9. Startthe installation by typing 2 and pressing ENTER.

The Management Port Selection screen appears.
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Deep Discovery Inspector automatically detects the active link cards
(indicated by Link UP) available for use as a management port.

FIGURE 4-2. Management Port Selection

@ Important
You cannot select ports from an inline NIC as the management port.

10. Verify that the network port status and the actual port status match.
If a status conflict exists, select Re-detect and press ENTER.

11. Check which active link card connects to the management domain by
doing the steps listed on the Management Port Selection screen.
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12.

13.

14.
15.

Select an active link card and press ENTER.
The installation continues and completes.

If you enabled installation log export on the System Information screen,
save the installation logs.

a. Select a storage device and press ENTER.

If your storage device is not listed, Go to Re-detect and press
ENTER to refresh the list.

b. When the installation log file name appears, press ENTER.

Record the file name for future reference. The file name uses the
following format:

install.log.YYYY-MM-DD-hh-mm-ss

Tip
Q Trend Micro recommends saving exported installation logs to
sdall.

The system automatically restarts and the Preconfiguration Console
appears. If used, the installation DVD ejects from the CD/DVD drive.

(Optional) Remove the DVD to prevent reinstallation.
Configure the Deep Discovery Inspector network settings.
« Access the preconfiguration console and change the device settings.
For details, see Preconfiguration on page 10-1.

+ Open the management console and change the appliance IP
settings.

For details, see the Get Started chapter of the Deep Discovery Inspector
Administrator's Guide.
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What to do next

See the Deep Discovery Inspector Administrator's Guide for details about
configuring and administering Deep Discovery Inspector.

Tip

Q Trend Micro recommends that you configure iDRAC (Integrated Dell
Remote Access) on the appliance to allow remote system management and
troubleshooting.

Restoring to Factory Mode

Reset Deep Discovery Inspector by restoring the default settings that shipped
with the product.

Procedure

1. Power on Deep Discovery Inspector with a monitor connected to a VGA
port.

When Deep Discovery Inspector is starting and before the
Preconfiguration Console opens, the Press ESC key to enter the menu
prompt appears. If no action is performed, the system will automatically
boot within 10 seconds.

2. Press the ESC key to enter the boot system options menu.
3. Using the arrow key, select Restore to factory mode and press ENTER.

Deep Discovery Inspector restarts and the Preconfiguration Console
opens.
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Chapter 5

Port Mirroring on a VMware Virtual
Distributed Switch

Deep Discovery Inspector can monitor mirrored traffic using virtual
distributed switches. Learn how to create a virtual distributed switch
and configure Deep Discovery Inspector hardware appliances to monitor
mirrored traffic in the following sections.

* Creating a VMware vSphere Distributed Switch (VDS) on page 5-2

* Deep Discovery Inspector Hardware Appliance with a VDS on page 5-5
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Creating a VMware vSphere Distributed Switch
(VDS)

Procedure

1. Create a new virtual distributed switch.
a. Login to the vSphere Web Client.

b. Click Networking.

o

In the left panel, select your data center.

&

In the right panel, click the Create a new distributed switch icon.
The New Distributed Switch window appears.

e. Type aname for the switch and then click Next.

f.  Select the distributed switch version and then click Next.

g. For Number of uplinks, set at least 2 if your SPAN trafficison a
dedicated NIC. Otherwise, set this value to 1.

j Note

Trend Micro recommends using a dedicated NIC.

h. For Network I/0O Control, select one of the following options.
« Disabled: If your SPAN traffic on a dedicated NIC.

j Note

Trend Micro recommends using a dedicated NIC.

+ Enabled: If your SPAN traffic is on the same NIC as your
monitored traffic.

i. Uncheck Create a default port group.

j-  Click Next.
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k. Verify that the summary information is correct and then click
Finish.

2. Configure the virtual switch.

a. Right-click the virtual distributed switch you created in the previous
steps, and then select Settings > Edit Settings.

The Edit Settings window appears.
b. Click Advanced.
The advanced settings appear.
c. For MTU (Bytes), specify 1600.
3. Add port groups to the virtual distributed switch.
Click Networking.

b. Right-click the virtual distributed switch you created in the previous
steps, and then select Distributed Port Group > New Distributed
Port Group.

The New Distributed Port Group window appears.

c. Type aname for the port group and then click Next.

d. For Port binding, select Static binding.

e. For Port allocation, select Fixed.

f. For Number of ports, type the number of ports that you want to

connect.
g. Click Next.

h. Verify that the settings on the summary screen are correct and then
click Finish.

The new port group appears on the Manage tab.

4. (Optional) Repeat step 3 to add additional port groups.

5. Add an ESXi host to the virtual distributed switch.
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moe oA

Right-click the virtual switch you created in the previous steps, and
then select Add and Manage Hosts.

The Add and Manage Hosts window appears.

For Select task, select Add host and manage host networking
(advanced).

Click Next.
For Select hosts, click + New hosts to add managed ESXi hosts.
Click Next.

For Selet network adapter tasks, add a checkmark to Manage
physical adapters and Migrate virtual machine networking.

Click Next.

For Manage physical network adapters, manage the physical
network adapters according to your network environment.

Click Next.
For Analyze impact, specify No impact.
Click Next.

For Migrate VM networking, migrate the VM networking according
to your network environment.

Click Next.
For Ready to complete, click Finish.
The Add and Manage Hosts window closes.

Click the virtual switch you created in the previous steps, click the
Configure tab, and then click Topology to verify the virtual switch
topology that you configured.
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Deep Discovery Inspector Hardware Appliance
with aVDS$S

Deep Discovery Inspector hardware appliances can monitor mirrored traffic
from a virtual distributed switch using encapsulated remote mirroring or
remote mirroring. Learn how to configure Deep Discovery Inspector and the
virtual distrbuted switch in the following sections.

* Hardware Appliance - Configuring Mirrored Traffic Monitoring from a VDS
with Encapsulated Remote Mirroring on page 5-5

 Hardware Appliance - Configuring Mirrored Traffic Monitoring from a VDS
with Remote Mirroring on page 5-9

Hardware Appliance - Configuring Mirrored Traffic Monitoring
from a VDS with Encapsulated Remote Mirroring

Encapsulated Remote Mirroring enables you to monitor traffic on multiple
network interfaces or VLANs and send the monitored traffic to one or more
destinations.

Virtual
Machine

Virtual
Machine

B
]

ESXi Host ESXiHost

Virtual
Machine

Virtual
Machine

B
[

W Deep Discovery

Virtual Distributed Switch Layer 3 ) Inspector
(Mirroring Source) Network ' (Mirroring
J Destination)

vCenter Server

\

FIGURE 5-1. Mirrored Traffic Monitoring from a VDS with Encapsulated Remote Mirroring
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By default, encapsulated remote mirroring on the virtual switch uses the
management VMkernel port of the ESXi host as the encapsulation source IP
address.

In the steps below, the mirroring source and mirroring destination are the
following:

+ Mirroring source: Virtual distributed switch that forwards mirrored
traffic

+ Mirroring destination: Deep Discovery Inspector

Procedure

1. Configure the mirroring source to forward encapsulated remote
mirrored traffic.

a. Login to the vSphere Web Client.

b. Select your virtual distributed switch in the left column and then
click Configure.

c. Click Port Mirroring.
The Port mirroring screen appears.
Navigator X | =DSwitch 2 & [ #2 g | ShAdions~

4 Back

P 8 8]a]

Getting Started  Summary Mumtur‘(:onﬁgure‘Perm\sslons Ports  Hosts  WMs  MNetworks

Lo Port mirroring
v
» Egvo0i ~ Settings 4 New...
~ [igvDDI2 Properties Session Name Type
€3 VM Network Topology

£ WManagement
& MonitorERSPANGroup
£ MonitarPortGroup NetFlow

Health check

Private VLAN

+ Resource Allocation
System traffic
Network resource pools
+ More

Network Protocol Profiles

d. Click New....

The Add Port Mirroring Sessions window appears.
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= DSwitch - Add Port Mirroring Session 7w
st zesin e
Selectthe type of the port mirroring session
2 Edit properties
3 Select sources () Distributed Port Mirroring
4 Select destinations Wirror network raffic from a set of distributed ports to other distributed ports
R - () Remote Mirroring Source
SEARCR 25 Wirror network traffic from a set of distributed poris o specific uplink ports:
() Remote Mirroring Destination
Mirror network traffic from a set of VLANS to distributed ports.
(&) Encapsulated Remote Mirroring (L3) Source
Wirror network raffic from a set of distributed ports to remate agents IP addresses
() Distributed Port Mirroring (legacy)
Wirror netwark raffic from a set of distributed ports to a set of distributed ports andior uplink
ports.
Next Cancel
e. Select Encapsulated Remote Mirroring (L3) Source.
f. Click Next.
The Edit properties screen appears.
(= DSwitch - Add Port Mirroring Session 20

+ 1 Select session type Edit properties

Specify aname and the properties of the port mirroring session
2 Edit properties

3 Select sources

Name: ‘erspan
4 Select destinations S
Status | Enabled |
5 Ready to complete —
Session type Encapsulated Remote Mirroring (L2) Source
Encapsulation type: | GRE |
Session ID: ) =

Advanced properties
Wirrored packet length (Bytes) [JEnable 60 =

Sampling rate: 1

Description

Back Next Cancel

g. In Name, type a session name.
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h. For Status, select Enabled.

i. For Encapsulation type, select the encapsulation type.

ﬁ Note

Using ERSPAN THREE may cause issues. Trend Micro recommends
using GRE or ERSPAN TWO

jo  Click Next.
The Select sources screen appears.

k. Click the plusicon
(

il

) to add the source virtual machines that you want to monitor.
1.  Click Next.
The Select destinations screen appears.

m. Click the plusicon to add an IP address as a destination.

ﬁ Note

The destination IP address is the address that you configure on

Deep Discovery Inspector in the next step.

n. Click Next.
The Ready to complete screen appears.
o. Verify that the settings are correct and then click Finish.

2. Configure the mirroring destination to receive encapsulated remote
mirrored traffic.

a. Inthe Deep Discovery Inspector console, go to Administration >
System Settings > Network Interface.

The Network Interface screen appears.
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b. Locate a data port, and then click the right arrow

(

k
) at the beginning of the row.

c. Select Encapsulated Remote Mirroring.

d. Specify the encapsulated remote mirroring destination address.

Important
; The encapsulated remote mirroring destination address must be
routable from the management VMkernel port of the ESXi host.

e. Click Save.

Hardware Appliance - Configuring Mirrored Traffic Monitoring
from a VDS with Remote Mirroring

Remote mirroring enables you to monitor traffic on one switch through a
device on another switch and send the monitored traffic to one or more
destinations.

Virtual Virtual
Machine

Machine
ESXi Host ESXi Host
Virtual Virtual
Machine Machine
a W Physical

vCenter Server

D
Virtual Distributed Switch Layer 2 Switch S Disc%izry
(Mirroring Source) Network (Mirroring Inspector
J Destination)
t

FIGURE 5-2. Mirrored Traffic Monitoring from a VDS with Remote Mirroring
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Remote mirroring requires that you configure a remote mirroring VLAN on
your physical switches. If you cannot configure a remote mirroring VLAN,
consider using encapsulated remote mirroring as an alternative.

In the steps below, the mirroring source and mirroring destination are the
following:

» Mirroring source: Virtual distributed switch that fowards mirrored
traffic

+ Mirroring destination: Physical switch that receives mirrored traffic and
that can route the traffic to Deep Discovery Inspector

Before you begin, verify that the uplink ports of the ESXi hosts that receive
traffic are linked to the physical switch trunk port.

Procedure

1. Configure the mirroring source to forward remote mirrored traffic to the
destination.

a. Login to the vSphere Web Client.

b. Select your virtual distributed switch in the left column and then
click Configure.

c. Click Port Mirroring.

The Port mirroring screen appears.

Navigator X | @Dswitch 2 & [ #2 g | Ehadions~
A Back Getting Started  Summary  Monitor | Configure | Permissions  Ports  Hosts  WMs  Networks
2 8
IEI‘ ‘ﬂ Q “ Port mirrering
~E !
» [igvoDi ~ Settings o New
~ Ezwopiz G L Session Name Type
€ VM Network Topology
& Management
2 MonitorERSPANGroUp RInaalLEN
& WonitorPortGroup NetFlow

Health check

~ Resource Allocation
System traffic
Network resource pools

~ More

Network Protocol Profiles
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d. Click New....

The Add Port Mirroring Sessions window appears.

(= DSwitch - Add Port Mirroring Session

1 Select session type Select session type

Selectihe ype of the port miroring session
2 Edit properties

3 Select sources () Distributed Port Mirroring

A ST D Mirror network traffic from a set of distributed ports to other distributed ports
RS (+) Remote Mirroring Source
5 = Mirror netwark traffic from a set of distributed ports to specific uplink ports.

() Remote Mirroring Destination

Mirror network traffic from a set of VLANS to distributed ports.
() Encapsulated Remote Mirroring (L3) Source

Mirror network traffic from a set of distributed ports to remote agent's IP addresses.
() Distributed Port Mirroring (legacy)

Wirror network traffic from a set of distributed ports to a set of distributed ports andior uplink
ports.

Next

e. Select Remote Mirroring Source.

f. Click Next.

The Edit properties screen appears.

Cancel
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m.

== DSwitch - Add Port Mirroring Session ) w
1 Select session type Edit properties
Specify a name and the properties of the port mirroring session
2 Edit properties
3 Select sources Name ‘rspan
4 Select destinations —
Status: [ Enabled [+]
5 Ready to complete —
Session type Remote Mirroring Source
Encapsulation VLAN 1D 900 =

[ Preserve original VLAN

Advanced properties

Normal 10 on destination parts [Disalowes [~ ]
Mirrored packet length (Bytes): [lEnable 60

Sampling rate: 1 3{
Description:

Back Next Cancel

In Name, type a session name.
For Status, select Enabled.

In Encapsulation VLAN ID, specify the VLAN ID.

ﬁ Note

This is the remote mirroring VLAN ID configured on the VDS.

Click Next.
The Select sources screen appears.

Click the plus icon
(

T

) to add the source virtual machines that you want to monitor.
Click Next.

The Select destinations screen appears.

Add uplink in Available uplinks to Selected uplinks.
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n. Click Next.
The Ready to complete screen appears.
o. Verify that the settings are correct and then click Finish.

Configure the mirroring destination to forward encapsulated remote
mirrored traffic to Deep Discovery Inspector.
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Chapter 6

Virtual Appliance Deployment

Learn tips, suggestions, and requirements for installing a Deep Discovery
Inspector virtual appliance in the following sections.
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Deployment Overview

Procedure
1. Plan the deployment.
See Virtual Appliance Deployment Planning on page 6-2.
2. Review the installation requirements.
See Virtual Appliance Installation Requirements on page 6-4.
3. Review the system requirements.
See Virtual Appliance System Requirements on page 6-5.
4. Create a virtual appliance.
See Create a New Virtual Appliance on page 7-1.
5. Install Deep Discovery Inspector.
See Deep Discovery Inspector Virtual Appliance Installation on page 8-4-
6. Preconfigure Deep Discovery Inspector.

See Preconfiguration on page 10-1.

Virtual Appliance Deployment Planning
Plan how to best deploy Deep Discovery Inspector by doing the following:
+ Determine the segments of your network that need protection.

+ Plan for network traffic, considering the location of appliances critical to
your operations such as email, web, and application servers.

 Determine both the number of appliances needed to meet your security
needs and their locations on the network

+ Conduct a pilot deployment on a test segment of your network.

+ Redefine your deployment strategy based on the results of the pilot
deployment.
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+ Use the following examples to plan a customized Deep Discovery
Inspector deployment.

Deployment Scenarios

Deep Discovery Inspector can be deployed as a hardware appliance or as a
virtual appliance.

« Hardware appliance: Deep Discovery Inspector can be deployed either
inline or out-of-band.

« Inline: Deep Discovery Inspector acts as a transparent bridge and
can inspect decrypted TLS traffic. When deployed inline, only traffic
flowing through the inline ports is inspected.

ﬁ Note

Installing an additional inline (LAN Bypass) network interface card

is needed for inline deployment. For installation instructions and
compatible Deep Discovery Inspector appliance models, refer to the
Inline (LAN Bypass) Network Interface Card Installation Guide.

+ Out-of-band: Deep Discovery Inspector monitors network traffic
by connecting to the mirror port on a switch for minimal to
no network interruption. When deployed out-of-band, only traffic
mirrored to the data ports is inspected.

« Virtual appliance: Deep Discovery Inspector can only be deployed
out-of-band. Deep Discovery Inspector monitors network traffic by
connecting to the mirror port on a switch for minimal to no network
interruption.
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The figure below provides a high-level overview of supported deployments.

rl

VMware Port Mirroring

Use VMware port mirroring when traffic passes through a virtual distributed
switch.

For more details, see Port Mirroring on a VMware Virtual Distributed Switch on

page 9-1.

Virtual Appliance Installation Requirements

Ensure the following before installing Deep Discovery Inspector.

REQUIREMENT DESCRIPTION

Match port speeds The destination port speed should be the same as the source port
speed to ensure equal port mirroring. If the destination port is unable
to handle the faster speed of the source port, the destination port may
drop some data.
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REQUIREMENT DESCRIPTION

Monitor all data Deep Discovery Inspector monitors all inbound and outbound
network traffic.

ﬁ Note
To ensure Deep Discovery Inspector captures traffic from both
directions, configure the mirror port, and make sure that
traffic in both directions is mir