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To ensure that you have the latest versions of product documentation, visit the Online Help Center. 

• If you are upgrading from a previous version, refer to the release notes of any interim releases for additional 
enhancements.  

• If your SMS system is operating in High Availability (HA) mode, you must break HA and upgrade each 
SMS independently before re-establishing your SMS HA cluster. 

• Expect an upgrade to SMS v5.3.0 to take substantially longer than previous upgrades. The time 
required to upgrade will vary based on the version from which you are upgrading and the quantity of 
data to migrate. Learn more. 

• Following the release of v5.3.0, a critical issue was discovered with SSL Inspection. This issue causes the 
TippingPoint IPS to enter Layer 2 Fall Back, requiring a system reboot to return to the inspection state.  
There are multiple scenarios in which this issue will present itself, including rate limiting and quarantine 
when they are combined with SSL Inspection. For this reason, TippingPoint recommends that if SSL 
Inspection is required that you revert to TOS 5.2.0 on the IPS. 

Important  

Because of an issue preventing URL normalization that results in system log notification errors, you must follow 
these steps before upgrading to v5.3.0 if you are using URL Reputation and wildcards in URL entries.  To determine 
if you meet these criteria, navigate to Reputation Database > Search Entries and enter \* in the URL text box. 
 
To enable URL normalization, follow these steps before upgrading: 
 

1. Disable any feeds going into the Reputation User Entry database (such as URL Forwarding and scripts that 
update entries using web APIs). 

2. Export all user entries (including IP and DNS) by navigating to Profiles > Reputation Database > User 
Entries > Export from the SMS interface. 

3. Delete all user entries. 
4. Complete the migration to v5.3.0. Refer to Software upgrades and migration. 
5. Import IP, DNS, and URL entries 

 
If you have already upgraded to v5.3.0, contact TAC for assistance. 

  

http://docs.trendmicro.com/en-us/home.aspx
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Product version compatibility 

 SMS 
v5.3 

SMS 
v5.2 

SMS 
v5.1.1 

SMS 
v5.1 

SMS 
v5.0.1 

P2 

SMS 
v5.0.1 

P1 
SMS 
v5.0 

SMS 
v4.6 

SMS 
v4.5 

SMS 
v4.4 

TPS 

TOS 
v5.3  
and 

earlier 

TOS 
v5.2  
and 

earlier 

TOS 
v5.1.x 
and 

earlier 

TOS 
v5.1 
and 

earlier 

TOS 
v5.0.0 
and 

earlier 

TOS 
v5.0.0 
and 

earlier 

TOS 
v5.0.0 
and 

earlier 

TOS 
v4.2.x 
and 

earlier 

TOS 
v4.2.x 
and 

earlier 

TOS 
v4.1.0 
and 

earlier 

vTPS 

TOS 
v5.3  
and 

earlier 

TOS 
v5.2 
and 

earlier 

TOS 
v5.1,x 
and 

earlier 

TOS 
v5.1 
and 

earlier 

TOS 
v5.0.0 
and 

earlier 

TOS 
v5.0.0 
and 

earlier 

TOS 
v5.0.0 
and 

earlier 

TOS 
v4.2.0 
and 

earlier 

TOS 
v4.2.0 

TOS 
v4.0.2 

IPS 

TOS 
v3.9.6 
and 

earlier 

TOS 
v3.9.6 
and 

earlier 

TOS 
v3.9.6 
and 

earlier 

TOS 
v3.9.6 
and 

earlier 

TOS 
v3.9.6 
and 

earlier 

TOS 
v3.9.4 
and 

earlier 

TOS 
v3.9.3 
and 

earlier 

TOS 
v3.9.3 
and 

earlier 

TOS 
v3.9.3 
and 

earlier 

TOS 
v3.8.4 
and 

earlier 

Identity 
Agent 

v1.0.0 v1.0.0 v1.0.0 v1.0.0 v1.0.0 v1.0.0 v1.0.0 v1.0.0 v1.0.0 v1.0.0 

 

Software updates and migration 

Important: Be sure to follow the steps in the Important section before attempting to migrate to v5.3.0. 

You cannot upgrade any SMS or vSMS from a version that is no longer supported. Learn more about which 
versions are no longer supported. 

• Upgrading SMS on Gen6 hardware is not supported in this release. Learn more in Product Bulletin 1041. 
Gen6 is a hardware platform that shows as system model SMS H1 in the SMS CLI. To determine your 
system model, run the get sys.model command from the SMS CLI: 
 
smsdev SMS=> get sys.model 
System model (sys.model) = SMS H1 

Attempting to upgrade to this release on Gen6 hardware will result in an error. 

• You can upgrade the SMS to v5.3 directly from SMS v5.0.1 or later. If you are upgrading from a release 
earlier than v5.0.1 you must first upgrade to SMS 5.0.1, log in to the SMS to activate a Digital Vaccine, and 
then upgrade to v5.3. Learn more.  

• A vSMS must run partition version 2 or higher to upgrade to SMS v5.3.  If your vSMS is running partition 0 
and 1, you cannot upgrade to this version of SMS.  You must first perform a full SMS backup, redeploy the 
v5.0.1 vSMS or the current v5.3 vSMS to get the latest partition version, and then restore the backup. You 
can restore any SMS database backups beginning with SMS 4.4.0 or later on an SMS running SMS v5.3. 
Run the get repos.partition-version command from the SMS CLI to identify the partition version 
on the vSMS. 

  

https://success.trendmicro.com/solution/TP000071914-TippingPoint-End-of-Life-EOL-dates
https://success.trendmicro.com/solution/TP000118116-PB-1041-EOS-EOL-Announcement-for-SMS-G6-G7-G8
https://success.trendmicro.com/solution/TP000067488
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Because the SMS ssh keys are re-created after a full upgrade, you might see a message identifying the SMS as an 
unknown host during the ssh connection. 

Important: Do not interrupt an upgrade that is in progress. If you attempt to reboot the SMS, or if there is a loss of 
power, the disruption could result in complete data loss and render the system unrecoverable. 

The SMS v5.3.0 upgrade package requires at least 12 GB of memory and 300 GB of space. Because this larger 
package involves staging and restoring data across two reboots, a full upgrade to SMS v5.3.0 can take between 35 
minutes and several hours to complete. Factor in 90 seconds for every 2 million records of historical data that you 
want restored. If you do not require historical data, you can reduce the upgrade time by navigating to Admin > 
Database in the SMS Client and deleting it. 

For vSMS, upgrade times depend on the number of configured CPUs and the virtual disk performance. 

The estimated times noted in the following table apply to users upgrading from SMS v5.0.1 and later. You can 
monitor your upgrade status from the VGA console or virtual console. 
 

Step Task Process Estimated time SMS status 

1 Download upgrade package. Manual Varies1 Available 

2 Install upgrade package. Manual 2-10 minutes Unavailable 

3 Migrate data. Automatic Up to 3 hours2 Unavailable 
 

1) Network speed determines the time to download a 1.8 GB file. 
2) Depends on the amount of data to migrate. The SMS automatically reboots after step 2 and is not available for logins until 
step 3 has completed. Do not reboot the SMS during this time.

 
Release contents 

Description Reference 

The Filters for Review interface of the SMS web management console provides operational, 
security, and performance contexts so you can make strategic changes to your security policy 
according to filter factors relevant to the policy.  

Performance management features of the SMS web management console's Filters for 
Review interface are supported only on TPS and vTPS devices running TOS v5.3 or later. 

To learn more about this feature, refer to the SMS User Guide. 

New 

The SMS now supports TLSv1.2 in FIPS mode for the following: 

• SMS Client communication (ports 9003 and 10042) 

• TMC connections 

• Device connections 

• LDAP connections 

New 
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The SMS database has increased its maximum entries for the following statistics: 

• Historical Port Traffic Stats to 150 million 

• Device Traffic Data to 40 million 

TIP-26599 

The SMS now sends an SNMP trap to the network management console with information on 
which profile, DV, or other object had a distribution failure.  

TIP-35736 

Scheduled SMS database backups to an external NFS system no longer fail intermittently.  TIP-37132 

Enterprise Vulnerability Remediation (eVR) scans now support non-ASCII characters in 
filenames.  

TIP-35729 

Profile distributions no longer fail when a DNS exception conflicts with a URL exception that 
has been removed. 

TIP-40289 

Performance issues and dropped packets occurring repeatedly after distributing profile 
updates has been addressed in this release.  

TIP-40771 

Quarantine exceptions no longer fail if they are also named resources. TIP-33585 

The documentation has been updated to clarify that users with Administrative privileges can 
view and clear the audit logs for TPS devices.   

TIP-36496 

An issue that encumbered SMS logins has been resolved.   TIP-39910 

Recurring DV and profile distribution schedules and history now include a time zone so the 
time displayed is unambiguous. The time zone displayed matches the SMS client. 

TIP-41430 

The TPS and SMS interfaces no longer permit hostnames to include periods (.).  Hostnames 
can consist only of alpha-numeric characters and hyphens, and cannot exceed 63 characters 
or have a hyphen at the beginning or end. 

TIP-44323 

Known issues 

Description Reference 

Performing a backup and restore of the SMS database will not preserve Filter Performance 
Correlation data. 

TIP-42709 

After an upgrade to SMS v5.3.0 from a previous version, the number of Attacked Vulnerable 
Hosts on the SMS web management console does not reflect the pre-migration count.  

TIP-44771 
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The Edit Bulk action does not remove tag categories from user-provided Reputation entries. 
To remove tag categories from an entry, go to Profiles > Reputation Database > Search 
Entries, search for an entry, select entries in the search results, and click Edit.  

The search results display the first 10,000 entries. If you are modifying more than 10,000 
entries, you must repeat this procedure. When searching for URL entries, the search results 
table will not automatically refresh. Click Search to refresh the table.  

TIP-37913 

The File System: OS information is displayed twice in the SMS Health Statistics. TIP-39833 

Certain naming configurations could trigger a condition that causes profile distributions to fail.  

To prevent failures, make sure that the names of your profiles, segments, virtual segments, 
and certificates are less than 55 characters.  

TIP-45073 
TIP-38808 

The System Health and Performance graphics display a different power supply status for 
440T devices depending on which TOS the SMS is running. SMS v5.0.1 displays n/a, and 
SMS v5.1.0 displays 50%. 

TIP-36468 

The SMS web management console shows the incorrect time zone only when set to GMT +/- 
00:30 time zones.  

For the correct time, refer to the SMS Client console. 
TIP-33377 

The SMS does not activate a Digital Vaccine package when it contains a significant number of 
malware tags for a filter.  

TIP-33378 

When you remove a CA certificate used for authentication from the SMS Authentication CA 
certificate list—for example, when you delete the authentication configuration from the 
SMS—the CA certificate is also deleted from the device. If this same CA certificate was 
distributed to a device as part of the SSL server certificate chain, the device would have an 
SSL server with a missing CA certificate in its SSL certificate chain. 

TIP-44645 

   When run from the SMS client, the WHOIS command sometimes yields no results. TIP-52081 

When you use an encrypted TCP syslog, you must restart the SMS before certificate 
changes will go into effect. 

TIP-52245 

Product support 

For assistance, contact the Technical Assistance Center (TAC). 
 
 
 
 

 
 
© Copyright 2020 Trend Micro Incorporated. All rights reserved. Trend Micro, the Trend Micro t-ball logo, TippingPoint, the TippingPoint logo, 
and Digital Vaccine are trademarks or registered trademarks of Trend Micro Incorporated. All other company and/or product names may be 
trademarks of their respective owners. 

https://tmc.tippingpoint.com/TMC/Support?parentFolderId=support&amp;amp%3BcontentId=Support_Contacts
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