" TREND,  TippingPont

Security Management System (SMS)
Advanced Threat API Guide

Version 4.4.0

May 2016



Legal and notice information

© Copyright 2016 Trend Micro

Trend Micro makes no warranty of any kind with regard to this material, including, but not limited to, the implied warranties of merchantability and
fitness for a particular purpose. Trend Micro shall not be liable for errors contained herein or for incidental or consequential damages in connection
with the furnishing, performance, or use of this material.

This document contains proprietary information, which is protected by copyright. No part of this document may be photocopied, reproduced, or
translated into another language without the prior written consent of Trend Micro. The information is provided “as is” without warranty of any kind
and is subject to change without notice. The only warranties for Trend Micro products and services are set forth in the express warranty statements
accompanying such products and services. Nothing herein should be construed as constituting an additional warranty. Trend Micro shall not be liable
for technical or editorial errors or omissions contained herein.

TippingPoint®, the TippingPoint logo, and Digital Vaccine® are registered trademarks of Trend Micro. Vertica Copyright © 2016 Hewlett Packard
Enterprise Development Company LP. All other company and product names may be trademarks of their respective holders. All rights reserved. This
document contains confidential information, trade secrets or both, which are the property of Trend Micro. No part of this documentation may be
reproduced in any form or by any means or used to make any derivative work (such as translation, transformation, or adaptation) without written
permission from Trend Micro or one of its subsidiaries.

All other company and product names may be trademarks of their respective holders.

TippingPoint Security Management System (SMS) Advanced Threat API Guide



Contents

ADOUL thisS GUIE.......eeeeiiiiir e ——————————— 1
= 1o =T =10 Lo [T o Lo = PRSPPI 1
Related doCUMENTALION. ... e e e e e et e e e e e aeeas 1
(070]0177=T o (o] o 1 PO P T OTPPPPPPN 2
S TU o] oY) Q11 e T4 1 aF= 11 1] o PR SOURPRPR 3

Advanced Threat Device Integration & Reputation Overview...........ccccccrviiiiiiiiiiiccccc s, 4
1Y RS [ 1 (=To |- 1o o PO PO PPPPPPPPPPPPPP 4
Reputation Dat@base..........cooii i e e a e 4
Reputation Tag Cat@goOri€S.....uuu e e e e e e e e e e e e e e e aaaaaaaaaas 5
(=T 01U c= Lo T 1 (= R 6
0] PRSPPI 6

SMS Reputation Management APL..........ooo s ssss s s e e e s 7
Integrated ENVIFONMIENT. ... e e et e e e e e e e e e e e e eee s 7
(O A Y 1 F= T [ oo o o P PPPP PRSPPI 7
Reputation Import ReCOrd FOrMaLt..........coo oot e e e et e e e e e e eeeeees 9
Add or Delete Reputation ENTrES. .......coo oot e e e e e e e e e e e e e e e e e e e e 11
AddiNg @ RepULAtION ENIY.....cooii e e e e e e e e e e e e e e e e aan 12
Deleting @ Reputation ENtry... ... e e e e e e e e e e e e e e e e e e e eeeennens 12
QuEry RepULatioN ENTIIES. .. ... eiiiiiiiie ettt e et e st e e e e e e e e e st e e e e neeeas 13
Performance GUIAEIINES. .........oooi et e e e e e e e e s et e e e e e e e e aaaa 14
INitial Rate GUIAEINES........eiiiiiiiie et e e e 15
(O3S VY o USSP PSRRI 15

Security Management System (SMS) Advanced Threat API Guide i



A AP e e 16

1= oY o U 16
APl Minimum Supported SIMS VEISIONS.......cooiuuiiiiiiei it e e e eee s 16
Network Enforcement & Policy Management Using Advanced Threat Device Data...................... 18
Mapping Advanced Threat Data to Reputation Tag Categories............cccceviiiiiiiieiiiiiiieee e 18
Transforming Imported Reputation Entries into Distributed Policy.............ccooeiiiiiiiiciieee, 22
Searching Reputation ENTIES. ... e e e e e e e e e e e e e e 28
Deleting Reputation ENTHES..........uiiiiiiii e 28

i Security Management System (SMS) Advanced Threat API Guide



About this guide

This guide provides information required to integrate an advanced threat device with the TippingPoint
Security Management System (SMS) alongside one or more inline TippingPoint Intrusion Prevention System
(IPS) devices and other TippingPoint network appliances.

This section includes the following topics:
o Target andience on page 1

o Related documentation on page 1

s Conventions on page 2

o Support information on page 3

Target audience

This guide is intended for advanced threat device vendors who are responsible for implementing the
advanced threat application side of the integration with TippingPoint security systems and associated
devices. Users should be familiar with networking concepts and the following standards and protocols:

 TCP/IP
« UDP

« ICMP

* FEthernet

* Simple Network Time Protocol (SNTP)
e Simple Mail Transport Protocol (SMTP)

¢ Simple Network Management Protocol (SNMP)

Related documentation

A complete set of product documentation for the Security Management System is available online. The
product document set generally includes conceptual and deployment information, installation and user
guides, CLI command references, safety and compliance information, and release notes.

For information about how to access the online product documentation, refer to the Read Me First
document in your product shipment.
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Conventions

This information uses the following conventions.

Typefaces

TippingPoint uses the following typographic conventions for structuring information:

Convention Element

Bold font +  Key names
e Text typed into a GUI element, such as into a box

*  GUI elements that are clicked or selected, such as menu and list items,
buttons, and check boxes. Example: Click OK to accept.

Italics font Text emphasis, important terms, variables, and publication titles

Monospace font * File and directory names

* System output
e Code

*  Text typed at the command-line

Monospace, italic e« Code variables

font . _
*  Command-line variables
Monospace, bold Emphasis of file and directory names, system output, code, and text typed
font at the command line
Messages

Messages are special text that is emphasized by font, format, and icons.

N Warning! Alerts you to potential danger of bodily harm or other potential harmful consequences.

/N Caution: Provides information to help minimize risk, for example, when a failure to follow directions
could result in damage to equipment or loss of data.
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Note: Provides additional information to explain a concept or complete a task.
Important: Provides significant information or specific instructions.

Tip: Provides helpful hints and shortcuts, such as suggestions about how to perform a task more easily or
more efficiently.

Support information
Contact the TippingPoint Technical Assistance Center (TAC) by using any of the following options.
Note: Have the following information about your product available:

*  Serial number and/or software version for your product

* System logs or event logs if available for your product

Online support
Go to the TippingPoint Threat Management Center (TMC) at:
https:/ | tme.tippingpoint.com/ TMC/

Phone support
North America: +1 866 681 8324

International:see ///ps:/ / . tippingpoint.com/ TMC/
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Advanced Threat Device Integration & Reputation
Overview

The SMS Reputation Management API enables customers to utilize intelligence sourced from their
advanced threat solutions to provide in-line blocking at wire speed with TippingPoint Next Generation
IPS and TippingPoint Next Generation Firewall (NGEFW) appliances. This provides an advanced layer of
protection to prevent advanced malware from communicating to command/control systems, non-patient
zero infections, and prevent malware from spreading.

SMS Integration

An advanced threat application integrated in an SMS environment can help your customers disrupt malware
communications, isolate infected resources, and protect critical resources. The integrated environment
enables flexible action and enforcement options based on advanced threat-provided metadata and
reputation data from Digital Vaccines (DVs) and the Reputation Database.

An integrated environment enables customers to take enforcement actions, such as:

* Block against command and control network traffic generated by malware source.
* Send notifications when an infected host attempts to initiate communications.

* Quarantine an infected host.

¢ Block network traffic against malware source.

The Advanced Threat device uses the SMS Reputation Management API to connect with the SMS, enabling
the device to trigger reputation events.

Reputation Database

The TippingPoint Reputation Database is a collection of IP addresses and DNS names on an SMS that
represents potential risks to network security. The Reputation Database contains entries that are either user-
generated or contained in Reputation Digital Vaccines, or both. The entries in the Reputation Database are

used to create reputation filters that target specific network security needs. See Repuzation Filters on page
0.

Reputation entries can be tagged or untagged. A Zagged entry consists of an IP or DNS address plus a
reputation tag category and associated values. An #ntagged entry contains only an IP or DNS address and can
function either as a black list or white list.

As a vendor, you can define reputation tag categories through the SMS client, and leverage the data output
from your advanced threat device to import data as reputation entries to the SMS. Once the data is imported
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to the SMS Reputation Database as tagged reputation entries, these can be distributed to other SMS-
managed devices on the network.

Reputation Tag Categories

Reputation zag categories define the types of tags that can be used to categorize Reputation Database entries.
A reputation tag category is either created by the Reputation Digital Vaccine (Rep DV) service or defined

manually. Customers create new reputation tag categories in the SMS so that the data included in the CSV
file can be successfully imported into the SMS Reputation Database.

Note: Reputation entries imported from a CSV file must adhere to specific Reputation import rules. See
Reputation Inmport Record Format on page 9.

Tag categories that begin with Reputation D1 are reserved. Specifically, the Rep DV service uses tag
categories of Reputation DV Country, Reputation DV Exploit Type, and Reputation DV Source.

All reputation tag categories have the following attributes:

* Name: Name to identify the reputation tag category. All specified names must be unique.

* Type: Type of data tags that this category contains (text, list, date, boolean value, or numeric range).
e Description: (Optional) Descriptive text that indicates how tags of this category are to be used.

Depending on the tag category #pe, there may be additional attributes to define, as described in the table
below.

Type Description

Text Text string. Specify the Maximum Length, up to
255 characters.

List List of possible values for tags of this category.

Date Flexible date format definition. Specify Input
Format. For specific information, refer to the
Date/Time Format Characters table in the Tag
Categories embedded help panel in the SMS client.

Yes/No Boolean value, Yes or No.
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Type Description

Numeric Range Flexible range that can be defined within the limits
of a 32-bit signed integer. Specify Minimum
Value and Maximum Value.

Reputation Filters

A reputation filter associates an action set (defined on the SMS) with one or more entries in the Reputation
Database. An action set determines how the system responds when a packet triggers a filter. Default actions
include Block, Permit, Notify, and Trace. The SMS client also enables you to create custom action sets that
include Quarantine and Rate Linit.

When the reputation filter is distributed to a device, the specified actions are applied to traffic that matches
the tagged entries in the Reputation Database. When you create a reputation filter using a tag category from
the Reputation Database, any address associated with the tag category is included in the filter.

Note that reputation filters are created on the SMS and distributed to SMS-managed devices.

Profiles

A profile is a collection of filters or rules that enable you to set up security configuration options for
TippingPoint solutions. Profiles enable you to distribute filters to multiple devices, specific devices, physical
segments controlled by a specific device, or even virtual segments.

Profiles are created and modified through the SMS client, which is also used to distribute profiles

to managed devices. Each profile can be distributed separately, to specific devices. When a profile is
distributed, it includes shared settings (such as action sets, notification contacts, and services) as well as
associated filters and filter setting modifications.
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SMS Reputation Management API

The following information describes the initial network topology, method for importing reputation entries
into the Reputation Database, the reputation import record format, and performance guidelines.

It should be noted that Reputation Management is one portion of the SMS Web API. For more information
about the full external SMS API, refer to TippingPoint Security Management System External Interfaces
documentation included in the latest SMS release.

Integrated Environment

In the proposed integrated environment, an out-of-line advanced threat device is connected to the
customer’s LAN environment with a switch. The switch is configured to replicate traffic from one port to
another port so that you can allow pass-through traffic and redirect duplicate traffic to the advanced threat
device.

The SMS Reputation Management API enables an advanced threat device to connect with the SMS through
a secure Web interface, enabling the advanced threat device to update the Reputation Database. This, in
turn, allows administrators to leverage advanced threat intelligence to create reputation filters and better
protect their systems.

Important: Before the advanced threat device can send reputation entries to the SMS, tag categories
must be defined in the SMS client to map data output from the advanced threat device to
the Reputation Database. For more information about defining tag categories, see N apping
Adpanced Threat Data to Reputation Tag Categories on page 18.

Note: When interfacing with the SM S programmatically, the client must be able to trust the certificate
on the SMS, whether it is self signed or signed by an outside source.

CSV File Import

The SMS Reputation Management API allows you to import reputation entries from your advanced threat
device into the Reputation Database. File Import parameters can be passed to the SMS as an HTTP POST
request via a command line tool for HTTP scripting or programmatically by using an HT'TP client to
communicate to the SMS through Web APlIs.

The SMS imports reputation entries through a CSV file upload. To avoid performance issues, adhere to the
issues documented in Reputation Inport Record Format on page 9.

The following example shows how to import a CSV file to the SMS the cURL command.
Note: By default, the SM S requires SMS Administrator credentials with SuperUser access.
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curl -v -k -F "file=Q@outputFile.txt""https://10.99.1.123/repEntries/
import?smsuser=<user name>&smspass=<password>&type=ipv4"

-v Enables “verbose” mode for debugging.
-k Allows cURL to perform insecure transfers over SSL connections.

-F Enables cURL to emulate a user pressing a submit button, using the Content-Type multipart/form-data
according to RFC 2388.

In the example above:

 "file=@outputFile.csv" specifies the CSV file to be imported into the SMS Reputation
Database.

e 10.99.1.123 is the IP address of the SMS server.

* <user name> is the user name for an account with appropriate capabilities for Reputation
Management tasks.

¢ <password> is the password for the SMS user account.

e 1ipv4 designates the type of entries contained in the file: IPv4, IPv6, or DNS. The SMS supports these
three types, but all entries within a single file must be the same type.

If the reputation entries you import do #of have tags (that is, the entries are untagged), the imported data
merges with existing address values. If there are different tag values for the same tag category, the value for
the imported entry is used and the old value is discarded.

The following example shows data from a CSV file to be imported as reputation entries.
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P " b

File Edit Format View Help

.38.73 ,MalwarelpType,cncHost, Threatscore, 27 ,Createbate, 2014-01-31 -
.38.76,MalwarelpType,cncHost, Threatscore, 55,Createbate, 2014-01-31
.38.79,MalwareIpType,cncHost , Threatscore,68,Createbate,2014-01-31

.38.82 ,MalwareIpType,cncHost,ThreatScore,28,Createbate, 2014-01-31

.38. 85 ,MalwareIpType,cncHost, Threatscore, 92 ,Createbate, 2014-01-31

.38. BB ,MalwareIpType,cncHost, ThreatsScore,65,Createbate, 2014-01-31

.38.91 ,MalwarelpType,cncHost,Threatscore, 51 ,Createbate, 2014-01-31

.38.94 ,MalwareIpType,cncHost ,Threatscore,59,Createbate,2014-01-31

. 38.97 ,MalwareIpType,cncHost,ThreatsScore, 87 ,Createbate, 2014-01-31
.38.100,MmalwareIpType, cncHost ,ThreatScore,95,Createbate,2014-01-31
.3.132 ,MalwarelpType,infectedHost,ThreatScore,79,Createbate,2014-01-31
.38.75,MalwarelpType,infectedHost,Threatscore,91,Createbate,2014-01-31
.38.78,MalwareIpType,infectedHost,ThreatScore,47 ,CreateDate,2014-01-31
.38. 81 ,MalwareIpType,infectedHost,Threatscore,63,Createbate,2014-01-31

. 38. 84 ,MalwareIpType,infectedHost,ThreatScore,33,Createbate,2014-01-31
.38. 87 ,MalwareIpType,infectedHost,Threatscore,89,Createbate,2014-01-31
.38.90,MalwareIpType,infectedHost,Threatscore,93,CreateDate,2014-01-31
.38.93 ,MalwareIpType,infectedHost,ThreatScore, 62 ,CreateDate,2014-01-31
.38.96 ,MalwareIpType,infectedHost,ThreatScore,88,Createbate,2014-01-31
.38.102,MalwarelpType, infectedHost,Threatscore,42,Createbate, 2014-01-31
.38.74 ,MalwareIpType,malwaresource,Threatscore,59,Createbate, 2014-01-31
.38. 80 ,MalwareIpType,malwaresource,Threatscore,53,CreateDate,2014-01-31
.38.83 ,MalwareIpType,malwaresource, Threatscore,B89,CreatebDate,2014-01-31
.38. 86 ,MalwareIpType,malwaresource,Threatscore,47,Createbate, 2014-01-31
.38. 89 ,MalwareIpType,malwaresource,Threatscore,92,Createbate,2014-01-31
.38.92 ,MalwareIpType,malwaresource,Threatscore,56,Createbate,2014-01-31
.38.95,MalwareIpType,malwaresource,Threatscore,100,CreateDate,2014-01-31
.38.101 ,malwareIpType,malwaresource, Threatscore,42 ,Createbate, 2014-01-31
.38.104 ,MalwareIpType,malwaresource, Threatscore, 59,Createbate, 2014-01-31
.38.110,MmalwarelpType,malwaresource, Threatscore,70,Createbate, 2014-01-31

P 1 1 e e 1 B R R R
o I I O e e e e e e o e e e e e e e e e e e e e e e e e e e e

Reputation Import Record Format

The SMS expects imported reputation files to be in CSV format and to follow the rules described in the
table below. For reference, the rules are divided into files, fields, addresses and tags.

Files
CSV Format The import file must be in comma separated value (CSV) format.

Each line is made up of one or more
tields separated by commas.

Each line represents one entry, and
entries must not span lines.
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Any line that has a first non-white
space character of "#" is considered
a comment. comment lines are
discarded during import. There is no
support for inline comments.

Blank Lines

Blank lines after the last line are
ignored.

Fields

Double Quotes

Addresses

Address Types

DNS Enttries

CIDR Values

10

The import file may not contain any blank lines within the body.

A field may be enclosed in double-quotes. For a value that
contains a comma that is not a field separator, enclose the field
in a double quote. To represent a double-quote character within a
quoted value, use two double-quotes.

Only one type of address (IPv4, IPv6 or DNS domain name)
can be contained in the file. Mixing of types within a file is not
allowed. The first field on each line must be the IPv4 address,
IPv6 address or DNS name for that entry. The remaining fields
on a line are optional. If present, remaining fields are processed
as tag category/tag value pairs.

A DNS entry matches any lookups that contain the specified
string. For example, foo.com matches foo.com, www.foo.com,
and images.foo.com.

To specify an exact DNS entry match, enclose the DNS name in
square brackets. For example, [foo.com] matches only foo.com,
and does NOT match www.foo.com or images.foo.com.

CIDR values are be normalized. Any bits outside the portion of
the address specified by the prefix length are changed to zero.
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Tags

SMS Parity

Character Case

Yes/No tag categoties

For yes/no tag categories, the text
“yes,” regardless of case, denotes
a yes value. All other values are

considered no.

Tag Pairs

Tag pairs (tag category/tag value) do
not have to appear in the same order
on each line.

Tag Categories

Any tag categories that appear in the file must exist on the SMS
prior to import.

In tag category names and tag values, character case is significant.

For yes/no tag categoties, character case is insignificant.

Empty tag pairs (tag category/tag value) in fields are ignored.

If a tag category field is empty, an error occurs and the entry is
not imported.

If a tag value field is empty, the corresponding tag category
is discarded and the next field of the entry is processed. It is
equivalent to the tag category not appearing on that line at all.

It is not necessary that every entry specify every tag category, or
even the same tag categories as other entries in the file.

Add or Delete Reputation Entries

The SMS Reputation Management API allows you to add reputation entries to or delete reputation entries
from the Reputation Database using HTTP calls.

When you add reputation entries, use a comma (,) as a delimiter between a tag category name and the tag

category value.
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Entries that are associated with a LIST tag category can include multiple values only when the Allow
Multiple Values? check box is selected (on the Edit Tag Category dialog box in the SMS). The list values
must be separated by ~~~. For example: MalwareIpType,malwareSource~~~cncHost

If the LIST Tag Value Category is restricted to just one value, then the tag category name would be followed
by the one value. For example: MalwareIpType, infectedHost

Adding a reputation entry requires a parameter called TagData. Delting a reputation entry requires a
parameter for ip or dns and the parameter criteria with the value entry.

Adding a Reputation Entry

The parameter values for TagData must be UTF-8 encoded.
The following example adds a reputation entry for tag category MalwarelpType and CreatedDate:

https://10.99.1.123/repEntries/add?smsuser=<user name>&smspass=<password>

&ip=1l.1.1.1&TagData=MalwarelpType,infectedHost,CreatedDate, ”Jan
22, 2014”

In the example above:

e 10.99.1.123 is the IP address of the SMS server.

e 1.1.1.1 isthe IP address of the infected host (list value for MalwarelpType tag category).

e “Jan 22, 2014" is the list value for the CreatedDate tag category in the format MMM d, yyyy.

Deleting a Reputation Entry

The Delete API can delete one or more IP addresses and DNS entries in a single call. Add one or more IP
or DNS parameters to the request. For example:

https://10.99.1.123/repEntries/delete?smsuser=<user name>
&smspass=<password>&ip=1.1.1.1&ip=1.1.1.2&dns=malware.sourcel.com

&dns=malware.source2.com&criteria=entry

In above example:

* 10.99.1.123 is the IP address of the SMS server.

e 1.1.1.1and1.1.1.2 are the entries that will be deleted from the Reputation Database.

e malware.sourcel.comandmalware.source?2.com are the DNS entries that will be deleted
from the Reputation Database.
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Query Reputation Entries

SMS Reputation Management API allows a client to query reputation user-provided entries for an IP
address or a DNS address. The table below describes the parameters to be specified in a query.

Parameter Description

smsuser Required. User name for an SMS administrator.

smspass Required. Password for the user specified in the smsuser parameter.

p IP address of either IPv4 or IPv6 format. More than one IP address can be added

to the query. At least one ip or dns parameter must be specified.

dns DNS name. More than one DNS name can be added to the query. At least one ip or
dns parameter must be specified.

The following example shows the host URL the client uses for the query:
https://10.99.1.123/repEntries/query
e 10.99.1.123 is the IP address of the SMS server

Successful HTTP response codes are 200 and 204. A response code of 200 indicates the query was a
success and data is being returned. A response code of 204 indicates the query did not find the IP or DNS
entries in the Reputation Database, and no data is being returned.

Note that at least one IP address or DNS name must be specified in a query request, but the request can
contain only one type: ezther ip or dns. Below are some examples.

Example (IP parameters):

https://10.99.1.123/repEntries/query?smsuser=<smsusername>
&smspass=<smspassword>&ip=1.1.1.16&ip=1.1.1.26&ip=1.1.1.3

Example (DNS parameters):

https://10.99.1.123/
repEntries/query?smsuser=<smsusername>§smspass=<smspassword>

&dns=www.testl.com&dns=www.test2.com&dns=www.test3.com

The SMS responds to a quety request with a mime-type of zext/ plain with default character encoding of
UTF-8. For each IP address and DNS name specified in the query, the SMS will return all matching entries.
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For example, if the query request includes eight IP addresses, there will be eight values returned. Each value
is terminated by a <new-line> character, so each returned value appears on its own line.

If you have a query IP address of 1. 0. 0.1 and the database has user entriesof 1.0.0. 1,
1.0.0.0/24,and1.0.0.0/16 the returned result for this one IP will be 3 rows:

1.0.0.0/16,AtaHost, myata.device.com,MalwarelpType, infectedHost
1.0.0.0/24, AtaHost,myata.device.com,MalwarelpType, infectedHost
1.0.0.1, AtaHost,myata.device.com,MalwarelIpType, infectedHost

As noted in the above example, the signature of the return value has also changed, and the matching IP
address/ DNS is appended to the beginning of the reputation entries so you can see "HOW" the entry was
stored in the database.

The format of the returned values is equivalent to the format used during the “Add” service:
"Tag Class","Value",..

where Value is either a single value or a list of values. If a Tag class supports multiple
values, it is represented by a list of values separated with three tildes, for example: "value” and
"valuel~~~value2~~~value3".

The following examples show a sample request and a sample response.
Request:

https://10.99.1.123/ repEntries/query?
smsuser=<smsusername>§&smspass=<smspassword>&ip=1.1.1.1&ip=1.1.1.2

Response:
AtaHost,myata.device.com,MalwarelpType, infectedHost

AtaHost,myata.device.com, ThreatScore,28,MalwarelpType,
cncHost~~~infectedHost,Fri Jan 31 00:00:00CST2014

Performance Guidelines

Performance levels can vary greatly according to the number of files to be imported into the Reputation
Database, the number of entries in each CSV file, the number and type of devices the SMS manages on the
customer’s network, and the customer’s environment in general.

The SMS is limited to a maximum of 20 tag categories for the Reputation Database, and the maximum
number of reputation entries is 6,000,000; however, we suggest limiting the number of entries in a file to
10,000. The maximum number of IP or DNS values that can be specified in a single query is 10,000.

The SMS can upload one CSV file at a time, and each file can contain multiple entries. Returned addresses
are ordered from lowest to highest address, regardless of the order in which they are specified in a query.
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/N Caution: Flooding the SMS with multiple files (with single or few entries) can cause performance
issues. We recommend monitoring the growth of the Device Distribution queue size to
ensure that the devices can sustain the number of changes to the entries.

Important: In releases prior to SMS 4.1, the SMS prevented concurrent processing of uploaded files by
refusing file uploads until the previous upload was complete. As such, we cannot guarantee
that frequent updates will be processed, and data loss may still occur even when a successful
HTTP response code of 200 is returned. While integration is possible in versions prior to 3.0,
we recommend SMS 4.1 for production deployments as SMS version 4.1 supports concurrent
file import.

The file upload interval on the advanced threat device should be configurable, as it will allow the network
administrator to control the number of distributions that occur. Customers that have a large number of
devices may want to increase the interval so that their SMS is not overloaded with frequent distributions.

As a best practice, customers must tune their deployment so that the rate of Advanced Threat Entry
submissions to the SMS does not result in increasing the depth of the device distribution queue. The rate of
submission depends on the following:

e The API used for the submission: CSV file import or ADD APIL.

* The number of entries on the SMS. As such, a small Reputation Database has a higher number of
distributions than a large Reputation Database.

e The time it takes to synch reputation entries to the devices in the customer’s deployment.

Initial Rate Guidelines

The initial out-of-the-box guidelines for the CSV file import and Add/Delete API include the following:

¢ CSV File Import: Limit the rate of submission to approximately no more than one CSV file every two
minutes.

* Add/Delete API: bursts up to 1,000 in intervals of five minutes.

CSV Add

Worst case: one entry per request

Submitting a file with only one entry (every few seconds or more) is the least efficient way to submit an
entry to the SMS, as each request results in a distribution and a sync time, and the SMS can quickly get
overwhelmed with distributions.

Note: The File Upload API usesthe ADD API when afile contains 10 or less records, and this can help
performance by reducing the number of distributions. This threshold can be configured with the
assistance of the TippingPoint support team.
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Best case: more than 1,000 entries per request

Batching a large number entries in one file is the most efficient way to add entries to the SMS,; as there is no
limit on the number of entries in a file, and each file will cause a distribution to the device.

Add API

One entry per request by design

A best practice when using this API is to send requests in bursts up to 1,000 entries, and bursts should be
done in intervals to allow distributions to complete.

This depends on the number of entries in the Reputation Database and the time required to sync reputation
entries to the devices in the customer's deployment. Sending one entry every few seconds is the worst case,
as this results in a distribution, and the sync time between the SMS and the device can overwhelm the SMS
with distributions.

Delete API

One entry per request by design

A best practice when using this API is to send requests in bursts up to 1,000 entries, and bursts should be
done in intervals to allow distributions to complete.

This depends on the number of entries in the Reputation Database and the time required to sync reputation
entries to the devices in the customer's deployment. Sending one entry every few seconds is the worst case,
as this result in a distribution, and the sync time between the SMS and the device can overwhelm the SMS
with distributions.

APl Minimum Supported SMS Versions

Upcoming SMS releases will add support for API features as indicated in the table below.

Release API Feature Description

SMS 3.5 and later Create Reputation Entries Provides the ability to create
reputation entries by importing
them into the Reputation
Database via CSV file.
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Release API Feature

SMS 4.1 Add Reputation Entries
SMS 4.1 Delete Reputation Entries
SMS 4.1 Query Reputation Entries

Security Management System (SMS) Advanced Threat API Guide

Description

Provides the ability to add
reputation entries to the

Reputation Database using
HTTP.

Provides the ability to delete
reputation entries from the

Reputation Database using
HTTP.

Provides the ability to query
reputation entries using HTTP.
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Network Enforcement & Policy Management Using
Advanced Threat Device Data

The information in this section describes tasks required to import reputation entries into the SMS
Reputation Database from an advanced threat device, use these entries to build reputation filters, and
distribute the filters to managed devices.

This information will enable customers to leverage advanced threat data in an integrated environment and to
set up the following responses to reputation event triggers:

*  Block action against the command and control network traffic and the malware source.
*  Permut + Notify action for attempted communications from an infected host.

*  Block or Quarantine an infected host.

Mapping Advanced Threat Data to Reputation Tag
Categories

Note: Before the SM S can use data imported from an advanced threat device, reputation tag categories
must be manually created to map the data that will be used to create reputation entries. Reputation
tag categories used for this purpose are created in the SM S client. For more information about tag
categories, see Reputation Tag Catesories ON page S.

Before creating tag categories, the SMS administrator must know which data from the advanced threat
device-generated data to map. For example, the advanced threat device output includes address information
for the infected host, the malware source, and a CnC host. In this case, the SMS administrator might create a
list tag category in which list values correspond to the advanced threat device data.

Note: The SMSislimited to a maximum of 20 tag categories for the Reputation Database, regardless of
type.

Below is an example of a list tag category called Ma/warelpType. List values would vary depending by
advanced threat device, but would map data to be imported into the Reputation Database. In this example,
the list values include znfectedHost, cncHost, and malwareSource.
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L ™
i Create Tag Catego u
g Lategory

Tag Categories
Tag categories define the types of tags that may be used to tag reputation
databaze entries. A tag class can be created manually or by the Reputation DV
MOre. ..
General
MName: MalwarelpType
Type: | List - |
Description: | List tag category identifies output data from the ATA device,
List Settings

Pleaze provide values for the list. For example, if the tag name is Country, the values

might be China, France, Mexico, etc. If the tag name i Risk, the values might be Low,
Medium, and High.

infectedHost

cncHost

malwareSource

Move Up
Move Down
Edit... Delete...
[] Allow muttiple values?
| ok || cancel

Some advanced threat devices provide a numeric range to indicate how likely it is that a host is infected
or how much risk a particular type of malware presents. in this case, the SMS administrator might create
a numeric range tag category so that a high-risk assessment could be used by the SMS to trigger a specific

response.

The following example shows a numeric range tag category that might be used to map incoming values
from an advanced threat device to the SMS. In this example, the tag category name, ThreatScore, matches
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the incoming data from the advanced threat device, and the numeric range 0-700 includes values from the
advanced threat device data that indicate high risk.

, |
@ oy N s

Tag Categories
Tag categories define the types of tags that may be used to tag
reputation database entries. A tag class can be created manually or

more...

General

Name: Threatzcore

Type: Numeric Range

Description: | Minimum and Maximum range values span the numeric
values in ATA-generated data,

Numeric Range Settings

Mumeric tage may only contain integer values. Minimum and maximum
allowed values may also be specified. The value for each field must be in
the range -2, 147 483,648 thru 2,147 483 5647 inclusive.

Minimum Value: |0 (min -2,147,483,648)

Maximum Walue: |100 (max 2,147,483,647)

| ok || cancel |

The best practice is to include a date for imported entries, so that the SMS administrator can search for
reputation entries by date and can delete obsolete data in batches.

The following example shows a date tag category that identifies the date that specific data was imported into
the Reputation Database from an advanced threat device.
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Tag Categories
Tag categories define the types of tags that may be used to tag reputation
database entries. A tag class can be created manualky or by the Reputation DV

General

Name:; | CreatedDate

]

Type: [Dﬂte
Date tag category to identify the date an entry was created so that entries
can be searched or deleted by date.|

Description:

Date Settings

Drate tags contain date and time information. Tag values may contain just a date, or a
date and time. The Input Format field specifies the format of date and time values in

imported files.

Input Format. | MMM d, vvyy

Example: Input format “"MKMM d, yyyy" matches values like:
Bug %, 2009

| ok || cancel

Security Management System (SMS) Advanced Threat AP| Guide
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Transforming Imported Reputation Entries into Distributed
Policy

Once reputation entries are imported from an advanced threat device, these entries can be used to create
reputation filters associated with specific action sets. For more information on reputation filters and action sets,
see Reputation Filters on page 6.

The SMS uses profiles to distribute filters, filter setting modifications, and associated actions to managed
devices. For more information about profiles, see Profi/es on page 6. Before creating reputation filters, an
SMS administrator typically creates an inspection profile, which becomes the vehicle for distributing the

security policy.

In the following example, an SMS administrator has created an inspection profile called .AT.APo/icy in which
reputation filters will be created and distributed.

r B
| HP TippingPoint SMS - labuser@vsmsdev115 - Profiles (Profiles - Inspection Profiles - ATAPolicy) E=Ral™ >
. pping p icy]

File Edit View Tools Help

T L)
@ =» W [ O & e 58
Back Forward Events Reports Profiles | Responder Devices Admin

E}U Profiles Details | WVersions
B--{fo} Shared Settings
@ Action Sets Profile Details
@ Application Groups ) .
- Notification Contacts s IR
G' Schedules Inheritance:
@ Security Zones Active Version: 1.0
Services Deployment Mode: Defautt
& Servioe Groups c Additional Event Information: X-Forwarded-For & True-Client-IP Disabled
£ 8 nspection Profies apture ional Event Information: X-Forwar or & True-Client-IP Disal
@' Global Search Last Modified: 21314 11:19:31 AM CST
Biil ATAPolicy Description:
% Profile Overview
{ﬂ Search ‘
@ Security Fiters
5% Application Fiters Edit Detais... | | ] [ Export. | [ compare.. |[ Distribute.. |
B-m Uszer Defined Filters.
3% Advanced DDoS
& Traffic Thresholds | profile Distribution Schedule
: @ Reputation
@ Traffic Managemer Thiz profile i= not currently scheduled for distribution.

E}-ﬂ Default New Schedule...

’Cb Firewall Profiles
EJ-{} Digital Vaccines
- Auxilary DVs

@ DV Toolkit Packages
E-{@ Reputation Database Distribution Target Distributed Version Changed

ar Reputation DV ~
E User Provided Entries -
n Search

-8 Scheduled Distributions

4 T +

Profile Distribution Details

The inspection profile enables you to manage your distribution (e.g., all devices, some devices, specific
segments, etc.), and it allows you to track where the filters you create will be distributed.

The SMS administrator uses the Create Reputation Filter wizard to create reputation filters. The General
Settings screen prompts for basic filter information: Name, State, Action Set, and Comments.
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- B
@ Creste Reputation Filter (General Setti [
[H General Settings

Q Entry Selection Criteria This =creen lets you specify basic reputation fiter infermation. The name of the fitter, a description for the filter,
the state of the filtter, and the action to take.

mare...

[ Locked

Filter Info

MName: | Required Category: Reputation
Profile: ATAPolicy

Action General Settings
State: Enabled Comments:
Action Set:

Block + Motify + Trace
Permit

Permit + Motify
Permit + Motify + Trace

o) [Coanen |

Block, Permit, and Notify actions are available by default. For a Quarantine response, the SMS administrator can
create a custom action set under Shared Settings in the SMS client (see the image below). Creating a custom

action set for Quarantine response allows you to set packet trace options, specify options to handle traffic
from quarantined hosts, and to configure exceptions.
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@ HP TippingPoint SMS - Iabuser@vsmsdex115 - Profiles (Profiles - Shared Settings - Action Sets) Bl=e = |

File Edit View Tools Help
Back Forward Events Rept gl Create Action Set (Quarantine Settings!

EJU Profiles
EI@ Shared Settings Q Flow Control Quarantine Settings
: @ Q Notifications Indicates how traffic from quarantined hosts should be handled.

m Application Groups
& Motification Contacts AQ Packet Trace

Soecs
Q Q EERlE Thresholds

@ Secu.r'rty Zones Q Quarantine Exceptions
-G services Hit Count: fl ¢1-10,000) Period: | 1| minutes (1-50)

@ Service Groups
El{i Inspection Profiles
@ Global Search
=1 ATAPolicy

% Profile Overview
@ Search

8% Security Fiters @) Block
@ Application Filtters .
User Defined Fiters () Redirect to a web server
LI Advanced DDoS
G Traffic Thresholds.
@ Reputation Show filtter causing guarantine action

Action performed before threshold is reached: (©) Permit (@ Block

|:| TCP Rezet |Source

Web Requests

() Display quarantine web page

% Traffic Managemer
D..(i Default Show description of fiter causing guarantine action

Ca Firewall Profies Show customized HTML, specified below (Max Size = 1500, No forms or frames)
EJ--(} Digital Vaccines

B Auxiiary DVs

- DV Toolkit Packages
E—J--@ ?‘putaﬁnn Database
~-gr Reputation OV L5
ﬂ User Provided Entries Other Traffic

| search @ Block () Permit
T8 Scheduled Distributions

=

[ Previous | [ next |[ Finish | [ cancel |

4| Tl | 3

In the SMS Create Reputation Filter wizard, the Entry Selection Criteria screen enables the administrator to
specify criteria to use for selecting entries from the Reputation Database. The administrator uses this screen
to specify the reputation tag categories for the filter. For more details, see Mapping Advanced Threat Data to
Reputation Tag Categories on page 18.

The following examples show Entry Selection Criteria for reputation filters using the tag category examples
in Mapping Advanced Threat Data to Reputation Tag Categories on page 18.

The images below show entry selection criteria for reputation filters that match list values from the
MalwarelpType reputation category tag shown at the beginning of this chapter.
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#: Create Reputation Filter (Entry Selection Criteria) X
I! Q General Settings Entry Selection Criteria
This screen lets you specify the criteria which will be used to select entries from the reputation database.
More. ..
Entry Criteria
IPv4 Addresses IPv6 Addresses DNS Domains
Tag Criteria
Include Untagged Entries Include Tagged Entries
» CreateDate |l
& MalwarelpType [ iz ‘infectedHost’)
() Tag is present and has a value
@ Tag value is any of infectedHost Select Al
cncHost
malwareSource Select None A
(7) Does not have this tag
’ Reputation DV Country
» Reputation DV Exploit Type
4 Reputation OV Score
» Reputation DV Source Reset &
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A General Settings Entry Selection Criteria
This screen lets you specify the criteria which will be used to select entries from the reputation database.

ﬂ Entry Selection Criteria

more...

Entry Criteria

IPv4 Addresses IPvE Addresses DNS Domaing

Tag Criteria

Include Untagged Entries Include Tagged Entries

» CreateDate |l
7 MalwarelpType [ is any of ‘cncHost, ‘malwarsSource” )

() Tag is present and has a value

@ Tag value i any of infectedHosi oAl
cncHost
malwareSource Select None

m

() Does not have this tag

L4 Reputation OV Country
4 Reputation DV Exploit Type
L Reputation DV Score b
L4 Reputation DV Source ’W‘ -

The following image shows a reputation filter created to identify entries that have a Threat Score of 75 or
greatef.
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@ Create Reputation Filter (Entry Selection Criteria) [l

Q General Settings Entry Selection Criteria
This screen lets you specify the criteria which will be used to select entries frem the reputation database.

Mmore. ..

Entry Criteria

IPvé Addresses IPvS Addresses DNS Domains

Tag Criteria

Include Untagged Entries Include Tagged Entries

k CreateDate
» MalwarelpType
4 Reputation OV Country
4 Reputation DV Exploit Type
4 Reputation OV Score
k Reputation DV Source
hd ThreatScore ( grester than or equal to 75°)

() Tag is present and has a value

Tagvalue is |greater than or equal to; vl |?5 | and | | [ nclusive

() Does not have this tag

[ J [ conce |

The following image is an example of a reputation filter to identify entries created between January 1, 2014
and March 3, 2014, in yyyy-MM-dd format.
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r ™
@ Create Reputation Filter (Entry Selection Criteria)

Q’ General Settings Entry Selection Criteria
‘Q Entry Selection Criteria Thiz screen lets you specify the criteria which wil be used to select entries from the reputation database.
more...
Entry Criteria
IPv4 Addresses IPvE Addresses DNS Domains

Tag Criteria

|:| Include Untagged Entries Include Tagged Entries

*

~ [J] CreateDate (between 2014-01-01' and '2014-03-02" ) [ Reset |~

':::' Tag is present and has a value

:between v:
2014-01-01 ]  ana 20140302 A [ ncuswe

() Does not have this tag

m

4 |:| MalwarelpType Reset

4 |:| Reputation OV Country Reset

4 |:| Reputation DV Exploit Type Reset

4 |:| Reputation DV Score Reset | |

» [C] Reputation DV Source Reset ;-—
4 I | ¢

After adding reputation filters to the profile, the administrator distributes the profile to the appropriate
devices or segments. Once the profile is distributed, any updates to the Reputation Database entries from
the advanced threat device will automatically update the profile and cause it to be redistributed.

Searching Reputation Entries

The SMS client enables you to search reputation entries using Filter Criteria (e.g., “Reputation” filter
category), Source Criteria, Additional Criteria (e.g;, associated action), or Filter Taxonomy Criteria. For more
information about searching reputation entries, see the TippingPoint Security Management System User Guide.

Deleting Reputation Entries

The SMS client enables users to delete reputation entries from the Reputation Database. For more
information about deleting reputation entries using the SMS client, see the TippingPoint Security Management
System User Guide.

You can also delete a reputation entry by HT'TP request. For information about deleting a reputation entry
using this method, see De/eting a Reputation Fntry on page 12.
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