


TXOne Networksreserves theight to makechanges to this document and to
the product describedherein withoutnotice. Before installing and using the
product, review the readmefiles, releasenotes, and/orthe latest version of

the applicable documentation, which are available from the TXOne Networks
website at:

http://docs.trendmicro.com/eus/enterprise/txoné&tellarProtect.aspx

© 2022 TXOne Networks. All rights reserved. TXOne Networks,
StellarProtect (Legacy Modegnd StellarOneare trademarksor registered
trademarksof TXOne Networks. Allother productor company namemay
be trademarksor registered trademarks of their owners.

Docunent Part No.: APEM139619/221104
Release Date: November 2022

Protectedby U.S. PatentNo.: Patentspending.


http://docs.trendmicro.com/en-us/enterprise/txone-StellarProtect.aspx

This documentation introduces the main features of the product and/or
provides installation instructions for a production environment. Read
through the documentation before installing or using the product.

Detailed information aboubhow to usespecific featureswithin the product
may be available at the TXOne Networks Online Help Center and/or the
Knowledge Base.

TXOne Networks always seeks to improve its documentation. If you have
guestions, comments, or suggestions about this or any TXOneoRetw
document, please contact udats@txonenetworks.com

Evaluate this documentation on the following site:

http://docs.txonenetworks.com/efus/survey.aspx



mailto:%20docs@trendmicro.com
http://docs.txone-networks.com/en-us/survey.aspx

Privacy and Personal Data Collection Disclosure

Certain features available in TXOne Networks products collect and sedloafele
regarding product usage and detection information to TXOne Networks. Some of this
datais consideregersonaln certainjurisdictions andindercertainregulationslf you

do not want TXOne Networks$o collectpersonatlata, you must ensure that you

disable the related features.

The following link outlines the types of data that TXOne StellarProtect (Legacy
Mode) collects and provides detailed instructions on how to disable the specific
features that feedback the infoation.

https://success.trendmicro.com/datallectiondisclosure

Data collected by TXOne Networks is subject to the conditions stated in the
TXOne Networks Privacy Notice:

https://www.txone.com/privaegolicy/



https://success.trendmicro.com/data-collection-disclosure
https://www.txone.com/privacy-policy/




Table of Contents

Preface
PrefacCe.......vviie e iii
About the DOCUMENTALION.......cciiiiiiiiieeeiiiiieeeee et e e e seeens ii
AUGIENCE. ...eeiiei ittt st e et e e s snbreeeeeane iv
DocumeNnt CONVENTIONS.......cceivererireeseereamerieeeseeeesneeeesneeesenneeeas iv

Chapter 1: Introduction

About TXOne StellarProtect(Legacy Mode)...........ccccevcvveeeennns 1.2
WHAUSNEW. ...ooiiiiiiiiii e 1-2
Agent Featuresand Benefits..........cccvveeeiiiiiiicecc i 1-2
SYStEMREQUINEMENTS.......eviiee e eeeee e 1-4
AgentUpgradePreparation.............ooocuuviiiiiiicccieieeeneeeeenn, 1-12
AGENTUSEOVEIVIEW......uueiiiiiieeeaeeiiieeee it e e 1-13

Chapter 2: Local Agent Installation

Local Installation OVEIVIEW...........ccoevieieeiiiiieceeeieieeee e e e e e e 2:2
Installing from WIiNdOWS............occviiiiiiiiiiieese e 2-3
SettingUp the APProvedLiSt ........cceeeeviiieeeeiiimesieee e 2-10
InstallationUsing the CommandLing..........ccccevecviieeesiieennnnen, 2-13

Installer CommandLine Interface Parameters................. 2-14
Customizinglnstallation Parameters...........ccccceeevvviivieecee e 2-17

Setup.iniFile Arguments.......c.ccocceeeeiiiiirieece e 2-18

Chapter 3: Agent Configuration File Deployment

Deploymentfor StandaloneAgents..........ccoooviiiviviiiiieeniiiieeeenn 3-2
Exporting or Importing a ConfigurationFile....................... 3-2
Deploymentusing StellarOne.............cccooiiiiiienii i 3-3

RemotelyExporting Agent Settings..........ccccovcvvvveeeinieennnen. 3-3




TXOne Networks StellarProtect (Legacy Mode)E 1.3 Agent Installation Guide

Remotelylmporting Agent Settings.........ccccovvvveveeiiieeeenen. 3-4

Chapter 4: Local Agent Uninstallation

Uninstalling Agents from WIiNdOws............ccccoevvecvvvvvieecievnvnnnnn . 4-2

Chapter 5: Technical Support

Index

Troubleshooting RESOUICES............cccoviiiiiiiiemiieee e 52
Using the SupportPortal...........cc.ceeeviiiieiiicmniiieeee e 5:2
Threat Encyclopedia.........ccccoooviiiiiiiiceniee e 52

Contacting Trend MICIO..........cuieiiiiiiieeiiieeeee e 53
SpeedingUp the SupportCall..........cccvveeeiiiiiiiiiiccee e 54

Sending SuspiciousContentto Trend MICro............ccccvveviviierenas 54
Email ReputationServiCes.........ccccoviiveeiiiiineeiee e 54
File ReputationServiCeS........ccccviviiiiiee e 5:5
Web RepUtatioNSEIVICES.......ccoiiuviiiieiiiiiireeee s 55

Other RESOUICES........vvieiiii ittt 55
DownIoad CENLEN..........ueieiiiieiiiierieeeiee e 55
Documentation Feedback..............cccovieiiiiee i, 56



Preface

This Installation Guide introduces TXOne StellarProtect (Legacy Mode) and
guidesadministrators through installation and deployment.

Topicsin this chapterinclude:
A Aboutthe Documentatioron pageiii
A Audienceon pageiv

A DocumentConventionson pageiv

About the Documentation

TXOne StellarProtect(Legacy Mode) documentatiorincludesthe following:

Table 1. TXOne StellarProtect (Legacy Mode) Documentation

Documentation Description

Installation Guide A PDF document that discusses requirements and procedures for
installing StellarProtect (Legacy Mode).

Administrator's Guide A PDF document that discusses getting started information and
StellarProtect (Legacy Mode) usage and management.

Readme File Contains a list of known issues. It may also contain late-breaking
product information not found in the printed documentation.

Knowledge Base An online database of problem-solving and troubleshooting
information. It provides the latest information about known
product issues. To access the Knowledge Base, go to the
following website:

http://esupport.trendmicro.com

Downloadthelatestversionof the PDFdocumentaindReadmaeat:

http://docs.trendmicro.com



http://esupport.trendmicro.com/
http://docs.trendmicro.com/

TXOne Networks StellarProtect (Legacy Mode)E 1.3 Agent Installation Guide

Audience

TXOne StellarProtect (Legacy Mode) documentation is intended for
administrators responsiblor StellarProtect (Legacy Modenpanagement,
including agentinstallation.These users are expected to have advanced
networking and server managemenknowledge.

Document Conventions

The following table provides the official terminology used throughout the
TXOne StellarProtedi_Legacy Mode) documentation:

Table 2. Document Conventions

Convention Description
UPPER CASE Acronyms, abbreviations, and names of certain commands and
keys on the keyboard
Bold Menus and menu commands, command buttons, tabs, and
options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click Save on
the interface

z Note

Configuration notes

Q Tip

Recommendations or suggestions




Convention Description

Information regarding required or default configuration settings
Important A
and product limitations

g WARNING! Critical actions and configuration options
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Introduction

TXOne StellarProtedii_egacy Mode) delivers a simple, moaintenance
solution to lockdown and protect fixeidnction computers, helpingrotect
businessesgainstsecurity threatsand increaseproductivity.

Topicsin this chapterinclude:

A AboutTXOne StellarProtediLegacyMode)on pagel-2
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About TXOne StellarProtect (Legacy Mode)

TXOne StellarProtect (Legacy Mode) protects fixfadction computers like
Industrial Control Systems (ICS), Point of Sale (P@3ininals, and kiosk
terminals frommalicious software and unauthorizege. By using fewer
resourcesandwithout the need for regular software or system updates,
StellarProtect (Legacy Mode&an reliablysecurecomputersin industrial and
commercialenvironmentswith little performance impact or downtime.

What's New

TXOne StellarProtect (Legacy Mode) 1.3 includes the following
new features andenhancements.

Table 1-1. What's New in TXOne StellarProtect (Legacy Mode) 1.3

Feature Description

The enhanced StellarProtect (Legacy Mode) process flow of
Enhanced event processing Approved List and policy deployment increases system
operation efficiency.

StellarProtect (Legacy Mode) agent-server communication has
been enhanced to support the connection checking and central
management configuration using the Command Line Interface.

Enhanced agent-server
communication

Agent Features and Benefits

StellarProtect(Legacy Mode) includesthe following featuresand benefits.

Application Lockdown

By preventing programs, DLL files, drivers, and scripts not specifically on the
Approved List of applicationsfrom running (also known as application trust
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listing), StellarProtect (Legacy Modg)rovides both improved productivity and
systemintegrity by blocking malicious software and preventingunintended
use.

StellarProtect (Legacy Mode) Write Protection blocks modification and
deletion of files,folders, andregistry entries.

Exploit Prevention

Known targeted threatike Downad and Stuxnetas well as newand

unknown threats, are a significant risk to ICS and kiosk computers. Systems
without the latest operating system updates are especially vulnerable to
targeted attacks.

For advanced threat prevention, StellarProtect (Legacy Mode) includes
intrusion prevation, execution prevention, application lockdown, and
device controlto stop threats from spreading to the endpmwimtxecuting.

Approved List Management

When software needs to be installed or updated, you can use one of the
following methodsto makechangesto the endpointand automaticallyadd
new or modified files to the Approved List, all without having to unlock
TXOne StellarProtect (Legacy Mode):

A MaintenanceMode

Trusted Updater
A PredefinedTrusted UpdaterList
A CommandLine Interface(CLI):

A Trustedhash

A Trustedcertification
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Small Footprint

Comparedto other endpointsecurity solutionsthat rely on large patternfiles
that require constantupdates,applicationlockdown usesless memory and
disk space,without the needto download updates.

Role Based Administration

TXOne StellarProtect (Legacy Mode) provides a separate administrator and
RestrictedUseraccountproviding full control during installation andsetup,
as well as simplified monitoring and maintenancster deployment.

Graphical and Command Line Interfaces

Anyone who needs to check the software can use the console, while system
administrators can take advantagéthe command line interface (CLI) to
accessall of the featuresand functions available.

Self Protection

Self Protection provides ways for TXOrfgtellarProtect (Legacy Mode) to
defend itsprocessesand resourcesyequiredto function properly, from
being disabledby programs or actual users.

Self Protectionblocks all attemptsto terminatethe following services:

A Trend Micro UnauthorizedChangePreventionService (TMBMSRV.eje

A Trend Micro PersonalFirewall (TmPfw.exg
A TXOne StellarProteci{Legacy Mode) Service (WkSrv.exg
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System Requirements

This sectionintroduces StellarProtect{Legacy Mode) systemrequirements.

Hardware Requirements

TXOne StellarProtect (Legacy Mode) does not have specific hardware
requirements beyondthose specified by the operating system, with the
following exceptions:

Table 1-2. Required Hardware for StellarProtect (Legacy Mode)

Hardware/Software Description
Available disk space 350MB minimum
Monitor Interface and resolution VGA (640x480), 16 colors
Important

StellarProtect (Legacy Mode&)annotbe installed ona systemthat already runs
one of thefollowing:

A Trend Micro OfficeScan

A TrendMicro Titanium

A Other Trend Micro endpointsolutions
A

Other endpointsolutionsexceptWindows DefenderAntivirus

Q Tip
Forthe x64 platformremovingx86 foldersin theinstallationpackagecan
reduce the size of the installer and vice versa.






https://technet.microsoft.com/en-us/library/cc754841.aspx
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1-10

‘—,jNot
A

e

Unlock the endpoint before updating your Windows 10 operating
system to the Anniversary Update, Creators Update, Fall Creators
Update, April 2018 Update, October 2018 Update, or later versions.

OneDrive integratio in Windows 10 Fall Creators Update, Spring
Creators Update, or later versions is not supported. Ensure that
OneDrive integration is disabled before installing StellarProtect
(Legacy Mode).

To improve performance, disable the following Windows 10
componets:

A Windows Defender Antivirus. This may be disabled via group
policy.

A Window Update. Automatic updates may require the download of
large files which may affect performance.

A Windows Apps (Microsoft Store) autoupdate.Checkingfor
frequent updates mapause performance issues.

In Windows 10 April 2018 Update (Redstone 4) and later,
StellarProtect (Legacy Mode) has the following limitations
when working withfolders where thease sensitivattribute
has been enabled:

A Enabling thecase sensitivattribute for a folder may prevent
StellarProtect(Legacy Mode) from performing certain actions
(eg. prescan, custom actions) on that folder. Folders that do not
have the attribute enabled are not affected.

A StellarProtect (Legacy Mode) blocks all processes stdrtam
folders where thease sensitiveattribute is enabled. Additionally,
StellarProtect (Legacy Mode)is unable to provide any information
for the blocked processesxcept for file path.

A The StellarProtedfLegacy Mode) agent cannot verify file
signatures of files saved in folders where thge sensitive
attribute is enabledAs a result, DAC exceptions related to
signatures cannot work.
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Windows XP Embedded (SP1/SP2) (32bit)

Windows Embedde&tandard 2009 (NoSP) (32bit)

Windows Embedded POSReady 2009 (32bit)

Windows Vista for Embedded Systems (NoSP/SP1/SP2) (32bit)

Windows Embedded Standard 7 (NoSP/SP1) (32/64bit)

Windows Embedded POSReady 7 (NoSP) (32/64bit)

Windows Embedded 8 Standard (No$82/64bit)

Windows Embedded 8 Industry (NoSP) [Pro/Enterprise] (32/64bit)

Windows Embedded 8.1 Industry (NoSP) [Pro/Enterprise/Sideloading] (32/64bit)
Windows Embedded POSReady (32bit)

_/j Note
A

StellarProtecf{Legacy Mode) installed on Windows XP Embedded
does not support the following functions: DLL/Driver Lockdown,
Script Lockdown, Integrity Monitoring, USB Malware Protection,
Storage Device Blocking, Maintenance Mode, and Predefined
Trusted Updater.

A StellaProtect (Legacy Mode) does not support a custom action of
i quar aantWindosv®XP Embedded SP1.

1-9
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Windows Server:

A Windows 2000 Server (SP4) (32bit)

4 Note
StellarProtect (Legacy Mode) installed on Windows 2000 Server SP4 does
not support théollowing functions: DLL/Driver Lockdown, Script
Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

1-10
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Windows Server 2003 (SP1/SP2) [Standard/Enterprise/Storage] (32bit)
Windows Server 2003 R2 (NoSP/SP2) [Standard/Enterprise/Storage] (32bit)
Windows Server 2008 (SP1/SP2) [Standard/Enterprise/Storage] (32/64bit)
Windows Server 2008 R2 (NoSP/SP1) [Standard/Enterprise/Storage] (64bit)
Windows Server 2012 (NoSP) [Essentials/Standard] (64bit)

Windows Server 2012 R2 (NoSP) [Essentials/Standard]tj64b

Windows Server 2016 (NoSP) [Standard] (64bit)

Windows Server 2019 (NoSP) [Standard] (64bit)

Windows Server 2022 (NoSP) [Standard] (64bit)

Windows Storage Server 2012 (NoSP) [Standardh(64

Windows Storage Server 2012 R2 (NoSP) [Standardb{§4

Windows Storage Server 2016 (NoSP) (64bit)

Windows Server 2003 for Embedded Systems (SP1/SP2) (32bit)

Windows Server 2003 R2 for Embedded Systems (NoSP/SP2) (32bit)
Windows Server 2008 for Embedded Systems (SP1/@R2%4bit)

Windows Server 2008 R2 for Eratdded Systems (NoSP/SP1) (64bit)
Windows Server 2012 for Embedded Systems (NoSP) (64bit)

Windows Server 2012 R2 for Embedded Systems (NoSP) (64bit)
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Agent Upgrade Preparation

This version of StellarProtect (Legacy Modesupportsupgradefrom the following
versions:

A StellarProtec{LegacyMode) 1.0
StellarProteci{LegacyMode) 1.1

T

StellarProtectLegacy Mode) 1.2

T

StellarProtect{Legacy Mode) 1.2 patch 1

~ 4 Note

Before upgradingclose the wksupporttool Ul and/or StellarProtect (Legacy Mode)
agent console

WARNING!

Before upgradingtake the appropriatactions below asnoted foryour chosen
installation method and the version of your installed StellarProtect (Legacy
Mode) agent.

The latest updatescan be downloadedfrom the StellarProtect(Legacy
Mode) SoftwareDownload Center at
http://downloadcenter.trendmicro.cam/

Table 1-3. Fresh Installation of the StellarProtect (Legacy Mode) Agent

Installation Installed Agent

Method version Required Action | Settings Retained



http://downloadcenter.trendmicro.com/
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Local installation
using Windows
installer

StellarProtect (Legacy
Mode) 1.0 / 1.1/1.2/1.2
Patch 1

It's necessary
to manually
add the install
file
(SL_Install.ex
e) into the
trusted HASH
list before use
it.

No settings retained
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Installation
Method

Installed Agent
Version

Required Action

Settings Retained

Local installation
using command line
interface installer

StellarProtect (Legacy
Mode) 1.0 / 1.1/1.2/1.2
Patch 1

It's necessary to
manually add the
install file
(SL_Install.exe) into
the trusted HASH list
before use it.

No settings retained

Table 1-4. Post-Installation Agent Upgrade (Legacy OS 1 Supports SHAL)

Installation Installed'Agent Required Settings Retained
Method Version Action
For example, deploy | StellarProtect (Legacy No preparation Compatible settings
patching by running | Mode) needed retained
stellar_patch.exe 1.0/ 1.1/1.2/1.2 Paich 1
To do a silentinstall
instead, open the
command prompt as
an administrator and
enter the following
command:
>
stellar_patch.exe
-S-a
Gslg
Remote installation StellarProtect (Legacy No preparation Compatible settings
Mode) needed retained
1.1/1.2/1.2 Patch 1
Note: StellarProtect
(Legacy Mode) 1.0
supports only local
installation.
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Table 1-5. Post-Installation Agent Upgrade (Modern OS 7 Supports SHA2)

Installation Installed'Agent Required Settings Retained
Method Version Action
For example, deploy | StellarProtect (Legacy No preparation Compatible settings
patching by running | Mode) 1.2 Patch 1 needed retained
stellar_patch.exe
Todoasilentinstall | Note: For agents with
instead, open the versions below 1.2 Patch
command promptas | 1, local upgrade for
an administrator and | standalone StellarProtect
enter the following (Legacy Mode) agents is
command: not supported. Please
S implement either
workaround listed below:
stellar_patch.exe
s-a - Remotely upgrade
cslg StellarProtect (Legacy
Mode) agents from
StellarOne web console
- Add the patch file hash
as trusted hash and then
perform local upgrade.
Remote installation StellarProtect (Legacy No preparation Compatible settings
Mode) needed retained
1.0/1.1/1.2/1.2 Patch 1

Agent Use Overview

TXOne StellarProtect(Legacy Mode) is a trust list-basedsolution that

locks downcomputers, preventing all applications not on the Approved List
from running. StellarProtect(Legacy Mode) can be configuredand
maintained using thgraphical user interface (GUI) agentconsoleor the
command line interface




(CLI). System updates can be applied without turning off Application
Lockdown at the endpoint through Maintenance Mode, trust hizaht

certification, predefinedtrusted updaterlist or by using the Trusted Updater.

Considerthis typical use casescenar:

1. Setup the Approved List andturn on Application Lockdown on the
endpoint so that unapproved applications cannot be run.

2. Use MaintenanceMode, trust hash, trust certification, predefined
trustedupdater listor by using the TrustedJpdaterto updateor install
software.

3. Configure and enablethe RestrictedUser accountfor later maintenance.

If someone tries to run an applicatioot specificallyon the Approved List,
the following message displays:

C:\Documents and Settings\Administrator\Local Settings\Application Data\Google\Chrome\Appli... rzl

Windows cannot access the specified device, path, or file. You may not have the appropriate permissions to access

the item.
[ 1]

Figure 1-1. TXOne StellarProtect (Legacy Mode) blocking message

Introduction
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Chapter 2

Local Agent Installation

This chapter describes local TXOne StellarProtect (Legacy Mode) agent
installation andsetup procedures.

Topicsin this chapterinclude:
A LocallInstallation Overviewon page2-2

Installing from Windowson page2-3

A SettingUp the ApprovedList on page2-10
A Installation Usingthe Command.ine on page2-13
A Customizingnstallation Parameterson page2-17
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Local Installation Overview

Procedure

1. Verify that the endpoint meets the TXOne StellarProtect
(Legacy Mode) systemrequirements.

For details,seeSystenmRequirement®n page 1-4.

2. Install TXOne StellarProtect (Legacy Moda)sing your preferred installation
method.

TXOne StellarProtect (Legacy Mode) can be installed using either the
WindowslInstalleror the commandine interface (CLI) installer.

Table 2-1. StellarProtect (Legacy Mode) Local Installation Methods

Installation Method Benefits

Windows Installer The Windows Installer provides simplified step-by-step
installation wizard for first-time or single installation and is
also suitable for preparing for mass deployment for cloned
endpoint systems.

For details, see Installing from Windows on page 2-3.

Command lineinterface | The command line interface (CLI) installer provides silent
installer installation and can be integrated into a batch file for mass
deployment.

For details, see Installation Using the Command Line on page
2-13.

. A Note

1. To customize installationsising either theWindowslInstaller
or thecommand line interface (CLI) installer, modify the
Setup.infile.

2. Toregister StellarProtect (Legacy Mode) agent to a specific
group via StellarOneonsole, after downloading the
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Group.infile to StellarOne console, user must also add it in the
Installer Package oStellarProtect (Legacy Modeggent.

For details,seeCustomizinginstallation Parameterson page2-17.

3. Configurethe new installation.
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a. Openthe TXOne StellarProtect (Legacy Mode) console and set
up the ApprovedList.

Before TXOne StellarProtect (Legacy Mode) can protect the
endpoint, it must check the endpoint for existing applicatiand
files necessary forthe system to run correctly.

For details,seeSettingUp the ApprovedList on page2-10.
b. Modify the TXOne StellarProtectLegacy Mode) settings.
c. (Optional) Deploy the updatedsettingsto multiple agents.

To deploy settings to multiple TXOne StellarProtect (Legacy Mode)
agents, use anagent configuration file.

Installing from Windows

To install TXOne StellarProte¢t.egacy Mode), you must log on using an
account with administrator privileges.

Procedure
1. Doubleclick SL_Install.exe

If aUser Account Control warningfrom Windowsappearsglick Yes

* Setup Launcher

Verified publisher: TXOne Networks Inc.
File origin: Downloaded from the Int:

Show more details
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2. Whenthe installationwizard opens,click Next.

ﬁ TXOne StellarProtect (Legacy Mode) - X

Thank you for choosing to install
TXOne StellarProtect (Legacy Mode).

Ciick [Next] to start the installation process,

WARNING:

This program is protected by copyright laws and international
treabes.

. A Note

If there is another version of StellarProtect (Legacy Mode)he
endpoint,the installer will remove it before installing the latest version.

3. Read the license agreement, selemtcept the terms in the License
Agreement and clickNext.

ﬂ TXOne StellarProtect (Legacy Mode) Setup - X

End-User License Agreement =
txOne

TXOne StellarProtect (Legacy Mode) is subject to the terms and conditions of the TXOne
Networks license agreement below. Please read it carefully.

READ CAREFULLY. LICENSEPURCHASEUSE OF TREND MiCRO  *

IMPORTANT

SOFTWARE AND APPLIANCES BY BUSINESS, GOVERNMENTAL, AND OTHER
LEGAL ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS. A DIFFERENT TREND MICRO AGREEMENT CGOVERNS THE
LICENSE PURCHASE USE OF TREND MICRO PRODUCTS THAT ARE PUBLISHED
BY TREND MICRO FOR NON-BUSINESS USE, PERSONAL USE, HOME USE,
AND OR CONSUMER USE

TREND MICRO GLOBAL BUSINESS SOFTWARE AND OR
APPLIANCE AGREEMENT

Trial and Paid Use: Thi: Busines: Software and Appliance Azreement superiede: all
[£]1 accept the terms in the License Agreement

oot [T ] | s
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4. Make any necessaryxchangedo the installation options,and click Next

(1) 'mportant

Network Virus Protectioncan only be installed during the initial program
installation, but it can be disabledafter installation, if necessarySee

Exploit Prevention Settings in the Administrator's Guide for more
information.

ﬁ TXOne StellarProtect (Legacy Mode) Setup

- X
Installation Settings =
txOne

Installation Directory

[c:\Program Fies\TXOne\

Optional Components

[J install Network Virus Protection (Not configurable later)
Note: Network Virus Protection cannot be installed individually after
the product installation

[F1Add to Start Menu

[ Create a desktop icon

[ Create a system tray icon

coos [Tom] | o
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5. Provide the Activation Code and specify an administrator password for

TXOne StellarProtediLegacy Mode).

[ A Note

The password must be 8 to 64 alphanumeric characters. The following
charactersare not supported:| > <\ " spaces.The StellarProtect

(Legacy Mode) administrator password is unrelated to the Windows
administrator password.

15 TXOne StellarProtect (Legacy Mode) Setup =
Product Activation Code & Create
Administrator Password txOne
Product Activation Code

(Format: XX-XXXX-XXXXX-XX00X- 30000 - XHXXXK-X00KK)

Administrator Password

The password must be 8 to 64 alphanumeric characters. The following characters are not
supported:| > <\ " spaces.

Password:

I

Confirm Password:

I

[t Jmets) [concel ]

WARNING!

Please store securely and do not lose the StellarProtect (Legacy Mode)
administrator password. If you lose the StellarProtect (Legacy Mode)
administrabr password,pleasecontact TXOne Networks for support.

6. Click Next
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A messagappearsaskingif youwouldlike to scantheendpointfor
threats before continuing with the installation.

ﬁ TXOne StellarProtect (Legacy Mode) X

TXOne Networks recommends you scan this endpoint for
threats before continuing with the installation. The Setup
program can scan this endpoint for security risks before
installing the product. Scanning can prevent StellarProtect
(Legacy Mode) from induding known security risks in the
Approved List.

Would you like Setup to scan this endpoint?

oo san

7. (Optional) Scan the endpoint for thredisfore continuing with the
installation. TXOne Networks recommendsyou perform this scan.

A To scanthe endpointfor threats,click Scan

a.

b.

The Endpoint Prescanwindow appears.
To customizethe scansettings,click Edit ScanSettings

Click ScanNow.

If Endpoint Prescan detects security risks, TXOne Networks
recommends canceling the installation. Remove threats from
the endpoint and try again. If critical programs are detected as
threats, confirm that the endpoint is secure and that the
versions of thgrograms installed do not contain threats.
Ignore detected threats only if you are absolutely certain that
they are false positives.
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. A Note

You cannotstop a scan processwhen you set the
PRESCANCLEANUP andFORCE_PRESCAN options in the Setup.ini
file.

For moreinformation, see PrescanSectionon page 2-37.

9w
Perform a manualscanto detectand removethreatson
endpoints. For more information, sgeanual Scan Commands in

the Administrator's Guide.

A Toskipscanninggclick Do Not Scan

| A Note
The Do Not Scan and close buttons are not applicablewhen you set
the PRESCANCLEANUP and FORCE_PRESCAN options in the Setup.ini
file.

For moreinformation, see PrescanSectionon page 2-37.

8. WhentheInstallation Complete window displays,click Finish.
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1) TXOne StellarProtect (Legacy Mode) Setup =S iC]
Installation Complete

txOne

TXOne StellarProtect (Legacy Mode) has been successfully installed,

ﬁﬁ Note
Optionally enablememory randomizationon older operating systems
such as Windows XP or Windows Server 2003, which may lack or offer

limited AddressSpace LayouRandomization (ASLR) supporSeeExploit
Prevention Settings in the Administrator's Guide for more information.

Setting Up the Approved List

Before TXOne StellarProtect (Legacy Mode) can protect the endpoint, it

must check the endpoinfior existing applications and files necessary for
the system to runcorrectly.
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Procedure
1. Openthe StellarProtectLegacy Mode) console.

The StellarProtect{Legacy Mode) log on screenappears.

' TXOne StellarProtect (Legacy Mode) =%

Password:
[ Log On

License Management
StellarOne Registration: &

StellarOne Group: All
License Type: Trial
License Status: Activated

Expiration Date: 1213152022 Use New Code

2. Providethe passwordandclick Log On.

StellarProtec{Legacy Mode) asks if you want to set up the Approved List
now.

‘TXOne StellarProtect (Legacy Mode) ==

4% TheApproved Listis empty.
Do you want to scan computer and add all applications to Approved List?

["]Yes. Set up the Approved List now.

O Cancel
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3. At the notification window, selectYes. Set up the Approved List how
andclick OK.

StellarProtect (Legacy Mode) scans the endpoint and adds all
applications to theApproved List.

» Scanning for installed applications... (100%)
» Adding detected applications to the Approved List (698 / 34989)
CAProgram Files (x86)\Common Files\SystemiOle DBimsdasc.dll
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StellarProtect (Legacy Mode) displays the Approved List Configuration

Results.

The Approved List has been built.
Number of applications added: 34989
Number of applications not added: 0

Application
dao360.dIl
Microsoft.Ink.dil
Microsoft.Ink.dll
InkObj.dIl.mui
micaut.dil.mui
mip.exe.mui
mshwlLatin.dll.mui
ftscom.dil.mui
TipBand.dil.mui
TipRes.dll.mui
TipTsf.dll.mui

7

Full Path Result
CAProgram Files (x86)\C Files\.. S
CAProgram Files (x86)\C Files\.. S
CAProgram Files (x86)\C Files\.. S
CAProgram Files (x86)\C Files\.. S
CAProgram Files (x86)\C Files.. 8
CAProgram Files (x86)\C Files.. 8
CAProgram Files (x86)\C Files\.. Success
AProgram Files (x86)\C Files\... Success
CAProgram Files (x86)\C Files... Success
CAProgram Files (x86)\C FilesL... S
C:A\Program Files (x86)\C Filest.. S

" A Note

When TXOne StellarProte¢tegacy Mode) Application
Lockdown is on, onlyapplications that are in the Approved List
will be able to run.

Click Close
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Installation Using the Command Line

Administratorscan install StellarProtect (Legacy Modeyom the commandline
interface(CLI) or using a batch file, allowing for silent installation and mass
deployment.

For massdeployment, TXOneNetworks recommends first installin8tellarProtect
(Legacy Mode) on a test endpointsince a customizedinstallation may require a
valid configuration file and Approved LisSee the TXOneStellarProtect (Legacy
Mode) Administrator's Guide for more information about #heproved List and
configuration file.

A WARNING!
A Pleasestore your StellarProtectLegacy Mode) administratorpassword
carefully. If youlose your StellarProtect (Legacy Mode) administrator
password, please contact TXOne Networks support.

A Make sure to enablenemory randomization on oldeyperating systems
such as Windows XP or Windows Sen&f103, which may lack or offer
limited AddressSpacelLayout Randomization(ASLR) support. See Exploit
Prevention Settings the Administrator's Guide for more information.

@ Important

Network Virus Protection can only be installed duringithigal program
installation, but itcan be disabled after installation, if necess&geExploit
Prevention Settings the Administrator's Guide for more information.

~ 4] Note
The passwordmust be 8 to 64 alphanumericcharacters.The following
characters are not supported: K\ " spaces. TheStellarProtect (Legacy Mode)
administratorpassword ignrelated to théNindows administratorpassword.
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Installer Command Line Interface Parameters

The following table lists the commandsavailable for SL_lInstall.exe
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Table 2-2. StellarProtect (Legacy Mode) Installer Command Line Options

Parameter Value Description
4 Run the installer silently
Note
During the installation process, you can view the
following log files in the folder CA\windows
\tempto check the status of the prescan and
initial approved process:
A Prescan process:
YYYYMMDDHHMMSS_wk_PreScanProgpgss.
A Initial approved process:
YYYYMMDDHHMMSS_wk_InitListProgress
log
P <administrator_ Specify the administrator password
password>
-d <path> Specify the installation path
-ac <activation_cod | Specify the activation code
e>
-nd Do not create a desktop shortcut
w Enable Network Virus Protection
ns Do not add a shortcut to the Start menu
i Hide the task tray icon
-€p <path> Specify the StellarProtect (Legacy Mode) configuration
file
Note
The StellarProtect (Legacy Mode) configuration
file can be
exported after installing StellarProtect (Legacy
Mode).
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