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StellarOne v Y FS4 VD {EHA

Z 2 TiE, StellarOne lcm /Ay L, a~y RIA4 U EHEH LT, EHMRERa~Y ROU R &
BT 5 5ROV CHH L £,

FIE

1. StellarOne O~ v a Y —L&ZHE 4,
2. =2—H4root, /SAU— Ktxone ¥ ASjLCus 4+ LET,

3. StellarOne DOEHY— NWEHIZE /A4 L1=5, help 2~ FE AN LT, ARz~
Y ROYRNEFRTILET,

help
Shell, versiom
The commands provided in:
access—list Manage the IP whitelists
Curl the target server.
Manage system enuvironment variables
Exit this shell
List all command usage
Manage the network interfaces
Test the reachability of a host
poweroff Shut down the machine immediately
pud Change the root user password
reboot Restart the machine immediately
resoly Manage the domain name server
sCp Send files via scp
ssh 35H to a device
service Manage the device center services
sftp Send files via sftp
uweb Commands of the device center web
stellar Commands of the 3tellar products
locale Locale setting
network Manage network of the 3tellarOne service

[Shortcut table:
Tab Auto-complete or choose the next suggestion on the list
Ctrl Go to the head of the line (Home)
Ctrl Go to the tail of the line (End)
Ctrl Delete the character located at the cursor
Ctrl Clear the screen

4-1. StellarOne AT Y KS14 Y
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VESAVEFERALZIPT7 FLADEETE

ZIZTiE, 2 RIA R LT, StellarOne A A X U AD IP 7 KL AZHRET S FIEIC
DWTCIH L £,

FIE

1. ifacels * AJJ LT, StellarOne £ > A Z v ZDIP 7 KL AZHFE L4,

<LODPBACK,UP ,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOWN group default glen 1000
linksloopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Ift forever preferred 1ft forever
inetb ::1-128 scope host
valid_lft forever preferred_lft forever
:leth0: <BROADCAST,MULTICAST> mtu 1500 gdisc pfifo_fast state DOWN group default glem 1000
link-sether 00:0c:29:2c:12:89 brd fLFP:LLFR:LL:LF
altnane enpZs0O
altname ens32

4-2, StellarOne M IP 7 KL ADOEE

2. iface update =~ FE AN LT, BHUEDOFR Y NT—J A L E T2 —ADREET v 77— b
LET, e 2IEROa~vy N, A ¥ 7x—Zeth0 |2, #HIIP 7 L A 10.7.19.157/24
L — U= A IP T FL R 10.7.19.254 Zi%E L E7,

iface update eth0 --method static --address 10.7.19.157 -- netmask 255.255.255.0 -- gateway
10.7.19.254

3. XM= AL B Tz2—ADRENLELWZ LEZHERL, kROa<v FEANN LT, £F
EFEITLET,

iface restart eth0
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4, WROa<r REFEEANILT, ilLWXy NV —J A4 0 F 72— ADFREEF R LET,

iface ls

iface ls
[

¥

t lo: <LOOPBACK,UP,LOVER_UP> mtu 65536 gdisc nogueue state UNKNOUN group default glen 1000
link-loopback 00:00:00:00:00:90 brd 00:00:00:00:00:00
inet 127.0.0.1-8 scope host lo
valid_lft forever preferred_Ilft forever
inetb ::1-128 scope host

valid_1ft_foreuer nreferred Lt foreuer

: eth@: <BROADCAST,NMULTICAST,UP,LOWER_UP> mtu 1500 gqdisc pfifo_fast state UP group default glen 100

link-sether 00:0c:29:2c:12:89 brd fff:ff:ff: 1 FF

altnane enpZs0

altname ens3z2

inet 10.7.19.157-24 brd 10.7.19.255 scope global etho
valid_I1ft forever preferred_Ift forever

inetb feB0::Z0c:Z29ff:fedc:1289-64 scope link
valid_l1ft forever preferred_Ift forever

43. HLLRY FI—IBEDORT

5. resolvadd =~ RZfEf LT DNS #— "ZiBML. resolvls =~ R%&fEH LT DNS ¥ —
NOYAEFRLET, 72& 21T, IROa~<2 NIZDNS — D U % b2 8.8.8.8 #BMM L
E3e I

resolv mode custom
resolv add 8.8.8.8

6. WO~ K&EAJJL T, DNS V—"OREEZERFLET,

resolv ls
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ﬁga’gémgwe

resolu mode custom
resoluv add 8.8.8.8
6.8.8.8 is added

resolu ls
ustom Mode
5.8.8.8

B 4-4. DNS H—/A\DW|REDET

7. WoOa<wrREANLT, M~ r2HEHLET,

reboot

YESA v EERLBERR— FOEE

SE, A R A &R LT, StellarOne f > A% ZADE AR — h 2L E 5 LI
waﬁﬁbiﬁo

FlIg
1. envls 2~ FEAHLT, BIEEOBERA— MDA NERRLET,

enu ls
onc
RUNNING
£549abf0-835c-11ed-97fa-000c292c 1289
Z.0.1160
External IP: Not Set

DPI Engine Versiom: Z.0.11.33e2el
DPI Pattern Version: SDP_2Z2Z20415_11
Stellar Enforce Agent Up Port :8000

[Stellar Enforce Agent Down Port:14336
[Stellar Protect Agent Up Port:9443

[5tellar Protect Agent Down Port:14336

®4-5. BEOEFEAR—FDOYRE
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stellar 2a~> R&Z A LT, ®IRFRER=—V = FERRLET,

4-6. BRWEELZI—CV

WEMR—FZ2RET L = —Y = FEBIRL ST,

Edit the communication ports for Stellar Enforce agents
Set-proteci-ports

4-7. BERR—IEHEEITHII -V FOER

<up-port> & <down-port> [ZHEN R fEE AT LET,
<up-port>: T—Y =V "L T — X EZETHAR— K

<down-port>: T— = hMZa~w s REEETHHR— b

4 ==
StellarOne OV —E AR — MIMHLZRWTLEEW, 17 2= i+ 5K~
k& FQDNJ D% 2-7. [StellarOne (5 H A — ] #ZHML TS0,

48, I—Cr v FOEERAR—
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LTLEZEN, a~ K74 % LT StellarOne O@EHAR— M2 LEFE L7-
5, WOWTNOOEEEFATLET,

HLWR— FREEZEDT =V bDA VA M—F 8y r—U% StellarOne 725 &'
ye—RL, ==Yz MIA VA =L LET,

=V NOBEFEOA VA =T 3y r—TNO setup.ini £7213 setup.yaml 7 7 A )V
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T
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AT RSA4 U FERAL-SEBEES KU stellarOne
RRE—FDERE
ZITIE, awr RIA4 VEHHA LT, StellarOne O EEXER L StellarEnforce FRE—R%E

BEESTHHEIZHOWTHB L9, StellarOne O& B — Em OYHIR E DS EITHETT, £
7-. StellarEnforce /"€ — RO ITA 7 T,

StellarEnforce F/~E— R4 7 DA StellarProtect (Legacy Mode) = — ¥ = & FEB LW
StellarEnforce =— "= > b StellarOne - C StellarProtect (Legacy Mode) & F/R S E T,

StellarEnforce R/ RE — K234 D4 StellarProtect (Legacy Mode) =— 2 = > M B LT
StellarEnforce =—=3" = > % StellarOne T StellarEnforce & /R SN £ 7,
FIE

1. TFidza~ry F& AL T, StellarOne MO FK/R S 7E & . StellarProtect (Legacy Mode) &
StellarEnforce D EHHERTTHLNEGIVEZ D Z LN TEET, KRS EOVIMIEIZIEE.
StellarOne THERT HT— = > My OYIHiEIE StellarProtect (Legacy Mode) T,

avwyr RNEE StellarOne TRRTHI—C x> A
locale ja BAE StellarProtect (Legacy Mode)
locale en HEE StellarProtect (Legacy Mode)
locale ja-enforce BAEE StellarEnforce
locale en-enforce HEE StellarEnforce

WIIE Clx, RRSEEILIEFEC, StellarProtect (Legacy Mode), StellarEnforce O
J7 & b StellarProtect (Legacy Mode) & £/R S E T, locale ja-enforce F 721 locale
en-enforce D EH L0%E AJ13 5 Z &I X V| StellarProtect (Legacy Mode).
StellarEnforce M i J5 & % StellarEnforce & 2%/7“ INFET,
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= xone

2. StellarOne OEBY — NHiHZ 2 — KL ET,

help

uShell, version

The commands provided in:
access-list Manage the IP whitelists
dx Curl the target server.
Enu Manage system environment variables
exit Exit this =hell
help List all command usage
iface Manage the network interfaces
ping Test the reachability of a host
pouweroff Shut doun the machine immediately
pud Change the root user password
reboot Restart the machine immediately
resolu Manage the domain name server
sCp Send files via scp
=szh 55H to a device

service Manage the device center services
sftp Send files via sftp
ueh Commands of the device center web

stellar Commands of the Stellar products
locale Locale setting
network Manage network of the StellarOne service

Shortcut table:
Tab Auto—complete or choose the next suggestion on the list
Ctrl + A Go to the head of the line (Home)
Ctrl + E Go to the tail of the line (End)
Ctrl + D Delete the character located at the cursor
Ctrl + L Clear the screen
locale ja—enforce
Successfully language setting for locale.
Please reload StellarOne console to take effect.
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help
Shell, version
The commands provided in:
access-list Manage the IP whitelists
Curl the target server.
Manage system environment variables
Exit this shell
List all command usage
Manage the network interfaces
Test the reachability of a host
pouweroff Shut down the machine immediately
pud Change the root user password
reboot Restart the machine immediately
resolu Manage the domain name server
sCp Send files via scp
ssh 55H to a device
service Manage the device center services

sftp Send files via sftp

web Commands of the device center web
=stellar Commands_of _the Stellar products

locale Locale setting

NETWOrK fanage neitwork of the StellarOne seruvice

[Shortcut table:
Tab fiuto-complete or choose the next suggestion on the list
Ctrl + A Go to the head of the line (Home)
Ctrl + E Go to the tail of the line (End)
Ctrl + D Delete the character located at the cursor
Ctrl + L Clear the screen
locale ja
uccessfully language setting for locale.
lease reload StellarOne console to take effect.
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3. envls a2~ FEANLT, BIEOSHERTEEMRLET,

enw ls
oDC
RUNNING
f549ahf0-835c-11ed-97fa—000c292c1289
Z2.0.1160
Not Set
Z2.0.11.33e2el

SDP_2Z20415_11
Enforce Agent Up Port:8000
Enforce Agent Down Port:14336
Protect Agent Up Port:9443
Protect ﬁ:;n:-n"' Tioan, Port = 14336

Jja

B 4-10. EEBJEDHER

AT RS54 U #ERALT= vShell TD Docker 2 k
— o NDEHR
T, a~vr RI A & LT, StellarOne fAIZ Docker % v kU — 7 % vShell T& #3425
FIEIZOWTHBA L £,
Flg

1. ZTHIHOXy MU —7FRE T 169.254.0.0/16 O IP 7 K L A DOHiFA % f# A7 5415, network
internal-service-update<#r LLMIP> =~w > FE AL, HTLWIP Y FLAZ#&E L T, Docker
T—EVDIP/I6 BT Ry v AT BEHBL T IZS N
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