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Event Format (CEF) XX\ CHzit S E 9, BV Syslog —~37% Common Event Format (CEF)
BREYR—FLTND I EEMRLTLIEE N,

FIg

1. [&#]—[Syslog #51k] DONEICEIN L E 7,
2. [v 7 % Syslog ¥— NZHEET S (CEF O&H)] ZHMLET,
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3. Syslog —o7m hai, =T KL, BIOR—- MEBEEELET,

Hwzah—F Tz oy ~

Syslog#rix

@ 05 %ESyslogH—/(CE%:Y 3 (CEFDH)

H—) (7L 10.1.195.79
R—HES* 601 @
Jorall O TCP UDP

Froul

Syslog X=X

CEF ¥— Ei6A i
Header (logVer) CEF XD CEF:0
N—23y
Header (vendor) TINA ZADAN S | fil: TXOne Networks
Header (pname) FINA RO, f5ll: StellarOne, StellarEnforce
Header (pver) TINA RAD $l:1.2.0171
N—23ay
Header (eventid) FINAAD f51: 2509, 6005

ARV EISXID

Header (eventName) | &R Bl T—Cz o b AR, =AM RV, B
HYy—N\EEOY

Header (severity) ERE 51: 4
rt O4IZgE8kS Nt | I Apr02 2022 13:31:51 GMT+00:00
BB
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CEF ¥— A &
msg ARV MDD £i):
YIEYTENS | JrALOTIEARRTAVI ShELE, T7
rut—2 AUHHETY R MFELERA
dvchost avEa—44% Bl: O—AHIKRR +
dvc IP7FLZR f511: 192.168.154.137
csllabel HMLARNY HMGARN P AYE—D
Ayt—T
csl ARKIDD 4il:
NYEVTENE | Sy LOT I ERATAY Y ShELL:
HlTAve—T C:\\Documents and Settings\\Administrator\\Local
Settings\\Temp\\is-D5VOT.tmp\\is-H7K40.tmp
AETOTSLABREEShE L R, 774
JL7RR: C:\\eicar\\EICAR_TEST_FILE.exe
cs2Label 9247 kO0S 93472 kO0S
cs2 0S MDA f51l: Microsoft Windows 7 Enterprise Edition Service
Pack 1 build 7601, 64-bit
cs3Label 95A4T7 LD 95472 DA
EREA
cs3 ZhEA -
suser nJ4 va—F 451):
PC1688\\Administrator
act WMIBDFELE fil:
ACTION_TYPE_BLOCKED
fileHash SHA1 15: 2201589AA3ED709B3665E4FF979E10C6AD5137FC
filePath T7A IR 451):
C:\\Documents and Settings\\Administrator\\Local
Settings\\Temp\\is-D5VOT.tmp\\is-H7K40.tmp
fileCreateTime 274 IERBRE | fi:

0402 2022 14:00:21
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CEF ¥— EeEA -]

fileModificationTime | 7 7/ ILEEH 451
04 02 2022 14:00:21

logGuid 04 @ GUID 15l: F43500BB-1F8A-4589-A292-144A9DA343AA,
{56B7345A-B6D3-4BBB-A515-4AFFAE04092F}
Server|P H—/\D {51: 10.8.145.157
IP7KFLZR
i:

At —: CEF:0[TXOne Networks|StellarEnforce|1.2.0171|2509| =— " = & b A X |
|4|rt=Apr 02 2022 14:09:29 GMT+00:00 msg=" 7 A VDT 7 ¥ ARNT 0y 7 ShE LT, 774
JVISFFR Y A MZAF(E L 4 A dvchost=PC1688 dvc=192.168.154.137 logGuid={CEFDOE54-7693-
4B3F-9DDA-3E6F40A9384E} cs1Label=3(fi72 A X b A v —T esl=7 7 A VDT 7B ANT
o v 7 ZiE Liz: C:\\eicar\\EICAR_TEST_FILE.gz.vbs cs2Label=2 71 7 > k 0S
cs2=Windows XP Professional Service Pack 3 build 2600, 32-bit cs3Label=2> 7 1 7 > | DFiH]
cs3= suser=PC1688\\Administrator act=ACTION_TYPE_BLOCKED
fileHash=7dd27fab1f11084e984b631a614a5120c8e25598
filePath=C:\\eicar\\EICAR_TEST_FILE.gz.vbs fileCreateTime=09 13 2007 23:57:52
fileModificationTime=09 13 2007 23:57:52

07 OHIBRELE

e 72 HIER LT, StellarOne THEA L TWAT — X _X—2ADH A ZZHIR L £7,

59 CHIER

FIE

1. HEY—ANEEO LI BT —2 g 2T [EH]-[r 2 OFIR] OIEICRIRL 3, [=
J OHIER] M AERSNET,

2. HIRT 3o rofEEsEELET,
. TRCoOns
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ROMEEBELEE I-Yzihasxbk - EETE 19 - 2K 10,000E0IVhUER-
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Z1EOBBEIFREZRET 210, ROBELHALET,
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1. HEY— ANHEEO LIS DTS —2 g T [EHE]-[r 7 OFIR] OIEICRIRL £3, [#
7 OHIER] B SRR S ET,

2. HIBRTDw s ofEEEEELET,
. VAT LB
- EAwS
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¢« Y=g b
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4. BRERFEICRITA4 0 b= b ORKRUSEERELET,
« 10,0004
« 50,000{f
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EEHIER

ROMMZEALL YAFLDY EHIBRT S HIRZL v 2R 10,0004f0TLRUER - v
ROMEEEALL BEOY EHIBRT S HIRZL v 2R 10,0004f0TLRUER - v
ROMETIBALE I—Fxr hMAYE ZHIRT S HRZL v 2A  10,000f0TRUER - v
ROMEZEEALL Y=~k ZHIRT S HRZL v 2A  10,000f0TRUER - v

- |

FHLAR— FDERE

[EFH]->[TRHLAR— R IZHD [FHLAR— N BEICIE, 2—FEEDORA T ¥ 2 —/L THBICAE
ﬁéﬂé#&T@Vﬁ—b@)x%ﬁfTéhiﬁo_® HExHEHALT, CRNETITRELE
FRILBR— FOZEHEICHT A EABREFZRLIZY, THLR— 2688 L OERIC LY
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ROFIL, [PRILVAR— P B TETTELX AT 2R LTVET,
2R iER
FHLAR— bDiEE [FHLAR—FDREEIFz v IRy I REFVIZLT, FHLKR—
EAMILET o
LR—FAE AR EDEA T

StellarEnforce TI A Y I SNt=A RV FDERE
ARV 4T AvY LI StellarEnforce T—2 x> RO EfE 10
StellarEnforce TRV Y &Nz 7 7 A LD LA 10 4

HAR:
Bmx 7 BiE
B% 14 BiE
. B% 30 BfE
+  B®E3IMA
B 6 MA
F5 FHLR— FOEELFHBEZIER. B, FHIEABEGRTHRELE
?’0
FH
SHmE: o B
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StellarOnelsfi—

TXOne StellarOnel.7<—I-

Lt =R B ot tr— AR AN TLE T

StellarEnforce Top 10 Endpoints with Blocked Events

Endpoint Name Descrtiption IP Address Blocked Events
JP123E, 32 E 172.16.122 30 129544
DESKTOP-KUS8035 172.16.122 64 6336
DESKTOP-FLOHVPU 1721612230 1563
DESKTOP-KUS8035 cC 172.16.122 64 4

StellarEnforce Block Event History

Date Network Virus Application Lockdown Device Control USB Malware
2022-04-05~2022-04-11 0 11 0 0
2022-04-05~-2022-04-11 0 13 1 0
2022-04-05~2022-04-11 0 23 17 0
2022-04-05~2022-04-11 0 129532 0 0
2022-04-05-2022-04-11 ] 1554 0 0
2022-04-05~2022-04-11 ] G390 0 0
2022-04-05~2022-04-11 0 8 0 0

Date DLL Injection API Hooking Write Protection Fileless Attack

2022-04-05~2022-04-11
2022-04-05-2022-04-11
2022-04-05~2022-04-11
2022-04-05~2022-04-11
2022-04-05-2022-04-11
2022-04-05~2022-04-11
2022-04-05-2022-04-11

o oo oo oo

o oo oooo
oo m oo oo

o oo oo oo

StellarEnforce Top 10 Blocked Files

File Name File Hash Endpoints Blocked Events
InputSwitch.dll accda’27balccd5f47F225eed55493b75dcc7had 1 127612
mscorlib.ni.dil 02b37b1c4baT4dcif26544d402b8faeal7aed755 1 4104
mscorlib.ni.dll a1b824f78c227d6989%eechbe2af2d17a123f65F 1 1918
policymanager.dil 19c7704e2d3757052e46084e19d803cd67 132839 1 538
TextShaping.dil T802186a955c4bdbi424612e24616f08c907dETe 1 210
windows.storage dil 23fcalb1da661f5f8d3b2cf2feddbbaT0425b%19 1 201
TextinputHost exe 13819310131747 11415845 110e092edddcT9acBe 1 159
uxtheme.dll 36e592eiGeTh0dcBeei09217a565eeea7 1dd7078 1 114
gpapidil 4f743bdi9116ea6e7da01a094bb944d2839010e3 1 a8
AppxDeploymentClient. dil 414799473d1629565aaeab6b276877a830da%a492 1 76
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[A— VBRI ICA =N E AN LET, iz RFT o8, MoORE L A -V bRIFINE
7
1. BANC ] [SMTP % E] OIEICERIR LT, SMTP — SOBREEEE L 7,
2. BHREELEET LI, [EEH]-DEH] OIEBRR L E T,
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o BMELLOT—Vx AU b

o ORHUBEREG: (WIWIROE 13 IEL))

o A —JLaEsn

BELURILDI—DI M RY

ELEL LD =V AR N D FICH DAL v FRF OB, 8E) 25|41
Ry IPFREAETD E A= THRAMPEF S NET,

TXOne StellarEnforce: [AERIME] TP LTI EANTOYIENELE (11%: DESKTOP-FLOHVPU) (UpdateAgent.dil)

StellarOne

ARFLETT

RS MBS E L.
04/28/2022 11:35:201 277 )l UpdateAgent dir D P2 2% T »BLEL . D7 ILITFETU AHITFELE E As
AL T,

SO~ D0 3. hitps /1T ML 1 isianin?%: 22 22%3A

225t A 7A97DCB-33E7-4A38-A584 2988, urr‘m%zz%mmsiﬂ]ur(r =N

eV ]

Brressul 04/2812022 11:35:20

LAl FE

A~ HD: 2509

AN DrADToE AN T s AN E LI i i 1421785
229dh3aﬁ14h1BTMTMS%\Meladala\undmai\genl dil

B /12 C:Windows\System32isvchost.exe

FOEAZ = NT AUTHORITY\SYSTEM
=k FIUT el
B TR CTREL A

TV ER

-zt DESKTOP-FLOHVPU
IPPRLA: InH

A4

FESIUALOERE: 04128/2022 08:50.51
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[KIRFEYG] O FIicdh DAL v TFRF v OR4E, 1BE LIZBIRINICIEE Lo s B2 5 RO
ERXAvE—UNREAETDHE, A=V THMPERE SINET,

StellarOne: AFRIERELEH

StellarOne

2022-04-28 00:12:17.122801023 +0000 UTC m=+328260.7001596561 - A AREEREFMELE LI, 19 C1#-FB2 2851~ MIEEL L
e

SHBICDL T, https:) 1B Loy Mignin? %7 BY% 2 2redirde22%3A%23%2Flog%2Fagent events%22%2C%22type%22%3A%2251Ef%22%
1D | Z#5% StellarOne &3 — ) EEF L TS, 1,

KIFBIEGe N R A LTz & R B9 54 0 bk (1~20,000) & 0% G195 B (1~60
) EERETEET,

FORIERS

O FEERRENEEET S
BERITSES R 10 (1~-20,000)

ERETEEE: 1 (1~60%)
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Z OB I BHRTHRILAR— FE2HEETDH7200 SMTP 4 — OB TELI/ETE £,

Flg

1. BHEY—ANEEHOLEICH DT L — g 0T [BEH]-[SMTP #RE] DIEICEIR L £,
[SMTP &%) Wi N £ R SILET,

2. [V—=AT FUVX] [FA—F, BEROFEEEI 2B ELET,

3. SMTP ¥ — NTCEFENLERLG AL, [SMTP h— "OFFEZRET 5] IR L £,

4, StellarOne 767 A M A— L ZEEFET DL, [TAMA—NOERIRZ 27 ) v LET,

5. WRFIRZ %27 ) v LET,

SHwyzah—

SMTPESTE

H—J{F LR

= pr* 0

BEE

SMTPU— /(DB ERTET B
a—tfE*

JRT—F~

Frtl || FAA—ILORE
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[StellarOne DA ¥ —F v b 7B ¥ &R E]. [StellarOne OB T —Y = v h~DEE 7 1o ¥ V%
El, BLY [=—T =2 b5 StellarOne ~DBET B F VR E] D3 20T X VRENHV F
T,

FIE

1. EFHY—ANEEO EICH DTS = g T IEHE] [ e 2] ONEICEIR L7,
2. ROTaFTUREERHRELET,
StellarOneD A ' ¥ —F v b 7' F VERE

StellarOneH=— = 2 h~D@E 2 X VR E

|

o T—V =z hBHStellarOne~D (S 7 1 % LR E
3. Tyl T—hDdOTuaXEEEITIICE. WOTFIEEFETLET,
(1) 7w bh=bd UTHTTPS] 721X [HTTP] 2R L £ 7,

[E—Y =¥ b5 StellarOne ~DI#(E 7 v F L% E] IOV T, StellarEnforce
TIXHAE HTTPS 7' 12 £ 3R — b I TR iow, Bakests HTTPS H—
NOEATE, BRI HTTP e X 2 L T2 &N,

2 [P—""T KLR]T, 7uxsPh—n"_DIPv4 7 KL AN FQDN ZfE L £,
(B) [R—PlE2EELET,

(4 TrIX Y= ANTEIAENLERGAIEL, [T ¥ — 3G A8 L CERIE R AT
ELET,

) MRFEEZ7Y v LET,
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@ JOFSy—)(OBHERES S
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Tl

Q Ev b
StellarEnforce (2 U 7 = A h %159 5 729|Z StellarOne THEHAT 25 70 F T REZITH
2%, WOFIEEFETLET,

StellarOne b T—L v h~DEE S 2 X THRIE:

TV MMUYAMN=TR =V THERTIRET 7 AT BRI REBINL E
T, TRXUEEERFELET, XY, 2=V MRy =V R HRy 7T L
12, RIFELERENEEND L2 7,

T — = kA5 StellarOne ~DFF 7 1 R E:

StellarEnforce D&EHE T A RE BB L. u—H /L StellarEnforce =— = > R T
SLCmd.exe =~ R A LA BZ T x2—AY—)LZFERLET,
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OLEHICHDF e~ a T EE]-[F Y ra— KT v 77— M OIEICER L7,
Z 21213 [StellarOne] & [StellarEnforce] @ 2 DX 773 Y £97,
WDOFKIL, ZOMWHE O [StellarOne] ¥ 7 THRITTHHX A7 #Rm L TWET,

1HE 5B
BRaAVR—F2F [Ty 7T—RMEIVVITDHE RFOAVKR—RUbESLD

YAO—KRTEET, CIIZFRE—2T7AILEI VD ODTAR
TON—=2a3 VDY R RENTULET,

BERIAVR—RV D AVKR—RD FDFHT Y TT— FOBELELE [(BX]. B

FYTT—brRZTa—)L | "], FEEAROVWTAMNIEREL., TORBEELIEEMTE
(FAIREFRI #3EELE T,

BRFEIAVR—RU LD Ty ITT—hY—NREEETEM., bLY K207 VT
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#,
— ¥ StellarOne IZIRAEZEFIN TSI —P ¥ b &, StellarOne [T EXT
BREI—CIzV bOSEHEEELET,
AF—HR A BENS AU RIIEYTT,
AVHRET - BEOSA U RIEHLLHE>TWWET,
4 ==
T A IWVADBBINS T NA AT DD, 7272674
CURAETHTH L EBEDLET,
BXEARR StellarOne & StellarEnforce T— 2 FDOHEEENFIFATE 2D B+

NREENFET, (BEFYR— b StellarEnforce DY R— FETHIRZ

TR#ELES, )

TFOTa4R—=L3Y
a—F

TOTA4R—= 30— FARTREINFET

=IEEHA FOTAR—=23 00— FORIEINEHFAARTINET
20 Yo ED)wo9TdE. SAEVADEMZDLNTAHUYSAUANILT

BARRENFET,
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FOTa4R—2arva—FZEETD

stellarOne

Hwzadh—F I—Jz>bk o7 « 8 -

RAFOF~"—23a>a—FDOAN o ST ADER

StellarEnforce

StellarEnforce SAEVATT 232 OvPSFILIFT 1323

Z1 A& BIRAR

— &6/10
AF—HA: a4
EREAIR: 2023-02-28

FHF A= 2O

=iEEFHH: 2023-02-21T718:22:02+09:00

FIg

1. EHY—ANEERO LEHICH LTS =g T [EH]-[FAA B R] DIEISBRLES, [5
A B AEBR WEAEREINET,

2. [TV T4_—=vara—FRoOANRE %27 v 7 LET,

3. HLWTI /7T 4 _—vgra— K& AL T, StellarOne OEEY— Wi CHH 42 FEITL
=S

4 ==
(A ADEHFN AL 227 v 7 LT, WhTIA L 22FHLET, TXOne
DEL T A & o 2P — "~ O NS BT 0 £,
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networks

F8E

07 OBADCSRIER

ZOETHE, FHICET 2 BMERICOVWTHALET, ZOBEONFITKRD LD TT,
«  StellarEnforcez— x> DA Xy fa ZO#EH
«  StellarEnforcex— x> b T —a— FO#HH

+  StellarOne¥— 3D A X k1 7 DOFtH

I—SzobDARY FOY DR

EE v I AR

I—>x>hARYE T-TxibE - Q SFO1L,000LO—F « | BE0EM «
StellarProtect StellarEnforce

BT HRR—F ~

1 /10 > | B [s?
[ wE Lk ARTb T-vzvh sz =
[J 2022-04-26T17:06:42: =5 2509 IF-MILOTF AN TOy ZEnE Uiz, I71ILFFTUR MCHEELEFA DESKTOP-KU58035 =
[ 2022-04-26T16:54:49- = 2509 ZF7AILOFIERHTAy ZENELRE. T7LIFAUR SCEELERA DESKTOP-KUS8035 =
[ 2022-04-26T16:54:47- = 2510 D7 ANQFILANT Oy JENELR, STEEINE/ \y P 2EN. FESNTVSE - DESKTOP-KUS803S =
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ARVEID | AR AT | LR nJ oA

1000 AT L B8] | —EXMBEBIhELE,

1001 AT L 2L | H—ERMELEINFEL,

1002 LRTL 15$R 7TV r— 3 VHEIHAEMICAEY E L,
1003 AT L 28 | 7IUS—2a VHEEAEMICAEY E L,
1004 SRT L 15$R EYEEhEL,

1005 AT L BR | EEENRT—FAEEShFELE,

1006 DRT L R | HIRFEI—HFONRRT—FBEREShF LT,
1007 VARTL B4R | FIRAFEI—FOThIY bREMHEY FE L,
1008 DRT L 1R | HIRfGFEI—HTOTHVY FHBEMCHY ELT,
1009 DRT L 7R | HEAEMIAYELE,

1010 SRAT L EF]R | HRAEYICHEYEL,

- =L A ADEDHBRIET LTVEY, BT LM

1011 ZATh MEMIA Y E Lz,
. o= L SAELDRDEDERMET LTLET, BFLMH

1012 AT L AET LE LT,

1013 AT L &R HEDHREDA ViR— ~EFAA L FE L fz: %path%

1014 SRT L 1E$R HEDHEDA ViR— FHET LE L fz: %path%

1015 AT L &R HRDOEREDITY XR— b5 %path%

1016 S {8 | USBRETOY S AREA (A CRESAEL
T=o

1017 S % | USBRETOU S LREA([TOy o] CRESAE
L=,

1018 SRT L 1R USB RIET OV S LAREAEMIZAHY F L1z,

1019 SRT L g5 USB REETAY 5 LRENESDIZHZYELI,

1020 P I ER Y RT—=O DA JVATED BRI IZERESNEL
T=o
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ARVEID | 2R ATTY | LR AY DA

1021 SRFL 154 ;Eft?_g VA LAREN [TOvI]ICRESN
1022 SRT L 1EER Y R IT—=T DA ILRARAENERICEY E LT
1023 SRT L 25 Y bT—=I 94 NARAERNEITHEY F LT,
1025 SRT L 15$R AEYDTUFLIEBNEIZHEY FLI,

1026 SRT L 25 AEYDTUFLIEDNESIZHEY F LI,

1027 VRT L &R | APl Dy XU TR B (SR ESNFE LT,
1028 ORT L 1548 /;Pl TyFUTRAEN[TOYIICREShEL
1029 SRTF L 1§8R | APl 7YX UKD EYICEY F L,

1030 VAT L =aE | AP DXV ITRERNEDICHEY E L,

1031 VAT L 154k ?LL Aoz a URENEFRNIZREShEL
1032 VAT L 15$R DLLA VPV a vk [TayI]ICRESN
FLT

1033 VAT L 15 ER DLLA Pz YavdEhaMIGEYEL .
1034 SRAT L = DLLA Py austmMEMICHRYEL,
1035 D &N &R %iﬁ*ﬁ?ﬂl:;ééﬁr DR FEBEHNEMICHEY FE
1036 DRT L &R %iﬁ?‘ail:; A YR FEBEHNESICGY F
1037 DRT L 1§%R | DLL/ F S A N\&IEIASERICHRY F LI,

1038 DRT L e | DLL/ RS 4 N\GIENESICH Y E LT,

1039 DY SN B8] | A7 YT MEHIESNERICGEY FE L,

1040 DY SN we | R T EIENESICEY E L,

1041 VRT L g | RVUTEABMEINELT,

(4]
7 7 A VILERF: %extension%
A 25 —F1) B %interpreter%
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ARVEKID | 2R9ATTY | LRL A4 DA
1042 SRT L 1E4R AT EHEIBRIhELE,
B0
7 7 4 JLIEERF: %extension%
A B —TF) B %interpreter%
1044 SRT UL 53R BRSNS ZADEHMIZHY E L,
1045 AT L 53R BRIV SAMNEIZHY E LT,
1047 AT L 1EER BET T OAILAENEDICHY E LI,
1048 AT L 1558 BET T OAIIAENEDICHY ELI,
1049 AT L 1528 EEAAHEMABHIZHY F LI,
1050 SRT L -3 EFAHHEAESIZAHY E LT,
1051 SRT L &R EEAAHEA A ISHRESNFE LT
1052 VRT L 154R ERAHEA [T BV I]IZERESAEL,
1055 VRT L 1548 EEFAHEE) X MBMENE=T 7 AL,
73R %path%
1056 VRT L &%k EERAAHE R EDOSHIBREINZT 7ML,
18R : %path%
1057 AT L 1548 EFAHHEDOBRSN YR MEBMEShEZT7( )L,
/XX : %path%
70+ X: %process%
1058 VRT L 1548 EFAHFEDOBEN Y X O SHEIBREN-T7A
o
71X R: %path%
70+ X: %process%
1059 VRT LA &R EEAAHE YR MZEBMESNETA LS,
18R : %path%
&i[: %scope%
1060 DN 154R EXAHFHE) X A SHIBRENE=-THILE,

73R : %path%
HEBH: %scope%
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ARV KID

AR ATIY

LA

045 DA

1061

AT L

G

EFAHFEORNY R BMEShE=T+ILE,
18R : %path%

#FH: %scope%

70+ R:%process%

1062

VAT LA

CE

EEAAHEDEEN Y X O GHEIBRSAIZT 4L
7,

I\ R : %path%

&aFH: %scope%

70+ R:%process%

1063

G

EZAAFEY R MZEMENFLOX MY E,
L PR b1 E—: %regkey%
LR kU ED AR %regvalue%

1064

AT LA

G

EEZAAFHER O SBIBREINZLIOX bUIE,
LT R kY F—: %regkey%
LR k1 ED AR %regvalue%

1065

VAT L

CE:

EEAHFHOBENY X MSEMEShFLERRY
1,

L PR b1 E—: %regkey%

L PR Y ED AR %regvalued

70+ X: %process%

1066

AT L

{GE:

EEAAHEDBEN Y X O SHEIBRENZLIOX b
1) {E,

L PR kY F—: %regkey%

LR k1 ED AR %regvalue%

70+ X: %process%

1067

VAT L

CE:

EZTAAHE) X MZEBMNENEZLOR M) F—,
713X : %regkey%
#BH: %scope%

1068

AT L

G

EZTAAFHEI R FAOSHEIBRENFLOX MY
$_o

73R : %regkey%

#BH: %scope%

1069

AT LA

G

EEAAHEDORRN Y X MZEMSAIEZLOR R
F—
18R %regkey%

#EBH: %scope%

70+ X: %process%
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ARVEID | 2R ATTY | LR AY DA
1070 AT L 1558 EZTAHHEDORN X O SHEIBRESNFZLIX F
) F—,
73R %regkey%
#FH: %scope%
70+ R:%process%
1071 AT L &R | DRZ LANEA [EBR] IHREShEL.
1072 AT L B | DR LED [FEE] ISREShFE L,
1073 SRF LA &4 H R Z LALLM [Intelligent Manager THEFRT 5] (2
BESINFELSR
1074 SRT L 15$R RRED 7 A ILDMETTSNE LT,
B30
JTDIZFT: %path%
Y —X: %source%
1075 DRT L 1B MRl D 7 A LITHEIBR SN E LT =,
EX
JEDI5AT: %path%
V) —RX: %source%
1076 SRT L 158 | EERERSAEMICLY E LT,
1077 SRT L 158 | EEERSEMICLY E LI,
1078 5. S IN &4 | Root Cause Analysis LR— MIZRBLE LT,
EZ
/XX : %path%
1079 AT L 1E4R BEY—/\OIIBAZEN A > R— b %k: %path%
1080 SRT L &4 BEEY—/\OIBHED T H X7K— bk %k: %path%
1081 SRT L 1R EhEEE— FOREDA > R— b5 %path%
1082 AT L &R EhEEE— FOFREDITY XR— b5 %path%
1083 SRT L 1&$R SEREBE—-FAESICRY FE L,
1084 SRT L &R EREBE—FAEMICHY FE LT,
1085 AT L 1558 EZAAHEOENDIGE. EETAAFEIR &

FE YR MAHRICEENET,
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ARVEID | 2RO ATIY | LARL 045 DA

1086 AT L =L EFAAFENEDDIGEE. EZAAFHE) X D
HIRRIZHEYET,

1088 Y &N &4 Windows Update ¥r7R— kM EZIZHR Y E L=,

1089 AT L 1548 Windows Update H-7R— R AVEZHIZA Y £ L 1=,

1094 SRTF L &R TXOne StellarEnforce 87 v FF— kb Sh&E L1z,
BHINT=T 7 1 )L: %file_name%

1096 SRT UL 154R BETZNY )R BREMZHRYEL,

1097 SRT L 154R EETZN\Y )R BREMZHRYEL,

1099 SRT UL TEER ARL=UTFNARADT Y RAD[HFANICERESO
FLT=

1100 PZSN &R RAML=TNARDTHO AN [TAYI]IZERE
SnFELT:

1101 SRT L 1ER AL=CFNARADTAY I REHIZHEYEL:

1102 AT L 3= ARL=UFNAZADTAY I HERICITYFEL

1103 VRT L 1548 ARV FATDRENEBEINFELT=,

niffﬁ]
Windows 4 X2 k04" %ON|off%

LAR)L:

2404 %O0N|off%
&R O 5': %ON|off%

L R T LB Y %O0N|off%

Bxst /X2 85 %ON|off%
ZEAHHE O Y %ON|off%

1) X k8% %0N|off%
HFaIN-7oEAOAY:

DIl K5 4 /384" %ON|off%

Ty TT—hT055L0OOY: %ON|off%
x4t/ SR B 5 %ON|off%
{E$89 5T O 2 JLEAEFAZE D O 5 %ON|off%
E389 %/\v 22D 04" %ON|off%
EEAAHEO S %ON|off%

Tay I EINT=F7 Y XD O %ON|off%
USB FIET B S S5 LxtHEB S %ON|off%
ETRHLEXED O 4 %ON|off%

Ry bT—0 94 JLRKED O S %ON|off%
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ARYEID | 2RO9ATTY | LRL AY DA
EEEROS
77 4 LR B 5 %ON|off%
T 7 A JLEE O %ON|off%
77 4 JLBIBR O 5 %ON|off%
T 7 A IILEEED Y %ON|off%
RegValue ZZ5 O %7': %ON|off%
RegValue HlIB& O %: %O0N|off%
RegKey ¥ERL B %": %0N|off%
RegKey HllEx B %': %ON|off%
RegKey ZRTZEE A 4 %0N|off%
TINA XY FA—ILOBE Y %0N|off%
T3y J 85 %ON|off%
1104 DY &N s ZD/IN—2 32D Windows TIEAEYDSUE L
LIXFERATEE A,
1105 SRT L &4 T7ANDT Y T BMAEMIZEY F L=,
1106 SRATF L 1E$R T7ANDT Oy JBMAEMICAEY F L1,
1107 Y &N 1547 EERENAT— KA E—FTEEEINFEL,
1111 RT L 53R T7AIN L RABERERNENICGEY F LI,
1112 RT L = T7AI L RABERRNENICGEY F L1,
1500 )R b 15R HRAIUR FEBEHIRBEINEL,
1501 )R b 4R AR FEBEHFNMELSNEL,
1502 )z b 1EHR A R b A iR— b EFLR L FE Lz %path%
1503 )Rk 4R FA[ ) R FDA UR— FAET LE LTz %path%
1504 )z k &R BRI A FDI Y AR— R %path%
1505 )R b+ 1558 Al ) R MZEBMENE Lz %path%
1506 )Rk 154 HAIEHA VR =S FRETYv I T—rTOIS
LD R MIEMENE Lz %path%
1507 )R+ 1528 FFal) X A SHIBRENE L 1= %path%
1508 )Rk BR | FEAFAHAA R P—SELFTYIT—+TOTS
LD X M SHIBRENE L 1= %path%
1509 Rk &4 FAI ) R RAST oy T T— I E LTz %path%
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ARV KID

AR ATIY

045 DA

1510

YR b

HAFEHA VA =S FERE Ty IT—TOTS
LDYRMRT Y TTF—hENFE LTz %path%

1511

Yz b

A YR M L CEBMERET Yy IT7— R EET
TEFEHATLT: %path%

1512

YR b

HAEHA VA NS FF Ty ITF—TOTS
LDYR ML TEBMELET7 Yy ITT7— FEET
TEFEHA: %path%

1513

BRSOV /SR Y X MZEMENELT,
B2

FE¥B: wexceptionpathtype%

73X : %exceptionpath%

1514

VAT LA

CE

RO ISZY X b GHIBRENREL
E

F2%8: %exceptionpathtype%

7\ %exceptionpath%

1515

DRT L

G

BETHITOAIILAHEEY X MZEBEMESLE L,
[FH)

Z N )L: %label%

7\ ¥ 2 %hashvalue%

FEFE: Wtype%

444 %subject%

F1THE: %issuer%

1516

AT LA

CE:

EETAHTOAIGHEEY X b SHIBRESNEL
f=o

(34

Z RN )L: %label%

7\ ¥ 2 %hashvalue%

FELE: Wtype%

444 %subject%

F1TH: Yissuer
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ARV KID

AR ATIY

LA

045 DA

1517

AT L

G

8T BNy a) R MIBMENFE L=, %n
B0

F R)L: %label%

7\ 2 2 %hashvalue%

FE48: %type%

FFAI Y R R IZBHN: %yes|no%

18R %path%

A E: %note%

1518

CE:

BT D /N\v 2 XD LHIBRENE LTz, %n
B2

Z N)L: %label%

/Ny L 2 %hashvalue%

FEFE: Wtype%

BRI R R IZEHN: %yes|no%

18R : %path%

A E: %note%

1519

YRk

Al ) R RH S Y E— FTHIBRE N E L 1= %path%

1520

YA+

%l TIT7ANDINEDCFHLENIS—AFEE
L=, #HAIUVR FEERTEFEFE A, %n
I5—3a— F:%2%n

1521

T7AIVLAREMEDORNEEBMLEL =
Ez:

Z N)L: %label%

*1%& 7 0+ X: %process_name%

51 41: %arguments% %regex_flag%
7Ot R 1M/ %path%
IOt R 2D/ %path%
7Ot R 3D/ %path%
IOt R 4D/ %path%

1522

AT LA

G

T7AILABERRDRNZHIBRLE LT,
EZ:

Z N )L: %label%

% 7 O+ X: %process_name%

51 #: %arguments% %regex_flag%
IOt R 1D/ %path%
IOt R 2D/ %path%
IOt R 3D/ %path%
IOt R 4D/ %path%
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ARVEID | 2RO ATIY | LARL 045 DA
1523 SRT L 1E#R AUTFURE—RZEBLELS
1524 DRT L EHR | ATFTUVRE—FERTLTVEY
1525 VRT L 1525 AVTFURE—FERTLELL
1526 )X bk 154 AVTFURE—RTHAIYRMIEBMEAFEL
T—O
ISR %1
INY D %2
1527 )Rk &4 AVTFUORE—RTHAYR BT TT—FE
nEL,
INR: %1
INY D2 %2
2000 By N 53R T7ALNDT I AL SN E L f=: %path%
TOER Ez:
73R : %path%
7 9 X —4: %username%
E— F:%mode%
1) X k: %list%
2001 By (¥ B T7A4ILNDT I EADEFASINE L =: %path%
TOER B2
/XX : %path%
7 9t A1 —4: %username%
E— F:%mode%
T7AININY A PHFRENFE L fz: Whash%
2002 HalShf z& T7AINDT I EADEHFRI SNE LT %path%
TR AR R FORERRIZT7A IR ERBTEEE
AIO
[FH)
18R : %path%
7 9 2 R 2 —4: %username%
E— F:%mode%
2003 Brarsntz =4 T7ANDT Y ERADHFRAINEFE LTz %path%
TOtZ ELFEIUX l“a)EEmuq]l /\J/:L’En‘I'E'Cé’iﬁ'/v

(4]

73R %path%

7 9t A2 —4: %username%
E— F: %mode%
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ARVEKID | 2R9ATTY | LRL A& QA
2004 Al SNt B T7A4ILNDT I EADEFAINE L f=: %path%
TR TOtEREERTH-ODBMEMBTEEE A
2005 graraniz =L T7ANDT I 2RADEFRI SNFE LTz %path%
TR TOERE#FNUR FUSZEMTEEE A
2006 By (8 15 T7AILNDT I EADEFAINE L f=: %path%
VA B2
18R : %path%
7 9 £ R 21— %username%
E— F: %mode%
2007 Y oW e T7A4IDT Y RADHFRENE LT %path%
TR BRNM/RR Y R FOREREFICTS—AFEELE L=,
&30
I\ R : %path%
7 9t A1 —4: %username%
— F: %mode%
2008 Fral sz -0 T7ANDT Y ERADHFAINE Lz %path%
TR EBETHTORILMAE ) X FOBERFICTTS—H
RBELEL,
B0
/XX : %path%
7 9t A1 —4: %username%
E— F:%mode%
2011 Al Eht= 1EHR LR NIDT I EANHFRASNELE,
TR L PR Y E—:%regkey%
L PR Y ED AR %regvalued
[FH)
/X R : %path%
7 9 2 R 21— %username%
— F: %mode%
2012 Al Eht 1B LR MNIDTOEANHFRATSNE LT,
TIOER LT R k1 F—: %regkey%

E3

18R : %path%

7 9 X1 —H: %username%
E— F: %mode%
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ARV KID

AR ATIY

LA

045 DA

2013

RIS
TOER

G

BRAUR MK S>TIFZAIL/THILTDEELNH
Al & E L1z %path%

B0

INR:

7 9 2 R —4: %username%

E— F:%mode%

2015

RIS T
TUER

CE

RS RARZEH>TLPR M EOEEAHFRT SN
FLT=

LTR b1 EF—: %regkey%

LR k1 ED AR %regvalue%

EZ]

18R : %path%

7 9 £ X1 —H: %username%

E— F:%mode%

2016

RIS T
TUOER

{GE:

BNV R BZE2TLOR M) F—DEEIFAS
nEL,

L PR kY F—: %regkey%

E3

73R : %path%

7 9 21— %username%

E— F:%mode%

2017

e sht=

TUOER

3
of

T7AINTHILEDERNHEATIREL
T=: %path%

B0

18R : %path%

7 9 2 R 2 —4: %username%

E— F:%mode%

2019

RIS T

TOERX

[
of

LR MY EOEEMNHFAIESNE LT,
LT R kY F—:%regkey%

LT R b BED T %regvalue
EZ:

/X R: %path%

7 9 £ X1 —H: %username%

E— F:%mode%
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ARV KID

AR ATIY

c

045 DA

2020

RIS
TOER

3

o |

LR MY X—DEEMNFAINE LT
L PR b E—: %regkey%

B0

18R : %path%

7 9 £ R 1 —4: %username%

E— F:%mode%

2021

RIS T
TUER

g
of

T7ALNDT I AL SN E L f=: %path%
ERET AN 1Y R MDOWHERRICIS—MNREEL
EFLT=

30

18R : %path%

7 9 2 R 1 —4: %username%

E— F:%mode%

2022

A shtz

A S

3
of

T7A4IILLRAKERKICKY TOERAHFAShE
L 1=: %path% %argument%

EZ

7 9 2 R —4: %username%
HIOER 1D/ %path%
IOt R 2 D/VR: %path%

FHIOEXR 3M/8R: %path%
HIOER 4 D/ %path%

E—R: 7T =2 a3 VHIEHEDIKEE

I8 H: %reason%

2503

IRy Ent:
ToER

3

of

T7ANTHILEDEENTO I INFEL
T=: %path%

B0

/XX : %path%

7 9t A1 —4: %username%

E— F:%mode%

2505

JovyEnt
TOERX

g
of

LR MNJEOEEN TRy ShFEL,
LT R kY F—:%regkey%

L YR b ED AR %regvalued

E2

/X R: %path%

7 9 £ X1 —H: %username%

E— F:%mode%
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ARVEKID | 2R9ATTY | LRL A4 DA
2506 Jaovyant- | 2L LA R)X—DEENTOV I ShFEL
TOER L PR b E—: %regkey%
B0
18R : %path%
7 9 2 R —4: %username%
E— F:%mode%
2507 JovoEht- | 158 BELI-NENETINE LTz %path%
TOER Ed
24E: %action%
V) — A : %source%
2508 JovyEnt: | B BESN-LEOETITERBR L F L 1= %path%
FTOER B2
124E: %action%
Y — A : %source%
2509 JavyEniz | B T7ANDTIEANTAY Y EFE LT=: %path%
TOER Ez:
73R : %path%
7 9 X1 —4: %username%
E— F:%mode%
EHH:HFAUX FRIZEELERA,
T7ANnyamMIayy ShE Lz %hash%
2510 JovyEnt: | B T7A4NLDTIEANBTAY Y INE LTz %path%
TOER B2
18R : %path%
7 9t A1 —4: %username%
E— F:%mode%
Bl FEINNAY D AEDN, FEINTWSE
E—HLEEA,
TZ7ANnNyamTayy EhE L1z %hash%
2511 JavyEntz | ik T7ANTHILEDEENTO VI INFEL
THER T=: %path%

[FH)

18R : %path%

7 9 2 R 2 —4: %username%
E— F:%mode%
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ARV KID

AR ATIY

c

045 DA

2512

JovyEnt:=
TOER

3

o |

LPX MYEOEEN IOV SNELT,

L PR b E—: %regkey%

LR kU ED BRI %regvalue%

B2

18R : %path%

7 9 £ R 31— %username%

AR

AR bID2512 (&, H—E R RIEEEEF L
ST B LISERLET,

2513

JovyEhtz
TR

g
of

T7A4ILRARBREIZEY TOEANTAY I &
N FE L 1z: %path% %argument%

B2

7 9 £ X1 —H: %username%

HIOtER 1M/ %path%

IOt R 2D/ %path%

7Ot R 3D/ R: %path%

IOt R 4D/ %path%

E—R:7FUT—2 a UHlEAEHOKE

T2 H: %reason%

2514

JavyEShtz
TOtR

[
of

T7AILDTIEANRTOyIEhEL

T-: %BLOCKED_FILE_PATH%

[FH)

78R : %PARENT_PROCESS_PATH%

7 9t X 31— %USER_NAME%

Bl IOy ISk 7M0IE. KXFEINF
=XATHEENEMLE>TVWEITAIILFTRHIZH
UFEd,

3000

USB A~ 1E
A A NN E

[
of

TINARDT I 2 AMEFA SNFE L1z %path%
B

/X : %path%

7 9t A2 —4: %username%

TN R B A T %type%

3001

USB FiE
ANk

3

i

TNNARADT I EAMNTAY Y EhE LTz %path%
EZ0]

/X R : %path%

7 9 2 R 21— %username%

TINA R B A T %type%
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AR ATIY

c

045 DA

3500

Ry kT=7
A LA

3

o |

Y RID—=D A L AMEEFRAEINE L Fz: %name%
B2

ZB kaj:Tcp

ZEIETT IP 7 K L R: %ip_address%

EIETAR— b: %port%

EESK IP 7 KL R: %ip_address%

EEEAR— 80

3501

Ry kT—=7
A ILARER

g
of

Y RIT=U94LANT AV EhFEL
1=: %name%

Edl

Za kaj:Tcp

ZEIETT IP 7 K L R: %ip_address%
EIETTAR— b %port%

EIESE IP 7 K L R: %ip_address%
EEHR— 80

4000

TowRRHE
LR+

[
of

API 79X UG DLLA oo arvhnFaahnE
L f=: %path%

E30]

73R : %path%

1 —4: %username%

4001

TR RE
ARk

3
of

APl 7YX UdDLLA vz o avhays s
N FE L1=: %path%

[FH)

18R : %path%

3 —4: %username%

4002

TowRRHE
LR+

[
of

APl 7 X T RAFRI S N FE L F=: %opath%
(4]

73R : %path%

2 —4 %username%

4003

TotR{RE
ARk

g
of

APl 79X TEMNTA Y Y ShE LTz %path%
[FH)

/X R: %path%

I —4: %username%

4004

IO RRHE
4R+

3
of

DLLA > o3 UMl SNE L1z %path%
E3

/X : %path%

I —4: %username%
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ARVEID | 2R ATTY | LR AY DA
4005 TotRRE i DLLA Pz o iavdavsanEL
ARk T=: %path%
B2
18R : %path%
3 —: %username%
4500 VAT LRD 1E$R ERENE=T 74/ T+ ILE: %pathd%
Pl Ez:
I\ R : %path%
79 tRTA+ER ID: %pid%
7 9 £ X1 —H: %username%
4501 SRTLRD B8R | EEINFT 71 )L %path%
padl B2
18R : %path%
749+ R 70+ ID: %pid%
7 9 2 R —4: %username%
4502 LRTLRD 1E¥R Bl IN=T 74/ T 4L %path%
Pl Ez:
73R : %path%
79t R TA+ER ID: %pid%
7 9 £ X1 —Y: %username%
4503 SATFLAD &%k BRIDER SN T 74/ T+ L5 : %path%
Pl # L LV NR: %path%
B2
18R : %path%
79t R TO+tR ID: %pid%
7 9 2 R —4: %username%
4504 SRAFLAD | 1EER | EESNELUR R UTE:
p:l LY R b F—: %regkey%

LT R b BED T %regvalue
LT R k1 BEDTESE: %regvaluetype%
E2

/X R: %path%

72 tARTO+t R ID: %pid%

7 9 £ X1 —Y: %username%
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ARYEID | BR9ATIY | LAV A OB
4505 SRTLAD g BlREnfzL DX b E:
Pl LR b 1) F—: %regkey%
LR kU ED BRI %regvalue%
B0
18R : %path%
79t R TA+ER ID: %pid%
7 9t A1 —H: %username%
4506 SRTFLRAD 15 ERENFLOR R F—
gl LR 1) F—: %regkey%
30
18R : %path%
7o R FOER ID: %pid%
7 9 2 X 1—4: %username%
4507 RTLAD 1E$R HifgShizLPR R F—:
pug:l LR k1 EX—: %regkey%
E3
/X : %path%
79t R TO+tR ID: %pid%
7 9t A1 —4: %username%
4508 SZATLAD | fEHR | BANEESNELOR L) X
gl LR b1 F—: %regkey%
FLLL IR R F—: %regkey%
[FH)
18R : %path%
7oA FOER ID: %pid%
7 9 2 R 2 —4: %username%
5000 TS R we | RML—DUTNARDT I EADHFAISNE LT
ayvekao—)L %PATH%
(B4
INR:%PATH%
7 9t R 12— %USERNAME%
TINA R B A T %TYPE% %DEVICEINFO%
5001 FINAR g2& | APL—UTRAROTIRANTAYIShEL
ayvhka—)L 1=: %PATH%
0

IR R: %PATH%
74t A1 —4: %USERNAMEY%
FINA A5 A T %TYPE% %DEVICEINFO%
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ARV KID

AR ATIY

LA

045 DA

6000

AT L

G

%~Result%

B0

7 v FT— b IT: %SERVER%

[FTTD/N—2 3 V]

DA IWARINE—2 T 7 A )L %VERSION%

RIRA 9T T INZ—2 T 7 A JL: %VERSION%
FORIEBRZINZE—2 T 7 A )L: %VERSION%

TRY5 5 LBREINE—2T 7 4 )L: %VERSION%
BA—=TH 1) —=2Fw TF 2T L— b %VERSION%
BA—=TH ) —0Fy TIT D URTE: VERSION%
YAILABEI Y D %VERSION%

BA—=TH ) —0Fy TLT P2 %VERSIONY%
B®&EH—E X: %VERSION%

[BF/N—P 3 V]

A IWRINE—2 T 7 A JL: %VERSION%

RIS T TINE—2 T 74 )L %VERSION%
FTORIWERINE—2 T 74 )L %VERSION%

T045 5 LRE/INE—2 T 7 4 JL: %VERSION%
A=y )=ty

F > 7 L— b: %VERSION%

BA—TH ) —oFy TT D UHKTE: VERSION%
A I ABREI VY 2 %VERSIONY%

BA—=TH ) —2Fw TIT P2 %VERSION%
BEHY—E X: %VERSION%

6001

\"
N
i
L\

3
of

7 v TT— KB L FE LT=: %ERROR_MSG%
(%ERROR_CODE%)

0

7 v T — b IT: %SERVER%

[FTTD/N—2 3 V]

A ILARINE—2 T 7 A )L: %VERSION%

RIS T TINE—2 T 74 )L: %VERSION%
FORIEBRZINZE—2 T 7 4 )L: %VERSION%

T05 5 LBEINE—2 T 74 )L: %VERSION%
BA—TH )=+ TF 2T L— b %VERSION%
BA—TH )=+ TIT P UERTE: BVERSIONY%
A IILRBERI T %VERSION%

BA—=TH ) =24y TIT P %VERSIONY%
B&EH—E X: %VERSION%

[®mHFH/N—2 3 V]

A ILARINZ—2 T 7 A JL: %VERSION%
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ARVKID | ARV AFTY | LR 045 DA

RINA DT FTINB—2 T 74 JL: %VERSION%
FTORIWERINE—2 T 74 )L: %VERSION%
7055 LBEINEZ—2T 74 IL: %VERSION%
BA—TH ) —2Fw TF 2T L— b %VERSION%
BA—TH )=+ TIT U UERTE: BVERSIONY%
LI RBERI T %VERSION%

BA—TH ) —2Fw TIT P %VERSION%
BEHY—E X: %VERSION%

6002 AT L 1B RET 0TS LKREERIE L E Lz %SCAN_TYPE%
EZ0]
%9257 74 JL:%SCAN_FOLDER_TYPE%
BEREINT= T+ ILF: %PATHS%
Byt E =/ R %PATHS%
B SNf= T 7 A JL: %PATHS%
BRSY S T HLERF: %PATHS%
[AvR—F2 k]
A ILARINE—2 T 7 A JL: %VERSION%
RINA )T TINE—2 T 74 )L: %VERSION%
FORIEBRZINZ—2 T 74 )L: %VERSION%
T045 5 LBEINE—2 T 7 4 JL: %VERSION%
BA—=TH )=+ TF 2T L— b %VERSION%
BA=TH )=+ TIT P UERTE: BVERSIONY%
A I ABREI VY 2 %VERSIONY%
BA—=TH 1) —2Fw TIT P2 %VERSION%
B®&EH—E X: %VERSION%

6003 AT L &%k RETOY S LRENTET LE LTz %SCAN_TYPEY

BT 7 A ILE: %NUM%

B0

%% 9 %774 JL:%SCAN_FOLDER_TYPE%
BEINIZ T+ LT %PATHS%
BRot & f=7XR: %PATHS%

B SNTf=T 7 A JL: %PATHS%

BRI & T PR F: %PATHS%

Bfi7A B B %DATE_TIME%

#2 7 BB %DATE_TIME%

BRET 7 14 ILE: %NUM%

B D 7 A4 JLE: %NUM%

ERRR S Nf=T 7 1 JLEL: %NUM%
BiEBRICER SN T 7 1 ILE: %NUM%
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ARVKID | ARV AFTY | LR 045 DA

= S A

A IWRINE—2 T 7 A JL: %VERSION%

RISA 9T T INE—2 T 7 A JL: %VERSION%
FTORIWERINE—2 T 74 )L: %VERSION%
7055 LBEINZ—2T 74 IL: %VERSION%
BA—TH )=+ TF 2T L— b %VERSION%
BA—TH ) —0Fy TT U UHKTE: VERSION%
AIIRBERI T %VERSION%

BA—=TH 1) —=2Fw TIT P2 %VERSION%
B&EHY—E X: %VERSION%

6004 YARTL 2L FETOTSLBRREETLTVEE
As: %SCAN_TYPE%
%ERROR%
(5]

#®%9 %774 JL:%SCAN_FOLDER_TYPE%
BEINIZ T+ LT %PATHS%

BRS S =/ R: %PATHS%

BRoNENF=T 7 A JL: %PATHS%

BRI & M F= PR F: %PATHS%

RBi4& B BF: %DATE_TIME%

#& T BB %DATE_TIME%

BET 74 ILE: %NUM%

BT 7 4 JLEL %NUM%

ERfR S Nf=T 7 1 JLEL: %NUM%
BEiEBRICER ST 7 1 ILE: %NUM%
[AviR—F2 k]

A IRINE—2 T 7 A JL: %VERSION%
RIS T TINE—2 T 74 )L %VERSION%
FTORIWERINE—2 T 74 )L: %VERSION%
T05 5 LRE/INE—2 T 7 4 JL: %VERSION%
BA—TH )=y TF 2T L— b %VERSION%
BA—TH ) —oFy TT VD UHKTE: VERSION%
HAILARBEI DD 2 %VERSION%
BA—TH ) —oFw TIT T %VERSION%
BEHY—E X: %VERSION%
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ARV KID

AR ATIY

LA

045 DA

6005

AT L

G

FETOT S LAEE SN E LTz %ACTION%

T 74 JLINR: %PATHY%

B0

BiEEAWE: %NEED_REBOOT%

[HRRER]

ZEDTELE: %TYPE%

Z DRI %NAME%

= e

A IARINE—2 T 7 A )L %VERSIONY%

RINA DT T INE—2 T 74 )L: %VERSION%
TORIWEBRING—2 T 74 )L: %VERSION%

TRY5 5 LBREINE—2T 7 4 )L: %VERSION%
BA—=TH ) =04y TTF2 T L— b %VERSION%
BA—=TH ) —oFy TL D URTE: %VERSION%
YAILABEI Y D %VERSION%

BA—TH ) —oFy TIT T %VERSIONY%
BREY—E RX: %VERSION%

6006

3
of

FETOTSLABEShEL,
BREBOUNIBEETTEEL A %PATH%

(4]

1 RALIE: %1ST_ACTION%

2 RALIE: %2ND_ACTION%

ZHDIESE: %TYPE%

Z DB %NAME%

[AviR—F2 k]

A IARINR—2 T 7 A )L %VERSIONY%

RINA DT T INE—2 T 74 )L: %VERSION%
FTORIWERINE—2 T 74 )L: %VERSION%

T045 5 LRE/INE—2 T 7 4 JL: %VERSION%
BA—TH ) —2Fw TF 2T L— : %VERSION%
BA—TH ) —oFw TITUP URTE: BVERSIONY%
HAILABEI DD 2 %VERSION%

BA—=—TH ) —0Fy TIT T %VERSIONY%

B FY—E X: %VERSION%
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6007

ATFIUR
E—FK

3
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AUTFFURE—RTCARETOI S LNBREEINE
L1z (7 7 1 ILOIREEIZ R TDH): %PATH%

EZ0]

AVR—R rDIN—D 3

A ILARINZ—2 T 7 A JL: %VERSION%

RIRA 9T T INZ—2 T 7 A JL: %VERSION%
FORIEBRZINZE—2 T 7 A )L: %VERSION%

T045 5 LBEINE—2 T 74 JL: %VERSION%
BA—=TH 1) —=2Fw TF 2T L— b %VERSION%
BA=H )=+ TIT D UERTE: %VERSIONY%
A IABREI VY 2 %VERSIONY%

BA—=TH ) =24y TP %VERSIONY%
B®&EH—E X: %VERSION%

6008

H %

3

of

AUTFFURE—RTARETOTSLABHEEINE
L7= (7 7 1 L DIREBE 2 KER): %PATH%

0

AVvIR—R rDIN—D 3

A ILRINE—2 T 7 A )L: %VERSION%

RINA )T TINE—2 T 74 )L: %VERSION%
FORIEBRZINZ—2 T 74 )L: %VERSION%

T045 5 LBEINE—2 T 7 4 JL: %VERSION%
BA—=TH )=y FF 2T L— b %VERSION%
BA—=TH ) —0Fy TIT U URTE: VERSION%
A I ABREI VY 2 %VERSIONY%

BA—=TH ) —2Fy TLT P2 %VERSIONY%
B®&EH—E X: %VERSION%

6009

H %

3

of

AUTFFURE—RTARETOTSLABHEENE
L #=: %PATH%

0

AVR—R rDIN—D 3

A ILARINE—2 T 7 A )L: %VERSION%

RIS T TINE—2 T 74 )L: %VERSION%
TORINWEBRINE—2 T 74 )L: %VERSION%

T05 5 LBEINE—2 T 74 JL: %VERSION%
BA—TH 1) =2+ TF 2T L— b %VERSION%
BA—TH )=+ TIT P URTE: BVERSIONY%
A ILARBRERI VD 2 %VERSION%

BA—=TH ) =24y TIT P %VERSIONY%
B&EH—E X: %VERSION%
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ARV KID

AR ATIY

LA

045 DA

7000

AT L

G

FI—TR)—pERENZELE:
B0

TS IL— T8 %GROUP NAME%
HULARY L —/8—2 3 2 %VERSION%
# LW IL— T4 %GROUP NAME%
#FLULKRY >—/3—2 3 > %VERSION%

7001

VAT LA

g
of

GI—TR) o—#RPTEE LA
3]

B IL— T4 %GROUP NAME%
HULARY & —/3—2 3 2 %VERSION%
# LW IL— T4 %GROUP NAME%
#FLWKRY —/3—2 3 > %VERSION%
HH: %Reason%
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rDITS—a— FDEHA

. TXOneStellarEnforce T—Y = > h CHEHEINDI I EFEEFRTT—a— Fizon

T 5—3— R@DEiBA (StellarEnforce)

a—F L]
0x00040200 BAEICERILEL,
0x80040201 BAEICKRBMLEL,
0x80040202 BEICKBLELE,
0x00040202 —EHDAREICELELT=.
0x00040203 BEREINFBEEFA VX F—LEhTVER A,
0x80040203 ERSINFBEFYR— SN TOERA,
0x80040204 EMLEIHTY,
0x80040205 BWHERT—HRTY,
0x80040206 AEUYASFELTWLET,
0x80040207 EC—RKETYT., EBREIB|EBHERENFELS,
0x00040208 PYLGBLTLEEY, BREFXFRIORTHEANRT ELEEICHAEH

£7)

0x80040208 VATLIZKYFRFEHS, (RERA)
0x80040209 T7AINRANRT EET,
0x0004020a DATLIZKYFHFH. (RERA)
0x8004020b DATLIZKYFHFEH. (RER)
0x0004020c DATLIZEY FHFEH. (RER)
0x0004020d DATLIZEY FHFEH. (RER)
0x8004020d DATLIZEY FHFEH. (RER)
0x0004020e BEIMBETT,
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a—Fk EL)
0x8004020e FHLEVWIS—OOBRBNIBETT,
0x0004020f BRRYDRITVFAENEL .
0x8004020f HEAMERSNE LT,
0x00040210 VAT LIZEY FHFEH, (RER)
0x80040210 ENFELFFHALLGEVY—ERE—FTY,
0x00040211 VATLIZKYFHFEHS. (RERA)
0x80040211 BEREINFARVERAEORAT—EATREATSATHERA, F1EVR
ERELTILESL,
0x00040212 VATLIZK Y FHFEHS. (RERA)
0x00040213 DATLIZEY FHFEH. (RER)
0x80040213 NRAT—FRN—HLEEA,
0x00040214 VATLIZEY FHFEH. (RER)
0x80040214 VATLIZEY FHFEH. (RER)
0x00040215 RonYFtA,
0x80040215 THRETIHNROMYFEEA, |
0x80040216 RN A VI ENTUVET,
0x80040217 NRRAT—FORENENTY,
0x80040218 NRT— RIZEPEXFREENTUVET,
0x00040219 NRRAT—FREHELTWEY, EBEFLFIRGEL—FD/IRT— FIER—
[CTEFEEA,
0x80040220 DATLIZKYFRFHS. (RER)
0x80040221 DATLIZEY FHFEH. (RER)
0x80040222 DATLIZEY FHFEH. (RER)
0x80040223 T7AUDREINYFERA (FREBYTIS—TREHYFEA),
0x80040224 VATLIZEY FHFEH, (RER)
0x80040225 VATLIZEY FHFEH, (RER)
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a—Fk EL)
0x80040240 T4 TZIUBRIMY FERA,
0x80040241 AT VEBTEDES A TIVRT—RRELEFHLEVI S —AF
HELFEL
0x80040260 VATLIZEY FHFEH. (RER)
0x80040261 VAT LIZEY FHFEH, (RER)
0x80040262 VAT LIZEY FHFEH, (RER)
0x80040263 VATLIZK Y FHFEHS. (RERA)
0x80040264 VATLIZK Y FHFEHS. (RERA)
0x00040265 VATLIZK Y FHFEHS. (RERA)
0x80040265 DATLIZEY FHFEH. (RER)
0x80040270 DATLIZEY FHFEH. (RER)
0x80040271 VATLIZEY FHFEH. (RER)
0x80040272 VATLIZEY FHFEH. (RER)
0x80040273 VATLIZEY FHFEH. (RER)
0x80040274 VATLIZKYFRFEHS, (RERA)
0x80040275 VATLIZKYFRFEHS, (RERA)
0x80040280 FTOT4R—=23 00— FHENTT,
0x80040281 FTOT4R—=2a3 02— FOBEAMPELLHY FHA,
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H—\DA R OS DA

[F— 34 X ] WiEEZFRT DL, BEY—ANEHEO EFICHAL TS~ a T, [vr]—
[Hr— 34 X b DONEIZTER U E T,

S —ZaAhR

b Ea i Ea o 1410 - Q | | ®mo1000L0-F « | BE0ER -

StellarProtect  StellarEnforce StellarOne

B TIRA—b v 1

BB a-YID Rk I-¥TMIN-T] AF—HR
2022-04-26T14:34:03-  admin 5601 D7 -7)L (FFA]\J R b) ZDESKTOP-KUSB03SA'STFAM— FLELT. DESKTOP-KUSBO3S =

2022-04-26T14:33: admin 5601 TPl (T-T= ) #DESKTOP-KUSB03: DESKTOP-KUSE035 =

2022-04-26T14:33:16-+  admin 5601 77 7IL (L~ %= MOIE) EDESKTOP-KUSBO3

DESKTOP-KUSE03S

2022 admin 5601 I7TIL (FaUR

ZaM=FLELRE

2022-04-26T14:27:43-+  admin 5601 J7IL (Fa]'J A ) EDESKTOP-KU! SIIAM—FLELR. DESKTOP-KUS803S =B

2022-04-26T13:35:01  admin 5601 I71IL (T—Fx > MOIFE) ZDESKTOP-KUSBOISH ST IAM— bLE  DESKTOP-KUS8035 B

2022-04-26T13:25:41-+  admin 5601 J7 1 Il (T— Tz > MOWE) ZDESKTOP-KUSBOISH' S,

A~ L&~ DESKTOP-KUSB03S =

HY—\D4A4 R A4S DERBA (StellarEnforce)

4RV FID H—RL R b EEA
\E@EIcadA o LEL

1002 avy—ihsas% 7 EEY—N\BEEMNMSATATILELS,

1003 Ly aVRAALALTI EEY—NEEOEYa N IA LTI L
FLf=e ZFHO 2 b T%user_name%] (ZBEEH
Izag*+ 27 LELT,

1011 LR— b EZETEEEA FHLR— k Z%email_address%IZZETEE
HA,

1012 BHEEETEFEEA BE1E%email_address%lZEETEEH A

2001 Thor bDER Intelligent Manager 7 ho > k
l%user_name% ] Z#{ERK L E L71=,

2002 FhHYY FOEIR Intelligent Manager 7 h > k
l%user_name%] ZHIBRLE L=,

2003 FHYY FOEE Intelligent Manager 7 h o > k
%user_name%] %field_name%ZZHELEL
T=o

1001 avy—)izagdty EFEH—/N
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ARV KID H—Nf R+ E]

3001 I—C1IV bRV FOSD | IT—V 0 bR O DEEEIR.
B -8

3002 I—S1IV ARV FOSD | T—V 0 bR FOSTDFEEHEIK.
B -F8

3003 I—CIVbhARUB I—Cz bR NOTDOBEENY I T Y
ooy o7y 7 7,

18R : %filepath%

3004 H—NA R rOSTDEIRE- | =12 O ST OEHEIR,
BE)

3005 H—NA AR O DEIK- | FT—\1 X2 AT DOFEHIE,
FE)

3006 H—nNA R rOsvm H—RA R O OBEENY I T Y T,
N7y 73R %filepath%

4001 A ShTLEN I—Jx U bMIEREZEELELEZ(TRAYI S
JRvyEhiz NET7A4IILEHAY R MIEBMNT B),
T774ILDWNIE 7 7 4 )LE: %file_name%

T 7 A ILiNy 1 %file_hash% (SHA-1)

I—Px U MIEREZEELEL(TRYS S
N=274 %8BT %),

771 JLE: %file_name%

T 7 A Iy a1 %file_hash% (SHA-1)
I—CxUMIEREFZELELE(TOYY S
N=274ILE8RT5),

77 4 JLE: %file_name%

T 7 ANy 21 %file_hash% (SHA-1)
I—SxVMIEREZEELFELE(Z7MLE
fBEtEd %),

7 7 4 JLE: %file_name%

T 74Ny ¥ 1 %file_hash% (SHA-1)

I—Cx U MIEREZFZEELFELE: RBRESNI:
T7A4ILVEETT D),

77 4 JLE: %file_name%

T 74Ny a1 %file_hash% (SHA-1)
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ARV KID H—Nf R+ E]
4004 fREE S ht- I—Px U MIEREEELFELE: (REESHT
TIET 7 1 ILOfERR T7ANLEETT D)
77 4 JLE: %file_name%
T 74Ny ¥ 1 %file_hash% (SHA-1)
4005 [Chr ey - I—Cx U MIEREZEELFELE: (BRI
TIET 7 4 ILOHIE T7A1IEHIBRT %),
77 1 LA %file_name%
T 7 ANy a1 %file_hash% (SHA-1)
4006 A IR TV I—-Ux Y MMIBREZELELEZ(TRAYIE
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