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KEY Hie {5 AT REZ: B HHRE®E S

USR_DEBUGLO | A—H#+wi3 |« o0:7F13v¥045 |0 TL
G_ENABLE YOTFNyT O EEMLET

TEEM-LE | 1.FRvsnYy

¥ EEMLET
USR_DEBUGLO | A—H+twvyP 3 | 273 273 7L
GLEVEL VDTS L

~
SRV_DEBUGLO | H—ER+tw « 0:TN\wIBEYT o TL
G_ENABLE 2avDTINY EEILET

JREEYIC | 1. .FNws04

LEYT EEMLET
SRV_DEBUGLO | H—EX+tw 273 273 7L
GLEVEL D AOL ALY

TJLRIL
FW _USR_DEBU | Z7A 74— |+ 0:7/v5B5 |0 TL
GLOG LDI—Hty EEMLET

2avOTNY | . 1. FENwsns

Ja7ERNIC EEMILET

LEY
FW_USR DEBU | Z7A4 74— | #iE 273 TL
GLOG_LEVEL | J)LDd1—H+vy

2arvmTINY

TR
FW_SRV_DEBU | Z7AFV+— |+ 0:7/\v¥045 |0 TL
GLOG_ENABLE | LY —E R EEIILET

tyaroT | FRvsny

Ny TOTER EEMLET

MLES
FW_SRV_DEBU | 7747V 4+— | %iE 273 Tl
GLOG_LEVEL | JLOY—EZR

tylavoT

Ny J LR

44



=

Secured by

ExOne

networks
KEY BL fERATTREZ PR EE [ E=2 8

BM SRV _DEBU | ZEEHRIT 0: 7wy 0 BL
GLOG_ENABLE | H—ERDT EEMLET

Ny TRTER LFRysay

BLET EEMLET
BM SRV DEBU | BEEHRI7 51 51 TL
GLOG_LEVEL | Y—ER®DT

NG LR
INTELLIGENT | ¥all) X FAAD 0:E&% 0 Tl
_RUNTIME_LE | 7 FU4— 3 1: 8%
ARNING VIZE->THER

Snt=524%4

LZETI7AIL

ARI—ozxz bk

THAIhET
ACTIVEUPDAT | 7w 7F— kIt | https://txse- <EH> L
E_SOURCE =TT B8 | p.activeupdate.trendmi

IZERASINET | cro.com/activeupdate

(FNHAZRE)

ALLOW_NON M | #YFRYU— |- 0:83 @HRE) | <EB> TL
ASS_STORAGE | V/#sMEt 4 1: 5%
_USB DEVICE | /Android X <7k

HREDN—F

DITTTINR

Mg, R

FL—DF A

Z0TOy o p

AMGIHEIC.

NERSA1\D

A— FAFRI &

nFEv,
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1L, setup.ini (B N7 v 777 A L) THHARERa~ F—E2 R LTWET, v

N7 T T A NTHEERE LRWEEIE, YIHECEREAEH S ET,
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T 2-4. Setup.ini 77 €)LD [Eventlog] £/ < 3 > D5I#
KEY S EA fERATTREZ PR EE [ E=2 8

ENABLE StellarEnforce @ 1: A5 (288 L 1 Tl

AR EQY Y

[CERSRLET 0: A4 IZEREL

FHA

LEVEL WARNI | StellarEnforce ® 1:A5 &L 1 TL
NGLOG BELRLDOA EXN

NvhrERTIC 0:O41ZE:EL

FERLET £H4
LEVEL_INFOR | StellarEnforce ® 1:AYJICE&HL 0 TL
MATIONLOG HHRLANILDA EXN

Ay bEQTIC 0: IR L

FERLET £H4
BLOCKEDACCE | StellarEnforce T 1: 0412888k L 1 L
SSLOG JovyEhtz EXN

27A4LEDT 0:O41ZE:EL

ISR LFET EHA
APPROVEDACC | StellarEnforce T 1: 0412888k L 1 L
ESSLOG A Enti=o7 EXN

AILERJICE 0:a4IzEERL

BJLET FHA
APPROVEDACC | FAI) X FBEE) 1: A5 IZEE&L 1 L
ESSLOG_TRUS | B CHAI&h FY
TEDUPDATER | l=7¥ X %0 0:BJIZERERL

JIZEELET FHA
APPROVEDACC | 5389 %/\v 1: A5 IZEE&L 1 L
ESSLOG_TRUS | a1 THAsh EXE
TEDHASH =79+ X%0O 0:O4ZERsE L

JIZEELET =HA
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KEY Bl ERTTRE%E MHIRERE S

APPROVEDACC | DLL/ K5 A 7\l 1: 5258k L 0 L
ESSLOG _DLLD | fICHAI&hiz EXE
RIVER TORREQRY 0:A4IZERERL

ICEE\LET FHA
APPROVEDACC | 7 74— 3 1:04IZE&L 1 L
ESSLOG_EXCE | J#il{fiRs /SR FY
PTIONPATH TR SN T 0: A4 Iz L

YEX%EOQJIC FHA

BERLET
APPROVEDACC | EET 5T 4 1:O4IZE&L 1 L
ESSLOG_TRUS | JLAEBAZ TEFA EXE
TEDCERT IN=77€X 0: a4 12325 L

#0558 L FHA

EXE
APPROVEDACC | EZAHAHIMT 1:AYICE&EL 1 TL
ESSLOG_WRIT | BFA[&hf=74¥ FY
EPROTECTION | £RXZO4IZE 0: a4 235 L

BLET A
SYSTEMEVENT | StellarEnforce ® 1: 041288 L 1 L
LOG D RTLICEE EN

TEARULE 0: a4 IZREL

AJICERELE FHA

¥
SYSTEMEVENT | 7 74— 3 1: Y1z L 1 L
LOG_EXCEPTI | HIfHODHEREIC FY
ONPATH BET I~y 0: A4 IZE25 L

FEOJICEEE A

LET
SYSTEMEVENT | & &AHAHHEHD 1: A5 IZEE&L 1 L
LOG WRITEPR | HHEEICEEET 5 E3xD
OTECTION AR ERY 0:O4 123253 L

ISR LFET A
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KEY S EA fERATTREZ PR EE [ E=2 8

LISTLOG FrEr) X MIZEE 1: 04288 L 1 L

EIT BRIk E3E

zOJICEE&EL 0: B4 IZEHEL

FY FHA
USBMALWAREP | USB REFO4 1: 528 L 1 L
ROTECTIONLO | T AXEEEE EXD
G SEH AT 0:a4 &L

#OJICEHL FHA

E3)
EXECUTIONPR | EfTRFIEXE % 1:0451288%L 1 L
EVENTIONLOG | &5/ N EXD

vhERJIZE 0:m4IZEEL

BLET EJc)
NETWORKVIRU | Ry kT—4 1:04IZE&L 1 7L
SPROTECTION | 4 LAXEEE E3N
LOG BSEgdI~Y 0:A%IZEEL

FEROJICERE EHA

LET
INTEGRITYMO | ZEEHD 77 1: 0412888k L 1 L
NITORINGLOG | 1 ILE LUV T+ EX]
_FILECREATE | LEERARY 0:O4(ZERsEL
D FEROJICERE EHA

LET
INTEGRITYMO | ZEESHHD T 7 1: 0412838 L 1 7L
NITORINGLOG | A ILEBA Ry EX]
_FILEMODIFI | k& OJIZERE 0:aYIZERERL
ED LET FHA
INTEGRITYMO | ZEEHRD 77 1: A5 258k L 1 L
NITORINGLOG | A ILE LUV T+ EX]
_FILEDELETE | LA HIBRA R 0:a4IZERSRL
D FEOJICEH EHA

LET
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KEY S EA ERTHERE PR E [ E=2 8

INTEGRITYMO | ZEEERD T 7 1: 0412888k L 1 L
NITORINGLOG | 1 ILBZH LU E3E
_FILERENAME | 74 /LA RER 0:O4IZEEEkL
D AR +EQT EHA

ICERERLET
INTEGRITYMO | ZEEEEROL D 1: 041288 L 1 L
NITORINGLOG | A hJEZEEA E3E
_REGVALUEMO | RY kZEB4IC 0: 5 IZREFL
DIFIED ERLET FEA
INTEGRITYMO | EEEHROL D 1: 5258k L 1 L
NITORINGLOG | X k1) {EHIERA EXD
_REGVALUEDE | AY k& QI 0:a4IzEREFEL
LETED ERLET FEA
INTEGRITYMO | EREEHROL D 1: 5258k L 1 L
NITORINGLOG | R V) F—{ERK EX]
_REGKEYCREA | AR h%OY 0:A4IZEREEL
TED ICERERLET EFEA
INTEGRITYMO | ZEEHEEROL O 1: 5258k L 1 Tl
NITORINGLOG | R k') F—gI EX]
_REGKEYDELE | A R> +%EO4Y 0: a4 12353 L
TED ICEERLET EHA
INTEGRITYMO | EEEEHROL D 1: 5258k L 1 L
NITORINGLOG | R bV %—&% EX]
_REGKEYRENA | B/ Y k%0 0:O4 2Bk L
MED JIZEFLET FHA
DEVICECONTR | TN AT 4+ 1: A5 258k L 1 L
OLLOG X2ay kao—)L EX]

ICREET BN 0:0O% 258k L

vhEOSIZE EHA

BJLET
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WDOFRIL, setup.ini (By M7 v 777 A1) CHAWRLa~v L F—EE2RLTHET, v
N7 v T T 7 ANVTEEZEE LW, R EEsEHEShET,

Server 9 3>

¥ 2-5. Setup.ini 771 ILD [Serverl & 3 VDB

KEY S EA ERTHERE PR EE [ E=2 8
HOSTNAME H—/ADRR b | <host_name> <ZH> Tl
£
PORT FAST EEERAD 1-65535 <ER> 7L
H—/NDOFH
F—
CERT SEFAZE D 74 )L | <certificate_file_name> | <ZEH> L
%

Agent Y L3>

WDFIL, setup.ini (By b7 v 777 A 0) CEMAERa~v F—EZRrLTWET, v
NT v T 77 ANVTREERE LeWGEIE, gIEEBESERSET,

% 2-6. Setup.ini 77 1 /LD [Agent] S L3 > DI

KEY L ERATRE DR FEE rEE1E
PORT I—Yx M | 1-65535 <ZEH> TL
R —
FIXED IP StellarEnforce + AB.CDJE <ZEH> 7L

H—NERIET | . ABCD:0~255
Ar—Yzrh E:1~32
DIPTFLRE
BRELFET
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N7 w77 7 A VTEEIRE
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3, setup.ini (By h7 v 777 AN THEHMGERa~v F—EE2RLTWET, v

L72WGEaE, PIMBEEREH s ET,
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% 2-7. Setup.ini 7 7 € JLD [Maintenance Mode] % < 3 > D3I
*— FHBA EFATT AR PR EE K51k
ENABLE DURA | 4 ¥ X b—JLF | 0-999 Tl
TION AtEXDERT BB
#%. COHRD
AUTFUR
E—FEEEB
ICRABLET
SCAN AUTFURE 0:HRELAL (4D L
M#EOI71IL #ERTE)
DEREFMIC 1. FRE
LET

StellarEnforce

. A>T F2R
AR RICIER. 32
1. £IEZEES
N=274 %K%
KL, gHEshi=
TrANLEREEL
FY

2:al
StellarEnforce

. A>T F2R
AR RICIER. 32
1. FIEFZEES
N2 74 %%
ZL. FIEEELT
BHENh=774
IWEEOH TR
A MZEBMLET
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WDOFRIL, setup.ini (By M7 v 777 A1) CHAWRLa~v L F—EE2RLTHET, v
N7 v T T 7 ANVTEEZEE LW, R EEsEHEShET,

Message o >3 >

% 2-8. Setup.ini 77 €)LD [Message]l £ < 3 D5

KEY Hie SEFTR AR E AR EE BS1t
INITIAL RET | StellarOne 24 +  0~2147483647 | 120 Tl
RY INTERVAL | XY FDHEEE
ERITY DR
() DWMEHE
BETY

C DREREIE.
MAX_RETRY_INTE
RVALEIZZET B
FT. BHITH%
BT B =UIzfE
BLET

MAX RETRY I | StellarOne [Z4 +  0~2147483647 | 7680 7L
NTERVAL Y FOEEE
ZHTY SR
() DHEKET
?—

MessageRandomization 2 & 3 >

é EE
StellarEnforce =— = > M, FREZR DX Y #LM T StellarOne 7> 5 O ERIZIEE L E
T, FEANC OV TIE, Trend Micro StellarEnforce HHLE N A FD [ X v —IF A LT

N—"%HT 5] ZZRLTLITZEN,

WDOFIL, setup.ini (BEy F 7 v 777 A) TEHATERa~ F—&EZRLTWET, v
N7 v T 77 ANVTEERE LWGEEIE, SIEEESERSET,
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% 2-9. Setup.ini 7 7 1 /L0 [MessageRandomization] 25 3 3 > D5|#

KEY Bkl S AT R i MR EE BEit
TOTAL_GROUP | #—/\3 2 b 0-2147483646 0 &L
_NUM A—/LCHIfES

haTL—T%
OWN GROUP T | CODI—C Iy | 0.2147483646 0 L
NDEX rOETET B
)| % %
TYIR
TIME PERIOD | T—J T bAS | 0.2147483647 0 L
T—2&Tv 7
A—F¥3RE
W] (FO-EEASL)

Proxy 93>

WDFKIL, setup.ini (By hT7 v 777 A N) TEMAMERa~ F—E2RLTWET, v
N7 77 7 AV ERE L WAL, fIREEIER S ET,

% 2-10. Setup.ini 77 1 /LD [PROXY] % & 3 D5 I%

KEY B fEFARTREZR B A EIE EES1E
MODE JaXT0E— |- 0:7OFTEE 0 L
N BALEEA
1:FHHETT
Ax EFERALE
¥
2 :Internet
Explorer i & B &)
MICREF SNz
ETTOXL%E
BALFET
HOSTNAME JOoxYmRA b+ | <host_name> <ZEH> L
%
PORT JaFX I HR—b+ | 1-65535 <FEH> L
&=
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KEY S EA fERATTREZ PR EE [ E=2 8
USERNAME JOox>a—+4 | <user_name> <EH> L
%
PASSWORD TRaFTM/RR | <password> <ZEH> L
SRS

Prescan £ >3 >

WDFIL, setup.ini (By b7 /7"774/1/) CTHEAARE R~ R EARLTVET, kv
N7 w77 7 A VTHEERE LR WEAE., WIFRREES A SN ET,

% 2-11. Setup.ini 77 1 JLD[PRESCAN]E Y & 3 > DEIH

KEY B EAFTRERE AR EE S
IGNORE THRE | ERREPICF 0:F vt 2 TL
AT EFOTSL%E 1:BREMERPIC

BHLEbA Y FETOTSL%E
A bF—=ILERY BHLTHEA VR
HLET F—ILERITLE
El
2:FRETOTS
L S
BE. FITRE
SNETRTOFR
ETO05 5 LMER
B, HIBR., Ff(F
AR S ni=t&, >
AT LEBEHE
FIZA VR =)L
ERITLET
REPORT_FOLD | BRTERDIER <folder_path> <ZEB> =L
ER LR— F&RETF <ZE >4 EAER
THITAHILED [Fswindirs\te
et/ SR TY mp\prescan\lo
g TY
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KEY BL ERTTRE%E MHIRERE &1t
SCAN_ TYPE YA4LV k4> |+ Full:aA2Ea1— |Full 7L
A b—JLHhIZE ADITRTDT +
19 58BFDE LWEEBRBELEY
£TY . Quick:RMD T+
—_— LWEEREBELET
4] == - BEEL—FE
ERLT- 47
(=] £5i):
AR C:\
F—ILD d:\
LG c VYRTFTL®
EELT IL—rTFIL
FRASH g
9, R

c:\Windows
. DATLT A
g
iR
c:\Windows
\System
. System32
THLE
R
c:\Windows
\System32
. (N WAL
%)
E
c:
\Windows\S
ystem32\Dr
ivers

55



=

Secured by

tExOne

networks

KEY

Bie

EFRRTRE A E

HHRE®E

« —EETALY
K
c:\Users\T
rend\AppDa
ta\Local\T
emp

c TR T
THILE (Y
T2+ LT E
T714ILVES
L)

K
c:\Users\T
rend\Deskt
op

Specific:SPEC

IFIC_FOLDER I

v hYTHEELE

TAHILTEBREL

FY

COMPRESS LA
YER

EwBI7AINE
REITHEDE
fEiEE% T

0:FEHEITF7AIL

[TRRELEEA

1 - 20:3ES

h-EBEHFETE
W27 ERR
LET

MAX FILE ST
7E

RRTEERA
I AL X
¥

0:FRTOYA

ADT7AIER
®LET

1 - 9999:1E%F

L1f=H4 X (MB)LL
TDI7714ILDH
=RRLET

7L
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KEY

Bie

e RE7fE HHRE®E BS1t

SCAN_REMOVA
BLE DRIVE

1 Li—NTJL K
4 TERERT
%)

0: ) L—T)L 0 L
KS4T&#BREL
A A

1: Y L—nNT)L
RSA TERET
%

SPECIFIC_FO
LDER

L EAOYEEEN
[Specific] DiFE
ICBET LT+
LA DR ISR
SR

<folder_path> <ZEH> L
SPECIFIC_ FOLDER
TRFEDHBEDHLL
IVh)EERT S
EITKYEBD T+
FEBETETET
FIVR)AF—ET
HEILENHYFET
4il:

SPECIFIC_ FOLDER=c
:\folderl
SPECIFIC_FOLDERZZ
c:\folder2
SPECIFIC_FOLDERBZ
c:\folder3

EXCLUDED FI
LE

BREHISBERNT
5774 IO
ISR TY

<file_path> <ZEB> L
EXCLUDED FILE THR
FHEEDOHLLNT Y
) EERTHIEIC
FUYBHD I 7ML %
BETEET
HEIVMYBEE—ET
HEIVLELHYFET
fil:

EXCLUDED FILE=c:\
filel.exe
EXCLUDED FILE2=c:
\file2.exe
EXCLUDED FILE3=c:
\file3.e;e
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KEY

Bie

EFRRTRE A E

HHRE®E

EXCLUDED FO
LDER

BREM DB
BT+ ILE D
WINRTY

<folder_path>
EXCLUDED FOLDER
THEDHBEOHLL
IVh)EERT S
EITKYEBD T+
FEBETETET
FEIVMJAF—ET
HEIVLELNHYFET
4i):

EXCLUDED_ FOLDER=c
:\filel

EXCLUDED_ FOLDERZ2=
c:\file2
EXCLUDED_ FOLDER3=
c:\file3

<ZT[/>

EXCLUDED_ EX
TENSION

BRERD SBAT
%774 ik
7T

<file_extension>
EXCLUDED_EXTENSIO
N TIRFEHRADFH L
WIohYZEERT S
eIz L Y ERDYLE
FEEETEEY
EIVMJEF—ET
HEILENHYFET
£i:

EXCLUDED EXTENSTIO
N=bmp

EXCLUDED EXTENSTIO
N2=png
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KEY

Bie

EFRRTRE A E

HHRE®E

NUP

PRESCANCLEA

ERREPITHR
HEnt=o774
ILDERBR E 1T
LET

0: NE(XiTHN
FEA

1: :%EB% L/gsﬁ_o
ERPRALIE(ZLBL
=HEIFHIBR L E
j_

2 EEB% Lij-o
ERFRALIE(CRBR L
=EAIFREH L E
_g—

3:BRRRLFEY .
ERPRALIE(ZLBL
-IEEEFERLE
j—

AN

FORCE_PRESC

A4 VR b—)LEI
[CERIRFEER
TLEYT

0: R
1: 8%

BlockNotification 74 3 >

WDE

N7 T T 7 A NTHEERE LRWEEIE, VIEIECEMAEH S ET,

FERIZDOWTIE, 34 X—T D [Property 87 v a v ) ZBMLTIEIN,

X, setup.ini (By N7 v 777 A0) CHEMAMRERBEMN2~ RERLTWET, B

@i;

ZOMRE AT D

&, FEHICHOWTIT,

BAIE, BT, VAT AMLATA 2y EEMOERBAMILT
ZDFD INO_SYSTRAY] #ZBMRL T Z&W,
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# 2-12. Setup.ini 7 7 1 JLD[BlockNotification] 2% < 3 > D3 |#
KEY FBA AT RE 7 S

ENABLE StellarEnforce A% 0:E% L

HASNTLVG 1: 8%

WI7M4ILED

AyyLfiz&ZE

ICEETOI—

v MEH

=RELET
ALWAYS ON T | BMhRTULSE 0: &R 7L
op EDLBIZHR Y 1: 8%

T7y @M%

®RLET
SHOW_DETAIL | BRIICZT 74 0: RN 7L
S B, T7ANLN 55

A, BEUVAR

v MR E R

LFEY
AUTHENTICAT | BHZEL % & 0: &M TL
E EZEEE/INR 1: 55

J—RZEEXRL

T. 1—H%:

FELFET
TITLE BEIDZ A4 kL | <notification_title> TL
MESSAGE BEAE <notification_content> 7L
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REAR7AVI—U Y FADERE

AR RTarE— RTA VA M—LENT=T—V = bid TXOne StellarEnforce

N —NLoTHEHEINEHA, H—OBRELZEEOAZ  RTrr2—Y ) MIFHITHR

BIaikid, == V=V MRET 7 A NVEHHLET,

BEI7ANELYRR— bEEREFAVR—-FT S

B oL —

4 ==

TXOne StellarEnforce Ti%, =7 AR — MNCRE Y 7 A V&=L LE T,

REZ 7 ANEE TG L THONELERT O2MERD Y £7,
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FIE

1.

TXOne StellarEnforce DT A7 by F T A4 2y, FIE [AF— R A=a—05 [TTOS
1 7' 5]—[TXOne StellarEnforce] 27 U v 7 L C, HFHI— "EHEHEHE £,

NAT—=RERELC(RIAFN 5227 ) v 7 LET,

[RE] A=2—HAZZ7 Vv 7 LT [REDTZIAR—NMNAVR— N IV a T r7EA

LET,
RET 7 A NET T AR— T DHITIE

a. [REDTZIAR—FN %227V w7 LT, 77 ANVORERT AR L £,

b. 7y ANKERELC, RFE22 ) v LET,
RET7ANEAVR— T DI

a [REDAAR—FEZI7V 7 LT, RET7ANVERELET,
b. ZryAnNzBRLT, H]E27 ) 7 LET,

TXOne StellarEnforce DEEFOREN, XE 7 7 A VORNRTEEXINET,

62



Secured by

= xone

StellarOne Z{# M L 1-E2{8

EHEHE— FTA VR =L ENT-2—V = M StellarOne #— N2k > THEBEEINTE
D, PN T RTOFIHGT— V= MY E— bTa~y REETTE ET, MO
B — 2 MZem—V x> FORELZEZ T D121, StellarOne 04 P —/\Jlj i 2 dh L
T, [2—V = MEHBEEICHD [2~ 2 FOREFE] A=2—%2 A LET,

—JIVFDOBREEYE—FTIVARAR—+T S

StellarOne NHT—V =2 hOEREEHA Y A 2T/ AR— LAY ra— K752 LT, Th
bxEVE—FCTHRETEXET,

FIE

1. StellarOne T [— = F]—[StellarEnforce] DJEIZZ Y v 7 L £,
[2—Y = MEH] FEARRSNET,

2. WHBEOTZ—Vxr FEBRLET,

3. My R=NNz=ZAR—=FNZE2ZY 7 LT, KOWTANERIRLET,
o AU A RDA UER— R
¢« I—VxV hOBREDAAR— |

StellarOne 725 2~ RBFEITINE T, FEH Ry 77 77 ¢ K7 CHEITIRILZ fd
T&EET,
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