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Preface

ThisInstallationGuideintroducesT XOne StellarEnforceandguides
administratorghroughinstallationanddeployment.

Topicsin this chapteinclude:
A Aboutthe Documentatioron pageiii
A Audienceonpageiv

A DocumentConventionn pageiv

About the Documentation

TXOne StellarEnforcadocumentatiomncludesthefollowing:

Table 1. TXOne StellarEnforce Documentation

Documentation Description

Installation Guide A PDF document that discusses requirements and procedures for
installing StellarEnforce.

Administrator's Guide A PDF document that discusses getting started information and
StellarEnforce usage and management.

Readme File Contains a list of known issues. It may also contain late-breaking
product information not found in the printed documentation.

Knowledge Base An online database of problem-solving and troubleshooting
information. It provides the latest information about known
product issues. To access the Knowledge Base, go to the
following website:

http://esupport.trendmicro.com

Download the latest version of the PDF documents and Readme at:

http://docs.trendmicro.com



http://esupport.trendmicro.com/
http://docs.trendmicro.com/
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Audience

TXOne SellarEnforce documentation is intended for administrators
responsibldor StellarEnforcemanagementincluding agentinstallation.
These users are expected to have advanced networking and server
managemerknowledge.

Document Conventions

The followingtable providegshe official terminologyused throughouhe
TXOneStellarEnforcalocumentation:

Table 2. Document Conventions

Convention Description
UPPER CASE Acronyms, abbreviations, and names of certain commands and
keys on the keyboard
Bold Menus and menu commands, command buttons, tabs, and
options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click Save on
the interface

2 Note

Configuration notes

_Q Tip

Recommendations or suggestions
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Convention Description

Important Information re_zga_lrdl_ng required or default configuration settings
and product limitations

g WARNING! Critical actions and configuration options
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Chapter 1

Introduction

TXOneStellarEnforcel .2 deliversasimple,no-maintenancsolutionto lock
down andprotectfixed-function computershelpingprotectbusinesses
againssecuritythreatsandincreasegroductivity.

Topicsin this chapteinclude:

A AboutTXOneStellarEnforceon pagel-2
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About TXOne StellarEnforce

TXOne StellarEnforce protects fixgdnction computers like Industrial
Control Systems (ICS), Point of Sale (POS) terminals, and kiosk terminals
from malicioussoftwareandunauthorizedise.By usingfewerresourcesand
without the needfor regularsoftwareor systemupdatesStellarEnforcecan
reliably securecomputerdn industrialand commercialenvironmentsvith

little performancémpactor downtime.

What's New

TXOneStellarEnforcel.2includesthefollowing newfeaturesand
enhancements.

Table 1-1. What's New in TXOne StellarEnforce 1.2

Feature Description

Client service failback Recover StellarEnforce service automatically after it ends unnormally.

'To avoid some application disturbed by Stellerenforce maintenance

Avoid share violation while . =
mode due to it need to frequently read/write files.

maintenance mode

Some hardware devices (e.g. Touch screen/ Infrared sensor/ Android
Non Mass Storage USB . ; -
9 Mobile Phone) use other drivers to work as a USB storage device.
Enable this function to allow those drivers from being loaded when
those hardware devices are plugged in and storage device blocking is
enable.

Device

Agent Features and Benefits

StellarEnforceéncludesthe following featuresandbenefits.

Application Lockdown

By preventingprogramspPLL files, drivers,andscriptsnot specificallyonthe
Approved Listof applicationsfrom running(alsoknownasapplicationtrust
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listing), StellarEnforce provides both improved productivity and system
integrity by blocking malicioussoftwareandpreventingunintendeduse.

StellarEnforce write protectioblocks modification andeletion of files,
folders,andregistryentries.

Exploit Prevention

Known targeted threats like Downad and Stuxnet, as well as new and
unknown threats, are a significant risk to 1&%®1 kiosk computers. Systems
without thelatestoperatingsystem updatesreespeciallyulnerable to
targetedattacks.

Foradvancedhreatprevention StellarEnforcancludesintrusion
preventionexecutionpreventionapplicationlockdown,and devicecontrol
to stopthreatsfrom spreadindgo theendpointor executing.

Approved List Management

When software needs to be installed or updated, you can use one of the
following methodsto makechangego the endpointandautomaticallyadd
new or modifiedfiles to the Approved List, all without having to unlock
TXOneStellarEnforce:

A MaintenanceMode

A TrustedUpdater

A PredefinedlrustedUpdaterList
A Command.ine Interface(CLI):

A Trustedhash

A Trustedcertification
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Small Footprint

Comparedo otherendpointsecuritysolutionsthat rely on large patternfiles
thatrequireconstantupdatesapplicationlockdownuseslessmemoryand
diskspacewithouttheneedto downloadupdates.

Role Based Administration
TXOne StellarEnforc@rovides a separate administrator and Restricted User

account, providing full control during installation and setup, as well as
simplified monitoringandmaintenanceafterdeployment.

Graphical and Command Line Interfaces

Anyone who needs to check thdta@mre can use the console, while system
administratorcantakeadvantagef the commandine interface(CLI) to
accessll of thefeaturesandfunctionsavailable.

Self Protection

Self Protection provides ways for TXOne StellarEnforce to defend its
processeandresourcestequiredto function properly,from beingdisabled
by programsor actualusers.

Self Protectiorblocksall attemptgo terminatethe following services:

A Trend Micro UnauthorizedChangePreventionService(TMBMSRYV.exe)

A TrendMicro PersonakFirewall (TmPfw.exe)

A TXOneStellarEnforceService(WkSrv.exe)
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System Requirements
This sectionintroducesStellarEnforcesystemrequirements.

Hardware Requirements

TXOne StellarEnforce does not have specific hardware requirements beyond
thosespecifiedby the operatingsystemwith thefollowing exceptions:

Table 1-2. Required Hardware for StellarEnforce

Hardware/Software Description
Available disk space 350MB minimum
Monitor resolution 640x480

@ Important

StellarEnforcecannotbe installedon a systemthatalreadyrunsoneof the
following:

A TrendMicro OfficeScan
A TrendMicro Titanium

R OtherTrendMicro endpointsolutions

Q Tip
For the x64 platform removing x86 folders in the installation package can
reducethesizeof theinstallerandviceversa.
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Operating Systems

Important

Ensure that the following root certification authority (CA) certificates are
installedwith intermediateCAs, whicharefoundin WKSrv.exe. TheserootCAs

shouldbeinstalledon the StellarEnforceagentenvironmento communicate
with StellarOne.

A Intermediate_Symante€lass3 SHA256 CodeSigningCA

A Root_VeriSignClass3 Public Primary Certification Authority - G5
A DigiCertAssuredD RootCA

A DigiCert Trusted Root G4

To check rooCAs, refer to the Microsoft support site:

https://technet.microsoft.com/ers/library/cc754841.aspx

ﬁ Note
A

MemoryRandomizationAPI HookingPreventionandDLL Injection
Preventiorarenotsupportedn 64-bit platforms.

R SeethelatestStellarEnforceeeadmefile for the mostup-to-datelist of
supportedperatingsystemsor agents.

Windowsclients:

A Windows2000SP4(32-bit)

A WindowsXP SP1*/SP2/SP&32-hit) (exceptStarterand Homeeditions)

2 Note

StellarEnforce installed on Windows 2000 SP4 (without update rollup) or
Windows XP SP1 does not support the following functi@id:/Driver
Lockdown,ScriptLockdown]ntegrity Monitoring, USB Malware

Protection Storage Device BlockindlaintenanceéMode,andPredefined
TrustedUpdater.

To supportthesefeaturesijnstall Filter Manager:



https://technet.microsoft.com/en-us/library/cc754841.aspx
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A For Windows2000ServicePack4, apply the updateKB891861from
theMicrosoftUpdateCatalogwebsite.

b

For Windows XP SP1, upgrade Windows XP SP2.

A StellarEnforcedoesnot supporta customactionof i qu ar aont i ne o
Windows(StandardXP Embedde&P1.

A Windows Vista No-SP/SP1/SP232-bit) (exceptStarterandHome
editions)

A Windows7 No-SP/SP1(32-bit and64-bit) (exceptStarterandHome
editions)

b S S S

A

A

A

A

A

Windows8 No-SP(32-bit and64-bit)

Windows 8 No-SP (Professional/Enterpris€B2-bit and 64-bit)

Windows 8.1 No-SP (Professional/Enterpriseith Bing) (32-bit and 64-bit)
Windows8.1 No-SP(32-bit and64-bit)

Windows10 (Professional/Enterprise/lcEnterprise)32-bit and64-bit)

Initial Windows 10
Windows 10 RS1 (1607)
Windows 10 RS2 (1703)
Windows 10 RS1 (1709)
Windows 10 RS4 (1803)
Windows 10 RS5 (1809)
Windows 10 RS6 (1903)
Windows 10 (19H2/1909)
Windows 10(20H1/2004)
Windows 10 (20H2)
Windows 10 (Version 21H1)
Windows 10 (Version 21H2)

A Windows 11 (Enterprise) (3Bit and 64bit)
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_fﬁ Note
A

Unlock the endpoint before updating your Windows 10 operating
system to the Anniversary Update, Creators Update, Fall Creators
Update April 2018Update October2018Update or laterversions.

A OneDriveintegrationn Windows10Fall CreatordJpdate Spring
CreatordUpdate,or laterversionsis not supportedEnsurethat
OneDrive integration is disabled before installing StellarEnforce.

A Toimproveperformancedisablethefollowing Windows10
components:

A WindowsDefenderAntivirus. This maybedisabledvia group
policy.

A Window Update. Automatic updates may require the download of
largefiles whichmayaffectperformance.

A WindowsApps(Microsoft Store)autoupdate Checkingfor
frequentupdatesnaycauseyerformancéssues.

A In Windows 10 April 2018 Update (Redstone 4) and later,
StellarEnforce has the following limitations when working with
folderswherethe case sensitive attributehasbeenenabled:

A Enablingthecase sensitive attributefor afolder mayprevent

StellarEnforcdrom performingcertainactions(eg. prescan,
custom actions) on that folder. Folders that do not have the
attributeenabledhrenotaffected.

A StellarEnforceblocksall processestartedfrom folderswherethe
case sensitive attributeis enabled Additionally, StellarEnforcés
unable to providany information for thélocked processes,
excepffor file path.

A The StellarEnforce agent cannot verify file signatures of files
savedn folderswherethecase sensitive attributeis enabledAs a

result,DAC exceptionselatedto signaturesannotwork.

WindowsServer:

A Windows2000ServerSP4*(32-bit)
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A Note

StellarEnforcénstalledon Windows2000ServerSP4doesnotsupportthe
following functions:DLL/Driver Lockdown, Script Lockdown, Integrity
Monitoring, USB Malware Protection, Storage Device Blocking,
MaintenancéMode,andPredefinedlrustedUpdater.

A WindowsServer2003SP1/SPZ32-hit)

T

Windows Server2003R2 No-SP/SPAStandard/Enterprise/Storagep-
bit)

Windows Server2008SP1/SPZ32-bit and64-bit)
WindowsServer2008R2 No-SP/SP164-bit)
WindowsServer2012No-SP(64-bit)
WindowsServer2012R2 No-SP(64-bit)
Windows Server2016 (Standard)64-bit)
Windows Server2019 (Standard) 64-bit)

T I S R o

Windows Server2022 (Standard)64-bit)

WindowsEmbeddedstandard:
A Windows(StandardXP EmbeddedsP1*/SP2(32-bit)

_@ Note
A

StellarEnforcanstalledon Windows(Standard XP Embeddedioes
not support the following functions: DLL/Driver Lockdown, Script
Lockdown,Integrity Monitoring, USB MalwareProtection Storage
Device Blocking, Maintenance Modand Predefined Trusted
Updater.

A StellarEnforcedoesnot supporta customactionofigu ar aont i ne o
Windows(StandardXP EmbeddebP1.

A Windows Embedded Standard 2009-(3D

A WindowsEmbeddedbtandard (32-bit and64-bit)




A
A
A
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WindowsEmbeddedtandard (32-bit and64-bit)

Windows Embedded StandardNo-SP (32-bit and 64-bit)
WindowsEmbeddedbtandard.1(32-bit and64-bit)

WindowsEmbedded.1 StandardProfessional/Industri?ro) (32-bit ands4-bit)

Windows Embedded POSReady:

A
A
A

WindowsEmbeddedOSReady32-bit)
WindowsEmbeddedOSReady009(32-bit)
WindowsEmbeddedOSReady (32-bit and64-bit)

WindowsEmbeddedEnterprise:

A

A
A

WindowsEmbeddedEnterpriseXP SP1*/SP2/SP832-bit)

ﬁ Note
A

StellarEnforceanstalledon Windows(Standard XP Embeddedioes
not support the following functions: DLL/Driver Lockdown, Script
Lockdown,Integrity Monitoring, USB MalwareProtection Storage
Device Blocking, Maintenance Mode, and Predefined Trusted
Updater.

Windows Embedded Enterprise Vista {Bi2)
WindowsEmbedded Enterprise 7 (2t and 64bit)

WindowsEmbeddedserver:

S SU T S

WindowsEmbeddedserver2003SP1/SPZ32-bit)
WindowsEmbeddedserver2003R2 (32-bit)
WindowsEmbeddedserver2008(32-bit and64-bit)
WindowsEmbeddedserver2008R2 (64-bit)
WindowsEmbeddedServer2012(64-bit)

WindowsEmbeddedserver2012R2 (64-bit)
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Windows Storagé&erver

A WindowsStorageServer2012 Standard64-bit)

A WindowsStorageServer2012R2 Standard64-bit)

A WindowsStorageServer2016

Agent Upgrade Preparation

This versionof StellarEnforcesupportaupgraderom thefollowing versions:

A StellarEnforcel.0

A StellarEnforcel.1

ﬁ WARNING!

Beforeupgrading takethe appropriateactionsbelowasnotedfor your chosen
installationmethodandthe versionof yourinstalledStellarEnforceagent.

The latest updatesan be downloadeflom the StellarEnforc&oftware
DownloadCenterat http://downloadcenter.trendmicro.com/

Table 1-3. Fresh Installation of the StellarEnforce Agent

Installation
Method

Installed Agent
Version

Required Action

Settings Retained

Local installation

StellarEnforce 1.0/ 1.1

It's necessary

No settings retained

using Windows to manually

installer add the install
file
(SL_Install.ex
e) into the
trusted HASH
list before use
it.

Insl\zzltlﬁggn Inst?/l(leergig\gent Required Action | Settings Retained

Local installation
using command line
interface installer

StellarEnforce 1.0/ 1.1

It's necessary to
manually add the
install file
(SL_Install.exe) into

No settings retained



http://downloadcenter.trendmicro.com/

the trusted HASH list
before use it.

Table 1-4. Post-Installation Agent Upgrade

stellar_enforce_
patch.exe.

To do a silent install
instead, open the
command prompt as
an administrator and
enter the following
command:

>
stellar_enforce_
patch.exe -s -a
Hs/g

needed

Installation Installed Agent . . . .
Method version Required Action | Settings Retained
Patching by running | StellarEnforce 1.0/ 1.1 | No preparation Compatible settings

retained

Remote installation

StellarEnforce 1.0/ 1.1

No preparation
needed

Compatible settings
retained

Agent Use Overview

TXOne StellarEnforce is a trust kbsed solution that locks down
computers, preventing all applications not on the Approved List from
running.StellarEnforce can be configured and maintained using the
graphicaluserinterface(GUI) agentconsoleor the commandine interface
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(CLI). System updates can be applied without turning off Application
Lockdown at the endpoint throughdifitenance Mode, trust hagiyst
certification, predefinedrustedupdaterist or by usingthe TrustedUpdater.

Considetthis typical usecasescenario:

1. SetuptheApprovedList andturnon ApplicationLockdownonthe
endpointsothatunapprovedpplicationsannotberun.

2. Use Maintenance Mode, trust hash, trust certification, predefined
trustedupdatelist or by usingthe TrustedUpdaterto updateor install
software.

3. Configureandenablethe RestrictedJseraccountfor later maintenance.

If someone trieto run anapplicationnot specificallyonthe ApprovedList,
thefollowing messagelisplays:

C:\Documents and Settings\Administrator\Local Settings\Application Data\Google\ChromeWAppli... @

Windows cannot access the specified device, path, or file. You may not have the appropriate permissions to access

the item.
[ 1]

Figure 1-1. TXOne StellarEnforce blocking message
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Local Agent Installation

This chapter describes local TXOne StellarEnforce agent installation and
setupprocedures.

Topicsin this chapteinclude:
A Local Installation Overviewon page2-2
Installingfrom Windowson page2-3

A

A SettingUp the ApprovedList on page2-10

A Installation Using the CommandLine on page2-13
A

Customizindgnstallation Parameterson page2-17




TXOne Networks St e | | ar Ein2fAgentdnstallation Guide

Local Installation Overview

Procedure

1. Verify thattheendpointmeetshe TXOne StellarEnforcesystem
requirements.

For details,seeSystenRequirementsn pagel-4.
2. Install TXOne StellarEnforcausingyour preferrednstallationmethod.

TXOneStellarEnforcecanbeinstalledusingeitherthe Windows
Installeror thecommandine interface(CLI) installer.

Table 2-1. StellarEnforce Local Installation Methods

Installation Method Benefits

Windows Installer The Windows Installer provides simplified step-by-step
installation wizard for first-time or single installation and is
also suitable for preparing for mass deployment for cloned
endpoint systems.

For details, see Installing from Windows on page 2-3.

Command line interface | The command line interface (CLI) installer provides silent
installer installation and can be integrated into a batch file for mass
deployment.

For details, see Installation Using the Command Line on page
2-13.

4] Note

To customizenstallationsusingeitherthe WindowslInstalleror the
commandine interface(CLI) installer,modify the Setup.ini file.

Fordetails,seeCustomizingnstallation Parameter©on page2-17.

3. Configurethe newinstallation.
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a. OpentheTXOneStellarEnforceconsoleandsetupthe Approved
List.

Before TXOne StellarEnforcean protect the endpoint, it must
checkthe endpointfor existingapplicationsandfiles necessaryor
thesystento runcorrectly.

Fordetails,seeSettingUp the ApprovedList onpage2-10.
b. Modify theTXOneStellarEnforcesettings.
c. (Optional)Deploy the updated settings to multiple agents.

To deploysettinggo multiple TXOne StellarEnforceagentsusean
agentconfigurationfile.

Installing from Windows

Toinstall TXOne StellarEnforceyou mustlog onusinganaccountwith
administratoiprivileges.

Procedure

1. Doubleclick SL_lInstall.exe.

If aUser Account Control warningfrom Windowsappearsclick Yes.
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'@ User Account Control @

Q‘] Do you want to allow the following program to make

changes to this computer?

‘ Program name:  Setup Launcher
Verified publisher: Trend Micro, Inc.

File arigin: Hard drive on this computer

(%) Show details Ve |[[ Mo |

Change when these notifications appear

ﬁ TXOne StellarEnforce — X

Thank you for choosing to install
TXOne StellarEnforce.

Click [Mext] to start the installation process.

stellarEnforce AL
This program is protected by copyright laws and international

treaties.
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2. Whentheinstallationwizard opensclick Next.

A Note

If thereis anotherversionof StellarEnforceon the endpointtheinstaller
will removeit beforeinstallingthelatestversion.

3. Readthelicense agreemendggelectl acceptthe terms in the License
Agreement andclick Next.

ﬁ TXOne StellarEnforce Setup - x

End-User License Agreement

TXOne StellarEnforce is subject to the terms and conditions of the TXOne Metworks license
agreement below, Flease read it carefully.

IMPORTANT: READ CAREFULLY. LICENSEPURCHASE/USE OF TREND MICRO &
SOFTWARE AND APPLIANCES BY BUSINESS, GOVEENMENTAL, AND OTHER
LEGAL ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS. A DIFFERENT TREND MICRO AGREEMENT GOVERNE THE
LICENSE/FURCHASEUSE OF TEEND MICRO PRODUCTS THAT ARE FUBLISHED BY
TREND MICRO FOR NON-BUSINESS USE, PERSONAL USE, HOME USE, AND/OR

CONSUMER USE.
TREND MICRO GLOBAL BUSINESS SOFTWARE AND/OR
APPLIANCE AGREEMENT
Trial and Faid Use: Thiz Business Software and Appliance Agreement superzedes all o,

[J1 accept the terms in the License Agresment

< Back Mext = Cancel

4. Makeany necessary changesthe installatioroptions, and cliciNext.
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Important

Network Virus Protectioncanonly beinstalledduringtheinitial program
installation, but it can be disabled after installation, if necessary. See
Exploit Prevention Settings in the Administrator's Guidir more
information.

i TOne StellarEnforce Setup — *

Installation Settings

nebwarks

Installation Directory

IC:\Program Files\TXOne,

Browse

Optional Components

[Jinstall Metwork Virus Protection (Mot configurable later)
Mote: Metwork Virus Protection cannot be installed individually after
the product installation

Add to Start Menu
Create a desktop icon
Create a system tray icon

Mext = Cancel

5. Provide the Activation Code and specify an administrator password for
TXOne StellarEnforce.

#] Note
The passwordnust beB to 64 alphanumeric characterEhe following
characters are not supported: | ¥"spaces. Th&tellarEnforce
administratopasswords unrelatedo the Windowsadministrator
password.




Local Agent Installation

ﬁ TXOne StellarEnforce Setup ot

Product Activation Code & Create

Seoured y

Administrator Password ExOne®

nebworks

Product Activation Code

(Farmat: d0X-X30-M0000-D00000-X0000-X0000-I000)

Administrator Password

The password must be 8 to 64 alphanumeric characters. The following characters are not
supported:| = < \ " spaces.

Password:

Confirm Password:

n WARNING!

Pleasestoresecurelyanddo notlosethe StellarEnforceadministrator
passwordIf you losethe StellarEnforceadministratopasswordplease
contactfT XOneNetworkssupport.

6. Click Next.
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A messageappearsaskingif youwould like to scantheendpointfor
threatsbeforecontinuingwith theinstallation.

ﬁ THOne StellarEnforce pod

TXOne Metworks recommends you scan this endpoint for
threats before continuing with the installation. The Setup
program can scan this endpaoint for security risks befaore
installing the product. Scanning can prevent StellarEnforce from
incuding known security risks in the Approved List.

Would you like Setup to scan this endpoint?

Scan Do Mot Scan

7. (Optional) Scanthe endpointfor threatsbeforecontinuingwith the
installation. TXOne Networksrecommendgou performthis scan.

A Toscan the endpoitior threats, clickscan
a. TheEndpoint Prescanwindowappears.
b. Tocustomizghescansettingsgclick Edit ScanSettings

c. Click ScanNow.

If EndpointPrescan detects security risks, TXOne Networks
recommendgancelingthe installation.Removethreatsfrom
theendpointandtry again.If critical programsaredetecteds
threats, confirm that the endpoint is secure and that the
versionof theprogramsnstalleddo notcontainthreats.
Ignoredetectedhreatsonly if you areabsolutelycertainthat
theyarefalsepositives.
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" 4 Note
You cannot stop a scan process when you set the

PRESCANCLEANUPandFORCE_PRESCANMptionsin the Setup.ini
file.

For more information, seBrescanSectionon page2-37.

Q™
Perform a manual scan to detect and remove threats on
endpointsFor moreinformation,seeManual Scan Commands in

the Administrator'sGuide.

A Toskipscanningclick Do Not Scan

- A Note
The Do Not Scanand close buttons are not applicable when you set
the PRESCANCLEANUPandFORCE_PRESCAMNptionsin the Setup.ini
file.

For more information, seBrescanSectionon page2-37.

8. Whenthelnstallation Completewindowdisplaysclick Finish.
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ﬁ TAOne StellarEnforce Setup - x

Installation Complete

T¥One StellarEnforce has been successfully installed.

< Back Cancel

ﬁ Note

Optionally enablememoryrandomizatioron older operatingsystems

such as Windows XP or Windows Server 2003, which may lack or offer
limited AddressSpacel.ayout Randomizatio{ASLR) support.SeeExploit
Prevention Settings in the Administrator'sGuidefor moreinformation.

Setting Up the Approved List

Before TXOne StellarEnforce can protect the endpoint, it must check the
endpointfor existingapplicationsandfiles necessaryor the systemto run
correctly.
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Procedure
1. Openthe StellarEnforceconsole.

The StellarEnforce log oscreen appears.

TXOne StellarEnforce o4

stellarEnforce

Password:
|| Log On
License Management
License Type: Full
License Status:  Activated
Expiration Date:  Unlimited Use Mew Code
Cancel

2. Providethepassworandclick Log On.

StellarEnforceasksif youwantto setupthe ApprovedList now.

TXOne StellarEnforce h:4

4C% TheApproved Listis empty

Do youwant to scan computer and add all applications to Approved List?

[J¥es. Set up the Approved List now.
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At the notificationwindow, selectYes. Setup the Approved List now
andclick OK.

StellarEnforcescanshe endpointandaddsall applicationgo the
ApprovedList.

TKOne StellarEnforce

¥ Scanning for installed applications... (100%)

¥ Adding detected applications to the Approved List (4796 | 43601)
CAWindows\Wicrosoft. MNETWFrameworkivd. 0.3031913ystem.Met WebSockets.c

Cancel
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StellarEnforcalisplaysthe ApprovedList ConfigurationResults.

T« One StellarEnforce X

The Approved List has been built.
Mumber of applications added: 43601

Mumber of applications not added: 0

Application Full Path Result 2
write. exe CWindows\write.exe Success
¥sdBuildTask.dll CWindows\WinSxSw86_xsdbuildtask_... Success
XamlBuildTask.dll CWindowsWinSxSwBE6_xamlbuildtask.. Success
System Workflow ... CWindows\WinSxSwa6_wwi-systemw.. Success
System.Workflow...  CWindows\WinSxSw86_wwf-system.w... Success
System Workflow A C\WindowsWinSxSwB6_wwf-systemw.. Success
vmbus . sys.mui CWindows\WinSx3wB6_wvmbus.infre.. Success
WUDFUsbccidDriv... CWindows\WinSxSwa6_wudfusbeooidd...  Success
synth3dvsc.sys.mui  CWindowsWinSxSwBE_wsynth3dvsci.. Success
rhvmt.sys. mui CWindows\WinSx3wB6_wsynth3dvsci.. Success
vmstorfl.sys.mui CAWindows\WinSx3wB6_wstorfitinfres.. Success W

Claose

. A Note

WhenTXOneStellarEnforceApplicationLockdownis on,only
applicationghatarein the ApprovedList will beableto run.

4. Click Close

Installation Using the Command Line

Administratorscaninstall StellarEnforcefrom the commandine interface
(CLI) orusingabatchfile, allowingfor silentinstallationandmass
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deployment. For mass deployment, TXOne Networks recommends first
installing StellarEnfoce on a testendpointsincea customizednstallation
may require a valid configuration file and Approved List. See the TXOne
StellarEnforce Administrator's Guide for more information about the
ApprovedList andconfiguratiorfile.

0 WARNING!
A

Please store your StellarEnforce administrator password carefully. If you
lose your StellarEnforce administrator password, please contact TXOne
Networkssupport.

A Make sureto enablememoryrandomizatioron older operatingsystems
such as Windows XP &indows Server 2003, which may lack or offer
limited AddressSpacel.ayout Randomization(ASLR) support.SeeExploit
PreventionSettingsn the Administrator'sGuidefor moreinformation.

Important

Network Virus Protection can only be installgaring the initial program
installation, but itan bedisabled after installatiorif, necessarySeeExploit
PreventiorSettingsn the Administrator'sGuidefor moreinformation.

4] Note

The password must be 8 to 64 alphanumeric charactergolldwing
charactersrenot supported| > <\ " spacesThe StellarEnforceadministrator
passwords unrelatedo theWindowsadministratopassword.

Installer Command Line Interface Parameters

The following tablelists the commandsavailablefor SL_Install.exe.
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Table 2-2. StellarEnforce Installer Command Line Options

Parameter Value Description
-q Run the installer silently
[ A Note
During the installation process, you can view the
following log files in the folder C:\ windows
\temp to check the status of the the prescan and
initial approved process:
A Prescan process:
YYYYMMDDHHMMSS_wk_PreScanProgress.
log
A Initial approved process:
YYYYMMDDHHMMSS_wk_InitListProgress
.log
-p <administrator_ | Specify the administrator password
password>
-d <path> Specify the installation path
-ac <activation_cod | Specify the activation code
e>
-nd Do not create a desktop shortcut
-fw Enable Network Virus Protection
-ns Do not add a shortcut to the Start menu
-ni Hide the task tray icon
-cp <path> Specify the StellarEnforce configuration file

[ A Note
The StellarEnforce configuration file can be

exporj;ed afterinstal 'ng StellarEnforce
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Parameter Value Description

-lp <path> Specify the Approved List

[ A Note
After installing StellarEnforce and creating the
Approved List, the list can be exported.

-qp <path> Specify the folder path for quarantined files when
custom actionissettofiq u ar amotleé ne 0

-nps Do not execute Prescan

-ips Do not cancel installation when Prescan detects threats

An examplecommandine interface(CLI) installwouldlook like this:

SL_Install.exe -g -ac XX-XXXX - XXXXX - XXXXX - XXXXX - XXXXX - XXXXX -p
P@ssWORd -nd

@ Important

An administrator password and Activation Code must be specified for the
installationto continue.
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Customizing Installation Parameters

- 4] Note

Theinstallerappliesthe specifiedargumentsn the following order:
A Encryptedsetup.bin
A Commandine interface(CLI)

A setup.ini

If setup.bin existstheinstallerappliestheconfigurationin setup.bin takes
precedencandignoressettingsrom the CLI andsetup.ini file.

For example, if the switchnd is added tSL_Install.exe, andsetup.ini contains
NO_DESKTOP=0, theswitchwill takeprecedenceanda StellarEnforce
desktopshortcutwill notbecreated.

To changehe defaultinstallationparametersisinga Setup.inifile, follow
thestepsbelow.

Procedure
1. Locatethe Setup.ini filein theinstallation folder.
2. Customizeheinstallationparameterasrequired.

For information on installationparametersndtheir possiblevalues,
seeSetup.iniFile Argumenton page2-18.

3. Optionally encryptthe Setup.inifile to preventunauthorizedaccesgo
importantsettings.

a. Fromtheinstallationfolder, copythe Setup.inifile andthe
WKSupportTool.exdile to yourdesktop.

b. Runacommandpromptwindow asadministrator.

c. Navigate to the desktop and typ#KSupportTool.exe
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d. encryptsetupini  Setup.ini Setup.bin to encryptthe Setup.infile and
nametheencryptedile as"Setup.bin".

e. SavetheSetup.birfile in theinstallationfolder andremovethe
Setup.ini file.

Setup.ini File Arguments

2 Note

Theinstallerappliesthe specifiedargumentsn the following order:
A Encryptedsetup.bin
A Commandine interface(CLI)

R setup.ini

If setup.bin existstheinstallerappliestheconfigurationin setup.bin takes
precedencandignoressettingsrom the CLI andsetup.ini file.

For example, if the switchnd is added tSL_Install.exe, andsetup.ini contains
NO_DESKTOP=0, theswitchwill takeprecedenceanda StellarEnforce
desktopshortcutwill notbecreated.

Thefollowing tabledist thecommandsvailablefor setup.ini . If novaludas
specifiedin thesetupfile, thedefaultvaluewill beused.

Property Section

Thefollowing tablelists thecommandsvailablefor setup.ini . If novaluds
specifiedin thesetupfile, thedefaultvaluewill beused.

Table 2-3. Setup.ini File [PROPERTY] Section Arguments
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A . Default
K D ription Possible Val Encr
ey escriptio ossible Values value crypted
ACTIVATION_ | Activation Code | <activation_code> <empty> No
CODE
NO_DESKTOP [Create ashortcut | A 0:Create shortcut | 0 No
ondesktop
1 Do not createshortcut
NO_STARTMEN Createa | A  0:Create shortcut | 0 No
shortcutin the
U Startmenu | A 1 Donotcreate
shortcut
NO_SYSTRAY Display_ the | A  0:Create 0 No
system tray icon systemtray icon
and Windows .
notifications | A 1 Do not create
system tray icon
NO_NSC Install firewall | A 0:Create firewall | 1 No
for network virus ]
protection A 1 Donotcreate
firewall
CONFIG_PATH |Configurationfile | A <path> <empty> No
path
LIST_PATH Approved List | A <path> <empty> No
path for import
APPLICATION | Installation path | A <path> <empty> No
FOLDER for agent
program
PASSWORD Password which | A <password> <empty> No
is used for
SLCmd.exeand
StellarEnforce
console
cusToM_AcTI| Customaction | A 0:lIgnore 0 No
ON for blocked
events | A I Quarantine
A 2: Ask server
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Default

K D ription Possible Val Encr
ey escriptio ossible Values value crypted
QUARANTINE_ | Quarantine path | <path> <empty> No
FOLDER_PATH | for agent
program
INTEGRITY_M | Enable Integrity | A 0: Disable 0 No
Monitor
ONITOR A 1 Enable
PREDEFINED_ | Enable A 0: Disable 0 No
Predefined
TRUSTED_UP
- Trusted Updater | A 1 Enable
DATER
WINDOWS_UPD Enable Window | A 0: Disable 0 No
Update Support
ATE_SUPPORT A 1 Enable
PRESCAN Prescan the A o0:Donotprescan | 1 No
endpoint before the endpoint
installing
StellarEnforce | A 1 Prescan the
endpoint
MAX_EVENT_D | Maximum Positive integer 1024 No
B SIZE d_atabase file
- size (MB)
WEL_SIZE Windows Event Positive integer 10240 No

Log size (KB)

A Note
Default value
for new
installations.
Upgrading
StellarEnforce
does not
change any
user-defined
WEL_SIZE
values set in
the previous
installation.





































































































































