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Preface

This Administrator's Guide introduces Trend Micro Safe Lock Intelligent Manager and
covers all aspects of product management.

Topics in this chapter include:

o About the Documentation on page vii
o Audience on page vii

* Document Conventions on page viit

. Terminology on page ix

About the Documentation

Trend Micro Safe Lock Intelligent Manager documentation includes the following:

TABLE 1. Trend Micro Safe Lock Intelligent Manager Documentation

DOCUMENTATION DESCRIPTION

Installation Guide A PDF document that discusses requirements and
procedures for installing Safe Lock Intelligent Manager.

Administrator's Guide A PDF document that discusses getting started information
and Safe Lock Intelligent Manager usage and management.

Readme file Contains a list of known issues. It may also contain late-
breaking product information not found in the printed
documentation.

Knowledge Base An online database of problem-solving and troubleshooting

information. It provides the latest information about known
product issues. To access the Knowledge Base, go to the
following website:

http://esupport.trendmicro.com

Download the latest version of the PDF documents and Readme at:



http://esupport.trendmicro.com
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http://docs.trendmicro.com

Audience

Trend Micro Safe Lock Intelligent Manager documentation is intended for
administrators responsible for Safe Lock Intelligent Manager management, including
agent installation. These users are expected to have advanced networking and server
management knowledge.

Document Conventions

The following table provides the official terminology used throughout the Trend Micro
Safe Lock Intelligent Manager documentation:

TABLE 2. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file

names, and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ’ Note
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CONVENTION

DESCRIPTION

Q Tip

Recommendations or suggestions

Q Important

Information regarding required or default configuration
settings and product limitations

ﬁ WARNING!

Critical actions and configuration options

Terminology

The following table provides the official terminology used throughout the Trend Micro
Safe Lock Intelligent Manager documentation:

TABLE 3. Safe Lock Intelligent Manager Terminology

TERMINOLOGY

DESCRIPTION

Server

The Safe Lock Intelligent Manager server program

Server endpoint

The host where the Safe Lock Intelligent Manager server
is installed

Agents

The hosts running the Safe Lock program

NAT agents

The agents that are built under the routers with the
Network Address Translation (NAT) function enabled

Managed agents

Managed endpoints

The hosts running the Safe Lock program that are known
to the Safe Lock Intelligent Manager server program

Target endpoints

The hosts where the Safe Lock Intelligent Manager
managed agents will be installed
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TERMINOLOGY

DESCRIPTION

Administrator (or Safe Lock
Intelligent Manager
administrator)

The person managing the Safe Lock Intelligent Manager
server

Web console

The user interface for configuring and managing Safe
Lock Intelligent Manager settings and managed agents

CLI

Command line interface

License activation

Includes the type of Safe Lock Intelligent Manager server
installation and the allowed period of usage that you can
use the application

Agent installation folder

The folder on the host that contains the Safe Lock agent
files. If you accept the default settings during installation,
you will find the installation folder at the following location:

"c:\Program Files\Trend Micro\Safe Lock"

Server installation folder

The folder on the host that contains the Safe Lock
Intelligent Manager server files. If you accept the default
settings during installation, you will find the installation
folder at the following location:

"c:\Program Files\Trend Micro\Safe Lock
Intelligent Manager"
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Chapter 1

Introduction

Trend Micro Safe Lock Intelligent Manager TXOne Edition delivers a simple, no-
maintenance solution to lock down and protect fixed-function computers, helping
protect businesses against security threats and increase productivity.

Topics in this chapter include:

o About Trend Micro™ Safe Lock Intelligent Manager™ on page 1-2

About Trend Micro Safe Lock on page 1-11
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About Trend Micro™ Safe Lock Intelligent
Manager™

Trend Micro™ Safe Lock Intelligent Manager™ provides centralized monitoring and
management of Safe Lock agent deployment, status, and events. For example,
administrators can remotely deploy agents, create initial agent Approved Lists, and
change agent Application Lockdown states. Additionally, Safe Lock Intelligent Manager
performs malware scans and administrators can view root cause information on files
blocked from running by Safe Lock agents, reducing the time and effort needed to verify
events and allowing quick responses to incidents.

What's New

Trend Micro Safe Lock Intelligent Manager TXOne Edition includes the following new
features and enhancements:

TABLE 1-1. What's New in Trend Micro Safe Lock Intelligent Manager TXOne Edition

FEATURE DESCRIPTION

Enhanced Approved List export | The Approved List export feature has been enhanced
to include the time a file was added or modified in the
list.

Enhanced search filters Endpoint search filters has been enhanced to include
the following:

«  Support partial search for endpoint names

- Display registered agents with a system time that
is later than the server system time

New system event logs This release of Safe Lock Intelligent Manager includes
new event logs for Intelligent Manager component
updates.




Introduction

FEATURE DESCRIPTION

Anti-malware scanning You can start a manual scan and scheduled scan on
agent endpoints from the Intelligent Manager console.

ﬁ’ Note

This feature require special licensing. Ensure
that you have the correct Activation Code before
using this feature. For more information on how
to obtain the Activation Code, contact your sales
representative.

Server Features and Benefits

Trend Micro Safe Lock Intelligent Manager includes the following features and benefits.

TABLE 1-2. Features and Benefits

FEATURE BENEFIT

Dashboard The web console dashboard provides summarized
information about monitored Safe Lock agents.
Administrators can check deployed Safe Lock agent
status easily, and can generate security reports related to
Safe Lock agent activity for specified periods.

Quick Scan Trend Micro Intelligent Manager provides malware scans

of files blocked by application protection and sets actions

for the affected files, such as delete, quarantine, or add to
Approved List.
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FEATURE

BENEFIT

Centralized Agent
Management

Trend Micro Intelligent Manager allows administrators to
peform the following tasks:

+  Monitor Safe Lock agent status

- Examine connection status

+  View configurations

+  Collect agent logs on-demand or by policy
«  Turn agent Application Lockdown on or off
- Enable or disable agent Device Control

«  Configure agent Maintenance Mode settings
+  Update agent components

« Initialize the Approved List

+  Deploy agent patches

+  Add trusted files and USB devices

Centralized Event
Management

On endpoints protected by Safe Lock agents,
administrators can monitor events and status and respond
when files are blocked from running. Safe Lock Intelligent
Manager provides event management features that let
administrators know about blocked file events quickly and
allows them to manage these events. For example, events
can be marked open or closed for tracking, and the
detailed event information needed to resolve events can
be collected quickly and easily.

Root Cause Information
Analysis

When blocked file events happen, administrators can
determine if they are the result of a significant incident or
not. Safe Lock Intelligent Manager provides malware
scanning features and root cause information and
diagrams to help administrators investigate blocked files
quickly. For example, administrators can check if a
blocked file is required to launch a mission-critical
program, or if the blocked file is detected as malware.
Administrators can also learn where blocked files are run
from and what process launched them.
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FEATURE BENEFIT

Server Event Auditing Operations performed by Safe Lock Intelligent Manager
web console accounts are logged. Safe Lock Intelligent
Manager records an operating log for each account,
tracking who logs on, who deletes event logs, and more.

Anti-malware scanning Security risk is the collective term for viruses/malware and
spyware/grayware. Safe Lock Intelligent Manager protects
endpoints from security risks by scanning files and then
performing a specific action for each security risk
detected. Notifications and logs help you keep track of
security risks and alert you if you need to take immediate
action.

Safe Lock Intelligent Manager Requirements

O Important
o

. Trend Micro Safe Lock Intelligent Manager has specific requirements that vary based
on other software running on the server endpoint.

. See the latest Safe Lock Intelligent Manager readme file for the most up-to-date list of
supported operating systems.

TABLE 1-3. Required Software for Safe Lock Intelligent Manager

REQUIRED
SPECIFICATIONS

SOFTWARE
Operating + Windows 7 No-SP/SP1 (Enterprise/Ultimate) (32-bit and 64-bit)
systems -

y +  Windows 8 No-SP (Professional/Enterprise) (32-bit and 64-bit)
Windows
cli:antsw Windows 8.1 No-SP (Professional/Enterprise) (32-bit and 64-bit)

Windows 10 (Enterprise/loT Enterprise) (32-bit and 64-bit)
Anniversary Update (Redstone 1)

Creators Update (Redstone 2)
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A SPECIFICATIONS

SOFTWARE
Operating Windows Server 2008 SP1/SP2 (Standard/Enterprise/Storage)
systems - (32-bit and 64-bit)
Windows Windows Server 2008 R2 No-SP/SP1 (Standard/Enterprise/
server Storage) (64-bit)

Windows Server 2012 No-SP (Foundation/Essentials/Standard/
Datacenter) (64-bit)

Windows Server 2012 R2 No-SP (Foundation/Essentials/Standard/
Datacenter) (64-bit)

Windows Server 2012 R2 for Embedded Systems No-SP (64-bit)
Windows Server 2016 (Standard) (64-bit)

Windows Storage Server 2016

Windows Server 2019 (Standard) (64-bit)

Web browser
(for Safe Lock
Intelligent
Manager web
console
access)

Microsoft Internet Explorer 9.0, 10.0, 11.0 (32/64bit)
Microsoft Edge
The latest version of Google Chrome / Chrome Portable

Mozilla Firefox 6 or later

ﬁ‘ Note

Older versions of Internet Explorer are unsupported for
security enhancement.

+  When accessed using iOS systems, Safe Lock Intelligent
Manager does not support any export functions via the web
console.
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TABLE 1-4. Required Hardware for Safe Lock Intelligent Manager (without Safe Lock

agent)
REQUIRED HARDWARE SPECIFICATION
RAM 2 GB minimum
4 GB or more recommended
Processor 1 CPU core minimum

1 CPU core or more recommended

Available disk space

10 GB minimum

20 GB or more recommended

TABLE 1-5. Required Hardware for Safe Lo

ck Intelligent Manager (with Safe Lock

agent)
REQUIRED HARDWARE SPECIFICATION
RAM 2 GB minimum
4 GB or more recommended
Processor 1 CPU core minimum

2 CPU cores or more recommended

Available disk space

10 GB minimum

20 GB or more recommended

TABLE 1-6. Required Hardware for Safe Lock Intelligent Manager (with or without

Safe Lock agent) + SQL Express 2008

REQUIRED HARDWARE

SPECIFICATION

RAM 4 GB minimum
8 GB or more recommended
Processor 1 CPU core minimum

2 CPU cores or more recommended
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REQUIRED HARDWARE SPECIFICATION

Available disk space + 30 GB minimum

50 GB or more recommended

TABLE 1-7. Required Hardware for Safe Lock Intelligent Manager (with or without
Safe Lock agent) + SQL Server 2008 / 2012 / 2014 / 2016 / 2017

REQUIRED HARDWARE SPECIFICATION
RAM + 32 GB or more required
Processor . 2 CPU cores minimum

« 4 CPU cores or more recommended

Available disk space « 1 TB minimum

. 2 TB or more recommended

Server Accounts Overview

Trend Micro Safe Lock Intelligent Manager features web console accounts with different
privileges and limitations. Use these accounts to configure Safe Lock Intelligent Manager
and to monitor or manage Safe Lock agents.

The following table outlines typical Safe Lock Intelligent Manager tasks and the account
privileges required to perform them.

TASK ACCOUNT PRIVILEGE REQUIRED

1 Add Safe Lock Intelligent Manager +  Admin
accounts
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TASK

ACCOUNT PRIVILEGE REQUIRED

Use remote deployment tools
(sLrst.exe) to centrally deploy
agents from the server

- N/A

ﬁ Note

Using the sLrst.exe tool does
not require specific account
privileges, but does require the
Safe Lock agent password to
deploy tasks.

Use the Safe Lock Intelligent Manager
console and remote deployment tools
(sLtasks.exe) to manage the
Approved List and Write Protection
List on Safe Lock agents

Admin

. Full Control

Monitor Server Event logs

. Admin
. Full Control

+  Manage Storage Device Control
only

+  Manage Application Lockdown
only

Monitor Agent Event logs

. Admin
. Full Control

« Manage Storage Device Control
only

+  Manage Application Lockdown
only

+  Read Only
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TASK

ACCOUNT PRIVILEGE REQUIRED

Download Trend Micro Safe Lock
agent installer image

Admin
Full Control

Manage Storage Device Control
only

Manage Application Lockdown
only

Read Only

Change the administrator password
remotely

Admin

Update Safe Lock Intelligent Manager
license information

Admin
Full Control

Deploy agent patch

Admin
Full Control

10

Add trusted files

Admin
Full Control

11

Manage application lockdown

Admin
Full Control

Manage Application Lockdown
Only

12

Manage storage device control

Admin
Full Control

Manage Storage Device Control
only
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TASK

ACCOUNT PRIVILEGE REQUIRED

13

Check connection

Admin
Full Control

Manage Storage Device Control
only

Manage Application Lockdown
only

Read Only

14

Add trusted USB devices

Admin
Full Control

15

Configure Maitnenance Mode

Admin
Full Control

16

Update agent components

Admin
Full Control

17

Agent transfer

Admin
Full Control

About Trend Micro Safe Lock

Trend Micro Safe Lock protects fixed-function computers like Industrial Control
Systems (ICS), Point of Sale (POS) terminals, and kiosk terminals from malicious
software and unauthorized use. By using fewer resources and without the need for
regular software or system updates, Safe Lock can reliably secure computers in industrial

and commercial environments with little performance impact or downtime.

What's New

Trend Micro Safe Lock TXOne Edition includes the following new features and
enhancements.




Trend Micro Safe Lock™ Intelligent Manager TXOne Edition Administrator's Guide

TABLE 1-8. What's New in Trend Micro Safe Lock TXOne Edition

FEATURE DESCRIPTION
Enhanced agent-server Safe Lock agent-server communication has been
communication enhanced to support Safe Lock agents with a fixed IP
address.

New operating system support | Safe Lock agent installation supports the following
operating systems:

+  Microsoft Windows 10 May 2019 Update (19H1)

+  Microsoft Windows 10 November 2019 Update
(19H2)

. Microsoft Windows 10 20H1

Anti-malware scanning Safe Lock agent provides the scan function that you
can start manually on endpoints to scan for malware.

Enhanced event processing The enhanced Safe Lock data flow and system
function processing increase system operation
efficiency.

Agent Features and Benefits

Trend Micro Safe Lock includes the following features and benefits.

Application Lockdown

By preventing programs, DLL files, drivers, and scripts not specifically on the Approved
List of applications from running (also known as application white listing), Safe Lock
provides both improved productivity and system integrity by blocking malicious
software and preventing unintended use.

Safe Lock write protection blocks modification and deletion of files, folders, and registry

entries.
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Exploit Prevention

Known targeted threats like Downad and Stuxnet, as well as new and unknown threats,
are a significant risk to ICS and kiosk computers. Systems without the latest operating
system updates are especially vulnerable to targeted attacks.

Safe Lock provides both intrusion prevention, which helps prevent threats from

spreading to the endpoint, and execution prevention, which helps prevent threats from
spreading to the endpoint or from running.

Approved List Management

When software needs to be installed or updated, you can use one of the following
methods to make changes to the endpoint and automatically add new or modified files
to the Approved List, all without having to unlock Trend Micro Safe Lock:

. Maintenance Mode

+  Trusted Updater

. Predefined Trusted Updater List

. Command Line Interface (CLI):
. Trusted hash

. Trusted certifications

Small Footprint
Compared to other endpoint security solutions that rely on large pattern files that

require constant updates, application lockdown uses less memory and disk space,
without the need to download updates.

Role Based Administration

Trend Micro Safe Lock provides a separate administrator and Restricted User account,
providing full control during installation and setup, as well as simplified monitoring and
maintenance after deployment.




Trend Micro Safe Lock™ Intelligent Manager TXOne Edition Administrator's Guide

Graphical and Command Line Interfaces

Anyone who needs to check the software can use the console, while system

administrators can take advantage of the command line interface (CLI) to access all of
the features and functions available.

Safe Lock Requirements

This section introduces Safe Lock system requirements and upgrade limitations.

Hardware Requirements

Trend Micro Safe Lock does not have specific hardware requirements beyond those
specified by the operating system, with the following exceptions:

TABLE 1-9. Required Hardware for Safe Lock

HARDWARE/SOFTWARE DESCRIPTION

Available disk space 200MB minimum

300MB recommended

Monitor resolution

O Important
o

Safe Lock cannot be installed on a system that already runs one of the following:

640x480

. Trend Micro OfficeScan
. Trend Micro Titanium

Another Trend Micro endpoint solution
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Operating Systems

O Important
o

Ensure that the following root certification authority (CA) certificates are installed with
intermediate CAs, which are found in WKSrv.exe. These root CAs should be installed on
the Safe Lock agent environment to communicate with Intelligent Manager.

+  Intermediate_Symantec Class 3 SHA256 Code Signing CA
+  Root_VeriSign Class 3 Public Primary Certification Authority - G5
To check root CAs, refer to the Microsoft support site:

https://technet.microsoft.com/en-us/library/cc754841.aspx

ﬁ Note
. Memory Randomization, API Hooking Prevention, and DLL Injection Prevention are

not supported on 64-bit platforms.

+  Sece the latest Safe Lock readme file for the most up-to-date list of supported
operating systems for agents.

Windows clients:

. Windows 2000 SP4 (32-bit)

ﬁ Note

Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows XP
SP1 does not support the following functions: DLL/Driver Lockdown, Script
Lockdown, Integrity Monitoring, USB Malware Protection, Storage Device Blocking,
Maintenance Mode, and Predefined Trusted Updater.

To support these features, install Filter Manager:

«  For Windows 2000 Service Pack 4, apply the update KB891861 from the
Microsoft Update Catalog website.

+  For Windows XP SP1, upgrade to Windows XP SP2.

+  Windows XP SP1*/SP2/SP3 (32-bit) (except Starter and Home editions)



https://technet.microsoft.com/en-us/library/cc754841.aspx
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ﬁ Note
»  Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,

Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

+  Safe Lock does not support a custom action of “quarantine” on Windows XP.

+  Windows Vista No-SP/SP1/SP2 (32-bit) (except Starter and Home editions)
+  Windows 7 No-SP/SP1 (32-bit and 64-bit) (except Starter and Home editions)
+  Windows 8 No-SP (32-bit and 64-bit)
+  Windows 8 No-SP (Professional/Enterprise) (32-bit and 64-bit)
+  Windows 8.1 No-SP (Professional/Enterprise with Bing) (32-bit and 64-bit)
+  Windows 8.1 No-SP (32-bit and 64-bit)
+  Windows 10 (Professional/Enterprise/IoT Enterptise) (32-bit and 64-bit)

+  Anniversary Update (Redstone 1)

«  Creators Update (Redstone 2)

«  Fall Creators Update (Redstone 3)

+  April 2018 Update (Redstone 4)

+  October 2018 Update (Redstone 5)

¢ May 2019 Update (19H1)

+  November 2019 Update (19H2)

. 20H1
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ﬁ Note
+  Unlock the endpoint before updating your Windows 10 operating system to the

Anniversary Update, Creators Update, Fall Creators Update, April 2018 Update
or October 2018 Update.

+  OneDrive integration in Windows 10 Fall Creators Update and Spring Creators
Update is not supported. Ensure that OneDrive integration is disabled before
installing Safe Lock.

+  To improve performance, disable the following Windows 10 components:

+  Windows Defender Antivirus. This may be disabled via group policy.

+  Window Update. Automatic updates may require the download of large
files which may affect performance.

+  Windows Apps (Microsoft Store) auto-update. Checking for frequent

updates may cause performance issues.

+  In Windows 10 April 2018 Update (Redstone 4) and later, Safe Lock has the
following limitations when working with folders where the case sensitive
attribute has been enabled:

+  Enabling the case sensitive attribute for a folder may prevent Safe
Lock from performing certain actions (eg. prescan, quick scan, custom
actions) on that folder. Folders that do not have the attribute enabled are
not affected.

«  Safe Lock blocks all processes started from folders where the case
sensitive attribute is enabled. Additionally, Safe Lock is unable to
provide any information for the blocked processes, except for file path.

. The Safe Lock agent cannot verify file signatures of files saved in folders
where the case sensitive attribute is enabled. As a result, DAC
exceptions related to signatures cannot work.

Windows Server:

+  Windows 2000 Server SP4* (32-bit)
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ﬁ Note

Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows XP
SP1 does not support the following functions: DLL/Driver Lockdown, Script
Lockdown, Integrity Monitoring, USB Malware Protection, Storage Device Blocking,
Maintenance Mode, and Predefined Trusted Updater.

+  Windows Server 2003 SP1/SP2 (32-bit)

ﬁ Note
+  Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,
Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

»  Safe Lock does not support a custom action of “quarantine” on Windows XP.

+  Windows Server 2003 R2 No-SP/SP2 (Standard/Enterprise/Storage) (32-bit)

ﬁ Note
«  Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,
Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage

Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

+  Safe Lock does not support a custom action of “quarantine” on Windows XP.

+  Windows Server 2008 SP1/SP2 (32-bit and 64-bit)
+  Windows Server 2008 R2 No-SP/SP1 (64-bit)

+  Windows Server 2012 No-SP (64-bit)

+  Windows Server 2012 R2 No-SP (64-bit)

«  Windows Server 2016 (Standard) (64-bit)

+  Windows Server 2019 (Standard) (64-bit)

Windows Embedded Standard:
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«  Windows (Standard) XP Embedded SP1*/SP2 (32-bit)

ﬁ Note
+  Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,

Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

Safe Lock does not support a custom action of “quarantine” on Windows XP.

+  Windows Embedded Standard 2009 (32-bit)
Windows Embedded Standard 7 (32-bit and 64-bit)
+  Windows Embedded Standard 8 (32-bit and 64-bit)
+  Windows Embedded 8 Standard No-SP (32-bit and 64-bit)
+  Windows Embedded Standard 8.1 (32-bit and 64-bit)

Windows Embedded 8.1 Standard (Professional/Industry Pro) (32-bit and 64-bit)

Windows Embedded POSReady:
+  Windows Embedded POSReady (32-bit)
Windows Embedded POSReady 2009 (32-bit)
+  Windows Embedded POSReady 7 (32-bit and 64-bit)

Windows Embedded Enterprise:

Windows Embedded Enterprise XP SP1*/SP2/SP3 (32-bit)
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ﬁ Note

Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,
Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

Safe Lock does not support a custom action of “quarantine” on Windows XP.

. Windows Embedded Enterprise Vista (32-bit)

+  Windows Embedded Enterprise 7 (32-bit and 64-bit)

Windows Embedded Server:

+  Windows Embedded Server 2003 SP1/SP2 (32-bit)

ﬁ Not

(S

Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,
Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

Safe Lock does not support a custom action of “quarantine” on Windows XP.

. Windows

Embedded Server 2003 R2 (32-bit)

ﬁ Note

Safe Lock installed on Windows 2000 SP4 (without update rollup) or Windows
XP SP1 does not support the following functions: DLL/Driver Lockdown,
Script Lockdown, Integrity Monitoring, USB Malware Protection, Storage
Device Blocking, Maintenance Mode, and Predefined Trusted Updater.

Safe Lock does not support a custom action of “quarantine” on Windows XP.

. Windows

. Windows

Embedded Server 2008 (32-bit and 64-bit)

Embedded Server 2008 R2 (64-bit)
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. Windows Embedded Server 2012 (64-bit)

+  Windows Embedded Server 2012 R2 (64-bit)

Windows Storage Server

. Windows Storage Server 2016

Agent Upgrade Preparation

ﬁ Note

This version of Safe Lock supports upgrade from the following versions:

. Safe Lock TXOne Edition

WARNING!

Before upgrading, take the appropriate action below for your installation method and
installed Safe Lock agent version.

Download the latest updates from the Trend Micro Software Download Center. Go to
http://downloadcenter.trendmicro.com/.

TABLE 1-10. Fresh Installation of the Safe Lock agent

INSTALLED
REQUIRED SETTINGS
INSTALLATION METHOD AGENT
ACTION RETAINED
VERSION
Local installation using TXOne Edition No preparation No settings
Windows Installer 1.1 needed retained
Local installation using TXOne Edition Manually uninstall | No settings
Command Line Interface 1.1 retained
Installer



http://downloadcenter.trendmicro.com/
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Safe Lock supports
remote patch
deployment from Safe
Lock Intelligent
Manager Intelligent
Manager.

INSTALLED
REQUIRED SETTINGS
INSTALLATION METHOD AGENT
ACTION RETAINED
VERSION
Remote installation TXOne Edition Manually uninstall | No settings
1.1 retained
ﬁ’ Note
Safe Lock supports
remote installation
using Safe Lock
Intelligent Manager
Intelligent Manager
Remote Setup Tool
(SLrst).
TABLE 1-11. Post-installation agent upgrade
RS REQUIRED SETTINGS
INSTALLATION METHOD AGENT
ACTION RETAINED
VERSION
Patch package +  TXOne No preparation Compatible
. Edition 1.0 | needed settings retained
For example, running
tmsl txone 11 win en.ex | TXOne
e Edition 1.1
Remote installation TXOne No preparation Compatible
Edition 1.0 | needed settings retained
ﬁ’ Note TXOne
Edition 1.1

Supported Methods for Updating Safe Lock Agents

Safe Lock agents can be updated using the local or remote methods .
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ﬁ Note

The TXOne Edition installation package does not support Safe Lock agent upgrade from
previous versions to TXOne Edition. You must install a fresh copy of the Safe Lock
TXOne Edition agent on endpoints.

Agent Use Overview

Trend Micro Safe Lock is a whitelist solution that locks down computers, preventing all
applications not on the Approved List from running, Safe Lock can be configured and
maintained using the graphical user interface (GUI) agent console or the command line
interface (CLI). System updates can be applied without turning off Application
Lockdown at the endpoint through the Predefined Trusted Updater List or by using the
Trusted Updater.

Consider this typical use case scenario:

1. Setup the Approved List and turn on Application Lockdown on the endpoint so
that unapproved applications cannot be run.

2. Use the Trusted Updater to update or install software whose installer is not on the
Predefined Trusted Updater list.

3. Configure and enable the Restricted User account for later maintenance.

If someone tries to run an application not specifically on the Approved List, the
following message displays:

C:\Documents and Settings\Administrator\Local Settings\Application Data\Google\Chrome\Appli... @

@ Windows cannot access the specified device, path, or file. You may not have the appropriate permissions to access

the item.

FIGURE 1-1. Trend Micro Safe Lock blocking message
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Chapter 2

Managing Safe Lock Agents

This chapter introduces the web console screen for agent management.
Topics in this chapter include:
o About the Agent Management Screen on page 2-2

Managing the Agent Tree on page 2-2

« Configuring Agent Settings on page 2-8
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About the Agent Management Screen

To display the Agent Management screen, go to Agents in the navigation at the top of
the web console. This screen displays a list of agents managed by Safe Lock Intelligent
Manager and allows you to perform configuration tasks.

For more information, see:
* Managing the Agent Tree on page 2-2

« Configuring Agent Settings on page 2-8

Managing the Agent Tree

Safe Lock Intelligent Manager allows you to organize the agent tree and manage Safe
Lock agent information.

TABLE 2-1. Agent Tree Management Tasks

TAsSK DETAILS
Search for agents/ For more information, see Searching for Agents on page 2-3.
endpoints
Create agent For more information, see Grouping Agents on page 2-4.
groups
Remove agent For more information, see Removing Agents and Groups on page
groups 2-4.
View individual For more information, see Checking Agent Statuses and Settings
agent information on page 2-5.
Move agents or Select one or more agents or groups and click Move.
groups
Edit tags Edit tags to help you identify and search for agents.
For more information, see Editing Tags on page 2-7.
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TASK

DETAILS

Export agent
settings and
summary in a CSV
file

Select one or more agents and click Export.

Searching for Agents

Procedure

1.  Go to Agents in the navigation at the top of the web console.

The Agent Management screen appears.

2. Search for specific endpoints by selecting criteria from the drop-down list and

specifying additional search criteria as required.

Q Tip

Safe Lock Intelligent Manager supports partial string matching,

OPTION DESCRIPTION

Endpoint Type the full or partial endpoint host name to locate the
specific endpoint.

Tags Type the tag name.

IP Address Type the IPv4 address.

IP Range Type the IPv4 address.

Operating System Select an operating system.

Application Select the Application Lockdown state: Application

Lockdown State Lockdown On or Application Lockdown Off.

Last Connection Select from the default time ranges or Custom and
specify your own range.
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3.  Click Search (if required).

Safe Lock Intelligent Manager displays all hosts that match the search criteria.

Grouping Agents

Group agents according to location, type, or purpose to help you manage multiple
agents.

Procedure
1.  Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.

2. From the directory on the left, click the group folder where you want to add a sub
group, and click Add Group.

ﬁ Note

. The group name must be within 64 characters.

*  You can establish up to 9 layers of subfolders to the Group directory, with up to
100 folders at each group layer.

3.  Click All Agents from the directory, select agents from the table, and click Move.

Q Tip

Alternatively drag-and-drop agents and groups to another group in the directory.

Removing Agents and Groups

Remove groups, ungroup agents, or unregister agents from the Safe Lock Intelligent
Manager server.

Agents unregister from Safe Lock Intelligent Manager during uninstallation. However, if

you are unable to uninstall an agent before removing it from the environment, the agent
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may continue to appear on the Agent Management screen. To remove the endpoints
that Safe Lock Intelligent Manager no longer manages from the list of monitored agents,
use the Remove feature to “unregister” the agents.

ﬁ Note

Removing an agent from the list of monitored agents does not delete any preexisting agent
event logs.

Procedure
1.  Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.

2. Select the agents and groups in the list that you want to remove, ungroup, or
unregister.

3. Click Remove.
4.  Confirm that you want to remove, ungroup, or unregister the selected items.

Safe Lock Intelligent Manager removes the agents from the list.

Checking Agent Statuses and Settings

You can look up the following information of a managed endpoint from the Agent
Management screen.

. Endpoint information: This includes the IP address, operating system, and tags.

+  Agent summary: This includes summary information such as the last update time
of the Approved List, NAT frequency, last NAT connection time, license status,
license expiration date, agent version, the last agent upgrade time, and Maintenance
Mode information.

. Agent settings: This includes the current agent settings and the date and time for

the last change.
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Pending commands: This is a list of commands to be deployed to NAT agents
upon their next connection with the Intelligent Manager. For more information on
configuring the connection frequency, see Customizing Installation Parameters on page
8-17.

Procedure

1.

Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.
Click a target endpoint.

The Agent Status screen appeats.

ﬁ Note

You can use the Export function to export and download the endpoint information
to a comma-separated value (. csv) file.
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Editing Tags

You can edit tags to help you identify and search for agents.

Agent Stat

WINXP L”
IP Address: 192.168.184.141
( Operating System: Microsoft Windows XP Professional
Service Pack 3 build 2600, 32-bit

Tags: ATMO02-NAT

Summary Safe Lock Settings

‘ \ Application Lockdown On

Application Lockdown on since: 12/12/2016 16:37:46
Tum Application Lockdown Off

Sent Turn Application Lockdown Off request to agent on 12/12/2016 15:51:03, Success

Group: Diebold

Number of approved applications: 9482

Approved List last updated on: 10/25/2016 19:20:31
Status collected on: 12/12/2016 16:38:11
Logs collected on: 12/12/2016 16:37:37 View Logs
Collection last attempted on: -

NAT connect frequncy: 5 minutes

Last connected on: 12/12/2016 16:36:29
License status: Activated

License version: Full

License expires on: Unlimited

Agent version: 2.0.5516

Last agent upgrade: 10/25/2016 18:37:52
Registered on: 12/12/2016 13:30:01

To edit tags, follow the steps below.

Procedure
1.  Go to Agents in the navigation at the top of the web console.

The Agent Management screen appears.

2. Select one or more agents.
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3. Click Edit Tags.

4. Type or modify the agent tags.

Tip

Safe Lock Intelligent Manager does not use a delimiter for tags.

5. Click OK.

Configuring Agent Settings

You can use the Send Command menu located on the Agent Management screen to
control agent configuration settings.

TABLE 2-2. Safe Lock Agent Commands

TAsSK DETAILS
Configure For more information, see Remotely Changing Application
Application Lockdown Status on page 2-10.
Lockdown

Configure Device Allow or block storage devices (CD/DVD drives, floppy disks, and
Control network drives) from accessing the managed endpoint

Select one or more endpoints and click Send Command >
Configure Device Control.

Configure Configure Maintenance Mode settings to enable patch updates on
Maintenance Mode | endpoints without blocking new file operations.

For more information, see Configuring Maintenance Mode
Settings on page 2-11.

Add Trusted USB Configure agents to allow access of trusted USB devices on
Device endpoints based on the device information.

For more information, see Remotely Adding Trusted USB Devices
on page 2-15.
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TASK DETAILS

Add Trusted Files Configure agents to allow all files and installers added to the list to
run based on hash values

For more information, see Remotely Adding Trusted Applications
and Files on page 2-13.

Update Approved Update the Approved List on selected agents by performing an
List inventory scan

For more information, see Updating the Approved List on Safe
Lock Agents on page 2-18.

Collect event logs For more information, see Collecting Event Logs on page 2-20.

Check Connection Check the connection status of selected Safe Lock Agents

For more information, see Checking Agent Connections on page
2-20.

Export Settings Export the Approved List or configuration settings for selected
agents

For more information, see Remotely Exporting Agent Settings on
page 2-21.

Import Settings Import the Approved List or configuration settings for selected
agents

For more information, see Remotely Importing Agent Settings on
page 2-22.

Deploy Agent Patch | Upgrade selected agents by uploading a patch file.

For more information, see Remotely Deploying Patches to Safe
Lock Agents on page 2-24.
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TAsK DETAILS
Configure scan Initiate a manual scan on selected endpoints and configure scan
settings settings to deploy to endpoints.

For more information, see Scanning for Security Risks on page
2-24.

ﬁ’ Note

This feature require special licensing. Ensure that you have
the correct Activation Code before using this feature. For
more information on how to obtain the Activation Code,
contact your sales representative.

Remotely Changing Application Lockdown Status

ﬁ Note

Safe Lock agent administrators can also change the Application Lockdown status from the
Safe Lock agent console.

Procedure
1.  Go to Agents in the navigation at the top of the web console.

2.  For a single agent, click the endpoint name to display agent status details, and then
click the button to change the Application Lockdown status.

+  Turn Application Lockdown On
+  Turn Application Lockdown Off

3. For multiple agents and groups, select these items from the Agent Management
table, click Send Command, select Configure Application Lockdown, and click
the button to change the Application Lockdown status.

. Turn On
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. Turn Off

Configuring Maintenance Mode Settings

To perform updates on endpoints, you can configure Maintenance Mode settings to
define a period when Safe Lock allows all file executions and adds all files that are
created, executed, or modified to the Approved List.

For added security, you can enable file scanning and select the scan action after the
maintenance period.

Q 0} D Important

Before using Maintenance Mode, apply the requited updates on the following supported
platforms:

+  For Windows 2000 Service Pack 4, apply the update KB891861 from the Microsoft
Update Catalog website.

. For Windows XP SP1, upgrade to Windows XP SP2.
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Note
+  Before starting Maintenance Mode, perform an agent update on endpoints.

+  To reduce risk of infection, run only applications from trusted sources on endpoints
during the maintenance period.

»  Agents start one scheduled maintenance period at a time. If you configure a new
maintenance period, the system overwrites existing maintenance schedule that has not
started yet.

+  When the agent is about to leave Maintenance Mode, restarting the agent endpoint
prevents Safe Lock from adding files in the queue to the Approved List.

+  During the maintenance period, you cannot perform agent patch updates on
endpoints.

*  When Maintenance Mode is enabled, Safe Lock does not support Windows updates
that require restarting an endpoint during the maintenance period.

+  To run an installer that deploys files to a network folder during the maintenance
period, Safe Lock must have access permission to the network folder.

Procedure

1.

Go to Agents in the navigation at the top of the web console.

The Agent Management screen appears.

Select one or more agents and groups.

Click Send Command and select Configure Maintenance Mode.
The Configure Maintenance Mode screen appeats.

Select Enable and configure the settings.

Select Disable to stop Maintenance Mode or cancel scheduled maintenance period
on endpoints.

Under Schedule, specify the duration of the maintenance period.

Select Scan endpoints when Maintenance Mode stops and a scan action to scan
endpoints for threats when the maintenance period is over.
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ﬁ Note

Safe Lock scans files that are created, executed, or modified on endpoints during the
maintenance petiod.

Click Deploy.
A confirmation screen appears.

Click Yes to deploy the settings to the selected agents or groups.

Remotely Adding Trusted Applications and Files

Remotely allow applications and files to run on managed endpoints using hash values.

Procedure

1.

Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.

Select one or more agents and groups.

Click Send Command and select Add Trusted Files.

The Add Trusted Files screen appears.

Click Download File Hash Generator to download the tool for calculating hash
values.

For detailed steps, see Caleulating the Hash Values on page 2-14.

Click Add to add a single hash value or click Import to add a batch of hash values.

To allow files created or modified by trusted installation packages to be
automatically added to the Approved List, select application installers in the
Installer column.




Trend Micro Safe Lock™ Intelligent Manager TXOne Edition Administrator's Guide

ﬁ Note

Safe Lock Intelligent Manager supports the batch import/expott of . txt files
containing lists of trusted hash values where the installer flag has been marked.

However, the import/export process automatically converts any tab character in the
Notes ficld (as displayed on the trusted hash deployment window) to a space
character.

Calculating the Hash Values

Use File Hash Generator to calculate hash values. To download this tool, see Rezotely
Adding Trusted Applications and Files on page 2-13.

Procedure
1. Execute WKFileHashGen.exe from the downloaded folder.
The Trend Micro File Hash Generator screen appeats.

2. Use any of the following methods to select files and calculate hash values:

ﬁ Note

To ensure that all necessary files are calculated for hash values, Trend Micro
recommends adding the root folder of the target application to the File Hash
Generator for calculation.

. The Add Folder button will only calculate installer files, script files, and files in
the Portable Executable format.

+  Drag-and-drop folders or files to the File Hash Generator screen.
+  Click the drop-down button and click Add Files to select files.

. Click the drop-down button and click Add Folder to add all the files in the
selected folder.

Hash values appear in the File Hash (SHA-1) column.
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3. For a single file, right-click the item and select Copy hash. For multiple files, click
Export All to generate a list of hash values.

Remotely Adding Trusted USB Devices

You can specify USB storage devices that are allowed to access managed endpoints
based on the device information.

Procedure
1.  Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.
2. Select one or more agents and groups.
3. Click Send Command and select Add Trusted USB Device.
The Add Trusted USB Device screen appeats.
4.  Specify at least one of the following information for the trusted USB device:
«  Vendor ID
+  Product ID

. Serial number

Note

For information on obtaining the device information, see Gesting Device Information on
page 2-16.

5.  Click Deploy to deploy the setting to the selected agents or groups.
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ﬁ Note

To view the list of trusted USB devices on an endpoint, export the agent
settings.

+  To manually configure the trusted USB device list on an endpoint, do one of the
following:

. Export the agent settings, make changes, and then import the updated
settings file

. Use the SL.Cmd command

Getting Device Information

You can use one of the following methods to get the information of a connected device
to a endpoint:

+  Open the Device Manager on the agent endpoint
Use the SLCmd.exe show USBinfo command on the agent endpoint
For more information, see Trusted USB Device Commands on page 6-58.

Go to the Agent Events screen for agent events on the Intelligent Manager web
consolde and click View Event Details for removable devices with event ID 5001

Removing Trusted USB Devices

After adding trusted USB devices, you can remove one or more trusted USB devices on
an agent endpoint or using the Intelligent Manager web console.

For more information, see Removing Trusted USB Devices on Intelligent Manager on page 2-16
and Removing Trusted USB Devices on Safe Lock Agent Endpoints on page 2-18.

Removing Trusted USB Devices on Intelligent Manager

This section describes how to remove trusted USB devices using the Intelligent Manager
web console.
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Tip
You can also remove trusted USB devices on Safe Lock agent endpoints. For more
information see Removing Trusted USB Devices on Safe Lock Agent Endpoints on page 2-18.

Procedure

1.  Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.

2. Select one or more agents and groups.

3. Click Send Command > Export Settings and select Agent Configuration ....
The Details screen appears.

4.  Click the Download link in the Status field to download the agent configuration
file on your computer.

5. Open the agent configuration file using a text editor and locate the
<DeviceException> section.

The following figure shows an example where the <DeviceException> section
is empty when no trusted USB device is added.

<StorageDeviceBlocking Enable="no" ActionMode="1">
<DeviceException>
<DeviceGroup name="UserDefined"/>
</DeviceException>
</StorageDeviceBlocking>

The following figure shows an example where the <DeviceException> section
contains two entries for the added trusted USB devices.

<StorageDeviceBlocking Enable="no" ActionMode="1">
<DeviceException>
<DeviceGroup name="UserDefined">
<Device vid="781" pid="5151" sn="2444130A5442A4F5" />
<Device vid="951" pid="1666" sn="E03F49AECODDF351E913003F"/>
</DeviceGroup>
</DeviceException>
</StorageDeviceBlocking>
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6. Delete the entries for the trusted USB devices you want to remove and save the
agent configuration file.

7. Import the updated agent configuration file.

For more information, see Remotely Importing Agent Settings on page 2-22.

Removing Trusted USB Devices on Safe Lock Agent
Endpoints

This section describes how to remove trusted USB devices on a Safe Lock agent
endpoint using the Command Line Interface (CLI).

Tip
You can also remove trusted USB devices using the Intelligent Manager web console. For
more information see Rewwoving Trusted USB Devices on Intelligent Manager on page 2-16.

Procedure

1. Open a command window as an administrator and go to the Safe Lock installation
folder.

2. Type slcmd.exe show tud to display the current trusted USB device list.

3. Type the remove command in the following format to remove a trusted USB
device:

slcmd.exe remove tud [-vid <VID>] [-pid <PID>] [-sn <SN>]

4. Type slcmd.exe show tud to verify the trusted USB device is removed from
the list.

Updating the Approved List on Safe Lock Agents

You may want to petiodically update the Approved List on Safe Lock Agents after

installing new applications that you want to run during a Lockdown situation. Updating
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the Approved List performs an inventory scan on selected agents and adds any new
applications found on the agent to the global Approved List.

Procedure

1.  Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.

2. Select one or more agents and groups.

3. Click Send Command and select Update Approved List.
The Update Approved List dialog appears.

4. Click Update to begin inventorying the selected agents.

ﬁ Note

Do not restart or turn off the endpoint during the update. The update process may
take more than 30 minutes to complete.

You can monitor the status of the Approved List update using the Details screen.
The icons on the Approved List column display the current progress status.

Remotely Updating Agent Components

You can start the agent component update process on selected endpoints from Safe
Lock Intelligent Manager. The agents download the latest component updates from the
Trend Micro ActiveUpdate server.

Update agent components regularly to protect endpoints from the latest security risks.

Procedure

1.  Go to Agents in the navigation at the top of the web console.

The Agent Management screen appears.
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2. Select one or more agents and groups.
3. Click Send Command and select Update Agent Components.
4. Click Yes.

The system sends the componant update command to the selected agents. The
update process may take some time. You can check the status on the Agent
Events screen.

Collecting Event Logs

Logs contain information about agent activity. Collecting event logs updates the Safe
Lock Intelligent Manager database with the latest information from the selected agents.

Procedure

1.  Go to Agents in the navigation at the top of the web console.
The Agent Management screen appears.

2. Select one or more agents.

3. Click Send Command and select Collect Event Logs.

Safe Lock Intelligent Manager updates the date and time displayed in the Last
Connection column after each Safe Lock agent successfully sends logs and status
to Safe Lock Intelligent Manager.

Checking Agent Connections

Procedure

1.  Go to Agents in the navigation at the top of the web console.

The Agent Management screen appears.
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2. Sclect one or more agents and groups.
3. Click Send Command and select Check Connection.

Safe Lock Intelligent Manager automatically attempts to contact the selected Safe
Lock Agents.

O Important
L *

Intelligent Manager is unable to check the connection to NAT agents due to a lack of
direct communication.

After the connection check completes, a list of all Safe Lock Agents to which Safe
Lock Intelligent Manager was unable to connect to displays.

4.  Ensure that Show disconnected agents in Agent Management is sclected and
click Close to display a complete list of disconnected agents in the agent tree
search results.

After determining which agents cannot connect to the Safe Lock Intelligent
Manager server, Trend Micro recommends checking the network connectivity of
the disconnected agents.

Remotely Exporting Agent Settings

You can remotely obtain agent configuration settings and Approved Lists by exporting
and downloading them from the Intelligent Manager.

Procedure

1. Click Agents from the Intelligent Manager console.
The Agent Management screen appears.

2. Select a target endpoint.

3. Click Send Command, select Export Settings, and select one of the following:

+  Approved List
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+  Agent Configuration

The Intelligent Manager starts issuing the command. The progress can be viewed
from the pop-up Details window.

4. To export more settings, repeat the above steps.

When the exports are complete, you will be confirmed by this message on the top
of the screen:

(&) One or more agent settings are exported and ready for download. View Details

5. Click View Details to download the exported settings.

Note

Intelligent Manager can keep up to 20 sets of exported settings and cleans any file
from this list as soon as the file is downloaded.

Remotely Importing Agent Settings

You can remotely apply new agent settings to agents or agent groups from the Trend
Micro Safe Lock Intelligent Manager web console. This feature allows you to:

+  Remotely overwrite agent configurations
+  Remotely overwrite Approved Lists

. Remotely add approved items to Approved Lists

Procedure
1. Prepare a customized agent configuration file or Approved List.

a.  Export and download an agent configuration file or Approved List. For
detailed steps, see Remotely Exporting Agent Settings on page 2-21.

b.  Customize the downloaded file.
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ﬁ Note

To ensure successful import, verify that the file to import meets the following
requirements:

. File is in the CSV format and uses UTF-8 encoding
. For Approved List, maximum file size supported is 20 MB

+  For agent configuration file, maximum file size supported is 1 MB

Click Agents from the Trend Micro Safe Lock Intelligent Manager console.
The Agent Management screen appears.

To import the customized file to one or more ungrouped agents or agents in
different groups, follow the steps below.

a.  From the Endpoint column, select one or more agents.
b.  Click Send Command.
c.  Select Import Settings.
d.  Select Approved List or Agent Configuration.
The import dialog appeats.
To import the customized file to an agent group, follow the steps below.

a.  From the left panel, right-click an agent group and go to Send Command >
Import Settings.

b.  Select Approved List or Agent Configuration.
The import dialog appears.
By default, Trend Micro Safe Lock Intelligent Manager does the following:

. Approved List: accumulates items from the customized Approved List to the
target Approved Lists. To replace the target Approved Lists with the
customized Approved List, select Overwrite the existing Approved List.

+  Agent Configuration: overwrites the target Approved Lists with the
customized Approved List.
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6. Click Browse to select the customized file.

7. Click Import and Apply.

Remotely Deploying Patches to Safe Lock Agents

You can upgrade agents directly from the web console page by using Intelligent Manager
to deploy an uploaded patch file to selected Safe Lock agents.

Procedure

1.  Click Agents from the Intelligent Manager console.
The Agent Management screen appears.

2. Select one or more agents or groups.

3. Click Send Command > Deploy Agent Patch.

4. Sclect the patch file for deployment.

5.  Click Deploy.

Wit for the upload process to complete. After Intelligent Manager verifies the
validity of the file, it deploys the patch file to the selected agents.

Scanning for Security Risks

This section describes how to protect endpoints from security risks using file-based
scanning,

Security risk is the collective term for viruses/malware and spyware/grayware. Safe Lock
Intelligent Manager protects endpoints from security risks by scanning files and then
performing a specific action for each security risk detected. Notifications and logs help

you keep track of security risks and alert you if you need to take immediate action.
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ﬁ Note

This feature require special licensing. Ensure that you have the correct Activation Code
before using this feature. For more information on how to obtain the Activation Code,
contact your sales representative.

Scan Now

You can initiate Scan Now through the Intelligent Manager web console and can be
targeted to one or several Safe Lock agent endpoints.

Initiating Scan Now

Initiate Scan Now on one or more agent endpoints that you suspect to be infected.

Procedure
1.  Go to Agents in the navigation at the top of the web console.
2. Select one or more entries and click Scan for Malware > Scan Now.
3. On the confirmation screen that appears, click Scan.
The server sends a notification to the selected Safe Lock agents.

You can check the logs for the scan status.

Manual Scan

Manual Scan is an on-demand scan and starts immediately after a user runs the scan on
the Safe Lock agent console. The time it takes to complete scanning depends on the
number of files to scan and the agent endpoint's hardware resources.

Configure and apply Manual Scan settings to Safe Lock agents that Intelligent Manager
manages.
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Configuring Manual Scan Settings

Procedure

1.  Go to Agents > Scan for Malware > Manual Scan Settings.

2.  In the Files to Scan section, configure what Safe Lock scans on endpoints.

OPTION

DESCRIPTION

All local folders

Select this option to scan all folders on the target endpoint.

Default Folders
(Quick Scan)

Select this option to scan only the folders most vulnerable to
system threats (such as the Windows System folder).

Specific folders

Select this option to scan only the folders you specify.

Scan removable
drives

Select this option to scan any removable media devices
connected to the endpoint.

Scan compressed
files

Select this option to scan the specified number of
compression layers within an archived file.

ﬁ Note

Scanning through more layers may detect malware
intentionally buried within a compressed archive,
however, the scan may affect system performance.

Skip files

Select this option to bypass files that are larger than the
specified size (in MB).

3. In the Actions section, specify the action to perform when detections occur.
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4.

OPTION

DESCRIPTION

Use ActiveAction

ActiveAction is a set of pre-configured scan actions for
different types of security risks. If you are unsure which scan
action is suitable for a certain type of security risk, Trend
Micro recommends using ActiveAction.

ActiveAction settings are constantly updated in the pattern
files to protect endpoints against the latest security risks and
the latest methods of attacks.

Customize scan
actions

Select this option if you want the same action performed on all
types of security risks.

If you choose "Clean" as the first action, select a second
action that Safe Lock performs if cleaning is unsuccessful.

In the Scan Exclusions section, configute scan exclusions to increase the scanning

performance and skip scanning files that are known to be harmless.

ScAN ExcLUSION
LisT

DESCRIPTION

Folders

Click Add and specify a folder path. For example, C: \temp
\ExcludeDir.

Safe Lock will not scan all files in the specified folders.

Note

Click Delete to remove one or more selected entries
from the list.

Files

Click Add and specify the file path. For example, ¢: \temp
\ExcludeDir\ExcludeDoc.hlp.

Note

Click Delete to remove one or more selected entries
from the list.
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ScAN ExcLUSION

DESCRIPTION
LisT

File extensions Type one or more file extensions. Separate entries with a
comma.

Safe Lock will not scan a file if its file extension matches any
of the extensions in this list.

5. Click Save.

Scheduled Scan

Scheduled Scan runs automatically on the appointed date and time. Use Scheduled Scan
to automate routine scans on Safe Lock agents and improve scan management
efficiency.

Configure and apply Scheduled Scan settings to Safe Lock agents that Intelligent
Manager manages.

Configuring Scheduled Scan Settings

Procedure
1. Go to Agents > Scan for Malware > Scheduled Scan Settings.

2. In the Schedule section, configure how often (daily, weekly, or monthly) and what
time Scheduled Scan will run.

For monthly Scheduled Scans, if you selected the 29th, 30th, or 31st day and a
month does not have this day, Safe Lock runs Scheduled Scan on the last day of the
month.

3. In the Files to Scan section, configure what Safe Lock scans on endpoints.

OPTION DESCRIPTION

All local folders Select this option to scan all folders on the target endpoint.
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OPTION

DESCRIPTION

Default Folders
(Quick Scan)

Select this option to scan only the folders most vulnerable to
system threats (such as the Windows System folder).

Specific folders

Select this option to scan only the folders you specify.

Scan removable
drives

Select this option to scan any removable media devices
connected to the endpoint.

Scan compressed
files

Select this option to scan the specified number of
compression layers within an archived file.

ﬁ Note

Scanning through more layers may detect malware
intentionally buried within a compressed archive,
however, the scan may affect system performance.

Skip files

Select this option to bypass files that are larger than the
specified size (in MB).

In the Actions section, specify the action to perform when detections occur.

OPTION

DESCRIPTION

Use ActiveAction

ActiveAction is a set of pre-configured scan actions for
different types of security risks. If you are unsure which scan
action is suitable for a certain type of security risk, Trend
Micro recommends using ActiveAction.

ActiveAction settings are constantly updated in the pattern
files to protect endpoints against the latest security risks and
the latest methods of attacks.

Customize scan
actions

Select this option if you want the same action performed on all
types of security risks.

If you choose "Clean" as the first action, select a second
action that Safe Lock performs if cleaning is unsuccessful.

In the Scan Exclusions section, configure scan exclusions to increase the scanning

performance and skip scanning files that are known to be harmless.
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6.

ScAN ExcLUSION
LisT

DESCRIPTION

Folders

Click Add and specify a folder path. For example, C: \temp
\ExcludeDir.

Safe Lock will not scan all files in the specified folders.

Note

Click Delete to remove one or more selected entries
from the list.

Files

Click Add and specify the file path. For example, ¢:\temp
\ExcludeDir\ExcludeDoc.hlp.

Note

Click Delete to remove one or more selected entries
from the list.

File extensions

Type one or more file extensions. Separate entries with a
comma.

Safe Lock will not scan a file if its file extension matches any
of the extensions in this list.

Click Save.
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This chapter introduces Trend Micro Safe Lock Intelligent Manager monitoring
practices.

Topics in this chapter include:
« About the Dashboard on page 3-2
Abont the Agent Events Screen on page 3-12

« About the Server Events Screen on page 3-16

*  Maintaining Logs on page 3-19




Trend Micro Safe Lock™ Intelligent Manager TXOne Edition Administrator's Guide

About the Dashboard

The Safe Lock Intelligent Manager dashboard provides at-a-glance information using
tabs and widgets. The dashboard displays the following components in a customized
view for each web console account:

. Tabs: Allow users to organize widgets on customizable screens
+  Widgets: Provide various data summaries on a tab

Use the Generate Report screen to manually download Safe Lock Intelligent Manager
reports in Adobe PDF format (.PDF). For information on scheduling custom reports,
see Scheduled Reports on page 3-20.

About Web Console Accounts and the Dashboard

Each web console account can customize the dashboard tabs and widgets for that
account’s specific needs. Customizing the tabs or widgets for one account has no effect
on the tabs or widgets for a different account.

ﬁ Note

When an account logs on to Safe Lock Intelligent Manager for the first time, default tabs
and widgets appear on the dashboard.

See About Defanlt Tabs on page 3-3.

About Dashboard Tabs

The Safe Lock Intelligent Manager dashboard uses tabs to provide a flexible data
monitoring solution for administrators. Tabs provide a container for widgets, allowing
web console accounts to create their own customized dashboard. The dashboard
supports up to 30 tabs per account.

Closing tabs permanently removes them from that account. There is no way to recover
closed tabs, but you can re-create similar tabs later. Closing a tab has no impact on the
dashboard of other user accounts.
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Use the slide show function to assist in monitoring widgets on different tabs by using
the following controls:

«  Click Play Tab Slide Show to rotate through tabs automatically at a specified
interval.

Q Tip

Configure the duration of rotation intervals in Tab Settings.

See Configuring Tab Settings on page 3-5.

. Click Pause Tab Slide Show to stop the slide show at the current tab.

Tip

Navigating to a different tab also stops the slide show.

About Default Tabs

The dashboard provides the following default tabs:

+  Event Overview: This tab contains widgets that display information relating to
agent events on managed Safe Lock endpoints.

WIDGET DESCRIPTION

Open Warnings Displays the latest open warnings.

Top Blocked Files | Displays the files that are blocked the most.

Blocked Event Displays blocked events during the specified time period.
History

Top Endpoints with | Displays the endpoints that triggered the most blocked
Blocked Events events.

Blocked File Scan | Displays malware scan results for blocked files.
Results

+  Agent Overview: This tab contains widgets that display information relating to

managed Safe Lock endpoints.
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WIDGET DESCRIPTION

Application Displays the Application Lockdown status for agents.
Lockdown State

Versions Displays the number of endpoints with specific versions of
Safe Lock installed.

Latest Component | Displays the latest versions of components.
Updates

Note

Change the default names of tabs on the Tab Settings screen.

See Configuring Tab Settings on page 3-5.

Adding Tabs

Add tabs to the dashboard to provide a customized information summary to your Safe
Lock Intelligent Manager account.

Procedure
1.  Go to Dashboard in the navigation at the top of the web console.
2. Click the + tab.
The New Tab screen appeats.
3. In the Title field, type a meaningful title for the tab.
4.  Select a layout for the tab.

ﬁ Note

The number of widgets that you can add to a tab depends on the layout for the tab.
Once the tab contains the maximum number of widgets, you must remove a widget
from the tab or create a new tab for the widget.
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5.  Configure slide show and auto-fit settings.
6. Click Save.
The empty tab appears on the dashboard.

7. Click Add Widgets to populate the tab with widgets.

Configuring Tab Settings

Procedure
1.  Go to Dashboard in the navigation at the top of the web console.
2.  Click Tab Settings.
The Tab Settings screen appears.
3. In the Title field, type a meaningful title for the tab.
4.  Select a layout for the tab.
5.  Configure slide show and auto-fit settings.

You may specify the length of time each tab displays before switching to the next
tab. The number must be an integer between 5 and 3,600.

About Widgets

Widgets are the core components for the dashboard. Tabs provide the layout and
widgets provide the actual data summary for the dashboard.

You can configure the data scope on many widgets individually. For example, some
widgets allow you to specify the following:

. Time period

. Pie chart or line chart
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+  Legend
Move widgets in tabs by dragging and dropping widgets to various locations on a tab.
The layout for a tab determines where you can move a widget.

Safe Lock Application Lockdown State

This widget displays an overview of the Application Lockdown status of the network.

By default, the widget is displayed on the Agent Overview tab of the Dashboard.

The widget displays the following data in a pie chart:

STATUS DESCRIPTION
Application Number and percentage of agents in the network that have Application
Lockdown Lockdown enabled
On
Application Number and percentage of agents in the network that have Application
Lockdown Lockdown disabled
Off

Click a pie chart section to view more details about each status.

Safe Lock Versions

This widget displays a summary of the Safe Lock agent versions managed by Safe Lock
Intelligent Manager.

By default, the widget is displayed on the Agent Overview tab of the Dashboard.

COLUMN DESCRIPTION
Agent Version number reported by the Safe Lock agent
Version
Endpoints Total number of endpoints that have the specific agent version installed

Click a value in the Endpoints column to view all endpoints that have the specific agent
version installed.
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Safe Lock Open Warnings
This widget displays the latest open warnings reported by Safe Lock agents.

By default, the widget is displayed on the Event Overview tab of the Dashboard.

COLUMN DESCRIPTION

Event Time Date and time when the open warning occurred

Endpoint Name of the affected endpoint
Name
Event Event message for the open warning

File / Folder File or folder that triggered the open warning

Click a value in the Event column to view more details for that event. To view all events,
click View all open warning events.

To specify the number of events to display, open the Widget Settings dialog, then select
a different value for Latest Events.

Safe Lock Top Endpoints with Blocked Events

This widget displays the endpoints with the most blocked events.

By default, the widget is displayed on the Event Overview tab of the Dashboard.

COLUMN DESCRIPTION
Endpoint Name of the endpoint
Name
Tags Tags assigned to the endpoint

IP Address IP address of the endpoint

Blocked Total number of events blocked on the endpoint
Events

Click a value in the Blocked Events column to view more details for that event.

Use the Time Period drop-down to display only the event data for the period specified.
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To specify the number of events to display, open the Widget Settings dialog, then select
a different value for Events to display.

Safe Lock Blocked Event History

This widget displays a summary of blocked events for the specified time period.
By default, the widget is displayed on the Event Overview tab of the Dashboard.
Click the display icons to display the data as a pie chart or a line chart.

+  Use the Time Period drop-down to display only the event data for the period
specified.

+  Click an entry on the legend to show or hide data for that event.

. Click a value on the chart to view more details about the blocked event.

Safe Lock Top Blocked Files

This widget displays a list of files that triggered the most blocked events.

By default, the widget is displayed on the Event Overview tab of the Dashboard.

COLUMN DESCRIPTION

File Name Name of the file that triggered the blocked events

Scan Result Indicates if the file is malicious or not

File Hash SHA1 hash of the file that triggered the blocked events
Endpoints Number of endpoints which reported a blocked event for the file
Blocked Total number of blocked events reported for the file

Events

Click a value in the Blocked Events column to view more details for that event.

To specify the number of events to display, open the Widget Settings dialog, then select
a different value for Events to display.




Monitoring Safe Lock

Safe Lock Blocked File Scan Results

This widget displays malware scan results for blocked files.

By default, the widget is displayed on the Event Overview tab of the Dashboard.
The data is displayed as a pie chart.

Use the Time Period drop-down to display only the event data for the period
specified.

+  Click an entry on the legend to show or hide data for that scan result.

. Click a value on the chart to view more details about the blocked event.

Safe Lock Latest Component Updates

This widget displays the latest versions of components.

By default, the widget is displayed on the Agent Overview tab of the Dashboard.

COLUMN DESCRIPTION
Pattern/ Name of the component
Template
Engine
Version Version number reported by the Safe Lock agent
Time Time when the component was last updated
Adding Widgets

The number of widgets that you can add to a tab depends on the layout for the tab.
Once the tab contains the maximum number of widgets, you must remove a widget
from the tab or create a new tab for the widget.
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Procedure
1.  Go to Dashboard in the navigation at the top of the web console.
2. Go to the tab on the dashboard that you want to add the widget to.
3. Click Add Widgets.

The Add Widgets screen appeats.

4. Optionally, click one of the following to filter the widgets that display:

CATEGORY DESCRIPTION
Most Recent Queries for widgets added to a tab recently
Widgets
All Widgets Queries for all widgets available
Agent Status Queries for only widgets that display data about managed

Safe Lock agents.

Events Queries for only widgets that display data about managed
Safe Lock agent events.

Server Status Queries for only widgets that display data about Safe Lock
Intelligent Manager.

5.  Select one or more widgets to add to the current tab.

6. Click Add.

Using Widgets

Perform the following tasks on each widget:
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TASK

STEPS

Move a widget

Move widgets on tabs by clicking and holding on the title bar at
the top of the widget and dragging to various locations on a tab.

Tip
The layout for a tab determines where you can move a

widget. As you drag, a red, dotted border appears when the
widget is able to move to an area.

Resize a widget

Horizontally resize a widget on a multi-column tab by doing the
following:

1. Hover the pointer at the edge of a widget.
A vertical, gray bar appears.
2. Drag the pointer left or right.

Vertically resize widgets on a multi-column tab by enabling Auto-
fit in the Tab Settings. This automatically adjusts widgets to be
the same height as the widgets beside them.

Refresh widget data

Click the Refresh icon at the top of the widget.

Specify automatic
refresh settings

1. Click the More Options icon at the top of the widget.

2. Select Refresh Settings.
The Refresh Settings screen appears.

3. To enable automatic refresh for this widget, do the following:
a. Select Automatically refresh the widget.

b. Specify a frequency.

Rename a widget

1. Click the More Options icon at the top of the widget.
2. Select Widget Settings.

The Widget Settings screen appears.
3. Type a meaningful title for the widget.
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TASK STEPS

Close a widget 1. Click the More Options icon at the top of the widget.
2. Select Close Widget.

About the Agent Events Screen

To display the Agent Events screen, go to Logs & Reports > Agent Events in the
navigation at the top of the web console.

This screen displays a list of events related to applications not in the Approved List on
agents managed by Safe Lock Intelligent Manager.

Depending on the feature status, Safe Lock generates a log and performs the action for
the events listed in the following table. Event logs contain information from managed
agents about files not in the Approved List and any action taken.

TABLE 3-1. Agent events

EVENT AR SAFE LOoCK ACTION
STATUS
A file not on an agent's Approved List | Lockdown Allows the file to run
attempts to run or make changes to disabled
the endpoint
Lockdown Blocks the file and prompts
enabled for user action
A storage device (CD/DVD drive, Device Control Allows access for the
floppy disk, or USB device) attempts disabled device
to access the endpoint
Device Control Denies access for the
enabled device (when the device
type is removable device)
and prompts for user action

The following table describes the user actions for the events.
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TABLE 3-2. User actions

USER ACTION DESCRIPTION

Add to Approved Prevent the file from executing or deny the USB device access to
List the endpoint for this instance but add the file or USB device to the
agent's Approved List. This allows the file to execute or USB
device access for subsequent detections.

Ignore Prevent the file from executing but do not move or change the file.

Quarantine Prevent the file from executing and hold the file in quarantine for
later analysis.

Delete Prevent the file from executing and delete the file.

Querying Agent Event Logs

Querying refines the list of displayed agent event logs.

Procedure

1. Goto Logs & Reports > Agent Events in the navigation at the top of the web
console.

The Agent Events screen appears.
2. To filter by period, click the Time Period drop down and specify a criteria.
Perform one of the following:
«  Click a listed time range.
. Click Custom, specify a time range, and click Search.
3. To filter by endpoints, click the All Endpoints drop down and specify a criteria.

The following options are available:

+  Endpoint name: Type the beginning or all of an endpoint host name and
click Search.
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+  Group Name: Type the group name and click Search.
«  IP Address: Type the IPv4 address and click Search.
«  IP Range: Type the IPv4 address range and click Search.
«  Tag: Type all or part of the tag and click Search.
4.  To filter by events, click the All Events drop down and specify a criteria.
The following options are available:
«  Event Type: Select a specific event and click Apply.
+  Source: Sclect Safe Lock as the event source.
+  Severity Level: Select Information or Warning as the event level.
+  Marked: Select Open or Closed.

+  Integrity Monitoring: Select File or folder or Registry key or value, and
click Search. File or folder searches support partial string matching,

. Blocked File: Select File name or File hash (SHA-1), and click Search.
File name searches support partial string matching.

. Malware Detection: Select All detections, Unsuccessful actions,
Cleaned, Quarantined, Deleted, Ignored or Rolled back.

5. The table displays only the entries that match the filters selected.

Exporting Agent Events

Save data about selected agent event log entries as a CSV file.

Procedure

1.  Go to Logs & Reports > Agent Events in the navigation at the top of the web
console.

The Agent Events screen appears.
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2. Select the agent log entries in the list that you want to export information for.
a.  To export all entries, click Export > All Logs.
b.  To export selected entries only, perform one of the following:
+  To select a single entry, click the entry to be exported.

+  To select a range of entries, press and hold SHIFT, and then click the
first and last entries to be exported.

+  To select multiple non-consecutive entries, press and hold CONTROL,
and then click each entry to be exported.

c.  Click Export > Selected Logs.

3.  Save the file.

Importing Agent Events

Safe Lock Intelligent Manager supports importing agent events from the following
applications:

Trend Micro Safe Lock Intelligent Manager: Logs exported by Safe Lock Intelligent
Manager 2.0 in CSV format

Procedure

1.  Goto Logs & Reports > Agent Events in the navigation at the top of the web
console.

The Agent Events screen appears.
2.  Click Import.
The Import screen appears.

3. Select the CSV file you want to import.

4.  Click Open.
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5. Click OK.

The event logs are imported into Safe Lock Intelligent Manager.

ﬁ Note

If you interrupt or cancel the import, no data will be added to the Safe Lock
Intelligent Manager database.

Marking Warning Events

To help you track Warning events, change the status displayed for them under Marked
in the list.

Note

Safe Lock Intelligent Manager does not display a Marked status for Information events.

Procedure

1.  Go to Logs & Reports > Agent Events in the navigation at the top of the web
console.

The Agent Events screen appears.
2. Select the Warning event or events you want to change the status of.
3. Change the status by doing one of the following:

+  Click Mark Open.

+  Click Mark Closed .

About the Server Events Screen

To display the Server Events screen, go to Logs & Reports > Server Events in the
navigation at the top of the web console.
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This screen displays a log of audited Safe Lock Intelligent Manager web console account

activity.

ﬁ Note

Server event logs contain collected information about actions taken by Safe Lock
Intelligent Manager web console account users and policies.

Querying Server Event Logs

Querying refines the list of displayed server event logs.

Procedure

1. Go to Logs & Reports > Server Events in the navigation at the top of the web

console.

The Server Events screen appears.

2.  Click the drop-down list under Server Events.

A list of search criteria.

3. Select the type of search criteria.

Appropriate search fields appear for the selected criteria.

4. Follow the appropriate steps depending on the selected criteria:

OPTION

DESCRIPTION

Time Period

Do one of the following:

Select a listed time range.

Specify a custom time range.

a. Go to Custom in the list.

b. Specify your custom time range.

c. Click Search.
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OPTION DESCRIPTION
All Users Displays all events logged by all users.
User Name Displays all events logged by a specific user.

Endpoint name | Type the endpoint host name (first few letters or complete
name), and click Search.

Group name Displays all events logged by the specific groups.
All Events Displays all events logged by agents.
Event Type Select a specific event.

Your search results appear in the list of server event logs.

Exporting Server Event Logs

Save data about selected server event log entries as a CSV file.

Procedure

1. Go to Logs & Reports > Server Events in the navigation at the top of the web
console.

The Server Events screen appears.
2. Select the server log entries in the list that you want to export information for.
a.  To export all entries, click Export > All Logs.
b.  To export selected entries only, perform one of the following:
+  To select a single entry, click the entry to be exported.

+  To select a range of entries, press and hold SHIFT, and then click the
first and last entries to be exported.

. To select multiple non-consecutive entries, press and hold CONTROL,
and then click each entry to be exported.
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c.  Click Export > Selected Logs.

3. Save the file.

Maintaining Logs

Purge older logs to reduce the size of the Safe Lock Intelligent Manager database.

Procedure

1. Go to Logs & Reports > Log Settings in the navigation at the top of the web
console.

The Log Settings screen appears.
2. Click the Maintenance tab.

3. Under Purge agent event log entries older than, specify the maximum age of
agent event log entries to keep.

4.  Under keep at most, specify the maximum number of agent event entries to keep.

ﬁ Note

+  If the number of entries exceeds the limit set under keep at most, Safe Lock
Intelligent Manager purges agent event logs newer than the age specified in the
Purge agent event log entries older than field.

5.  Under Purge server auditing log entries older than, specify the maximum age
of server event log entries that will be preserved.

6. To prohibit automatically purging without a backup, do the following:

a.  Select Always back up logs before automatically purging.

b.  Click Backup Path.
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c.  Specify the full path for backups.

d.  If you want Safe Lock Intelligent Manager to create folders in the specified
path that do not exist, select Create missing folders.

7. To manually purge log entries based on their age, do the following:
a.  In the Manual Purge section, select the minimum age of entries to preserve.

b.  Click Purge Now.

WARNING!

Safe Lock Intelligent Manager does not automatically back up manually purged
log entries.

To back up existing log entries, perform the appropriate steps to export the
entries manually.

See Exporting Agent Events on page 3-14.

See Exporting Server Event Logs on page 3-18.

Scheduled Reports

The Scheduled Reports screen provides a list of all reports that automatically generate
on a user-defined schedule. You can use this screen to view basic information about
previously configured scheduled reports, report content, recipients, as well as enabling
and disabling scheduled reports.

The following table outlines the available tasks on the Scheduled Reports screen.

TASK DESCRIPTION

Enable sending Select the Send scheduled reports check box to enable
scheduled reports scheduled reports.

Edit scheduled Select the type of content you want to include in your report.
report content

For more information, see About Default Tabs on page 3-3
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TASK DESCRIPTION

Send scheduled Set the frequency and time for the scheduled reports on a daily,
reports weekly, or monthly basis.

ﬁ’ Note

Scheduled tasks will be skipped for the months that do not
contain the specific day. To carry out the task regularly, we
recommend avoiding the 29th, 30th, or 31st.

Specify scheduled A valid email address is required for specifying the report
report recipients recipients.

Important

Ensure that your SMTP server settings are propetly configured in order to send scheduled
reports.

For more information, see Confignring SMTP Server Settings on page 4-9.

Forwarding Events to an External Syslog
Server

You can forward server and agent event logs to an external syslog server for additional
managing and monitoring capabilities. The Intelligent Manager forwards logs in the
Common Event Format (CEF). Make sure your syslog server supports the Common
Event Format (CEF).

Procedure
1.  Go to Logs & Reports > Log Settings.

2.  Click the Syslog Server tab.

3. Select Forward logs to syslog server (CEF only).
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4.  Specify the protocol, IP address, and port of the syslog server.

Apex Central Integration

Safe Lock Intelligent Manager supports integration with Apex Central . After
integration, use the Apex Central console to monitor the status of Safe Lock agents.

ﬁ Note

Safe Lock Intelligent Manager also supports integration with Trend Micro Control
Manager 7.0.

Procedure
1. Register with the Apex Central server.

a.  On the Apex Central server management console, go to Administration >
Managed Servers > Server Registration.

b.  Select Trend Micro Safe Lock as the Server Type.
c.  Click Add to open the Add Server screen.

d.  Provide the server information for the Safe Lock Intelligent Manager server
to be integrated.

e.  Click Save.
2. Add the Safe Lock widgets to the Apex Central dashboard.
a.  On the Apex Central server management console, go to the Dashboard.
b.  Determine which tab should contain the widgets.
+  'To add a new tab, click the plus icon ( + ) and specify a tab name.

+  To select an existing tab, click the tab name.

c.  Click the gear icon, and click Add Widgets.




Monitoring Safe Lock

On the Add Widgets screen, locate and select the Safe Lock widgets to be
added.

+  Use the drop down to filter the widgets by product.

+  Use the search box to filter the widgets by name.

For more details on the widgets, see About Widgets on page 3-5.
Click Add.

Back in the Dashboard, verify that the selected widgets are displayed.
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Chapter 4

Configuring Administration Settings

This chapter introduces Trend Micro Safe Lock Intelligent Manager administration
settings.

Topics in this chapter include:

o About the Component Updates Screen on page 4-2
Configuring Component Download 1 ocations on page 4-5

« Configuring Notification Settings on page 4-5

o About the Account Management Screen on page 4-10

. Configuring Proxy Settings on page 4-13

About the License Management Screen on page 4-14
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About the Component Updates Screen

To display the Component Updates screen, go to Administration > Components >
Updates in the navigation at the top of the web console.

This screen displays the list of components used by Safe Lock Intelligent Manager.

The following table describes the tasks you are perform on this screen.

FUNCTION DESCRIPTION

Update Manually update the selected components that are used
to scan files for malware on endpoints.

Schedule Updates Configure the update schedule.

Enable or disable scheduled updates for each component.

Download Agent Installer | Download an up-to-date agent installer package.
Package

Manually Updating Components

Procedure

1.  Go to Administration > Components > Updates in the navigation at the top of
the web console.

The Component Updates screen appears.
2.  Click Update.
3. Select the components you want to update.
4. Click Update.

The Update Progress screen appears. Safe Lock Intelligent Manager updates
Current Version and Latest Update information after components update

successfully.
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Scheduling Component Updates

Procedure

1.  Go to Administration > Components > Updates in the navigation at the top of
the web console.

The Component Updates screen appears.
2.  Click Scheduled Updates.
3. Enable the components you want to update on a schedule.

4. In the Update Schedule section, select the schedule you want to use.

Important

If you select Monthly, on day and select a number higher than the actual number of
days in a given month, Safe Lock Intelligent Manager updates selected components
on the last day of that month instead.

To ensure that your tasks are properly scheduled, we recommend avoiding selecting
the 29th, 30th, or 31st of each month.

Downloading an Up-to-Date Agent Installer Package

Procedure

1.  Go to Administration > Components > Updates in the navigation at the top of
the web console.

The Component Updates screen appears.
2. Click Download Agent Installer Package.

3. Select the language the installation package.

Your browser downloads the most up-to-date agent installer package.
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ﬁ Note

The agent installer package is considered up-to-date by Safe Lock Intelligent Manager
based on the component versions displayed on the Component Updates screen. If
the cached agent installer package is not up-to-date, Safe Lock Intelligent Manager

prepares and caches an up-to-date package before starting the download.

Preparing an up-to-date agent installer package is system-intensive. Depending on the
hardware running Safe Lock Intelligent Manager, preparing an up-to-date agent
installer package can take a while.

4. To use the downloaded agent installer package for remote installations using the
SLrst program at the command line interface (CLI), copy the downloaded agent
installer package to the path used by SLrst.

For example, if you installed Safe Lock Intelligent Manager to the default path on
the C drive, copy the downloaded agent installer package to the following path:
c:\Program Files\Trend Micro\Safe Lock Intelligent Manager
\CmdTools\RemoteAgentSetupTool\.

O Important
L

Users should manually compress the downloaded file into the package file (. zip).

The package file name must follow the format:

TMSL_TXOne_ <language_abbreviation>.zip

For example:

VALID

NoT VALID

TMSL TXOne EN.zip

TMSL TXOne EN (1).zip

TMSL_TXOne_JA.zip

TMSL_TXOne_EN 1.zip

About Modifying the Agent Installer Package

Safe Lock Intelligent Manager supports specific modifications to the agent installer
package. If you choose to modify the agent installer package, use caution and observe
the following requirements:
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*  Modify only the Setup.ini and trend.cer files.
+  Maintain the internal directory structure of the agent installer package.

+  Modify the agent installer package at your own risk.

Configuring Component Download Locations

Procedure

1.  Go to Administration > Components > Update Source in the navigation at the
top of the web console.

The Server Update Source screen appears.

2. Select the appropriate download location for your environment:

OPTION DESCRIPTION
Trend Micro ActiveUpdate Use the Trend Micro-managed update server on
server the Internet.
Internet or local server Specify an update server that does not require
authentication.
Local server requiring Specify a local, private update server that
authentication requires authentication.

Configuring Notification Settings

Safe Lock Intelligent Manager sends the following types of notifications based on

configured settings:
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. General: Notification of information and warning messages sent to Safe Lock
Intelligent Manager by endpoints after blocking files

Trend Micro Safe Lock Intelligent Manager Scan Result

Trend Micro Safe Lock blocked access to the file Copy of ATTI xml vbs.
Safe Lock requires an action to the file on 08/24/2018 15:08:29.

Safe Lock scanned the file. Scan results are displayed below.
To manage this event, go to https.// 443/UI/EventDetail itmi#%7B%221 0gGUID%22: % 22831617 c9-b0be-4e12-07 G-
74514ee1e719%22%7D.

Scan Result

Scan result: No malware detected
Threat ID: e

Threat name: e

Virus Scan Engine: 10.000.1040

Virus Pattem: 14.265.00

Spyware Pattern: 1.949.00

IntelliTrap Pattern: 0.239.00

IntelliTrap Exception Pattern: 1.505.00

Trend Micro Safe Lock Intelligent Manager

Action required

Trend Micro Safe Lock detected a waming event that requires attention.
Safe Lock blocked access to the file Copy of ATTK xml.vbs on 08/24/2018 15:08:29. File not found in approved list
‘Your action is required.

To manage this event, go to hitps:#/ :443/UI/EventDetail. htmi#%7B%221 0gGUID%22:%22{83F6F 7 C9-BOBE-4EF2-976C-
TAS14EE1EF191%22%7D.

Event Information
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Outbreak: Notification sent when the specified number of open warning messages
in the specified time period has passed the threshold

Trend Micro Safe Lock Intelligent Manager

Outbreak on 08/24/2018 15:07-21. There were more than 5 open wamings within a 1-minute period.
For details, go to the Safe Lock Intelligent Manager web console at hitps:4™ 1 443/Ul/EventManage. himl

See Example Notification Messages on page 4-8.

Procedure

1.

Go to Administration > Notification Settings in the navigation at the top of the
web console.

The Notification Settings screen appears, open to the General tab.

To send general notifications using email:

a.

b.

c.

Select Send notifications using email.
Specify the recipient email addresses.

Specify your SMTP server settings. For details, see Configuring SMTP Server
Settings on page 4-9.

If your SMTP server requires authentication, select SMTP authentication
and specify credentials.

To send a test message using this configuration, click Send Test.

For more information, see Configuring SMTP Server Settings on page 4-9

To send general notifications using SNMP:

a.

b.

Select Send notifications using SNMP.

Specify your SNMP server IPv4 address or Fully Qualified Domain Name
(FQDN).
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c.  Specify your SNMP Community string,
4. To send general notifications using third party applications:

a.  Select Launch a third-party application.

b.  Specify the full path to the third-party application.

c.  Optionally, specify any run-time parameters for the application.
5. To send outbreak notifications:

a.  Go to the Outbreak tab.

b.  Select Send outbreak notifications.

c.  Specify the threshold number of open warnings in a time period.

d.  Specify the threshold time period of those warnings.

e.  To display a Windows notification on the screen of the physical Safe Lock
Intelligent Manager server endpoint during outbreaks, select Display pop-up
outbreak notification balloon on the physical Trend Micro Safe Lock
Intelligent Manager server.

Trend Micro Safe Lock Outbreak Notification x|
10/03/2014 02:59:25

More than 1 open warnings in 1 minute(s).

Click this notification for details.

Example Notification Messages

If you configure Safe Lock Intelligent Manager to send SMTP or SNMP notifications,
Safe Lock Intelligent Manager sends the notifications for all types of events.

TABLE 4-1. Example Notifications

EVENT TYPE CAUSE EXAMPLE NOTIFICATION MESSAGE

Outbreak Outbreak Trend Micro Safe Lock: Outbreak notification
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EVENT TYPE CAUSE EXAMPLE NOTIFICATION MESSAGE

Action Blocked file Trend Micro Safe Lock: [Action required] File access

Required blocked on <computer_name> (<file_name>)

Scan Result Malware Trend Micro Safe Lock: [Scan Result] Malware
detection detected on <computer_name> (<file_name>)

Warning Unauthorized Trend Micro Safe Lock: [Warning] Unauthorized
change change of File/Folder allowed on <computer_name>

Warning Application Trend Micro Safe Lock: [Warning] Application
Lockdown Lockdown Turned Off on <computer_name>
status change

Warning Device access | Trend Micro Safe Lock: [Warning] Device access

blocked

blocked on <computer_name>

Configuring SMTP Server Settings

This screen allows users to specify SMTP server settings for sending out notifications
and scheduled reports.

Procedure

1.  Go to Administration > SMTP Server Settings.

The SMTP Server Settings screen appears.

2. Type the IP address or fully qualified domain name (FQDN) of the SMTP server
in the SM'TP server field.

3. Type the port number.

4. Type the sendet’s email address in the Sender field.

Safe Lock Intelligent Manager uses this address as the sender address (a
requirement for some SMTP servers).

5. If the SMTP server requires authentication, select SMTP authentication.
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6. Type the user name and password.
7. Click Save.

To send a test email from Safe Lock Intelligent Manager, select the Send Test
Email button.

ﬁ Note

You can send a test email to only one email address or recipient at a time.

About the Account Management Screen

To display the Account Management screen, go to Administration > Account
Management in the navigation at the top of the web console.

Use this screen to manage Safe Lock Intelligent Manager web console accounts.

Trend Micro Safe Lock Intelligent Manager web console accounts have the following

privileges:
ACCOUNT TYPE PRIVILEGES
Administrator - Add, edit, enable, disable, or delete Safe Lock

Intelligent Manager web console accounts from the
Account Management screen.

- Modify their own account description, email address,
and password

«  Specify actions to take on files blocked by agents

«  View the Safe Lock Intelligent Manager web console
Logs & Reports > Server Events screen

- Allow or block storage device access on managed
endpoints.
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ACCOUNT TYPE PRIVILEGES

Full Control - Modify their own account description, email address,
and password

«  Specify actions to take on files blocked by agents

«  View the Safe Lock Intelligent Manager web console
Logs & Reports > Server Events screen

- Allow or block storage device access on managed

endpoints.
Manage Storage Device +  Modify their own account description, email address,
Control Only and password
- Allow or block storage device access on managed
endpoints.
Manage Application - Modify their own account description, email address,
Lockdown Only and password
- Configure application lockdown on managed
endpoints.
Read Only - Modify their own account description, email address,

and password

Note

The default account created during installation is named “admin” and is the only account
that has Administrator privileges.

Adding Accounts

Procedure
1. Log on the web console using the “admin” account.

2.  Go to Administration > Account Management in the navigation at the top of
the web console.

The Account Management screen appears.
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3. Click Add.
The Add User screen appears.
4.  Specify the privileges for the account.
See About the Account Management Screen on page 4-10.

5.  Specify the account name.

Note

Only lowercase a to z, 0 to 9, - and _ are supported.

6.  Specify whether the account should be Enabled or Disabled upon creation.

7.  Optionally, type an account description.

Note
The following characters are not supported:

>< &M

8.  Optionally, specify an email address for this account.

9.  Specify the password.

ﬁ Note

The password must be 8 to 64 alphanumeric characters. The following characters are
not supported:

| >": <\ spaces

Editing Accounts

Only an account with Administrator privileges is able to add, enable or disable, or delete
accounts. All other accounts are only able to edit their own account description, email

address, and password.
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Procedure

1.

Go to Administration > Account Management in the navigation at the top of
the web console.

The Account Management screen appears.
Click the user name of the account.
The Edit User screen appeats.

Modify settings.

Configuring Proxy Settings

Procedure

1.

Go to Administration > Proxy Settings in the navigation at the top of the web
console.

The Proxy Settings screen appeats.

To configure proxy settings for updates:

a.  Select Use a proxy server for pattern and engine updates.
b.  Specify the IPv4 address or FQDN of the proxy server.

c.  Specify the port.

d.  If your proxy server requires authentication, select Proxy server
authentication and specify credentials.

To configure proxy settings used by Safe Lock Intelligent Manager when sending
messages to Safe Lock agents:

a.  Select Use a proxy server when Safe Lock Intelligent Manager
communicates to Safe Lock agents.
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b.  Specify the IPv4 address or FQDN of the proxy server.
c.  Specify the port.

d.  If your proxy server requires authentication, select Proxy server
authentication and specify credentials.

Tip
To configure proxy settings used by Safe Lock agents when sending messages to Safe
Lock Intelligent Manager:

. Before remote installation: Add the proxy information to the configuration file
used by the agent installer package.

. After remote installation: Use the SLCmd . exe Command Line Interface tool on
the local Safe Lock agent.

About the License Management Screen

To display the License Management screen, go to Administration > License
Management in the navigation at the top of the web console.

The following details appear on this screen:

ITEM DESCRIPTION
Status Displays “Activated” or “Expired”
Type Displays “Full” or “Trial”
Expiration Displays the date when features and
support end
Activation Code Displays the Activation Code

For more information, see Changing
Activation Codes on page 4-15

Last Updated Displays the last time the Activation Code
was updated
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Changing Activation Codes

Procedure

1.  Go to Administration > License Management in the navigation at the top of
the web console.

The License Management screen appears.
2.  Click Specify Activation Code.
3. Type your new Trend Micro Safe Lock Intelligent Manager Activation Code.

To remotely renew agent licenses, see Renewing Agent Licenses on page 7-25.

Note

Click Refresh to update your product license. A connection with the Trend Micro
product license server is required.
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This chapter describes how to configure Trend Micro Safe Lock using the agent console
on the endpoint.

Topics in this chapter include:

o Setting Up the Approved List on page 5-2
About the Agent Console on page 5-6

« About the Approved List on page 5-10

o Account Types on page 5-17

. About Feature Settings on page 5-19
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Setting Up the Approved List

Before Trend Micro Safe Lock can protect the endpoint, it must check the endpoint for
existing applications and files necessary for the system to run correctly.

Procedure
1. Open the Safe Lock console.

The Safe Lock log on screen appears.

Trend Micro Safe Lock TXOne Edition

Trend Micro Safe Lock

Fassword:

| “ Log On ]

License Management
License Type: Full

License Status:  Activated

Expiration Date:  Unlimited Use Mew Code

2.  Provide the password and click Login.

Safe Lock asks if you want to set up the Approved List now.

Trend Micro Safe Lock TX0One Edition

o The Approved Listis empty.

Dovyouwant to scan computer and add all applications 1o Approved List?

[ives. Setup the Approved List now

u]; Cancel
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3. At the notification window, select Yes. Set up the Approved List now and click
OK.

Safe Lock scans the endpoint and adds all applications to the Approved List.

Trend Micro Safe Lock TXOne Edition

¥

» Adding detected applications to the Approved List (3922 [ 5305)
CAMINDOWSisystern 32 kbdnec. dil

Cancel
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Safe Lock displays the Approved List Configuration Results.

Trend Micro Safe Lock TXOne Edition

The Approved List has heen built.

Mumber of applications added: 5304

Mumber of applications not added: 0
Application Full Path Result 4_*'
AUTOEXEC BAT CAAUTOEXEC BAT Success 7
COMFIG 85 CACOMNFIG 5SS Success
storePwd.exe CaDocuments and SettingstAdministrat..  Success
unattend.cmd CaDocuments and Settingstadministrat..  Success
Upgrader.axe CaDocuments and Seftingstadministrat..  Success
PWSCEEYS CiDocuments and Seftings\Administrat..  Success
NWSCELSYS CADocuments and SeftingslAdministrat...  Success

VIMSCSIsys CADocuments and SeftingslAdministrat...  Success
WhiwareToolsUpar... CiDocuments and SettingsWdministrat..  Success
WhiveareToolsUpgr.. CiDocuments and Settingsiddministrat..  Success
setup exe CaDocuments and SeftingstAdministrat..  Success
setupbd exe CaDocuments and Seftingstadministrat..  Success
WhivwwareToolsUpar.. CiDocuments and Seftings\dministrat..  Success

0SS CAID SYS SUERRRS b

Note

When Trend Micro Safe Lock Application Lockdown is on, only applications that are
in the Approved List will be able to run.

4. Click Close.

Configuring Pop-up Notifications for Blocked
Files

The administrator can set up a notification that displays on managed endpoints when
Safe Lock blocks and prevents unapproved files from running or making changes to
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managed endpoints. This notification alerts the administrator of any blocking event and
provides details about the blocked file.

ﬁ Note

+  This feature is disabled by default.

+  Safe Lock only supports feature customization using the agent Setup.ini file and
requires re-deployment to apply the customization.
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TABLE 5-1. Configuring Pop-up Notifications for Blocked Files

WHERE TO ACCESS THE SETTING

n section of the
agent Setup.ini file.

SETTING DeFAULT BEFORE AGENT AFTER AGENT
DEPLOYMENT DEPLOYMENT
Enable the Disabled Customize the Use agent Command
notification BlockNotificatio | Line Interface to

issue a
blockedfilenotifi
cation command.

Request for
administrator
password when

Enabled (if the
notification feature is
enabled)

Not supported

closing the
notification

Display event
details (file
name, file path,
and event time)

Customize the
notification title
and message

Title: Application
Blocked

Message: A
program has been
blocked by Trend
Micro Safe Lock.
Please contact your
help desk or
administrator.

Not supported

Not supported

About the Agent Console

The agent console provides easy access to commonly used features in Trend Micro Safe
Lock.
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Irend Micro Safe Lock TXOne Edition (Logged in as Administrator)

Safe Lock
o_ Overview > Application Lockdown On | |
This system is only able to access applications that e
Approved List are in the Approved List
Bassword
Settings l [ Tur Application Lockd cwe OFf I |__°
About
Application Lotkdown oh since: S1420181:43:49 Py __o
Euploit Pravention; Enabled{Partld __o
MUmoer ofapproved applications: 8611
Approvad List last updatad on: 51312010 2 20:04 Ph __o
Last application blocked on SNA2019 100 437 A ]
License expires on: Unlirnited ___o

Copyright & 2013 Trend kcro Incorporat=d. Allrights reserred.

FIGURE 5-1. The Safe Lock console

The following table describes the features available on the console:

TABLE 5-2. Console Feature Descriptions

# ITEM DESCRIPTION
1 Overview Display the software status
Approved List Display applications allowed to run and let users

manage the list

Password Change the Safe Lock administrator or Restricted
User passwords (only available to administrators)

Settings Enable or disable vulnerability protection settings
and export or import the system configuration

About Display the product and component version
numbers
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# ITEM

DESCRIPTION

2 Status information

The current status of the software

3 Turn Application
Lockdown On

Lock down the system, blocking applications not on
the Approved List from running

Turn Application
Lockdown Off

Release the system from lock down, allowing
applications not on the Approved List to run

ﬁ Note

After disabling Lockdown mode, Safe Lock
Intelligent Manager switches to a “monitor”
mode. Safe Lock Intelligent Manager does not
block any applications from running, but logs
when applications that are not in the
Approved List run. You can use these logs to
assess if the Approved List contains all the
applications required on the endpoint.

4 Application Lockdown
on since

The date and time that Application Lockdown was
last turned on

Application Lockdown
off since

The date and time that Application Lockdown was
last turned off

5 Exploit Prevention

Enabled: All Exploit Prevention features are
enabled

Click the status to open the settings screen.

Enabled (Partly): Some Exploit Prevention features
are enabled

Click the status to open the settings screen.

Disabled: No Exploit Prevention features are
enabled

Click the status to open the settings screen.
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# ITEM DESCRIPTION

6 Approved List status Click the number of Approved List items or last
updated date to open the Approved List.

Click the last application blocked date to open the
Blocked Application Event Log.

7 License expires on The time and date that the software expires

Click the date to provide a new Activation Code.

Viewing Safe Lock Statuses

You can view your Safe Lock statuses as indicated by the system tray icons.

ﬁ Note

System Tray icons display if they were enabled during installation.

TABLE 5-3. Status Icon Descriptions

CONSOLE SYSTEM TRAY STATUS DESCRIPTION
Icon Icon

Locked The Approved List is being

. enforced. Unauthorized
' applications cannot be run.

Unlocked The Approved List is not being
enforced. Unauthorized
' \ applications can be run.
1
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CONSOLE
IcoN

SYSTEM TRAY
IcoN

STATUS

DESCRIPTION

v/

¥

Locked and in
Maintenance
Mode

In Maintenance Mode with the
Approved List enforced. All
applications can be run.

—"
Unlocked and In Mainteance Mode without
in Maintenance | Approved List enforced. All
'ﬁ Mode applications can be run.

N/A Expired The Safe Lock license has
expired, and the system cannot
be locked. Update the Activation
Code by clicking on the expiration
date.

N/A Blocked The Safe Lock has blocked and

prevented an unapproved
application not from running or
making changes to the managed
endpoint.

About the Approved List

Use the Approved List to display the files that Safe Lock allows to run or make changes
to the endpoint.
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Trend Micro Safe Lock TXOne Edition

Approved List || |ﬂ _e
O Application Full Fath Date Hash Match His
| | | AUTOEREC BAT | CHAUTOEREC BAT 18 15 LE]
[ COMFIG.EYS CACONFIG.8YS B/22/2019 1:67: da
O storePwd exe CaDocuments and SettingsiAdm B8I22/2019 1 47 76
O unattend.crmd CiDocuments and SettingsiAdm... S/22/20191:57.... 161l
] upgrader gxe CiaDocurnents and Settingsiadm.. 8222018 1:57:.. 28
0 prstslsye CiDocurnents and SettingsiAdm.. 82272019 1:67:.. af
F PYSCSi.sys CiADocuments and Settingsiidm B8/22/20191:57 76
L] wMscsi.sys CiDocuments and SettingsiAdm...  S/22/20191.57.... 30
[l WhtwareToolsU..  CiDocuments and Seftingsiadm... 82272019 1.57... 28
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FIGURE 5-2. The Safe Lock Approved List

The following table describes the features available on the Approved List.

TABLE 5-4. Approved List Item Descriptions

# ITEM DESCRIPTION

1 Add Item/Delete Item | Adds or removes selected items to or from the
Approved List.

2 Search bar Searches the Application and File Path columns.

3 Check Hash/Update | Checks or updates the hash values for applications in
Hash the Approved List.

4 Export/Import Exports or imports the Approved List using a SQL
database (. db) file.

5 Copy to Clipboard Copies the Approved List to the clipboard in the comma
separated values (CSV) format for easy review or
reporting.
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About Hashes

Safe Lock calculates a unique hash value for each file in the Approved List. This value
can be used to detect any changes made to a file, since any change results in a different
hash value. Comparing current hash values to previous values can help detect file
changes.

The following table describes the hash check status icons.

TABLE 5-5. Hash Check Status Icons

Icon DESCRIPTION

o The calculated hash value matches the stored value.

The calculated hash value does not match the stored value.

o There was an error calculating the hash value.

Moving or overwriting files manually (without using the Trusted Updater) can result in
the hash values not matching, but the mismatch could result from other applications
(including malware) altering or overwriting existing files. If unsure why a hash value
mismatch has occurred, scan the endpoint for threats.

Checking or Updating Hashes

Checking the hash value of files in the Approved List can help verify the integrity of files
currently permitted to run.

Procedure

1. Open the Trend Micro Safe Lock console using the desktop icon (if available) or
the Start menu by clicking All Programs > Trend Micro Safe Lock.

2.  Provide the password and click Login.

3.  Click the Approved List menu item to open the list.

To check the file hash values:
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a.  Select the files to check. To check all files, select the check box at the top of
the Approved List.

b. Click Check Hash.

To update the file hash values:

a.  Select the files to update.

b.  Click Update Hash.

O Important
oy

If unsure why a hash value mismatch has occurred, scan the endpoint for threats.

Configuring the Approved List

After setting up the Approved List, users can add new programs by clicking Add Item,
which displays the options in the following table.

TABLE 5-6. Methods for Adding Applications to the Approved List

OPTION

WHEN TO USE

Manually browse and
select files

Choose this option when the software already exists on the
endpoint and is up-to-date. Adding a file grants permission to
run the file, but does not alter the file or the system.

For example, if Windows Media Player (wmplayer.exe) is not
in the Approved List after initial setup, users can add it to the
list using the console.

Automatically add files
created or modified by
the selected
application installer
(Trusted Updater)

Choose this option when you need to update or install new
applications to your managed endpoint without having to
unlock Trend Micro Safe Lock. Trend Micro Safe Lock will
add any new or modified files to the Approved List.

For example, if Mozilla Firefox needs to be installed or
updated, select this option to allow the installation or update,
and also add any files created or modified in the process to
the Approved List.
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Adding or Removing Files

Procedure

1. Open the Trend Micro Safe Lock console using the desktop icon (if available) or
the Start menu by clicking All Programs > Trend Micro Safe Lock.

2.  Provide the password and click Login.
3.  Click the Approved List menu item to open the list.
To add an item:
a.  Click Add Item, select Manually browse and select files, and click Next.

b.  In the window that opens, choose Specific applications, All applications in
selected folders, or All applications in a specified path from the drop-
down list.

A selection window appears.
c.  Select the desired application or folder to add, and click Open or OK.
d. Click OK. Confirm the items to be added, and click Approve.
e.  After adding the desired items to the Approved List, click Close.
To remove an item:
a.  Search the Approved List for the application to remove.

b.  Select the check box next to the file name to be removed, and click Delete
Item.

c.  When asked to remove the item, click OK.

d.  Click OK again to close the confirmation window.

Updating or Installing Using the Trusted Updater

Trend Micro Safe Lock automatically adds applications to the Approved List after the
Trusted Updater adds or modifies the program files.
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Procedure

1. Open the Trend Micro Safe Lock console using the desktop icon (if available) or
the Start menu by clicking All Programs > Trend Micro Safe Lock.

2.  Provide the password and click Login.
3.  Click the Approved List menu item to open the list.

4. To install or update an application, select the installer that the Trusted Updater
should temporarily allow to run:

a.  Click Add Item, sclect Automatically add files created or modified by the
selected application installer, and click Next.

b.  In the window that opens, choose Specific installers, All installers in
folders and subfolders, or All installers in a folder from the drop-down
list.

c.  Select the desired installation package or folder to add, and click Open.

ﬁ’ Note

Only existing EXE, MST, BAT, and CMD files can be added to the Trusted
Updater.

d.  Check that the correct items appear on the list, and click Start.

The Safe Lock Trusted Updater window displays.
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Trend Micro Safe Lock TXOne Edition

Launch the approved installers and updaters now. After they
finish, click the Stop button.

Stop

FIGURE 5-3. The Safe Lock Trusted Updater

5. Install or update the program as usual. When finished, click Stop on the Trusted
Updater.

6.  Check that the correct items appear on the Approved List, and click Approve, and
then click Close.

Exporting or Importing the Approved List

Users can export or import the as a database (. db) file for reuse in mass deployment
situations. Copy to Clipboard creates a CSV version of the list on the Windows
clipboard.

ﬁ WARNING!

The operating system files used by the exporting and importing endpoints must match
exactly. Any difference between the operating system files on the endpoints can lead to
operating system malfunctions or system lock-out after importing;
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Procedure

1. Open the Trend Micro Safe Lock console using the desktop icon (if available) or
the Start menu by clicking All Programs > Trend Micro Safe Lock.

2.  Provide the password and click Login.
3.  Click the Approved List menu item to open the list.
To export the Approved List:
a.  Click Export, and choose where to save the file.
b.  Provide a filename, and click Save.
The exported file includes the following information:
+  File full path
. File hash value
+  Additional notes
+  Last update time
To import an Approved List:
a.  Click Import, and locate the database file.

b.  Select the file, and click Open.

Account Types

Trend Micro Safe Lock Intelligent Manager provides role-based administration, allowing
administrators to grant users access to certain features on the main console. Through
the configuration file, Safe Lock administrators can specify the features available to the
Restricted Users account.
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TABLE 5-7. Safe Lock Accounts

ACCOUNT DETAILS

Administrator «  Default account
. Full access to Safe Lock functions

«  Can use both the console and command line interface
(CLI)

Restricted User - Secondary maintenance account
- Limited access to Safe Lock functions

«  Can only use the console

To enable the Restricted User account, see Configuring Passwords on page 5-18. To sign in
with a specific account, specify the password for that account.

Configuring Passwords

While the Safe Lock administrator and Restricted User passwords can be changed from
the console, only the administrator can change passwords. To log on the console as the
administrator account, provide the administrator password when launching the console.

O Important
L *

The Safe Lock administrator and Restricted User passwords cannot be the same.

Procedure

1. Open the Trend Micro Safe Lock console using the desktop icon (if available) or
the Start menu by clicking All Programs > Trend Micro Safe Lock.

2.  Provide the Safe Lock administrator password and click Login.
3. Click the Password menu item to display the administrator password page.

To change the Safe Lock administrator password:

a.  Provide the current password, specify and confirm the new password, and
click Save.
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WARNING!

The only way to recover after losing the Safe Lock administrator password is by
reinstalling the operating system.

To create a Restricted User password:

a.  Click Restricted User at the top of the console.
b.  Seclect the Enable Restricted User check box.

c.  Specify and confirm the password, and click Save.
To change an existing Restricted User password:

a.  Specify and confirm the new password, and click Save.

About Feature Settings

Safe Lock offers the following protection features.
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Trend Micro Safe Lock TXOne Edition (Logged in as Administrator)

Safe Lock

FE&

@) 1rene | SLxOne

Cverview
Approved List
Password

Settings >

About

= Intrusion Prevention

= Execution Prevention

= Application Lockdown
= [[]Write Protection

= Device Control

= Other

[[1USB Malware Protection
Metwark Yirus Protection

[ Memory Randomization {requires rebaoaof)
[1DLL Injection Prevention

[1API Hooking Prevention

DLUDriver Lockdown

[w] Stript Lockdown

[]Fileless Attack Prevention

[[]Storage Device Blocking

[ Intearity Manitaring

[ Export Settings ] ’ Import Settings ]
FIGURE 5-4. Safe Lock settings screen
TABLE 5-8. Intrusion Prevention
SETTING DESCRIPTION

USB Malware Protection

USB Malware Protection prevents automated threats on USB
or remote drives from infecting the endpoint. Just viewing the
contents of the drive may be enough to pass along an
infection.

Enable this feature to prevent files on USB devices from
automatically infecting the endpoint.

Network Virus Protection

Network Virus Protection scans incoming and outgoing
network traffic, blocking threats from infected computers or
other devices on the network.

Enable this feature to prevent threats on the network from
infecting the endpoint.
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TABLE 5-9. Execution Prevention

SETTING

DESCRIPTION

Memory Randomization

Address Space Layout Randomization helps prevent
shellcode injection by randomly assigning memory locations
for important functions, forcing an attacker to guess the
memory location of specific processes.

Enable this feature on older operating systems such as
Windows XP or Windows Server 2003, which may lack or
offer limited Address Space Layout Randomization (ASLR)
support.

Note

The endpoint must be restarted to enable or disable
Memory Randomization.

DLL Injection Prevention

DLL Injection Prevention detects and blocks API call
behaviors used by malicious software. Blocking these threats
helps prevent malicious processes from running.

Never disable this feature except in troubleshooting situations
since it protects the system from a wide variety of serious
threats.

API Hooking Prevention

API Hooking Prevention detects and blocks malicious
software that tries to intercept and alter messages used in
critical processes within the operating system.

Never disable this feature except in troubleshooting situations
since it protects the system from a wide variety of serious
threats.
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TABLE 5-10. Application Lockdown

SETTING

DESCRIPTION

DLL/Driver Lockdown

DLL/Driver Lockdown prevents —
unapproved DLLs or drivers
from being loaded into the
memory of protected endpoints.

oy

Script Lockdown

Script Lockdown prevents
unapproved script files from
being run on protected
endpoints.

Write Protection

Write Protection prevents write

Important

To enable DLL/Driver
Lockdown, Script
Lockdown, Write
Protection, or Fileless
Attack Prevention,
ensure that
Application Lockdown
is also enabled on the
managed endpoint.

access to objects (files, folders,
and registry entries) in the Write
Protection List and optionally
prevents write access to files in
the Approved List.

Fileless Attack
Prevention

Fileless Attack Prevention
detects and blocks unapproved
process chains and arguments
that may lead to a fileless attack
event.

TABLE 5-11. Device Control

SETTING

DESCRIPTION

Storage Device Blocking

managed endpoint.

Blocks storage devices, including USB drives, CD/DVD
drives, floppy disks, and network drives from accessing the
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TABLE 5-12. Other

SETTING DESCRIPTION

Integrity Monitoring Integrity Monitoring logs events related to changes for files,

folders, and the registry on the managed endpoint.

ﬁ Note

To view Integrity Monitoring logs on the managed
endpoint, go to Start > Control Panel >
Administrative Tools and access Event Viewer.

Enabling or Disabling Feature Settings

ﬁ Note

By default, Trend Micro Safe Lock enables the DLL/Driver Lockdown and Script
Lockdown features of the Exploit Prevention settings. If Network Virus Protection was
not included in the initial installation, it cannot be selected. Reinstall Trend Micro Safe
Lock if Network Virus Protection is not available. Trend Micro

Procedure

1. Open the Trend Micro Safe Lock console using the desktop icon (if available) or
the Start menu by clicking All Programs > Trend Micro Safe Lock.

2.  Provide the password and click Login.

3. Click the Settings menu item to configure Exploit Prevention settings.

4. Enable or disable the desired features.

Click Save.
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Chapter 6

Using the Agent Command Line
Interface (CLI)

This chapter describes how to configure and use Trend Micro Safe Lock using the
command line interface (CLI).

Topics in this chapter include:

Using SL.Comd at the Command Line Interface (CLI) on page 6-2
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Using SLCmd at the Command Line Interface

(CLI)

Administrators can work with Trend Micro Safe Lock directly from the command line

interface (CLI) using the SLCmd . exe program.

Procedure

1.  Open a command prompt window with Windows administrator privileges.

2. Navigate to the Trend Micro Safe Lock installation folder using the ed command.

For example, type the following command to reach the default location:

cd /d "c:\Program Files\Trend Micro\Trend Micro Safe Lock\"

3. Type sLCmd.exe.

SLCmd Program and Console Function Comparison

The following table lists the Trend Micro Safe Lock features available in SLCmd

program and the Safe Lock console program..

TABLE 6-1. SLCmd Program at the Command Line Interface (CLI) and Console

Function Comparison

SLCMD PROGRAM AT THE

FUNCTION COoMMAND LINE CONSOLE
INTERFACE (CLI)
Account Management Yes Yes
Approved List Management Yes Yes
Decrypt/Encrypt configuration file Yes No
Display the blocked log Yes Yes
Export/Import Approved List Yes Yes
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SLCMD PROGRAM AT THE
FUNCTION CoMMAND LINE CONSOLE
INTERFACE (CLI)

Export/Import configuration Yes Yes
Install Yes Yes
Windows Update Support Yes No
Application Lockdown Yes Yes
Write Protection Yes Yes
Write Protection Exceptions Yes No
Integrity Monitoring Yes Yes
Exception Paths Yes No
License Management Yes Yes
Administrator password Yes Yes
Turn on/off Application Lockdown Yes Yes
Enable/disable pop-up notifications for Yes No
blocked files

Start/Stop Trusted Updater Yes Yes
Trusted Hash List Yes No
Start/Stop the service Yes No
Uninstall No No
Storage Device Control Yes Yes
Fileless Attack Prevention Yes Yes
Add Trusted USB Device Yes Yes
Configure Maintenance Mode Yes No
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Not all settings are available through the comman