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Preface

Preface

Welcome to the Trend Micro™ Encryption for Email User’s Guide. It contains
information about product settings and features.

Topics in this section include:
. Trend Micro™ Encryption for Email Documentation on page vi
« Audience on page vi

*  Document Branding on page vi

»  Document Conventions on page vii
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Trend Micro™ Encryption for Email
Documentation

The Trend Micro Encryption for Email documentation consists of the following:

Online Help: Helps you configure all features through the user interface. You can
access the online help by clicking the Encryption for Email tray icon and selecting Help
from the menu.

User’s Guide: Helps you plan for deployment and configure all product settings.

Readme File: Contains late-breaking product information that might not be found in
the other documentation. Topics include a description of features, installation tips,
known issues, and product release history.

The Uset’s Guide and readme are available at:

http://docs.trendmicro.com/en-us/enterprise/trend-micro-encryption-for-email.aspx

Audience

This document is targeted towards new users of Encryption for Email, including system
administrators, operators, sensitive content contributors, information security staff,
executives, and users with other specific roles.

In order to use Encryption for Email, you need to be familiar with web browsers and
web-based user interfaces.

Document Branding

This document, including the images displayed herein, as an example, has been branded
for use by Trend Micro. The look and feel of your documentation and user interface will

appear differently depending on your company’s branding requirements.



http://docs.trendmicro.com/en-us/enterprise/trend-micro-encryption-for-email.aspx

Preface

Document Conventions

To help you locate and interpret information easily, the documentation uses the
following conventions.

CONVENTION/TERM DESCRIPTION
UPPER CASE Acronyms, abbreviations, and names of
certain commands and keys on the
keyboard.
Bold Menus and menu commands, command

buttons, tabs, options, and tasks.

Italics References to other documents.

Monospace Sample command lines, program code,
Web URLs, file names, and program
output.

], Note Configuration notes.
Q Tip Recommendations or suggestions.
; WARNING! Critical actions and configuration options.
Navigation > Path The navigation path to reach a particular

screen. For example, Scans > Manual
Scans, means, click Scans, and then click
Manual Scans on the interface.







Chapter 1

Introducing Encryption for Email

Topics include:
System Requirements on page 1-2
Installing Encryption for Email on page 1-4

Protecting Y our Email Address on page 1-20

Checking for Updates on page 1-24
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Introduction

Trend Micro Encryption for Email is a user-friendly, high-level privacy system.

If you know someone’s email address, you have all the information you need to send
them a message, safe in the knowledge that only they will be able to read it. You simply
click a button and send your email as usual.

Also included in the system are digital signatures so that your recipient knows that the
message has come from you and has not been tampered with. File attachments are
protected along with your email message, and you can send messages in plain text, Rich
Text Format (RTF), or HTML.

ﬁ Note

This system is completely safe. At no point do Trend Micro employees have access to the
content of your email messages.

System Requirements

The following sections list the hardware and software requirements for using Encryption
for Email.

Hardware and Operating System
Minimum computer requirements:

. Intel Pentium 800MHz processor

. 256MB RAM required, 512MB recommended
«  50MB available disk space

Supported operating systems:

+  Microsoft Windows XP 32-bit SP3 (English) Home, Professional, Media Center

+  Windows Vista 32-bit and 64-bit SP2 (English) Home Basic, Home Premium,
Business, Enterprise, Ultimate
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+  Windows 7 32-bit and 64-bit SP1 (English) Home Basic, Home Premium,
Professional, Enterprise, Ultimate

. Windows 8 32-bit and 64-bit, Windows 8 32-bit and 64-bit Pro, Enterprise

. Windows 8.1 Update 1 32-bit and 64-bit, Windows 8.1 Update 1 32-bit and 64-bit
Pro, Enterprise

Email Clients

You must have one of the following email programs to encrypt email messages with
Encryption for Email:

. Microsoft Outlook 2007, 2010, or 2013 (all 32-bit, English)
+  Windows Live Mail 2009, 2011, or 2012 32-bit (English)
Encryption for Email supports the following web-based email clients:
. Gmail (English)

Hotmail (English)

*  Yahoo Mail (English)

Web Browsers

Encryption for Email supports the following web browsers:

*  Microsoft Internet Explorer: 7 (x86-32), 8 (x86-32, x86-64), 9 (x86-32, x86-64),
10(x86-32), 11(x86-32)

Movilla Firefox: 3.6 (x86-32), 4.0 (x86-32), 5.0, 12.0, 13.0 (x86-32), 29.0 (x86-32)

Mobile Operating Systems

Zero Download supports the following mobile operating systems and their built-in
browsers:

. AppleiOS: 4.28,4.33,5.0, 6.0, 7.1.1
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+  RIM Blackberry: 6.6.0.86, 7.0

. Google Android: 2.2,2.3,2.3.4, 4.0.4,4.1.2, 4.2.2, 4.3, 4.4.2

Installing Encryption for Email

The installation is a three-stage process as follows:
1. Download the Encryption for Email software
2. Complete the Installation Wizard

3.  Protect Your Email Address

Downloading the Encryption for Email Software

The Trend Micro Encryption for Email installation package is available for download
from the Trend Micro Download Center.

Procedure
1. Navigate to:

http://downloadcenter.trendmicro.com/index.php?prodid=88

The Trend Micro Encryption for Email download screen opens.

2. In the File Name column, click the Trend Micro Encryption for Email link.
Your browser prompts you to save or run the file.

3. Click Save and specify a local folder.

Your browser saves the Encryption for Email to your computer.

4.  Double-click the installation program (TMEE . exe).



http://downloadcenter.trendmicro.com/index.php?prodid=88
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The Windows Security Warning screen appears.

Open File - Security Warning

Do you want to run this file?

Mame: TMEEC. exe
Publizher: Trend Micro, Inc.

Type:  Application

Fram: CHiDacuments and SettingsiadminiskrakariDeskkop

Bun ]| Cancel |

Alwayz azk before opening this file

Wwhile files from the Internet can be useful, thiz file tppe can
g potentially harm your computer. Only run software from publizhers
youl frust. What's the risk?

Ficure 1-1. The Security Warning screen

ﬁ Note

To view Encryption for Email digital signature information, click the Trend Micro,
Inc. link next to Publisher.

5. Click Run.
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The Installation Wizard splash screen displays and Trend Micro Encryption for
Email examines your system environment to verify whether it meets the minimal
installation requirements.

Encryption for Email

”} TEEEE Please wait

Ficure 1-2. The Installation Wizard splash screen
«  If the computer does not meet the minimal requirements, the installation
stops.

. If the computer meets the minimal requirements, the Installation Wizard
statts.

+  Ifyour system currently has an installation of Microsoft Outlook Express

with an Encryption for Email plug-in, the installer displays a message
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informing you that Outlook Express is no longer supported, along with a link

to download Windows Live Messenger.

“ Trend Micro Encryption for Email

use Windows Live Mail -- a free supported program that is
part of Windows Live Essentials,
Migrating ko Live Mail has never been easier,

Cuklook Express is no longer supported, Instead, you can
' "_n.
L

Install | | Close

Ficure 1-3. Outlook Express is no longer supported

Click Install.

The installer checks to see if you have the latest Microsoft Outlook service pack

and, if not, recommends that you install it.

Trend Micro Encryption for Email

v
s

! "3 This is available free of charge fram http: ffofficeupdate. microsoft . com).

Conkinue with the installation?

Yes ] [ Mo

‘e recommend that vou upgrade to the latest Outlook service pack before continuing.

Ficure 1-4. Outlook service pack reminder
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7. If you see the Outlook service pack reminder, click No to exit the installation.
Install the latest Outlook service pack and then restart the Encryption for Email
installation program.

Completing the Installation Wizard

The Encryption for Email Installation Wizard helps you to install the software quickly
and easily.

ﬁ Note

Before installing Encryption for Email, ensure that you have closed Microsoft Outlook and
Microsoft Word and that you have an active connection to the Internet.

Procedure

1. Follow the steps shown in Downloading the Encryption for Email Software on page 1-4.
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The License Agreement screen appears.

r

“ Trend Micro Encryption for Email v5.8

Licence Agreement -,
D
Flease read the Following licence agreement carefully, 64 Ia EE H

Flease select vour country From the list: United States b |

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERVICES BY
BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND
CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and Services
Date: May 2010
English/Multi-country

1. Scope. This Agreement applies to all Trend Micro software ("Software”), services sold as
standalone products ("Standalone Services") and serice components of Software ["Senvice
Corponents" sold to small and mediurm business ("SMEB" and large enterprises ["Enterprise”).
Standalone Services and Service Components are collectively referred to as "Services”. Thig
Agreement shall also apply to Trend Micro Encryption for Email {("TMEE" for personal use. The term
"Software” as used herein shall include TMEE. Professional or expert service offerings are governed

()T accept the kerms in the licence agreement!

()1 do nat accept the terms in the licence agreement

[ Cancel H Mexk =

Ficure 1-5. The License Agreement screen
2. Select your home country from the list shown.

3. Select I accept the terms in the license agreement and click Next.
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The License Product screen appears.

r

“ Trend Micro Encryption for Email v5.8

License Product
- f», TREND.
Please enter vour 31 character activation code below, MICRO

() Home user {non-commercial use)
() Enter ackivation code I

[ < Back. ][ Cancel H Mexk =

Ficure 1-6. The License Product screen
4.  Sclect your license type as follows:

+  Home user (non-commercial use): Select this option if you are a home user
or if you are installing Encryption for Email for non-commercial use.

«  Free 30-day trial: Select this option if you are installing on a trial basis.

. Enter activation code: If you have purchased Encryption for Email, select
this option and type your activation code.

See Licensing Options on page 1-19 for more information about license types.

5. Click Next.
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The Destination Folder screen appears.

r

“ Trend Micro Encryption for Email v5.8

Destination Folder -
; : _ _ _ _ 9, TREND.
Click Mext to install to this Folder, or click Change to install to a different folder, MICRO

D Install ka:
I
C:\Program Files\ Trend Micro\Encryption For Email|,

[ < Back. ][ Cancel H Mexk =

Ficure 1-7. The Destination Folder screen

ﬁ Note

To change the installation path, Click Change....

6. Click Next.
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A screen appears showing the progtess of the installation.

r

“ Trend Micro Encryption for Email v5.8

Installing Encryption for Email -
. 9, TREND.
The program Features you selected are being installed, MICRO

Flease wait while Encryption For Email is installed and configured on wour swstem.

Skatus:
Installing packages ...

(ESRAARRRRRRRAATE )

Ficure 1-8. The installation progress screen

Click Next.
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The Protect Email Address screen appears.

r
) Protect Email Address

| Protect Email Address

Enter the email address that wou will use to send and receive encrypted messages.

Email Address Settings

Erpail | name@email.com |

Confirm | narme@email.com |

[ < Back. ][ Cancel H Mexk =

Ficure 1-9. The Protect Email Address screen
8. Type and confirm your email address in the fields provided.

9. C(lick Next.
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The Gathering Information (Step 1 of 2) screen appears.

i =
“ Protect Email Address FEI
Gathering information... .
Step 1 of 2 ; Email address and password ”“ IEEQ E‘

Email ddress Settings
Encryption for Email is an email security product so we need to know which email
address you want to protect,

e | [@

Confirm | |

Password Settings
‘our password should be memoarable ko wou but
hard For other people ko guess,

Password | |
1
I

Confirm |

Minimum length: 7 characters

Cancel

Ficure 1-10. The Gathering Information (Step 1 of 2) screen

To register your first “identity” with Encryption for Email, you must set up your
email address and password.

ﬁ Note

Depending on how you set up your account with your service provider, your
registration process may complete at this step.

10. In the Email Address Settings section, type and confirm your email address in
the fields provided.




Introducing Encryption for Email

11.  In the Password Settings section, type and confirm your email address in the
fields provided.

ﬁ Note

Watch the password strength meter to the right of the password fields to ensure that
you create a strong password that is difficult for a hacker to crack.

12. Click Next.

The second Gathering Information screen appears.

i Protect Email Address: E

Gathering information...

Step 2 of 2 1 Security questions f , / IRIEQ B

Specify an identification word. Upon seeing vour identification word, vou can be assured that it is safe
to bype the answers ko your security questions.

Identification word | mashed patatoes

Answers must be at least three characters long.

Question 1 i Please tell us the name of a bar [ restaurant that is memorable ko you?

Answer ¢ Johnny's Pub

Question 2 1| What is the airspeed velocity of an unladen swallaw?

Answer | hat do you mean: African or European?

Question 3 :EWhat was your first car?

Answer ! Herbie

[ < Back ][ Cancel H Mextp

Ficure 1-11. The Gathering Information (Step 2 of 2) screen

13. Type an identification word in the Identification word field.




Trend Micro Encryption for Email User’'s Guide

ﬁ Note

Your identification word is displayed whenever you sign in to the Encryption Portal
or Zero Download website. It helps you to verify that you are not viewing a phishing

site.

14. Select a question from the Question 1 drop-down list and type your answer in the
Answer field. See Security Questions and Answers on page 1-18 for information about
why you need to set up these question/answer pairs.

Repeat for questions 2 and 3.

Note

Completing this information does not register the product.

15. Click Next.
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Encryption for Email sends an activation email to the specified email address and
prompts you to access it

r

) Protect Email Address: tmee. user@gmail.com

An email is on its way...

Flease check the email for information on how to complete ”J I? E§ E‘
the protection process.

‘We have sent an activation email bo

Click Open Email to open vour mailbox to view wour email
message from registration@privatepost, com. Follow the
instructions and vou will be secured.

Email Client: Outlook Express

Ficure 1-12. Activation email sent

16. Click Open Email to open your email client, and then click the activation link in
the activation email.

Tip
If you do not receive the activation message within a minute, check your Spam folder.
Mail servers often send this type of messages to the Spam folder.

17. Encryption for Email completes the registration process.
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r
I Protect Email Address

‘our email address is now secured. You will be asked to type

wour password when reading encrypted messages that bear this
symbaol:

Please recommend us to your contacts, The more of them that
use encryption, the safer vour email will be,

< Back.

Mexk =

Ficure 1-13. Registration complete

You can now begin sending encrypted messages and decrypting (reading) messages
sent to you at the email address that you just registered.

Security Questions and Answers

When installing Encryption for Email and when registering an email, you must select
and answer three security questions. Select questions and answers that you can
remember easily, because you need to answer these questions again:

When you sign in to the Encryption Portal website, as described in Signing in fo the
Encryption Portal Website on page 5-2.
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+  When you sign in to the Zero Download website to read encrypted messages on a
computer that does not have the client installed, as described in Using the Zero
Download Reader on page 3-2.

. If you forget your password and need to reset it.

The “identification word” displayed on the Security Questions screen is the one that
you specified when you first registered this email address with Encryption for Email.
The identification word assures you that the server that you are connecting to is actually
the Encryption for Email server.

Licensing Options

Commercial users have a number of licensing packages available to them, including
batch licensing. Contact your authorized Encryption for Email representative for
additional information on a licensing package that best suits your commercial needs.

. Trial basis

If you are installing Encryption for Email on a trial basis, select Free 30-day trial
when the License Type screen appears. When you select the free trial, you are
entitled to use Encryption for Email for up to 30 days. You can register up to five
email addresses on the same domain. For example:

+  adam@example.com
+  tess@example.com
+  polly@example.com
+  dan@example.com
+  ilsa@example.com

. Email address lockdown

The sixth email address on the domain and any additional addresses are “locked
down” such that you cannot encrypt messages for those addresses. After the trial
period expires, all the addresses registered during the free trial will be locked down.
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“Lockdown” means that an Encryption for Email account will no longer be able to
encrypt email messages. You can still decrypt email messages, but you cannot
encrypt them or use any of the other advanced features.

Protecting Your Email Address

Trend Micro Encryption for Email requites a registered email address in order to work.
When you register an email address, Encryption for Email acquites a set of encryption
keys that are unique to you and your registered and confirmed email address. Without
these keys, Encryption for Email cannot make your email private. For a more detailed
discussion, see Managing Encryption for Email Keys on page 4-10.

ﬁ Note

Your email address will only be used for the purpose of sending you account related
notifications, such as password reset or registration notification. It will not be used for
marketing purposes, nor sold to any other party. You will not receive spam as a result of
registering Encryption for Email.

You can register as many email addresses as you like. Each address will receive a new
private key each month. To save you time, the installation program registers the first
address for you.

When you install Encryption for Email, you automatically obtain your private key. Your
email address is then used as your unique email identity for use with the private
encryption key.

Registering Your Email Address

You may register an email address under several conditions and from different places,
for example:

+  When installing the software (as described in Completing the Installation Wizard on page

1-8)
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*  When clicking Protect Another Email Address from the Encryption for Email
system tray icon (i-) (as described in Registering on an Existing Encryption for Email
Installation on page 1-22)

+  When attempting to decrypt an encrypted email message sent to an unregistered
email address (as described in Registering on the Web on page 3-16)

You can install and obtain the Encryption for Email keys on one or mote computers.
See Using Encryption for Email on Multiple Computers on page 1-21 for more information
about using the software on more than one computer.

You need to register your email address to do any of the following:

«  Sign in to the Encryption Portal website to configure your personal options. See
Signing in to the Encryption Portal Website on page 5-2 for more about configurable
options.

+  Sign in to the Zero Download website to read encrypted email messages using a
web browser instead of using an installation of Encryption for Email. See Reading a
Private Email Message on page 3-4 for more about this method.

*  Register the same email addresses on another computer and perform an automatic
transfer of registrations.

Using Encryption for Email on Multiple Computers

It is possible to install and use Encryption for Email on more than one computer using
the same email address.

You might want to register on multiple computers if:

*  You are not a registered user and want to use a computer that has an installation of
Encryption for Email

*  You are a registered user but the computer you want to install on:
«  Does not have an installation of Encryption for Email

«  Already has an installation of Encryption for Email, which is registered to

another user
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Registering on an Existing Encryption for Email Installation

Use this process if you are not an existing Encryption for Email user but the computer
you want to use for Encryption for Email already has the software installed.

Procedure

1. Click the Encryption for Email icon (&) on the Windows system tray and click
Protect Another Email Address from the menu.

rokect snother Email Address

Clipboard
Windion

Forget Passwiord
Preferences

Check for Updates

Shutdown (N
Ly eyl Til1PM

Ficure 1-14. The Protect Another Email Address option on the Encryption for
Email menu

The Encryption for Email Protection Wizard opens.

2. Complete the Encryption for Email Protection Wizard. See Registering Your Email
Adedress on page 1-20 for help with completing the Wizard.
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Installing as an Existing User

Follow this process if you are an existing Encryption for Email user but the computer
you want to use does not have the Encryption for Email client installed.

Procedure

1. Install Encryption for Email, as discussed in Installing Encryption for Email on page 1-4.

2.  Type your registered email address and password in the fields provided. When you
type your email address, Encryption for Email detects that this address is already in
use and requires you to sign in to transfer the registration. After the registration has
been transferred, you begin to receive your private keys, as on the other computer.
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The Security Questions screen appears.

r

“) Protect Email Address:

Gathering information... -,
) TREND

Step 2 of 2 ¢ Security queskions

Identification word :| shooting stars

Question 1 :i ‘what was the name of your first pet? |

Answer :| | |

[ < Back. ][ Cancel Mexk =

Ficure 1-15. The Security Questions screen

3. In the Answer field, type the answer to the security question shown.
4.  Click Next.

5. Open your email and complete the process.

Checking for Updates

Encryption for Email provides a software update facility. There are a number of ways in
which this facility is invoked:
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. Periodic auto updates

. Manual updates

Periodic Auto Updates

Encryption for Email automatically checks your local files against files on the
Encryption for Email web server:

. 10 minutes after the Encryption for Email service starts (for example, 10 minutes
after you sign in)

+  Every 24 hours, if the Encryption for Email service is running continuously

This check runs in the background. You are only notified if there are updates available.
If an update requires that you restart your computer, Auto Update prompts you.

Manual Updates

You can check for updates to Encryption for Email manually whenever Encryption for
Email is running.

Procedure
1. Click the Encryption for Email icon (&) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.

2.  Seclect Check for Updates.

Viewing the Encryption for Email Modules from the About
Screen

Procedure

1. Click the Encryption for Email icon (&) in the Windows system tray.
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The Encryption for Email Tray Tool menu appears.
2.  Select About from the menu.
The About Encryption for Email screen appears.

3. Click Modules.

The Encryption for Email Modules screen appears, displaying a list of modules
and their version numbers.




Chapter 2

Using the Encryption for Email Client

Topics include:

. Using Encryption for Email on page 2-2

. Sending and Receiving Private Mail Using an Email Program on page 2-2
Encryption for Email Applications on page 2-8

. Using the Encryption for Email Tray Tool Menn on page 2-9

. Working with Files on page 2-31
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Using Encryption for Email
Encryption for Email effectively puts your email in an envelope, ensuring that only the
recipient reads it. Encryption for Email enables you to:

+  Send and receive private messages using a plug-in for your email program, as
described in Using Encryption for Email in Y our Email Program on page 2-2

Read private messages using a webmail service, such as Gmail, as described in Uszng
the Zero Download Reader on page 3-2

+  Read and write private files and information on your local hard disk, as described
in Using the Encryption for Email Tray Tool Menu on page 2-9

Sending and Receiving Private Mail Using an
Email Program
You can send and receive private messages and attachments using the Encryption for

Email Toolbar that integrates with Microsoft Outlook or Windows Live Mail to provide
enhanced features.

ﬁ Note

Trend Micro Encryption for Email no longer supports Microsoft Outlook Express. You
can easily update to Windows Live Mail on the Microsoft website.

Using Encryption for Email in Your Email Program

There are two toolbars that plug in to your email program when you have installed
Encryption for Email. They are:

«  The Encryption for Email Main Menu Bar: Displays in the main window of your email
client.

. The Encryption for Email Toolbar. Displays in the Send and Receive message screens.
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The Encryption for Email Main Menu Bar

The Encryption for Email Main Menu Bar appears on the main screen of your email
client. The features available on this menu are:

+  Preferences (sec Acessing the Preferences Screen on page 4-2)
My Private Addresses (sec My Private Addresses on page 2-13)

About (see The About Encryption for Email Window on page 4-19)

i ¢ Preferences & My Private Addresses | g .ﬂ'.l:u:-ulz_E

FiGure 2-1. The Encryption for Email menu bar

Note

The above Encryption for Email Main Menu Bar is from Microsoft Outlook 2007. The
appearance of this menu may vary depending on your email client and operating system.

The Encryption for Email Toolbar

The Encryption for Email toolbar appears on your Write and Read messages screens.
The features available on the toolbar vary according to whether you are:

Sending Private Messages and Attachments on page 2-3

«  About Reading Private Email on page 2-5

Sending Private Messages and Attachments

You can send private email messages using your email program. You can make email
messages and their attachments private in three ways:

Click Send Private on the Encryption for Email Toolbar

Click Make Private on the Encryption for Email Toolbar prior to sending the
message
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. Configure the Email Options to make new messages private by default, as
described in Preferences Screen Email Options Tab on page 4-4

ﬁ Note

If you are using Microsoft Outlook and have selected the Always check spelling before
sending option, you cannot use Send Private to send private messages. Turn off that
setting to use Encryption for Email.

The Encryption for Email Toolbar in the Write message window contains the following
functions:

+  Send Private: Makes the message and attachments private and sends the message

+  Make Private: Marks the message and attachments so that they will be made
private when the message is sent

i 4N Send Private ﬁ Make Private B

Ficure 2-2. The Encryption for Email Toolbar when composing an email message

ﬁ Note

The Encryption for Email Toolbar shown above is from Microsoft Outlook 2007. The
appearance of this toolbar may vary depending on your email client and operating system.

Sending a Private Email Using Send Private

Procedure

1. Inyour email program, click New to open a new message window.
2.  Type your message and add attachments if required.

3. In the Encryption for Email Toolbar, click Send Private.

Encryption for Email encrypts the message and sends the private email.
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ﬁ Note

Note: If you have not selected Enable remember of passwords in your Encryption
for Email Password Options, you must also enter your password before the email is
sent, as described in Preferences Screen Email Options Tab on page 4-4.

Sending a Private Email Using Make Private

Procedure

1. In your email program, click New to open a new message window.
2. In the Encryption for Email Toolbar, click Make Private.

3.  Type your message and add attachments if required.

4. Click Send in your email program.

Encryption for Email encrypts the message and sends the private email.

About Reading Private Email

You can open encrypted email messages and attachments sent to you as long as you
have registered your recipient email address.

Even if you do not have the private key, if you are connected to the Internet and you
have completed the registration for that email address, Encryption for Email gets the
key from the server on demand.

You can also Reply, Reply to All, and Forward private email. Any private email that
you receive remains private when replied to or forwarded. You can forward and reply
using the regular buttons in your email program.

The Encryption for Email Toolbar in the Read message window provides the following
functions:

+  Open/Show Envelope: Enables you to toggle between reading your private
message and hiding it behind the Encryption for Email envelope.

2-5
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+  Signature: Displays the digital signature details of the sender so that you can verify
that the sender name shown is the actual sender.

+  View Message Source: Displays the MIME code behind the email message. Short
for Multipurpose Internet Mail Extensions, MIME is a specification for formatting
non-ASCII messages so that they can be sent over the Internet.

: | s Show Erwelope |=, Signature gy View Message Source E

Ficure 2-3. The Encryption for Email Toolbar when reading private messages

ﬁ Note

The Enctyption for Email Toolbar shown above is from Microsoft Outlook 2007. The
appearance of this toolbar may vary depending on your email client and operating system.

Reading a Private Email Message

Procedure

1.  Open the message containing the text to read.
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The Encryption for Email: Please enter your password window appeats.

Fie -

Encryption for Email: Please enter your password

example@example, com |

Twpe your password below:

Forgok wour password?

Ficure 2-4. The Encryption for Email: Please Enter Your Password screen

Note

Note: If you have selected the Enable remember of password option (Preferences
> Password Options), the password window appears only when necessary.

2. If more than one email address is registered for the current installation, select your
email address from the list of available email addresses.

3. Type your password and click OK.

+  Ifyou have selected the Automatically open encrypted messages option
(Preferences > Email Options), the decrypted message content displays.

«  Ifyou did not select Automatically open encrypted messages, the message
opens showing the Trend Micro envelope.

4.  If the envelope is showing, click Open Envelope on the Encryption for Email
Toolbar.

2-7




Trend Micro Encryption for Email User’'s Guide

The message view switches to display the decrypted message content.

| Important contract information - Message (HTML) g@
! Fle Edk Wiew Insert  Format  Tools  Actioms  Help
i iReply | iReplyto Al | igyForward | 0| 3| W IS |0 X | & - % - A @ Q

|- Show Envelope |5, Signature i View Message Source ﬁ

Fram: example@examnple,com [Emile Email] Sent:  Tue 11/23/2010 4:23 PM
To
o
Subject:  Important contract information

examplezi@example.com [Emily Email]

Attachments: @Encrypted_l\ﬂessage.htm (15 KB}

Diear Emily,

The new figures for the ¥YZ contract are $23 million and $25 million, respectively.
Please give me a call as soon as possible to discuss.

Thanks,

Emile

Ficure 2-5. A decrypted message

Encryption for Email Applications

Encryption for Email consists of the following applications:

+  Encryption for Email Tray Tool, as desctibed in Using the Encryption for Email Tray
Tool Menu on page 2-9

+  Encryption for Email Protection Wizard, as described in Protecting Y our Enmail
Address on page 1-20

+  Encryption for Email Key Manager, as described in Managing Encryption for Email
Keys on page 4-10
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+  Encryption for Email Uninstaller, as described in Removing Encryption for Email on
page 5-6

After installing Encryption for Email, you can access each of these applications through
the Windows Start menu. You can also access the most commonly used Encryption for
Email applications from the Encryption for Email Tray Tool menu, as described in
Using the Encryption for Email Tray Tool Menu on page 2-9.

Opening an Application in Encryption for Email

Procedure
1.  Click Windows Start.
2.  Select All Programs > Trend Micro Encryption for Email.

3. Sclect the desired application.

Using the Encryption for Email Tray Tool Menu

Using the Encryption for Email Tray Tool menu, you can perform several functions.
The menu contains the following choices:

«  About, as described in The About Encryption for Email Window on page 4-19
Help, opens the Online Help
* My Private Addresses, as described in My Private Addresses on page 2-13

Protect Another Email Address, as described in Protecting Y our Email Address on
page 1-20

«  Change Your Password, as described in Changing Your Password on page 2-16
. Clipboard, as described in Working with the Clipboard on page 2-17

+  Window, as described in Working with Windows on page 2-25

+  Forget Password, as described in Removing Cached Passwords on page 2-26
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«  Preferences, as described in Accessing the Preferences Screen on page 4-2
Check for Updates, as described in Checking for Updates on page 1-24
«  Shutdown, as described in Closing Encryption for Email on page 2-27

Additional menu options are available through the Encryption for Email Tray Tool
Advanced menu, as desctibed in The Encryption for Email Tray Tool Advanced Menu on page
2-11.

Opening the Encryption for Email Tray Tool Menu

Procedure
+  In the Windows system tray, click the Encryption for Email icon (i)

The Encryption for Email Tray Tool menu appears.

About. ..

Help

My Private Addresses

Prokect another Email Address
Change Your Passwiord

Clipboard

A

Forget Password
Preferences

Check for Updates

Shutdawn L
T ETT 5:35 PM

W

Ficure 2-6. The Encryption for Email Tray Tool menu
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The Encryption for Email Tray Tool Advanced Menu

The Encryption for Email Tray Tool Advanced menu provides access to commands
used by Encryption for Email Support for diagnostic purposes.

The advanced menu contains these additional menu choices:
. Status, as described in The Encryption for Email Status Screen on page 2-28

Key Manager, as described in Managing Encryption for Email Keys on page 4-10
«  Support Tools, as described in Support Tools on page 2-12

Opening the Encryption for Email Tray Tool Advanced Menu

Procedure

«  Hold down the Ctrl key and click the Encryption for Email icon (i-) in the
Windows system tray.
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The Encryption for Email Tray Tool Advanced menu appeats.

Help

My Private Addresses

Prokect Another Email Address
hange Your Password

Clipboard

Eaorget Passward
Preferences

key Manager
Check For Updates

Support Tools

Ficure 2-7. The Encryption for Email Tray Tool Advanced menu

Support Tools

The Encryption for Email Tray Tool Advanced menu includes a parent menu called
Support Tools. It contains the following two items:

+  Diagnostic Tool

. Trace Log
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You do not need to use these options to use Encryption for Email. They are provided
only for use by technical support. Do not use them unless directed to by your support
provider.

About. ..

Skakus

Help

My Private Addresses

Protect Another Email Address
Change Your Passward

Clipboard

Forget Password
Preferences

key Manager
Check for Updates

Diagnostic Toal Suppoart Tools
Shutdovan |5 e
e ssm

Ficure 2-8. The Encryption for Email Tray Tool Advanced menu showing the Support
Tools items

| v Trace Log

My Private Addresses

The My Private Addresses screen displays the Encryption for Email addresses that are
registered on the current computer. From this screen you can see which email addresses
have been registered for use with Encryption for Email and which ones are partially
registered. You can also launch the Encryption for Email Protection Wizard to protect a
new email address.
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Viewing the My Private Addresses Screen

Procedure
1. Click the Encryption for Email icon (i) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.

2. Click My Private Addresses.
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The Protected Email Addresses screen appears.

-

Protected Email Addresses

Email Address Skakus
\/ user00l@example. com Pratection Cormplete
Incomplete

\/ user002@example.com

‘{ user003@example. com Protection Complate

Zarnments
Clicking on one of your email addresses above will give vou more details
an the status For that address,

Praotect Email Address ... ] [ Close

Ficure 2-9. The Protected Email Addresses screen

Launching the Encryption for Email Protection Wizard

Procedure
From the Protected Email Addresses screen, click Protect Email Address.

215
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Changing Your Password

Procedure

1.

In the Windows system tray, click the Encryption for Email icon (_&)

The Encryption for Email Tray Tool menu appears.
Click Change Your Password.

The Password Change screen appears.

Password Change

ﬁ Address : | example@example.com 'lvi

Old Password :

Mew Password @

Confirm

Minimurn lengths 7 charackers

Ficure 2-10. The Password Change screen

If you have more than one email address registered, select the email address whose
password you wish to change from the drop-down list.

Type your Old Password, New Password, and then Confirm the new password.

Click OK twice.

ﬁ Note

To change your security questions and answers, see Managing Y our Security Questions on

page 5-5.
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Working with the Clipboard

You can make the contents of the Windows Clipboard private. You can also:
+  Read contents of the Clipboard that have previously been made private
«  Edit text contained on the Clipboard

+  Empty the contents of the Clipboard

The Clipboard submenu contains the following options:

«  Empty, as described in Emptying the Clipboard on page 2-17

«  Edit, as described in Editing the Contents of the Clipboard on page 2-18

Make Private, as described in Making the Contents of the Clipboard Private on page
2-19

Sign, as described in Digitally Signing the Contents of the Clipboard on page 2-21
«  Decrypt/Vetify, as described in Reading the Contents of the Clipboard on page 2-23

Using Encryption for Email, you can make files private by using both the Encryption
for Email menu and the Make Private menu option in Windows Explorer. For a more
detailed discussion of using Windows Explorer to decrypt Clipboard content, see
Making the Contents of the Clipboard Private on page 2-19 and Making Files Private with
Windows Explorer on page 2-31.

ﬁ Note

Only supported Clipboard data formats—ANSI text or entire files—can be made private
using Encryption for Email. If an unsupported format is on the Clipboard, the menu
options will be disabled.

Emptying the Clipboard

You can use this feature if you have several items in the Clipboard but want to encrypt
only a specific file or piece of information. You can empty the Clipboard and then add
only the information to make private, as described in Making the Contents of the Clipboard
Private on page 2-19.
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Procedure
1. Click the Encryption for Email icon (&) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.
2.  Click Clipboard > Empty.

Encryption for Email deletes all Clipboard contents.

About...
Help

My Private Addresses

Prokect Another Email Address
hange Your Password

Emnpky %
Edit

Make Private Farget Passward
Sign Preferences

Clipboard

heck for Updates

Shutdawn

L
a8 Z17PM

Ficure 2-11. The Encryption for Email Tray Tool menu showing the Clipboard
items

Editing the Contents of the Clipboard

You can use this feature to edit text on the Clipboard. For example, you could copy a
text document to the Clipboard and then add or remove parts of that document without
editing the original.

Procedure

1. Click the Encryption for Email icon (&) in the Windows system tray.
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The Encryption for Email Tray Tool menu appears.
2. Click Clipboard > Edit.

The Encryption for Email: Viewer screen appears.

-

Encryption for Email : Yiewer

This is just text to add to the Windows Clipboard |

Ermpy l I Copy ko Clipboard

Ficure 2-12. The Encryption for Email: Viewer screen

3. Edit the contents of the Encryption for Email: Viewer screen.

4. Click Copy to Clipboard.

The edited text is copied to the Clipboard.

Making the Contents of the Clipboard Private

You can make the contents of the Clipboard private using the Encryption Wizard. The
Encryption Wizard works with files or text data on the Clipboard.

ﬁ Note

This section discusses how to encrypt content on the Windows Clipboard. To use

Windows Explorer to encrypt files that are not on the Clipboard, see Working with Files on
page 2-31.
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Procedure

1. Click the Encryption for Email icon (&) in the Windows system tray.
The Encryption for Email Tray Tool menu appears.

2. Click Clipboard > Make Private.

The Encryption Wizard appears.

Encryption Wizard

Select Encryption Kevs.
The dipboard will be encrypted/signed using the key wou choose.

The data will be encrypted ko this Identity:

user001 @example. com
|:| user00z@example. com

Include Digital Signature.

Sign with: | user00li@example, canm [v]

Encrypting:

| J

[ Mext > ][ Cancel ]

Ficure 2-13. The Encryption Wizard - Select Encryption Keys screen

3. Type your email address in The data will be encrypted to this Identity field and
click Add.

Note

If you have used the Encryption Wizard previously, your email address is stored in
the identities box. Ensure that the correct identity is selected.
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4. Click Next.

The Encryption Complete screen appears.

Encryption Wizard

Encryption Complete.
The dipboard has been successfully protected.

The cipher text is on the clipboard to be pasted.

Press finish to conkinue,

< Back, Zancel

Ficure 2-14. The Encryption Wizard - Encryption Complete screen

5.  Click Finish.

The encrypted text is on the Clipboard and can be pasted into any text editor.

Digitally Signing the Contents of the Clipboard

You can digitally sign the contents of the Clipboard using the Encryption Wizard.
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ﬁ Note

You can only digitally sign unencrypted Clipboard text. You cannot sign text that has
already been encrypted or that is already digitally signed.

Procedure

1. Click the Encryption for Email icon (&) in the Windows system tray.
The Encryption for Email Tray Tool menu appears.

2.  Click Clipboard > Sign.

The Encryption Wizard appears.

Encryption Wizard

Select Encryption Keys.
The dipboard will be encrypted/signed using the key vou choose.

Select an Identity to digitally sign with

Include Dig)

Sign with: | userDl@example. com [v]

Signing:

[ J

< Back ezt = H Cancel ]

Ficure 2-15. The Encryption Wizard - Select Encryption Keys screen
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3. From the Sign with drop-down list, select the email address (key) to use when
digitally signing the text.

4.  Click Next.
The Encryption Complete screen appears.
5.  Click Finish.

The signed text is on the Clipboard and can be pasted into any text editor.

Reading the Contents of the Clipboard

You can read the contents of the Clipboard using the Encryption Wizard. The
Encryption Wizard works with files or text data on the Clipboard.

Procedure
1. Click the Encryption for Email icon (&) in the Windows system tray.
The Encryption for Email Tray Tool menu appears.
2. Click Clipboard > Decrypt/Verify.
If you have not enabled password caching, the Encryption Wizard appears.
3. Click Next.
The Encryption for Email: Enter your password screen appears.
4.  Select your email address from the list of available email addresses.

5. Type your password in the Password field.
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The Decryption Complete screen appears.

P =

Encryption Wizard

Decryption Complete.
The clipboard has been successfully decrypted.

The plain text will be displayed in the secure viewer,

To put the plain text on the clipboard, check the box belaw:
Put plain text on the clipboard?

Press finish to conkinue.

Ficure 2-16. The Encryption Wizard - Decryption Complete screen

ﬁ Note

You can copy the decrypted text directly onto the Clipboard by selecting the Put
plain text on the clipboard check option. Alternatively, you can copy the text to
the Clipboard from the Encryption for Email: Viewer screen.

6. Click Finish.
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The Encryption for Email: Viewer screen appears showing the decrypted
message.

P =

Encryption for Email : Yiewer

This is just text to add to the Windows Clipboard |

Empty ] I Copy to Clipboard

Ficure 2-17. The Encryption for Email: Viewer screen showing text decrypted
from the Windows Clipboard

Working with Windows

You can make the contents of the active window private. You can also read contents of
windows that have previously been made private.

ﬁ Note

The window operations are not supported on some versions of Windows. The Window
menu therefore is not always available. If the active window is not supported by
Encryption for Email, then the Window menu is unavailable.

The Window submenu contains the following option:

Sign, as described in Digitally Signing Text in the Active Window on page 2-26
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Digitally Signing Text in the Active Window

You can select and digitally sign text in the active window without first copying it to the
Clipboard.

Procedure

1. Click the window containing the text to make it the active window.

ﬁ Note

Some applications, for example Microsoft Word, require that you highlight the text
prior to signing the text.

2.  Click the Encryption for Email icon (&) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.
3. Click Window > Sign.
The Encryption Wizard window appears.

4. Complete the Encryption Wizard, as described in Digitally Signing the Contents of the
Clipboard on page 2-21.

Removing Cached Passwords

You can remove all cached Encryption for Email passwords from your computer. You
may wish to do this, for example, if you are sharing your computer and do not want
other people to have access to your private files.

You instruct Encryption for Email to forget passwords in two ways:

. By using the Forget Password option from the Encryption for Email Tray Tool
menu

* By using the Password Options when configuring Encryption for Email, as
described in Preferences Screen Password Options Tab on page 4-5
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Forgetting Passwords Using the Encryption for Email Tray
Tool Menu

Procedure
1. Click the Encryption for Email icon (&) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.

2. Click Forget Password and then click Yes in the confirmation message that
appears.

Your Encryption for Email passwords are removed from your computer.

Closing Encryption for Email

If you want to close the Encryption for Email tray application, you can use the
Shutdown option in the Encryption for Email Tray Tool menu.

Procedure
1. Click the Encryption for Email icon (&) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.
2.  Click Shutdown > Exit.

Encryption for Email shuts down.

Restarting Encryption for Email

If you want to restart the Encryption for Email tray application, you can use the

Shutdown option in the Encryption for Email Tray Tool menu.
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Procedure

1. Click the Encryption for Email icon (&) in the Windows system tray.

The Encryption for Email Tray Tool menu appears.
2.  Click Shutdown > Restart.

The Encryption for Email tray application restarts.

The Encryption for Email Status Screen

The Encryption for Email Status screen provides information useful for diagnosing
support issues with the Encryption for Email software and might be requested by your
support provider when troubleshooting.

Procedure

1. Hold down the Cttl key and click the Encryption for Email icon (_&) in the
Windows system tray.
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The Encryption for Email Tray Tool Advanced menu appeats.

about, .,

Skatus

Help L\\S

My Private Addresses

Prokect Another Email Address

Change Your Passwiord

Clipboard *

Forget Passwiord
Preferences

Kew Manager
Check for Updates

Support Tools 4

ol Shutdown Pl
R Ld

Ficure 2-18. The Encryption for Email Tray Tool Advanced menu

2.  Click Status.
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The Encryption for Email Status screen appears in your default web browser.

f# 15542 | Encryption for Email™ ]

Encryption for Email - Status Page

¥iew Status Page as =MLFile.

ppTray Tool Info

EXE Path CPreg Fileg\Trand i ~yption far il\DintppTray. exe
fersion 5.5.0.1074

Install Info

Install Path C:\Frogram Fil=sTrend MicrotEncryptian for Emaifbin',
Cliento AD0ZZESSED

wersion (Installed as) 5.5.0.1074

Partnzr 10 a

Updates Status

Update LRL httpfd lonact iy mbepa st Ailz s THMEC w6/ upd oty Pw il
Dste of Last Update

Cate of Last Reboot 2040412406411 TEHLZ5+000

Rebaot Required ma

Operating System/Platferm Information

Windows Version Windows XP (SP3)

Irternet Explar=r 8.0.6001.13702

MS WML Parser Working OKF Tes

MES SOAP Client Warking oK37 Tes

Micrasoft Cutlank 11.0,6565,0
Gutlook 2003 SF2

Outlook Exprecs 6022005512

Default mail cliert Microsoft Outloak

Registrations
Mumbar of Registrations 3

User client
Req Aeg
Email Address State State Transter Code
3034-0410-A5CH-D225-3FE5- BADF-0087 -2 50 8-384L- TEAD -0420-
* i Complete  Complate 4BB4-D147-4442-C1CA-BBOO-A401-7910- 2097 -C16RE-16FE-501E

-31EB-16C9-1366-0549-51F1

A034-0410-7CFE-596C-B42E-CARD -6 CAF-08IE-5224-EA 50 -0420-
Sl e Complete Started BDDE-954 CoC1F - CRBA-FOVAR- 75444 FT-3F 6960 ER-D0 FA-192 8
~97ED-LAGE-CCCA-EETZ-FOAS

3054-0410-5758 -C P03 -FAAD-93R3 -4 75-DOF - A0 2L-C E2E-D4E0-
e Complete  Camplsts S1AD-3732-E3ISF-ECAT-TAD0-5107-957E-B102-DBT7-1BEF-325E-
FEFC-F220-0CTC-A928-ESBF

Service Status
ppAURSrY The servize is running,

— | ez The e vice s sunniog - .
e “magers St " "

\(

Ficure 2-19. The Encryption for Email Status screen

ﬁ Note

You can save the Encryption for Email status as an XML file to send to support. Do
so by clicking on the View Status Page as XML File link.
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Working with Files

You can make files private directly in Windows Explorer. For example, if you share a
computer you can make your files private so that no other user can open these files
without your password.

Making Files Private with Windows Explorer

Procedure

1. Open Windows Explorer.

2. Select the files to make private.
3. Do one of the following:

+  Right-click the selected files and click Encryption for Email > Make
Private from the menu.

+  From the Windows Explorer File menu, click File > Encryption for Email
> Make Private.
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+  Copy the selected files to the Clipboard. From the Encryption for Email Tray
Tool menu, click Clipboard > Make Private, as described in Making the
Contents of the Clipboard Private on page 2-19.

EE_J ke Open Text Docurnent 11)z

Prink
Edit
Open With 3
& Encryphion For Email
B add to archive, ..
B add to "testing_onky,rar"
B Compress and email...
B Compress to "testing_only.rar" and email

-

Make Private %

Send To r

Cuk
Copy

Create Shortbouk
Delete
Renarne

Properties

Ficure 2-20. The Encryption for Email - Make Private submenu in Windows
Explorer

The Select a Destination screen appears.
4.  Select the folder that the private files are to be saved in using Browse.
5. Click Next.

The Select Encryption Keys screen appears.

6. Type your email address in the field labeled The files will be encrypted to the
following identities and then click Add.

7. Click Next.

The Encryption Complete screen appears.
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8.  Click Finish.

A new folder window appears showing the private files in the selected folder.

Decrypting Files with Windows Explorer

Once Encryption for Email is installed, you can decrypt private files in Windows
Explorer.

Procedure

1.  Open Windows Explorer.

2. Select the private files to dectrypt.
3. Do one of the following:

+  Right-click the selected files and click Encryption for Email > Decrypt
from the menu.

+  From the Windows Explorer File menu, click File > Encryption for Email
> Decrypt.

«  Copy the selected files to the Clipboard. From the Encryption for Email Tray
Tool menu, click Clipboard > Decrypt, as described in Reading the Contents of
the Clipboard on page 2-23.

The Select a Destination screen appears.
4. Use Browse to select the folder to save the private files to.
5.  Click Next.

The Encryption for Email: Enter your password screen appears unless you
selected the Enable remember of passwords option in Preferences > Password
Options.

6.  Sclect your email address from the list of available email addresses.

7. Type your password.
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The Decryption Complete screen appears.
8.  Click Finish.

A new folder window appears showing the decrypted files in the selected folder.

Note

If you cleared the Show decrypted files check box, the folder window containing
the decrypted files does not appeat.

Opening Private Files with Windows Explorer

Once you have installed Encryption for Email, you can open private files in Windows
Explorer.

ﬁ Note

When opening private files in this way, any changes that you make to such a file will not be
saved back to the private file when you close it. To edit the file, decrypt it first, edit it, save
it, and then decrypt it again.

Procedure

1.  Open Windows Explorer.

2. Select the private files to decrypt.
3. Do one of the following:

+  Right-click the selected files and click Encryption for Email > Open
Private File from the menu.

+  From the Windows Explorer File menu, click File > Encryption for Email
> Open Private File.

. Double-click the selected file.

4.  If more than one email address is registered for this account, select your email

address from the list shown.
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5. If prompted, type your password.
6. Click OK.

The private file is opened in the application associated with the file type.







Chapter 3

Receiving Private Email Without the
Client

You can receive encrypted messages even if you have not installed Trend Micro
Encryption for Email on your computer. These Help topics explain how to access
encrypted messages using Zero Download.

Topics include:

. Using the Zero Download Reader on page 3-2
Reading a Private Email Message on page 3-4

*  Responding to a Private Message on page 3-7

o Account Verification on page 3-8

. Registering on the Web on page 3-16
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Introduction

If you do not have access to an email program that is integrated with Trend Micro
Encryption for Email, you can access private email messages securely on the web
through the Trend Micro Zero Download Reader.

You may need to read private messages without the Encryption for Email plug-in for
several reasons:

. You use webmail, such as Gmail or Yahoo Mail.

*  You use an email program that cannot integrate with Encryption for Email, such as

Movzilla Thunderbird.
. You are using a computer that does not have Encryption for Email installed.

*  You use a mobile device to access your email account.

Using the Zero Download Reader

If you receive an encrypted email message in your webmail account or in an
unsupported email program, you can read it using the Zero Download Reader.

You must register your email address with Zero Download before you can read a private
message sent to that address. However, someone using Encryption for Email can send
you a private message even if you have not registered yet. Zero Download detects that
the email address has not yet been registered and then helps you to register on the web
just before you open the private message.

Using the Zero Download Reader to Open a Private Email
Message Sent to a Registered Email Address

ﬁ Note

Mobile device users must forward the message to m@zd.trendmicro.com to receive an

email notification with instructions on how to read your message on the device. Follow the
instructions you receive to open your message.
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Procedure
1. Open the message that you received in your webmail account.
The open message displays the Encryption for Email envelope.
2. Click to download the file attachment.
You are prompted to open or save the file.
3. Save and then open, or simply open the file attachment.
Your browser opens to the Zero Download website.
4.  Click Open Message.

«  If this message was sent to multiple recipients, the Zero Download Reader
scteen appears.

+  Ifyou are the only recipient of the message, the Account Verification
screen appears. Proceed to Step 6.

ﬁ Note

If you have recently used Zero Download to read an encrypted message sent to the
same email address that you are checking, that email address may still be stored in
your browser cache. If so, you do not have to reselect your email address on the Zero
Download Reader screen; the Account Verification screen appears instead.

5.  Select your email address from the drop-down list or type it in the field and click
Continue.

The Account Verification screen appears.
6.  Verify your account as explained in Account 1 erification on page 3-8.

The decrypted message displays in your browser window.

3-3
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Using the Zero Download Reader to Open a Private Email
Message Sent to an Unregistered Email Address

Procedure

1.  Follow Step 1 through Step 3 in the procedure Using the Zero Download Reader fo
Open a Private Email Message Sent to a Registered Email Address on page 3-2.

2.  Click Open Message.

. If this message was sent to multiple recipients, the Zero Download Reader
screen appears.

«  If you are the only recipient of the message, the Registration screen appears.
Proceed to Step 4.

3. Select your email address from the drop-down list or type it in the field and click
Continue.

4. The Registration screen appears, displaying your recipient email address as your
“identity” for encryption. Follow the registration procedure explained in Registering
on the Web on page 3-16.

Reading a Private Email Message

With the Zero Download Reader, you can read private messages on any computer,
regardless of its operating system or whether Encryption for Email is installed.

ﬁ Note

Mobile device users must forward the message to m@zd.trendmicro.com to receive an

email notification with instructions on how to read your message on the device. Follow the
instructions you receive to open your message.

Procedure

1. Open the received message as usual.
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The opened message displays the Encryption for Email envelope.
2. Click to download the file attachment.

You are prompted to open or save the file.
3. Save and then open, or simply open the file attachment.

Your browser opens to the Zero Download website.

f®) TREND

To read this encrypted email using your browser, simply click below:

Open my email

Ficure 3-1. The Zero Download Reader initial screen

4. Click Open Message.

. If this message was sent to multiple recipients, the Zero Download Reader
screen appears.

. If you are the only recipient of the message, the Account Verification screen
appears. Proceed to Step 7.

5. Select your email address from the drop-down list or type it in the field and click
Continue.

3-5
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Zero Download Reader 9

Please type or select your email address from the box below

® -

Ficure 3-2. The Zero Download Reader screen

6. Depending on if you have registered your email address, you see one of the
following screens:

+  Ifyou already registered this email address, the Account Verification screen
appears.

+  Ifyou did not register this email address, the Registration screen appears.

Note

If you have not registered this address, complete the two-part registration
process, as explained in Registering on the Web on page 3-16.

7.  Verify your account as explained in Acconnt Verification on page 3-8.

8. Click Continue.
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The message displays as plain text in the original window.

From: user0001@example com
Sent: 06 Dec 2010 09:45
Subject:  Secure encrypted email test

[Reply] [ Reply all ] [ Forward

Dear Joe,

| sent this message using Encryption for Email. The message was encrypted and sent securely
in a private envelope.

Let's start using this service to secure our business communications!
Kind regards,

Happy Encryption for Email Customer

Ficure 3-3. A message decrypted using the Zero Download Reader

Responding to a Private Message
Using the Zero Download Reader, you can Forward, Reply, or Reply All to a
received encrypted message.
Send Private

The interface is very similar to other web-based email composition screens. However,
the Send button automatically encrypts the outgoing message. You can only forward or
reply to encrypted messages in encrypted form.
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Different Appearance Without JavaScript

*  When JavaScript is enabled, the interface contains a recognizable set of email
composition tools, arranged at the top and identified by icons and mouse-over
labels.

+  When JavaScript is disabled, the interface contains only plain text.

Different Branding Design

The branding of the screen is dependent upon your service provider. Your service
provider’s colors and logo appear on the screen. The design of the received message is
also dependent on the service provider used by the sender and may look different.

Account Verification

The Account Verification screen displays differently depending on whether JavaScript
is enabled in your browser. If JavaScript is disabled, the label, “JavaScript is disabled”
appears at the top right. For more information about how the user interface looks
different without JavaScript, see JavaScript is Disabled on page 3-15.

The Account Verification screen also has two views depending on security level:

«  Low security view: This view provides a conventional password field, along with
an identification word and a security question.

+  Enforced security view: This view provides a more complex password field with
a character-position test, as explained in Using the Password Character-Matching Test in
Enforced-Security Mode on page 3-14.

The branding of the screen is dependent upon your service provider. Your service
provider’s colors and logo appear on the screen. The design of the received message is
also dependent on the service provider used by the sender and may look different.
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Low Security View

Use the low security view in safe places, like your home.

Account Verification

If you are on a public computer, we recommend using enforced security. @

Email TEE e T B e Change

Password: [

Identification word  orange

Keep me signed in: | for 24 hours

Forgot vour password or answers?
You will be re-directed to the Encryption Portal website to reset
your password if you click this link

Ficure 3-4. The Low-security Account Verification screen
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D JavaScript is disabled

Account Verification

If you are on a public computer, we recommend using enforced security. @

Email TP SR e Change

Password: |

Identification word  orange

Keep me signed in:  |for 24 hours ~

Forgot vour password or answers?
You will be re-directed to the Encryption Portal website to reset
your password if you click this link

Ficure 3-5. The Low-security Account Verification screen with JavaScript disabled

Procedure

1.

2.

Type your password in the field provided.

Accept the default value of for 24 hours in the Keep me signed in field, or select
one of the other available options:

. for 12 hours
. for 48 hours
+  for 7 days

*  never

Click Continue.

The decrypted message displays in your web browser.
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ﬁ Note

After three failed sign in attempts, the Account Verification screen displays a
CAPTCHA bot code widget for greater security.

Account Verification

If you are on a publiccomputer, vie recommend using enforced security. L

Please provide the correct password.

Email ) Change

Password:

Identification word orange

Help us prevent spam attacks by typing the code you see inthe follovingimage.

Type the code: I:]
% T 3 H .," - \‘__)' Change the code
FLY iny ?\\; 3 bﬁr q Read the code to me

Keep mesignedin: for24 hours s

Continue

Forgot your passviord or answers?
You vill be re-directed to the Encryp
link

‘ption Portal vebsite to reset

your password if you click this

Ficure 3-6. The Low-security Account Verification screen after three failed sign
in attempts
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Enforced Security View

Use the enforced security view when accessing your email on a public computer or
whenever you need enhanced security.

Account Verification

If you are on a private computer, you can use low security. @

Email Sub e apir ettt i L et Change

Password: [ ‘ [ ‘ [ ‘

1st 2nd 8th character of your password @

Identification word  orange

Keep me signed in:  |for 12 hours

Forgot vour password or answers?
You will be re-directed to the Encryption Portal website to reset

your password if you click this link

Ficure 3-7. The Enforced-security Account Verification screen
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i) JavasScript is disabled

Account Verification

If you are on a private computer, you can use low security. @

Email Sub gttt e I L LAt Change

Password: [ ] [ ] [ ]

4th 5th  6th character of your password @

Identification word  orange

Keep me signed in:  |for 12 hours ~

Forgot vour password or answers?
You will be re-directed to the Encryption Portal website to reset
your password if you click this link

Ficure 3-8. The Enforced-security Account Verification screen with JavaScript
disabled

Procedure

1. In the three randomly selected password-character fields, type the individual
characters of your password based on their position, as explained in Using the
Password Character-Matching Test in Enforced-Security Mode on page 3-14.

2. Accept the default value of for 12 houts in the Keep me signed in field, or select
one of the other available options:

. for 24 hours
. for 48 hours

+  for 7 days

. never
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3. C(lick Continue.

The decrypted message displays in your web browser.

Using the Password Character-Matching Test in Enforced-
Security Mode

In “enforced-security” mode, Encryption for Email prompts you to type only certain
characters of your password. This method prevents key loggers from capturing your
entire password even if your computer is compromised.

For example, if the form asks you to type the “3rd, 5th, and 8th” characters and your
password is “ZeroDownload,” then you would type the characters as follows:

What isyour
password?
o]
3rd  5th 8th ..password character
lzlelr|o[B[o|w[n]1]o]a[d]
Character
order: 1] 2]3]|4|5|6|7]8] 9|10[11]12]

Ficure 3-9. Password character-matching test (“enforced security” mode only)

In the example above, the characters shown in the What is your password fields match
the character positions requested.
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ﬁ Note

+ Do not use “ZeroDownload” as a password because it is too easy to guess.

+  The password is case-sensitive.

JavaScript is Disabled

The notation “JavaScript is disabled” displays at the top right of your screen if your
browser is set to disallow JavaScript. When JavaScript is enabled, your browser uses
ActiveX (if Internet Explorer) or a Firefox extension to do the decryption locally. When
JavaScript is disabled, Zero Download still works, but for technical reasons must post
your message to a Trend Micro server for decryption and then send it back to you in a
secure transport mode (https://).

Trend Micro securely deletes the copy of your message on the server once you have
viewed the message.

Apart from the above change in back-end processing, there are a few, minor differences
in the user interface of various screens when JavaScript is disabled.

ToolTips Function Differently
ToolTip icons ( ##) do not display text when you place your mouse pointer over them.

Instead, you must click them in order for the message to display, and it displays in a
small “pop-up” browser window.

No Password Strength Meter

Without JavaScript, the password-strength meter on the Register Encryption Account
screen does not appeat.
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Two Sign In Fields

When JavaScript is disabled, the Zero Download Reader screen displays two fields.
You can either select your email address from the first drop-down list or type into the
second field.

Registering on the Web

If you have never installed Encryption for Email but you have received a private email
message, you can register your email address to read the private message without having
to download and install the Encryption for Email client.

After you have registered on the web, you can read your private message. You can also
transfer this registration to a new or existing Encryption for Email software installation
(see Using Encryption for Email on Multiple Computers on page 1-27).

The Register Encryption Account screen consists of four main sections:
« Selecting a Service Provider on page 3-17

. Selecting a Password on page 3-19

. Selecting and Answering Y our Security Question on page 3-20

o Selecting an Identification Word on page 3-20

Complete all four sections to complete your registration.

ﬁ Note

For security reasons, registration is not supported on mobile devices.




Receiving Private Email Without the Client

Selecting a Service Provider

This option is available when the service is supported by multiple service providers. The
Zero Download interface displays the branding elements of your selected service
provider.

Registration

) TREND

To read this message, please register and validate your email address with Trend Micro first. This is to ensure the
messaage can be read by the specified recipients anly.

Registration is FREE.

Your email:

(Mot vour email?}

Service provider:
>,
f®) TREND.
MICRDO

Trend Micro will provide support service to yvou in the future.

Ficure 3-10. The Registration screen
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On the Registration screen, select a service provider from the Service provider field
and click Register. The Register Encryption Account screen appears.

Register Encryption Account @

Please complete the following toreg v laddress.

vill be your identity far encryption. Change

Select a Password

Your password must be at least 7 characters long. @

Canfirm password:

Selact Security Question
Select the security question te help us confirm your identity. The answer should be memorable, unigue, and contain at
lezst three characters.

Question: [-select a security question - v

Ansver: [ |

Set your Identification Word
Your identification vard vill appear on authentication scraens, such as the

count Verification znd d

screens, to confirm the validity of the screens. Upon sesing your identification word, you can be assured that itis safe
to type your infermation.

Identification word:

Help us prevent spam and faka ragistration by typing the code you ses infolloving image.

Type the code: B

z f.‘! {_.'v,) ';;'i%‘g ‘!' Change the code
Ll

()} Read the code to me

[ 1 have read =nd sgre= to the Licence and Terms

Ficure 3-11. The Register Encryption Account screen
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Selecting a Password

A password-strength indicator in this section helps you create a strong password.

Select a Password
Your password must be at least 7 characters long. @

Password: TIIIIIIIIL)
Confirm

BEEEERRRRRN
password:

Password strength:Strong

Ficure 3-12. The Register Encryption Account screen - Select a Password section

Encryption for Email passwords have the following requirements:
+  Must be at least seven (7) characters long

+  Cannot contain spaces or ampersands (“&” characters)

ﬁ Note

Your password is case-sensitive. For a stronger password, include special characters, such
as numbers and symbols (except the ampersand [&] symbol).
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Selecting and Answering Your Security Question

In the Security Question section, you must select and answer one question. Be sure to

remember the answer to the selected question.

Select Security Question
Select the security questionto help us confirm youridentity. The answer should be memeorable, unique, and contain at
least three characters.

Question: [ - Select a security question - v

Answer: ‘ ‘

Ficure 3-13. The Register Encryption Account screen - Select Security Questions
section

Selecting an Identification Word

Your identification word helps if you need to reset a lost password. Its purpose is to

prove that the Reset Password screen that you are viewing is valid and not a phishing

site.

When you see your identification word, you know that it is safe to answer the security

questions shown.

Procedure

1.

Open the received email message in your browser using your webmail account and
follow the instructions in Reading a Private Email Message on page 3-4.

Because you have not yet registered the selected email address, the Email Address
Not Registered screen appears.

Click Register Now.
The Register Encryption Account screen appears.

Optionally, to change the email address shown, click Change and select or type a
different email address in the screen that displays.

Type and confirm your password.

Select and answer three required Security Questions.
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10.
11.

Type an Identification Word, which you can use if you ever forget your password.

In the Type the Code field, type the graphical code shown, which verifies that you
are not an automated script.

Click Continue.

Trend Micro sends an activation email to your webmail account.

Tip
If you do not receive the activation message within a minute, check your Spam folder.
Mail servers often send this type of messages to the Spam folder.

Access your recipient webmail account, open the activation message, and click the
Please click here to validate your identity link. Your browser is redirected to a
verification screen with password and security question fields.

Type your password and answer your previously selected security question.
Click Continue.

Your email address is now registered to read private email messages using Zero
Download.

You can now return to the downloaded file attachment and read the private message as

explained in Reading a Private Email Message on page 3-4.







Chapter 4

Configuring Encryption for Email

After installing Encryption for Email and registering an email address, you can configure
the software to meet your individual needs.

Topics include:
» Accessing the Preferences Screen on page 4-2

Managing Encryption for Email Keys on page 4-10

« The About Encryption for Email Window on page 4-19
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Accessing the Preferences Screen

You can access the Encryption for Email Preferences screen:

. From the Encryption for Email Tray Tool menu, as described in Using the
Encryption for Email Tray Tool Menu on page 2-9

+  From the Preferences icon in any Encryption for Email application, such as your
email program, as described in Using Encryption for Email in Y our Email Program on
page 2-2

ﬁ Note

When using Encryption for Email in a corporate environment, your corporate
administrator might have set the values of some sections for you and hidden some controls
from view.

Preferences Screen General Options

The Encryption for Email Preferences screen contains five tabs. By default, it opens
to the General Options tab. In this tab, you can select the email address that is always
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able to read private messages. There might be many email addresses on your computer if
different users access their email from this computer.

-

.
Encryption for Email Preferences
_ Password Options || Automatic Update || Mebwark Options
General Options Email Cptions
Options
ﬁ Select an email address to configure ;
| useriil@example.com  (Defaulk) {v]

Set as default ]

(0] 4 l [ Cancel

Ficure 4-1. The Preferences screen - General Options tab

Changing the Default Email Address

Procedure

1. Open the Encryption for Email Preferences screen as explained in Accessing the
Preferences Screen on page 4-2.

2.  Click the General Options tab.

3. From the Select an address to configure drop-down list, select the email address
to use as the default.
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4. Click Set as default.

5.  Click Apply to save your changes.

Preferences Screen Email Options Tab

The options listed in the Email Options tab are only used if you have a supported
email client. (See Systerz Requirements on page 1-2 for a full list of supported email clients.)

= =}
Encryption for Email Preferences
Password Options Automatic Update || Metwork Options
General Options | Email Cptions |
Email options I
ﬂ [ ]Make new messages private by defadl;

Automatically open encrypted messages
[ ]pisplay digital signature information |

] opened messages should remain decrypted

Farmat: |

(0] l [ Cancel

Ficure 4-2. The Preferences screen - Email Options tab

On this tab, you can select the following options:
+  Make new messages private by default

+  Automatically open encrypted messages
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+  Display digital signature information
Warn about invalid digital signatures
+  Opened messages should remain decrypted
+  Choose between the following two message formats:
*+  Messages and attachments are encrypted individually

+  Messages and attachments are encrypted together

Changing Any Settings in the Email Options Tab

Procedure

1. Open the Encryption for Email Preferences screen as explained in Accessing the
Preferences Screen on page 4-2.

2.  Click the Email Options tab.
3. Sclect or clear the check box next to each option to change.

4.  Click Apply to save your changes.

Preferences Screen Password Options Tab

In the Password Options tab, you can configure:
+  Whether the system automatically remembers passwords

. The length of time passwords are remembered

4-5
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-

-,
Encryption for Email Preferences
General Options _ _ Email Options
Passwaord Options I Sutomatic Update Mebwork Options

Password History Options
f Enable remember of passwaords
2 Remember passwards Far;

&0 Minutes v

Windows Session

1 Miruke

5 Minutes

10 Minukes

15 Minukes

30 Minukes h I

&0 Minukes L [
|

[ (a4 l [ Cancel

Ficure 4-3. The Preferences screen - Password Options tab

Setting Encryption for Email to Remember Passwords

Procedure

1. Open the Encryption for Email Preferences screen as explained in Accessing the
Preferences Screen on page 4-2.

2.  Click the Password Options tab.

3. Select Enable remembering of passwords.

4. From the Remember passwords for drop-down list, select the length of time to

remember passwords from the following options:

. Windows Session
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. 1 minute

. 5 minutes
. 10 minutes
. 15 minutes
. 30 minutes

. 60 minutes

Note

If you select the Windows Session option, you only have to enter your password
once during a single Windows logon session.

5.  Click Apply to save your changes.

Preferences Screen Automatic Update Tab

In the Automatic Update tab, you can configure how you receive automatic software
updates.

By default, Encryption for Email checks for updates every 24 hours and immediately
after installation, as described in Checking for Updates on page 1-24.
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If the Enable Automatic Updates (Recommended) option is selected, updates are
automatically downloaded and installed. If the check box is not selected, when an update
is available, you are asked whether you want to download and install the update.

P =
Encryption for Email Preferences
zeneral Options. Il _Email Options
Password Opkions i Autormatic Update : Metwork Options

Software Updakes

3

r-:nmpl: ko Reboot after installing updates:

K H Cancel ][ Apply ]

FicurEe 4-4. The Preferences screen - Automatic Update tab
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Preferences Screen Network Options Tab

In the Network Options tab you cab configure your settings for accessing the Internet,
for example, proxy server settings.

i =1

Encryption for Email Preferences
zeneral Options _ _ Email Dptions
Password Options [ Sutomatic Update | Metwork Cptions

Proxy Server
Use a Praxy server

Praowxy server name: prosey . example. com
Proxy server park: IZI:[
Iset narne:

Iser password;

(0.4 l[ Zancel ][ Apply

FicurE 4-5. The Preferences screen - Network Options tab

Using a Proxy Server

Procedure

1.  Open the Encryption for Email Preferences screen as explained in Accessing the
Preferences Screen on page 4-2.

2. Click the Network Options tab.
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3.  Select Use a proxy server.
4.  Type the proxy server name or address.
5.  Type the proxy server port.

6.  If the proxy server requires credentials, type your user name and password in the
fields provided.

7.  Click Apply to save your changes.

Managing Encryption for Email Keys

Encryption for Email includes a tool for managing encryption keys. Use the Encryption
for Email Key Manager to:

+  View the Encryption for Email keys on your system, as described in 1Zewing the
Eneryption for Email Keys on page 4-13

«  Export the Encryption for Email keys, as desctibed in Exporting the Encryption for
Email Keys on page 4-15

+  Delete the Encryption for Email keys, as described in Deleting the Encryption for
Email Keys on page 4-17

+  Protect a new email address, as described in Protecting a New Email Address on page
4-18

Opening Key Manager

Use one of the following options to access the Encryption for Email Key Manager.

Procedure

+  From the Windows Start menu, click Start > Programs > Trend Micro
Encryption for Email > Key Manager.
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Set Program Access and Defaults

@

Windows Catalog

Windows Update

Programs

Daocuments

@ Accessoties

@ Microsoft Office

Search 7] Trend Micro Encryption For Emai *  Key Manager %

|
Settings 3 ‘

¥ Message Reader
Help and Suppart

(3

Protect an Email Address

Riifi Tray Tool

Uninstall

)
T
D
@
Jo)
L2
7
E

Log Off Administrator...

Windows XP Professional

<,

Disconnect...

Ficure 4-6. Accessing the Encryption for Email Key Manager

The Key Manager screen appears.

«  Alternatively, hold down the Ctrl key and click the Encryption for Email icon in
the Windows system tray to open the Encryption for Email Tray Tool Advanced
menu.
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about,
Skatus
Help

My Private Addresses
Prokect Another Email Address
Change Your Password

Clipboard

Forget Passwiaord
Preferences

Key Manager %
Check for Updates

Support Tools
Shutdown r

s 3 4:22PM

FiGure 4-7. Accessing the Key Manager from the Encryption for Email Tray Tool
Advanced menu

From the Encryption for Email Tray Tool Advanced menu, click Key Manager.
The Key Manager screen appears.

The Encryption for Email Key Manager screen consists of three panes:

+  Left pane: Shows the key hierarchy with keys grouped by their identity

+  Top right pane: Shows the individual keys within the group selected in the left
pane

+  Bottom right pane: Shows the details of the selected key
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- -
. . bl
# Encryption for Email Key Manager g@
Key Manager View Help
=I TestRoot Mame ] Tvpe Start Date ] End Date |
=l Region A TestRoot Rook Key  Saturday, January 01, 2005 Thursday, December 31, 2009
—|- Headquarters TestRoot Rook Key  Friday, January 01, 2010 Tuesday, December 31, 2019

user001@example, com
user002@example, com

[ show keys issued by this Authority

Field | Walue

Subject TestRook

Issuer TestRoat

Type Rook Key

Hash Algorithm pp_SHA 512

Encryption Algorithm pp_AES_Z56_CEC

Eliptic Curve pp_M_zzz2

MAC pp_ARMAC

Issue Date Monday, August 29, 2005

valid Fram Saturday, January 01, 2005

Walid Until Thursday, December 31, 2009
Ready |

Ficure 4-8. The Encryption for Email Key Manager screen

Viewing the Encryption for Email Keys

Using the Encryption for Email Key Manager, you can view the details of a private or
public key.

Procedure
1. Open the Key Manager, as described in Opening Key Manager on page 4-10.
2. In the top right pane, select the key.
3. Do one of the following:
+  Right-click the selected key and click View Key from the menu.

«  Double-click the selected key.
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The Certificate screen appears.

¥ 1

Certificate

General | Diekails

Certificate Information

This certificate is intended for the following purpose(s):

tharsetz Swrnbal; H-
ifs-22 Issuing of Certificate Autharity Kew Pairs.\fs17par
\fs-22 Signing of Certificate Authority Public Certificates. \fs17\par

Issued To: TestRook

Issued By: TestRook

¥alid from Saturday, January 01, bo Thursday, December

(04 l [ Cancel

Ficure 4-9. The Encryption for Email Key Manager Certificate screen - General
tab

4. Click the Details tab.
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The Certificate screen displays detailed information about the key.

| = 1

Certificate

General |-Qﬁtﬂi|5 |

Field Walue

Key Type Rook Key

Subject TestRook

Issuer TestRoaok

Hash aAlgorithm pp_SHa 512

Encryplion Algorithm  pp_AES_256_CBC

Elipkic Curwve pp_M_22z

MAC pp_ARMAC

Issue Date Monday, Auguskt 29, 2005
Yalid From Saturday, January 01, 2005
Walid Linkil Thursday, December 31, 2009

Ik l [ Cancel

Ficure 4-10. The Encryption for Email Key Manager Certificate screen - Details
tab

Exporting the Encryption for Email Keys

You can export private and public keys.

You might want to export your private key if, for example, you are going to use a

computer that has no network access but you have private files saved on it. You can
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save the private key to a disk or USB drive and then import it to the offline computer
using the Encryption for Email Key Manager.

You might want to export your public key, for example, to make files private on an
offline computer.

Procedure
1. Open the Key Manager, as described in Opening Key Manager on page 4-10.

2. Select the key to export from the key pane in the top right of the Encryption for
Email Key Manager screen.

3. Right-click the selected key and click Export Key from the menu.

ager
Mame ] Tyvpe ] Skark Date | End Date
iTestRoot  Root Key  Saturday, January 01, 2005  Thoe--t=em
TestRoot Rook Key  Friday, January 01, 2010 Wigtn Key
Delete Key
Export Key
Refresh

[ Show kewvs issued by this Authariby

Field Yalue
Subject TeskR ook

Ficure 4-11. Export a key from the Encryption for Email Key Manager
4. 'The Save As screen appears.

5.  Keep the key name shown or rename it before saving it locally.

Note

The Encryption for Email Key Manager saves exported keys with a * . pppub file
extension for public keys and a * . ppprv file extension for private keys.

6. Click Save.
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Encryption for Email exports the key and then displays a “successfully exported”
message.

7. Click OK.

Deleting the Encryption for Email Keys

If you are using a shared computer, you might want to delete your keys for privacy
reasons and reinstall them each time you use that computer.

ﬁ Note

If the email address of the message recipient is registered and you try to read a private
message on a computer that does not have the private key, Encryption for Email
automatically downloads the key.

Procedure
1. Open the Key Manager, as described in Opening Key Manager on page 4-10.

2. From the key pane in the top right of the Encryption for Email Key Manager
screen, select the key to delete.

3. Right-click the selected key and click Delete Key from the menu.

nager E][EI

Mame Tvpe Start Date ] End Date |
userDDl@example.com  Private Key  ‘Wednesday, December 01, 2010 Thursday, December 16, 2010
user002@example,comn  Private Ke: T e

ew Key

" Delete Key,
Export Ke uk

Refresh
Field | Walue
Subject userD0z@example, com
Issuer Reqion &

Ficure 4-12. Delete a key from the Encryption for Email Key Manager

417
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4. A confirmation window appears.

5. Click Yes.

Protecting a New Email Address

You can launch the Encryption for Email Protection Wizard from the Encryption for
Email Key Manager.

Procedure
1. Open the Key Manager, as described in Opening Key Manager on page 4-10.

2.  From the Key Manager menu, click Key Manager > Register New Email
Address.

4 Encryption for Email Key Manager

Kew Manager ‘iew Help

Reqister Mew Email Address % Marme
| Testr
TestR

Impork Key... 4

My Private Addresses

Exxit Alt-F4

Ficure 4-13. Register a new email address from the Encryption for Email Key
Manager

The Protect Email Address Wizard starts.

3. Complete the Wizard, as described in Prozecting Y onr Email Address on page 1-20.
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The About Encryption for Email Window

About Encryption for Email is an informational window that displays software
installation information, copyright notices, and user information.

You can access the About Encryption for Email window:
+  Through the Encryption for Email icon on the Windows system tray

By clicking About in any Encryption for Email application or email program plug-
in

Viewing the About Encryption for Email Window from the
Encryption for Email Menu

Procedure
1. Click the Encryption for Email icon in the Windows system tray.

The Encryption for Email Tray Tool menu appears.

2. Click About.
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The About Encryption for Email window appears.

About Encryption for Email @
Encryption for Email ¥5.8.0.1032 3
Tray Tool [v5.8.0.1032) ”} IF.IEQ D,
3l Copyright [C] 2003-2011 | 0k, |
Trend Micro Incorporated. All Rights Rezerved. e

Cliert D - 245695159

Dizclaimer:

Thiz tool iz ba be uged at pour awn rigk. Trend Micro accepts no
rezpanzibility for senzitive data that may be compromized by itz uge.

FiGure 4-14. The About Encryption for Email window

The Encryption for Email Modules Screen

You can access the Encryption for Email Modules screen from the About
Encryption for Email window. It shows the versions of all files installed during the
Encryption for Email software installation. This information is provided for support
purposes only.

Procedure

1. Click the Encryption for Email icon in the Windows system tray.
The Encryption for Email Tray Tool menu appears.

2.  Click About.
The About Encryption for Email window appears.

3.  Click Modules.

The Encryption for Email Modules screen appears.
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A WARNING!

The Modules tool is intended for use by Support staff when trouble shooting. Use
the Modules tool at your own risk. Trend Micro accepts no responsibility for
sensitive data that may be compromised if you use this tool without direct guidance
from Support.







Chapter 5

Managing Your Account Online

Using the Encryption Portal website, you can manage your Encryption for Email
account.

Topics include:
*  Eunceryption Portal on page 5-2
Signing in to the Encryption Portal Website on page 5-2

« Managing Your Security Questions on page 5-5

. Remwoving Encryption for Email on page 5-6
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Encryption Portal

On the Encryption Portal website, you can manage your security questions and
answers. The website also provides many useful features that are explained on the site
itself.

Signing in to the Encryption Portal Website

The Encryption Portal website requires that you sign in. After signing in, you can
manage your security questions and access other useful features.

Procedure
1. Copy and paste the following URL into the address field of your browser:

https://www.myptrivatepost.com

The Encryption Portal website loads in your browser.

%, TREND | : 2
f®) TREND | Encryption Portal =

Home This site allows you to administer your Encryption Portal account.

Sign In In order to access this site, you will need to Sign In.

Ficure 5-1. The Encryption Portal website initial view

2.  Click the Sign In link.



https://www.myprivatepost.com/

Managing Your Account Online

The Sign In screen appears in your web browser window.

f#) TREND. { Encryption Portal Sign In

s
T Sign In

A S\_gn 2 Email Address

O I have the Encryption for Email tools installed on this computer
O I do not have the Encryption for Ernail tools installed on this computer

Ficure 5-2. The Encryption Portal Sign In screen

L
If you have Encryption for Email installed and are using Microsoft Internet Explorer,

you might see the yellow information bar asking if you want to run the Encryption
for Email Sign On Control from Trend Micro.

Use of this ActiveX control enables a much easier sign-in process. For more
information about the Sign On control, see Trend Micro Sign On Control on page 5-4.

3. Type your email address.
4.  Select one of the following:

+ I have the Encryption for Email tools installed on this computer

+  Ido not have the Encryption for Email tools installed on this computer
5.  Click Next.

6. Follow the instructions on the website to complete the sign-in process. You are
now signed in to the Encryption Portal website.

7. Type your email address.
8.  Seclect one of the following:

+ I have the Encryption for Email tools installed on this computer

5-3
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+ I do not have the Encryption for Email tools installed on this computer
9. Click Next.

10. Follow the instructions on the website to complete the sign-in process. You are
now signed in to the Encryption Portal website.

Trend Micro Sign On Control

The Trend Micro Sign On Control enables you to quickly and easily sign in to the
Encryption Portal website if you have the Encryption for Email software installed and
are using Microsoft Internet Explorer.

f®) TREND - Encryption Portal Sign In

B
Sign In

Sign In | |tmee.user@gmail.com t’j Sign In Cancel

e

Ficure 5-3. The Encryption Portal Sign In screen when using the Trend Micro Sign
On Control

Using Trend Micro Sign On Control

Procedure
1. Select your email address from the drop-down list.
2. Click Sign In.
The Encryption for Email: Please enter your password screen appears.

3. Type your password in the field provided and click OK.
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The Encryption Portal website accepts your registered email address and displays
a message indicating that you have successfully signed in.

Managing Your Security Questions

After you are signed in to the Encryption Portal website, you can manage your security
questions.

Procedure

1. Sign in to the Encryption Portal website, as described in Signing in to the Encryption
Portal Website on page 5-2.

The Encryption Portal Sign In screen appears showing the message, “Thank you
- you are now signed in.”

2. On the left menu, click My Settings.

The Sign In Details screen appears.

f’JI‘.‘E':‘E—g Encryption Portal Signed in as: { tmee.user@gmail.com & Sign off

Options
Change Identification Word | Optional questions to ask: 1

Enable browser-based message reading

Change Password

Sign In Details
Question 1
Mylicence What is your favourite colour?

fiouptfdmin [ Always ask me this question

Support

S [ Delete guestion ] [ Change answer
Sign Off

Question 2
What was the name of your first pet?

[ Always ask me this question

[_Delete question ] [ Change answer

Question 3
What is the name of the place where you were born?

[ Always ask me this question

[_Delete question | [ Change answer

[___Answer another standard question | [ Add your own question

Save Changes

Ficure 5-4. The Encryption Portal Sign In Details screen

5-5
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3. Update your sign in details by following the instructions on the website.

Removing Encryption for Email

To remove Encryption for Email from your computer using the Encryption for Email
Uninstall Wizard, choose one of the following options:

Procedure

+  From the Windows Start menu, click Start > Programs > Trend Micro
Encryption for Email > Uninstall.

Sef Program Access and Defaults
Windows Catalog

Windows Update

Programs ,@ Arcessaries N
(w® s
Lozuments 4 @ Windows Media Player

3 Windows Messenger

I ;
g wEkep @ Microsoft Office *|
E Search 3 : Trend Micro Encryption For Email £ Key Manager
%" ¥ | & Message Reader
a Help and Support . @ Protect an Email Address
% run, & Tray Tool
Uninstall
: —
-E Log OFf Administrataor. ..
=

o |

Ficure 5-5. Uninstalling Encryption for Email from the Windows Start menu

. Access Windows Control Panel and use the Add/Remove Programs tool to
uninstall the program.
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