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Chapter 1

Installing Endpoint Application
Control

Trend Micro Endpoint Application Control manages application usage on users and
endpoints. The product consists of the Endpoint Application Control agent that resides
at the endpoint and a server program that manages all agents. The agent reports its
status and application usage to the server. The server, through the web-based
management console, makes it easy to set application control policies and deploy
updates to every agent.

Topics in this chapter:
« System Requirements on page 1-2

. Installation Flow on page 1-2

. Uninstalling the Endpoint Application Control Server Using the Uninstallation Program on
page 1-17
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System Requirements

Visit the following website for a complete list of system requirements:

http://docs.trendmicro.com

Installation Flow

Setup goes through the following screens to install Endpoint Application Control.

1.

> b

10.

Reguired Components on page 1-3
Welcome on page 1-4

License Agreement on page 1-5

Proxy Server on page 1-6

Registration and Activation on page 1-7
Web Server on page 1-8

Backend Server on page 1-12

Root Account on page 1-14

Installation Path on page 1-15

Installation Complete on page 1-16



http://docs.trendmicro.com
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Required Components

Setup checks the system for required components. The following screen appears if
Setup does not detect the components.

Trend Micro Endpoint Application Control Setup

Microsoft Visual C++ 2010 Redistributable Package is required.
Do you want to install the package?

‘  Yes No |

Ficure 1-1. Installing the Visual C++ 2010 Redistributable Package

Procedure

+  Click Yes to install the Microsoft Visual C++ 2010 Redistributable Package.
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Welcome

{_._--’ Trend Micro Endpoint Application Control Setup

Welcome to Trend Micro Endpoint
Application Control 1.0.1064 Setup

This Setup guides you through the installation of Trend Micro
Endpoint Application Control.

Trend Micro recommends dosing all applications before
proceeding with Setup.

Click Next to continue.

FiGure 1-2. Welcome screen

Procedure

. Click Next to start installation.
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License Agreement

[:’ Trend Micro Endpoint Application Control Setup = E_
Hoense Agreement TREND
Read the following license agreement carefully. MICRO|

Press Page Down to see the rest of the agreement.

[MPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND SERVICES BY «
BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND

CONDITIONS
Trend Micro License Agreement
Trial and Paid Use License - Enterprise and SMB Software and Services

Date: July 2009
English/Multi-country

1. Srone. This Aareement annlies to all Trend Micra saftware ("Software ™). services sold ;I
If you accept the terms of the agreement, select the first option below. You must accept the
agreement to install Trend Micro Endpoint Application Control. Click Next to continue.

{+ 1 accept the terms of the License Agreement

¢~ I do not accept the terms of the License Agreement

Trend Micro Inc,

< Back Next > Cancel

Ficure 1-3. License Agreement screen

Read the license agreement carefully and accept the license agreement terms to proceed
with installation. Installation cannot proceed without accepting the license agreement

terms.
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Proxy Server

[:? Trend Micro Endpoint Application Control Setup

Prowy Senver %) TREND
r’ MICRO

To use a proxy server to access the Internet, spedify the proxy settings below.
Endpoint Application Control uses this information to download updates from the Trend
Micro update server.

—Proxy settings:
[~ Use a proxy server

Proxy type: & HTTP  50CKS

Server name or IP address: |

Port: |
Authentication (optional):  User name: |
Password: |
Trend Micro Inc,
< Back Next > Cancel

Ficure 1-4. Proxy Server screen

The Endpoint Application Control server uses the HT'TP protocol to connect to the
Trend Micro ActiveUpdate server and registration server. If a proxy server handles
Internet traffic on the network, Endpoint Application Control needs the proxy settings
to ensure that the server can download updates from the ActiveUpdate server.

Administrators can skip specifying proxy settings during installation and do so after
installation from the Endpoint Application Control web console.

IPv6 Support
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When installing the Endpoint Application Control server on a pure IPv6 computer, set
up a dual-stack proxy server that can convert between IP addresses. This allows the
server to connect to the ActiveUpdate server successfully.

Registration and Activation

[:7 Trend Micro Endpoint Application Control Setup

Product Activation @ TREND_
-’ MICRO

Type the Activation Code to enable Endpoint Application Control
XX -XXXX-XXXXX X000 -XXXXX X XXX -XKKKK)

Register online to obtain the Activation Code.

TrendMicro Inc,

< Back Next > Cancel

Ficure 1-5. Product Activation screen

Register Endpoint Application Control using the Registration Key that came with the
product and then obtain the Activation Codes. Skip this step if the Activation Codes are
already available.

To obtain the Activation Codes, click Register Online. Setup opens the Trend Micro
registration website. After completing the registration form, Trend Micro sends an email
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with the Activation Codes. After receiving the codes, continue with the installation
process.

When installing the Endpoint Application Control setver on a pure IPv6 computet, set
up a dual-stack proxy server that can convert between IP addresses. This allows the
server to connect to the Trend Micro registration website successfully.

Specify the Activation Codes. The Activation Codes are case-sensitive.

Web Server

) Trend Micro Endpoint Application Control Setup

€ Microscft 115 Sers

110.1.148.1
feB0::64ca:e6e5: 7f84:fa0d

Trend Micro/Inc,

Ficure 1-6. Web Server screen
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The Endpoint Application Control web server hosts the web console for administering
Endpoint Application Control.

Web Server

If the setup process detects both IIS and Apache web servers installed on the target
endpoint, then administrators can choose either of the two web servers, if using IIS 7.0
or Apache 2.4.7 (or later versions).

If a version of the Apache web server older than 2.0.x has been installed, then Endpoint
Application Control will upgrade it to version 2.4.7 without removing the existing
Apache web server.

If IIS is not installed, then the administrator must install version 2.4.7 of the Apache
web server (included in the setup package).

If neither IIS nor the Apache web server has been installed before, then administrators
cannot choose IIS and Endpoint Application Control will install Apache web server
2.4.7 automatically.

If using an Apache web server:

+  Apache web server 2.0.x is required. If Apache web server exists on the computer
but the version is not 2.0.x, Endpoint Application Control installs and uses version
2.4.7. Endpoint Application Control does not remove the existing Apache web
server.

+  If enabling SSL, and Apache web server 2.0.x exists, the Apache web server must
have SSL settings pre-configured.

+ By default, the administrator account is the only account created on the Apache
web server.

e
Trend Micro recommends creating another account from which to run the web

server. Otherwise, the Endpoint Application Control server may become
compromised if a malicious hacker takes control of the Apache server.

. Before installing the Apache web server, refer to the Apache website for the latest
information on upgrades, patches, and security issues.
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If using an 1IS web server:
+  The following Microsoft Internet Information Server (IIS) versions are required:
«  Version 6.0 on Windows Setver 2003
«  Version 7.0 on Windows Server 2008
+  Version 7.5 on Windows Server 2008 R2
«  Version 8.0 on Windows Server 2012
+  Version 8.5 on Windows Server 2012 R2

When installing on an IIS web server, administrators must manually select and
install these three components: CGI, ISAPI filters, and ISAPI extensions.

Do not install the web server on a computer running IIS-locking applications
because this could prevent successful installation. See the IIS documentation for
more information.

HTTP Port

SSL Support

Enable Secure Sockets Layer (SSL) for secure communication between the web console
and the server. SSL provides an extra layer of protection against hackers. Although
Endpoint Application Control encrypts the passwords specified on the web console
before sending them to the Endpoint Application Control server, hackers can still sniff
the packet and, without decrypting the packet, "replay"” it to gain access to the console.
SSL tunneling prevents hackers from sniffing packets traversing the network.

The SSL version used depends on the version that the web server supports.

When selecting SSL, Setup automatically creates an SSL certificate, which is a
requirement for SSL connections. The certificate contains server information, public
key, and private key.

The SSL certificate should have a validity period between 1 and 20 years. The
administrator can still use the certificate after it expires. However, a warning message
appears every time SSL connection is invoked using the same certificate.
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How communication through SSL works:

1. The administrator sends information from the web console to the web server

through SSL connection.

2. The web server responds to the web console with the required certificate.

3. The browser performs key exchange using RSA encryption.

4. The web console sends data to the web server using RC4 encryption.

Although RSA encryption is more secure, it slows down the communication flow.
Therefore, it is only used for key exchange, and RC4, a faster alternative, is used for data

transfer.

Web Server Ports

The following table lists the default port numbers for the web server

TaBLE 1-1. Port Numbers for the Endpoint Application Control Web Server

WEB SERVER AND SETTINGS

PoRTs

HTTP

HTTPS (SSL)

Apache web server with SSL enabled

8080 (configurable)

4343 (configurable)

Apache web server with SSL disabled

8080 (configurable)

N/A

11S default website with SSL enabled

80 (not configurable)

443 (not configurable)

IIS default website with SSL disabled 80 (not configurable) | N/A
IIS virtual website with SSL enabled 8080 (configurable) 4343 (configurable)
IIS virtual website with SSL disabled 8080 (configurable) N/A
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Backend Server

# Trend Micro Endpoint Application Control Setup

Spedify the host address and port for Trend Micro Endpoint Application Control.
Agents use this information to communicate with the server.

{* Domainname: | WIN-BP203GK2BN7

" IP address: 10.1.148.1 =]
fe80::64ca:ebe5: 7f84:fa0d

HTTP port: 8085

[~ Enable S5L SsL port: 8443

TrendMicro Inc,

< Back Next > Cancel I

Ficure 1-7. Backend Server screen

Specify if Endpoint Application Control agents identify the server computer by its host
(domain) name or IP address.

Communication between the server computer and agents is dependent on the specified
IP address. Changing the IP address results in agents not being able to communicate
with the Endpoint Application Control server. The only way to restore communication
is to redeploy all the agents. The same situation applies if the server computer is
identified by a host name that changes.

In most networks, the server computer’s IP address is more likely to change than its
host name, thus it is usually preferable to identify the server computer by a host name.
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Trend Micro recommends not changing the IP address if Endpoint Application Control
obtains an IP address from a DHCP server.

When using static IP addresses, identify the server by its IP address. In addition, if the
server computer has multiple network interface cards (NICs), consider using one of the
IP addresses instead of the host name to ensure successful agent-server communication.

IPv6 Support

If the server manages IPv4 and IPv6 agents, it must have both IPv4 and IPv6 addresses
and administrators must identify the server by its host name. If administrators identify
the server by its IPv4 address, IPv6 agents cannot connect to the server. The same issue
occurs if pure IPv4 agents connect to a server identified by its IPv6 address.

If the server manages only IPv6 agents, the minimum requirement is an IPv6 address.
Setver identification can be by its host name or IPv6 address. When administrators
identify the server by its host name, it is preferable to use its Fully Qualified Domain
Name (FQDN). This is because in a pure IPv6 environment, a WINS server cannot
translate a host name to its corresponding IPv6 address.

TaBLE 1-2. Port Numbers for the Endpoint Application Control Web Server

BACKEND SERVER PoRrTs

HTTP 8085 (configurable)

HTTPS (SSL) if enable SSL setting 8443 (configurable)
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Root Account

7 Trend Micro Endpoint Application Control Setup

Trend Micro Inc,

Ficure 1-8. Root Account screen

Specify the description, password, and then confirm the password.
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Installation Path

7 Trend Micro Endpoint Application Control Setup

Trend Micro/Ine,

Ficure 1-9. Installation Path screen

Accept the default installation path or specify a new one.
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Installation Complete

{_._--’ Trend Micro Endpoint Application Control Setup

Installation Complete

Trend Micro Endpoint Application Control has been
successfully installed.

O L aunch Trend Micro Endpoint Application Control web
console

[ view readme

\ < Back I Finish I Ganicel|

Ficure 1-10. Installation Complete screen

When the installation is complete, view the readme file for basic information about the

product and known issues.

Administrators can launch the web console to start configuring Endpoint Application
Control settings.
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Uninstalling the Endpoint Application Control
Server Using the Uninstallation Program

Procedure

1. Run the uninstallation program. There are two ways to access the uninstallation
program.

. Method A

a.  On the Endpoint Application Control server computer, click Start >
Programs > Trend Micro Endpoint Application Control > Uninstall
Endpoint Application Control. A confirmation screen appears.

b.  Click Yes. The server uninstallation program prompts you for the
administrator password.

c.  Type the administrator password and click OK. The server uninstallation
program starts removing the server files. A confirmation message appears.

d. Click OK to close the uninstallation program.
+  Method B

a.  Double-click the Endpoint Application Control server program on the
Windows Add/Remove Programs screen.

b.  Click Control Panel > Add or Remove Programs. Locate and double-click
Trend Micro Endpoint Application Control. Follow the on-screen
instructions until you are prompted for the administrator password.

c.  Type the administrator password and click OK. The server uninstallation
program starts removing the server files. A confirmation message appears.

d.  Click OK to close the uninstallation program.







Getting Support

This describes how to contact support.
Topics in this :

Contacting Technical Support on page 2-2

Speeding Up the Support Call on page 2-2

Chapter 2
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Contacting Technical Support

In the United States, Trend Micro representatives are available by phone, fax, or email:

Address: Trend Micro, Inc. 10101 North De Anza Blvd., Cupertino, CA 95014
Phone: Toll free: +1 (800) 228-5651 (sales)

Voice: +1 (408) 257-1500 (main)
Fax: +1 (408) 257-2003

Website: http://www.trendmicro.com

Email address: support@trendmicro.com

Wortldwide suppott offices:
http://www.trendmicro.com/us/about-us/contact/index.html
Trend Micro product documentation:

http://docs.trendmicro.com

Speeding Up the Support Call

To improve problem resolution, have the following information available:

Steps to reproduce the problem

Appliance or network information

Computer brand, model, and any additional hardware connected to the endpoint
Amount of memory and free hard disk space

Operating system and service pack version

Endpoint client version

Serial number or activation code

Detailed description of install environment



http://www.trendmicro.com
mailto:%20support@trendmicro.com
http://www.trendmicro.com/us/about-us/contact/index.html
http://docs.trendmicro.com

Getting Support

+  Exact text of any error message received.







Index

A

activation, 1-7
Activation Code, 1-7
Apache web server, 1-9

E
Endpoint Application Control server
identification, 1-12

I

IIS web server, 1-9

installation path
server, 1-15

R

readme file, 1-16
registration, 1-7

RSA encryption, 1-11

S

SSL port, 1-10

SSL tunneling, 1-10

support
contact technical support, 2-2
resolve issues faster, 2-2

T

technical support, 2-2

U
uninstallation
using the uninstallation program, 1-17

W
Web console, 1-16
Web server, 1-9







TREND MICRO INCORPORATED
T R E N D 10101 North De Anza Blvd. Cupertino, CA., 95014, USA
MICR

ul

(o) Tel:+1(408)257-1500/1-800 228-5651 Fax:+1(408)257-2003 info@trendmicro.com

www.trendmicro.com

Item Code: APEM16314/140224



	Table of Contents
	Chapter 1: Installing Endpoint Application Control
	System Requirements
	Installation Flow
	Required Components
	Welcome
	License Agreement
	Proxy Server
	Registration and Activation
	Web Server
	Web Server
	HTTP Port
	SSL Support
	Web Server Ports

	Backend Server
	IPv6 Support

	Root Account
	Installation Path
	Installation Complete

	Uninstalling the Endpoint Application Control Server Using the Uninstallation Program

	Chapter 2: Getting Support
	Contacting Technical Support
	Speeding Up the Support Call

	Index



