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Preface

Preface

This Administrator’s Guide introduces Trend Micro™ Control Manager™ 6.0 Service
Pack 3 and walks you through configuring Control Manager to function according to
your needs.

This preface contains the following topics:
. What’s New in This Version on page xii

Control Manager Documentation on page Ii

«  Document Conventions on page liii
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What’s New in This Version

This section lists the new features and enhancements available in each release.

Control Manager 6.0 SP3 Features and Enhancements

A wizard showing an overview of new features and enhancements is available when you
open the Control Manager management console after installing this service pack.

i

CONNECTED THREAT DEFENSE

Control Manager brings together a host of Trend Micro products and solutions to help
you detect, analyze, and respond to targeted attacks and advanced threats before they
unleash lasting damage.

Learn more:
«  Connected Threat Defense product integration

«  View Connected Threat Defense topics as a PDF file



http://docs.trendmicro.com/all/ent/tmcm/v6.0-sp3/en-us/tmcm_6.0_sp3_ctd_primer/ctd_primer.pdf

Preface

Suspicious Objects and IOC Files

Targeted attacks and advanced threats are
designed to breach your network by
evading existing security defenses.

Control Manager facilitates the
investigation of targeted attacks and
advanced threats using:

+  Suspicious objects: Files, IP
addresses, domains, or URLs that
have the potential to expose systems
to danger or loss

- 1OC files: Describe Indicators of
Compromise (I0C) identified on a host
or network. IOC files help
administrators and investigators
analyze and interpret threat data in a
consistent manner.

Learn more:

- Suspicious object management and
handling process

+  10C management

Endpoint Isolation

You can isolate at-risk endpoints to run an
investigation and resolve security issues.

Learn more:

Endpoint isolation

Enhanced Security Threat Monitoring

Use the following widgets on the Summary
tab to monitor security across the network
and respond to the most critical threats:

. Critical Threats
. Users with Threats
+  Endpoints with Threats

These widgets provide links to a Security
Threats screen that plots threats (by user
or endpoint) over a period of time.

From the Security Threats screen, you can
focus your attention on a particular threat
to see if it has recently affected other
users and endpoints. Initiate impact
assessment to see if the same threat has
affected more users and endpoints over an
extended period of time.

These holistic views allow you to see an
enterprise-wide chain of events that may
lead to an attack, including at-risk
endpoints used to prepare for or carry out
the attack.

Learn more:
Security Threats screen (User)
Security Threats screen (Endpoint)

Affected Users screen

Impact assessment




Control Manager 6.0 Service Pack 3 Administrator's Guide

i g

USER AND ENDPOINT IMPORTANCE

Assign importance to groups of users and
endpoints. For example, assign external-
facing servers as important so you can
apply a strict policy to these servers and
constantly monitor their protection status.

The Critical Threats, Users with Threats,
and Endpoints with Threats widgets on
the Summary tab highlight important users
and endpoints so you can prioritize them.

Learn more:

How to assign importance

O

SUMMARY TAB ENHANCEMENT

The enhanced Summary tab contains a
predefined set of widgets that provide
timely security information.

The tab and all its predefined widgets are
now "read-only" (regular tab and widget
operations are not allowed).

If you upgraded and you do not see the
Summary tab you were using in the
previous version, you can bring it back.

Learn more:
Summary Tab

How to bring back the old Summary
tab
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i

POLICY INHERITANCE

This feature is useful in organizations with
several OfficeScan servers and
administrators, where a Control Manager
administrator manages global OfficeScan
policies, while other administrators define
local or regional policies.

In this situation, the Control Manager
administrator creates a "parent" policy with
global settings that cannot be overridden
and recommended settings that can be
customized or extended. Other
administrators use "child" policies created
from the parent. These policies inherit
global settings and allow customizations of
recommended settings.

Learn more:

- OfficeScan settings that support policy
inheritance

+  How to create a parent OfficeScan
policy

«  How to create a child policy

«  How policy inheritance affects
centrally and locally managed features
available in previous versions

O

POLICY PERMISSIONS

Control policy permissions when adding a
user role. Users with the role can have full
control, maintenance, or read-only
permissions to Policy Management and/or
Policy Resources features and functions.

Learn more:

How to add a user role and configure
policy permissions

XV
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Connected Threat Defense Product Integration

i

Main Products

Connected Threat Defense requires the
following Trend Micro products:

+  Control Manager
+  Deep Discovery Inspector
«  OfficeScan

+  Smart Protection Server (standalone)
or integrated with OfficeScan

O

Other Supported Products

The following Trend Micro products can
also be integrated to Control Manager for
Connected Threat Defense:

Deep Discovery Endpoint Sensor

Deep Discovery Analyzer
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Control Manager

Deep Discovery Inspector Deep Discovery Analyzer

OfficeScan server +

smart Pratection Server integrated Smart Protection Server

[standalone)

Deep Discovery

| Endpoint Sensor
server

Deep Discovery

OfficeScan agents ﬁ Endpaint Sensar agents

il

The role of each product in the Connected Threat Defense strategy is discussed in detail
in Suspicious Object Management and Handling Process on page xxii and 10C
Management on page xxxi.

Install these products and register them to Control Manager. The following tables list
the references and resources to help you install and register the products.
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Q Important

Register Deep Discovery Inspector and/or Deep Discovery Analyzer before registering
OfficeScan. If OfficeScan is registered first, it will not be able to obtain suspicious objects
from the Deep Discovery products.

0 Control Manager

Minimum 6.0 SP3
version
Installation References:

- Installation Guide for version 6.0 to install the product
+  Readme for the service pack to install the service pack

http://docs.trendmicro.com/en-us/enterprise/control-manager.aspx



http://docs.trendmicro.com/en-us/enterprise/control-manager.aspx
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Control Some managed products require the following Control Manager
Manager information:
Information

Host name (preferably FQDN) or IP address: Required by Deep
Discovery Inspector and OfficeScan for registration. Registration
is performed on these products' console.

Note

Registration for the other Connected Threat Defense
products is performed on the Control Manager console.

API key: Required by Deep Discovery Inspector, OfficeScan, and
Smart Protection Server for suspicious object synchronization

Manually deploy the API key to Deep Discovery Inspector 3.8 or
later, OfficeScan 11 SP1, and Smart Protection Server 3.0 Patch
1. To obtain the API key, open the Control Manager management
console and go to Administration > Suspicious Objects >
Distribution Settings.

For later versions of OfficeScan and Smart Protection Server, the
API key automatically deploys after Control Manager registration,
as long as there is one Deep Discovery product already registered
to Control Manager.

o Deep Discovery Inspector

Minimum version 3.8
Installation and References:
deployment

ploy Quick Start Card

Installation and Deployment Guide

http://docs.trendmicro.com/en-us/enterprise/deep-discovery-
inspector.aspx

Xix



http://docs.trendmicro.com/en-us/enterprise/deep-discovery-inspector.aspx
http://docs.trendmicro.com/en-us/enterprise/deep-discovery-inspector.aspx
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Registration and
suspicious object
synchronization

Complete the registration and enable suspicious object
synchronization from the Deep Discovery Inspector management
console.

You can conveniently launch the Deep Discovery Inspector
management console from the Managed Servers screen in
Control Manager.

Registration and synchronization instructions:

http://docs.trendmicro.com/all/ent/ddi/v3.8/en-us/ddi_3.8_olh/
admin_int-prods-srvcs_tmcm_register.html

o Deep Discovery Analyzer

Minimum version

5.1

Installation and
deployment

References:
+  Quick Start Card
+ Installation and Upgrade Guide

http://docs.trendmicro.com/en-us/enterprise/deep-discovery-
analyzer.aspx

Registration

Complete the registration from the Control Manager management
console. Go to Administration > Managed Servers and select
Deep Discovery Analyzer from the list of products.

o OfficeScan

Minimum version

11 SP1



http://docs.trendmicro.com/all/ent/ddi/v3.8/en-us/ddi_3.8_olh/admin_int-prods-srvcs_tmcm_register.html
http://docs.trendmicro.com/all/ent/ddi/v3.8/en-us/ddi_3.8_olh/admin_int-prods-srvcs_tmcm_register.html
http://docs.trendmicro.com/en-us/enterprise/deep-discovery-analyzer.aspx
http://docs.trendmicro.com/en-us/enterprise/deep-discovery-analyzer.aspx
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Installation

References:

+ Installation and Upgrade Guide for version 11 to install the
server program

Readme for the service pack to install the service pack to the
server

+  Online Help or Administrator's Guide for version 11 or later to
install agents and use the integrated Smart Protection Server

http://docs.trendmicro.com/en-us/enterprise/officescan.aspx

Registration and
suspicious object
synchronization

Before registering OfficeScan, be sure that you have registered at
least one Deep Discovery product to Control Manager.

Complete the registration and enable suspicious object
synchronization from the OfficeScan server web console.

You can conveniently launch the OfficeScan server web console
from the Managed Servers screen in Control Manager.

+  Registration instructions:

http://docs.trendmicro.com/en-us/enterprise/officescan-110-
sp1-server/managing-the-product/osce-company name-co/
osce-registering-pro.aspx

Synchronization instructions (OfficeScan 11 SP1 only):

http://docs.trendmicro.com/en-us/enterprise/officescan-110-
sp1-server/managing-the-product/suspicious-objects-c/
configuring-suspicio.aspx

ﬁ’ Note

Later OfficeScan versions or non-English releases of
OfficeScan 11 SP1 have been enhanced to
automatically synchronize suspicious objects with
Control Manager after registration.

o Smart Protection Server (Standalone)

Minimum version

3.0 Patch 1



http://docs.trendmicro.com/en-us/enterprise/officescan.aspx
http://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/managing-the-product/osce-company_name-co/osce-registering-pro.aspx
http://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/managing-the-product/osce-company_name-co/osce-registering-pro.aspx
http://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/managing-the-product/osce-company_name-co/osce-registering-pro.aspx
http://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/managing-the-product/suspicious-objects-c/configuring-suspicio.aspx
http://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/managing-the-product/suspicious-objects-c/configuring-suspicio.aspx
http://docs.trendmicro.com/en-us/enterprise/officescan-110-sp1-server/managing-the-product/suspicious-objects-c/configuring-suspicio.aspx
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Installation

References:

+ Installation and Upgrade Guide for version 3.0 to install the
product

Readme for the patch to install the patch

http://docs.trendmicro.com/en-us/enterprise/smart-protection-
server.aspx

Suspicious object
synchronization

Synchronization instructions (Smart Protection Server 3.0 Patch 1
only):

http://docs.trendmicro.com/all/ent/sps/v3.0p1/en-us/
sps_3.0p1_olh/using_smart_prot_ccca_configure.html

ﬁ’ Note

Only Smart Protection Server versions later than 3.0 Patch
1 support registration with Control Manager. After the
registration is complete, Smart Protection Server
automatically synchronizes suspicious objects with Control
Manager.

o Deep Discovery Endpoint Sensor

Minimum version

1.5 (Preview Release)

Installation

Reference:
Installation Guide (for server and agent installation instructions)

http://docs.trendmicro.com/en-us/enterprise/deep-discovery-
endpoint-sensor.aspx

Registration

Complete the registration from the Control Manager management
console. Go to Administration > Managed Servers and select
Deep Discovery Endpoint Sensor from the list of products.

Suspicious Object Management and Handling Process

The suspicious object handling process can be broken down into the following phases:



http://docs.trendmicro.com/en-us/enterprise/smart-protection-server.aspx
http://docs.trendmicro.com/en-us/enterprise/smart-protection-server.aspx
http://docs.trendmicro.com/all/ent/sps/v3.0p1/en-us/sps_3.0p1_olh/using_smart_prot_ccca_configure.html
http://docs.trendmicro.com/all/ent/sps/v3.0p1/en-us/sps_3.0p1_olh/using_smart_prot_ccca_configure.html
http://docs.trendmicro.com/en-us/enterprise/deep-discovery-endpoint-sensor.aspx
http://docs.trendmicro.com/en-us/enterprise/deep-discovery-endpoint-sensor.aspx
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Sample Submission

Virtual Analyzer built into the following managed products processes submitted
samples:

+  Deep Discovery Inspector 3.8: Uses administrator-configured file submission rules
to determine the samples to submit to its Virtual Analyzer

+  Deep Discovery Analyzer 5.1: Receives samples uploaded by product
administrators or sent by other Trend Micro products

foa

Virtual Analyzer in managed products tracks and analyzes submitted samples. Virtual
Analyzer flags suspicious objects based on their potential to expose systems to danger or
loss. Supported objects include files (SHA-1 hash values), IP addresses, domains, and
URLs.

(3)

Distribution

Control Manager consolidates suspicious objects and scan actions against the objects
and then distributes them to other products.
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3.1. Virtual Analyzer Suspicious Objects

Managed products with Virtual Analyzer
send a list of suspicious objects to Control
Manager.

Control Manager displays suspicious
objects in Administration > Suspicious
Objects > Virtual Analyzer Objects, in
the Objects tab.

3.3. User-Defined Suspicious Objects

Control Manager administrators can add
objects they consider suspicious but are
not currently in the list of Virtual Analyzer
suspicious objects by going to
Administration > Suspicious Objects >
User-Defined Objects.

3.2. Exceptions to Virtual Analyzer
Suspicious Objects

From the list of Virtual Analyzer suspicious
objects (Administration > Suspicious
Objects > Virtual Analyzer Objects),
Control Manager administrators can select
objects that are considered safe and then
add them to an exception list.

The exception list displays in the
Exceptions tab next to the Objects tab.

Control Manager sends the exception list
back to the managed products with Virtual
Analyzer. If a suspicious object from a
managed product matches an object in the
exception list, the product no longer sends
it to Control Manager.

3.4. Suspicious Object Distribution

Control Manager consolidates Virtual
Analyzer and user-defined suspicious
objects (excluding exceptions) and sends
them to certain managed products. These
products synchronize and use all or some
of these objects.

The following are the supported managed
products and the required minimum
versions:

Deep Discovery Inspector 3.8:
Expands its list of suspicious objects
to include user-defined objects and
those detected by other Deep
Discovery products

OfficeScan 11 SP1: Searches for
suspicious files, IP addresses, and
URLSs during routine scans

Smart Protection Server 3.0 Patch 1
(standalone) or integrated with
OfficeScan 11 SP1: Relays
suspicious URL information to Trend
Micro products (such as OfficeScan
agents, ScanMail, and Deep Security)
that send Web Reputation queries
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3.5. Scan Actions

Configure scan actions (log, block, or quarantine) against suspicious objects that affect
endpoints.

Block and quarantine are considered "active" actions, while "log" is considered "passive".
If products take an active action, Control Manager declares the affected endpoints as
mitigated. If the action is passive, endpoints are declared at risk.

Scan actions are configured separately for Virtual Analyzer and user-defined suspicious
objects.

+  Administration > Suspicious Objects > Virtual Analyzer Objects

+  Administration > Suspicious Objects > User-Defined Objects

Control Manager automatically deploys the actions to certain managed products.

The following are the supported managed products and the required minimum versions:

- OfficeScan 11 SP1: Performs actions against Virtual Analyzer suspicious files, IP
addresses, and URLs (actions against user-defined objects are not supported)

- Smart Protection Server 3.0 Patch 1 (standalone) or integrated with OfficeScan
11 SP1: Relays actions against suspicious URLs to OfficeScan agents that send
Web Reputation queries.
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Impact Assessment

Impact assessment checks endpoints for suspicious activities associated with suspicious

objects. Endpoints with confirmed suspicious activities ate considered at risk.

Control Manager also considers endpoints to be at risk if products take "passive" actions

against suspicious objects.

4.1. Impact Assessment

From the list of Virtual Analyzer suspicious
objects in Administration > Suspicious
Objects > Virtual Analyzer Objects, run
impact assessment to determine at-risk
endpoints.

Impact assessment requires Deep
Discovery Endpoint Sensor. The
minimum required version is 1.5.

This product only performs assessment
and does not take action on at-risk
endpoints.

4.3. Detection Matching

Control Manager also checks Web
Reputation, URL filtering, network content
inspection, and rule-based detection logs
received from all managed products and
then compares them with its list of
suspicious objects. If there is a match from
a specific endpoint and the managed
product takes a "passive" action (such as
Log, Pass, or Warn and Continue), the
endpoint is also considered at risk.

4.2. "Passive" Scan Action

When the scan action configured in Control
Manager and deployed to OfficeScan
agents is "passive" (log), the affected
endpoints are considered at risk.

O

At-risk Endpoints

To view the number of at-risk endpoints, go
to Administration > Suspicious Objects
> Virtual Analyzer Objects and see the
At Risk Endpoints column.

To view detailed information for at-risk
endpoints, go to the Object column and
click the arrow icon (if available) before the
suspicious object name. The screen
expands to show a table with details about
the suspicious object and at-risk endpoints.
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5.1. "Active" Scan Actions

When the scan action configured in Control
Manager and deployed to OfficeScan
agents is "active" (block or quarantine), the
affected endpoints are considered
mitigated.

5.2. Detection Matching

Control Manager also checks Web
Reputation, URL filtering, network content
inspection, and rule-based detection logs
received from all managed products and
then compares them with its list of
suspicious objects. If there is a match from
a specific endpoint and the managed
product takes an "active" action (such as
Block, Delete, Quarantine, or Override),
Control Manager treats the endpoint as
mitigated.

O

Endpoint Isolation

An alternative action is isolating at-risk
endpoints. Perform this action if you need
to perform a detailed investigation.

Only endpoints with OfficeScan agents
can be isolated. The minimum required
version is 11 SP1. The agents' firewall
must be enabled.

For more information, see Endpoint
Isolation and Connection Restoration on
page xxxix.
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I0C Management

Managing IOCs (Indicators of Compromise) involves the following tasks:

IOC File Generation
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Obtain IOC files from your peers and other security experts. Open the Control Manager
management console and go to Administration > Indicators of Compromise to add the
10C files.

If, for some reason, a suspicious object from Deep Discovery Analyzer 5.1 or Deep
Discovery Inspector 3.8 does not display in the Virtual Analyzer Suspicious Objects
screen (Administration > Suspicious Objects > Virtual Analyzer Objects), download the
corresponding suspicious object investigation package from the managed product's
console. This investigation package (available as a single compressed file), contains IOC-
compliant files and other investigation resources.

As Control Manager only requires IOC files for impact assessment, extract the .ioc files
from the compressed file and then add them to Control Manager. It is not possible to
add the compressed file.

™ Important

After extracting and adding the .ioc files, delete the compressed file from the computer as it
contains potentially malicious files.

(2]

Impact Assessment

Initiate impact assessment to check for suspicious activities based on the indicators
listed in the IOC files. Endpoints with suspicious activities are considered at tisk.
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Control Manager
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Go to Administration > Indicatots of Compromise and run an impact assessment on
one or several IOC files to determine at-risk endpoints.
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Impact assessment requires Deep Discovery Endpoint Sensor . The minimum required
version is 1.5.

This product only performs assessment and does not take action on at-risk endpoints.

ra

Endpoint Isolation

Isolate an affected endpoint to perform a detailed investigation. To perform this task,
navigate to Administration > Indicators of Compromise, go to the At Risk column and
click a number representing the number of at-risk endpoints.
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Only endpoints with OfficeScan agents can be isolated. The minimum required version
is 11 SP1. The agents' firewall must be enabled.
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For more information, see Endpoint Isolation and Connection Restoration on page
XXXIX.

Impact Assessment

There are several ways to initiate impact assessment.
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i

Impact Assessment on Suspicious
Objects

Initiate impact assessment to check for
suspicious activities associated with
suspicious objects. Endpoints with
suspicious activities are considered at risk.

Impact assessment on suspicious objects
requires a Trend Micro product called
Deep Discovery Endpoint Sensor.

To initiate the assessment, go to
Administration > Suspicious Objects >
Virtual Analyzer Objects.

i

Impact Assessment on IOC files

Initiate impact assessment to check for
suspicious activities based on the
indicators listed in the I0OC files. Endpoints
with suspicious activities are considered at
risk.

Impact assessment on |0C files requires a
Trend Micro product called Deep
Discovery Endpoint Sensor.

To initiate the assessment, go to
Administration > Indicators of
Compromise.

O

Impact Assessment on Security Threats

Initiate impact assessment on security
threats to check which endpoints they
affect. This is especially useful for checking
stealthy and sophisticated threats that
have previously evaded detection.

Impact assessment on security threats
requires both Deep Discovery Endpoint
Sensor and Deep Discovery Inspector.
These products use Retro Scan to perform
the assessment.

If only one of these products is registered
to Control Manager, a partial impact
assessment will be performed.

To initiate the assessment:

1. Go to the Security Threats (User) or
Security Threats (Endpoint) screen.

2. Click a threat name. This opens the
Affected Users screen, with the
Assess Impact option.

Learn more:

Retro Scan

Retro Scan

Retro Scan in Deep Discovery Inspector

Retro Scan is a cloud-based service that scans historical web access logs for callback
attempts to C&C servers and other related activities in your network. Web access logs

XXXVii
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may include undetected and unblocked connections to C&C servers that have only
recently been discovered. Examination of such logs is an important part of forensic
investigations to determine if your network is affected by attacks.

Retro Scan stores the following log information in the Smart Protection Network:
« P addresses of endpoints monitored by Deep Discovery Inspector

+  URLs accessed by endpoints

. GUID of Deep Discovery Inspector

Retro Scan then periodically scans the stored log entries to check for callback attempts
to C&C servers in the following lists:

. Trend Micro Global Intelligence list: Trend Micro compiles the list from multiple
sources and evaluates the risk level of each C&C callback address. The C&C list is
updated and delivered to enabled products daily.

+  User-defined list: Retro Scan can also scan logs against your own C&C server list.
Addresses must be stored in a text file.

a3 ) Important

. The Retro Scan screen in Deep Discovery Inspector only displays information for scans
that use the Trend Micro Global Intelligence list.

Retro Scan in Deep Discovery Endpoint Sensor

Retro Scan investigates historical events and their activity chain based on a specified
search condition. The results can be viewed as a mind map showing the execution flow
of any suspicious activity. This facilitates the analysis of the enterprise-wide chain of
events involved in a targeted attack.

Retro Scan uses the following object types for its investigation:
+  DNS record
+ 1P address

. File name

. File folder
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. SHA-1 hash values
. MD?5 hash values
. User account

Retro Scan queties a normalized database containing an endpoint's historical events.
Compared to a traditional log file, this method uses less disk space and consumes less
resources.

Endpoint Isolation and Connection Restoration

Isolate at-risk endpoints to run an investigation and resolve security issues. Restore the
connection promptly when all issues have been resolved.

Endpoint isolation and connection restoration require the OfficeScan agent. The
minimum required version is 11 SP1. In addition, the OfficeScan agent's firewall must

be enabled.
Initiating Endpoint Isolation

The Isolate option is available from the following screens:

1.1. Endpoint screen

* Dashboard Directories | Policies ~ Logs ~ Reports - Updates ~ Administration -~

= Back to UserEndpoint Directory
9 Endpoint-TEST

Security Threats Policy Status | Notes H Genetral Information | Task = |

4 [ TEST4 (Windows 2008) J¢ Assign tags

Installed Product Version Build Assigned Policy Palicy Status % Isolate

OfficeScan 1.0 2995 N2 Withaout policy
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ﬁ Note

All the tabs in the Endpoint screen provide the Isolate option.

There are several ways to access this screen. The recommended way is to go to Directoties
> Usets/Endpoints, use the search feature in the screen to find the endpoint to isolate, and
then click the endpoint name when the search results display.

If isolation cannot be performed, a message displays below the Isolate option to indicate
any of the following issues:

The agent on the endpoint runs an unsupported version.

The user account used to log on to Control Manager does not have the necessary
permissions.

Task =

J0 Assign tags

¥, Isolate

[Product version is not supported, |

1.2. At Risk Endpoints screen

* Dashboard Directories ~ | Policies ~ | Logs ~ | Reports ~ | Updates ~

Administration -

Indicators of Compromise > At Risk Endpoints

[ Export Al 456 Modify Allowe d Traflic

First Obsetved & Host Name IP Address Imporance Matching Object(s) Action

0B/01/2014 15:55:09 R2-A 1011 Important Process - update exe i 1s0late
File : gurdaefexe

08m1r2014 146:58:09 S'RZ-B 101.1.2

Important

Process : update exe JS Restare
File : gurgaef.exe
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ﬁ Note

To access this screen, go to Administration > Indicators of Compromise, go to the At Risk
column and click a number representing the number of at-risk endpoints.

ik

Monitoring the Isolation Status

While an endpoint is being isolated, a message displays on top of the Endpoint or At
Risk Endpoints screen, informing you that endpoint isolation is in progress.

The message disappears when the isolation is complete. On the endpoint, a notification
appears to inform the user of the isolation.

If there is an issue, the message changes. Issues include:

+  The OfficeScan agent firewall was disabled by the OfficeScan server administrator
or by the user, who has privileges to configure firewall settings. It is also possible
that the firewall has become non-functional.

+  There is no connection between the OfficeScan agent on the endpoint and its
parent server.

+  Both the OfficeScan server and agent are installed on the endpoint. Isolating the
endpoint will cause disruptions to OfficeScan server functions.

«  An unexpected error occurred.

Refresh the screen to get the latest status.

ed

Monitoring Isolated Endpoints

A list of isolated endpoints is available in the Endpoint tree, when you select the default
filter, Isolated.

xli
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y Dashboard Directories - | Policies ~ Logs -

User/Endpoint Directory

Search |Endpnints;| I

: s Users };}Assign.ﬁemwe Custom Tags
4 @Y Endpoints
g—g. Al Endpoint Darmain
b J0 Custom Tags TEST TR
4 " Filters TEST4 R
B : Custom Filters TESTE R
I Endpoint Type
b7 Qperating System
4 " Network Connection

=Y |solated

< 7 Importance

(4

Configuring Allowed Traffic

By default, endpoint isolation blocks all inbound and outbound traffic, except traffic
between the OfficeScan agent and its parent server.
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Allowed Traffic | X]

#| Caontrol traffic on isolated endpoints

Inbound Traffic

Protocol Source IP Address Destination Port
TCRIJUDP ¥ 0114 s Al Specific; |Use comma to separate ports + -
TCRIUDP ¥ 10112 = Al Specific: |Use comma to separate ports + -

Outhound Traffic

Frotocol Destination IP Address Destination Fort
TCRIJUDP ¥ 101141 Al Specific: |Use comma to separate ports + -
TCRIUDP ¥ 10112 Al Specific; |Use comma to separate ports + -

[ epptoan || cancel |

You can configure inbound and outbound traffic that you want to allow on isolated
endpoints. These settings apply to all isolated endpoints and cannot be configured for
individual endpoints.

If other Trend Micro agents are installed on endpoints, be sure to configure allowed
traffic so that the agents can continue to communicate with their parent servers.

AGENT INBOUND TRAFFIC OuTBoUND TRAFFIC i
REQUIREMENTS
Vulnerability Protocol: TCP Protocol: TCP If the Vulnerability
Protection Protection server

Source IP address: | Destination IP
IP address of the address: IP
parent server address of the

installs using DNS
settings, add the

arent server protocol, IP
Destination port: p addr.eSS., -
4118 Destination port: destination ports of

4120 the DNS server.
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AGENT

INBOUND TRAFFIC

OuTBoUND TRAFFIC

OTHER
REQUIREMENTS

Endpoint Encryption

Protocol: TCP

Source IP address:
IP address of the
parent server

Destination port:
80, 8080

Protocol: TCP

Destination IP
address: |IP
address of the
parent server

Destination port:
80, 8080

If the Endpoint
Encryption server
installs using DNS
settings, add the
protocol, IP
address, and
destination ports of
the DNS server.

Deep Discovery
Endpoint Sensor

Protocol: TCP

Source IP address:
IP address of the
parent server

Destination port:
8081

Protocol: TCP

Destination IP
address: IP
address of the
parent server

Destination port:
8002, 8003

DNS settings
(inbound):

Protocol: UDP

Source IP address:
IP address of the
DNS server

Destination port:
53

DNS settings
(outbound):

Protocol: UDP

Destination IP
address: IP
address of the DNS
server

Destination port:
53

Endpoint
Application Control

Protocol: TCP

Source IP address:
IP address of the
parent server

Destination port:
80, 443, 8080, 4343

Protocol: TCP

Destination IP
address: IP
address of the
parent server

Destination port:
8085, 8443

If the Endpoint
Application Control
server installs using
DNS settings, add
the protocol, IP
address, and
destination ports of
the DNS server.
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Click Apply to All to deploy the settings to OfficeScan servers with agents that have
isolated or are in the process of isolating endpoints.

Restoring Endpoint Connection

After you are finished with your investigation and have confirmed that the endpoint is
threat-free, restore the endpoint's network connection. A Restore option is available on
the Endpoint screen or At Risk Endpoints screen.

After clicking Restote, a message displays on top of the screen, informing you that
connection restoration is in progress. The message disappears when the restoration is
complete.

If there is an issue, the message changes. Issues include:

+  The OfficeScan agent firewall was disabled by the OfficeScan server administrator
or by the user, who has privileges to configure firewall settings. It is also possible
that the firewall has become non-functional. As a result, network connection was
automatically restored but the endpoint remains in the Isolated filter in the Control
Manager Endpoint tree.

Enable the firewall on the agent or verify that it is working propetly and then
initiate endpoint isolation from Control Manager (to keep the endpoint isolated) or
connection restoration (to remove the endpoint from the Isolated filter in the
Endpoint tree).

+  There is no connection between the OfficeScan agent on the endpoint and its
parent server.

+  An unexpected error occurred.

Refresh the screen to get the latest status.

Endpoint Isolation and Connection Restoration History

xlv
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Control Manager keeps a record of all isolation and connection restoration tasks
performed on an endpoint. To view these records, go to the Endpoint screen and click
the Notes tab.

w Dashboard | Directories - Policies - Logs « Reporis - Updates ~ Administration -

= Back
@ Endpoint - TEST [ 2 RU0
| Security Threats || Folicy Status | Notes | General Information | Task ¥
Note: I Add
Time ~ Note User
060272015 10:49:54 AW Restore root
060272015 10:49:45 AW Isolate root

Control Manager 6.0 SP2 Features and Enhancements

Control Manager Service Pack 2 (SP2) provides the following new features and
enhancements:
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FEATURE

DESCRIPTION

Deep Discovery
Inspector integration

With Deep Discovery Inspector integration, the following features
are now available:

The Administrator > Suspicious Objects option provides
information about Deep Discovery Inspector detections based
on threat engines, Virtual Analyzer, and user-defined lists

Two new Deep Discovery Inspector widgets: System Status
and Affected Hosts

A detections screen offers detailed actionable information
that highlights the hosts requiring priority attention. For
deeper investigation, administrators can drill down from
overall traffic detected into detailed logs.

New Event Center alert for Advanced Persistent Threats

+  The new Host Severity Report custom template provides
information about threat detections by host

Threats are mapped to threat life cycle rules to determine
overall host vulnerability levels, and then displayed in
summary and detailed subreports. Administrators can take
action on affected hosts supported by clear evidence from
Deep Discovery Inspector.

Support for HP
TippingPoint
Security
Management
System (SMS)

Share the suspicious objects list to customize your HP
TippingPoint SMS filters. Deep Discovery Inspector provides the
suspicious objects list.

Control Manager 6.0 SP1 Features and Enhancements

Control Manager Service Pack 1 (SP1) provides the following new features and

enhancements:
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4-2

FEATURE DESCRIPTION
User/Endpoint The User/Endpoint Directory is a graphical representation of the
Directory on page organization of your Control Manager network. This directory

allows you to organize your network into groups of users or
endpoints with custom or predefined criteria. The following
functionalities are now possible:

User view with Security Threat, Policy Status, and Contact
Information

«  Endpoint view with Policy Status
. Basic or advanced user/endpoint search
«  Custom filters to automatically group users/endpoints

+  Custom tags to manually group users/endpoints based on
specific criteria

Active Directory integration and display of available structure

@ Important

=" Control Manager supports synchronization of Active
Directory domains coming from the same forest.

Hosts with C&C
Callback Attempts
widget on page
8-15

This widget provides information about hosts that attempt to
establish connection with known C&C servers.

Manage cloud-
based services on
page 6-2

In addition to products offering endpoint or server protection,you
can now include supported Trend Micro SaaS solutions in the
Control Manager managed servers list. The following
functionalities are now possible:

Access and configure any of the managed SaaS solutions
through Control Manager using single sign-on

+  You can, at any time, stop managing any registered SaaS
solutions
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Control Manager 6.0 Patch 3 Features and Enhancements

New features and enhancements related to the Command-and-Control Contact Alert
(CCCA) service are available in version 6.0 Service Pack 3 Patch 3.

FEATURE DESCRIPTION

Widgets +  C&C Callback Events

+  Unique Compromised Hosts Over Time

Notifications . C&C callback alert
. C&C callback outbreak alert

Logs C&C Callback Information data view available under Security
Threat Information

Components Patterns available for updates:
C&C Information Pattern

Advanced Malware Pattern

Control Manager 6.0 Patch 2 Features and Enhancements

The following new features and enhancements are available in version 6.0 Service Pack 3

Patch 2.
FEATURE DEScRIPTION

User roles DLP user roles available for DLP incident investigation:
+  DLP Compliance Officer
«  DLP Incident Reviewer

Notifications DLP notifications available for DLP incident investigation:
+  Scheduled incident summary

Incident details updated
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FEATURE DESscRIPTION
DLP template Visible DLP template severity levels:
severity levels High
Medium
Low
Informational
Undefined
DLP incident +  DLP dashboard widgets available for monitoring and
investigation reviewing DLP incidents based on severity levels and

managed users

View a summary list of DLP incidents triggered by managed
users

+  Review and update incident detailed information

DLP auditing logs Export DLP auditing logs

Control Manager 6.0 Features and Enhancements

The following new features and enhancements are available in version 6.0 Service Pack

3.

FEATURE DESCRIPTION

Policy management | -+  Deploy product settings to managed products using policies
Flexible policy types
Role-based administration

Easy policy template updates from the web console

Policy status +  Up-to-date deployment status of product settings

dashboard widget . )
Monitor the numbers of deployed and pending targets

Check the detailed status of the pending targets
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FEATURE DESCRIPTION
Policy template When new or updated templates become available, administrators
updates can easily perform the update from the web console.
Data Loss DLP is a feature of the Data Protection module that monitors the
Prevention (DLP) transmission of digital assets. The DLP feature can minimize the
integration risk of information loss and improve visibility of data usage

patterns and risky business processes.
Control Manager has integrated the following DLP features:
Manageable DLP templates and data identifiers

Deploy DLP settings to managed products using policy
management, DLP templates, and data identifiers

«  Collect DLP logs for reports and event notifications
« 22 pre-defined DLP report templates

«  Five DLP event notifications

+  Four dashboard widgets

+  Product support: OfficeScan, IMSVA, and ScanMail for
Microsoft Exchange

Favorites Administrators can add menu shortcuts to the Favorites menu for
quick access.

Control Manager Documentation

This documentation assumes a basic knowledge of security systems. There are
references to previous versions of Control Manager to help system administrators and
personnel who are familiar with earlier versions of the product. If you have not used
earlier versions of Control Manager, the references may help reinforce your
understanding of the Control Manager concepts.
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TaBLE 1. Control Manager Documentation

DocumENT

DESCRIPTION

Online Help

Web-based documentation that is accessible from the Control
Manager web console.

The online help contains explanations of Control Manager
components and features, as well as procedures needed to
configure Control Manager.

Trend Micro Online
Help Center (http://
docs.trendmicro.co
m)

The Trend Micro Online Help Center provides the latest product
documentation.

Readme file

The Readme file contains late-breaking product information that is
not found in the online or printed documentation. Topics include a
description of new features, known issues, and product release
history.

Installation Guide

PDF documentation is accessible from the Trend Micro Enterprise
DVD or downloadable from the Trend Micro website.

The Installation Guide contains detailed instructions of how to
install Control Manager and configure basic settings to get you
"up and running".

Administrator’'s
Guide

PDF documentation that is accessible from the Trend Micro
Solutions DVD for Control Manager or downloadable from the
Trend Micro website.

The Administrator's Guide contains detailed instructions of how to
configure and manage Control Manager and managed products,
and explanations on Control Manager concepts and features.

Tutorial

PDF documentation that is accessible from the Trend Micro
Solutions DVD for Control Manager or downloadable from the
Trend Micro website.

The Tutorial contains hands-on instructions of how to deploy,
install, configure, and manage Control Manager and managed
products registered to Control Manager.
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Document Conventions

The documentation uses the following conventions:

TaBLE 2. Document Conventions

CONVENTION DESCRIPTION
UPPER CASE Acronyms, abbreviations, and names of certain
commands and keys on the keyboard
Bold Menus and menu commands, command buttons, tabs,
and options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file

names, and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

ﬁ’ Note

Configuration notes

Q Tip

Recommendations or suggestions

/_Q Important

Information regarding required or default configuration
settings and product limitations

ﬂ WARNING!

Critical actions and configuration options
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Chapter 1

Introducing Trend Micro™ Control
Manager™

Trend Micro Control Manager is a central management console that manages Trend
Micro products and services at the gateway, mail server, file server, and corporate
desktop levels. Administrators can use the policy management feature to configure and
deploy product settings to managed products and endpoints. The Control Manager web-
based management console provides a single monitoring point for antivirus and content
security products and services throughout the network.

Control Manager enables system administrators to monitor and report on activities such
as infections, secutity violations, ot virus/malware entry points. System administrators
can download and deploy update components throughout the network, helping ensure
that protection is consistent and up to date. Example update components include virus
pattern files, scan engines, and anti-spam rules. Control Manager allows both manual
and pre-scheduled updates. Control Manager allows the configuration and
administration of products as groups or as individuals for added flexibility.

This chapter contains the following topics:
. Control Manager Standard and Advanced on page 1-3
«  Introducing Control Manager Features on page 1-3

. Understanding Trend Micro Management Communication Protocol on page 1-5

. Control Manager Architecture on page 1-9




Control Manager 6.0 Service Pack 3 Administrator's Guide

. Trend Micro™ Smart Protection Network™ on page 1-11




Introducing Trend Micro Control Manager

Control Manager Standard and Advanced

Control Manager is available in two versions: Standard and Advanced. Control Manager
Advanced includes features that Control Manager Standard does not. For example,
Control Manager Advanced supports a cascading management structure. This means the
Control Manager network can be managed by a parent Control Manager Advanced
server with several child Control Manager Advanced servers reporting to the parent
Control Manager Advanced server. The parent server acts as a hub for the entire
network.

ﬁ Note

Control Manager Advanced supports the following as child Control Manager servers:
+  Control Manager 6.0 Advanced
+  Control Manager 5.5 Advanced
+  Control Manager 5.0 Advanced

Control Manager 5.0/5.5/6.0 Standard servers cannot be child setvers.

For a complete list of all features Standard and Advanced Control Manager servers
support see Control Manager Product Version Comparison on page A-9

Introducing Control Manager Features

Trend Micro designed Control Manager to manage antivirus and content security
products and services deployed across an organization’s local and wide area networks.

TaBLE 1-1. Control Manager Features

FEATURE DESCRIPTION

Policy management | System administrators can use policies to configure and deploy
product settings to managed products and endpoints from a single
management console.
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FEATURE DESCRIPTION
Centralized Using the Product Directory and cascading management
configuration structure, these functions allow you to coordinate virus-response

and content security efforts from a single management console.

These features help ensure consistent enforcement of your
organization's virus/malware and content security policies.

Proactive outbreak

With Outbreak Prevention Services (OPS), take proactive steps to

prevention secure your network against an emerging virus/malware outbreak.
Secure Control Manager uses a communications infrastructure built on
communication the Secure Socket Layer (SSL) protocol.
infrastructure , , i
Depending on the security settings used, Control Manager can
encrypt messages or encrypt them with authentication.
Secure These features allow you to configure secure web console access
configuration and and component download.
component
download

Task delegation

System administrators can give personalized accounts with
customized privileges to Control Manager web console users.

User accounts define what the user can see and do on a Control
Manager network. Track account usage through user logs.

Command Tracking

This feature allows you to monitor all commands executed using
the Control Manager web console.

Command Tracking is useful for determining whether Control
Manager has successfully performed long-duration commands,
like virus pattern update and deployment.

On-demand product
control

Control managed products in real time.

Control Manager immediately sends configuration modifications
made on the web console to the managed products. System
administrators can run manual scans from the web console. This
command system is indispensable during a virus/malware
outbreak.
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FEATURE DESCRIPTION

Centralized update | Update virus patterns, antispam rules, scan engines, and other
control antivirus or content security components to help ensure that all
managed products are up to date.

Centralized Get an overview of the antivirus and content security product
reporting performance using comprehensive logs and reports.

Control Manager collects logs from all its managed products; you
no longer need to check the logs of each individual product.

Understanding Trend Micro Management
Communication Protocol

Trend Micro Management Communication Protocol (MCP) agent is the next generation
agent for Trend Micro managed products. MCP replaces Trend Micro Management
Infrastructure (TMI) as the way Control Manager communicates with managed
products. MCP has several features:

+  Reduced network loading and package size

+  NAT and firewall traversal support

+  HTTPS support

. One-way and two-way communication support

+  Single sign-on (SSO) support

Reduced Network Loading and Package Size

TMI uses an application protocol based on XML. Even though XML provides a degree
of extensibility and flexibility in the protocol design, the drawbacks of applying XML as
the data format standard for the communication protocol consist of the following:

. XML parsing requires more system resources compared to other data formats such
as CGI name-value pair and binary structure (the program leaves a large footprint
on your setver ot device).
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. The agent footprint required to transfer information is much larger in XML
compared with other data formats.

«  Data processing performance is slower due to the larger data footprint.

+  Packet transmissions take longer and the transmission rate is less than other data
formats.

MCP's data format is designed to resolve these issues. MCP's data format is a BLOB
(binary) stream with each item composed of name ID, type, length, and value. This
BLOB format has the following advantages.

TaBLE 1-2. BLOB Format Advantages

ADVANTAGE DEScRIPTION

Smaller data Each data type requires only a limited number of bytes to store

transfer size the information. These data types are integer, unsigned integer,

compared to XML Boolean, and floating point.

Faster parsing With a fixed binary format, each data item can be easily parsed

speed one by one. Compared to XML, the performance is several times
faster.

Improved design Design flexibility has also been considered since each item is

flexibility composed of name ID, type, length, and value. There will be no
strict item order and compliment items can be present in the
communication protocol only if needed.

In addition to applying binary stream format for data transmission, more than one type
of data can be packed in a connection, with or without compression. With this type of

data transfer strategy, network bandwidth can be preserved and improved scalability is

also created.

NAT and Firewall Traversal Support

With limited addtessable IP addresses on the IPv4 network, NAT (Network Address
Translation) devices have become widely used to allow more end-point computers to
connect to the Internet. NAT devices achieve this by forming a private virtual network

to the computers attached to the NAT device. Each computer that connects to the
NAT device will have one dedicated private virtual IP address. The NAT device will
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translate this private IP address into a real world IP address before sending a request to
the Internet. This introduces some problems since each connecting computer uses a
virtual IP and many network applications are not aware of this behavior. This usually
results in unexpected program malfunctions and network connectivity issues.

For products that work with Control Manager 2.5/3.0 agents, one pre-condition is
assumed. The server relies on the fact that the agent can be reached by initiating a
connection from server to the agent. This is a so-called two-way communication
product, since both sides can initiate network connection with each other. This
assumption breaks when the agent sits behinds a NAT device (or the Control Manager
server sits behind a NAT device) since the connection can only route to the NAT
device, not the product behind the NAT device (or the Control Manager server sitting
behind a NAT device). One common work-around is that a specific mapping
relationship is established on the NAT device to direct it to automatically route the in-
bound request to the respective agent. However, this solution needs user involvement
and it does not work well when large-scale product deployment is needed.

The MCP deals with this issue by introducing a one-way communication model. With
one-way communication, only the agent initiates the network connection to the server.
The server cannot initiate connection to the agent. This one-way communication works
well for log data transfers. However, the server dispatching of commands occurs under a
passive mode. That is, the command deployment relies on the agent to poll the server
for available commands.

HTTPS Support

The MCP integration protocol applies the industry standard communication protocol
(HTTP/HTTPS). HTTP/HTTPS has several advantages over TMI:

. A large majortity of people in IT are familiar with HTTP/HTTPS, which makes it
easier to identify communication issues and find solutions those issues

. For most enterprise environments, there is no need to open extra ports in the
firewall to allow packets to pass

. Existing security mechanisms built for HTTP/HTTPS, such as SSL/TLS and
HTTP digest authentication, can be used

Using MCP, Control Manager has three security levels:
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. Normal security: Control Manager uses HI'TP for communication

*  Medium security: Control Manager uses HTTPS for communication if HTTPS is
supported and HTTP if HTTPS is not supported

. High security: Control Manager uses HT'TPS for communication

One-Way Communication

NAT traversal has become an increasingly more significant issue in the current, real-
wotld network environment. In order to address this issue, MCP uses one-way
communication. One-way communication has the MCP client initiating the connection
to and polling of commands from the server. Each request is a CGI-like command
query or log transmission. In order to reduce the network impact, the connection is kept
alive and open as much as possible. A subsequent request uses an existing open
connection. Even if the connection is dropped, all connections involving SSL to the
same host benefit from session ID cache that drastically reduces reconnection time.

Two-Way Communication

Two-way communication is an alternative to one-way communication. It is still based on
one-way communication, but has an extra channel to receive server notifications. This
extra channel is also based on HTTP protocol. Two-way communication can improve
real-time dispatching and processing of commands from the server by the MCP agent.
The MCP agent side needs a web server or CGI compatible program that can process
CGl-like requests to receive notifications from the Control Manager server.

Single Sign-on (SSO) Support

Through MCP, Control Manager supports single sign-on (SSO) functionality for Trend
Micro products. This feature allows users to sign in to Control Manager and access the
resources of other Trend Micro products without having to sign in to those products as
well.
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Control Manager Architecture

Trend Micro Control Manager provides a means to control Trend Micro products and
services from a central location. This application simplifies the administration of a
corporate virus/malwate and content secutity policy. The following table provides a list
of components Control Manager uses.

TaBLE 1-3. Control Manager Components

COMPONENT DESCRIPTION

Control Manager server Acts as a repository for all data collected from the agents. It
can be a Standard or Advanced Edition server. A Control
Manager server includes the following features:

+  An SQL database that stores managed product
configurations and logs

Control Manager uses the Microsoft SQL Server
database (db_ControlManager.mdf) to store data
included in logs, Communicator schedule, managed
product and child server information, user account,
network environment, and notification settings.

+ A web server that hosts the Control Manager web
console

A mail server that delivers event notifications through
email messages

Control Manager can send notifications to individuals
or groups of recipients about events that occur on the
Control Manager network. Configure Event Center to
send notifications through email messages, Windows
event log, MSN Messenger, SNMP, Syslog, pager, or
any in-house/industry standard application used by
your organization to send notification.

«  Avreport server, present only in the Advanced Edition,
that generates antivirus and content security product
reports

A Control Manager report is an online collection of
figures about security threat and content security
events that occur on the Control Manager network.
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COMPONENT

DESCRIPTION

Trend Micro Management
Communication Protocol

MCP handles the Control Manager server interaction with
managed products that support the next generation agent.

MCP is the new backbone for the Control Manager system.

MCP agents install with managed products and use
one/two way communication to communicate with Control
Manager. MCP agents poll Control Manager for instructions
and updates.

Trend Micro Management
Infrastructure

Handles the Control Manager server interaction with older
managed products.

The Communicator, or the Message Routing Framework, is
the communication backbone of the older Control Manager
system. It is a component of the Trend Micro Management
Infrastructure (TMI). Communicators handle all
communication between the Control Manager server and
older managed products. They interact with Control
Manager 2.x agents to communicate with older managed
products.

Control Manager 2.x
Agents

Receives commands from the Control Manager server and
sends status information and logs to the Control Manager
server

The Control Manager agent is an application installed on a
managed product server that allows Control Manager to
manage the product. Agents interact with the managed
product and Communicator. An agent serves as the bridge
between managed product and communicator. Therefore,
install agents on the same computer as managed products.

Web-based management
console

Allows an administrator to manage Control Manager from
virtually any computer with an Internet connection and
Windows™ Internet Explorer™

The Control Manager management console is a web-based
console published on the Internet through the Microsoft
Internet Information Server (I1S) and hosted by the Control
Manager server. It lets you administer the Control Manager
network from any computer using a compatible web
browser.
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COMPONENT DESCRIPTION

Widget Framework Allows an administrator to create a customized dashboard
to monitor the Control Manager network.

Trend Micro™ Smart Protection Network™

The Trend Micro™ Smart Protection Network™ is a next-generation cloud-client
content security infrastructure designed to protect customers from security risks and
web threats. It powers both on-premise and Trend Micro hosted solutions to protect
users whether they are on the network, at home, or on the go. Smart Protection
Network uses lighter-weight agents to access its unique in-the-cloud correlation of email,
web, and file reputation technologies, as well as threat databases. Customers’ protection
is automatically updated and strengthened as more products, services and users access
the network, creating a real-time neighborhood watch protection service for its users.

For more information on the Smart Protection Network, visit:

www.smartprotectionnetwork.com

Email Reputation

Trend Micro’s email reputation technology validates IP addresses by checking them
against a reputation database of known spam sources and by using a dynamic service
that can assess email sender reputation in real time. Reputation ratings are refined
through continuous analysis of the IP addresses’ “behavior,” scope of activity and prior
history. Email reputation blocks malicious email messages in the cloud based on the
sender’s IP address, preventing threats from reaching the network or the user’s PC.

File Reputation Services

File Reputation Services checks the reputation of each file against an extensive in-the-
cloud database. Since the malwate information is stored in the cloud, it is available
instantly to all users. High performance content delivery networks and local caching
servers ensure minimum latency during the checking process. The cloud-agent




Control Manager 6.0 Service Pack 3 Administrator's Guide

architecture offers more immediate protection and eliminates the burden of pattern
deployment besides significantly reducing the overall agent footprint.

Web Reputation Services

With one of the largest domain-reputation databases in the world, Trend Micro web
reputation technology tracks the credibility of web domains by assigning a reputation
score based on factors such as a website's age, historical location changes and
indications of suspicious activities discovered through malware behavior analysis. Web
reputation then continues to scan sites and block users from accessing infected ones.
Web reputation features help ensure that the pages that users access are safe and free
from web threats, such as malware, spyware, and phishing scams that are designed to
trick users into providing personal information. To increase accuracy and reduce false
positives, Trend Micro Web reputation technology assigns reputation scores to specific
pages or links within sites instead of classifying or blocking entire sites, since often, only
portions of legitimate sites are hacked and reputations can change dynamically over
time.

Smart Feedback

Trend Micro Smart Feedback provides continuous communication between Trend
Micro products and its 24/7 threat research centers and technologies. Each new threat
identified through every single customer's routine reputation check automatically
updates all Trend Micro threat databases, blocking any subsequent customer encounters
of a given threat.

By continuously processing the threat intelligence gathered through its extensive global
network of customers and partners, Trend Micro delivers automatic, real-time
protection against the latest threats and provides "better togethet" security, much like an
automated neighborhood watch that involves the community in the protection of
others. Because the gathered threat information is based on the reputation of the
communication source, not on the content of the specific communication, the privacy
of a customet's personal or business information is always protected.

Samples of information sent to Trend Micro:

. File checksums
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«  Websites accessed
. File information, including sizes and paths
. Names of executable files
You can terminate your participation to the program anytime from the web console.
e
You do not need to participate in Smart Feedback to protect your computers. Your
patticipation is optional and you may opt out at any time. Trend Micro recommends that

you participate in Smart Feedback to help provide better overall protection for all Trend
Micro customers.

For more information on the Smart Protection Network, visit:

http://www.smartprotectionnetwork.com



http://www.smartprotectionnetwork.com




Chapter 2

Getting Started with Control Manager

The Control Manager web-based management console allows you to administer
managed products and other Control Manager servers.

This chapter contains the following topics:
. Using the Management Console on page 2-2
Understanding the Function-Locking Mechanism on page 2-4
. Accessing the Management Console on page 2-4
. Changing Access to the Management Console on page 2-6
. Configuring Web Console Settings on page 2-7

Configuring Command Time-out Settings on page 2-8

«  Logging Off from the Management Console on page 2-9
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Using the Management Console

The Control Manager management console is a web-based console published on the
Internet or Intranet through Microsoft™ Internet Information Services (I1IS) and hosted
by the Control Manager server. The web console lets you administer the Control
Manager network from any machine using a compatible web browser.

ﬁ Note

View the web console at a screen resolution of 1366 x 768 pixels.

The web console consists of the following: main menu, drop-down menus, working
area, and Help menu.

#®, TREND. Control Manager™

Main Menu Admanisiration «

Account Management *

Usar Accounts My Account
Command Tracking User Accounts,

| EventConter b L usacRous

[[Dtee @yoaine

Licanse Uanagement * | e Groups
Full Name Domain

£50_User

Sefings .

Tools

Help Menu

Drop-down Menu

Ficure 2-1. Control Manager management console

Main Menu

The web console main menu includes links to the following Control Manager functions.

TABLE 2-1. Contents of the Control Manager Main Menu

MAIN MeNu ITEM DESCRIPTION

Favorites (*) Allows users to add menu shortcuts for quick access
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MAIN Menu ITEM DESCRIPTION

Dashboard Allows the addition of widgets that provide at-a-glance
summaries of your network. The widgets also include
shortcuts to detailed information screens and ad hoc
queries.

Directories Includes the following options:

+  Users/Endpoints: allows you to view user/endpoint
information, and conduct security investigations

Products: allows you to administer managed products,
communicators, and child servers

Policies Includes options to perform policy management and update
policy templates.

Logs Includes options to view logs for all products register to the
Control Manager server.

Reports Includes options to manage Control Manager managed
products and child server reports.

Updates Provides options for configuring manual and scheduled
updates and component deployment plans.

Administration Includes the Account Management, Command Tracking,
Event Center, License Management, Settings, Outbreak
Prevention Services, and Tools options.

Drop-Down Menu

The drop-down menus for each main menu item appear after moving the cursor over
the specified item. Only the Dashboard menu items do not contain a drop-down menu.

Working Area

Use the working area to manage the Control Manager network. Here users can
administer managed products or child server settings, invoke tasks, or view system

status, logs, and reports.
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Help Menu

The Help menu provides the following supports:

+  Advanced feature descriptions and detailed configuration information

+  Product information and procedures provided by the Trend Micro Support team
+  Latest malware advisories as well as the list of the current top 10 security threats

+  Control Manager version, build number, and copyright information

Understanding the Function-Locking
Mechanism
The web console has a function-locking mechanism that prevents two users from
accessing the Directory Management screen at the same time.

This means that when user A is arranging managed products using Directory
Management, user B, who is also logged on to the web console, cannot access the
Ditectory Management screen.

If you attempt to access a locked option, the locked option information screen appeats.
Control Manager only allows one user to use the function at a time.

To verify that the function is still in use, periodically click Reload.

To release the lock, click Break to release the lock.

Note

The unlock function is available for users with the privileges to manage product folders.

Accessing the Management Console

You have two ways to access the web console:

+  Locally on the Control Manager server
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+  Remotely using any compatible browser

Accessing the Web Console Locally from the Control
Manager Server

Procedute

1. Click Start > Progtams > Trend Micro Control Manager > Trend Micro Control
Manager.

2. Provide the user name and password in the fields provided.

3.  Click Log On.

Accessing the Console Remotely

Procedure
1. Type the following in your browset's address field to open the Log On screen:
http(s) ://{host name}/WebApp/login.aspx

Where host name is the Control Manager server's fully qualified domain name
(FQDN), IP address, or server name.

2. Provide the user name and password in the fields provided.

3. Click Log on.

Upon opening the web console, the dashboard displays the status summary for the

whole Control Manager network. This summary is identical to the status summary
generated from the Product Directory. User rights determine the Control Manager
functions a user can access.
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ﬁ Note

Control Manager does not allow using the same Control Manager web console in more
than one browser on the same computer if you use the same user name and password.
Multiple instances on different computers using the same user name and password are
supported.

Changing Access to the Management Console

During Control Manager installation you can choose the level of security when accessing
the management console. The least secure only requires an HTTP connection. The most
secure requires an HT'TPS connection. If the least secure connection was selected
during installation, you can change the access level after installation to the most secure
connection.

You must obtain a certificate and set up the Control Manager virtual ditectory before
you can start sending encrypted or digitally signed information to and from a Control
Manager server.

Assigning HTTPS Access to the Control Manager Web
Console

Procedure

1. Obtain a Web site Certificate from any certification providers (for example,
Thawte.comor VeriSign.com).

2. Click Statt > Programs > Administrative Tools > Internet Services Manager to
open the IIS Microsoft Management Console (MMC).

3. Click the + sign adjacent to the IIS server to expand the virtual site list.

4.  Select Default Web Site and then right-click Propetties.

5. On the Default Web Site Properties screen, select the Ditectoty Security tab and
then click Server Certificate to create a server certificate request using the new
Certificate Wizard.
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a.  Click Next.

b.  On the Setver Certificate Method screen, select Impott a cettificate from a
Key Manager backup file and then click Next.

c.  Type the key full path and file name (for example, cm_cert.key) and then
click Next.

d.  Specify the key password and then click Next.

e.  On the Imported Certificate Summary screen, click Next to implement the
server certificate or click Back to modify settings.

6. Click OK to apply the Default Web Site server certificate and go back to the
Default Web Site list.

7. Select the Control Manager virtual directory from the Default Web Site list and
then right-click Properties.

8.  Click the Ditectory Secutity tab and then click Edit under Secure communications.
The Secure Communications window appears.

9.  Sclect Requite secure channel (SSL) and Require 128-bit encryption.

10. Click OK to close the Secure Communications window.

11. Click OK to apply changes and go back to the Default Web Site list.

The next time you access the web console using HT'TP, the following message
appears:

“You must view this page over a secure channel”

Configuring Web Console Settings

From the Web Console Settings screen, configure the console auto refresh and time-out
settings. Enabling the auto refresh function allows the web console to update the screen
petiodically. When the console times out, Control Manager requires user authentication
(logging on) to access the web console.

2-7
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Procedure
1. Navigate to Administration > Settings > Web Console Settings.
The Web Console Settings screen appears.

2. On the working area under Web Console Auto Refresh, select Enable Auto
Refresh.

3. Specify the auto refresh frequency from 10 to 300 seconds (Dashboard only).

4. On the working area under Web Console Timeout Setting, sclect Enable automatic
log out from the web console.

5. Specify the console time-out setting from 10 to 30 minutes (Dashboard and
Product Directories).

6.  On the working area under Web Console Security, select Enable web console
secutity.

7. Specify the number of consecutive unsuccessful logon attempts before a user
account is locked.

8.  Specify the duration of an account lockout.

9. Click Save.

Configuring Command Time-out Settings

From the Communication Time-out Settings screen, configure the command time-out
settings. When a command times out, Control Manager stops trying to execute the
command (for example a deploy component command to OfficeScan servers).

Procedure
1. Navigate to Administration > Settings > Communication Time-out Settings.

The Communication Time-out Settings screen appeats.
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2. On the working area under Command Time-out Settings, specify the command
time-out setting:

. 24 hours

. 48 hours

. 72 houts
3. Click Save.

Logging Off from the Management Console

To log off from the management console, perform one of the following:

Procedure
+  Click Log Off on the top right corner of the web console.

+  Press the CTRL and W keys simultaneously.







Configuring User Access

Administrators can control which web console screens a user can view and the uset’s

access to managed products that are registered to the Control Manager setver.
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Understanding User Access

Control Manager access control consists of the following four sections.

TaBLE 3-1. Control Manager User Access Options

SECTION

DESCRIPTION

My Account

The My Account screen contains all the account information that
Control Manager has for a specific user.

The information on the My Account screen varies from user to
user.

User Accounts

The User Accounts screen displays all Control Manager users.
The screen also provides the options for users to create and
maintain Control Manager user accounts.

Use these functions to define clear areas of responsibility for
users by restricting access rights to certain managed products
and limiting what actions users can perform on the managed
products. The functions are:

Execute
Configure

Edit Directory

User Roles

The User Roles screen displays all Control Manager user roles.
The screen also provides the options for users to create and
maintain Control Manager user roles.

User roles define which areas of the Control Manager web
console a user can access.

User Groups

The User Groups screen contains Control Manager groups and
provides options for creating groups.

Control Manager uses groups as an easy method to send
notifications to a number of users without having to select the
users individually. Control Manager groups do not allow
administrators to create a group that shares the same access
rights.
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ﬁ Note

Assign users with different access rights and privileges to permit the delegation of certain
management tasks without compromising security.

Root Account Information

Control Manager creates the Root account upon installation. The Root and
Administrator accounts can view all the functions in the menu, use all available services,
and, on older managed products, can install agents.

The Root account also has the following additional privileges:

. Only the Root account can see all user accounts on the server; other accounts can
only see their child accounts.

«  The Root account can unlock a locked function by forcibly logging out the user
who currently uses the function.

Note

Control Manager accounts log on to Control Manager only and not the entire network.
Control Manager user accounts are not the same as network domain accounts.

Understanding User Roles

Control Manager uses the following as the default user roles. Administrators cannot
modify access permissions for the default user roles. A description for each role is
available on the management console.

. Administrator and DLP Compliance Officer
. Administrator
+  DLP Compliance Officer

. DLP Incident Reviewer

. Operator
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. Power User
. SSO Users

Control Manager also supports custom user roles. Custom user roles allow Control
Manager administrators to specify which Control Manager web console menu items

other users can access.

ﬁ Note

The Operator and Power User roles in previous versions do not have permissions to Policy
Management menu items. After upgrading to this version, these two roles will have read-
only permissions, which cannot be changed.

If a custom user role in a previous Control Manager version has permissions to Policy
Management menu items, the role will have full control permissions after upgrading to the
current release. You can change the permissions to "maintain" ot "read-only". A custom
user role without these permissions will continue to not have permissions after upgrading.

TaBLE 3-2. User Role Access

DLP DLP
ApmiNIST | CompLIA | INCIDENT | OPERATO | POWER
MEeNu ITEM .
RATOR NCE REVIEWE R UsSER
OFFICER R
Dashboard
Directori | Users/Endpoints No No
es permissi | permissi
on on
Products No No
permissi | permissi
on on
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DLP DLP
ApmiNisT | CompLIA | INCIDENT | OPERATO | POWER
MENu ITEM .
RATOR NCE REVIEWE R User
OFFICER R
Policies | Policy Management No No Read Read
permissi | permissi | only only
on on
Policy Policy No No No No
Resource | Templat permissi | permissi | permissi | permissi
s e on on on on
Settings
DLP No No No No
Data permissi | permissi | permissi | permissi
Identifie on on on on
rs
DLP No No No No
Templat permissi | permissi | permissi | permissi
es on on on on
Logs New Ad Hoc Query No No
permissi | permissi
on on
Saved Ad Hoc No No
Queries permissi | permissi
on on
Log Aggregation No No No No
permissi | permissi | permissi | permissi
on on on on
Log Maintenance No No No
permissi | permissi | permissi
on on on




Control Manager 6.0 Service Pack 3 Administrator's Guide

DLP DLP
ApminisT | CompLIA | INCIDENT | OPERATO | POWER
MENu ITEM .
RATOR NCE REVIEWE R User
OFFICER R
Reports | My Reports No No
permissi | permissi
on on
One-time Reports No No No
permissi | permissi | permissi
on on on
Scheduled Reports No No No
permissi | permissi | permissi
on on on
Custom Templates No No No
permissi | permissi | permissi
on on on
Report Maintenance No No No
permissi | permissi | permissi
on on on
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DLP DLP
ApminisT | CompLIA | INCIDENT | OPERATO | POWER
MENu ITEM .
RATOR NCE REVIEWE R User
OFFICER R
Updates | Manual Download No No No

permissi | permissi | permissi

on on on
Scheduled No No No
Download permissi | permissi | permissi

on on on
Component List No No No

permissi | permissi | permissi

on on on
Deployment Plan No No No

permissi | permissi | permissi

on on on
Scheduled No No No
Download permissi | permissi | permissi
Exceptions on on on
Update / No No No
Deployment permissi | permissi | permissi
Settings on on on
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on

DLP DLP
ApminisT | CompLIA | INCIDENT | OPERATO | POWER
MENu ITEM .
RATOR NCE REVIEWE R User
OFFICER R
Administ | Account | My No No
ration Manage Account permissi | permissi
ment on on
User No No No No
Account permissi | permissi | permissi | permissi
s on on on on
User No No No No
Roles permissi | permissi | permissi | permissi
on on on on
User No No No No
Groups permissi | permissi | permissi | permissi
on on on on
Managed Servers No No No No
permissi | permissi | permissi | permissi
on on on on
Command Tracking No No No
permissi | permissi | permissi
on on on
Event Event No No No No
Center Notificat permissi | permissi | permissi | permissi
ions on on on on
General No No No No
Event permissi | permissi | permissi | permissi
Settings on on on on
License Control No No No No
Manage Manage permissi | permissi | permissi | permissi
ment r on on on on
Manage No No No No
permissi | permissi | permissi | permissi
on on on
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DLP DLP
ApmiNisT | CompLIA | INCIDENT | OPERATO | POWER
MENu ITEM .
RATOR NCE REVIEWE R User
OFFICER R
Administ | Settings | Agent No No No No
ration Commu permissi | permissi | permissi | permissi
nication on on on on
Schedul
e
Commu No No No No
nication permissi | permissi | permissi | permissi
Time- on on on on
out
Settings
Proxy No No No No
Settings permissi | permissi | permissi | permissi
on on on on
Web No No No No
Console permissi | permissi | permissi | permissi
Settings on on on on
Smart No No No No
Protecti permissi | permissi | permissi | permissi
on on on on on
Network
Settings
Product No No
Agent permissi | permissi
Settings on on
Active No No No No
Director permissi | permissi | permissi | permissi
y and on on on on
Widget
Settings
Parent No No No No
Control permissi | permissi | permissi | permissi
Manage on on on on

r
Settings
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DLP DLP
ApminisT | CompLIA | INCIDENT | OPERATO | POWER
MENu ITEM .
RATOR NCE REVIEWE R User
OFFICER R
Suspicious Objects (including No No No No
sub-menus) permissi | permissi | permissi | permissi
on on on on
Indicators of Compromise No No No No
permissi | permissi | permissi | permissi
on on on on
Tools No No No No
permissi | permissi | permissi | permissi
on on on on

ﬁ Note

The Administrator role and the following roles have the same access permissions:

Administrator and DLP Compliance Officer

SSO Users

Trend Micro suggests configuring user roles and user account settings in the following

order:

1. Specify which products/directoties the user can access (step 4 of Editing a User

Account on page 3-25).

2. Specify which menu items the user can access. If the default user roles are not
sufficient, see Adding a User Role on page 3-11 or Editing a User Role on page

3-14.

3. Specify the user role for the uset's account (step 4 of the Editing a User Account
on page 3-25).
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About Adding User Roles

Each default user role has assigned permissions on select menu items in the Control
Manager web console. Administrators can add additional permissions for menu items
but cannot remove predefined permissions from the default user roles.

If the default user roles are not flexible enough for an administratot's needs,
administrators can now create their own user roles. User-specified user roles allow
administrators to customize the permissions of any Control Manager web console
elements.

ﬁ Note

Managed product information displayed on accessible menu items depends on the
managed product/ditectory permissions that Control Manager administrators specify in an
individual's user account.

Example:

Bob and Jane are OfficeScan administrators. Both have identical user role permissions
(they have access to the same menu items in the web console). However, Jane oversees
operations for all OfficeScan servers. Bob only oversees operations for OfficeScan servers
protecting desktops for the Marketing department. The information that they can view in
the web console will be very different. Bob logs on and only sees information that is
applicable to the OfficeScan servers that his Control Manager user account allows (the
OfficeScan servers for the Marketing department). When Jane logs on, she sees
information for all OfficeScan servers, because her Control Manager user account grants
her access to all OfficeScan servers registered to Control Manager.

Adding a User Role

Procedure

1. Navigate to Administration > Account Management > Uset Roles.
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The User Roles screen appears.

User Roles 2

[Eaadd fjDelete

- S
Agminigtrators Administratars
P o afiar i A Cemplinnce Officer can moniter, review, and investigate DLP incidents triggered by all Active Directory
DLP Compliance Officer
users.
DLP ingident Revisver An Incident Reviewer can investigate DLP incident 99 d by users rep g to them.
Operators Oparators
Pover Users Pover Users
550 Users 550 Users

[Badd [HDalate

2. On the working area, click Add.

The Add Role screen appears.

Add Role B

Role Information

Hame [

Duaseription | =l
=

Menu Access Contral

3 [ potey Management
B roicy mesources
3 I pobey Template Setings
| O marion servery. =

. Cancel -I.

3. On the working area under Role Information, type a unique user role name in the
Name field.

4.  Provide a meaningful description for the user role in the Desctiption field.
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7.

8.

ﬁ Note

The description appears in the User Roles list. Providing a meaningful description

can help administrators quickly identify a user role if the user role name cannot fully

convey the use for the user role.

On the working area under Menu Access Control, select the accessible menu items
for the user role. The following menu items are accessible to every user role:
Dashboard, Favorites, and Help.

If you selected Policies or any of its submenu items, select a permission under

Policy Management.

The following table lists the operations in the Policy Management screen (Policies
> Policy Management) that each permission allows.

list

PERMISSION
OPERATION
FuLL ConTROL MAINTAIN ReAD ONLY
Create a policy Allowed Not allowed Not allowed
Copy a policy's Allowed Not allowed Not allowed
settings
Inherit a policy's Allowed Allowed Not allowed
settings
Import policies Allowed Not allowed Not allowed
Export policies Allowed Allowed Allowed
Delete a policy Allowed Allowed Not allowed
Reorder policies in | Allowed Allowed Not allowed
the list
Refresh the policy | Allowed Allowed Allowed

Under Data Loss Prevention, select the option to monitor, review, and investigate
DLP incidents triggered by all users.

Click Save.
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The User Roles screen appears and the new user role appears in the User Roles list.

About Editing User Roles

Control Manager allows users to modify customized user roles. Users can only modify
the names and descriptions of the default user roles but not their accessible menu items.

Edit user roles when a user role becomes outdated or requires minor maintenance.

ﬁ Note

Managed product information displayed on accessible menu items depends on the
managed product/ditectory permissions that Control Manager administrators specify in an
individual's user account.

Example:

Bob and Jane are OfficeScan administrators. Both have identical user role permissions
(they have access to the same menu items in the web console). However, Jane oversees
operations for all OfficeScan servers. Bob only oversees operations for OfficeScan servers
protecting desktops for the Marketing department. The information that they can view in
the web console will be very different. Bob logs on and only sees information that is
applicable to the OfficeScan servers that his Control Manager user account allows (the
OfficeScan servers for the Marketing department). When Jane logs on, she sees
information for all OfficeScan servers, because her Control Manager user account grants
her access to all OfficeScan servers registered to Control Manager.

Editing a User Role

Procedure

1. Navigate to Administration > Account Management > User Roles.
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The User Roles screen appears.

User Roles 2
[E3add {HDelete
- S
= d e
P o afiar i A Cemplinnce Officer can moniter, review, and investigate DLP incidents triggered by all Active Directory
LLE fompharce DBt ol
DLP ncident Revisver An Incident Reviewer can investigate DLP incidents triggered by users rep g to them.
Operators Oparators
Pover Users Pover Users
550 Usars S50 Users
[Badd [HDalate
2. Click a user role from the Name column.
The Edit Role screen appears.
Edit Role B vicie
Role Information |
Name =t [Raministrators

Daseristian Aaministrators

L Ll

| Menu Access Control |

Salect arcessicle menus

ii.
O F Faeene

2 ¥ pashecerd
= products
T polces

3 7 Foicy Management

= 0 7 polcy Resourcns
O ¥ poicy Tempiate Settngs
| O marsoes servers =
save | _cancal

3. Edit the required user role information.
4.  Click Save.

The User Roles screen appears and the user role appears in the User Roles list.
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Understanding User Accounts

Administrators can use the functions on the User Accounts screen to assign users clearly
defined areas of responsibility by restricting their access rights to certain managed
products and limiting the actions that they can perform.

ﬁ Note

When administrators specify which products a user can access, the administrator is also
specifying what information a user can access from Control Manager. The following
information is affected: component information, logs, product summary information,
security information, and information available for reports and log queties.

Example:

Bob and Jane are OfficeScan administrators. Both have identical user role permissions
(they have access to the same menu items in the web console). However, Jane oversees
operations for all OfficeScan servers. Bob only oversees operations for OfficeScan servers
protecting desktops for the Marketing department. The information that they can view in
the web console will be very different. Bob logs on and only sees information that is
applicable to the OfficeScan servers that his Control Manager user account allows (the
OfficeScan servers for the Marketing department). When Jane logs on, she sees
information for all OfficeScan servers, because her Control Manager user account grants
her access to all OfficeScan servers registered to Control Manager.

Setting Access Rights

User access rights determine the controls available to the user in the Product Directory.
For example, when you only assign a user the Execute right, then only the options
associated with this right appear on the Product Directory.

You can give each user account the following access rights to a product.
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TaBLE 3-3. Control Manager User Account Options

PERMISSION DESCRIPTION

Execute This right permits the user to run commands on managed
products in assigned folders.

For example:
Start Scan Now
Deploy pattern files/cleanup templates
Enable Real-time Scan
Deploy program files
Deploy engines

Deploy license profiles

Configure This right gives the user access to the configuration consoles of
the managed products in the assigned folders. Users with this
right can see Configure <managed product> and similar
product-specific controls (for example, OfficeScan password
configuration features) on their menus.

Edit Directory This right permits the user to modify the organization of the
managed products/directories the user can access.

ﬁ Note

The options that actually appear also depend on the product’s profile. For example, if a
product does not have a scanning function, such as eManager, then the Scan Now control
does not appear in the Product Tree Tasks menu.

The User Accounts screen displays the following.

TaBLE 3-4. User Accounts Screen Contents

ACCOUNT
DESCRIPTION
INFORMATION
User ID The user name of the account user.

Full Name The full name of the account user.
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Account
DESCRIPTION
INFORMATION
Domain The Active Directory domain (if any) to which the user belongs.
User Role The user role assigned to the user (example: Administrator).
Locked The user account has been locked because the user exceeded
the allowed number of unsuccessful logon attempts, a setting that
is configured in Configuring Web Console Settings on page 2-7.
Enable The current status of the account.

ﬁ Note

Upon installation, Control Manager automatically creates a root account.

About Adding/Importing User Accounts

Control Manager user accounts allow administrators to specify which products or
directories other users can access.

ﬁ Note

When administrators specify which products a user can access, the administrator is also
specifying what information a user can access from Control Manager. The following
information is affected: component information, logs, product summary information,
security information, and information available for reports and log queties.

Example:

Bob and Jane are OfficeScan administrators. Both have identical user role permissions
(they have access to the same menu items in the web console). However, Jane oversees
operations for all OfficeScan servers. Bob only oversees operations for OfficeScan servers
protecting desktops for the Marketing department. The information that they can view in
the web console will be very different. Bob logs on and only sees information that is
applicable to the OfficeScan servers that his Control Manager user account allows (the
OfficeScan servers for the Marketing department). When Jane logs on, she sees
information for all OfficeScan servers, because her Control Manager user account grants
her access to all OfficeScan servers registered to Control Manager.
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Add user accounts to do the following:

. Allow administrators to specify which products or directories other users can
access

«  Allow other users to log on to the Control Manager web console
+  Allow administrators to specify the user on the recipient list for notifications

+  Allow the administrator to add the user to user groups.

ﬁ Note

Trend Micro suggests configuring user role and user account settings in the following
order:

1. Specify which products/directoties the user can access (step 4 of Editing a User
Account on page 3-25).

2. Specify which menu items the user can access. If the default user roles are not
sufficient, see Adding a User Role on page 3-11 or Editing a User Role on page 3-14.

3. Specify the user role for the user account (step 4 of Editing a User Account on page
3-25).

When adding a user account, you need to provide information to identify the user,
assign a user role, and set folder access rights.

ﬁ Note

Active Directory users cannot have their accounts disabled from Control Manager. To
disable an Active Directory user, you must disable the account from the Active Directory
server.

Adding/Importing a User Account

Procedute

1. Navigate to Administration > Account Management > User Accounts.
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The User Accounts screen appears.

User Accounts

[E3add [Blimpert AD Users Delete

™ UserID Full Name Domain User Role
T 580 user SS0_User SS0_Users
T was\Alice W28\Alice w2s DLP_Incident_Reviewsr

[E3add [Blimpert AD Users fDelete

Eﬂelu

2. Click one of the following buttons to create the account:
+ Add

The Step 1: User Information screen appears.

User Accounts

¥ Step 1: User Information

W Enasie o 3

| user Information

& Trand Misrs Cantral Manager uzer

T I
P [
e [

Confem passsard I

Email sdrans I

- ri

0 artive Directory uner

Ll

Bemain —

Nast| carcal

+  Import AD Users

B3 et
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The Import Active Directory Users screen appears. Search for and add users
to the Import List. Continue to step 5.

Import Active Directory Users

Search

User name: |—

For example, John Smith or John™.
Note: Use visible character, except "/[1()i1=,+2<>" and limit to €4 characters.

Base distinguished name: |

For example de=domain,de=company.de=com.
Nete: Use visible character, and limit to 256 characters.

Search Result

User(s) Import List

-- AD User List -- == Impeort User List --

-
El

>> Next | Canmll

3. Sclect Enable this account to enable the Control Manager user.
4.  Select the type of user to add:
+  Toadd a Trend Micro Control Manager uset:
a.  Select Trend Micro Control Manager user.
b.  Provide the following required information to create an account:

. User name: The name the user will use to log on to the Control Manager
web console.

For example, OfficeScan_Admin.

. Full name: The full name of the user.

3-21
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For example, John Smith.

+  Password and Confirm password: Type and confirm your password in
the fields provided. All users can change their log on password on the
My Account screen.

c.  The following additional information is optional. All users can also change
these settings on the My Account screen.

. Email address: The email address to which the user has notifications
delivered.

+  Mobile phone numbet: The cell phone to which the user has
notifications delivered.

«  Pager number: The pager to which the user has notifications delivered.
(Precede the pager number with 2 9 and a comma "," [each comma

causes a 2 second pause])

+ MSN Messenger addtess: The instant messenger address to which the
user has notifications delivered.

. To add an Active Directory user:

ﬁ’ Note

Active Directory users cannot have their accounts disabled from Control
Manager. To disable an Active Directory user, you must disable the account
from the Active Directory server.

a.  Select Active Directory uset.
b.  Provide the following required information to create an account:
+  Uset name: The user’s Active Directory identification

+  Domain: The domain to which the user belongs

ﬁ’ Note

User names and domain names can be up to 32 characters in length.

5.  Click Next.
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The Step 2: Access Control screen appears.

User Account B Heln

Step 1 »>» Step 2: Access control

¥ Enzble this sccount

Managed Product Access Control

Select role: [Unassign Role ¥

Select accessible products/foldars:
1= |
|

13 1 Cascading Folder

Local Folder

Specify sccess rights:

¥ Execute @ Configure [ Edit Directory

Data Loss Prevention

Monitor, raview, and investigate DLP incidents triggered by all users

| ack || Finish || cancel |

Select a default or custom user role from the Select role list. Control Manager
provides the following user roles by default:

*  Administrator

+  DLP Compliance Officer
+  DLP Incident Reviewer

+  Operator

. Power User

Note

The DLP Compliance Officer and DLP Incident Reviewer roles are available to
Active Directoty usets only.

Select the products or directories the user has access to from Select accessible
products/folders.
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ﬁ Note

Carefully organize the Product Directory for ease of use. Assigning access to a folder
allows users to access all of its sub-folders and managed products. You can restrict a
user to a single managed product.

8.  Select the rights to assign to the user. These rights determine the actions that the
user can perform on managed products.

ﬁ’ Note

Privileges granted to an account cannot exceed those of the grantor. That means you
cannot assign a user access rights that are greater than your own. In addition, if you
reduce an account's rights, you also reduce all of its child accounts.

9.  Select Monitor, review, and investigate DLP incidents triggered by all usets to grant
the DLP_Compliance_Officer role to users with Administrator privileges.

10. Click Finish.

About Editing User Accounts

You can change the information of any user account including the account information,
user role, or folder access rights. If you reduce an account's rights, you also reduce the
rights of all its child accounts.

When editing accounts, remember:

+  Root users can edit all the accounts that exist on the system. Users with
Administrator accounts, however, can only edit accounts that they created
themselves.

+  Anaccount's rights are a subset of those of its grantor and adjust accordingly if the
grantor's rights are reduced.

. Modification of an account's privileges terminates all sessions using that account. If
this modification involves a reduction of rights, child accounts whose privileges are
also affected will also log out.
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. You cannot change an existing account's user name.

Editing a User Account

Procedure

1. Navigate to Administration > Account Management > User Accounts.
The User Accounts screen appears.

2.  Click the account to modify.
The Edit User Account screen appears.

3. Modify the account information, and then click Next.

4. Modify the user role, accessible folders, and access rights.

5. Click Finish.

Disabling a User Account

Disable a user account to temporarily prevent a user from accessing the Control
Manager network. This preserves the user account information and still allows the user
account to be re-enabled anytime in the future.

Procedure

1. Navigate to Administration > Account Management > User Accounts.
The User Accounts screen appears.

2. Complete one of the following:

«  Click the status icon (a green check) under the Enable column of the User
Accounts table. The status icon changes to a red icon.

. Clear the Enable this account check box:

a.  Access the uset's account screen.
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b.  On the working area of the Add User or Edit User screen, clear the
Enable this account check box.

c.  Click Next.

d.  Click Finish.

Deleting a User Account

You can permanently remove a user account from accessing the Control Manager
network. After you delete a user account, Control Manager removes the account from
any groups the account belonged to, and the user no longer receives notifications for
those events for which the user account was part of a recipient list.

Procedure

1. Navigate to Administration > Account Management > User Accounts.
The User Accounts screen appeats.

2. Select the check box for the account to delete.

3. Click Delete.

Understanding My Account

The My Account screen contains all the account information Control Manager has for a
specific user. The information on this screen varies with the user.

The My Account screen displays the following:

AccounT
DESCRIPTION ExAmPLES
INFORMATION
User name The user name of the account user. This is | Administrator
a required field.
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ACCOUNT

DESCRIPTION ExAMPLES
INFORMATION

Full name The full name of the account user. This is a | John Smith
required field.

Password Password used to log on to Control MyPassword!
Manager. This is a required field.

Confirm password Confirm the password required to log on to | MyPassword!
Control Manager. This is a required field.

Email address The email address for the account user. johnsmith@mycomp

any.com

Mobile phone
number

The cellular phone number for the account
user.

555-5551234

Pager number

The pager number for the account user.

555-5552345

MSN™ Messenger
email address

The MSN email address for the user

johnsmith@mycomp
any.com

Understanding User Groups

User groups simplify the management of Control Manager users by providing a

convenient way to send notifications to a single group rather than to individual users.

The User Groups screen contains Control Manager groups. Control Manager uses

groups as an easy method to send notifications to a number of users without having to

select the users individually.

Example: Multiple OfficeScan administrators would want to be informed of an

outbreak, even if an outbreak was not a server that was managed by that particular

administrator.

The User Groups screen displays the following.
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TaBLE 3-5. User Group Table

GRouP INFORMATION DESCRIPTION
Groups The name of the group.
Edit Click the accompanying link in this row to edit the users who

belong to the group.

Delete Click the accompanying link in this row to delete a group from
Control Manager.

Adding a User Group

You can add users to groups according to similar properties including user types,
location, or the type of notifications they should receive. If a user does not have a
Control Manager user account, you can still add the user to a group by typing their email
address. However, they will only receive notifications if the group has been added to the
recipient list for specific events.

Procedure
1. Navigate to Administration > Account Management > Uset Groups.

2. On the working area, click Add New Group.

Add New Group Bee

The grous mambers list is derived from the Control Manager user sccounts database. To notify recisients that do not have accounts, enter their contact information under
Acgional memaers

Group name: [ s - .

Group members:

Useris) Group User List

=

Additional membars:

Email address{es):

Pager number{s)
Save| Cancel

3. Type a descriptive name for the group in Group name.
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4. Under Group Members, add or remove users to the group list.
. To add a user:
a.  Select a user from the User(s) list. Use the CTRL key to select multiple users.

b.  Click >> to add the selected user(s) to the Group User List. Control Manager
sends notifications to users based on the contact information specified during
their account setup.

. To remove a user:

a.  Select a user from the Group User List. Use the CTRL key to select multiple
users.

b. Click << to remove the user.

5. To add individuals who do not have Control Manager accounts to the Group User
List, provide the following under Additional members:

+  Email address(es)

+  Pager number(s) (precede the pager number with the number your company

uses to dial out and a comma "," [each comma causes a 2 second pause])

Separate multiple entries with semicolons.
6. Click Save.
7. Click OK.

Editing a User Group

Users can be added or removed to a group at anytime, including those users that do not
have a Control Manager user account.

Procedure
1. Navigate to Administration > Account Management > User Groups.
2. On the working area, click Edit beside the group to modify.

3. Change the entries as required.
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4. Click Save.

5. Click OK.

Deleting a User Group

Permanently remove a user group from the Control Manager network after you no
longer require the group. After you delete a user group, members will no longer receive
notifications for those events for which the user group was added to the recipient list.

Procedute

1. Navigate to Administration > Account Management > Uset Groups.
2. Click Delete beside the group to delete.

3. Click OK to delete the user group.

4. Click OK.




Chapter 4

User/Endpoint Directory Basics

The Uset/Endpoint Directory displays all users and associated endpoints.
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Understanding the User/Endpoint Directory

The Uset/Endpoint Ditectoty is a graphical representation of the organization of your
Control Manager network. Control Manager 6.0 Service Pack 3 allows you to organize
your network into groups of users or endpoints.

The default User/Endpoint Ditrectory follows this structure:

ﬁ Note

All users are placed in the Users tree under the following circumstances:
+  Ifalocal user logs on to a registered endpoint

«  If they are part of Active Directory and the administrator enables Active Directory
integration

Users cannot be removed from the complete users list even if a user creates their own
grouping.

Consequently, all endpoints are lumped in the Endpoints tree, with Endpoint Type,
Operating System, and Network Connection as default filters. These default trees and
grouping can neither be deleted nor renamed.

+  Users: Offers a list of all users in your managed network

«  Endpoints: Offers a list of all endpoints and devices in your managed network
(from endpoint-based managed products)

+  Active Directory: Offers a one-to-one mapping of your Active Directory structure

Control Manager supports synchronization of Active Directory domains coming
from the same forest.

You can organize the User/Endpoint Directory through any of these methods:

+  Filter-based grouping: Use filters to group users or endpoints based on specific
characteristics

«  Tag-based grouping: Use tags to assign users or endpoints manually

+  Active Directory mapping: Synchronize automatically with your Active Directory
server
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User/Endpoint Directory on Parent Control Manager Servers

Administrators of parent Control Manager can monitor entities of child servers through
the Uset/Endpoint Directory. By default, child servers will sync the following
information with its parent server houtly:

Note

The timing is based on the time interval setting in the SystemConfiguration.xml.

The default is every 30 minutes, as set by the
m_uiCasMcpChildTriggerDataSyncFregqInMin patrametert.

+  Managed entity and physical machine relationship
«  Corresponding policy of each endpoint entity

+  Non-Active Directory users in the incident log

Accessing the User Tree

Procedutre
1. Access the Control Manager management console.
2. Navigate to Ditectoties > Usets/Endpoints.

3. Goto Users > All

A screen similar to the following appears:

User/Endpoint Directory £ Help
Search |Users d I‘.'Sew name or email address Advanced
— Users
“ s:;m P assigniRemove Custom Tegs
All
b 3% Custom Tags User Damain Manager Endpoints Security Threats  Associated Policies
7 Custom Filters ann ™ jon i 0 i
4 < Importance ann_h TR alex 1 134 [
“ Important ann_t TR andy 2 a1 1}
4 @Y Endpoints
@ ay anre TR jan 1 8 a
b 2 Custom Tags greg TR jon i 0 0
7 Fiters

43
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CoLumN NamE

DESCRIPTION

User

The name or email address of the user depending on the
endpoint:

Computer/server: The most recent user who logged on
and/or used the computer/server is identified as the current
owner.

. Mobile device: The email address associated with the mobile
device is used to find the corresponding user in Active
Directory. If the corresponding AD user cannot be found or if
AD synchronization is not available, the email address is
used as the current owner.

ﬁ’ Note

The Users > All node list all local users from various
endpoints regardless of their duplicate status. Duplicate
users having the same names can occur. Control Manager
consolidates all endpoints from managed products having
multiple local users.

Domain

If Active Directory integration is enabled, this corresponds to the
name of the domain. Without Active Directory, the value in this
column reflects the endpoint name/host name.

Manager

The user's direct reporting manager, as saved in Active Directory

Endpoints

The number of endpoints, which the user is currently logged on to
or was the last one to log on.
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CoLumN NamE DESCRIPTION

Security Threats The total number of threats logged in 90 days

Control Manager counts and consolidates detections having these
types of threats:

«  Virus/Malware

«  Spyware/Grayware

+  Email content violation

+  Spam

+  Phishing email

+  Web violation
DLP incident
C&C callback
Behavior Monitoring violation
Firewall violation
Application violation
Suspicious file
Intrusion prevention event
Network content violation

For example, while Henry is the last user using endpoint us-mkt-
dev1, there are 10 virus/malware detections and two web
violations. Because Henry was the last one to use the endpoint,
Henry's security threats count is 12.

ﬁ’ Note

If the network environment is not using Active Directory the
following detections/violations for gateway products do not
display: email content violation, phishing email, spam.

Security threats detected by endpoint products (example:

OfficeScan) are tied to the last logon user of the endpoint.
Security threats detected by gateway products (example:

IWSVA) are tied to the user who triggered the detection.
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CoLumN NamE DESCRIPTION

Associated Policies | The number of policies assigned to endpoints, which the user is
currently logged on to or was the last one to log on.

What to do next
. You can perform basic or advanced search of users.

+  To automatically group users by creating a custom filter, refer to Creating a
Custom Filter on page 4-39.

+  To manually group users by creating a custom tag, refer to Creating a Custom Tag
on page 4-34

Displaying User Details

Procedute
1. Access the User/Endpoint Directory.
2. Do one of the following:

. Search for a uset.

+  Navigate to the Users > All node.

«  If you have group usets according to custom tags/filters, go to the custom
tag/filter of your choice.

Here is an example displaying the Users > All node:

User/Endpoint Directory B
Search IUSErS L‘ IUsarname or email address Y Advanced
— Users
“ n;;m £ AssignRemave Custom Tags
Al
b 2 Custom Tags User Dormain Manager Endpoints Security Threats  Associated Policies
v 57 Custom Filters ann ™ jon 0 [ [
4 ¢ Importance anr_h TR alex 1 134 0
8 important ann_t R andy 2 g1 i
4 &Y Engpoints
& anna TR jon 1 g o
ureg R jon 0 i i

b 3% Custom Tags

b 7 Fitters
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3. To display details, do one of the following:
. Click a value in the User or Manager column to view contact information.
. Click a value in the Endpoints column to view endpoint details.

+  Click a value in the Secutity Threats column to open a screen with a graph
showing the distribution of security threats over a certain period of time.

. Click a value in the Associated Policy column to view policies assigned to the
user.

Security Threats (User)

View security threats detected on all endpoints owned by a user.

There are several ways to access this screen. The recommended way is to go to the
Users with Threats widget on the dashboard and click a value representing the number
of threats detected on all the endpoints owned by a user.

|1 User -ann I 1

Security Threats ‘ Folicy Status H Contact Infarmation

Security Threats Over Time a
Zoom W | 4 04-07-2015 ~ 05-07-2015
0] e oW @ o 3

] 2 1] n
2

Apr8 Apr 10 Apr 12 Apr14 Apr 16 Apr18 Apr 20 Apr22 Apr24 Apr 26

Feb 16 Mar 2 Mar 16 Mar 30 ¢]

‘
Security Threat Details

Security Threat Category File Path / Email Subject/Rul... Action Endpoint Logged by Time w Details
49C23F2CBYEFFOCT54A57 . Suspicious object G\data Log ANN3 OfficeScan 04/16/2015 05:25:08 View d
Cryp_Xed-12 Virus/Malware HNCIT_GMgitNC[TTestipc.. NA ANN OfficeScan 04/16/2015 05:25.07 ... View
GGEIC14FBO261F2FACCEF... Suspicious object C:Windows\ccmeacheyiTh_... Log ANNZ OfficeScan 04/16/201504:55:50 ... View

HKCU\SoftwaretMicrosoftiw

Behavior Monitor... New Startup Program ASSess ANN3 OfficeScan 04/14/2015 04:14:01 View

The major user interface elements in the screen are as follows:
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NuMBER DEscRIPTION

1 User with endpoints that have security threats

2 Endpoints that the user owns (represented by a monitor icon) and the user
(represented by a person icon)
By default, the host name of an endpoint and the domain name of the user
display next to the icons. Click the gray arrow to show or hide the host and
domain names.

3 Security threats detected on the endpoints, represented by icons
Mouseover an icon to view threat details.

- P [ ]
() Go)
Application violation Behavior Monitoring C&C callback
violation

- [T 1}
= E ]
DLP incident Content violation Firewall violation
Intrusion Prevention Network content Phishing email
event violation
@ 2]
Spam Spyware/Grayware Suspicious object
Virus/Malware Web violation Multiple events

4 and 5 Filter used for controlling the number of detected security threats within a
certain time range
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NUMBER DESCRIPTION

6 Table with details about the security threats
Critical threats are shaded light red for easy recognition.
To display details, do one of the following:

+  Click a value in the Security Threat column to view users affected by
the threat.

+  Click a value in the Details column to view a log entry.

Affected Users

Clicking a threat name in the Security Threats (User) or Security Threats (Endpoint)

screen opens the Affected Users screen displaying a list of unique users affected by the
threat.

Affected Users Genera\ Information 7

Unigue Affected Users Over Time %

® Recently detected Freviously undetected 3 02-28-2015 ~ 03-13-2015

& 8 more user(s)
ioe

|

Feb 28 Mar 1 Mar 2 Mar 3 Mar 4 Mar S Mar & Mar 7

Mar 8 Mar 9 Mar 10 Mar 11 Mag 12 Aar 13

Jul Jan 1 Jul Jan 1 @'@] [
b (D] 0
User Name HostName IP Address Detections First Detected + Latest Action Logged by
ann ANNZ 10112 10 03/06/2015 02:14:30 AM  Assess OfficeScan
joe JOE1 1047 12 03/04/2015 02:24:57 AM  Assess OfficeScan

The major user interface elements in the screen are as follows:
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NuUMBER

DESCRIPTION

Security threat affecting one or several users

Affected users and the nature of detection (Recently detected or
Previously undetected), represented by icons

The nature of a detection is represented by a specific color. Refer to the
legend before the Assess Impact button to see what each color
represents.

If a user has detections similar to others users, a number displays below
the user name. Mouseover the user name to view all affected users.

Button for initiating impact assessment on security threats

Impact assessment on security threats requires Deep Discovery
Endpoint Sensor and Deep Discovery Inspector. Both these products
use Retro Scan to perform the assessment.

If only one of these products is registered to Control Manager, a partial
impact assessment will be performed.

After the assessment, the graph will be updated with a list of previously
undetected threats. These are stealthy and sophisticated threats that have
previously evaded detection.

4and 5

Time filter used for controlling the number of affected users shown

Table with details about affected users

Click a value in the User Name or Host Name column to view security
threats on the user's endpoint.

Tab with general information about the security threat

General Information for Security Threats

View information about a particular security threat.

The information shown varies by threat type and threat-related information received

from managed products.
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Suspicious Object - canonicalizer.ucsuritcs

Affected Usears General Infformation

Basic Infformation

Severity: High
Type: Domain
Expiration: 06032015 20:13:48

Scan Action: Log
Yiew handling process

Manage this object

Latest Related Sample
File SHA-1: BEODEAAIISF115E1FED1G043BBCO40T022TARBCIC
File name: repart.pdf

Detection name: VAR _MALWARE LM
Analysis report: Wy

Notable characteristics:  « File drop, download, sharing, or replication
» Suspicious netwark or messaging activity

Policy Status
The Policy Status tab displays the list of policies associated with an endpoint, including

the policy status, managed product where such policy originates, and the managed
product's version and build.

4 @ sar (windo

Installed Product Version Build Assigned Policy Policy Status
OfficeScan Client 11.0 2849 OSCE Client Policy Deployed
OfficeScan Data Loss Prevention 11.0 2849 NIA Without policy
Trend Micro Endpoint Encryption Client 5} 3507 MIA Without policy

4-11
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Click the name of the assigned policy to open the specific policy page of the managed
product and view/edit related settings.

For example, clicking the policy name OSCE Client Policy opens an Edit Policy screen
similar to the following:

Edit Policy B teln

Bolisy Wanaverent » Edit Palicy

Policy Name: |
Targets: 3 targelts)l Wanage Targets

Mobile Security for Enterprise Settings:

w* Common Settings

¥ Compliance Sefiings
* Cerlificate Settings

¥ Exchange ActiveSync Settings

4

Encrypiion-and Password Sefiings.

4

Feature Lock Seftings.

4

Firewall Settings

4

Call Filtering Settings.

4

Glabal HTTP Progy Setfings

4

Iialware Protection Settings

ﬁ Note

In this example, if User Henry is not the policy creator, buttons that could trigger any
changes to the policy (for example, Set Filter, Manage Targets, Deploy) are disabled on the
Edit Policy screen. Only users with specific privileges can edit and save any changes to a
policy.

Contact Information

The Contact Information screen displays user details, similar to the entries in Active
Directory.
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Contact Information

Title: Engineer
Department; Developer
Office: Taipei
Manager:

Office number;

Home number:

Email address:  ann@tr.com

Domain: TR

Synchronizing Contact Information with Active Directory

Control Manager synchronizes data from the Active Directory Global Category (GC).

Procedure

1. Open the Microsoft Management Console (mmc).

2. Add a snap-in (Active Directory Schema).

3. Inleft panel, navigate to Attribute.

4. Enable Replicate this attribute to Global Catalog for each of the following:
+  proxyAddresses
+  department
+  homephone

+  PhysicalDeliveryOfficeName

+  telephoneNumber
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. title

5. Wait until Active Directory replication occurs.

Accessing the Endpoint Tree

Procedure

1. Access the Control Manager management console.

2. Navigate to Directories > Users/Endpoints.

3. Go to Endpoints > All

A screen similar to the following appears:

User/Endpoint Directory Brer
Search |User5 LI I\.‘ss\ name or email address : Advanced Endpoints
&8 Users &P AssignRemove Custom Tags
4 @Y Endpoints
@ Al Endpoint o Domain IP Addrese Type Cperating Systern User
I 3 Custorn Tags A MIA 10111 3| Desktop Windows 7 iz ﬂ
a7 Filters AD NI 10.1.42 B Lapton Windows 7 NiA
b ¥ Custom Filers AL N 10.1.4.3 O Laptop Windows 7 N
Endpoint Type
7 operating System | | A 10.0.0.4 [ server Windows 2008 ad
57 Metwork Cannection | | A TR 10.1.1.5 [ server Windows 2008 am
r 7 Imporance Al IS 10.1.1.6 [ semer Windows 2008 NiA
[ Active Directory BE R 104018 3 Laptop Windows 7 on
CoLumn NamE DESCRIPTION
Endpoint The host name or device name
Domain If Active Directory integration is enabled, this corresponds to the
name of the domain. Without Active Directory, the value in this
column is N/A.
IP Address The static or dynamic IP address of the endpoint
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CoLumN NamE DESCRIPTION

Type Machine or device type: server, desktop, laptop, mobile device,
and others

Operating System The operating system running on the machine or device:
supported Windows desktop/server systems, Mac OS, iOS,
Android, Symbian, and Windows Mobile

User The name or email address of the most recent user who logged
on and/or use the endpoint

What to do next

. Sort the results by clicking any of the column headers. The icon
e
placed next to the header indicates that the Endpoint table is sorted according to
this column.

*  You can petrform basic or advanced search of endpoints.

+  To automatically group endpoints by creating a custom filter, refer to Creating a
Custom Filter on page 4-39.

+  To manually group endpoints by creating a custom tag, refer to Creating a Custom
Tag on page 4-34

Displaying Endpoint Details

Procedure
1. Access the Endpoint tree.
2. Do one of the following:
. Search for an endpoint.

+  Navigate to the Endpoint > All tree.

4-15
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A screen similar to the following appears:

User/Endpoint Directory B e
Search |u39[3 LI IUseu name or email address Advanced
— Endpoints
b 88 users 5P bssignRemove Custom Tags
4 @Y Endpoints
& oy Endpoint a Daomain IP Address Type Operating System  User
b 5 Gustorn Tags A A 10111 O Desktop  Windows 7 Ni fl
4 Filters AD [ 10112 3 Lapton Windows 7 Tis
Custom Filters AL A 10113 & Laptop wiindows 7 MiA
Endpoint Type .
A A, 101.1.4 [ server Windows 2008 ad
14 Operating System
b 7 Metwork Connection | | A TR 101.1.6 [ server Windows 2008 am
b ¢ Importance AU IiA 10116 [ server Windows 2006 A
&[22 Active Directary 88 R 10148 & Laptop Windows 7 an

To display endpoint details, click a value in the Endpoint column.

In the Endpoint Screen that opens (with the Policy Status tab shown by default):

2 Endpoint -EAC-client

Security Threats Policy Status MNotes General Information Task

4 B Eacclient (Wi

Installed Froduct Wersion Build Assigned Policy Faolicy Status
Trend Micro Endpoint Application Control Client 10 2500 NIA Policy deployment is unsupported

a.  View policies.

b.  Click the Security Threats, Notes, or General Information tab to view other
endpoint details.

c. At the top right corner of the screen, click Task and then select Assign tags or
Isolate. For details about assigning tags, see Working with Custom Tags on
page 4-34. For details about isolating endpoints, see Endpoint Isolation and
Connection Restoration on page XxxIXx.

Click a value in the User column to view the uset's contact information.

Security Threats (Endpoint)

View security threats detected on a particular endpoint.
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There are several ways to access this screen. The recommended way is to go to the
Endpoints with Threats widget on the dashboard and click a value representing the
number of threats detected on an endpoint.

L‘\IEndpoint -ANN3 I 1
e B

Security Threats | Policy Status H Motes H General Information | 5

Security Threats Over Time

04-19-2015 ~ 05-02-2015

[e]2 4

Apr s Apr 20 Apr 21 Apr 22 Apr 23 Apr 24 Apr 25 Apr26 Apr27 Apr28 o729 Apr 30 113y 1 May 2
Feb 18 Mar 2 Mar 16 Mar 30 Apr 13 0 Apr 27 @
; —— ,
Security Threat Details
Security Threat Category File Path / Email Subject/Rule Name  Action Logged by Time - Details
Cryp_Xin1 Virus/Malware HANCIT_GIMgitNCITTestipcapWEBL... NiA OfficeScan 04/30/2015 05:17:40 ... View it
Cryp_xin1 Virus/Malware HIANCIT_GIMgtNCITTestpcapWeBL... NiA OfficeScan 04/23/2015 091716 ... View

The major user interface elements in the screen are as follows:

NuUMBER DESCRIPTION

1 Endpoint with security threats

An icon displays after the endpoint name (as shown below) if Control
Manager has isolated the endpoint or is in the process of restoring its
network connection.

& Endpoint - ANN3 /&
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NuMBER DEscRIPTION

2 Security threats detected on the endpoints, represented by icons

Mouseover an icon to view threat details.
= — .
@ W)
Application violation Behavior Monitoring C&C callback
violation

= [ 1 1]
= B b
DLP incident Content violation Firewall violation
Intrusion Prevention Network content Phishing email
event violation
@ B
Spam Spyware/Grayware Suspicious object
Virus/Malware Web violation Multiple events

3and 4 Filter used for controlling the number of detected security threats within a
certain time range

5 The following tasks that can be performed on the endpoint:
+  Assign tags
«  Isolate endpoint
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NUMBER DESCRIPTION

6 Table with details about the security threats
Critical threats are shaded light red for easy recognition.
To display details, do one of the following:

+  Click a value in the Security Threat column to view users affected by
the threat.

+  Click a value in the Details column to view a log entry.

Affected Users

Clicking a threat name in the Security Threats (User) or Security Threats (Endpoint)

screen opens the Affected Users screen displaying a list of unique users affected by the
threat.

Affected Users Genera\ Information 7

Unigue Affected Users Over Time %

® Recently detected Freviously undetected 3 02-28-2015 ~ 03-13-2015

& 8 more user(s)
ioe

|

Feb 28 Mar 1 Mar 2 Mar 3 Mar 4 Mar S Mar & Mar 7

Mar 8 Mar 9 Mar 10 Mar 11 Mag 12 Aar 13

Jul Jan 1 Jul Jan 1 @'@] [
b (D] 0
User Name HostName IP Address Detections First Detected + Latest Action Logged by
ann ANNZ 10112 10 03/06/2015 02:14:30 AM  Assess OfficeScan
joe JOE1 1047 12 03/04/2015 02:24:57 AM  Assess OfficeScan

The major user interface elements in the screen are as follows:
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NuUMBER

DESCRIPTION

Security threat affecting one or several users

Affected users and the nature of detection (Recently detected or
Previously undetected), represented by icons

The nature of a detection is represented by a specific color. Refer to the
legend before the Assess Impact button to see what each color
represents.

If a user has detections similar to others users, a number displays below
the user name. Mouseover the user name to view all affected users.

Button for initiating impact assessment on security threats

Impact assessment on security threats requires Deep Discovery
Endpoint Sensor and Deep Discovery Inspector. Both these products
use Retro Scan to perform the assessment.

If only one of these products is registered to Control Manager, a partial
impact assessment will be performed.

After the assessment, the graph will be updated with a list of previously
undetected threats. These are stealthy and sophisticated threats that have
previously evaded detection.

4and 5

Time filter used for controlling the number of affected users shown

Table with details about affected users

Click a value in the User Name or Host Name column to view security
threats on the user's endpoint.

Tab with general information about the security threat

General Information for Security Threats

View information about a particular security threat.

The information shown varies by threat type and threat-related information received

from managed products.
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Suspicious Object - canonicalizer.ucsuritcs

Affected Usears General Infformation

Basic Infformation

Severity: High
Type: Domain
Expiration: 06032015 20:13:48

Scan Action: Log
Yiew handling process

Manage this object
Latest Related Sample

File SHA-1: BEODEBAAIISF115E1FED16D438BC040T022TABC2C
File name: repart.pdf

Detection name: VAR _MALWARE LM

Analysis report: Wy

Notable characteristics:  « File drop, download, sharing, or replication
» Suspicious netwark or messaging activity

Policy Status

The Policy Status screen displays the list of policies associated with an endpoint,
including the policy status, managed product where such policy originates, and the
managed product's version and build.

4 [ NMs (Windows 2008
Installed Product WVersion Build Assigned Policy Policy Status
OfficeScan Client 11.0 1454 A Without policy
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Q Tip

Click the name of the assigned policy to open the specific policy page of the managed

product and view/edit related settings.

For example, clicking the policy name OSCEPolicy opens an Edit Policy screen similar
to the following:

Edit Policy

B Help

Policy Management = Edit Policy

Policy Name: |[OSCEPolic |

Targets: 5 target(s)

Manage Targets ‘

OfficeScan Client Settings:

-

v

-

Additional Serice Settings
Behavior Monitoring Settings

Device Control Settings

Show Permissions

-

Manual Scan Settings
Privileges and Other Settings
Real-time Scan Settings

Spyware/Graywara Approved List

Scan Methods

Scan Now Settings

Notes for Endpoints

The following notes are automatically added to this screen:

Isolate: Endpoint isolated
Restore: Network connection restored
Assign Tag {tag name}: Custom tagassigned to the endpoint

Remove Tag {tag name}: Custom tag unassigned from the endpoint
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* Dashboard | Directories - Policies ~ Logs ~ Reporis ~ Updates ~ Administration ~

= Back
= Endpoint - TEST € velp
| Security Threats || Falicy Status | Motes General Information Task *
Note: I Add
Time ¥ | Note User
06272015 10:49:54 AW Restore root
0622015 10:43:45 AM |zolate roat

Manually add notes, especially as you perform actions on particular endpoints. For
example, add additional notes on isolated endpoints while you are investigating and
resolving threats or when you are about to restore the network connection after all
threats have been resolved.

Each note is added to the table on the screen. The table also shows the date and time
the note was added and the user who added the note.

General Information for Endpoints

View information about the endpoint, such as its IP address, type, operating system, and
the user associated with it.

3 Endpoint - ANN3

Security Threats H Palicy Status || Motes ‘ General Information Task =
10112
Deskiop

Windows 7

ann
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Understanding the Active Directory
Synchronization

If your organization runs Active Directory and its organization meets your management
needs, integrate with your Active Directory to populate and map the Usetr/Endpoint
Directory according to your existing organizational structure. Once synchronized,
Control Manager updates the Uset/Endpoint Directory with any new users/groups
from your Active Directory.

Take note of the following considerations when enabling this feature on page §-10:

«  Control Manager supports synchronization of Active Directory domains coming
from the same forest.

The following example shows the Active Directory tree with multiple domains
from the same forest:

¢ g Users =
» @ Endpoints
] ) ) User Domain Manager
4 || Active Directory
Administrator A
b - L cm.com
> = ‘m.com Administrator MNIA
b 55 £.com Administrator NIA
4 [ THCTLCOMm Administrator 1A
~—| Builti
" l—l . alex ben
I+ || Computers
& | Domain Controllers Aley b
i+ [} ForeignSecurityPrincipals Allen i
¢ ] Managed Semvice Accounts Ben [iA
i [ Program Data ben A
D S Ben NI
b [ RD
¢ £ System Ben@ IO i
i [] Users Chris MIA

. If there are duplicate users created from endpoints as local users and Active
Directory members, Control Manager removes duplicates by listing all Active

Directory users.
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ﬁ Note

Control Manager consolidates all users—with duplicate and unique names. Having
duplicate users listed in the Users/Endpoint Directoty is possible because endpoints
such as computers, servers, or laptops can have multiple local accounts with the same
name.

To configure the Active Directory connection, refer to Configuring Active Directory
and Endpoint Protection Verification Widget Settings on page 8-10.

Accessing the Active Directory Tree

Before you begin

Enable Active Directory synchronization on page 4-24 to view the Active Directory tree.
The Active Directory tree has the following characteristics:

+ It varies depending on your network and organizational setup

+  Provides two tabs, Users and Endpoints, to enable quick access to user or endpoint
information and security details

Procedure
1. Access the Control Manager management console.
2. Navigate to Ditectoties > Usets/Endpoints.

3. Go to Active Directory, and expand the folders to display available items.

A screen similar to the following appears:
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User/Endpoint Directory

Search [Users | [User name or emal address | (@] Achenced
User Endpoints
& Users a5/ Remave Clator Tags
b @ Endpoints . =
4 1 Active Directory User Domain Manager Endpoints Security Threats Associated Paoli..
a Administrator MiA 0 0 0
B Buitiin stslab NA 0 0 0
~ Computers
sqluser N/A a 0 1]
| Domain Contrallers
tmem WA 0 0 0

| ForeignSecurnityPrinci
HQ
JP
| Managed Service Acc
~ | Program Data
— | System
W
Users

Refer to the following table for details:

CoLumN NAME DESCRIPTION

User The name or email address of the user

Click the name to open the User Details > Contact Information
screen. Refer to Displaying User Details on page 4-6 for details.

ﬁ’ Note

With Active Directory integration disabled, the Users > All
tree list all local users from various endpoints regardless of
their duplicate status. Users having the same user names
can occur as computers/servers/laptops can have multiple
local users.

Domain If Active Directory integration is enabled, this corresponds to the
name of the domain. Without Active Directory, the value in this
column reflects the endpoint name/host name.

Manager The user's direct reporting manager, as saved in Active Directory

Endpoints The number of endpoints, which a user is currently logged on.
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CoLumN NamE DESCRIPTION

Security Threats The number of security threats detected over 90 days

Click the value to display the User Details > Security Threats
screen. Refer to Displaying User Details on page 4-6for details.

Control Manager counts and consolidates detections having these
types of threats:

Virus/Malware
Spyware/Grayware
Content violation
Spam
Phishing email
Web violation
DLP incident
+  C&C callback
- Behavior Monitoring violation
. Firewall violation

For example, while Henry is using endpoint us-mkt-dev1, there
are 10 virus/malware detections and two web violations.
Therefore, Henry's security threats count is 12.

Associated Policies | The number of Control Manager policies on page 17-2 assigned
to the user

Click the value to display the User Details > Policy Status
screen. Refer to Displaying User Details on page 4-6 for details.

Troubleshooting Issues Related to Active Directory
Integration

Active Directory integration allows you to manage Active Directory information
through the User/Endpoint Directory on page 4-1 of the Control Manager console.

4-27




Control Manager 6.0 Service Pack 3 Administrator's Guide

In an event when an error appears on the Dashboatd, refer to the following list to help
try and troubleshoot the issue:

Procedure
+  Network connectivity, including the network firewall settings

Ensure that both the Control Manager and Active Directory servers can establish
communication with one another.

+  User name and password to access the Active Directory server

Ensure that the account information on page 8-10used is correct and has enough
privileges to access the Active Directory server.

+  Control Manager database status and connectivity

Check whether the connection to the Control Manager database on page 20-2is
present.

What to do next

If the issue persists, please contact Support on page 24-2.

Searching for Users or Endpoints

Control Manager uses partial matching to conduct the following functionalities:

. Basic search on page 4-30: quickly search for users or endpoints using a single
keyword

«  Advanced search on page 4-31: include Boolean operators and multiple keywords
based on the available user/endpoint categoties

Q Tip

Refer to Advanced Search Categories on page 4-29 for the list of categories available

when performing a search.
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Advanced Search Categories

Users
Use any of the following categories applicable to advanced searches:

TaBLE 4-1. User Categories

CATEGORY DESCRIPTION

User name The account name of local users or people belonging to an Active
Directory structure

Direct manager The account name of the person who users are assigned to report
to

Location in Active The organization unit from which to begin your search

Directory

Department The name of the department in your company that groups users

based on their functionalities (for example, Accounting)

Active Directory A collection of Active Directory user and computer accounts,
Group contacts and other groups that can be managed as a single unit
Endpoints

Use any of the following categories when searching for endpoints:

TABLE 4-2. Endpoint Categories

CATEGORY DESCRIPTION
Endpoint name The host or device name of the endpoint
IP address The IPv4 address range

ﬁ’ Note

Searching by IPv4 segment requires a specific range
starting with the first octet. The search returns all endpoints
with IP addresses containing that entry.

4-29
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CATEGORY DESCRIPTION

Endpoint type The type of computer or device: server, desktop, laptop, mobile
device, or other

Operating system The type of operating system: Windows XP, Windows Vista,
Windows 7, Windows 8, Windows 2000, Windows 2003, Windows
2008, Windows 2012, Mac OS, iOS, Android, Symbian, Windows
Mobile, or others

Location in Active The organization unit from which to begin your search
Directory

Using the Basic Search

Use this feature to quickly search for users or endpoints one keyword at a time. Control
Manager uses partial matching when returning and displaying results.

Procedure
1. Access the User/Endpoint Directory on page 4-3.

2. On the top-most part of the screen, above the tree and working pane, click the
Search drop-down list to search for users or endpoints.

User/Endpoint Directory

Bearch | Users ¥ | |[User name or email address Advanced

Ficure 4-1. Basic user search

User/Endpoint Directory

Search | Endpoints '| |Endpoint name or IP address E] Advanced

FicurEe 4-2. Basic endpoint search
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ﬁ Note

Control Manager can only search for IPv4 addresses.

3. Type the keywords in the field provided.

For example, use the user name or email address ctiterion to search for
users having the same mail server (like @yourdomain. com)

Tip

To search for endpoints based on an IPv4 range, use Advanced on page 4-31 search.

4.  Press Enter ot the Search icon

Y

The entries that match the characters you typed are displayed. Control Manager filters

users or endpoints from the Users, Endpoints, or Active Directory tree that partially
match the keywords entered.

Related information

> Using the Advanced Search

Using the Advanced Search

This feature provides the following functionalities:

+  Search using operators that allow you to find an item from your tree quickly and
accurately

+  Setup filters so that you can organize your tree automatically

Procedute

1. Search for users or endpoints. Refer to Using the Basic Search on page 4-30 for
steps.
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Refer to Advanced Search Categories on page 4-29 for the list of categories
available when performing a search.

2. Click

Advanced

3. Use any or all of the following Boolean operators:
+  AND: all conditions must exactly match to display the results

«  OR:any of the matching conditions will prompt Control Manager to display
the results

4.  Click Search to display results.

Alternatively, click Save as New Custom Filter to use the specified criteria to build
the new custom filter. Doing so will prompt Control Manager to automatically
group users or endpoints that match your specified criteria into this new custom
filter.

For example, to search for laptops running Microsoft Windows 7, follow these settings:

Search |Endpoints v| | Endpaint Type v|| Laptop v| % OR
AMND |Operating System v||Wind0ws 7 v| % OR AND
| Search | [ Save as New Custom Filter |

Understanding Custom Tags and Filters

With tags or filters, you can:

«  View a list of users and actionable information such as associated security threats,
policy status, and contact information per user

+  View a list of endpoints and policy status per endpoint

. View a timeline chart for incident investigation
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gy
The Uset Access Information in an ad hoc query (see Understanding Ad Hoc Queties on

page 11-12) provides details about any user modifications related to any available custom
tags or filters.

General Recommendations

Tagging or filtering users or endpoints depend on your network and management needs,
along with your business plans. As general recommendations:

+  The User Access Information in an ad hoc query (see Understanding Ad Hoc
Queries on page 11-12) provides details about any user modifications related to any
available custom tags or filters

+  Group users based on your Active Directory organization
+  Group endpoints based on their location (that is, their IP ranges)
. Group users or endpoints with similar properties or characteristics

For example: who manages a group of users, who accesses a group of servers,
endpoints with the same operating system type or host names

«  Group users or endpoints based on any other criteria that support your needs

For example, it is a common practice to divide networks according to the roles of
those using the network—Marketing, Finance, Human Resources, Product
Development, etc.

Tip
Plan your User/Endpoint Directory structure and consider your network environment to
simplify maintenance—especially for an enterprise with a large network.

Manually tag users or endpoints showing a specific behavior. For example, as the
network administrator for Company ABC, Joni sees similar malwate behavior resulting
from laptops XYZ and 123. She can then tag laptops XYZ and 123 for easy
identification.
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Consequently, create filters to group users or endpoints based on specific known
characteristics. For example, filter users based on who their manager is. You can then
associate a filter to those users having the same manager.

Working with Custom Tags

Custom tags ate labels that you can manually associate with one or mote users/
endpoints. Create custom labels to group certain users or endpoints. Control Manager
offers the following features related to tags:

« By default, all users and endpoints have no tags association
«  Manually apply one ot more tags to one ot more usets/endpoints

. All users with access to the User/Endpoint Directoty can create/edit/delete/view
tags

ﬁ Note

A user can only delete or modify the tags he/she created.

. Only the user account that installed Control Manager can delete/modify/view all
users' tags

For example, the Root account.

Creating a Custom Tag

Procedute

1. Access the Uset/Endpoint Directory on page 4-3, and then navigate to the Users
or Endpoints tree.

2. Do one of the following:

. From the User/Endpoint Directory pane:
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a.  Navigate to the Custom Tags node, and then click

et Add new custom tag

b.  Type a descriptive name, and press Enter or click

v

to save the new tag.
«  From the list of the All users/endpoints displayed on the working pane:

a.  Click anywhere on the user or endpoint row, and then click

4 Assign/Remove Custom Tags

Alternatively, right-click anywhete on the row, and then select Assign/
Remove Custom Tags from the popup menu.

b.  On the Assign/Remove Custom Tags dialog, type a desctiptive name,
and then click Save.

Note

If you click the link on the User or Endpoint column, a screen displaying details
about that item appears.

The tag is added to the list of tags under the corresponding User or Endpoint tree.
What to do next
Click the

Al

icon on any custom tag to edit the tag name.
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Deleting a Custom Tag

Procedure

1. Access the User/Endpoint Directory on page 4-3, and then navigate to the Users
or Endpoints tree.

2. On the tree pane, hover your mouse over the tag that you want to delete, and then
click

o

The tag is deleted from the list of Custom Tags under the corresponding User or
Endpoint tree.

Applying a Custom Tag to Selected Users/Endpoints

Procedure

1. Access the User/Endpoint Directory on page 4-3, and then navigate to the Usets
or Endpoints tree.

2. Select the user ot endpoint, and then right-click or click Assign/Remove Custom
Tags to select a tag (or more than one tags) from the dialog. Alternatively, you can
create a new tag and assign the new tag to selected users/endpoints.

ﬁ Note

Use Ctrl + Click to select multiple users/endpoints.

3. In the Assign/Remove Custom Tags dialog, select the desired tag(s) from the list,
and then click Save.

Verify that certain users or endpoints are associated with a tag. Select a tag from the

Customs Tags list, and then ensure that the user or endpoint you have just associated is
listed.
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Disassociating a Custom Tag from Selected Users/
Endpoints

Procedure

1. Access the Usetr/Endpoint Directory on page 4-3, and then navigate to the Users
or Endpoints tree.

2. Click Assign/Remove Custom Tags or right-click the user or endpoint, and then
select Assign/Remove Custom Tags.

3. In the Assign/Remove Custom Tags dialog, deselect the desired tag(s) from the
list, and then click Save.

Verify that certain users or endpoints are no longer associated with a tag. Select a tag
from the Customs Tags list, and then ensure that the user or endpoint you have just
disassociated is not listed.

Working with Filters

Filters automatically group users or endpoints having the same criteria.

The Users and Endpoints tree can group users based on custom filters and importance,
as configured by administrators.

In addition, the Endpoints tree can group endpoints based on default filters.

Default Endpoint Filters

By default, the Endpoints tree provides default filters based on the typical grouping of
endpoints in an organization.
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Clicking a filter criteria updates the table in the main screen with the list of endpoints or
users that match the criteria. For details about the table columns and the data they
contain, see Accessing the User Tree on page 4-3.

The following are the default filters:
. Endpoint Type: Servers, desktops, laptops, mobile devices, and other types

+  Operating System: Popular operating systems that can be installed on endpoint
types, including Windows, Mac OS, iOS, Android, and other operating systems.

+  Network Connection: Endpoints that have been manually isolated by Control
Manager administrators so that threats in these endpoints can be resolved. For
information on isolating endpoints, see A¢-tisk Endpoints Tasks on page 19-16.

ﬁ Note

If you click the Isolated filter, you have the additional task of undoing the isolation
on endpoints that are now threat-free. To do so, select the endpoints and click
Restore Network Connection.
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Creating a Custom Filter

Procedure

1. Access the User/Endpoint Directory on page 4-3, and then navigate to the Users
or Endpoints tree.

2. Navigate to the Custom Filters folder, and then click
9+ Add new filter

3. Filter users or endpoints based on the available characteristics.

Refer to Advanced Search Categories on page 4-29 for the list of categories
available when performing a search.

The following example filters all "Ja" users in the Active Ditectory
wl2p.tmecm. co:

S [Usre ] [Usernams vz oz
AND|Dire|:1manager v||Andy | % or

oR [Ted | x or

AND |Location in Active Directory | [wi2p.tmem.co | [Users | % or

AND | Department v| [Finance] x] % orR

What to do next

Click the

Al

icon on any custom filter to edit the filter name. To update the Boolean expressions per

custom filter, click

£

and update the condition(s).
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Deleting a Custom Filter

Procedure

1. Access the User/Endpoint Directory on page 4-3, and then navigate to the Users
or Endpoints tree.

2. On the tree pane, hover your mouse over the custom filter that you want to delete,
and then click

o

The custom filter is deleted from the list of Custom Filters under the corresponding
User or Endpoint tree.

Working with User or Endpoint Importance

Assign importance to groups of users and endpoints. For example, assign external-facing
servers as important so you can apply a strict policy to these servers and constantly
monitor their protection status.

To assign importance, first create custom tags or filters. You can then assign importance
to endpoints or users with the custom tags or returned by the custom filter.

« By default, all users and endpoints are not assigned importance.
+  Manually assign importance to one or more custom tags and custom filters.

«  All users with access to the User/Endpoint Directoty can assign or unassign
importance.

Procedure

1. Access the User/Endpoint Directory, and then navigate to the Users or Endpoints
tree.
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Navigate to the Importance node, mouseover Important, and then click

P4

In the popup window that displays:

+  Assign importance by selecting one or several custom tags and custom filters
and then clicking OK.

+  Unassign importance by clearing one or several custom tags and custom filters
and then clicking OK.

The table in the main screen is updated with the list of endpoints or users that
match the custom tags or custom filters. For details about the table columns and
the data they contain, see Accessing the User Tree on page 4-3.
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Chapter 5

Product Directory Basics

The Product Directory displays all managed products registered to a Control Manager
server.

This chapter contains the following topics:
. Understanding the Product Directory on page 5-2
Grouping Managed Products Using Directory Management on page 5-3

. Understanding Cascading Management on page 5-9

*  Registering or Unregisteting Child Servers on page 16-3
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Understanding the Product Directory

A managed product is a representation of an antivirus, content security, or web

protection product in the Product Directory. Managed products display as icons (for

example, [EH] or [k=]) in the Control Manager web console Product Directory section.
These icons represent Trend Micro antivirus, content security, and web protection

products. Control Manager supports dynamic icons, which change with the status of the

managed product. See your managed product’s documentation for more information on
the icons and associated statuses for your managed product.

Indirectly administer the managed products either individually or by groups through the
Product Directory. The following table lists the menu items and buttons on the Product

Ditectory screen.

TABLE 5-1. Product Directory Options

OPTIONS

DESCRIPTION

Menu Items

Advanced Search

Click this menu item to specify search criteria to perform a search
for one or more managed products.

Configure

After selecting a managed product/directory, move the cursor over
this menu item and select a task, to log on to a web-based
console using SSO or to configure a managed product.

Tasks

After selecting a managed product/directory, move the cursor over
this menu item and select a task, to perform a specific function
(such as deploying the latest components) to a specific managed
product or child server or groups of managed products or child
servers.

Initiate a task from a directory and Control Manager sends
requests to all managed products belonging to that directory.

Directory
Management

Click this button to open the Directory Management screen.
From the screen, move entities/directories (by dragging and
dropping them) or create new directories.

Buttons
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OPTIONS

DESCRIPTION

Search

Click this button, after typing a managed product's name, to
perform a search for the specified managed product.

Status

Click this button, after selecting a managed product/directory, to
obtain status summaries about the managed product or managed

products found in the directory.

Folder

Click this button, after selecting a directory, to obtain status
summaries about the managed products and the managed
product endpoints found in the directory.

Note

Managed products belonging to child Control Manager servers cannot have tasks issued to

them by the parent Control Manager server.

Grouping Managed Products Using Directory

Management

Use the Directory Management screen to customize the Product Directory organization
to suit your administration model’s needs. For example, you can group products by
location or product type (messaging security, web security, file storage protection).

Group managed products according to geographical, administrative, or product specific

reasons. In combination with different access rights used to access managed products or

folders in the directory, the following table presents the recommended grouping types as

well as their advantages and disadvantages:

TaBLE 5-2. Advantages and Disadvantages when Grouping Managed Products

GRoupPING TYPE

ADVANTAGE

DISADVANTAGE

Geographical or
Administrative

Clear structure

No group configuration for
identical products

Product type

Group configuration and
status is available

Access rights may not
match
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GRouPING TYPE

ADVANTAGE DISADVANTAGE

Combination of both

Group configuration and Complex structure, may not
access right management be easy to manage

Product Directory Structure Recommendations

Trend Micro recommends the following when planning your Product Directory

structure for managed products and child servers:

TaBLE 5-3. Considerations when Grouping Managed Products or Child Servers

STRUCTURE

DESCRIPTION

Company network
and security policies

If different access and sharing rights apply to the company
network, group managed products and child servers according to
company network and security policies.

Organization and
function

Group managed products and child servers according to the
company's organizational and functional division. For example,
have two Control Manager servers that manage the production
and testing groups.

Geographical
location

Use geographical location as a grouping criterion if the location of
the managed products and child servers affects the
communication between the Control Manager server and its
managed products or child servers.

Administrative
responsibility

Group managed products and child servers according to system
or security personnel assigned to them. This allows group
configuration.

The Product Directory provides a user-specified grouping of managed products which

allows you to perform the following for administering managed products:

Configuring managed products

Request products to perform a Scan Now (if this command is supported)

View product information, as well as details about its operating environment (for

example, product version, pattern file and scan engine versions, operating system

information, and so on)
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. View product-level logs

+  Deploy virus pattern, scan engine, anti-spam rule, and program updates

Plan this structure carefully, because the structure also affects the following:

TaBLE 5-4. Considerations for the Structure

CONSIDER

EFFECT

User access

When creating user accounts, Control Manager prompts for the
segment of the Product Directory that the user can access. For
example, granting access to the root segment grants access to
the entire directory. Granting access to a specific managed
product only grants access to that specific product.

Deployment
planning

Control Manager deploys update components (for example, virus
pattern files, scan engines, anti-spam rules, program updates) to
products based on Deployment Plans. These plans deploy to
Product Directory folders, rather than individual products. A well-
structured directory therefore simplifies the designation of
recipients.

Outbreak
Prevention Policy
(OPP) and Damage
Control Template
(DCT) deployments

OPP and DCT deployments depend on Deployment Plans for
efficient distribution of Outbreak Prevention Policy and cleanup
tasks.

A sample Product Directory appears below:
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I Parent_TMCM

IC3) Cascading Folder
=8

B3 IMSS and IMSA
Eﬂ;—_} Metwaork Viruswall

) Europe
=2 D England

ﬁﬂ Morth America
BT South America

-{CT) Mew Entity

B3 OfficeScan Servers

i {h Asia
{_") Eurgpe

5 B- 43 England

. . ma EM-OFFICESCAM_01

@ Morth America
-5 South America
[]--@ ScanMail Servers
-|CJ) Search Result

Managed products identify the
registered antivirus or content security
product, as well as provide the
connection status.

ﬁ Note

If the location is unspecified
during registration, on-premise
managed products appear in the
New Entity folder.

SaasS solutions use New Entity
during registration, and appear in
Directory Management.

TaBLE 5-5. Managed Product Icons

Icon

DESCRIPTION

OfficeScan Corporate Edition

EFrT ServerProtect Information Server

ServerProtect Domain

ServerProtect for Windows (Normal Server)

ServerProtect for NetWare (Normal Server)

G [ E

InterScan Messaging Security Suite
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Icon DESCRIPTION
IZ= InterScan Web Security Suite
InterScan VirusWall for Windows
E3 ScanMail for Microsoft Exchange
ScanMail for Lotus Notes/Domino
[ (| Network VirusWall
Q Managed Product connection status icon

Arrange the Product Directory using the Directory Manager. Use descriptive folder
names to group your managed products according to their protection type or the
Control Manager network administration model.

Default Folders for the Product Directory

After a fresh Control Manager installation, the Product Directory initially consists of the
following directories:

TABLE 5-6. Product Directory Default Folders

STRUCTURE DESCRIPTION

Root All managed products and child Control Manager servers fall
under the Root directory.

Cascading Folder In a cascading environment, all child servers for the parent server
appear in the Cascading Folder.

Local Folder > New | Newly registered managed products handled by Control Manager

Entity agents usually appear in the New Entity folder.

Search Result When performing a basic or advanced search, all managed
products that fit the search criteria display in the Search Result
folder.
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Accessing the Product Directory

Use the Product Directory to administer managed products registered to the Control
Manager server.

ﬁ Note

Viewing and accessing the folders in the Product Directory depends on the Account Type
and user account access rights.

Procedure
. Click Directoties > Products from the main menu.

The Product Directoty screen appears.
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Understanding Cascading Management

Control Manager Advanced provides a cascading management structure, which allows
control of multiple Control Manager servers, known as child servers, from a single
patent server.

Parent Server

|

Chd Server Chd Server

e |

Ficure 5-1. The cascading management structure uses two-tier parent-child
architecture

A parent server is a Control Manager server that manages Standard or Advanced
Edition Control Manager servers, referred to as child servers. A child server is a Control
Manager server managed by a parent servet.

ﬁ Note

Control Manager 6.0 Service Pack 3 Advanced supports the following as child Control
Manager servers:

«  Control Manager 6.0 Advanced
«  Control Manager 5.5 Advanced
«  Control Manager 5.0 Advanced

Control Manager 5.0/5.5/6.0 Standard servers cannot be child setvers.
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TABLE 5-7. Parent and Child Server Feature Comparison

FEATURE AVAILABLE IN PARENT | AVAILABLE IN CHILD

Support two-tier cascading structure o o

Manage Advanced servers

Administer managed products

Handle multiple child servers

Issue global tasks

Create global reports

ﬁ Note

A parent server cannot register itself to another parent server. In addition, both parent and
child servers cannot perform dual roles (become a parent and child server at the same
time).

The Product Directory structure, using the Control Manager web console, allows system
administrators to manage, monitor, and perform the following actions on all child
servers belonging to a parent server:

+  Using Control Manager widgets, monitor the Antivirus, Content Security, and Web
Security summaries

. Query logs

. Initiate tasks

+  View reports

. Access the child server web console

The Product Directory structute can effectively manage your otganization's antivirus
and content security products (nationwide or worldwide).
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Working with Managed Servers

The Managed Setvers screen shows the servers administrators can manage using policy
management.

This chapter contains the following topics:
. Understanding Managed Servers on page 6-2
Adding a Server on page 6-3
«  Editing a Server on page 6-4
. Configuring Proxy Settings for Managed Products on page 6-5

. Configuting the Cloud Service Settings on page 6-6

Sto