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Preface

Preface

This Tutorial introduces Trend Micro™ Control Manager™ 5.5, and guides you through
planning the installation and installing Control Manager and walks you through
configuring Control Manager to function according to your needs.

This preface contains the following topics:

*  What’s New in This Version on page x

*  Control Manager Documentation on page xii

*  Document Conventions on page xiii
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What's New in This Version

Trend Micro Control Manager 5.5 represents a significant advance in monitoring and
management software for antivirus and content security products. Architectural
improvements in this new version make Control Manager more flexible and scalable
than ever before.

Control Manager 5.5 Features and Enhancements

The following new features and enhancements are available in version 5.5.

Threat Intelligence-Oriented Dashboard

The Summary screen has been replaced with an Adobe™ Flash™-based, customizable
dashboard that supports Trend Micro widgets. Trend Micro widgets provide
administrators with at-a-glance information. For detailed information the administrator
can click the content in the widget. Retrieving the detailed widget content leverages the
Control Manager Ad Hoc Query feature.

The widget framework integration for Control Manager supports the following widget
types.

TABLE PREFACE-1. Control Manager Widget Types

WIDGET TYPE DESCRIPTION

Summary * Threat Detection Results (Virus/Spyware/Web
Security/Content Security/Network Virus)

* Policy Violation Detections

* Product Component Status

Smart Protection * Smart Protection Network Connections
Network * Smart Protection Network Threat Statistics
* Web Reputation Top Threat Sources

* Web Reputation Top Threatened Users

* Email Reputation Threat Map

* File Reputation Threat Map

* File Reputation Top Threat Detections
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TABLE PREFACE-1. Control Manager Widget Types (Continued)

WIDGET TYPE DESCRIPTION
Enterprise Secu- ¢ Control Manager Top Threats
rity Metrics * Control Manager Threat Statistics

* Product Application Compliance
* Product Connection Status
¢ OfficeScan Endpoint Connection Status

OfficeScan Integration Enhancements

Control Manager enhances integration with OfficeScan by providing consummate data
synchronization between OfficeScan and Control Manager. Control Manager also
supports OfficeScan 10.5 integration with the inclusion of Plug-in Manager Plug-in
Programs component updates.

Note: The OfficeScan web console displays all available Plug-in Programs. You can specify
to download any of them from Control Manager. However, Control Manager may not
have the downloaded the Plug-in Program. Which means that OfficeScan cannot
download the specified Plug-in Program from Control Manager.

Before specifing a Plug-in Program for download, from Control Manager to
OfficeScan, verify that Control Manager has already downloaded the Plug-in Program.

Improved Scalability

Control Manager 5.5 has significantly improved log processing speeds, compared to
Control Manager 5.0. With the improved log processing speeds, Control Manager can
support significantly more managed products (and endpoints registered to managed
products).

Other Enhancements

Control Manager also provides the following enhancements:
*  Web console now renders faster

¢ Web console has been rebranded

Xi
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Control Manager Documentation

This documentation assumes a basic knowledge of security systems. There are
references to previous versions of Control Manager to help system administrators and
personnel who are familiar with eatlier versions of the product. If you have not used
eatlier versions of Control Manager, the references may help reinforce your
understanding of the Control Manager concepts.

Xii

TABLE PREFACE-2. Control Manager Documentation

DOCUMENT

DESCRIPTION

Online Help

Web-based documentation that is accessible from the
Control Manager web console.

The online help contains explanations of Control Manager
components and features, as well as procedures needed
to configure Control Manager.

Knowledge Base

The Knowledge Base is an online database of prob-
lem-solving and troubleshooting information. It provides
the latest information about known product issues. To
access the Knowledge Base, go to the following website:

http://esupport.trendmicro.com/enterprise/default.as

px.

Readme file

The Readme file contains late-breaking product informa-
tion that is not found in the online or printed documenta-
tion. Topics include a description of new features, known
issues, and product release history.

Installation Guide

PDF documentation is accessible from the Trend Micro
Enterprise DVD or downloadable from the Trend Micro
website.

The Installation Guide contains detailed instructions of

how to install Control Manager and configure basic set-
tings to get you "up and running".



http://esupport.trendmicro.com/enterprise/default.aspx
http://esupport.trendmicro.com/enterprise/default.aspx
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TABLE PREFACE-2. Control Manager Documentation (Continued)

DOCUMENT

DESCRIPTION

Administrator’s
Guide

PDF documentation that is accessible from the Trend
Micro Solutions DVD for Control Manager or download-
able from the Trend Micro website.

The Administrator’s Guide contains detailed instructions
of how to deploy, install, configure, and manage Control
Manager and managed products, and explanations on
Control Manager concepts and features.

Tutorial

PDF documentation that is accessible from the Trend
Micro Solutions DVD for Control Manager or download-
able from the Trend Micro website.

The Tutorial contains hands-on instructions of how to
deploy, install, configure, and manage Control Manager
and managed products registered to Control Manager.

Document Conventions

To help you locate and interpret information easily, the Control Manager documentation

uses the following conventions.

TABLE PREFACE-3. Control Manager Documentation Conventions

CONVENTION

DESCRIPTION

ALL CAPITALS

Acronyms, abbreviations, and names of certain
commands and keys on the keyboard

Bold Menus and menu commands, command buttons,

tabs, and options

Examples, sample command lines, program
Monospace

code, and program output

Provides configuration notes or recommenda-
Note: tions

Xiii
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TABLE PREFACE-3. Control Manager Documentation Conventions

CONVENTION DESCRIPTION
Provides best practice information and Trend
Tip: Micro recommendations
Provides warnings about processes that may
WARNING! harm your network




Chapter 1

Preparing the Environment

This chapter provides information on the items required to complete this tutorial. The
chapter discusses the following topics:

*  System Specifications on page 1-2

*  About the Control Manager Managed Product Network on page 1-3
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System Specifications

Wherever possible the Trend Micro recommended system requirements for Control
Manager servers are used. This Tutorial uses a server with the following specifications
for Control Manager installation:

TABLE 1-1. Control Manager Server Specifications

HARDWARE & SOFTWARE
REQUIREMENTS

SPECIFICATIONS

CPU Intel™ Pentium™ processor
Memory 4GB RAM
Disk space A hard drive with 80GB of free disk space

Operating system

Microsoft™ Windows™ 2003 Server Standard Edi-
tion SP 2

Web server

Microsoft™ IIS server 6.0 (For 2003 platform)

Database

Microsoft SQL 2005 Server SP3

Management console

Browser- Microsoft Internet Explorer 7.0




Preparing the Environment

About the Control Manager Managed Product
Network

For the purpose of this tutorial, a company (ACME Co.) will represent a large
multi-national company. ACME Co. has offices in Asia, Europe, and North and South
America. ACME Co. has one Control Manager server, with a number of managed
products registered to the Control Manager server.

To use all of Control Manager’s features and view, log, and query information, Control
Manager requires at least one managed product. This Tutorial uses three OfficeScan
10.5 servers (with endpoints registered to them) to provide data for the dashboard (and
widgets), logs, and reports.

The Tutorial also uses the following fictional users for purposes of demonstrating
product capabilities.

TABLE 1-2. Managed Product Servers and Users

USERS

MANAGED PRODUCT
GLOBAL REGIONAL LocaL LIMITED

OfficeScan 10.5 Alex Blair Chris Dana

Control Manager Erin

*  Global users: Have complete control over all managed products of a specific type
world wide

*  Regional users: Have complete control over all managed products of a specific
type on a continent

*  Local Users: Have complete control over a number of managed products of a
specific type in a country

*  Limited: Have limited access to the managed products

1-3
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Example: Using the table above, Alex is the global OfficeScan administrator. She has
access to all OfficeScan servers worldwide. Blair is the administrator for all OfficeScan
servers in Europe. Chris is the OfficeScan administrator for all servers in England.
While Dana is Chris” manager and only requires access to the reports, that Chris
generates.
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Manager for the First Time

Chapter 2

This chapter guides you through installing Control Manager server. In addition to listing

the system requirements for the Control Manager server, the chapter also contains

post-installation configuration information as well as instructions on how to register and
activate your software.

This chapter contains the following topics:

System Requirements on page 2-2
Pre-Installation Tasks on page 2-7

Installing a Control Manager Server on page 2-8
Verifying Successful Installations on page 2-28
Post-installation Configuration on page 2-30

Registering and Activating Your Software on page 2-31

2-1
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System Requirements

Individual company networks are as individual as the companies themselves. Therefore,
different networks have different requirements depending on the level of complexity.
This section describes both minimum system requirements and recommended system
requirements, including general recommendations and recommendations based on the
size of networks.

Minimum System Requirements

The following table lists the minimum system requirements for a Control Manager
servef.

Note: Control Manager 5.5 Advanced supports the following as child Control Manager
servers:

- Control Manager 5.5 Advanced
- Control Manager 5.0 Advanced

- Control Manager 3.5 Standard or Enterprise Edition

Control Manager 5.0/5.5 Standard servers cannot be child setvers.
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Please refer to the managed product documentation for detailed agent system

requirements.

TABLE 2-1. Control Manager Server System Requirements

COMPONENT REQUIREMENT
CPU Intel™ Pentium™ or compatible processor
Memory e 2GB minimum
* 4GB recommended
Hard Disk * 900MB for Control Manager Standard/Advanced

* 600MB for SQL Server 2005 Express SP3
(Optional)

* 20GB additional space for growing logs, reports,
and ActiveUpdate components
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TABLE 2-1. Control Manager Server System Requirements (Continued)

COMPONENT

REQUIREMENT

Operating System

Microsoft™ Windows™ Server 2008
Standard/Enterprise/Web Edition with SP1 or later
(32-bit/64-bit)

Microsoft Windows Server 2008
Standard/Enterprise/Web Edition R2
(32-bit/64-bit)

Microsoft Windows 2003 Server
Standard/Enterprise/Datacenter Edition SP2
(32-bit/64-bit)

Microsoft Windows 2003 Server
Standard/Enterprise/Datacenter Edition R2 SP2
(32-bit/64-bit)

Note: Control Manager is a 32-bit program. Control

Manager installs under WOW on 64-bit
computers (Windows 2003/2008/2008R2
Standard/Enterprise and Windows
2008/2008R2 Web Edition).

When installed on 64-bit computers, modify
IIS to use 32-bit mode.

VMware™ ESX™ 4.x/3.x

VMware ESXi™ 4.x/3.x

VMware Workstation 6.0 or later
Microsoft Server 2008 R2 Hyper-Vv™
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TABLE 2-1. Control Manager Server System Requirements (Continued)

COMPONENT

REQUIREMENT

SQL Server applica-
tion

Microsoft™ SQL Server™ 2008 Express
Microsoft SQL Server 2008 Standard/Enterprise
or later

Microsoft SQL Server 2008 Standard/Enterprise
R2

Microsoft SQL Server 2008 64-bit
Standard/Enterprise or later

Microsoft SQL Server 2008 64-bit
Standard/Enterprise R2

Microsoft SQL Server 2005 Express SP2/SP3
Microsoft SQL Server 2005 Standard/Enterprise
SP2/SP3

Microsoft SQL Server 2005 64-bit
Standard/Enterprise SP2/SP3

IIS Server applica-
tion

Microsoft IS server 7.5 (For 2008 R2 platforms)
Microsoft IS server 7.0 (For 2008 platforms)
Microsoft IS server 6.0 (For 2003 platforms)

Network protocol

TCP/IP

UDP for heartbeat
HTTP

HTTPS

Display

VGA (1024 x 768 / 256 color) or higher
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TABLE 2-1. Control Manager Server System Requirements (Continued)

COMPONENT REQUIREMENT

Others * Microsoft .NET Framework 2.0/3.0/3.5
* Visual C++ 2005 Redistribution

* FastCGIl 6.1.36.1

¢ PHP 5.2.9

* ASP.Net

* Microsoft Message Queue

Note: Control Manager installs the above
components, if they are not installed on the
server.

However:

- Microsoft Message Queue must be installed
manually for all platforms

- On Windows Server 2008, the following
need to be installed manually:

- ASP.Net
- IS 6 Management compatibility
components.

TABLE 2-2. Control Manager Management Console System Requirements

COMPONENT REQUIREMENT
Web Browser Microsoft Internet Explorer 7.0 or later
Other Adobe™ Flash™ version 8 or later




Installing Trend Micro Control Manager for the First Time

General Recommendations

* Do not install Control Manager on a Primary Domain Controller (PDC), a Backup
Domain Controller (BDC), or on a server with any other Trend Micro product.
Doing so can result in severe performance degradation.

*  Physical memory is a system resource, meaning all applications on the server share
it. Scale the memory with the processor; do not overpopulate with memory.

TABLE 2-1. General Control Manager server recommendations

HARDWARE/SOFTWARE

SPECIFIGATION RECOMMENDED REQUIREMENT

Network adapter 100Mbps, 32-bit, adapter for both the Control Man-
ager server and managed product. Preferably one
designed for bus mastering, direct memory access

(DMA)
File system NT File System (NTFS) partition
Monitor VGA monitor capable of 1024 x 768 resolution,

with at least 256 colors.

Pre-Installation Tasks

If PHP already exists on the server where Control Manager will install, you must add
php_http.dll to the .. .PHP/ext folder and edit the php. ini file. If the
php_http.dll file is not added and the php. ini file is not modified, Control
Manager widgets will not function propetly.

To add the php_http.dll file and modify the php.ini:

1. Stop the web server.

2. Copy the php_http.dl1 file from the Control Manager folder
CD drive:\Control Manager\PHP to the following location:

. .- \PHP\ext

3. Edit the end of the PHP. ini file with the following:

2-7



Trend Micro™ Control Manager™ Tutorial

5.
6.

[PHP_HTTP]
extension=php_http.dll

Verify that all of the following appear at the end of the PHP. ini file:
[PHP_GMP]

extension=php_gmp.dll

[PHP_LDAP]

extension=php_Idap.dll

[PHP_MCRYPT]

extension=php_mcrypt.dll

[PHP_OPENSSL]

extension=php_openssl.dll

[PHP_PDO]

extension=php_pdo.dll

[PHP_PDO_SQLITE]
extension=php_pdo_sqlite.dll

[PHP_HTTP]

extension=php_http.dll

Restart the web servet.

Install Control Manager 5.5.

Installing a Control Manager Server

After deciding on the topology to use for your network, you can begin to install your
Control Manager server. See Server Address Checklist on page A-2 to help you record
relevant information for installation.

2-8

You need the following information for the installation:

Relevant target server address and port information

Control Manager Registration Key
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*  Security Level to use for Server-Agent communication

The following are database-related considerations:

*  Decide if you want to use an SQL server with Control Manager. If the SQL server is

located on a server other than the Control Manager server, obtain its IP address,
FQDN, or NetBIOS name. If there are multiple instances of the SQL server,
identify the one that you intend to use

*  Prepare the following information about the SQL database for Control Manager:

User name for the database

Password

Note:

Control Manager uses both Windows authentication and SQL authentication to
access the SQL server.

*  Determine the number of managed products that Control Manager will handle. If

an SQL server is not detected on your server, Control Manager will install SQL

Server 2005 Express SP2, which can only handle a limited number of connections

Installing Control Manager requires performing the following steps:

Step 1.
Step 2.
Step 3.
Step 4.
Step 5.

Step 6.

Install all required components

Specify the installation location

Register and activate the product and services

Specify Control Manager security and web server settings
Specify backup settings and configure database information

Set up root account and configure notification settings

Tip: Trend Micro recommends upgrading to version 5.5 instead of doing a fresh installation.

2-9
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To install a Control Manager server:

Step 1: Install all required components

1.

2-10

On the Windows taskbar, click Start > Run, and then locate the Control Manager

installation program (Setup.exe). If installing from the Trend Micro Enterprise

DVD, go to the Control Manager folder on the DVD. If you downloaded the

software from the Trend Micro website, navigate to the relevant folder on your

computer. The installation program checks your system for required components.

If the installation program does not detect the following components on the servet,

dialog boxes appear prompting you to install the missing components:

* .NET Framework 2.0: This component is included in the Control Manager
installation package

*  Visual C++ 2005 SP1 Redistribution Package: This component is included
in the Control Manager installation package

Install all missing components. The IIS confirmation dialog box appears.

uestion ]

2 Installation of Control Manager 5.5 requires restarting wour 115 server, Restarting your IIS server can result in some
\/ applications restarting, Click *YES' ko continue Control Manager installation,
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3. Click Yes to continue the installation. The Welcome screen appears.

Trend Micro Control Manager 5.5 Setup ﬂ

#%) TREND.
- MICRO
B Welcome to the InstallShield ‘Wizard for Trend

TREND MICRO Micro Control Manager 5.5
Control Manager-

The InstallShield wWizard will install Trend Micro Control
Manager 5.5 on vour computer. To continue, click Nest.

Cancel |

The installation program checks your system for existing components. Before
proceeding with the installation, close all instances of the Microsoft Management
Console. For more information about migration, see Migration Scenarios for Control
Manager 2.x Agents on page 4-15.

2-11
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4. Click Next. The Software License Agreement appears.

Trend Micro Control Manager 5.5 Setup

License Agreement -
N ) TREN
Flease read the following license agreement carefully. L

Mmic

x|
D

Presz the PAGE DOMWHN key to see the rest of the agreement.

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFT'wARE AND -

SERWICES B BUSINESS AND OTHER ENTITIES 1S SUBJECT TO THE FOLLO%ING
LEGAL TERMS AND CONDITIONS

Trend Micra License Agreement

Trial and Paid Use License

Enterprize and SME Software and Services
Date: May 2007 w1

English/b ulti-country

Do you accept all the terms of the preceding License Agreement? IF you Frint |
zelect Mo, the setup will close. Toinstall Trend Micro Control Manager 5.5, —

you must accept this agreement.
| rtallShield

< Back Yes Mo |

FIGURE 2-1. Click Yes to agree with the License Agreement

2-12
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If you do not agree with the terms of the license, click No; the installation will

discontinue. Otherwise, click Yes. A summary of detected components appears.

Check Local system Environment x|

79 TREND

TREND MICRO
Control Manager-

Local spster enviranment analysis result:

Operating System -
Microzoft Windows 2003 Service Pack 2

Haszt name aof thiz computer:
Host name =TMC M _Server

Internet Infarmation Server:

Intemet Information Server version B iz inztalled.
"feb Server List:

1. Default Web Site : IP address = All unassigned, Port numbe—
2. Microzoft SharePoint &dministration : 1P address = All unass

Microzoft Data Acces: Component :
MDALC version i 2.82.3959.0

Microzoft Meszage Qusue: -
4 | 3

< Back I Mest > I

FIGURE 2-2.  Displays local system environment information
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Step 2: Specify the installation location
1. Click Next. The Select Destination Folder screen appeats.

Select Destination Folder

9, TREND
TREND MICRO
Control Manager~

Setup will install Trend Micro Control Manager in the following
folder. Ta install under a different falder, click Browse and select
another folder.

Click Cancel bo abort this operation, Mext to continue,

x|

Destination Folder

C:%Program FileghTrend Micro Browse. . |

Fequired Disk Space 790 ME

Available Dizk Space 3397 MB

< Back I Mext > I Cancel

FIGURE 2-3.  Select a destination folder

2. Specify a location for Control Manager files. The default location is C: \Program
Files\Trend Micro. To change this location, click Browse, and then specify an

alternate location.

Note: The Setup program installs files related to Control Manager communication, (the
Trend Micro Management Infrastructure and MCP) in predetermined folders in

the Program Files folder.
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Step 3: Register and activate the product and services
1. Click Next. The Product Activation screen appears.

Product Activation x|

#9, TREND “'ou must activate your product to enable scanning and security
ATERE
- updates

TREND MICRO

Control Manager- E—— Dnlinel To obtain the Activation Kew, register the product

anline uzing the supplied Regiztration Feyp

Activate
Control kM anager 5.5 [Reguired)

[ o D D D R
- Hutbreak Frevention Services [Fecommended)

< Back I Mext > I Cancel

FIGURE 2-4. Enter the Activation Code to activate Control Manager
and services

2. Type the Activation Code for Control Manager and any other additional purchased
services (you can also activate optional services from the Control Manager
console). To use the full functionality of Control Manager 5.5 and other services
(Outbreak Prevention Services), you need to obtain Activation Codes and activate
the software or services. Included with the software is a Registration Key that you
use to register your software online on the Trend Micro Online Registration website
and obtain an Activation Code.
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3. Click Next. The Smart Protection Network screen appears.

I x|

The Micro Micro Smart Protection Metwork,

wicmg | reenswses | I3 @ next-generation cloud-client contenl
p., TREND, ; t I loud-client content
TREND MICRO @ § Bherterion | SECUt infrastiucture designed to deliver

. | METWORE proactive probection against the latest
Control Manager threats,

r Enable Trend Micro Smart
Feedbacklrecammended)

Wwhen enabled, Smart Feedback shares anonymous threat
information to the Smart Protection Metwork for analpsiz. You
can dizable Smart Feedback anytime through the product
conzole.

Your industry [ optional | IW 'l

< Back I Mest > I Cancel

FIGURE 2-5.  Smart Protection Network Settings

4. Seclect Enable Trend Micro Smart Feedback to participate in the Smart
Protection Network program. When you choose to participate, Control Manager
sends anonymous threat information to Trend Smart Protection Network servers.
This allows proactive protection of your network. You can stop participating any

time through the Control Manager web console.
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Step 4: Specify Control Manager security and Web server settings
1. Click Next. The Select Security Level and Host Address screen appears.

Select Security Level and Host Address x|

#9, TREND Select a zecunty level and the host address used by the Control
s miEne Manager communication module. Host address information will be
TREND MICRO uzed by Control Manager agents to locate the server.

Control Manager~

Securty level : IMedium - Strang encryption j

~ Hozt address

" Fully qualified domain name [FADM] ar host name

ITMCM Server j

' |P addiess

[10.1.10.1

< Back I Mext > I Cancel

FIGURE 2-6.  Select a security level

2. From the Security level list, select the security level for Control Manager
communication with agents. The options are as follows:

*  High: All communication between Control Manager and managed products
use 128-bit encryption with authentication. This ensures the most secure
communication between Control Manager and managed products.

*  Medium: If supported, all communication between Control Manager and

managed products use 128-bit encryption. This is the default setting when
installing Control Manager.

*  Low: All communication between Control Manager and managed products use
40-bit encryption. This is the least secure communication method between
Control Manager and other products.
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Select a host address for agents to communicate with Control Manager:

Tip: Trend Micro recommends installing Control Manager using a host name.
Installing using an IP address can cause issues if the IP address of the Control
Manager server requires changing. Control Manager does not support changing
the installation IP address. Administrators have to reinstall Control Manager if
the server’s IP address must change. Install using a host name to avoid the issue.

To use a FQDN/host name:

a. Seclect Fully qualified domain name (FQDN) or host name.
b. Select or type an FQDN or host name in the accompanying field.
To use an IP address:

a. Select IP address.

b. Type an IP address in the accompanying field. Separate multiple entries using a
semicolon ( ;).
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4.

Click Next. The Specify Web Server Information screen appears.

The settings on the Specify Web Server Information screen define communication
security and how the Control Manager network identifies your server.

Specify Web Server Information x|

Specify the host address for the Control b anager server.

9, TREND

TREND MICRO wieb site information

Control Manager~ -
*w'eh zite: IDefauIt Web Site j
IP address: |1 04104 j

TCP port; ISD SSL Port ; 443

YWeb access security level: IMedium -HTTPS primary j

The S5L Port is reguisite for Medium and High security level.

If hio IP address iz assigned in 15, select an IP address ar a
FQDMN. The selection will not change the 115 configuration.

< Back I Mext > I Cancel

FIGURE 2-7.  Specify Web server information

From the Web site list, select the website to access Control Manager.

From the IP address list, select the IP address or FQDN/host name you want to
use for the Control Manager Management Console. This setting defines how the
Control Manager communication system identifies your Control Manager server.
The Setup program attempts to detect both the servet's fully qualified domain
name (FQDN) and IP address and displays them in the appropriate field.

If your server has more than one network interface card, or if you assign your
server more than one FQDN, the names and IP addresses appear here. Choose the
most appropriate address or name by selecting the corresponding option or item in
the list.

If you use the host name or FQDN to identify your server, make sure that this
name can be resolved on the product computers; otherwise the products cannot
communicate with the Control Manager server.
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From the web access security level list, select the security level for Control Manager
communication. The options are as follows:

*  High - HTTPS only: All Control Manager communication uses HTTPS
protocol. This ensures the most secure communication between Control
Manager and other products.

*  Medium - HTTPS primary: If supported all Control Manager
communication uses HT'TPS protocol. If HT'TPS is unavailable, agents use
HTTP instead. This is the default setting when installing Control Manager.

*  Low - HTTP based: All Control Manager communication uses HTTP
protocol. This is the least secure communication method between Control
Manager and other products.

If you selected Low - HT'TP based, and if you have not specified an SSL Port

value in the IIS administration console, specify the access port for Control Manager

communication in the SSL Port field.



Installing Trend Micro Control Manager for the First Time

Step 5: Specify backup settings and configure database information

1. Click Next. The Choose Destination Location screen appears.

Trend Micro Control Manager 5.5 Setup |

Choose Destination Location

Select folder where setup will install files.

Specify the location for Control M anager backup and authentication files.
Fie-uge thiz key, and keep it in the original location, ta retain contral of the existing Agents.

Browse. . |

| stallShield

< Back | Mest » I Cancel

FIGURE 2-8. Choose a destination location for backup and authentication
files

2. Specify the location of the Control Manager backup and authentication files (for

more information see the Control Manager files that should be backed up on page 4-8).
Click Browse to specify an alternate location.
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3. Click Next. The Setup Control Manager Database screen appears.

Setup Control Manager Database 1[

Select a databaze for uge with Control Manager, and provide the

(] TREND, required infarmation. When applicable, specify the instance of the
- SOL server.
TREND MICRO
Control Manager= (% |nstall Microzsoft SOL Express
= SOL Server

[ex: 10.231.5.7 or server trend. combaglsvrl ]

- Diatabase authentication
& SOL Server Account = Windows Account

User name: Isa

Password: I

— Trend Micra Contral M anager databaze

Databaze name: Idb_EontrolManager

< Back Cancel

FIGURE 2-9. Choose the Control Manager database
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4.  Sclect a database to use with Control Manager.

* Install Microsoft SQL Express: The Setup program automatically selects this

option if an SQL server is not installed on this computer. Do not forget to
specify a password for this database in the field provided.

Tip:

Microsoft SQL Server Express is suitable only for a small number of
connections. Trend Micro recommends using an SQL server for large Control
Manager networks.

*  SQL Server: The Setup program automatically selects this option if the
program detects an SQL server on the server. Provide the following

information:

SQL Setver (\Instance): This servet hosts the SQL server that you want
to use for Control Manager. If an SQL server is present on your server, the
Setup program automatically selects it.

To specify an alternative server, identify it using its FQDN, IP address, or
NetBIOS name.

If more than one instance of SQL server exists on a host server (this can
be either the same server where you are installing Control Manager, or
another server), you must specify the instance. For example:
your_sqgl_server.com\instance

SQL Server Authentication: Provide credentials to access the SQL
server. By default, the user name is sa.

WARNING!

For security reasons, do not use an SQL database that is not password
protected.

5. Under Trend Micro Control Manager database, provide a name for the Control
Manager database. The default name is db_ControlManager.
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Click Next to create the required database. If the Setup program detects an existing
Control Manager database, you have the following options:

* Append new records to existing database: The Control Manager you install
retains the same settings, accounts, and Product Directory entities as the
previous server. In addition, Control Manager retains the root account of the
previous installation. You cannot create a new root account.

Note:  When installing Control Manager 5.5, you cannot select Append new records
to existing database for previous Control Manager database versions.

*  Delete existing records, and create a new database: The existing database
is deleted, and another is created using the same name.

*  Create a new database with a new name: You are returned to the previous
screen to allow you to change your Control Manager database name.

Note: If you append records to the current database, you will not be able to change the
root account. The Root account screen appears.
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Step 6: Set up root account and configure notification settings
1. Click Next. The following screen appears:

Create Root Accounk

Trend Micro Contral Manager 5.5 must have a root account. Use

P, TREND

TREND MICRO
Control Manager~

x|

letters, numbers, dashes, and underscores; root accounts must be

less than 32 characters long.

UserD: *

Full name: *

Pazsword: *

Password confirm: *

Email address: *

< Back I Mext > I

FIGURE 2-10. Enter information for the Control Manager root account

2. Provide the following required account information:

e UserID
¢ Full name

e Password

¢ Password confirmation

¢ Email address

2-25



Trend Micro™ Control Manager™ Tutorial

3. Click Next. The Specify Message Routing Path screen appears. This screen only
appears if the host server does not have TMI installed.

Specify Message Routing Path i[

. REND Choose how the server's communication module receives
'PJ wiERe commandsz, logz, and how it izzues outgoing commands to entities.
Momally, you can use the default settings.

TREND MICRO
Control Manager-

~ Source of incoming messages
& Direct from registered agents

" Prowy Server Frawy Server Corfiguration |

= IP port farwarding : IBEIEIEI

— Route for outgoing meszages

" Direct to registered agents
" Proxy Server

Frow Server Configuratian |

< Back

FIGURE 2-11. Define routes for messages or requests

4. Define the routes for incoming and outgoing messages or requests. These settings
allow you to adapt Control Manager to your company's existing security systems.
Select the appropriate route.

Note: Message routing settings are only set during installation. Proxy configurations
made here are not related to the proxy settings used for Internet
connectivity—though the same proxy settings are used by default.
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Source of incoming messages

Direct from registered agents: The agents can directly receive incoming
messages.

Proxy server: Uses a proxy server when receiving messages.

IP port forwarding: This feature configures Control Manager to work with
the IP port forwarding function of your company's firewall. Provide the firewall

server’s FQDN, IP address, or NetBIOS name, and then type the port number
that Control Manager opened for communication.

Route for outgoing messages

Direct to registered agents: Control Manager sends outgoing messages
directly to the agents.

Proxy server: Control Manager sends outgoing messages through a proxy
server.

Click Finish to complete the installation.

Trend Micro Control Manager 5.5 Setup

‘?} TREND. InstallShield Wizard Complete

TREND MICRO
Control Manager-

Befare logging on ta the Control Manager management
console, delete all your Intermet Explorer temporary [ntemet files
[cache]. Fefer to your Intermet Explorer onling help for details.

< Back | Finizh I Cancel

FIGURE 2-12. Setup complete
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Verifying Successful Installations

Follow the procedures below to confirm that Control Manager server has successfully
installed.

Verify a Successful Control Manager Server Installation

To confirm a successful Control Manager server installation, check the items in the
following table.

TABLE 2-3. Control Manager Installation Verification

ITEM DESCRIPTION
Control Panel > The following programs appear in Add/Remove Pro-
Add/Remove Pro- grams:

grams dialog * Trend Micro Command CGI

* Trend Micro Control Manager

* Trend Micro Management Infrastructure

* Crystal Report Runtime Files (optional
component)

* Microsoft Visual C++ 2005 Redistributable (latest
version)

* FastCGl

* PHP

* SQL Server 2005 Express SP3 (if installed with
Control Manager 5.5)

C:\Program Files The following folders appear under the directory:

¢ Trend Micro\Common\TMI

¢ Trend Micro\Common\CCGI

* Trend Micro\Control Manager
* PHP

(The PHP folder should be created by the Control
Manager installation)
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TABLE 2-3. Control Manager Installation Verification (Continued)

ITEM DESCRIPTION
Control Manager * db_ControlManager.mdf
Database files + db_ControlManager_Log.LDF

The Setup program creates the following services and processes

Control Manager * Trend Micro Control Manager

Services « Trend Micro Common CGlI

* Trend Micro Management Infrastructure
* Trend Micro Network Time Protocol

CCGI processes * Jk_nt_service.exe

¢ Java.exe
IIS process Inetinfo.exe (Internet Information Services)
ISAPI filters * CCGIRedirect

¢ ReverseProxy
* TmcmRedirect

TMI processes * CM.exe (TMI-CM)
* MRF.exe (Message Routing Framework Module)
* DMServer.exe (TMI-DM full-function)

Control Manager pro- * ProcessManager.exe
cesses * LogReceiver.exe

* MsgReceiver.exe

* LogRetriever.exe

* CmdProcessor.exe

* UlProcessor.exe

* ReportServer.exe

* NTPD.exe

* DCSProcessor.exe

* CasProcessor.exe
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TABLE 2-3. Control Manager Installation Verification (Continued)

ITEM DESCRIPTION

Message Queue pro- | LogProcessor.exe
cess

Post-installation Configuration

After successfully installing Control Manager, Trend Micro recommends you perform
the following post-installation configuration tasks.

1. Configure user accounts and account types
2. Download the latest components

3. Set notifications

Registering and Activating Control Manager

After successfully installing Control Manager, please check the license status and
expiration date on the web console, by clicking Administration > License
Management > Control Manager. If the status is not Activated or is expired, obtain an
Activation Code and activate your software (on the web console, click Administration
> License Management > Control Manager > Specify a new Activation Code).

Configuring User Accounts

2-30

Create Control Manager user accounts based on your needs. Consider the following
when creating your accounts:

*  The number of different user types (Administrators, Power Users, and Operators)
*  Assign appropriate permissions and privileges to each kinds of user types

»  For users to take advantage of the cascading management structure, they need to
have Power User rights or greater
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Downloading the Latest Components

After installation, manually download the latest components (Pattern files\Cleanup
templates, Engine updates) from the Trend Micro ActiveUpdate server to help maintain
the highest security protection. If a proxy server exists between a Control Manager
server and the Internet, configure the proxy server settings (on the web console, click
Administration > Settings > Proxy Settings).

Setting Notifications

After installation, configure the events that will trigger notifications to monitor
significant virus/malware attacks and related secutity activities. Besides specifying
notification recipients, choose notification channels and test them to make sure they
work as expected (on the web console, click Administration > Event Center).

Registering and Activating Your Software

Activate the Control Manager server to keep your security and product updates current.
To activate your product, register online and obtain an Activation Code using your
Registration Key.

If you install Control Manager for the first time:

*  You have purchased the full version from a Trend Micro reseller, the Registration
Key is included the product package

Register online and obtain an Activation Code to activate the product
*  You install an evaluation version

Obtain a full version Registration Key from your reseller and then follow the full
version instructions to activate the product.

Activating Control Manager

Activating Control Manager allows you to use all of its features, including downloading
updated program components. You can activate Control Manager after obtaining an
Activation Code from your product package or by purchasing one through a Trend
Micro reseller.
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Co

Note: After activating Control Manager, log off and then log on for changes to take effect.

To register and activate Control Manager:

Path: Administration > License Management > Control Manager

1. Navigate to the License Information screen.

2. Click the Activate the product/Specify a new Activation Code link.

3. Inthe New box, type your Activation Code. If you do not have an Activation Code,
click the Register online link and follow the instructions on the Online
Registration website to obtain one.

4. Click Activate, and then click OK.

nverting to the Full Version

Activate your Control Manager to continue to use it beyond the evaluation period.
Activate Control Manager to use its full functionality including downloading updated
program components.

To convert to the full version:

1. Purchase a full version Registration Key from a Trend Micro reseller.
2. Register your software online.

3. Obtain an Activation Code.
4

Activate Control Manager according to the instructions in the procedure above.

Renewing Your Product Maintenance
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Renew maintenance for Control Manager or its integrated related products and services
(Outbreak Prevention Services) using one of the following methods.

To renew your product or service maintenance, first obtain an updated Registration Key.
The Registration Key allows you to acquire a new Activation Code. The procedures for
renewing your product maintenance differ depending on whether you are using an
evaluation or full version.
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To renew product maintenance using Check Status Online:
Path: Administration > License Management > Control Manager

1. Navigate to the License Information screen.

2. On the working area under Control Manager License Information, click Check
Status Online, and then click OK.

3. Log off and then log on to the web console for changes to take effect.
To renew maintenance by manually entering an updated Activation Code:
Path: Administration > License Management > Control Manager

1. Navigate to the License Information screen.

2. On the working area under Control Manager License Information, click the
Activate the product link.

3. Click the Specify a new Activation Code link and follow the instructions on the
Online Registration website.

In the New box, type your Activation Code.
Click Activate.
Click OK.

2-33



Trend Micro™ Control Manager™ Tutorial

2-34



Chapter 3

Getting Started with Control Manager

The Control Manager Web-based management console allows you to administer
managed products and other Control Manager servers.

This chapter presents the tasks that let you configure the Control Manager network
including details on how to:

*  Building the Product Directory Structure on page 3-2

*  Configuring Control Manager User Access on page 3-9

*  What Each User Views and Can Perform on page 3-34

*  Configuring User Groups on page 3-40

*  Downloading and Deploying New Components on page 3-43
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Building the Product Directory Structure

Managed products display as icons in the Control Manager management console
Product Directory. These icons change with the status of the managed product.
Managed products belonging to client Control Manager servers cannot have tasks
applied to them by the parent Control Manager server.

You can group managed products according to geographical, administrative, or product
specific reasons. Each grouping offers advantages and disadvantages:

TABLE 3-1. Advantages and disadvantages when grouping managed products

GROUPING TYPE ADVANTAGE DISADVANTAGE

Geographical or Adminis- Clear structure No group configura-

trative

tion for identical
products

Product type

Group configuration
and status is avail-
able

Access rights may
not match

Combination of both

Group configuration

Complex structure,

and access right
management

may not be easy to
manage

This tutorial uses a mixture of the grouping types, with product type at the top of the
structure, followed by geographical location, and finally administrative function.

Note: Control Manager reorders structures alphabetically after you specify your Product

Directory structure using the Directory Management dialog box.




Getting Started with Control Manager

To build the Product Directory structure:

1.

Log on to the Control Manager Web console using the root account information
you provided during installation. See Step 6: Set up root account and configure
notification settings on page 2-25 for more information.

Click Products from the main menu. The Product Directory screen appears.

f¥)TREND | Control Manager®

Logged on as: @ root B Log off
Dashboard Products

Services  Logs / Reports  Updates

Administration  Help

v License Information
~
Product Directory

B refresh Help

Find entity: | | (Search ]

JPaduznced Sesrch Confiqure| [¥|Tasks| Tabirectory Management|
I Parent_TMCM \TMCM-CMSDEMO)\,
{E Cascading Folder

{2 Local Folder
{2 Search Result

%
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3. Click Directory Management on the Product Directory menu. The Directory
Management screen appears.

f¥)IREND | Control Manager® Logged onas @ rect  @Log off

Administration  Help

Products Services

Logs [ Reports Updates

~ License Information

B e

Directory Management

[ keep the currant user zcceszs sermizsions when moving manzged products/folders.

hﬂ Add Folder Rename @ Delste

[Z5) Parent_TMCM
[-{C3) Cascading Folder
{53 Local Folder

4. Select the Local Folder. The folder highlights.

5. Click Add. The Add dialog box appears.

Add Directory

B nelp

Directory Details

Specify the name of the child directory of selected entity.

Directory name*: |

Type OfficeScan Servers in the Directory name field.
Click Save. A confirmation dialog box appears.
Click OK. The Product Directory appears with the new folder.

Add the following folders under the OfficeScan folder:
e Asia

$ ® e
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10.

*  Europe
¢ North America
e South America

The Product Directory should look like the following when you finish:

JParent_TMCM

----- IC5) Cascading Folder

E1-£3) Local Folder

=0
B Asia
-0 Europe
B Morth America
-7 South America

Under each of the regional folders add the following:

Asia:
* Japan
¢ India
e China
Europe:

e France

e Germany

* England
North America:

* Canada

*  Mexico

¢ United States of America

South America
e Peru
e Brazil

¢ Columbia
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The Product Directory should look like the following when you finish:

L) Parent_TMCM
-0 Cascading Folder
L—“_lE} Local Folder

[-{C3) New Entity

B8

25 Asia

-3 China

-3 India

@ Japan

[—:IE} Europe
-7 England

@ France

-IC) Germany
-5 Morth America

-3 Canada
-|C3) Mexica
{a USA
B39 South America
-3 Brazil
-|C3) Columbia
--{3 Peru

|7} Search Result

11. Repeat the process for the following managed products:
* IWSS and IWSVA
* IMSS and IMSVA
- TDA
+ TMTM

Note:  You do not need to add all the sub-directories. The structure outlined is for example
purposes only.

12. Click Back. The Product Directory screen appeats.
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Registering Managed Products to Control Manager

After setting up the Product Directory, you can register managed products to the
Control Manager server.

This tutorial uses an OfficeScan server as the focus for the exercises, but any Trend
Micro managed product could be used as a substitute.

To register a managed product (OfficeScan) to Control Manager:

1.  Log on to the managed product Web console. The Home screen for the managed
product appeats.

M ene. | OfficeScan”

B retrash Biete =
Scan taw for All Comaing
pdete Server Now

Anbivirus, Wl sun aml

w Slatus sumimary as uf 0726/ 3018 183018

* Security

yware, Firswall, Darmage

* Metworked Compuiers Matwarked Computens
+ Sman Pretection
* Updates

*Legs Traw Datwcticns [afected Compuies
A 4 Srandk.  Pamnisns

913

san
* Metifications

#* Admunisration
* Tocks

TaEND W

SMART

PROTECTION
- HETWORY,

a1y
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2.

Click Administration > Control Manager Settings from the menu. The Control
Manager Settings screen appears.

OfficeScan®

[

= Srw-Offic sz an_81

| Control Manager Settings B i

i Demaing

| Connoction Settings

rent Control Manager Server Setlings

| |Paaansrd

| | MCP Froxy Settings

Twa-way Conmmamnication Part Formarding

The Registered Control Manager server field displays Not connected.
Type the following in the Entity display name field: EN-OFFICESCAN_01.
Type the host name or IP address of the Control Manager server in the Server

FQDN or IP address field.

Provide the authentication credentials for your Web server if you network requires
authentication.

If your network uses a proxy server, provide the correct settings under
Management Communication Protocol Proxy Settings.

If the OfficeScan server is behind a NAT device, provide the correct settings under
Two-Way Communication Port Forwarding.

Click Test Connection. A confirmation screen appears if the managed product can
connect to Control Manager.
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9. Click OK

10. Click Register. A progress screen appears.

After registering to Control Manager, the Control Manager Settings screen appears

with the name of the Control Manager server appearing in the Registered Control
Manager server field.

11.  After registering your managed products to Control Manager, use Directory

Management to move the product to the correct location in the Product Directory.
In this case move the OfficeScan server under the OfficeScan Servers > Europe
> England folder.

Configuring Control Manager User Access

After setting up the Product Directory structure, begin adding user accounts, account

types, and user groups. The Control Manager User Manager from previous versions of

Control Manager now consists of four sections:

TABLE 3-2. Control Manager User Account Options

SECTION

DESCRIPTION

My Account

The My Account screen contains all the account information
Control Manager has for a specific user.

The information on the My Account screen varies from user
to user.

User Accounts

The User Accounts screen displays all Control Manager
users. The screen also provides functions allowing you to
create and maintain Control Manager user accounts.

Use these functions to define clear areas of responsibility
for users by restricting access rights to certain managed
products and limiting what actions users can perform on the
managed products. The functions are:

* Execute
* Configure
* Edit Directory
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TABLE 3-2.

Control Manager User Account Options

SECTION

DESCRIPTION

User Groups

The Group Accounts screen contains Control Manager
groups and provides options for creating groups.

Control Manager uses groups as an easy method to send
notifications to a number of users without having to select
the users individually. Control Manager groups do not allow
Control Manager administrators to create a group, which
shares the same access rights.

User Types

The Account Types screen displays all Control Manager
user roles. The screen also provides functions allowing you
to create and maintain Control Manager user roles.

User roles define which areas of the Control Manager Web
console a user can access.

Tip: Assign users with different access rights and privileges. This permits the delegation of

certain management tasks without compromising security.

Understanding User Accounts

3-10

Administrators can use the functions on the User Accounts screen to assign users clearly

defined areas of responsibility - by restricting their access rights to certain managed
products, and limiting the actions that they can perform.

Tip: When administrators specify which products a user can access, the administrator is also

specifying what information a user can access from Control Manager. This applies to

component information, logs, product summary information, security information, and

information available for reports and queries.

Example: Alex and Blair are OfficeScan administrators. Both have identical account
type permissions (they have access to the same menu items in the Control Manager Web
console). However, Alex is a global administrator and over sees operation for all
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OfficeScan servers. Blair on the other hand only over sees operation for OfficeScan
servers protecting desktops for Europe. The information that they can view on the Web
console will be very different. Blair logs on and only sees information that is applicable
to the OfficeScan servers his Control Manager user account allows (the OfficeScan
servers for Europe). When Alex logs on, she sees information for all OfficeScan servers
worldwide because her Control Manager user account grants her access to all
OfficeScan servers registered to Control Manager.

Setting Access Rights

User Access rights determine the controls available to the user in the Product Directory.
For example, when you only assign a user the Execute right, then only the options
associated with this right appear on the Product Directory.

You can give each user account the following access rights to a product:

TABLE 3-3. Control Manager User Account Options

SECTION DESCRIPTION

Execute This right permits the user to run commands on managed
products in assigned folders. The following are associated
with this privilege.

* Start Scan Now

* Deploy pattern files/cleanup templates

* Enable Real-time Scan

* Deploy program files

* Deploy engines

* Deploy license profiles

Configure This gives the user access to the configuration consoles of
the managed products in the assigned folders. Users with
this right can see Configure <managed product> and simi-
lar product-specific controls (for example, OfficeScan pass-
word configuration features) on their menus.

Edit Directory This permits the user to modify the organization of the man-
aged products/directories the user can access.
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3-12

Note: The options that actually appear also depend on the product’s profile. For example, if
a product does not have a scanning function, such as eManager, then the Scan Now
control does not appear in the Product Directory Tasks menu.

This tutorial uses the following process to configure user accounts:
1. Specify which products/directoties the user can access.
2. Specify which menu items the user can access through the user’s account type.

3. Specify the account type for the uset's account.

Note: Active Directory users cannot have their accounts disabled from Control Manager. To
disable an Active Directory user you must disable the account from the Active
Directory server.

Table 3-4 on page 3-12 provides an example for information about managed products
and assigned users.

TABLE 3-4. Managed Product Servers and Users

USERS

MANAGED PRODUCT
GLOBAL REGIONAL LocAL LIMITED

OfficeScan 10.5 Alex Blair Chris Dana

Control Manager Erin

Adding a User Account for Alex (Global Administrator)

Alex is the global OfficeScan administrator for ACME CO. She needs the ability to
configure and issue tasks to any OfficeScan server registered to Control Manager. Alex
also needs to have the ability to modify the Product Directory as new offices open for
ACME CO. around the world.
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To add a user account for Alex:

Path: Administration > Account Management > User Accounts

1. Navigate to the User Accounts screen

f®)1%eNe | Control Manager

Logged onas: @ root [ log off
Dashboard Products Services

Logs / Reports Updates Administration Help 1 License Information

User Accounts

Bheip
[E32dd | ffjDelete
[] UserID Full Name Domain Account Type Enable
[ ss0 user S50_User S50_Users
[E32dd ffjDelete
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2. In the working area, click Add. The Add User Account Step 1: User Information
screen appears.

f®)IREND | Control Manager™ Logged onas @ rect  @Log off
Administration [ Help 1 License Information
User Accounts B e
* Step 1: User Information »» Step 2

Enable this account

User Information

(& Trend Micro Control Manager user

User name =: [ |

Full name *: [ |

Password *: [ |

Confirm passvord *: [ |

Email addresst [ |

Mobile phone number: | |

Pager number: | |

Active Directory user

User name *:

Domain™:

3. Seclect Enable this account to enable the user.
4.  Sclect Trend Micro Control Manager user.

5. Provide the following information for the account:
a. User name: OfficeScan_Alex
b. Full name: Alex
c. Password and Confirm password: Provide a password of your choosing
d. Email address: Provide your own email address

e. MSN Messenger address: Provide your own MSN address if you have one.
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6.

7.
8.

Click Next. The Add User Account Step 2: Access Control screen appears.

f¥)1%ev2 | Control Manager™

Dashboard  Products  Services iLogs [ Reports||Niipdates)] Administration

User Account

Logoed on ast @ root  f@h Loz off

Help ~ License Information

[ Z 8N

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Select sccount type: | Unassign Role ™

Select sccessible products/folders:

12 FAmcw-cmspevo

O Flcascading Foider

ED FLocal Folder
O @155 anc Msva
5D [#1wss and twisva
D Fniew entity

=3 Fma
&0 Pl

O @otcescan servere

Specify zccess rights:

Esxtacuts Configure

Select Administrator from the Account Type list.

Clear all the check boxes except OfficeScan Servers from Select accessible

products/folders.

This means that Alex only has access to the OfficeScan Servers directory, any
managed products which fall under the directory, and any of OfficeScan Servers’

3-15



Trend Micro™ Control Manager™ Tutorial

sub-directories. Alex also has access to all the information that the managed
products provide (component information, log information, reports, and so on).

@I‘.‘E'!E— - Control Manager*

Dashboard Products Services Logs [/ Reports Updates

Logged on as: @ root /B Log off

Administration | Help v License Information

User Account

Brep

Step 1 »3» Step 2: Access control

Enable this account

Managed Product Access Control

Select sccount type: | Administrators W

Select zccessible products/folders:

=2 T Parent_TMCM

B [ cascading Folder

0 W ocal Folder
O Dvss and 1sva
1D [Drwss and twisva
D Mrewentty
@
D Oroa
=Ry

Spacify sccsss rights:

Execute Configure Edit Directory

9. All options under Specify access rights are selected by default.

This means Alex has complete control over the directory OfficeScan Servers, any

managed products which fall under the directory, and any OfficeScan Servers’
sub-directories.
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10. Click Finish. The User Accounts screen appears.

f¥)IREND | Control Manager®

Logged on as: @ root B Log off

Products | Services | Logs [ Reports | Updates  Administration  Help

+ License Information
User Accounts Bree
[E3add fjo=l=ts
[] UserID Full Name Domain Account Type Enable
[ officasczn Alex Alex Administrators
[] 50 user SS0_User SSO_Users
[Ea2dd ffjo=lete

Adding a User Account for Blair (Regional Administrator)

Blair is a regional OfficeScan administrator for ACME CO. He needs the ability to
configure and issue tasks to OfficeScan servers in his region that are registered to

Control Manager. Blair does not need the ability to modify the Product Directory,
because Alex, as the global OfficeScan administrator, handles that task.
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To add a user account for Blair:

1. In the working area, click Add. The Add User Account Step 1: User Information
screen appears.

f¥)IREND | Control Manager® Longed on asr B roct B Lag oF
Products Services Logs [ Reports Updates Administration Help 1 License Information
User Accounts gHelp
* Step 1: User Information Step 2

Enzble this account

User Information

(® Trend Micro Contrel Manager user

User name *: [ |

Full name *: [ |

Password *: [ |

Confirm pazsvard *: [ |

Email addrass: [ |

Mabile phone number: [ |
Pager number: [ |

e Massmnasrasdess |

Active Directory user

User name *: |

Domain®:

2. Select Enable this account to enable the user.
3. Seclect Trend Micro Control Manager user.
4. Provide the following information for the account:

a. User name: OfficeScan_Blair

b. Full name: Blair

c. Password and Confirm password: Provide a password of your choosing
d. Email address: Provide your own email address

e. MSN Messenger address: Provide your own MSN address if you have one.
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5. Click Next. The Add User Account Step 2: Access Control screen appears.

f®) 1780 | Control Manager® Lo ar me i ract B s oF

ilogs [ Reparis) Mlipdatesll  Administration Help < License Information

User Account B e

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Select sccount type: | Unassign Role ™

Select sccessible products/folders:

12 FAmcw-cmspevo
4= [l cascading Folder
ED FLocal Folder
O @155 anc Msva
5D [#1wss and twisva
D Fniew entity
O @otcescan servere
DO Fa
=0 B

Specify zccess rights:

Esxtacuts Configure Edit Diractory

Cancel

6. Select Administrator from the Account Type list.
7. Expand the OfficeScan Servers directory.
8. Clear all the check boxes except Europe from Select accessible products/folders.

This means that Blair only has access to the Europe directory under the
OfficeScan Server directory, any managed products which fall under the directory,
and any of Europe’s sub-directories. Blair also has access to the information that
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those managed products provide (component information, log information,
reports, and so on).

EIB I Local Folder

B0 [imss and Msva
B I:l IWsS and IWSVA
"E'J I Mew Entity

E@ ¥ OfficeScan Servers
@ [ asia

E:l [Inorth America
=0 [ south America
50 [oa

D [

I+

9. Clear the Edit Directory option under Specify access rights.

This means Blair can configure and execute tasks on the OfficeScan servers under
the Europe directory, but he cannot edit the Product Directory structure.

10. Click Finish. The User Accounts screen appeats.

f’__)I'?E':‘EV ; Control Manager* T, o
Products  Services  Logs / Reports Administration [JUHelp ~ License Information
User Accounts Bhen
[Ea2dd | ffjo=let=
ser ul ame omain \ccoun| ype nable
[ userID Full N D A £ Ty Enabl
[ | officesean Alex Alas Administrztars

[] officescan Blair Elzir Administrators
[ |sso_user 550_User S50_Users
[Ea2dd ffjo=lete
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Adding a User Account for Chris (Local Administrator)

Chris is a local OfficeScan administrator for ACME CO. He needs the ability to
configure and issue tasks to OfficeScan servers in his region that are registered to
Control Manager. Chris does not need the ability to modify the Product Directory,
because Alex, as the global OfficeScan administrator, handles that task.

To add a user account for Chris:

1. In the working area, click Add. The Add User Account Step 1: User Information
screen appears.

S
L=t
-2
am
=2
°0

.. Control Manager™ Logged onasi B root b Llog off

Products Services Logs [ Reports Updates Administration Help 1 License Information

User Accounts gHelp

* Step 1: User Information Step 2

Enzble this account

User Information

(® Trend Micro Contrel Manager user

User name *: [ |

Full name *: [ |

Password *1 [ |

Confirm pazsvard *: [ |

Email addrass: [ |

Mabile phone number: [ |
Pager number: [ |

e Massmnasrasdess |

Active Directory user

User name *: |

Domain®:

Select Enable this account to enable the user.
Select Trend Micro Control Manager user.
Provide the following information for the account:

a. User name: OfficeScan_Chris
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3-22

b. Full name: Chris

c. Password and Confirm password: Provide a password of your choosing

d. Email address: Provide your own email address

e. MSN Messenger address: Provide your own MSN address if you have one.
Click Next. The Add User Account Step 2: Access Control screen appeats.

b‘);ﬁgl}? Control Manager Logged on as: @ root G Log off

Administration [JIHSIBl

User Account & Help

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Select sccount type: | Unassign Role ¥

Select zccessible products/folders:

8D [iwss and wsva
D Onewentty

TC W offcescan servers
D ase

|2

DO Deermany
12 Cnorth America
B0 [south merics &
B o

Specify access rights:

Execute Configure Edit Diractory

i<

Select Administrator from the Account Type list.
Expand the OfficeScan Servers > Europe directory.

Clear all the check boxes except England from Select accessible
products/folders.

This means that Chris only has access to the England directory under the
OfficeScan Server directory, any managed products which fall under the directory,
and any of England’s sub-directories. Chris also has access to the information that
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those managed products provide (component information, log information,
reports, and so on).

I+

-0 [IMarth America
B0 [ 15outh America
B0 Coa

B2 v

Clear the Edit Directory option under Specify access rights.

This means Chris can configure and execute tasks on the OfficeScan servers under
the England directory, but he cannot edit the Product Directory structure.

10. Click Finish. The User Accounts screen appeats.

#¥) IREND | Control Manager® s R
Administration [NHelp v License Information

User Accounts Bueio
[Eaadd | fjo=let=

[] userID Full Name Domain Account Type Enable

[ | officeScan Alesx Alesx Administrators

[] officeScan Blair Elzir Administrators

[] officsScan Chris Chris Administrators

[] sso user SS0_User SSO_Users

[E32dd ffjD=lete
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Adding a User Account for Dana (Manager)

Dana is not an OfficeScan administrator. She has a management-oriented job. As a
result, Dana does not need the same level of access to the Control Manager Web console
that Alex, Blair, and Chris require. While the default account types are sufficient for
Alex, Blair, and Chris, Dana needs a customized account type. Dana only really needs
access to the reports Chris generates. That means she does not need access to the entire
Control Manager Web console. Her access to the Web console can be scaled according
to her needs. Knowing that Dana needs a custom account type means that before
creating her user account, first the account type should be created.

Adding a custom account type for Dana:
Path: Administration > Account Management > Account Types

1. Navigate to the Account Types screen.

f¥)IREND  Control Manager~ o L
‘Dashboard Products  Services Logs / Reports Updates’] Administration Help

Account Types B Heip
[E34cd fjoelets

[0 Mame Description

[] Administrators Administrators

[ operstors Operators

[] Eowsr Users Powver Users

[] sso users S50 Users

[E3add fjDelets
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2.

3.

4.

Click Add. The Add Account Type screen appears.

f¥)1REND | Control Manager®

Praoducts Services

Logged in as: B root B Log off

Provide the following information for the account type:

Account Type

+ License Information

B Help

Account Type Information

Hame =: [

Description

Menu Access Control

Select accessitle menus:

H =] Dashboard

& 2 MLogs /Reports

B Onew adoc Query
A& [ Saved Ad Hoc Quesies
B [y reports
3 [Jone-tme Reports

<

i

Save Cancel

Name: Managers

Description: Assign all managers this account type

Select only the following from the Select available menus list:

One-time Reports

Scheduled Reports
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Selecting only these menu items allows users assigned this account type to view and
generate one-time and scheduled reports for managed products or directories

assigned to their user account.

El@ |:|Ln:|gs | Reports

-2 CIMew Ad Hor Query
-2 [ saved Ad Hac Queries
-2 My Reports

-2 One-time Reports
la| Scheduled Reports
-2 DREpnrtTemplates

5. Click Save. The Account Type screen appeats.

f%1E82 | Control Manager

Logged on as: @ root B Log off

Products  Services Logs / Reparts Updstes| Administration Help < License Information
Account Types [2
[E32dd | ffjDelets
[] Name Description
[ Administrators Administrators
[] Mznzgers Azsign all managers this account type
[ | operators Operators
[ | Power users Power Users
[ |sso users S50 Users
[E32dd ffjDelete

Now that the Account Type for Dana (and other managers) is ready, configure her user

account.
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To add a user account for Dana:
Path: Administration > Account Management > User Accounts

1. Navigate to the User Accounts screen.

f#)IREND . Control Manager® ocoet crtar oot e o
Dashboard Products Services Logs / Reports Administration Help v License Information
User Accounts Ha[p
[E82dd | ffjDelete
[] UserID Full Name Comain Account Type Enable
[ | officescan alex Alex Administrators
[] officeScan Blair Elzir Administrators
[ | officaScan Chris Chris Administrators
[ sso user SS0_User 550_Users
[E32dd ffjD=lete
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2. In the working area, click Add. The Add User Account Step 1: User Information
screen appears.

f®)IREND | Control Manager™ Logged onas @ rect  @Log off
Administration [ Help 1 License Information
User Accounts B e
* Step 1: User Information »» Step 2

Enable this account

User Information

(& Trend Micro Control Manager user

User name =: [ |

Full name *: [ |

Password *: [ |

Confirm passvord *: [ |

Email addresst [ |

Mobile phone number: | |

Pager number: | |

Active Directory user

User name *:

3. Select Enable this account to enable the user.
4.  Sclect Trend Micro Control Manager user.
5. Provide the following information for the account:

a. User name: OfficeScan_Dana

b. Full name: Dana

c. Password and Confirm password: Provide a password of your choosing
d. Email address: Provide your own email address

e. MSN Messenger address: Provide your own MSN address if you have one.
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6. Click Next. The Add User Account Step 2: Access Control screen appears.

f®)IREND | Control Manager® oaeion aer @ rock Byios ot

Logs [ Reports | Updates | Administration | Help ~ License Information

User Account B e

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Select accessible products/folders:

[

0 & Local Folder
DO Dimss and wsva
D Dnwss and Twsva
B Cnew entity
20 W offcescan servers
D Oaes
20 = Europe
i +O|Hengand
= [rrance
-2 [ cermany
BED Corth America

Seacify sccsss rights:

®

[] Execute [ cConfigure [ Edit Directory

7. Select Managers from the Account Type list.
8. Expand the OfficeScan Servers > Europe directory.

9. Clear all the check boxes except England from Select accessible
products/folders.
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This means that Dana only has access to OfficeScan servers under the England
directory.

I+

-0 [IMarth America
B0 [ 15outh America
B0 Coa

B2 v

10. Clear all the options under Specify access rights.

This means Dana only has access to information from the OfficeScan servers under
the England directory. She cannot configure any servers, execute any tasks to the
servers, or modify the Product Directory structure.

11. Click Finish. The User Accounts screen appeats.

@I‘?E'},‘E . Control Manager* Logged on asi @ reot L Log off
Updates| Administration [Help v License Information

User Accounts Bhen
[Eaadd | fjo=let=

[] userID Full Name Domain Account Type Enable

[ | officesean Alex Alesx Administrators

[] OfficaScan Elair Elsir Administrators

[] officsScan Chris Chris Administrators

[] officeScan Dana Dana Managers

[ =50 user 550 _User 550_Usars

[Eaadd ffjo=lsts
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Adding a User Account for Erin (Control Manager Administrator)

You can add all of the user accounts from Tuable 3-4 on page 3-12. However, to see the
largest difference in user accounts you really only need to add one more account type;
that of an administrator who can view all the managed products registered to a Control
Manager server.

Erin will have complete access to all managed products and the complete Control
Manager Web console. She will be able to configure and execute tasks on any managed
product registered to Control Manager, and she will also be able to modify the Product
Directory as she sees fit.

To add a user account for Erin:

1. In the working area, click Add. The Add User Account Step 1: User Information
screen appears.

f®) IREND. . Control Manager™ togged on asi @ root Lo off
Dashboard = Products | Services  Logs / Reports | Updates  Administration  Help 1 License Information
User Accounts B relp

* Step 1: User Information Step 2

Enzble this account

User Information

(® Trend Micro Contrel Manager user

User name *: [ |

Full name *: [ |

Password *1 [ |

Confirm pazsvard *: [ |

Email addrass: [ |

Mabile phona number:
Bager number: [ |

e Massmnasrasdess |

Active Directory user

User name *:

Domain®:
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2. Select Enable this account to enable the user.
3. Select Trend Micro Control Manager user.
4. Provide the following information for the account:

a. User name: Control_Manager_Erin

b. Full name: Erin

c. Password and Confirm password: Provide a password of your choosing

d. Email address: Provide your own email address

e. MSN Messenger address: Provide your own MSN address if you have one.
5. Click Next. The Add User Account Step 2: Access Control screen appeats.

f®)1REND. . Control Manager® Loggad onas: G root G ies ¥
Dashboard Products Services Logs / Reparts Updates Administration Help

User Account HE'F

Step 1 »»» Step 2: Access control

Enable this account

Managed Product Access Control

Ol ministrators]
Select account type: | EERMTIEREETE ¥

Selact zcceszible products/folders:

|2 [FParent_TMcM
|0 [ cascading Folder
EHD) Fliocsl Foider
O &5 and sva
0 [F1wss and twsva
O Fnew ity
O [Foficescan servers
DO Fma
B3 Fmm

Specify zccess rights:

Execute Configure Edit Directory

6. Select Administrator from the Account Type list.

7. Al the check boxes in Select accessible products/folders are selected by default.
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This means that Erin has access to all managed products registered to Control
Manager.

) [7]Parent_TMCM
E:' Cascading Folder
EE} [¥] Local Folder

B0 [ mss and Msva
{a IWSS and TWSWVA
O Frew entity
B0 OfficeScan Servers

All options under Specify access rights are selected by default.

This means Erin has complete control over all managed products registered to
Control Manager. She can configure and issue tasks to any managed product
registered to Control Manager, and modify the Product Directory structure as she
sees fit.

Click Finish. The User Accounts screen appeats.

f®) IREND. . Control Manager™ Loggad on ms hircot & Log off
Dashboard = Products  Services  Logs / Reports  Updates  Administration  Help

User Accounts (208
[Ea2dd | ffjo=lete

[] UserID Full Name Domain Account Type Enable

[ centrol Manager Erin Erin Administrators

[ officeScan Alex Alex Administrators

[ | officescan Blair Elzir Administratars

[] officescan Chris Chriz Administrators

[ | officescan Dans Dana Managers

[] sso user SS0_User S50 _Users
[E32dd ffjDelete
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What Each User Views and Can Perform

After adding the user accounts, it is useful to know what each user will actually have

permission to view or perform on the Control Manager Web console.

TABLE 3-5.

User Access

USER

DESCRIPTION

Alex

Alex has complete access to the Control Manager Web
console. She also has permission to view, configure,
and issue tasks to all managed products (OfficeScan
servers and clients) under the OfficeScan Servers
directory. Which means she has permission to access
all the OfficeScan servers and clients registered to the
Control Manager server.

Blair

Blair has almost complete access to the Control Man-
ager Web console. Blair cannot access the Directory
Management screen to modify the Product Directory
structure. He has permission to view, configure, and
issue tasks to managed products (OfficeScan servers
and clients) under the Europe directory of the Offic-
eScan Servers directory.

Chris

Chris has almost complete access to the Control Man-
ager Web console. Chris cannot access the Directory
Management screen to modify the Product Directory
structure. He has permission to view, configure, and
issue tasks to managed products (OfficeScan servers
and clients) under the England directory of the Offic-
eScan Servers > Europe directory.

Dana

Dana has very limited access to the Control Manager
Web console. She can only access the One-time
Reports and Scheduled Reports screens (along with
the other default areas all users can access). She only
has permission to access information from managed
products (OfficeScan servers and clients) under the
England directory of the OfficeScan Servers >
Europe directory.
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TABLE 3-5.

User Access (Continued)

USER DESCRIPTION

Erin

Erin has complete access to the Control Manager Web
console. She also has permission to view, configure,
and issue tasks to all managed products registered to
Control Manager.

The Main Menu

After logging on Alex, Blair, Chris, and Erin see the full main menu for the Control
Manager Web console. This is because the users have access to every feature due to their
account type (Administrators).

Note:

Even if a user does not access to every feature on the Control Manager Web console
it is still possible to see the complete main menu. This is because even though the
user does not have access to every feature, the features the user does have access to

involve all the main menu items.

After logging on Dana does not see the complete main menu. Dana’s access to the Web
console is restricted by her account type (Managers).

FIGURE 3-1.

Main Menu

MAIN MENU FOR ALEX, BLAIR, CHRIS, AND ERIN

Dashboard

Products Services Logs / Reports Updates Administration ‘Help

MAIN MENU FOR DANA

2 Control Manager™

Logs / Reports Administration Help
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Drop-Down Menus

When accessing any of the menu items Alex, Blair, Chris, and Erin see all items, a
drop-down list from the main menu contains. This is because they have access to every
feature due to their account type (Administrators).

Dana has limited access to the features the Control Manager Web console provides.
Dana’s access to the Web console is restricted by her account type (Managers).

FIGURE 3-2. Drop-down menu for Logs/Reports

LoGS/REPORTS DROP-DOWN MENU FOR | LOGS/REPORTS DROP-DOWN MENU
ALEX, BLAIR, CHRIS, AND ERIN FOR DANA

Logs [/ Reports
New Ad Hoc Query My Reports

Saved Ad Hoc Queries One-time Reports

Scheduled Reports

My Reports

One-time Reports

Scheduled Reports

Report Templates

Settings Log Aggregation Settings
Log Maintenance

Report Maintenance
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Product Directory and Product Directory Structure

When accessing the Product Directory or Product Directory Structure each user sees a
different structure. This is due to eh uset’s account privileges (not their account type).

TABLE 3-6. Product Directory

ALEX

IZIparent_TMCM

B3 Local Folder

E|_} CfficeScan Servers
E-CD) Asia

EI_} Europe

E| ) England

Ry oficesan o1

: D ¢y omcesean 02

Ry oficescan 03
__] France
- @ FR -OfficeScan_01
EI_} Germany

A @pE oticescan_o1

@-{3) North America
- South America
~{J) Search Result

Alex has access to all managed prod-
ucts under the OfficeScan Servers
directory. This means she has access to
all OfficeScan servers across the globe.

Alex will see this structure on the follow-
ing screens:

« Entity Tree and Directory Management
screens: The true Product Directory appears
on these screens

¢ Query Managed Product Logs screen: A
Product Directory structure appears on this
screen

* Logs/Reports screens: A Product Directory

structure appears on these screens

Add/Edit Deployment Plan: A Product

Directory structure appears on these screens

¢ User Accounts screen: A Product Directory
structure appears on these screens

« License Management screens: A Product
Directory structure appears on these screens

BLAIR

I Parent_TMCM
B3 Local Folder
E|_} OfficeScan Servers
E|_} Europe
B England
DBy omcescan_o1
D@y omeescan_n2
D@y oficesean_03
L3 France
B @R offcescan_01
= 3 Germany
B @0 e o ficescan_ot
-{3) search Result

Blair has access to all managed prod-
ucts under the Europe directory of the
OfficeScan Servers directory. This
means he has access to all OfficeScan
servers in Europe.

Blair will see this structure on the follow-
ing screens:

« Entity Tree and Directory Management
screens: The true Product Directory appears
on these screens

¢ Query Managed Product Logs screen: A
Product Directory structure appears on this
screen

* Logs/Reports screens: A Product Directory

structure appears on these screens

Add/Edit Deployment Plan: A Product

Directory structure appears on these screens

¢ User Accounts screen: A Product Directory
structure appears on these screens

« License Management screens: A Product
Directory structure appears on these screens
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TABLE 3-6. Product Directory

CHRIS AND DANA

ERIN

[CIParent_TMCM

EI@ Local Folder

=15 OfficeScan Servers
Elja Europe

5 Engind

B @y oicescan 02

ED %S¢y oficescan_03
-5) Search Result

Chris has access to all managed prod-
ucts under the England directory of the
OfficeScan Servers > Europe directory.
This means he has access to all Offic-
eScan servers in England.

Chris will see this structure on the fol-
lowing screens:

¢ Entity Tree and Directory Management
screens: The true Product Directory appears
on these screens

¢ Query Managed Product Logs screen: A
Product Directory structure appears on this
screen

¢ Logs/Reports screens: A Product Directory
structure appears on these screens

« Add/Edit Deployment Plan: A Product
Directory structure appears on these screens

« User Accounts screen: A Product Directory
structure appears on these screens

* License Management screens: A Product
Directory structure appears on these screens

Dana does not have access to the Prod-
uct Directory directly. She will see the
Product Directory structure on the
Logs/Reports screens.

) Parent_TMCHM
[#-[C) Cascading Falder
=075 Local Falder
[-£3) New Entity
B0
ElE} Aszia
|3 China
|3 India
@ Japan
=5 Europe
--|C3) England
|7 France
--{7) Germary
=13 Morth America
--{3) Canada
{3 Mexico
- UsA
E-IL3 South America
~{C3) Brazil
{3 Columbiz
~{C3) Peru

|5 Search Result

Erin can view the entire Product Direc-
tory or Product Directory structure on
any of the applicable screens.
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Dashboard and Summary Screens

All users can access the Dashboard screen for an at-a-glance summary of the product
network Control Manager manages. Only users with access to the Product Directory can
view the Summary screen. A user’s account type specifies whether they can access the

Product Directory.
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Configuring User Groups

Control Manager uses groups as an easy method to send notifications to a number of
users without having to select the users individually. You can add users to groups
according to similar properties including user types, location, ot the type of notifications
they should receive. Even if a user does not have a Control Manager user account, you
can still add them to a group by typing their email address. However, they only receive
notifications if the group has been added to the recipient list for specific events.
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Example: All OfficeScan administrators for a region would want to be informed of an

outbreak, even if the outbreak was not on a server that was managed by that particular
administrator.

To add a user group for OfficeScan administrators:

1.
2.

Log on to the Control Manager Web console as Chris.

Navigate to the User Groups screen: Administration > Account Management >
User Groups

f¥) IREND. | Control Manager®

Logged on ==: (@ OfficeScan_Chris /g Log off

Administration

User Groups

Create groups to simplify the notification process. Instead of sending alerts to individusls, you can send them to defined groups of
recipients.

Groups Edit Delete

Unexpacted_Event

Update_Event

m
=

Virus_Event

m
=3

Add New Group
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3. Click Add New Group. The Add New Group screen appears.

f¥)IREND | Control Manager®

Products  Services  Logs / Reports  Updates

Logged on =s: @@ OfficeScan_Chris & Log off

Administration Help

~ License Information

Help

Add New Group

The group members list is derived from the Control Manager user accounts dastsbase. To notify recipients that do not have sccounts, enter their
contact infarmatien under Additional members.

& OfficeScan_Europs_Admins
roup name:

UseAtoZ atoz 0to 3 - or_ and limit to 32 characters
Group members:

User(s) Group User List

Control_Mznager_Erin

OfficeScan_Alex
OfficeScan_Dana C=1 OfficeScan_Elair
$50_User OfficeScan_Chris

root
Additional members: (Use s=micolens (1) to separste multiple entries.)

Email address(es): [ |

Pager number(s): [ |

Type the following in the Group name field:
OfficeScan_Europe_Admins

Under Group Members, add the following users to the group list:
¢ OfficeScan_Alex

e OfficeScan_Blair

¢ OfficeScan_Chris

Click Save. The Add New Users Result screen appears with the details of the new
group.

8
L=t
-2
am
=2
i=

2 Control Manager

Logged on ==: (@ OfficeScan_Chris  Jgb Log off

Dashboard Products Services Logs / Reports Updates

Administration Help v License Information

Help

Add New Group Result

Grous information has been successfully added.

Group name: OfficeScan_Eurepe_Admins
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7. Click OK. The new group appears in the User Groups table.

f¥)IREND | Control Manager®

Logged on =s: @@ OfficeScan_Chris & Log off
Dashboard

Services  Logs / Reports  Updates

Administration | UHelp ~ License Information

User Groups

Create groups to simplify the notification process. Instsad of sending alerts to individuals. you can send them to defined groups of
recipients.

Groups Edit Delete
OfficeScan_Europe_Admins Edit Delete
Unexpacted_Event Edit

Updats_Event Edit

Virus_Event Edit

Add New Group.
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Downloading and Deploying New Components

After setting up the user accounts for Control Manager, Trend Micro recommends
updating the antivirus and content security components to remain protected against the
latest virus and malware threats.

Configuring Manual Downloads

Manually download component updates when you initially install Control Manager,
when your network is under attack, or when you want to test new components before
deploying the components to your network.

Configuring manual component downloads requires multiple steps:
Step 1: Configure a Deployment Plan for your components

Step 2: Configure your proxy settings, if you use a proxy server
Step 3: Select the components to update

Step 4: Configure the download settings

Step 5: Configure the automatic deployment settings

Step 6: Complete the manual download
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To manually download components:
1. Log on to the Control Manager Web console as Alex.

Step 1: Configure a Deployment Plan for your components
Path: Updates > Deployment Plan

1. Navigate to the Deployment Plan screen.

) TREND. | Control Manager*

Logged on =5: (@ OfficeScan_Alex B Log off

Services | Logs / Reports  Updates

Administration  Help

< License Information

B elp

Use Deployment Plans to set the priority that managed products are updated. It is composed of one or more schedules that are used when the
olzn iz s=lected.

[Eadd []copy ffjDelote 1-2cf2 M <page of1 b M
[ Plan

[ Desloy to All Manzged Products How (Default)

Deployment Plan

[] Desloy to All Immedistely [Outbrask-Bravention]

[E3add [#]copy fiiDslets

120f2MAPagell  |ofi b M

Rows per page: | 10 ¥

2. Click Add. The Add New Plan screen appears.

) TREND. | Control Manager*

Logged on =5: (@ OfficeScan_Alex B Log off
Services  Logs [ Reports  Updates

Administration  Help

< License Information

Add New Plan

B Hein

If the auto-deploy option is selected in sither Manual or Scheduled Dovnload, the deploymant vill be performed bassd on the schedules shovm
belov.

Deployment Plan

Hamer
Deployment Plan Schedules
[Face [pelete D-0of0 M 4pags[0  |ofo b M
[] Destination Deployment Time
[ERace ffjpelete D-0cfoM A paga[0  |ofo b M
S

3. Type the following in the Name field:
OfficeScan Server Deployment Plan
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Click Add to provide deployment plan details. The Add New Schedule screen
appears.

@
&
-
om
=Z
o0

. . Control Manager* Logged an =st @ OFficeScan_ Alex @ Log off

Dashboard | Products | Services  Logs / Reports  Updates | Administration | Help

Add New Schedule B e

Deployment Plan Schedule

Deploymant time: @® start at: [00 M) : [00 9] (hhimm)

O pelay: [0_9) hours

0 || minutes

Selact targats": The folders you see depend on tha folder access rights you have besn given.
2 parent_TMCHM
B Local Folder

E03| @) officescan Servers
Q Oan

B2 Qeuwrope
=] O North America
B O soutn americs

Save | [ Cancel

Deployment time has the following options:
*  Start at: Performs the deployment at a specific time

*  Delay: after Control Manager downloads the update components, Control
Manager delays the deployment according to the interval you specify

Specify the following for Deployment time:
e Startat: 01:30

Select the OfficeScan Servers from the Product Directory. Control Manager
assigns the schedule to all the products under the selected folder.

Note: The managed products that appear in the Product Directory are based on the
access privileges for the user’s account.
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7. Click OK. The Add New Schedule screen appears.

f¥)IREND | Control Manager®

Dashboard Products

Logged on zs: (@ OfficeScan_Alex & Log off

Services  Logs / Reports  Updates | Administration

Help ~ License Information

Add New Plan

B rein

If the suto-deploy option is selected in sither Manuzl or Scheduled Dovnload, the deployment vill be performed based on the schedules shovm
below.

Deployment Plan

Hame*; |OfficeScan Server Deploymer|

Deployment Plan Schedules
[E2acd ffjpelete

O

[ officeScan Servers

[E2add ffipelete

i-10of1 M 4page

of 1 F M

Start at 1:30

1-1of 1 M 4 page |1l of L ¥ M

Rovs per pags:

8. Click Save to apply the new deployment plan. The Deployment Plan screen

appears.

f¥)IREND | Control Manager

Dashboard Products Services

Logged on zs: (@ OfficeScan_Alex & Log off

Logs / Reports | Updates | Administration

Help ~ License Information

Deployment Plan

[Z BB

Use Deployment Plans to sst the priority that managed products are updatad. It is composed of ons or more schedules that sre used whan the
plan is selectad.

[Haadd [Bcepy ffiDelete 1-30f 3 M 4Pag of 1 b M

[ Plan

[ peolov to All Managed Products How (Defsult]

[] peoloy to All Immedistely [Qutbresk-Prevention)

[] | officeSean Server Deployment Blan

[@add [B]copy ffjDelete 1-3 of 3 M 4 Page oft kM
Rows per page
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Step 2: Configure your proxy settings, if you use a proxy server
Path: Administration > Settings > Proxy Settings

1. Navigate to the Connection Settings screen.

f®)1REND. . Control Manager® Logned anas: @ DffceSeaniater b Log oF

‘Dashboard Products Services Logs / Reports Updates Administration

Help v License Information

Connection Settings B e
Proxy Settings
[ use = prosxy server for pattern, engine, and license updates
Proxy Protocol: HTTP
SOCKS 4
SOCKs 5
Server name or 1P address: |
Port: 3 |
Broxy server authentication:
User name: gus |
Password:

Select Use a proxy server for pattern, engine, and license updates.

Select the protocol your proxy server uses:

e HTTP
*  SOCKS 4
* SOCKS5

4. Type the host name or IP address of the proxy server in the Server name or IP
address field.

Type the port number for the proxy server in the Port field.
Type a log on name and password if your server requires authentication.

Click Save.
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Step 3: Select the components to update
Path: Updates > Manual Download

1. Navigate to the Manual Download screen.

f¥)1REND. Control Manager™ Logged on a5: @ Officescan_Alex B Log off

Dashboard Products Services Logs / Reports Updates Administration Help v License Information

~
Manual Download B —

Serform manual dovnloads to obtain the required update files immediately -- on demand.

Component Category

[] Pattern files/Cleanup templates

[] Antispam rules
[] Engines

[] officeScan Plug-in Programs

[] Product programs and widget pool

Download settings

Source:
(&) Internet: Trend Micro updats server
© Other update source
for axample, http://DovnloadServar.Antivirus.com/AU ar
Ci\ActiveUpdate! or \lupdatesource 4
Retry frequency: [ 1f the devmlosd is unsuscessful, retr-;lzlmme(sj, every l:lmmuta(s)
Proxy: (Edit)

Automatic deployment settings

Configure and select = Deslovment Plan below to scheduls sutematic deployment by location.

The OfficeScan Plug-in Manzger and Contral Manager vidgat pool do not support sutomztic deployment.

(O Do not deploy(Package dovnloaded to default path : C:\Program Files\Trend Micro\Control ManageriWebUT\Dovnload\Activalpdate)

(O Deploy to zll products immediately

@ Basad on deployment plzn: | Deploy to All Managed Products How (Default) |

When new updates found

[E3]

2. Click the + icon to expand the Pattern files/Cleanup templates list.
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3. Alex is only interested in downloading OfficeScan components, so verify the

following ate selected from the Pattern files/Cleanup templates list:

TABLE 3-7. OfficeScan Pattern files/Cleanup templates

Virus Pattern File * Smart Scan Agent Pattern

Virus Cleanup Template * Digital Signature Pattern

Common Firewall Pattern * Behavior Monitoring Configuration
Spyware Active-monitoring Pattern

Pattern * Policy Enforcement Pattern

IntelliTrap Pattern * Policy Enforcement Pattern Description
IntelliTrap Exception Pattern * Behavior Monitoring Detection Pattern

Spyware Pattern V6

4. Click the + icon to expand the Engines list.

5. Alex is only interested in downloading OfficeScan components, so verify that the

following are selected from the Engines list:

TABLE 3-8. OfficeScan Scan Engines

NTKD * Virus Cleanup Engine (Digitally signed,
Common Firewall Driver (64-bit) 32-bit/64-bit)

V5 * Spyware Scan Engine (32-bit) V6

Scan Engine for Windows on x64 * Spyware Scan Engine (64-bit) V6
architecture * Behavior Monitoring Driver

Virus Cleanup Engine (Digitally » Behavior Monitor Core Service

signed, 32-bit) » Common Firewall Driver (32-bit) V5

Step 4: Configure the download settings

1. Select Internet: Trend Micro update server as the update source. This means
components download from the official Trend Micro ActiveUpdate server.

If Alex wanted to download components from another update source (for example,

from a server or Web location on her network), she would select Other update

source. She could specify multiple update sources by clicking the + icon to add

additional update sources. She can configure up to five update sources.

2. Enable Retry frequency and specify the following:

¢ Number of retries: 3
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¢ Time between retries: 5 minutes

Tip: Click Save before clicking Edit or Deployment Plan on this screen. If you do not

click Save your settings will be lost.

Step 5: Configure the automatic deployment settings

1.

Under Schedule select the following:
* Based on deployment plan
*  When new updates found

This means Control Manager downloads new components as they become available
and deploys the components to products based on the deployment plan you select.

Alex could also have selected Do not deploy. If that option is selected components
download to Control Manager, but do not deploy to managed products. Alex would
use this option under the following conditions:

*  Deploying to the managed products individually

*  Testing the updated components before deployment
Select OfficeScan Servers Deployment from the Deployment plan list.
Click Save.
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Step 6: Complete the manual download

1. Click Download Now and then click OK to confirm. The download response
screen appears. The progress bar displays the download status.

@II}EI!E_ | Control Manager Logged on as: @ OfficaScan_Alex & Log off

Products | Services | Logs / Reports  Updates | Administration  Help < License Information

Manual Download

Dovmlead request has been submitted.

You may procesd with other tasks. A list of issued commands can be seen in Command Tracking. To verify the
result of this command, go to Command Details.

Downloading the following components:

Download Progress
Danaioed | w0000 |
Download
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2. Click the Command Tracking to view details of the download.

Control Manager™ Logged on ast {§ OfficeScan Alex  GhLog off

Products Services Logs [ Reports Updates Administration Help < License Information
Command Tracking Brefresh el
The list below shows commands issued in the last 24 hours.
Use Query to search commands ed earlier.
1-15 of 388 log{=) MNext>> | Pzge: ,1—‘

Date/Time Issued Ci In Progi All
7/28/2010 12:10:28 AM Manuzl Dovmload o 0 1 ¥
7/28/2010 12:08:27 AM Send data sync request to Child Contral Manager i o [ i
7/28/2010 12:03:27 AM Send data sync request to Child Contrel Manager i o o 1
7/27/2010 11:59:15 PM Send data sync request to Child Control Manager 1 0 [ i
7/27/2010 11:58:25 PM Send data sync regquest to Child Control Manager i o o ¥
7/27/2010 11:53:25 PM Send data sync regquast to Child Control Manager i o [ X
7/27/2010 11:48:24 PM Send data sync request to Child Control Manager 1 0 0 1
7/27/2010 1114413 PM Send data sync request to Child Control Manager 1 o o .
7/27/2010 11:43:23 PM Send data sync reguest to Child Contrel Manager i o o i
7/27/2010 11:38:22 PM Send data sync request to Child Contrel Manager 1 0 0 s
7/27/2010 11:33:21 PM Send data sync request to Child Control Manager 1 o o 1
7/27/2010 11:259:12 PM Send data =ync regquest to Child Control Manager i o o i
7/27/2010 11:28:20 PM Send data sync request to Child Contrel Manager 1 0 0 1
7/27/2010 11:23:19 PM Send data sync request to Child Contrel Manager 1 o [ i
7/27/2010 11:18:18 PM Send data sync regquest to Child Contrel Manager 1 o o 1
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3.

4.

Click Refresh after a few minutes to verify if the download is successful.

@IISEI!E Control Manager™ Logged on 2=t {§ OfficeScan_Alex /g Log off
Products = Services  Logs / Reports  Updates  Administration  Help + License Information
Command Tracking
The list below shovs commands issued in the last 24 hours.
Use Query ta search commands issued earlier.
1-15 of 388 log(s) Hextz> | Page: ’1—‘

Date/Time Issued Ci In Progi All
7/28/2010 12:10:28 AM Manuzl Dovmload 1 o 0 1
7/28/2010 12:08:27 AM  Send data sync request to Child Control Manager 1 0 0 =
7/28/2010 12:03:27 AM | Send data sync request to Child Control Manager 1 0 0 ks
7/27/2010 11:59/115 PM  Send data sync request to Child Control Manager 1 0 0 i
7/27/2010 11:58:25 M Send data sync request to Child Control Manager 1 0 o 1
7/27/2010 11:53:25 PM  Send data sync request to Child Control Manager 1 o 0 5
7/27/2010 11448124 PM | Send data sync request to Child Control Manager 1 0 0 ks
7/27/2010 1144113 M Send data sync request to Child Control Manager 1 0 0 4
7/27/2010 11:43;23 PM | Send data sync request to Child Control Manager 1 0 0 1
7/27/2010 11:38:22 PM  Send data sync request to Child Control Manager 1 0 o [
7/27/2010 11:33:21 PM | Send data sync request to Child Control Manager 1 o 0 1
7/27/2010 11:25:12 PM  Send data sync raquest to Child Control Manager 1 0 0 ¥
7/27/2010 11:28:20 PM | Send data sync request to Child Control Manager 1 0 0 1
7/27/2010 11:23:19 PM Send data sync request to Child Control Manager 1 o o 3
7/27/2010 11:18:18 PM | Send data sync request to Child Control Manager 1 0 0 i

Click the 1 in the Successful column for the Manual Download row. The
Command Details screen appears.

@I',‘E'!E : Control Manager“‘ Logged on =5: (@ OfficeScan_Alex @ Log off

Services  Logs / Reports  Updates | Administration  Help < License Information

Command Details |2 R

Manual Download

Started Last Reported User Successful Unsuccessful In Progress
7/28/2010 12:10:28 AM 7/28/2010 12:10:59 AM OfficeScan_alex 1 0 o
Parameters:

Pattern files/Cleanup templates

| Last reported Server/Entity Status Description |
|7123!20w 12:10:33 AM  Parent_TMCM Successtul Manual update successtul |

Note: Control Manager refreshes the information on this page every 30 seconds.
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Configuring Scheduled Download Exceptions

Download exceptions allow administrators to prevent Control Manager from
downloading Trend Micro update components for entire days or for a certain time
period every day.

To configure scheduled download exceptions:
1. Log on to the Control Manager Web console as Alex.

Mouseover Updates on the main menu. A drop-down menu appears.

2
3. Mouscover Settings. A sub-menu appeats.
4

Click Scheduled Download Exceptions. The Scheduled Download Exceptions
screen appears.

f')I?E'.‘,‘E Control Manager"- Logged on zs: (@ OfficeScan_Alex /& Log off

Dashboard  Products | Services | Logs / Reports  Updates | Administration | Help
Scheduled Download Exceptions BHelp

Choose the day(s) or hour(s) to prevent Contral Manager from dovmlozding scheduled updates.

Note: Hourly Scheduls Exceptions 2pply to every day of the wesk, regardless of Daily Schedule Exception ssttings.

Daily Schedule Exception

[ Do not dovmload updates on the specified day(s):

[ meondzy [ Tuszday [ wednezday [ Thurzday [ Frigzy [] saturdzy [] sunday

Hourly Schedule Exception

[ Do not download updates on the specified hour(s):

001 0203 04 05 05 07 08 0 1011 12 13 M 15 f6 7 48 18 : n 2
Time zlot:

LEgEnd:mDEny | |aliow

Select All Clezr All

5. Select the following under Daily Schedule Exception:

* Do not download updates on the specified day(s)
*  Saturday
*  Sunday

Specifying these settings means downloads do not occur on Saturday and Sunday of
every week.
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6. Sclect the following under Houtly Schedule Exception:
* Do not download updates on the specified hour(s)

a1 ooz

07 05 @ 10 11 12 15 14 15 16 17 18 19 20 2 22 2 M

. 0001 02 03 04 05 08
Time slot: ® ® KK ® K

This means that downloads do not occur everyday between the hours of 22:00 to
01:00 and 03:00 to 06:00.

7. Click Save.

Configuring Scheduled Downloads

After configuring Manual Download settings, Trend Micro recommends configuring
Scheduled Download settings. By default, Control Manager selects the components for
managed products registered to Control Manager that the user has been granted access
to through their user account.

Control Manager supports granular component downloading. You can specify the
component group and individual component download schedules. All schedules are
autonomous of each other. Scheduling downloads for a component group downloads all
components in the group.

Use the Scheduled Download screen to obtain the following information for
components currently in your Control Manager system:

*  Frequency: Shows how often the component updates

*  Enabled: Indicates if the schedule for the component is enabled or disabled

*  Update Source: Displays the URL or path of the update source
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Configuring scheduled component downloads requires multiple steps:
Step 1: Configure a Deployment Plan for your components

Step 2: Configure your proxy settings, if you use a proxy server

Step 3: Select the components to update

Step 4: Configure the download schedule

Step 5: Configure the download settings

Step 6: Configure the automatic deployment settings

Step 7: Enable the schedule and save settings

When configuring settings for scheduled downloading of components Step 1and Step 2
of the process were completed, so the process will start at Step 3.

To configure scheduled downloads for components

Step 3: Select the components to update

1. Log on to the Control Manager Web console as Alex.

2. Mouscover Updates on the main menu. A drop-down menu appears.

3. Click Scheduled Download. The Scheduled Download screen appears.

f#)1renn | Control Manager™ O L

_ Dashboard  Products  Services  Logs / Reports  Updates  Administration  Help

Scheduled Download

Help

Schedule Control Manager autamatically search for and dewnload the latest component updates fram Trend Micro, to keep your systems up-to-
date.

Component Category

Frequency Enable
Pattern files/Cleanup templates Enable All | Disable All
i rules Enable All | Disable All
Engines

Enable All | Disable All

OfficeScan Plug-in Programs Enable All | Disable All

Enable All | Disable All

Product programs and widget pool

4. Click the + icon to expand the Pattern files/Cleanup templates list.
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5.

Alex is only interested in downloading OfficeScan components, so click Virus
Pattern from the Pattern files/Cleanup templates list:. The <Pattern files/Cleanup
templates> screen appeats.

@I‘?E'},‘E Control Manager™ Logged on 2=t {% OfficeScan_Alex /g Log off

Logs / Reports  Updates  Administration  Help < License Information

<Pattern files/Cleanup templates--Virus Pattern File> Help

Schedule sutomatic component download below.

Enzble scheduled dovnlozd

Schedule and frequency

Download: Sy
Q© every | hou
O Every| o=

Start time: [13 %] : [3a ¥] hhimm)

Download settings

Source:
(@ Internet: Trend Micrs update server

) other updats source

[ EE

for example, http://DovnloadServer. Antivirus.com/AU or

Ci\ActiveUpdate! or \\updstesource

Retry frequency: [ 1f the dovnload is unsuccessful. retry |2 time(s). every I:lmmute(s)

Proxy: (Edit)

ic deploy

Configure and select s Deplovment Flan below to schedule sutematic deployment by location.

Q Do not deploy

(2} Deploy te all products immediately

® Ezzed on deployment plan: | OfficeScan Server Deployment Plzn v

When new updates found

Step 4: Configure the download schedule

6.
7.

Select the Enable scheduled download checkbox.
Under Schedule and Frequency specify the following:

Every: week on Friday
Start time: 19:30

By default OfficeScan servers download updates from their update source every
Sunday at 00:00. To be prepared for the OfficeScan server download, Alex wants to
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download the Virus pattern every Friday at 19:30. She has many other options
available to her and if the OfficeScan download schedule is different from the
default settings, she would have to adjust her settings accordingly.

Step 5: Configure the download settings

1.

Select Internet: Trend Micro update server as the update source. This means
components download from the official Trend Micro ActiveUpdate server.

If Alex wanted to download components from another update source (for example,
from a server or Web location on her network), she would select Other update
source. She could specify multiple update sources by clicking the + icon to add
additional update sources. She can configure up to five update sources.

Enable Retry frequency and specify the following:
*  Number of retries: 3

¢ Time between retries: 5 minutes

Tip: Click Save before clicking Edit or Deployment Plan on this screen. If you do not

click Save your settings will be lost.

Step 6: Configure the automatic deployment settings

1.

Under Schedule, select the following:
* Based on deployment plan
*  When new updates found

This means Control Manager downloads new components as they become available
and deploys the components to products based on the deployment plan you select.

Alex could also have selected Do not deploy. If that option is selected components
download to Control Manager, but do not deploy to managed products. Alex would
use this option under the following conditions:

*  Deploying to the managed products individually

e Testing the updated components before deployment
Select OfficeScan Servers Deployment Plan from the Deployment plan list.
Click Save.
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Step 7: Enable the schedule and save settings

1. Click the status button in the Enabled column.

2. Click Save.
3. Repeat steps for the following:

TABLE 3-9. OfficeScan Pattern files/Cleanup templates

Virus Cleanup Template * Smart Scan Agent Pattern

Common Firewall Pattern * Digital Signature Pattern

Spyware Active-monitoring * Behavior Monitoring Configuration
Pattern Pattern

IntelliTrap Pattern * Policy Enforcement Pattern

IntelliTrap Exception Pattern * Policy Enforcement Pattern Description
Spyware Pattern V6 * Behavior Monitoring Detection Pattern
TABLE 3-10. OfficeScan Scan Engines

NTKD * Virus Cleanup Engine (Digitally signed,
Common Firewall Driver (64-bit) 32-bit/64-bit)

V5 * Spyware Scan Engine (32-bit) V6

Scan Engine for Windows on x64 * Spyware Scan Engine (64-bit) V6
architecture * Behavior Monitoring Driver

Virus Cleanup Engine (Digitally » Behavior Monitor Core Service

signed, 32-bit) » Common Firewall Driver (32-bit) V5
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Chapter 4

Monitoring the Control Manager
Network

Control Manager provides several options to monitor the Control Manager network.
The dashboard, notifications, logs, and reports all provide ways for you to monitor the
network.

This chapter covers the following topics:

Comparison of Monitoring Methods on page 4-2
Understanding the Dashboard on page 4-4
Using Command Tracking on page 4-33

Using Event Center on page 4-34

Using Logs on page 4-43

Working With Reports on page 4-71
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Comparison of Monitoring Methods

Control Manager offers many options when monitoring your network. Use the
following table to select the method that best fits your needs.

TABLE 4-1. Monitoring Options

SOURCE

DESCRIPTION

Dashboard

Provides at a glance information about what is hap-
pening on your network.

Pros:

* Provides information for a global view of your
network

* Information is easily displayed using widgets

* Widgets can provide detailed information

* Widgets can display data in different ways
(graphs or tables)

Cons:

* Cannot monitor specific mission critical endpoints
on your network

* Cannot customize widgets to display only the data
that you need

Logs

Provides detailed information on any security related
event on your network

Pros:

* Information can be filtered so only the data you
require displays. This can help you to monitor
mission critical endpoints on your network

* Query criteria can be saved and shared with other
users

Cons:

* Requires some time to set up query criteria
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TABLE 4-1. Monitoring Options

SOURCE

DESCRIPTION

Reports

Provides detailed information on any security related
event on your network

Pros:

* Information can be filtered so only the data you
require displays. This can help you to monitor
mission critical endpoints on your network

* Multiple ways to display data (bar, pie, or line
charts or as dynamic or grid tables)

* Reports can generate on a schedule or on
demand

Cons:

* Requires some time to set up report templates
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Understanding the Dashboard

The Control Manager dashboard provides at-a-glance information for the Control
Manager network. The dashboard is comprised of two components:

*  Tabs: Allow administrators to create a screen that contains one or more widgets

*  Widgets: Provide specific information about various security-related events

Enabling Smart Feedback is required for Smart Protection Network widgets to function.

Configuring Smart Protection Network Settings

4-4

Enable Trend Micro Smart Feedback to shate threat information with the Trend Micro
Smart Protection Network. This provides better protection for your network because
Trend Micro is able to quickly identify and address new threats.

Enabling Smart Protection Network Settings is also required for some widgets to
function. This is because the widgets receive their data directly from Trend Micro Smart
Protection Network.

Note: Email Reputation, File Reputation, and Web Reputation are all part of the Smart
Protection Network.

To enable Smart Protection Network Settings Feedback:
Path: Administration > Settings > Smart Protection Network Settings

1. Navigate to the Smart Protection Network Settings screen.

2. Select Enable Trend Micro Smart Feedback and Smart Protection Network
widgets.

3. Specify how often Control Manager will send completely anonymous threat

information to the Smart Protection Network from the Time interval drop-down
list.

4. Specify the industry that your company is in from the Your industry drop-down
list.

5. Click Save.
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Using the Dashboard

The dashboard can be customized for each user. Customizing the dashboard for one
user does not affect the dashboard for other users.

Chris wants to create a tab for each OfficeScan server he administors. Each tab will have
four widgets and the widgets will display only the data that relates to each specific
OfficeScan server.

The widgets Chris wants to add to each tab are as follows.

TABLE 4-1. Widgets to add to the dashboard

WIDGET DESCRIPTION
OfficeScan Endpoint Chris wants to know the connection status of the end-
Connection Status points registered to each OfficeScan server.
Product Component Chris wants to know which endpoints have out of date
Status components.
Control Manager Top Chris wants to know which files have been an issue for
Threats endpoints.
Control Manager Top Chris wants to know which URLs have been an issue for
Threats endpoints.
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To create a tab for each OfficeScan server:

1. Log on to the Control Manager server as Chris.

Control Managel"“ Logged on 2s: @ OfficeScan_Chris /g Log off

Dashboard Products Services Logs / Reports Updates Administration Help ~ License Information

B A

f) IREND

<38 New Tab

Summary

M Tab Settings [ Add widgets

Threat Detection Results Threat Detection Results = & @ X
Threat Type: Virus/Malware L m Threat Type: pm
Spyware/Grayware
RangeiTecar ¥
Rangei|Tosey v
Results Detections
Results Detections
Cleansd [} 0%
&
o ) o Successful 0 |
+ =
Quarantined 5 0% Further action required 0
Pazzed a 0% o o
Renamed o 0%
Unsuccessful 1} 0%
Cther a 0%
Total o 0%

Threat Detection Results [ & Threat Detection Results [ & [2] (2) %] || Threat Detection Results [ & [2] (2 %]
~ .

Threat Type: Content Security Threat Type: Web Security Threat Type: Network Virus

zange:{Today ] Range{Todey ] Range{Today ]

Results Policy/Rule Detec... Percent... Results

Deleted o File blocking 0 0% || Passed 0 0%
Attachments stripped 0 0% URL blocking 0 0% Dropped 0 0%
Forwarded ] 0% URL filtering 0 0% Quarantined 0 0%
Delivered 0 0% Antiphizhing 0 0% Other 0 0%
Postponed 0 L Antispyware/gra... 0 0% Total o 0%
Quarantined 0 0% Antipharming 0 0% L

Other 0 0% ¥ Client Policy 0 0%
3] ———— Other 0 e L
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2. Click New Tab. The New Tab screen appears

New Tab [x]
Title: |Of'ﬁce5can a1 |
Layout: O O O

® O O

O

3. Type OfficeScan 01 for the tab title.
4. Select the 2x2 tab layout.

4-7
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5. Click Save. The dashboard appears with the new tab.

@Il'!gl!g Control Managerﬂ Logged on as: @@ OfficeScan_Chris & Log off

Dashboard  Products  Services  Logs / Reports  Updates  Administration  Help v License Information

(2

Threst Statistics Compliance Smart Protection Network Officescan 01 [x] | <2 New Tab

W Tab Settings £ Add widgets
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6.

7.

8.

Click Add Widgets. The Add widgets screen appears.

Add widgets [x]
* Al widgets Add and Reload M4 pagel of 5 P M
® Smart Protection
[]Active Users for File Reputation
Server
+ Contral Mananer Displays the number of active users in a chart for one or more servers.
» Threat Statistic &
» Smart Protection
Network o
» Compliance e
[JHTTP Traffic Report for File Reputation
E Displays the HTTP traffic in KB for each server.
[1Top 10 Infected Computers for File Reputation
Displays the computers with the most infections.
[]Rreal Time Status
Displays current server status information.
Add and Relozd W4 pagel of 5 b M
Click Control Manager to display only Control Manager widgets.

Tip:

You can add multiple widgets to a tab by selecting the check box for each widget

to add.

Select the OfficeScan Endpoint Connection Status widget.
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9. Click Add and Reload. The widget appears in the dashboard.

b‘ TREND. Control Managerﬂ Logged on as: B OfficeScan_Chris /@ Log off

Dashboard | Products = Services  Logs / Reports = Updates = Administration  Help + License Information
Help

OfficeScan 01 ] |2 New Tab

Threat Statistics Smart Protection Network

W Tab Settings  CF Add widgets

OfficeScan Endpoint Connection Status F & @ &=

Server~ Online  Offline Total
EN-OfficeScan_01 207 a1 0 248
EN-OfficeScan 02 228 34 0 283
EN-OfficeScan_03 58. 198 1 83

Currently data for all three OfficeScan servers displays. Chris only wants the data
for EN-OfficeScan_01 to display. Chris will need to "edit" the widget to modify the
data that displays.
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10. Click the Edit € button on the widget. The edit screen for the widget appears.

OfficeScan Endpoint Connection Status [%]

Title: |Endp0int Connection Status |

Scope: |.~5.II Products | D

11. Change the title of the widget to Endpoint Connection Status.

12. Click the Browse D button. A Product Directory for the widget appears.

OfficeScan Endpoint Connection Status [x]

Title: |Endp0int Connection Status |

Scope:! |Al Products |E
Selected Scope

EM-OfficeScan 01 EM-OfficeScan 02 EM-OfficeScan 03

&[]0 Parent_TMCM
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13. Expand the Product Directory and clear the check boxes for EN-OfficeScan_02
and EN-OfficeScan_03.

EN-OfficeScan_01 is the only manage product that appears in the Selected
Scope area.

Selected Scope

En-OfficeScan 01
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14. Click Ok. The dashboard appears with the modified widget in the OfficeScan 01

tab.

. Control Manager

B Log off

Logged on =5t [ OfficeScan_Chris

Products  Services Logs / Reports Updates  Administration Help v License Information
Help
Threat Statistics. Compliance Smart Protection Network OfficeScan 01 [X] <3 New Tab
BTab Settings % Add widgets

Endpoint Connection Status

-

Server ~

EH-OfficeScan_01 206
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15. Click Add Widgets. The Add widgets screen appears.

Add widgets

=

Al widgets Acd and Reload

Smart Protection

H

4

page 1l of 5 » M

Server []Active Users for File Reputation

Smart Protection
Network
Compliance

Contral Manager Displays the number of active users in a chart for one or more servers.
Threat Statictic

[JHTTP Traffic Report for File Reputation

E Displays the HTTP traffic in KB for each server.

[1Top 10 Infected Computers for File Reputation

Displays the computers with the most infections.

[]Rreal Time Status

Displays current server status information.

Add and Reload

H

4

pagel of 5 * M

16. Click Control Manager to display only Control Manager widgets.

17. Select the Product Component Status widget.
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18. Click Add and Reload. The widget appears in the dashboard.

IREND  Control Manager™

Logs / Reports

Logged on 2zt @ OfficeScan_Chris

B Log off

Threat Statistics

Compliance

Updates

Smart Protection Network

Administration  Help

OfficeScan 01

v License Information

Eduen

] |3 new Tab

M Tab Settings

% add widgets

Endpoint Connection Status

[& [#] 2 (%] || Product Component Status & @ @ (=
5 10 04:26 pm 9am &
Server+ Online  Offline Total Pattern/Template Latest Ver... Endpoints/... OQut-of-dat...
EH-OfficeScan_01 206 42 [i 248 ¥ virus Pattern File 7.361.00 [256/256  100% 3
» Spyware Active-moni... 0.963.00  256/256 100% 3
} Digital Signature Patt... 1.255.00 706/ 1078 65.43%
» IntelliTrap Exception ... 0.567.00  303/1138 26.63%
» Spyware Pattern V6 5.53 225/1138 18.77%
¥ virus Cleanup Templ... 1052 191/1138 16.78%
b Behavior Monitoring ... 1.199.00 | 126/853  14.77%
} Behavior Monitoring ... 1.173.00 150/ 1079 13.9%
» Common Firewall Pat... 10283 115/890  12.92%
» Smart Scan Agent Pa... 7.343.00  124/1138 10.9%
& Tt T Prmsinem nesann l1an ri1a9s | noevor

The data the widget currently displays is for the OfficeScan servers, not for the
endpoints registered to the OfficeScan servers. For this tab Chris wants only the
data for endpoints registered to EN-OfficeScan_01.
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4-16

19. Click the Edit € button on the widget. The edit screen for the widget appears.

Product Component Status

E3]

Title: |Endp0int Component Status |

Scope: |AII Products | E]

Pattern/ Template

Unselect All

[¥] Digital Signature Pattern )
[l virus Cleanup Template B
Behavior Monitoring Configuration Pattern

Behavior Monitoring Detection Pattern ~
Engine Unselact All
[ virus Cleanup Engine (Digitally signed, 32-bit) A
[¥] Virus Cleanup Engine (Digitally signed, 32-bit/64-bit) =
Common Firewall Driver (32-bit) W

Common Firewall Driver (84-bit) W ~

Rule

Unselect All

Mo data to display

Source: QManaged Product @Endpoint

Save Cancel

20. Change the title to Endpoint Component Status.
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21. Click the Browse D button. A Product Directory for the widget appears.

Product Component Status E

Title: |Product Component Status |

Scope: |.~5.II Products |E]

Pattern| Selected Scope

EM-OfficeScan 01 EM-OfficeScan 02 EM-OfficeScan 03
Engine | -
=[] Parent TMCM
Rule
Source:

]

22. Expand the Product Directory and clear the check boxes for EN-OfficeScan_02
and EN-OfficeScan_03.

EN-OfficeScan_01 is the only manage product that appears in the Selected
Scope area.

Selected Scope

EM-OfficeScan 01
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23. Click Ok.
24. Select Endpoint next to Source.

25. Click Save. The widget appears in the OfficeScan 01 tab, and only diplays endpoint
component data from EN-OfficeScan_01.

b‘ TREND. Control Managerﬂ Logged on as: B OfficeScan_Chris /@ Log off

Products  Services Logs / Reports  Updates  Administration  Help v License Information

Eduen

Threat Statistics. Compliance Smart Protection Network OfficeScan 01 [X] <3 New Tab

W Tab Settings  CF Add widgets

Endpoint Connection Status = 2 = Endpoint Component Status = 2 3 [x]
Server+ Online  Offline Total Pattern/Template Latest Ver... Endpoints/... Qut-of-dat...
EH-OfficeScan_01 206 42 [i 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%

¥ Spyware Active-moni... 0.963.00  248/248  100% E
¥ IntelliTrap Exception ... 0.567.00  57/248  22.38%
» Smart Scan Agent Pa... 7.343.00  50/248  20.16%
» Spyware Fattern V6 5.53 50/248 | 20.16% @ —
¥ IntelliTrap Pattern 0.139.00 48/248  19.35%
¥ Virus Cleanup Templ... 1092 38/248 | 15.32%
» Digital Signature Patt... 1.255.00 28/223  12.56%
¥ Behavior Monitering ... |1.173.00  25/223 | 11.21%
¥ Policy Enforcement P... 1.184.00  0/223 0% -
[ L o Lt

Chris now wants to add widgets that will let him know the top threats his endpoints
are facing,
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26. Click Add Widgets. The Add widgets screen appears.

Add widgets [x]
* Al widgets Add and Reload M4 pagel of 5 P M
® Smart Protection
[]Active Users for File Reputation
Server

Control Manager
Threat Statictic
Smart Protection
Network
Compliance

Displays the number of active users in a chart for one or more servers.

[JHTTP Traffic Report for File Reputation

Displays the HTTP traffic in KB for each server.

[1Top 10 Infected Computers for File Reputation

Displays the computers with the most infections.

[]Rreal Time Status

Displays current server status information.

Add and Reload

H

4

pagel of 5 * M

27. Click Control Manager to display only Control Manager widgets.

28. Sclect the Control Manager Top Threats widget.
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29. Click Add and Reload. The widget appears in the dashboard.

b‘ TREND. Control Managerﬂ Logged on as: B OfficeScan_Chris /@ Log off

Products  Services Logs / Reports  Updates  Administration  Help v License Information

Eduen

Threat Statistics Smart Protection Network Officescan 01 [X] <2 New Tab

W Tab Settings  CF Add widgets

Endpoint Connection Status = 2 = Endpoint Component Status = 2 3 [x]
Server+ Online  Offline ing Total Pattern/Template Latest Ver... Endpoints/... Qut-of-dat...
EH-OfficeScan_01 206 42 [i 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%

¥ Spyware Active-moni... 0.963.00  248/248  100% =
¥ IntelliTrap Exception ... 0.567.00  57/248  22.38%
» Smart Scan Agent Pa... 7.343.00 50/248  20.16%
» Spyware Fattern V6 5.53 50/248  20.16%
¥ IntelliTrap Pattern 0.139.00 48/248  19.35%
¥ Virus Cleanup Templ... 1092 38/248  15.32%
» Digital Signature Patt... 1.255.00 28/223  12.56%
¥ Behavior Monitering ... | 1.173.00  25/223  11.21%
¥ Policy Enforcement P... 1.184.00  0/223 0%
[ L o Lt
Control Manager Top Threats &R @ X
ate: ]
Malicious Files ¥ cisplay: flip

TSPY_MWAHKAW. A |

FE_SALITV.EN-L
Mal_Xed-24)

uuuuuu

|

Currently data for all three OfficeScan servers displays. Chris only wants the data
for EN-OfficeScan_01 to display. Chris will need to "edit" the widget to modify the
data that displays.

The Control Manager Top Threats widget displays 10 entires by default, but can
display upto 50 entries. Chris wants to display more than 10 entries.
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30. Click the Edit @ button on the widget. The edit screen for the widget appears.

Control Manager Top Threats [%]

Title: |T0p 25 Malicious Files |

Scope: |.-‘-\II Products | E

Top Threats: | 25 |

Save Cancel

31. Change the title of the widget to Top 25 Malicious Files.

32. Click the Browse E] button. A Product Directory for the widget appears.

Control Manager Top Threats [x]

Title: |T0p 25 Malicious Files |

Scope: |.-‘-\II Products | E

Top Threats:

Selected Scope

EN-OfficeScan 01 EM-OfficeScan 02 EN-OfficeScan 03

B-[¥] I3 Parent_TMCM
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33. Expand the Product Directory and clear the check boxes for EN-OfficeScan_02
and EN-OfficeScan_03.

EN-OfficeScan_01 is the only manage product that appears in the Selected
Scope area.

Selected Scope

En-OfficeScan 01

34. Click Ok.
35. Select 25 from the Top Threats list.
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36. Click Save. The dashboard appears with the modified widget in the OfficeScan 01

tab.

Q Il?gl!l;l . Control Managerﬂ Logged on as: @@ OfficeScan_Chris & Log off

Updates  Administration  Help v License Information

Eduen

Threat Statistics. Compliance o OfficeScan 01 [X] <2 new Tab

W Tab Settings  CF Add widgets

Endpoint Connection Status = 2 = Endpoint Component Status

Server ~ Online Offline Total Pattern/Template Latest Ver.. Endpois

EH-OfficeScan_01 208 42 0 248 » Virus Pattern File 7.361.00 | 248 /248 | 100%
» Spyware Active-moni... 0.963.00  248/248  100%
» IntelliTrap Exception ... 0.567.00 57 /248 | 22.98%
» Smart Scan Agent Pa... 7.343.00 50/
» Spyware Pattern V6 | 9.63 50/
» IntelliTrap Pattern 0.139.00 48/248  19.35%
» Virus Cleanup Templ... 1082 38/248 | 15.32%
/
/
2

248 20.16%
248 20.16% —

» Digital Signature Patt... 1.255.00 28/ 223 12.56%
¥ Behavior Menitering ... | 1.173.00 25
¥ Policy Enforcement P... 1.184.00 or

av

O e

23 11.21%
23 0%

[E3

Top 25 Malicious Files [ 2 [x]

Range:{Today ]

Malicious Files ¥ pisplay: il

TEPY_HAHRAW, A |

PE_SALITY,EN-L
Mal_Red-24]

\uuuuu

53

While a bar chart is visually appealing, Chris wants the widget to display the data in
a table.
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37. Click the Graph icon in the widget. The widget reloads and displays the data
in a table.

@ TREND . Control Manager‘ﬂ Logged on as: B OfficeScan_Chris /@ Log off
Dashboard Services  Logs / Reports  Updates  Administration  Help ~ License Information
Eren
[T —————— Officescan 01 [x] <3 New Tab

W Tab Settings £ Add widgets

Endpoint Connection Status & = 2 [x] Endpoint Component Status [ =1 3 [x]
~
Server+ Online  Offline ing Total Pattern/Template Latest Ver... Endpoints/... Qut-of-dat...
EH-OfficeScan_01 206 42 0 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%
» Spyware Active-moni... 0.963.00  248/248  100% =
» IntelliTrap Exception ... 0.567.00  57/248  22.38%
» Smart Scan Agent Pa... 7.343.00  50/248  20.16%
¥ Spyware Pattern V6 9.63 50/248 | 20.16% @
¥ IntelliTrap Pattern 0.139.00 48/248  19.35%
» Virus Cleanup Templ... 1092 38/248 | 15.32%
» Digital Signature Patt... 1.255.00 28/223  12.56%
¥ Behavior Monitoring ... | 1.173.00  25/223  11.21%
¥ Policy Enforcement P... 1.184.00  0/223 0% v
L Pnlim Sefmcmmmenes m 4 4B n R s mmn o i

Top 25 Malicious Files iFdERONE|

Range:{Todey  ¥]

Malicious Files ¥

Rank  File Detections

1 TSPY NAHKAW.A 52 b
2 FE SALITY.EN-1 20

3 Mal Xed-24 16

4 TROJ GEN.RZ3EIGE 1

5 TROT Generic.DIT 10

5 TRO1 GEN.RFFCSGD 5

7 TROJ FLYSTUDLEV 1

|

Chris also wants a widget that displays the top URLs that are dangerous to his
endpoints.
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38. Click Add Widgets. The Add widgets screen appears.

Add widgets [x]
* Al widgets Add and Reload M4 pagel of 5 P M
® Smart Protection
[]Active Users for File Reputation
Server

Control Manager
Threat Statictic
Smart Protection
Network
Compliance

Displays the number of active users in a chart for one or more servers.

[JHTTP Traffic Report for File Reputation

Displays the HTTP traffic in KB for each server.

[1Top 10 Infected Computers for File Reputation

Displays the computers with the most infections.

[]Rreal Time Status

Displays current server status information.

Add and Reload

H

4

pagel of 5 * M

39. Click Control Manager to display only Control Manager widgets.

40. Sclect the Control Manager Top Threats widget.
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41. Click Add and Reload. The widget appears in the dashboard.

Q TREND Control Manager™ Logged on 2=t [ OfficeScan_Chris @ Log off
Products  Services Logs / Reports  Updates  Administration  Help v License Information
Eduen
Threat Statistics. Compliance Smart Protection Network OfficeScan 01 [X] <3 New Tab
BTab Settings % Add widgets
Endpoint Connection Status = 2 = Endpoint Component Status = 2 3 [x]
R e
Server+ Online  Offline ing Total Pattern/Template Latest Ver... Endpoints/... Qut-of-dat...
EH-OfficeScan_01 206 42 [i 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%
¥ Spyware Active-moni... 0.963.00  248/248  100% =
¥ IntelliTrap Exception ... 0.567.00  57/248  22.38%
» Smart Scan Agent Pa... 7.343.00 50/248  20.16%
» Spyware Fattern V6 5.53 50/248  20.16% =
¥ IntelliTrap Pattern 0.139.00 48/248  19.35%
¥ Virus Cleanup Templ... 1092 38/248  15.32%
» Digital Signature Patt... 1.255.00 28/223  12.56%
¥ Behavior Monitering ... | 1.173.00  25/223  11.21%
¥ Policy Enforcement P... 1.184.00  0/223 0%
[ L o Lt
Top 25 Malicious Files [@ [2] @) [%] | control Manager Top Threats & & @ [
resh: 05- am 3 am
Range:[Todsy [ 08/04/10 Range | Today || 08/04/10
Malicious Files ¥ Display: % " || malicious Files * D'Sp‘av’t 7
Rank File i
1 TSPY NAHKAW.A 52 TEPRAHEEER|
PE_SALITY.EN-1
2 PE SALITY.EN-1 20 el nadiaa]
3 Mal Xed-24 15 |
4 TROJ GEMN.RZ3EIGS 13 D |
s TROJ Generic.DIT 10 i |
6 TROJ GEN.RFFCSGD s %l.
7 TROJ FLYSTUDLEY 4
= e = = O ¥

Currently data for all three OfficeScan servers displays. Chris only wants the data
for EN-OfficeScan_01 to display. Chris will need to "edit" the widget to modify the
data that displays.

The Control Manager Top Threats widget displays 10 entires by default, but can
display upto 50 entries. Chris wants to display more than 10 entries.
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42. Click the Edit € button on the widget. The edit screen for the widget appears.

Control Manager Top Threats [%]

Title: [Top 25 Malicious URLs| |

Scope: |.-‘-\II Products | E

Top Threats: | 25 |

Save Cancel

43. Change the title of the widget to Top 25 Malicious URLs.

44. Click the Browse E] button. A Product Directory for the widget appears.

Control Manager Top Threats [x]

Title: [Tap 25 Malicious URLs |

Scope: |.-‘-\II Products | E

Top Threats:

Selected Scope

Ebl-OfficeScan 01 EN-OfficeScan 02 ER-OfficeScan 03

B-[¥]3) Parent_TMCM
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45. Expand the Product Directory and clear the check boxes for EN-OfficeScan_02
and EN-OfficeScan_03.

EN-OfficeScan_01 is the only manage product that appears in the Selected
Scope area.

Selected Scope

En-OfficeScan 01

46. Click Ok.
47. Select 25 from the Top Threats list.
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48. Click Save. The dashboard appears with the modified widget in the OfficeScan 01

tab.

b TREND Control Manager™ Logged on 2=t [ OfficeScan_Chris @ Log off
Products  Services  Logs [ Reports  Updates  Administration  Help v License Information
Eduen
Threat Statistics. Compliance Smart Protection Network OfficeScan 01 [X] <3 New Tab
BTab Settings % Add widgets
Endpoint Connection Status = 2 = Endpoint Component Status = 2 3 [x]
25 om ate 0 04:54 am &
Server Total Pattern/Template Latest Ver.. Endpoints/.. Qut-of-dat...
EH-OfficeScan_01 208 42 [i 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%

¥ Spyware Active-moni... 0.963.00  248/248  100% E

¥ IntelliTrap Exception ... 0.567.00  57/248  22.38%

» Smart Scan Agent Pa... 7.343.00  50/248  20.16%
¥ Spywars Fattern V6 $.63 50/248  20.16% =

¥ IntelliTrap Pattern 0.139.00 48/248  19.35%

¥ Virus Cleanup Templ... 1092 38/248 | 15.32%

» Digital Signature Patt... 1.255.00  28/223  12.56%

¥ Behavior Monitering ... |1.173.00  25/223 | 11.21%

¥ Policy Enforcement P... 1.184.00  0/223 0%

L Plim: Efavemmeant B 110400 A 7900 nos b
Top 25 Malicious Files [@[2] (2) [%] | control Manager Top Threats & [ @
. ~

Malicious Files ¥

o
I
=1
o
<
il
o
I
=
o
=
il

Malicious Files ¥

Rank File Detections

. TSPV NAHKAW.A 52 —— TSPT_NAHFAW. A

2 PE SALITY.EN-1 20 :-Wd_l

3 Mal Xed-24 15 |

4 TROJ GEM.R23E1G6 13 |

s TROJ Generic.DIT 10 i |

6 TROJ GEN.RFFCSGD s %l.

j TROJ FLYSTUDLEY ;: E) K] 2

Chris wants this widget to display the top 25 malicious URLs. The data that the
widget currently displays is not for URLs.

Move the cursor over Malicious Files and select Malicious URLs from the list
on the widget.

While a bar chart is visually appealing, Chris wants the widget to display the data in
a table.
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50. Click the Graph icon in the widget. The widget reloads and displays the data
in a table.

@1?5!!2 Control Managerﬂ Logged on as: B OfficeScan_Chris /@ Log off

Dashboard  Products  Services  Logs / Reports  Updates  Administration  Help v License Information

Eren

Threst Statistics Compliance Smart Protection Network Officescan 01 [x] |« New Tab

BiTab Settings T Add widgets
Endpoint Connection Status & = 2 [x] Endpoint Component Status [ =1 3 [x]
Server+ Online  Offline ing Total Pattern/Template Latest Ver... Endpoints/... Qut-of-dat...
EH-OfficeScan_01 206 42 0 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%
» Spyware Active-moni... 0.963.00 248248  100% -
» IntelliTrap Exception ... 0.567.00  57/248  22.38%
» Smart Scan Agent Pa... 7.343.00 50/248  20.16%
¥ Spyware Pattern V6 9.63 50/248  20.16% =
¥ IntelliTrap Pattern 0.139.00 48/248  19.35%
» Virus Cleanup Templ... 1092 38/248  15.32%
» Digital Signature Patt... 1.255.00 28/223  12.56%
¥ Behavior Monitoring ... | 1.173.00  25/223  11.21%
¥ Policy Enforcement P... 1.184.00  0/3223 0% -
L Pnlim Sefmcmmmenes m 4 4B n R s mmn o i

Top 25 Malicious Files [#[2] @) [%] | Top 25 Malicious URLs [ = @ =

Range[Totey ] 10 ||| ronge ety = os/0

Malicious Files ¥ Display: % ||| malicious UrLs * Display: %
Rank File Detections. Rank URL b
1 TSPY NAHKAW.A 52 1

2 PE SALITY.EN-1 20 2

3 Mal Xed-24 15 3

4 TROJ GEN.RZZEIGE 13 4

5 TROJ) Generic.DIT 10 5

6 TROJ GEM.RFFCSGD s s

7 TROJ FLYSTUDLBY 4 all@ @ s _

51. Add two more tabs (OfficeScan 02 and OfficeScan 03) for the other OfficeScan
servers.

52. Add widgets to the other tabs and "edit" and "configure" the widgets to display data
for their respective servers.

Using Widgets

After adding the widgets to the dashboard, Chris wants to view detailed information
about the data a widget displays.
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To view detailed widget information:

1.  Log on to the Control Manager web console as Chris. The dashboard appears.
2. Click the OfficeScan 01 tab.

@]‘?EI!E Control Manager™ Logged on 2=t [ OfficeScan_Chris @ Log off
Dashboard  Products  Services  Logs / Reports  Updates  Administration  Help v License Information
Eren
Smart Protection Officescan 01 [x] <3 New Tab
BiTab Settings T Add widgets
Endpoint Connection Status Endpoint Component Status [ =1 3 [x]
~
Server+ Online  Offline ing Total Pattern/Template Latest Ver... Endpoints/... Qut-of-dat...
EH-OfficeScan_01 206 42 0 248 ¥ Virus Pattern File 7.361.00  248/248 | 100%

» Spyware Active-moni... 0.963.00 248248  100% -

» IntelliTrap Exception ... 0.567.00  57/248  22.38%

» Smart Scan Agent Pa... 7.343.00 50/248  20.16%
¥ Spyware Pattern V6 9.63 50/248  20.16%

¥ IntelliTrap Pattern 0.139.00 48/248  19.35%

» Virus Cleanup Templ... 1092 38/248  15.32%

» Digital Signature Patt... 1.255.00 28/223  12.56%

¥ Behavior Monitoring ... | 1.173.00  25/223  11.21%

¥ Policy Enforcement P... 1.184.00  0/3223 0%

hd
[ B P o i

Top 25 Malicious Files Top 25 Malicious URLs IFg

el &

Rangei Teday ¥

Rangei[Today ¥

Malicious Files ¥ Cisplay: % Malicious URLs ~ Cisplay: %
Rank  File Detections Rank URL b |
1 TSPY NAHKAW.A 52 1

2 PE SALITY.EN-1 20 2 ! 1 , _ ]

3 Mal Xed-24 15 3

4 TROJ GEN.RZZEIGE 13 4 .

5 TROJ) Generic.DIT 10 5

6 TROJ GEM.RFFCSGD s s .

7 TROJ FLYSTUDLBY % ST @ | >|l
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3. Click the data under Endpoints/All for the Virus Pattern File row on the
Endpoint Component Status widget. An Ad Hoc Query screen appears with
results for the data.

Ad Hoc Query Results B refresh @ Halp
Jnew Query| [y Export to CSV| [y Export to XML i- 10 of 248 M 4Page ofzs b M
Product Entity Product Product Version Component Component Version
Endpaint-01 OfficeScan 108 Virus Pattern File 6.853.00
Endpoint 02 OfficeScan 105 Virus Pattern File 6.203.00
Endpoint-03 OfficeScan 105 Virus Pattern File 6.203.00
Endpoint05 OfficeScan 105 Virus Pattern File 6.203.00
Endpoint-07 OfficeScan 105 Virus Pattern File 6.203.00
Endpoint-11 OfficeScan 105 Virus Pattern File 6.203.00
Endpoint-13 OfficeScan 105 Virus Pattern File 6.335.00
Endpoint-1 7 OfficeScan 105 Virus Pattern File 6.203.00
Endpoint18 OfficeScan 105 Virus Pattern File 6.853.00
Endpoint-23 OfficeScan 105 Virus Pattern File 6.379.00
DNew Query| [yExport to CSV [ Export to XML 1100f248 W 4 Page|z  |ofzs b
Roves per page: [10 ]
[ save query settings__| [ Add To Search Result Folder |

The query results display which endpoints have out of date components and the
name of the components.

Display more results on a screen by selecting the number of rows that appear on a
screen.

Sort the columns by clicking on the column heading,
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Using Command Tracking

The Control Manager server maintains a record of all commands issued to managed
products and child servers. Commands refer to instructions given to managed products
or child server to perform specific tasks (for example, performing a component update).
Command Tracking allows you to monitor the progress of all commands.

For example, after issuing a Start Scan Now task, which can take several minutes to
complete, you can proceed with other tasks and then refer to Command Tracking later
for results.

The Command Tracking screen presents the following details in table format:

TABLE 4-2. Command Tracking Details

INFORMATION DESCRIPTION

Date/Time Issued The date and time when the Control Manager
server issued the command to the managed
product or child server

Command The type of command issued

Successful The number of managed products or child
servers that completed the command

Unsuccessful The number of managed products or child
servers unable to perform the command

In Progress The number of managed products or child
servers that currently perform the command

All The total number of managed products and
child servers to which Control Manager issued
the command

Clicking the available links in the Successful, Unsuccessful, In Progress, or All
column opens the Command Details screen.

Example: Chris wants to check the status on component updates to OfficeScan
Servers.

1. Log on to the Control Manager Web console as Chris.

2. Mouseover Administration on the main menu. A drop-down menu appears.
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3. Click Command Tracking from the menu. The Command Tracking screen
appears.

Updates Administration

Command Tracking Erefresh GJuelp
The list below shovs commands izzued in the lzst 24 hours.
Use Query to search commands issued earlier.

1-15 of 78 log(=) Next>> | Page: ’1—‘

Date/Time Issued Ci Successful Unsuccessful In Progress  All
8/4/2010 8:35:01 PM Scheduled Dovnload X 0 o ¥
8/4/2010 8107142 PM Deploy pattern files/cleanup templates 4 0 o 4
8/4/2010 8:07:42 PM Deploy pattern files/cleanup templates z 0 o z
8/4/2010 8:07:42 PM Deploy pattern files/cdeanup templates 2 0 o &
8/4/2010 8:07:42 PM Deploy pattern files/cdeanup templates X 0 o 1
8/4/2010 7:42:12 PM Deploy Anti-zpam rules E 0 o 4
8/4/2010 7:41:54 PM Deploy Anti-spam rules 0 4 0 4
8/4/2010 7:41:50 PM Deploy Anti-spam rules 1 3 o 4
8/4/2010 7:39:19 PM Deploy Anti-zpam rules 2 0 o 4
8/4/2010 7:12:13 PM Deploy Anti-spam rules = 0 0 E
8/4/2010 7:11:54 PM Deploy Anti-spam rules E a, o 4
8/4/2010 7:11:51 PM Deploy Anti-zpam rules z z o 4
8/4/2010 7:09:20 PM Deploy Anti-zpam rules ES 0 0 4
8/4/2010 6:42:11 PM Deploy Anti-spam rules a o o a
8/4/2010 6:41:54 PM Deploy Anti-zpam rules 5 3 o 4

Everything looks fine, but if there was a problem with one of the component
downloads Chris could check the command details.

Using Event Center

Alex wants to be notified if there is unusual activity on the ACME CO. network. She
decides to hold meetings with the other OfficeScan administrator’s to gather their input
before she puts a plan into action. After careful internal discussion Alex and the other
OfficeScan administrators are most concerned with the following:

¢ Outbreaks
*  Issues dealing with a security risk

*  Issues with OfficeScan and OfficeScan’s component updates
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In the future, she would also consider configuring special virus and spyware/grayware

alerts but for now Alex needs to configure the following notifications:

TABLE 4-3.

Alert Events Notifications

ALERT

DESCRIPTION

Virus outbreak alert

Alex can configure settings for what she con-
siders a serious enough outbreak before
sending a notification.

Virus found - first action
unsuccessful and second
action unavailable

Alex has a notification sent to all administra-
tors when OfficeScan detects a virus, but
OfficeScan is unable to handle the virus cor-
rectly.

Virus found - first and second
actions unsuccessful

Alex has a notification sent to all administra-
tors when OfficeScan detects a virus, but
OfficeScan is unable to handle the virus cor-
rectly.

Spyware/Grayware found -
further action required

Alex has a notification sent to all administra-
tors when OfficeScan detects spyware/gray-
ware, but OfficeScan is unable to handle the
virus correctly.

TABLE 4-4.

Update Events Notifications

UPDATE

DESCRIPTION

Scan engine update unsuc-
cessful

Pattern files/Cleanup tem-
plates update unsuccessful

For the ACME CO. network to remain pro-
tected, all components must be up-to-date.
Alex wants to be informed immediately when
an issue occurs while updating components.

4-35




Trend Micro™ Control Manager™ Tutorial

TABLE 4-5. Unusual Events Notifications

UNUSUAL DESCRIPTION

Real-time scan disabled For the ACME CO. network to remain pro-
tected, OfficeScan and Real-time Scan must
be working properly. Alex wants to be
informed immediately when an issue occurs
with OfficeScan or Real-time Scan.

Product service stopped

Configuring Event Notification Methods

Before anyone can receive notifications, Alex needs to configure the notification
methods for all notification types.

To configure notification method settings:

1. Log on to the Control Manager Web console as Alex.
2. Mouseover Administration on the main menu. A drop-down menu appears.

3. Mouscover Settings on the drop-down menu. A sub-menu appeats.

4-36



Monitoring the Control Manager Network

4. Click Event Center Settings from the sub-menu. The Event Center Settings
screen appears.

@ TREND. Control Managerﬂ Logged on ==: (3 OfficeScan_Alex /b Log off

Dashboard

Products | Services | Logs /Reports | Updates  Administration Help v License Informatio

Event Center Settings B ueip

SMTP Server Settings

Server FQDH or IP address=: | |

Sender emsil sddresst: [ I

Pager Settings

Bager oM port

SNMP Trap Settings

Community name*: [puslic ]

Server 1P address*: | ]

SysLog Settings

Server 1P address*: | |

Server port: [514 |

Trigger Application Settings

[] Use = zpecified user to trigger the application

User name™:

Password®: .

MSN™ Messenger Settings

MSH™ Messanger email address*: | |

Password* [eanees ]

[] cCennect using = proxy server

sostramas [ Jeem

For example, prexy.company.com or 10.21.254.30

5. Configure the notification method:
To set email notifications:
a.  On the working area under SMTP Server Settings, type the host name and
port number of the SMTP server in the fields provided. Use the fully qualified

domain name (FQDN) (example, proxy .company .com), or the IP address
of the SMTP server.
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b. Type the Control Manager Sender's email address. Control Manager will use
this address as the sender's address (a requirement for some SMTP servers).
To set pager notifications:

*  On the working area under Pager COM Port, sclect the appropriate COM
port from the list.

To set SNMP notifications:
a.  On the working area under SNMP Trap Settings, specify the Community
name.

b. Specify the SNMP trap server IP address.

To set syslog notifications:

a.  On the working area under Syslog Settings, type the host name and port
number of the syslog server in the fields provided. Use the fully qualified
domain name (FQDN) (example, proxy .company .com), or the IP address
of the syslog server.

b. Specify the facility for syslogs.

To trigger a specified application:

a.  On the working area under Trigger Application Settings, select Use a
specified user to trigger the application.

b. Type the user name and password of the user who triggers the specified
application.

To set MSN Messenger notifications:

a.  On the working area under MSN Messenger Settings, specify the MSN
Messenger email address. This is the user name in MSN Messenger.

b. Type the Net Passport email address password.

c. Ifyou use a proxy server to connect to the Internet, select Use a proxy server
to connect to MSN server.
i.  Specify the proxy server host name and port.
ii. Select the proxy server protocol—Socks 4 or Socks 5.
iii. Type the log on name and password used for proxy authentication.
Click Save.
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Configuring Notification Recipients and Testing
Notification Delivery

Once the notification methods for all notification types has been configured, Alex can
now configure the notifications that are required for ACME CO.s OfficeScan
administrators.

To configure the notification recipients and test notification delivery:

1.
2.
3.

Log on to the Control Manager Web console as Alex.
Mouseover Administration on the main menu. A drop-down menu appears.

Click Event Center from the drop-down menu. The Event Center screen appears.

@I‘,‘E'!E- . Control Manager* Logged on as: & Officascan_Alex @) Log off

Dashboard | Products | Services  Logs / Reports | Updates  Administration Help ~ License Information

Event Center B Hele

Configure the listed notifications to allow Control Manager to sutomatically contact you vith = methad of your preference when = specified event
occurs.

Event Category
“l Alert

Qutbreak Prevention Services

Vulnerability Assessment

Statistics

Update

Unusual

| Security violation
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4. Expand the Alert, Update, and Unusual Event Categories. All available
notifications for the categories display.

f¥) IRENR. | Control Manager® Logged on =s: @ OfficeScan_Alex &b Log off

Products Services Logs / Reports Administration Help v License Information

Event Center B Hele

Configure the listed notifications te allow Control Manager to sutomatically contact you vith @ method of your preference vhen = specified event
occurs.

Event Category

- Alert
Event Settings Recipients
Virus outbreak alert Settings | Redpients
Special virus alert Settings  Recipients
Special spyvare/grayware slert Settings  Recisisnts
Virus found - first action unsuccessful and second action unavailable Recipients
Virus found - first and second actions unsuccessful Recipients
Virus found - first action successful Recipients
Virus found - zecond action successful Recipients
Network virus alert Settings Recipients
Potantial vulnersbility sttack detectad Settings | Recipients
Spyware/Grayvare found - action successful Recipisnts
Spyvare/Grayvare found - further action required Redpients

*| Outbreak Prevention Services

*/ Vulnerability Assessment

*  Statistics

- uUpdate

[ Event Settings Recipients
[] Scan engine update unsuccessful Recipients
[] Scan engine update successful Recipients
[] e=ttern filez/Cleznup templates update unsuccessful Recipients
[ Pattem files/Cleanup templates update successful Recipients
[ anti-spam rule update unsuccessful Recipients
[] Anti-sp=m rule update successful

-/ Unusual

[ Event Settings Recipients
[] Reszl-time scan enabled Recipients
[] Real-time scan diszbled Recipients
[] eroduct service started Recipients
[ eroduct =ervice stopped Recipients

Security violation
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5. Click the Settings link for Virus outbreak alert. The Virus Outbreak Alert

Settings screen appears.

Logged on zs: (@ OfficeScan_Alex /& Log off

Logs / Reports || Updates| Administration Help

< License Information

Virus Outbreak Alert Settings

Alert Settings

Detections: instances
Computer or Users: computers or users

Period: hour(=)

6. Under Alert Settings, provide the following:
e Detections: 50
*  Computer or Users: 10
e  Period: 1 hour
This means that if there are 50 or more detections across 10 computers over the
course of an hour an alert is sent to all notification recipients.

7. Click Save. The Event Center screen appeats.
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8. Click the Recipients link for Virus outbreak alert. The Edit Recipients screen
appears.

f')II‘!EEE | Control Managerﬁ- Logged on =5: @ OfficeScan_Alex /& Log off
d [Logs/ Reports )| lUpdates)] Administration |LHelpl] - 7

Recipients

Select Users snd Groups:

Avzilsble Users and Groups Selected Users and Groups
--- Group List --- ~ --- Group List ---
OfficaSea — (=] |virus_Event
Unexpected_Event
Update_Event o --- User List ---
= User List -+
OfficeScan_alex o

Notification methods

# Email Notification

# [#] Windows Event Log Notification
[] SHMP Trap HNotification

5l [] pager Notification

il [] Trigger Application Metification

4 [[] MSH™ Messenger Notification

9. Under Recipients, add OfficeScan_Europe_Admins and
Control_Manager_Erin to the Selected Users and Groups list.

10. Under Notification methods, select and expand Email Notification, Windows
Event Log Notification, SNMP Trap Notification, and MSN™ Messenger
Notification.

11.  Add the following variables to the notification messages for Email Notification
and Windows Event Log Notification:

e %pname%: Managed product name

*  %entity%: Product Directory path of the managed product where an event
occurred

*  Y%computer%: Network name of the client machine where an event was
detected

12. Expand the notification method and provide a notification message in the
corresponding message fields.
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13. Click Test to verify delivery of the notifications.

14. Click Save. The Event Center screen appears.

15. Repeat steps 7 to 12 for the following:

Virus found - first action unsuccessful and second action unavailable
Virus found - first and second actions unsuccessful
Spywate/Grayware found - further action required

Scan engine update unsuccessful

Pattern files/Cleanup templates update unsuccessful

Real-time scan disabled

Product service stopped

Using Logs

Although Control Manager receives data from various log types, Control Manager now

allows users to query the log data directly from the Control Manager database. The user

can then specify filtering critetia to gather only the data they need.

Control Manager also introduces log aggregation. Log aggregation can improve query

performance and reduce the network bandwidth managed products require when

sending logs to Control Manager. However, this comes at a cost of lost data through

aggregation. Control Manager cannot query data that does not exist in the Control

Manager database.
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Co
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nfiguring Log Aggregation

Control Manager log aggregation provides a way for administrators to decrease the
impact that managed products have on network bandwidth. By configuring log
aggregation administrators can choose which log information managed products send
to Control Manager.

WARNING! Log aggregation comes at a cost. Information that managed products do
not send to Control Manager is lost. Control Manager cannot create
reports or queries for information the server does not have. This can raise
issues if information that seems unimportant, and managed products
drop, later becomes of critical importance with no way to recover the
dropped data.

Alex wants to check the information that she could potentially stop OfficeScan servers
from sending to Control Manager.

To configure log aggregation settings:
1. Log on to the Control Manager Web console as Alex.
2. Mouseover Logs/Reports. A drop-down menu appeats.

3. Mouscover Settings from the drop-down menu. A sub-menu appears.
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4. Click Log Aggregation from the sub-menu. The Log Aggregation Settings screen
appears.

@I‘?E'}‘E Control Manager™ Logged on 2=t {% OfficeScan_Alex /g Log off

v License Information

Products || Services | Logs / Reports | Updates

Edit Log Aggregation Rule Halp

[JEenzbls log zagregation

Log Aggregation Settings

Claar the check bowes for data that managed products will not ssnd to Control Manager.

5. Expand the Virus log list.

After viewing the list Alex decides she does not want to enable log aggregation. She
wants all information from OfficeScan sent to Control Manager.

6. Click Cancel.

Deleting Logs

Alex does not want to delete any logs for at least a year. By default, all logs are
configured for deletion within 45 to 90 days, which means that Alex needs to disable
automatic log deletion for all log types.
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Configuring Automatic Log Deletion Settings

The Log Maintenance screen provides two methods for deleting logs automatically:

* By number of logs (minimum: 30,000, maximum: 1,000,000, default: 1,000,000)

* By the age of logs (minimum: 1 day, maximum: 90 days, default: 45 to 90 days)
Purge offset specifies the number of logs Control Manager deletes when the number of
logs for a log type reaches the maximum. The default purge setting is 1000 for all log
types.

To configure purge log settings:

1. Log on to the Control Manager Web console as Alex.

2.  Mouseover Administration on the main menu. A drop-down menu appears.
3. Mouscover Settings. A sub-menu appeats.
4

. Click Log Maintenance from the submenu. The Log Maintenance screen appears.

f#) TREND. . Control Manager* Logged on ==+ @ OfficeScan_Alex G Log off

Updates Administration Help

Log Maintenance Baip

Maximum Log

=
o
2
=
=
3
2
o
=]

[

Log Name Purge Offset

Entries Age
Vinss/Spyvara/Grayvars log |[1000000 (8] fogs [ 1000 9] jog= [ 30 ] days old
securty oo (256050 ¥ logs (1505 %] loga (55 %] daye oid
Security violztion lag logs [1000  ¥logs el
Security complizncs lag logs log= days ald
sacicy statstc log (1200200 %) loge 1090 % las= |30 %) dae old
Nebwork reputation log logs logs S
Daskton spyvars/grayvars log logs [1000 ¥log= day= old
Firanall violation 12g (1200200 %) foge 1090 % las= |30 %) daye old
Server event log 1000000 [M] logs || 1000 (M| logs dayz old

5.  Clear the corresponding checkbox for all log types.
6. Click Save.
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Querying Log Data

Ad Hoc Queries provide administrators with a quick method to pull information
directly from the Control Manager database. The database contains all information
collected from all products registered to the Control Manager server (log aggregation
can affect the data available to query). Ad Hoc Queries provide a very powerful tool for
administrators.

While querying data, administrators can filter the query criteria so only the data they
need returns. Administrators can then export the data to CSV or XML format for
further analysis or save the query for future use. Control Manager also supports sharing
saved queries with other users so others can benefit from useful queries.

Completing an Ad Hoc query consists of the following process:

Step 1: Select the managed product or current Control Manager server for the query
Step 2: Select the data view to query

Step 3: Specify filtering criteria and the specific information that displays

Step 4: Save and complete the query

Step 5: Export the data to a CSV or XML file

Note: Control Manager supports sharing saved Ad Hoc Queries with other users. Saved and
shared queries appear on the Logs/Reports > Saved Ad Hoc Queries screen.

Understanding Data Views

A data view is a table consisting of clusters of related data cells. Data views provide the
foundation on which users perform Ad Hoc Queries to the Control Manager database.

Control Manager 5.5 allows direct queries to the Control Manager database. Data views
are available to Control Manager 5 report templates and to Ad Hoc Query requests.

Data views are tables filled with information. Each heading in a data view acts as a
column in a table. For example, the Virus/Malware Action/Result Summary data view
has the following headings:

e Action Result
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*  Action Taken

*  Unique Endpoints
*  Unique Sources

*  Detections

As a table, a data view takes the following form with potential subheadings under each
heading:

TABLE 4-2. Sample Data View

ACTION ACTION UNIQUE UNIQUE

RESULT TAKEN ENDPOINTS SOURCES DETECTIONS

This information is important to remember when specifying how data displays in a
report template.

Control Manager separates data views into two major categories: Product Information
and Security Threat Information. See Understanding Data Views on page A-2 for more
information about data views. The major categories separate further into several
subcategories, with the subcategories separated into summary information and detailed
information.

Product Information
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Product Information data views provide information about Control Manager, managed
products, components, and product licenses.

TABLE 4-3. Product Information Data Views

CATEGORY DESCRIPTION

Control Manager Infor- | Displays information about Control Manager user
mation access, Command Tracking information, and Control
Manager server events.
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TABLE 4-3. Product Information Data Views

CATEGORY

DESCRIPTION

Managed Product
Information

Displays status, detailed, and summary information
about managed products or managed product end-
points.

Component Informa-
tion

Displays status, detailed, and summary information
about out of date and up to date and component
deployment of managed product components.

License Information

Displays status, detailed, and summary information
about Control Manager and managed product license
information.

Security Threat Information

Displays information about security threats that managed products detect: viruses,

spywate/graywate, phishing sites, and more.

TABLE 4-4. Security Threat Information Data Views

CATEGORY

DESCRIPTION

Overall Threat Infor-
mation

Displays summary and statistical data about the overall
threat landscape of your network.

Virus/Malware Infor-
mation

Displays summary and detailed data about mal-
ware/viruses that managed products detect on your
network.

Spyware/Grayware
Information

Displays summary and detailed data about spy-
ware/grayware that managed products detect on your
network.

Content Violation
Information

Displays summary and detailed data about prohibited
content that managed products detect on your network.
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TABLE 4-4. Security Threat Information Data Views

CATEGORY

DESCRIPTION

Spam Violation Infor-
mation

Displays summary and detailed data about spam that
managed products detect on your network.

Web Violation Infor-
mation

Displays summary and detailed data about Internet vio-
lations that managed products detect on your network.

Policy/Rule Violation
Information

Displays summary and detailed data about policy/rule
violations that managed products detect on your net-
work.

Suspicious Threat
Information

Displays summary and detailed data about suspicious
activity that managed products detect on your network.

Note: For more information about the available data views Control Manager supports, see
Understanding Data 1 7ews on page A-2.

Data View Terminology

Control Manager uses the following terms in data views, returned queries, and generated

thOftS.

TABLE 4-6. Data View Terminology

DATA DESCRIPTION
Endpoint Displays the IP address or host name of a
computer.
IP Displays the IP address of a computer.
Port Displays the port number of an computer.
MAC Displays the MAC address of an computer.
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TABLE 4-6. Data View Terminology

DATA

DESCRIPTION

Product

Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product Host

Displays the host name of the server on which
the managed product installs.

Product IP

Displays the IP address of the server on which
the managed product installs.

Product MAC

Displays the MAC address of the server on
which the managed product installs.

Product Version

Displays the managed product's version num-
ber. Example: OfficeScan 10.0, Control Man-
ager 5.0

Source Host

Displays the IP address or host name of the
computer where security threats originate.

Source IP

Displays the IP address of the computer
where security threats originate.

Source Port

Displays the port number of the computer
where security threats originate.

Source MAC

Displays the MAC address of the computer
where security threats originate.

Unique Endpoints

Displays the number of unique computers
affected by security threats.

Example: OfficeScan detects 10 virus
instances of the same virus on 3 different
computers.

Unique Endpoints = 3
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TABLE 4-6. Data View Terminology

DATA

DESCRIPTION

Unique Sources

Displays the number of unique infection
sources where security threats originate.

Example: OfficeScan detects 10 virus
instances of the same virus originating from 2
infection sources.

Unique Sources = 2

Unique Senders/Users

Displays the number of unique email message
addresses or users sending content that vio-
lates managed product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy coming
from 3 computers.

Unique Senders/Users = 3

Unique Recipients

Displays the number of unique email message
recipients receiving content that violate man-
aged product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy on 2 com-
puters.

Unique Recipients = 2

Unique Detections

Displays the number of unique virus/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Unique Detections = 1

Detections

Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10
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Create a New Ad Hoc Query

Chtis wants to seatch for detailed data about spywate/graywate instances on the
network, but COOKIES are grouped in to this category. Chris wants to filter the query
results so that it contains data about all spyware/grayware detected by the OfficeScan

servers he is responsible for, without any data about COOKIES. Chris also only wants

to see spywate/graywate that requires further action (OfficeScan was not able to clean)

on his part.

1. Log on to the Control Manager Web console as Chris.

2. Mouseover Logs/Repotts on the main menu. A drop-down menu appeats.

3. Click New Ad Hoc Query from the drop-down menu. The Ad Hoc Query Step 1:

Data Scope screen appears.

From the Data Scope screen you select the network protection category, by
selecting the managed product or directory from the Product Directory.

F’.)I‘.‘E"E | Control Manager* Logged on 2=t {} OfficeScan_Chris 3 Loc off

Dashboard | Products | Services  Logs / Reports | Updates  Administration [

Ad Hoc Query Ha\p
¥ Step 1: Data Scope Step 2 Step 3

Available Products

() select Contral Manager
@ select Product Tra=
|2 [Jparent_Tmcm
%0 Dcascading Folder
=0 Local Folder
B | offcescan Servers

=0 | Jrurope
= England

Step 1: Specify the origin of the information:

1.

From the New Ad Hoc Query screen, select Select Product Tree.

Chris has access to all managed products under the OfficeScan Servers > Europe
> England folder (OfficeScan servers EN-OFFICESCAN_01,
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EN-OFFICESCAN_02, and EN-OFFICESCAN_03). He does not have access to
information from any other sources.

Chris can only choose Select Product Tree even though there are two choices
available:

*  Select Control Manager: Specifies that information originates from the
Control Manager server to which the user is currently logged on.

Specifying this option disables the Product Tree, because the information only
comes from the Control Manager server to which the user is logged on.

*  Select Product Tree: Specifies that information originates from the managed
products the Control Manager server manages.

After specifying this option, the user must then select the managed
products/ditectoties from Product Ttree from which the information originates.

Expand the Product Directory and select England.

@I‘.‘E"E | Control Manager* Logged on 2=t {} OfficeScan_Chris 3 Loc off

Dashboard  Products  Services  Logs / Reports  Updates  Administration  Help

Ad Hoc Query Ha\p
¥ Step 1: Data Scope Step 2 Step 3

Available Products

(O select Control Mznzger
& select Product Tre=
|2 [JParent_TMcm
&] = Dcascadmg Folder
E =] Local Folder
EMD | offcescan Servers

B [ewope
2| Mengiand
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3. Click Next. The Select Data View screen appears.

f¥)TREND | Control Manager®

Products | Services  Logs / Reports | Updates | Administration

Logged on ==s: @@ admin & Log off

< License Information

Ad Hoc Query

B e

Step 1 »»>» Step 2: Data View » > Step 3

Available Data Views

Select the dats view:
{3 Product Information
{2 security Threat Information

Step 2: Specify the data view for the query:

1. Expand the Available Data Views list to Security Threat Information >
Spyware/Grayware Information > Detailed Information and select Detailed
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Spyware/Grayware Information. For mote information on data views, see
Understanding Data 177ews on page A-2.

@ I'.‘E’,‘,‘E Control Manager’ﬁ Logged on ==: @@ OfficeScan_Chris /& Log off

Services  Logs /[ Reports | Updates | Administration = Help + License Information

Ad Hoc Query B etp

Step 1 »»» Step 2: Data View 53> Step 3

Available Data Views

Select the data view
-3 Product Information
B3 security Threat Information
-3 VirusMalware Tnformation
-3 Spyware/Grayware Information
{22 summary Information =
B2 Detailed Information
B ‘ (%) Detailed Spyware/Grayware Information
@ (9] Endpoaint Spyware fGrayware
2 Oweb Spyware/Grayware
B2 Oemal Spyware /Grayware
2 O Nebwork Sovnece ioavae 4

zncel

|
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Click Next. The Query Criteria screen appears.

Control Manager™ \oagedianasy ) Offcatoan Cheis . B tos off

Dashboard | Products  Services  Logs / Reports  Updates = Administration = Help < License Information

Ad Hoc Query B e

Step 1 »»» Step 2 »3» Step 3: Query Criteria

Result Display Settings
Selected View: Detailed Spyware/Grayware Information Change column display

Criteria Settings

'~ Required criteria

is equal to < [an v

Custom criteria

Match: | All of the criteria ¥

Hote: Celumns marked with asterisk (*) can be selected to filter dats only once.

[Entry Type v [i= 2qualts ¥ [am v

Save Query Settings

[[] save this query to the saved Ad Hoc Queries list.

Query Name:
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Step 3: Specify filtering criteria and the display sequence:
1. Specify the display and sequence for the information the query returns.

a. Click Change column display. The Select Display Sequence screen appears.

@I‘EE'},‘E . Control Manager® Logged on as: @ OfficeScan_Chris @ Log off

Logs / Reports Updates Administration Help v License Information
Select Display Sequence B e
Sequence

Select fislds to display on the results:

Available Fields Selected Fields

Generated

Product Entity/Endpoint
Product/Endpoint 1P
Product/Endpoint MAC
Managing Server Entity

Spyvare/Grayvare
Erdnaiat

Source Host

Action

Detections

Entry Type

Detailed Information

b. Remove the following from the Selected Fields list:

*  Received: Chris only needs one value for time
*  User: The network uses the user name in the host name for the computer

*  Product: All products under the OfficeScan Server folder are OfficeScan
servers

*  Result: Chris will filter his results to only include entries that require
further action
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c. Click Back. The Query Criteria screen appears.

f¥)IREND. | Control Manager™ Logged on 3s: @ Officescan_chris @ Log off

Updates Administration Help ~ License Information

Ad Hoc Query B Help

Step 1 »»» Step 2 »3» Step 3: Query Criteria

Result Display Settings

Selected Viev: Detailed Spyware/Grayvare Information Change column display

Criteria Settings

Required criteria

is equal to ¥| [won-cookie types ¥

Custom criteria

Match: |2l of the criteria ¥

Hots: Columns marked with asterisk (*) can be selectad to filter datz only once.

[Result v| [i=equalte ¥|  [Further action requir=d ¥ =

Save Query Settings

Save this query to the saved Ad Hoc Queries list.

Query Nams: |OfficeScan Spyvare/Grayvare (Mo Cockies) Detail

2.  Specify the filtering criteria:
Required Criteria:
d. Specify the following filtering criteria:
*  Security Threat Type > is equal to > Non-cookie types
Custom Criteria:

a. Sclect Enable custom criteria under Criteria Settings on the Query Criteria
screen.

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.
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b. Chris wants to match all filter criteria for the query. He has two options

*  Any of the criteria: Acts as a logical OR function for the criteria. That
means data returns if it matches any of the specified filtering criteria.

e All of the criteria: Acts as a logical AND function for the criteria. That
means data returns only if it matches all of the specified filtering criteria.

Select All of the criteria from the Match criteria from the drop-down list.
c. Specify the following filtering criteria:

*  Result > is equal to > Further action required

Note:  You can add up to 20 filter criteria for each data view.

Step 4: Save and complete the query:

1.

2.

Click Save this query to the saved Ad Hoc Queries list under Save Query
Settings to save the Ad Hoc query.

Specify the following name in the Query Name field:
*  OfficeScan Spyware/Grayware (No Cookies) Detailed Information

Note: Control Manager supports sharing saved Ad Hoc Queries with other users. Saved
Queries appear on the Logs/Reports > My Reports screen.

Click Query. The Results screen appears displaying the results of the query.

f#) TREND.  Control Manager* tochedloniasi @ Ofhcascan chrmt B 1ag

Logs / Reports : T Infor

Ad Hoc Query Results Refresh [E3 Help

View nams: Detailed Spyvare/ Grayvars Information

JDMer: Query [¢Export to CSV [yRExport to XML

Generated Product Entity/Endpoint  Product/Endpoint IP Product/Endpoint MAC Manaaging Server Entity  Spyvware/Gravware En
08/05/2010 ;
12:52:03  Endpoint-01 EH-OfficeScan_01 Advare BHOT.QuickSearch
PM h

08/05/2010 ™
01:49:38  Endpoint-249 EH-O 102 CRCK KEYGEN i

BM
Pien Query [ Export to CSV g5 Export to XML

((<Back [ Save query settings ]
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For more detailed information about a given item, click the underlined link for the
item.

Step 5: Export the query results to CSV or XML.:
1. A TFile Download dialog box appears after clicking one of the following:
*  Export to CSV: Exports the query results to CSV format.
*  Export to XML: Exports the query results to XML format.
2. Complete one of the following:
*  Click Open to view the query results immediately in CSV or XML format.
*  Click Save. A Save As dialog box appears. Specify the location to save the file.

Working With Saved and Shared Ad Hoc Queries

Control Manager supports saving an Ad Hoc query a user creates. Saved Ad Hoc queries
appeart on the Logs/Reports > Saved Ad Hoc Queties screen. The Saved Ad Hoc
Queries screen contains two tabs: My Queries and Available Queries.

The My Queries section of the Saved Ad Hoc Queries screen displays all Ad Hoc
Queries the logged on user created. From the My Queries screen, the user can add, edit,
view, delete, export, and share/unshare queries. Sharing saved queties makes the queries
available to other users.

Note: Control Manager access control, provided by the user account and user type, restricts
the information to which a user has access. This means that even though all users can
view shared queries, access control limits the effectiveness of the query.

Editing Saved Ad Hoc Queries

Control Manager supports modifying saved Ad Hoc queries from the My Queries tab of
the Saved Ad Hoc Queries screen. Modifying a saved Ad Hoc query requires the
following steps:

Step 1: Select the managed product or current Control Manager server for the query
Step 2: Select the Data View to query

Step 3: Specify filtering criteria, and the specific information that displays
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Step 4: Save and complete the query
Step 5: Export the data to CSV or XML

Chris decides that the original Ad Hoc Query still has too much information displaying
when a query returns. He decides to further reduce the number of columns in the query
and the order that information displays in the returned query.

1. Log on to the Control Manager Web console as Chris.
2. Mouseover Logs/Reportts on the main menu. A drop-down menu appeats.
3. Click Saved Ad Hoc Queries. The Saved Ad Hoc Queries screen appears.

@Il}gl!lg_ | Control Manager Logged an as: @ Officascan_chris &b tog off

Products || Services | Logs / Reports | Updates || Administration || Help 4 License Information

Saved Ad Hoc Queries Help

My Queries H Available Queries |

[Eaacd fifDalats [37 oot to CSV [ Exaort to XML [Gg,Share [fgpunshare 1-10f 1 I {Page |17 of1 b M

] Name View Result Shared

[] officeScan Sovwere/Gravwars (Ne Cookies) Dstsiled Information iew

[E2acd ffifDelats (49 Exoert to CSV = Exaort to XML @5,Share (@ Uinshare 1-10f1 M4 DEQE of1 b M
Rove ot ot 20 Bl
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4. Click OfficeScan Spyware/Grayware (No Cookies) Detailed Information.
The Select Product Tree screen appears.

@ TREND, ! Control Manager™ Logged on 2=t {} OfficeScan_Chris 3 Loc off

Logs / Reports Updates Administration Help v License Information

Ad Hoc Query HElp
» Step 1: Data Scope » Step 2 y Step 3

Available Products

(O select Control Mznzger

@ select Product Tre=
|2 Oparent_Mcm
= Dcascadmg Folder
S =] Local Folder
EMD | offcescan Servers
D [ewepe
=]
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Step 1: Specify the origin of the information:

Chris does not need to change the source of the information

1. Click Next. The Select Data View screen appears.

f®)1Rene. . Control Manager™

Logged on ==: @ OfficeScan_Chris /& Log off

Products)|Semiicesl| Logs / Reports  [Updates

Administration Help

+ License Information
Ad Hoc Query

B vep

Step 1 »»» Step 2: Data View > Step 3

Available Data Views

Select the data view
{3 Product Information
E-{C3) Security Threat Information
{3 virusMalware Information
-3 Spyware Grayware Information
{3 summary Information
E-{C3) Detsiled Information

3

= | @ Detaiied spynareGraynsre Information
O Endpoint Spyware [Grayware q
2 Owen Spyware/Grayware

& O Email Spyware /Grayware
e

hetvenrk Smvwars iGravuare h?
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Step 2: Specify a data view for the query:

Chris does not need to change the data view for the query.

1. Click Next. The Query criteria screen appears.

6 TEEND. Control Managel"" Logged on ==: (& OfficeScan_Chris /g Log off

Products | Services  Logs/ Reports | Updates | Administration | Help < License Information

Ad Hoc Query B ueip

Step 1 35 Step 2 »3» Step 3: Query Criteria

Result Display Settings
Selected View: Detailed Spyware/Grayware Information Change column display

Criteria Settings

Required criteria

Security Threat Type is equal to v| [Hen-cookie types v

Custom criteria

Matcht | All of the criteria |

Hots: Columns marked with asterisk (%) can be selectad to filter dats only oncs.

[Result | [iz squalte v| [Further action requirsd (¥

Save Query Settings

Save this query to the saved Ad Hoc Queries list.

Query Name: |OfficeScan Spyvare/Grayvare (No Cookies) Detail
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Step 3: Specify filtering criteria and the display sequence:

Chris wants to display less information from the returned query and to change the
sequence that the information displays.
1. Specify the display and sequence for the information the query returns:

a. Click Change column display. The Select Display Sequence screen appears.

f')I?E'.‘,‘E i Control Manager™ Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Dashboard  Products = Services  Logs / Reports Updates  Administration  Help

Select Display Sequence HeLp

Sequence

Salsct fislds to diszlay on ths rasults:

Available Fields Selected Fields
Received Generated

Product Managing Server Entity
User Broduct Entity/Endpoint
Result Product/Endpoint 1P
Product/Endpoint MAC

Spyvare/Grayvare
=]l endpoint

Action

Detections

Entry Type

Detailed Information

b. Remove the following from the Selected Fields list:
*  Source Host
c. Change the order of the columns to the following:
*  Generated
* Managing Server Entity
*  Product Enity/Endpoint
*  Product Enity/Endpoint IP
*  Product Enity/Endpoint MAC
*  Spyware/Grayware
*  Endpoint
e Action
*  Detections

*  Entry Type
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*  Detailed Information
d. Click Back. The Query Criteria screen appears.
2. Chris does not want to change the filtering criteria for the query.

Step 4: Save and complete the query:

Chris does not need to change the save settings.

Note: Control Manager supports sharing saved Ad Hoc Queries with other users. Saved
Queties appear on the Logs/Reports > My Reports screen.

1. Click Query. The Results screen appears displaying the results of the query.

f')l’ﬁ!gl}l} Control Managerﬂ Logged on as: @ OfficeScan_Chris /& Log off
Dashboard | Products | Services | logs / Reports | Updates = Administration | Help

Ad Hoc Query Results B3 Refresh Help

View nama: Dstailed Spyvare/ Graywars Information

pmew Query [ Expert to CSV [ Export to XML

Generated Managing Server Entity  Product Entity/Endpoint  Product/Endpoint IP Product/Endpoint MAC Spyware/Gravware En
08/05/2010 2=
12:52:02  EH-OfficeScan_01 Endpaint-0 Advare BHOT.QuickSearch |,
PM &

08/05/2010 ™
01:43:38  EH-OfficeScan_02 Endpoint 243 CRCK KEYGEN e
FM

e Query [3FExzort to CSV [ Expart to XML

((<Back ][ Save query ssttings |

Step 5: Export the query results to CSV or XML.:
1. A Tile Download dialog box appears after clicking one of the following:
*  Export to CSV: Exports the query results to CSV format.
*  Export to XML: Exports the query results to XML format.
2. Complete one of the following:
*  Click Open to view the query results immediately in CSV or XML format.
*  Click Save. A Save As dialog box appears. Specify the location to save the file.
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Sharing Saved Ad Hoc Queries

After modifying the Ad Hoc Query, Chris thinks that this query might be useful to other
people, so he decides to share the query.

Note: Shared queries allow everyone with access to Control Manager to use the query.
However, a user’s access privileges prevent the user from using a saved query to
gather information on parts of the Control Manager network that they do not have
rights to access.

To share a saved Ad Hoc query:

1. Log on to the Control Manager Web console as Chris.
2. Mousecover Logs/Reports. A drop-down menu appeats.
3. Click Saved Ad Hoc Queries. The Saved Ad Hoc Queries screen appears.

”)I?E'}‘E Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Updates Administration Help

Saved Ad Hoc Queries B e

My Queries | Available Queries |

[E2acd ffifDelete [47Export to CSV [y Export to XML [E3,5hare (g Unshare Pt 14 (eage i—‘ ‘oF Lhm
] Name View Result Shared
E OfficeScan Spyware/Grayware (Ho Cookies) Detailed Information View
[E8add fiD=l=te [37] Bxport to CEV [y Export to XML%share&Unshare 1t ef A Page of 1 bM
Rovs per page: | 10 (%

4. Click the check box beside OfficeScan Spyware/Grayware (No COOKIES)
Detailed Information.
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5. Click Share. An icon appears in the Shared column for the saved Ad Hoc query.

@I‘?E'}‘E Control Manager™ Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Products | Services  Logs / Reports | Updates | Administration | Help < License Information

Saved Ad Hoc Queries Help

My Queries H Available Queries |

[E#cd ffjpelate [ Bxport to CSV [iExport to XML [Bg,Shars [@gUnshars Tt 14 page Sfi b H

] Name View Result Shared

[] | CfficeScan Sovwsre/Grayware (Ho Cookies) Detailed Information View &

[E8add ffjDel=te [37] Export to CSV [ Export to XML%Ehare&Unshare TR page o1 FoM
Rovs per paget | 10 (%

Working With Shared Ad Hoc Queries

After creating an Ad Hoc query, a user can share the query with other users. All shared
queries from all users appear on the Available Queries tab of the Saved Ad Hoc Queries
screen. Users can view, and export shared queries.

Blair receives an email from Chris about a new query that Blair may be able to use. Blair
decides to have a look at the query Chris created.
To access Available Queries:

1. Log on to the Control Manager Web console as Blair.
2. Mouseover Logs/Reports. A drop-down menu appeats.

3. Click Saved Ad Hoc Queries. The Saved Ad Hoc Queries screen appears.

@I',‘E'!E Control Manager Logged on 2s: { OfficaScan_Blair (g Log off

Services | Logs / Reports | Updates | Administration || Help ~ License Information

Saved Ad Hoc Queries B ueip

My Queries H Available Queries |

[E22cd fjDelete sort te CSV [ Export to XML [E5,Share (HgUnshare 0-Dofa M 4 DEQED of0 b M
] Name View Result Shared
[f8acd [foelete [3i xoort to C=V [y Export to Xi1L gSnars Egglnznars L
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4. Click Available Queries. The Available Queries tab appears.

@IEE'}‘E . Control Manager® Logged on 2=t {% OfficeScan_Blair /g Log off

Dashboard Services | Logs / Reports | Updates | Administration

~ License Information

Saved Ad Hoc Queries B e

My Queries Available Queries

[ Export to €SV [ Excport to XML

1-10f L M 4Page cf1 b H
] Name View Result Owner
[ | OfficaScan Spyvars/Grayvars (Ho Cookies) Datailed Infarmation i P

[ Export to CSV [ Export ta XML 1otafl Wt page

of L P H

Rows per page:

5. Click View to look at the query.

f®) 1ReND | Control Manager™ Eonged i B e e v

Products | Services | Logs / Reports | Updates || Administration | Help

4 License Information

Ad Hoc Query Results

Refresh [ Help

View name: Detailed Spyvare/Grayware Information

JDtiew Query | [3Export to CSV [3RExport to XML

Generated Managing Server Entity  Product Entitv/Endpoint  Product/Endpoint IP_ Product/Endpoint MAC Spyware/Gravware En

08/05/2010 oH
12:52:03 EH-01 _01 Endpoint-01 Advars BHOT.QuickSesrch 2|
B

08/05/2010 . o
01:49:38 EH _02 Endpaint-245 . ® CRCK KEYGEN 1
PMm

VI

pNew Query [37Export to CSV

Export to XML

((<Back ][ Save query settings ]
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Working With Reports

Understanding Control Manager Report Templates

A report template outlines the look and feel of Control Manager reports. Control

Manager categorizes report templates according to the following types:

Control Manager 5 templates: User-defined customized report templates that use
direct database queries (database views) and report template elements
(charts/graphs/tables). Usets have greater flexibility specifying the data that appears
in their reports compared to report templates from previous Control Manager
versions. For more information on Control Manager 5 templates, see the Contro/
Manager Administrator’s Guide.

Control Manager 3 templates: Includes all templates provided in Control
Manager 3.0 and Control Manager 3.5. For more information on Control Manager 3
templates, see the Control Manager Administrators Guide.

Adding Control Manager 5 Report Templates

Control Manager 5 templates allow greater flexibility for report generation than

previous versions of Control Manager templates. Control Manager 5 templates directly

access the Control Manager database, providing users the opportunity to create reports
based on any information the Control Manager database contains.

Adding a Control Manager 5 custom template requires the following steps:

R e

Access the Add Report Template screen and name the template.

Specify the template component to add to the report template.

Specify the data view for the template.

Specify the query criteria for the template.

Specify the data to appear in the report and the order in which the data appears.

Complete report template creation.
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Modifying an Existing Template

4-72

Chris wants to create a report for spyware/grayware detected by his OfficeScan servers.

He does not want COOIKES included in the report. Instead of creating a new report,

he would like to modify one of the existing reports Control Manager has available.

To add a Control Manager 5 report template from an existing template:

Step 1: Access the Add Report Template screen and name the template:

1.
2.
3.

4.

Log on to the Control Manager Web console as Chris.
Mouseover Logs/Reports. A drop-down menu appeats.

Click Report Templates from the menu. The Report Templates screen appeats.

em
22Z
o

o Control Manager“' Logged on zs: (@ OfficeScan_Chris /& Log off

‘Dashboard ||['Prodiicts || 'Services || Logs / Reports [[lipdates |

Report Templates B vep

[E8add [#]copy ffjDelet= i-Bof8 M 4page |1 |aferm

[ Name Description Creator Last editor Latest updated date Subscribed Subscriptions

[] TM-Content Vielstion Detection Summar. System  System 08/03/2010 04:28 PM |0

apEc d Product Connection/Component S vt e

[ IM-Oversll Threst Summary System  System 08/03/2010 04:28 PM |0

[] IM-Spam Detection Summary System | System 08/03/2010 04:28 PM |0

[] IM-Sowvere/Grsyvere Detection Summary System | System 08/03/2010 04:i28 PM |0

[[] ImM-Suspicicus Threat Detection Summary System  System 08/03/2010 04:28 PM | O

[ | TM-virus/Malvere Detection Summary System | System 08/03/2010 04:28 BPM |0

[]  Tm-web violation Detection Summar System  System 08/03/2010 04:28 PM | O

[Eadd [B]copy ffjDelote 1BcfaMAPagell  |ofir M
Rows per page: | 10 ¥

Select TM-Spyware/Grayware Detection Summary.
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5. Click Copy. Copy of TM-Spyware/Grayware Detection Summary appears in

the Report Templates list.

f) TREND

b Control Manager™

Dashboard || Products | Services | Logs / Reports | Updates

Logged on as: @@ OfficeScan_Chris & Log off

Administration

Help

~ License Information

Report Templates

[Egadd [#lcopy ffiDelate 1-50f5 M dPags 2 cf1 b M
] Name Description  Creator Last editor Latest updated date Subscribed Subscriptions
[ Seeuof TH-soviare/Gravssrs Detection OFtascin. CHie: | reis . a

Summary
[] TM-Content Violation Detection Summar System System 08/03/2010 04:28 PM |0

TM-Managed Product : 3 . 5
] TE Manemed Poduil e System System 08/03/2010 04128 PM |0
[] IM-Oversll Threst Summary System System 08/03/2010 04:28 PM |0
[] TM-Spam Detection Summary System System 08/03/2010 04:28 PM |0

it

[] DM-Seyrare/Grayvare Detection System System 08/03/2010 04:28 PM O

Summary
[] IM-Suspicious Threst Detsction Summsr, System System 08/03/2010 04:28 PM [0
[] IM-Virus/Malvers Detection Sumnmary System System 08/03/2010 04:28 PM |0
[] Im-web violation Detection Summary System System 08/03/2010 04:28 PM |0
[Eadd []copy fjDelete 1-5 of 3 M 4 Page of 1 b H

Rows per pagei
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6. Click Copy of TM-Spyware/Grayware Detection Summary. The Edit Report
Template screen appears.

@I’.‘E"E 1 Control Manager™ Logged on 2=t {} OfficeScan_Chris 3 Loc off
Dashboard ‘ Products || Services | Logs / Reports | Uipdates ~ License Information

Edit Report Template [Z B
Template Content
Name*: Copy of TM-Spyvare/Grayvars Detection

Description

Working Panel

Available elements

[ Inzert page bresk sbove ] Static Text

Line Chart Edit Del

Lins Chart Giid Table

Temporary storage

Spyware/Graywar..,

Delete this row

--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove

Line Chart Edit Del

Unique Spyware/...

E3

7. Type the following in the Name field:
OfficeScan Spyware/Grayware Detection Summary
8. Type the following in the Description field:

This template generates reports on all spywate/grayware, with the exception
of COOKIES, that OfficeScan servers detect.
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Edit the Report Template Element
Step 1: Edit the Spyware/Grayware Detection Grouped by Day line chart:

1. Click Edit on the Spywate/Graywatre Detection Grouped by Day line chart. The
Edit Line Chart screen appears.

Logged on ==: @ OfficeScan_Chris /g Log off

f¥) IREND | Control Manager®
Dashboard I Products Services Logs / Reports Updates Administration Help + License Information
Edit Line Chart Erele
» Step 1 : Data View Step 2 Step 3
Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{22 virusMalware Information
B2 Spyware/Grayware Information
(1 £3) Summary Information
LB Ooveral Spyware/Grayware Summary

|

(O spyware/Grayware Source Summary

& OEndpoint Spyware[Grayware Summary

= (& Spyware Grayware Detection Over Time Summary
| B2 O spyware/Grayware Acton/Restit Summary
.75 Detailed Tnfacmation

*An asterisk (*) indicates all report data containing Contral Manager-specific and License-spedific information, generates using data from

Parent TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Spyware/Grayware Detection Over Time Summary

Criteria Settings

Required criteria

is squal to v [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his line chatt for spyware/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure settings for the Spyware/Grayware Detection Grouped by Day
line chart settings:

1. Click Next. The Edit Line Chart > Step 3 Specify Design screen appeats.

@I'?E'!E | Control Manager® Logged on 2= {3 OfficeScan_Chris /@ Log off

Services | Logs / Reports | Updates | Administration || Help v License Information

Edit Line Chart (2

Drag and drop the fields in the Available Ficld ares to the Data Field, Series Field, or Category Field areas to create your report template.

Step 1 2»> Step 2 33> Step 3 : Specify Design

n=me*: |OfficeScan Spyware/Grayware Detection Summary

Data Field Series Field Drag Available Fields

Detections Drop Sseiss Fisld Hers STy
Unique Detections
Unique Endpoints
Unique Sources

Detections.

Summary Time

Data Properties

Value label:  [Number of Detsctions

Category Properties

Label name: [Date

sroup by : [y ]

Series Properties

Lzbel name:

Chtis does not want to modify any of the settings for the Spyware/Grayware
Detection Grouped by Day line chart.
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Click Save. The Add Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Unique Spyware/Grayware Count Grouped by Day line chart:

1. Click Edit on the Unique Spywate/Grayware Count Grouped by Day line chatt.
The Edit Line Chart screen appears.

Logged on ==: @ OfficeScan_Chris /g Log off

f¥) IREND | Control Manager®
Dashboard I Products Services Logs / Reports Updates Administration Help + License Information
Edit Line Chart Erele
» Step 1 : Data View Step 2 Step 3
Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{22 virusMalware Information
B2 Spyware/Grayware Information
(1 £3) Summary Information
LB Ooveral Spyware/Grayware Summary

|

(O spyware/Grayware Source Summary

& OEndpoint Spyware[Grayware Summary

= (& Spyware Grayware Detection Over Time Summary
| B2 O spyware/Grayware Acton/Restit Summary
.75 Detailed Tnfacmation

*An asterisk (*) indicates all report data containing Contral Manager-specific and License-spedific information, generates using data from

Parent TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Spyware/Grayware Detection Over Time Summary

Criteria Settings

Required criteria

is squal to v [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his line chatt for spyware/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types

4-80



Monitoring the Control Manager Network

Step 3: Configure settings for the Unique Spyware/Grayware Count Grouped by
Day line chart settings:

1. Click Next. The Edit Line Chart > Step 3 Specify Design screen appeats.

@I‘?EEE | Control Manager® Logged on 2= {3 OfficeScan_Chris /@ Log off

Products | Services = Logs / Reports | Updates | Administration = Help v License Information

Edit Line Chart (2

Drag and drop the fields in the Available Ficld ares to the Data Field, Series Field, or Category Field areas to create your report template.

Step 1 2»> Step 2 33> Step 3 : Specify Design

Hame*: |Unigue Spyware/Grayware Count Grouped by Day

Data Field Series Field Drag Available Fields

Unique Detections Drop Sseiss Fisld Hers STy
Unique Detections
Unique Endpoints
Unique Sources

Detections.

Summary Time

Data Properties

Value lsbel:  [Number of Spyvars/Grayvare Found

Category Properties

Label name: [Date

sroup by : [y ]

Series Properties

Lzbel name:

[ |

Chris does not want to modify any of the settings for the Unique
Spywate/Grayware Count Grouped by Day line chatt.
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Spyware/Grayware Source Count Grouped by Day line chart:

1. Click Edit on the Spywate/Graywate Source Count Grouped by Day line chart.
The Edit Line Chart screen appears.

Logged on ==: @ OfficeScan_Chris /g Log off

f¥) IREND | Control Manager®
Dashboard I Products Services Logs / Reports Updates Administration Help + License Information
Edit Line Chart Erele
» Step 1 : Data View Step 2 Step 3
Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{22 virusMalware Information
B2 Spyware/Grayware Information
(1 £3) Summary Information
LB Ooveral Spyware/Grayware Summary

|

(O spyware/Grayware Source Summary

& OEndpoint Spyware[Grayware Summary

= (& Spyware Grayware Detection Over Time Summary
| B2 O spyware/Grayware Acton/Restit Summary
.75 Detailed Tnfacmation

*An asterisk (*) indicates all report data containing Contral Manager-specific and License-spedific information, generates using data from

Parent TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Spyware/Grayware Detection Over Time Summary

Criteria Settings

Required criteria

is squal to v [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his line chatt for spyware/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure settings for the Spyware/Grayware Source Count Grouped by
Day line chart settings:

1. Click Next. The Edit Line Chart > Step 3 Specify Design screen appeats.

@I‘?EEE | Control Manager® Logged on 2= {3 OfficeScan_Chris /@ Log off

Products | Services = Logs / Reports | Updates | Administration = Help v License Information

Edit Line Chart (2

Drag and drop the fields in the Available Ficld ares to the Data Field, Series Field, or Category Field areas to create your report template.

Step 1 2»> Step 2 33> Step 3 : Specify Design

Hame*: |Spywara/Graywara Source Count Grouped by Day

Data Field Series Field Drag Available Fields

Unique Ssurces Drop Sseiss Fisld Hers STy
Unique Detections
Unique Endpoints
Unique Sources

Detections.

Summary Time

Data Properties

Value label:  [Number of Spyvars/Grayvare Sources

Category Properties

Label name: [Date

sroup by : [y ]

Series Properties

Lzbel name:

[ |

Chtis does not want to modify any of the settings for the Spyware/Grayware
Source Count Grouped by Day line chart.
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Spyware/Grayware Destination Count Grouped by Day line
chart:

1.

Click Edit on the Spyware/Graywate Destination Count Grouped by Day line
chart. The Edit Line Chart screen appears.

Logged on zs: @@ OfficeScan_Chris /& Log off

8 Control Manager

Products  Services Logs / Reports Updates Administration Help v License Information
Edit Line Chart Enen
* Step 1 : Data View » Step2 »»> Step 3
Data Views
Selact the dats view:
{ED Product Information -
B Security Threat Information
{23 virusMalware Information
[=-IL3) Spyware/Grayware Information
=23 summary Information
= (O overall SpywarefGrayware Summary
@ OSpyware]Gravware Source Summary
@ (O Endpoint Spyware /Grayware Summary
& (& Spyware/Grayware Detection Over Time Summary
i @ OSpyware,ﬁ’Gravware Action/Result Summary
1 Netailed Tnfrmation ot
=A&n asterizk (%] indicats= zll report data containing Contral ger-specific and License-spadific information, genarates using data from
Parent TMCM

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Spyware/Grayware Detection Over Time Summary

Criteria Settings

Required criteria

is squal to v [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his line chatt for spyware/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure settings for the Spyware/Grayware Destination Count
Grouped by Day line chart settings:

1. Click Next. The Edit Line Chart > Step 3 Specify Design screen appeats.

f¥)IREND . Control Manager® Logged on as: @ Officescan_chris B Log off

Dashboard | Products  Services  Logs / Reports  Updates  Administration  Help v License Information

Edit Line Chart (2

Drag and drop the fislds in the Available Field area to the Data Field, Series Field, or Category Field areas to create your report template.

Step 1 »»» Step 2 »»» Step 3 : Specify Design

Hame®: |Spyware,ﬂ‘Grayware Source Count Grouped by Day

Data Field Series Field Drag Available Fields

Unique Sources. Drop Seriss Fisld Hers ST
Unique Detections
Unique Endpoints
Unigue Sources

Detections

Summary Time

Data Properties

Value Isbel:  [Humber of Spyvare/Grayvers Sources

Category Properties

Label name: [Date

Grove oy ¢ [D2y ]

Series Properties

Label name:

=

Chtis does not want to modify any of the settings for the Spyware/Grayware
Destination Count Grouped by Day line chart.
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element

Step 1: Edit the Top 25 Spyware/Grayware bar chart:

1.

Click Edit on the Top 25 Spywate/Grayware bar chart. The Edit Bar Chart scteen
appears.

°0

. . Control Manager Lngged an as: & DfficaScan Chris . @b tog off

Dashboard Products Services Logs / Reports Updates Administration Help + License Information

Edit Bar Chart (=S

» Step 1 : Data View >3 Step2 Step 3

Data Views

Select the dsts view:

15 Product Information
B{D Security Threat Information
{23 VirusMalware Information
B2 Spyware/Grayware Information
123 Summary Information =

|

M (@ overall Spyware Grayware Summary

() Spynare fGrayware Source Summary

(@] Endpoint Spyware/Grayware Summary

& (O Spyware Grayware Detection Over Time Summary

B2 O spyware/Grayware Action/Result Summary
GLIE) Detailed Tnfarmation
An asterisk (*) indicates =l raport data containing Control Manager-spacific and Licanse-specific information, generates using data from

Parent_TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Overall Spyvare/Grayware Summary

Criteria Settings

Required criteria

is squal to | [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chtis does not want cookies to appear in his bar chatt for spywate/graywate.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure bar chart settings:

Click Next. The Edit Bar Chart > Step 3 Specify Design screen appeats.

1%

Dashboard Products Services Logs / Reports Updates Administration Help

END. | Control Manager* i o msi i DI Roaseary s B LAGioHE

v License Information

Edit Bar Chart Help

Drag and drop the fields in the Available Field ares to the Data Field, Series Fild, or Category Ficld areas to crests your report template.

Step 1 »»» Step 2 »3» Step 3 : Specify Design

Name *: |Top 25 Spyware/Grayware

Data Field Series Field Drag Available Fields

Detections. Dre Spyware/Grayware
Unique Endpoints
Unigue Sources

Detections i

Category Field

Spyware/Grayware

Data Properties

Value lsbeli  [Humber of Detections

Category Properties

Lsbel name: |Spyvare/Grayvars Name

@ aggregation valus
Serting ¢ Ehirt) in |Descanding ¥

Category name

C

Chris does not want to modify any of the settings for the Top 25
Spywate/Grayware bar chart.
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Overall Spyware/Grayware Summary grid table:

1. Click Edit on the Overall Spywate/Grayware Summary gtid table. The Edit Grid
Table screen appears.

Logged on ==: @ OfficeScan_Chris /g Log off

f¥) IREND | Control Manager®
Dashboard I Products Services Logs / Reports Updates Administration Help + License Information
Edit Bar Chart (=S
» Step 1 : Data View Step 2 Step 3
Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{23 virus/Malware Information
B2 Spyware/Grayware Information
1 £3) Summary Information
LB ®overl Spyware/Grayware Summary

|

() Spynare fGrayware Source Summary

(@] Endpoint Spyware/Grayware Summary

& (O Spyware Grayware Detection Over Time Summary
R (O SpywarefGrayware Action/Resuit Summary
175 Detailed Tnfacmation

*An asterisk (*) indicates all report data containing Contral Manager-specific and License-specific information, generates using data from

Parent_TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Overall Spyvare/Grayware Summary

Criteria Settings

Required criteria

is squal to | [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chtis does not want cookies to appeat in his grid table for spywate/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure Overall Spyware/Grayware Summary grid table settings:

1. Click Next. The Edit Grid Table > Step 3 Specify Design screen appeats.

f%)18EN2 | Control Manager™

Logged on ==: @ OfficeScan_Chris /b Log off
Dashboard Products Services

Logs / Reports  [lipdates] | Administration ) [ Help

- License Information
Edit Grid Table

B nein

Step 1

Step 2 »»» Step 3 : Specify Design

name*: | Overall Spyware/Grayware Summary

Select fields to display on the report:

Avzilzble Fields Select=d Fislds

Spyvare/Grayvars
Unigque Endpoints

UmEue Sources

Sorting : | Detections +|[pescending (v

Display quantity :

Chris does not want to modify any of the settings for the Overall
Spywate/Grayware Summary grid table.
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Click Save. The Add Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Top 25 Spyware/Grayware Sources bar chart:
1. Click Edit on the Top 25 Spywate/Graywate Soutces bar chatrt. The Edit Bar Chart

screen appears.

Logged on ==: @ OfficeScan_Chris /g Log off

°0

. . Control Manager

+ License Information

(=S

Updates Administration Help

Dashboard Products Services Logs / Reports

Edit Bar Chart

» Step 1 : Data View >3 Step2 Step 3

Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{22 virusMalware Information
B2 Spyware/Grayware Information
1 £3) Summary Information
LB Ooveral Spyware/Grayware Summary

|

() Spynare fGrayware Source Summary

& OEndpoint Spyware[Grayware Summary

= (O Spyware Grayware Detection Over Time Summary
R (O SpywarefGrayware Action/Resuit Summary
.75 Detailed Tnfacmation

*An asterisk (*) indicates all report data containing Contral Manager-specific and License-spedific information, generates using data from

Parent_TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Spyware/Grayware Source Summary

Criteria Settings

Required criteria

is squal to | [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chtis does not want cookies to appear in his bar chatt for spywate/graywate.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure bar chart settings:

1. Click Next. The Edit Bar Chart > Step 3 Specify Design screen appears.

f#¥)15E82. | Control Manager® e B D e R

Dashboard Products Services Logs / Reports Updates Administration Help

Edit Bar Chart

v License Information

B vep

Step 1 »»» Step 2 »3» Step 3 : Specify Design

Drag and drop the fields in the Available Field ares to the Data Field, Series Fild, or Category Ficld areas to crests your report template.

Name *: |Top 25 Spyware/Grayware Sources

Data Field Series Field Drag Available Fields

Source Host

Detections
Unique Endpaints
Unique Detections
Detections

Category Field

Source Host

Data Properties

Value lsbeli  [Humber of Detections

Category Properties

Lsbel name: |Spyvare/Grayvars Source |

@ aggregation valus
Serting ¢ Ehirt) in |Descanding ¥

Category name

Chris does not want to modify any of the settings for the Top 25

Spywate/Graywate Sources bar chart.

E3
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Spyware/Grayware Source Summary grid table:

1.

Click Edit on the Spyware/Graywate Source Summary gtid table. The Edit Grid
Table screen appears.

f’) TREND. | Control Manager Logged on =s: (% OfficeScan_Chris {3 Log off
Dashboard Products Services Logs / Reports Updates Administration Help v License Information
Edit Grid Table Euen
*» Step 1 : Data View »»» Step 2 » Step 3
Data Views
Selact the dats view:
{53 Product Information A
B+ Security Threat Information
{23 VirusMalware Information
B+ Spyware/Grayware Information
{23 Summary Information
| B8 Oovensl Spyware Grayware Summary
() Spyware/Gravnare Source Summary
@ (@] Endpaint SpywarefGrayware Summary
=2 0 Spyware/Grayware Detection Over Time Summary
B (O SpywareGrayware Action/Result Summary
GBI Natailed Tnfremation ke
*An asterisk (*] indicates all report data containing Control Manager-specific and License-specific information, generates using dats fram
Parent TMCM

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Spyware/Grayware Source Summary

Criteria Settings

Required criteria

is squal to | [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chtis does not want cookies to appeat in his grid table for spywate/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure Spyware/Grayware Source Summary grid table settings:

1. Click Next. The Edit Grid Table > Step 3 Specify Design screen appeats.

f%)18EN2 | Control Manager™

Logged on ==: @ OfficeScan_Chris /b Log off
Dashboard Products Services

Logs / Reports  [lipdates] | Administration ) [ Help

- License Information
Edit Grid Table

B nein

Step 1

Step 2 »3» Step 3 : Specify Design

Nams*: ‘SpywarelGrayware Source Summary

Select fields to display on the report:

Avzilzble Figlds Select=d Fislds

Source Host
Unigue Endaoints

UmEuE Detections

Sorting ¢ | Detections %[ Descending ¥

Display quantity :

Chtis does not want to modify any of the settings for the Spyware/Grayware
Source Summary grid table.
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Top 25 Spyware/Grayware Destinations bar chart:

1.

Click Edit on the Top 25 Spywate/Grayware Destinations bar chart. The Edit Bar
Chart screen appears.

f’) TREND. | Control Manager Logged on =s: (% OfficeScan_Chris {3 Log off
Dashboard Products Services Logs / Reports Updates Administration Help v License Information
Edit Bar Chart (28
*» Step 1 : Data View »»» Step 2 » Step 3
Data Views
Selact the dats view:
{53 Product Information A
B+ Security Threat Information
{23 VirusMalware Information
B+ Spyware/Grayware Information
E1{23) Summary Information
| B8 Oovensl Spyware Grayware Summary
() Spyware/Gravnare Source Summary
i @ ® Endpoint SpywarefGrayware Summary
==X Spyware/Grayware Detection Over Time Summary
B (2 SpywareGrayware Action/Result Summary
GBI Netailed Tnfrrmation ke
*An asterisk (*] indicates all report data containing Control Manager-specific and License-specific information, generates using dats fram
Parent_TMCM

Chris does not want to change the settings on this screen.

4-107



Trend Micro™ Control Manager™ Tutorial

2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Endpoint Spyware/Grayvare Summary

Criteria Settings

Required criteria

is squal to v [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his bar chatt for spywate/graywate.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure bar chart settings:

1. Click Next. The Edit Bar Chart > Step 3 Specify Design screen appears.

f#¥)15E82. | Control Manager® e B D e R

Dashboard Products Services Logs / Reports Updates Administration Help

Edit Bar Chart

v License Information

B vep

Step 1 »»» Step 2 »3» Step 3 : Specify Design

Drag and drop the fields in the Available Field ares to the Data Field, Series Fild, or Category Ficld areas to crests your report template.

Name *: |Top 25 Spyware/Grayware Destinations

Data Field Series Field Drag Available Fields

Detections: Endpoint
Unique Sources
Unique Detections

Detections

Category Field

Endpoint

Data Properties

Value lsbeli  [Humber of Detections

Category Properties

Lsbel name: |Spyvare/Grayvars Destination |

@ aggregation valus
Serting ¢ Ehirt) in |Descanding ¥

Category name

Chris does not want to modify any of the settings for the Top 25

Spywate/Grayware Destinations bar chart.

E3
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Spyware/Grayware Destination Summary grid table:

1. Click Edit on the Spywate/Grayware Destination Summary grid table. The Edit
Grid Table screen appeats.

Logged on ==: @ OfficeScan_Chris /g Log off

f¥) IREND | Control Manager®
Dashboard I Products Services Logs / Reports Updates Administration Help + License Information
Edit Grid Table Erele
» Step 1 : Data View Step 2 Step 3
Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{23 virus/Malware Information
B2 Spyware/Grayware Information
1 £3) Summary Information
LB Ooveral Spyware/Grayware Summary

|

() Spynare fGrayware Source Summary

® Endpoint Spyware/Grayware Summary

& (O Spyware Grayware Detection Over Time Summary
R (O SpywarefGrayware Action/Resuit Summary
175 Detailed Tnfacmation

*An asterisk (*) indicates all report data containing Contral Manager-specific and License-specific information, generates using data from

Parent TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Endpoint Spyware/Grayvare Summary

Criteria Settings

Required criteria

is squal to v [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his grid table for spywate/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types

4-112



Monitoring the Control Manager Network

Step 3: Configure Spyware/Grayware Destination Summary grid table settings:

1. Click Next. The Edit Grid Table > Step 3 Specify Design screen appeats.

f®)17EN2 | Control Manager™

Logged on ==: @ OfficeScan_Chris /g Log off
Dashboard Products Services

Logs / Reports Updates Administration Help

+ License Information
Edit Grid Table

B nein

Step 1

Step 2 »3» Step 3 : Specify Design

Nams*: ‘SpywarelGrayware Destination Summary

Select fields to display on the report:

Avzilzble Figlds Select=d Fislds

Endpoint
Unigue Sources

UmEuE Detections

Sorting ¢ | Detections %[ Descending ¥

Display quantity :

Chtis does not want to modify any of the settings for the Spyware/Grayware
Destination Summary grid table.

4-113



Trend Micro™ Control Manager™ Tutorial

Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Action Result Summary pie chart:

1.

Click Edit on the Action Result Summary pie chart. The Edit Pie Chart screen
appears.

f#¥)15E82. | Control Manager® e B D e R

Dashboard Products Services Logs / Reports Updates Administration Help v License Information

Edit Pie Chart (28

» Step 1 : Data View >>» Step 2 533 Step 3

Data Views

Selact the dats view:
{53 Product Information
- Security Threat Information
{23 VirusMalware Information
B+ Spyware/Grayware Information
{23 Summary Information

&3

| B8 Oovensl Spyware Grayware Summary

(7 Spyware/Grayware Source Summary
@ (@] Endpoint SpywarefGrayware Summary
=2 0 Spyware/Grayware Detection Over Time Summary

LB (%) SpywareGrayware Action/Result Summary

.15 Netailed Tnfarmation
*An asterisk (*] indicates all report data containing Control Manager-specific and License-specific information, generates using dats fram

Parent_TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

f¥)IREND | Control Manager®

Logged on z=: (@ OfficeScan_Chris /& Log off
Products  Services

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected Views Spyware/Grayware Action/Result Summary

Criteria Settings

Required criteria

is squal to | [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria

to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his pie chart for spywate/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types
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Step 3: Configure pie chart settings:
1. Click Next. The Edit Pie Chart > Step 3 Specify Design screen appeats.

f®)1Rev. | Control Manager™ Lonne s B O e e Lo o

~ License Information

Dashboard | Products  Services = Logs / Reports | Updates | Administration | Help

Edit Pie Chart Buer

Drag and drop the fields in the Availsble Field sre= to the Dats Field, Series Field, or Category Field areas to create your report template.

Step 1 »»» Step 2 »3»» Step 3 : Specify Design

Wame*: |Action Result Summary

Data Field Category Field Drag Available Fields
Detections Action Result
Action
Unique Endpoints.

Unique Sources.

Detections.

Data Properties

Category Properties

Lzbel name: [Action Taken |

@ aggregation value

O category nzms

Filter summarized result

Display top: itamns

[ agaregate remaining items

v

Chris does not want to modify any of the settings for the Action Result Summary
pie chart.
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Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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Edit the Report Template Element
Step 1: Edit the Spyware/Grayware Action/Result Summary grid table:

1. Click Edit on the Spyware/Grayware Action/Result Summary grid table. The Edit
Grid Table screen appears.

Logged on ==: @ OfficeScan_Chris /g Log off

f¥) IREND | Control Manager®
Dashboard I Products Services Logs / Reports Updates Administration Help + License Information
Edit Grid Table Erele
» Step 1 : Data View Step 2 Step 3
Data Views

Selact the dats view:
|5 Product Information
B Security Threat Information
{22 virusMalware Information
B2 Spyware/Grayware Information
(1 £3) Summary Information
LB Ooveral Spyware/Grayware Summary

|

(O spyware/Grayware Source Summary
& o Endpoint Spyware/Grayware Summary

= (O Spyware Grayware Detection Over Time Summary
| B2 ©spyware/Graynare Acton/Restit Summary

75 Detailed Tnfacrmation
*An asterisk (*] indicates all report data containing Control Manager-specific and Licanse-specific information, generates using data from

Parent_TMCM

v

Chris does not want to change the settings on this screen.
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2. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appears.

f¥)IREND | Control Manager®

Logged on z=: (@ OfficeScan_Chris /& Log off
Products  Services

Logs / Reports | lipdates

Administration  Help

- License Information

B e

Query Criteria

Step 1 3> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected Views Spyware/Grayware Action/Result Summary

Criteria Settings

Required criteria

is squal to | [an

[ custom criteria

Step 2: Specify the query criteria for the template:

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria

to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his grid table for spyware/grayware.
1. Specify the following for Required criteria:

Security Threat Type > is equal to > Non-cookie types

4-120



Monitoring the Control Manager Network

Step 3: Configure Spyware/Grayware Action/Result Summary grid table
settings:

1. Click Next. The Edit Grid Table > Step 3 Specify Design screen appears.
@II}EI!E_ Control Managerﬂ Logged on ==: @ OfficeScan_Chris /b Log off
Dashboard Products Services

Logs / Reports  [Updates

Administration Help - License Information
Edit Grid Table

B nein
Step 1 Step 2 »3» Step 3 : Specify Design

Names*: | Spyware/Grayware Action/Result Summary

Select fields to display on the report:
avsilsble Fields Selected Fislds

Result
Action
Unique Endpoints

Ur\iEue Sources

Sorting ¢ | Detections ¥|[Descending %

Display quantity : |25 |

Chris does not want to modify any of the settings for the Spyware/Grayware
Action/Result Summary grid table.

4-121



Trend Micro™ Control Manager™ Tutorial

Click Save. The Edit Report Template screen appears.

Logged on as: @@ OfficeScan_Chris & Log off
Logs / Reports Updates Administration Help v License Information
Edit Report Template B reip
Template Content Show working panel I
Name*: OfficeSean Spyvare/Grayvare Detection §
Description ;| This template generates reports on
=ll spyware/grayvare, vith the
exception of COCKIES, that
OfficeScan servers detect.
Available elements
[ Insert page break sbove ] Sratic Text
5 8ar Chart
Line Chart Edit Del
Line Chiart
Temporary storage
OfficaScan Spyw...
Delete this row
--- Page Break ---
[ Inzert page bresk =bove ] Tn=ert row =bove
Line Chart Edit Del
Unique Spyware/...

C
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3. Click Save. The Report Templates screen appears with the modified template
appearing at the top of the Report Template list.

Services

Logs / Reports

Report Templates B vep

of1 kM

[Eadd [B]copy ffjDelete 1-90f5 M 4pags |1
[] nName Description Creator Last editor Latest updated date Subscribed Subscriptions

This templats generstss

OfficeScan cepoibwiop |

ey A spywars/grayvare, vith

Detection Summary Fhesextention of
COOKIES, that OfficeScan

servers detect.

i |

OfficeScan_Chris | OfficeScan_Chris | 08/06/2010 04:43 PM |0

TM-Content Viclstion
Detection Summary
TM-Msnaged Product
Connection/Component System System 08/05/2010 02:27 PM |0
Status

TM-Oversll Threst
Summary
TM-Sosm Detsction
Summary
%ﬁ%ﬁﬁ"ﬁ’:ﬁ System System 08/06/2010 02:27 PM O
TM-Suspicious Threat
Detsction Summar,
TM-Virus/Malvare
Dstection Summars
TM-Web Violation
Detection Summarny

[Eaadd [Blcopy fjoelete 1-50f5 M 4 Pags |1 laf1rm
Aone s pepea [0 B

System System 08/06/2010 02:27 PM 0

System System 08/06/2010 02:27 PM 0

System System 08/06/2010 02:27 PM | O

System System 08/06/2010 02:27 PM |0

System System 08/06/2010 02:27 PM O

(1] ] ] e I (]

System System 0B/06/2010 02:27 PM |0

Viewing a Generated Report Using the Template

After modifying the template, Chris wants to see how the report would look. To quickly
view a report using this template Chris needs to create a one-time report. Chris would
also like to gather feedback from other OfficeScan administrators and his boss on the
layout of the report. He will email the report, when the report completes generation, to
his boss and the other OfficeScan administrators.

To add a one-time report:
Step 1: Access the Add One-time Report screen and select the report type:

1. Log on to the Control Manager Web console as Chris.

2. Mouseover Logs/Reports. A drop-down menu appeats.
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3. Click One-time Reports from the menu. The One-time Reports screen appears.

Logged on z=: (@ OfficeScan_Chris /& Log off

f¥)IREND | Control Manager®

Administration Help v License Information

Refresh [ Help

Dashboard || Products | Services | Logs / Reports | Updates

One-time Reports

[Fiadd fjoelete Frorvard 0-00fD M 4Pagea  |ofo b M

[0 Name Description Period Created time Generated time Farmat Size View

[Eadd fiiDelate Chronard 0-0ofDM 4 Page[0  |ofo b hm
Rovs per page:
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4.

Click Add. The Add One-time Report > Step 1: Contents screen appears.

f®) IREND | Control Manager™ Lapged an acs & Officascan,chric GbLog of

Dashboard Products Services Logs / Reports Updates Administration Help. ~ License Information

Add One-Time Report B e
Step 1: Contents Step 2 Step 3 Step 4

Report Details

Name™: |officescan Spyvare/Graywars Detsction Summs

Descriptiont |This summary spyvare/grayware report

does not incdlude COOKIES in the report.

Report Content

Report Templates

[¥] officaSean Spyware/Grayware Detection Summary
RS =

[Jtm-spyvare/Grayvare Detection Summary
[7Mm-5uszpicious Threst Detection Summary

[CJrm-virus/Mzlvare Detection Summzry

[Jtm-web violation Detection Summary

Report Format

(O Adobe PDF Format (=.pdf)
@ HTML Format (*.html)
) XML Format [*.xml)

© csv Format (*.cav)

Type the following in the Name field, under Report Details:
OfficeScan Spyware-Grayware Detection Summary
Type the following in the Description field, under Report Details:

This summary spywate/grayware report does not include COOKIES in the
report.

Select the OfficeScan Spyware /Grayware Detection Summary Control
Manager template to generate the report:

Select HITML Format (*.html) for the report generation format:
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9. Click Next. The Add One-Time Report > Step 2: Targets screen appears.

@I‘?E'}.‘E’ . Control Manager* Logaedion:ass O Rcaican Chri= . @t off
I Services Logs / Reports Updates Administration Help v License Information
Add One-Time Report HEIp
Step 1 »»» Step 2: Targets »>» Step 3 » Step 4
Targets

Choose the managad product or managed product folder that will be the facus of tha report.

Note: All report data containing Control ger-specific and Licanss-specific information, genarstes using data from Parent_TMCM
Selecting the Cascading Folder vill not generate reports using the child Control Manager-specific data.

Select multiple managed products or folders.
| Cparent_Tmcm
O [ ascading Folder
=R
50 [ officeScan Servers
E-E [Jeurope

Local Folder
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Step 2: Specify the product/products from which the report data generates:

1.
2.

Select England from the Product Directory.

Click Next. The Add One-Time Report > Step 3: Time Period screen appears.

F’.)I?E'}‘E i Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off
] Logs / Reports  Updates  Administration  Help - License Information
Add One-Time Report B vetp
Step 1 333 Step 2 >33 Step 3: Time Period Step 4
Time Period
© [ ET—
O Range

e [areTE 0]

Tor | /2

Step 3: Specify the date that the product/products produced the data:

1.

Specify the data generation date:

From the drop-down list select one of the following:

All dates
Last 24 hours
Today

Last 7 days
Last 14 days
Last 30 days

Specify a date range:

a
b.

C.

&

Type a date in the From field.
Specify a time in the accompanying hh and mm fields.
Type a date in the To field.

Specify a time in the accompanying hh and mm fields.
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Tip: Click the calendar icon next to the From and To fields to use a dynamic
calendar to specify the date range.

2. Click Next. The Add One-time Report > Step 4: Message Content and Recipients
screen appears.

@I‘SEQ‘E— | Control Manager Lngged an as: & DfficaScan Chris . @b tog off
i Logs / Reports  [Uipdates | | Administration | | Help 7
Add One-Time Report Help
Step 1 »33 Step 2 533 Step 3 333 Step 4: Message Content and Recipients

Message Content

Subjecti  [oficaSean Spyware) Grayvare Dataction Summ:

Mess202: [Thic report is to test the report lzyout.
Please send feedback to me about the
reports or thair layout.

Report Recipients

Email the report a5 an attachment

| sroups ~| Recipient list
— Grous List — - User List
Unexpected_Event OfficeScan_Dans
Update_Evant =
Virus_Event - Group List —
OfficeScan_Admins

Step 4: Specify the email content and recipients of the report:
1. Type the following in the Subject field:

OfficeScan Spyware/Graywate Summary Report Test
2. Type the following in the Message field:

This report is to test the report layout. Please send feedback to me about the
reports or their layout.

3. Select Email the report as an attachment.
Add the following users to the Report Recipients list:
Users:
¢ OfficeScan_Dana
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Groups:
¢ OfficeScan_Admins

Click Finish. The One-time Reports screen appears with the report in the
One-time Reports list.

@IISEI!E Control Manager™ Logged on 2=: {§ OfficeScan_Chris 4@ Log off
Products ||'Services | Logs / Reports | Updates || "Administration Help v License Information
One-time Reports Refresh HeEp
[Haadd  fiiCelete Chrorvard i-10f1 M 4Page ofi kM
[ Name Description Period Created time = Generated time Format Size View
OfficeScan Spwware: This summary spyvare/grayvare | o 2/ 07/2010 [
[ | Graveare Detection | report does net include COOKIES | (2hic o™ o o0 | o2iaa' oy WA HTML  W/A | Submitted
Summzry in the report. i
[Eadd ffiDelete Frarvard 1-10f 1 M 4 Paga of 1 b M

After report generation completes successfully View appears under the View

column.
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6. Click View. The Internet browser on your computer opens to display the HTML
tepott.

TREND MICRO
Control Manager-5 Consolidated Report

Period : 07/07/2010 00:00 - 08/06/2010 17:39
Created date : 08/06/2010 17:40

Issuer : OfficeScan_cChris

Generated by Parent_TMCM

NOTE: All report data containing Control Manager-specific and
License- specific information, generates using data from
Parent_TMCM.

OfficeScan Spyware-Grayware Detection Summary

List of templates:
1.OfficeScan Spyware/Grayware Detection Summary - Spyware/Grayware Detection Grouped by Day
2.OfficeScan Spyware/Gravware Detection Summary - Unique Spyware/Grayware Count Grouped by Day
3 OfficeScan Spyware/Grayware Detection Summary - Spyware/Grayware Source Count Grouped by Day
4 OfficeScan Spyware/Grayware Detection Summary - Spyware/Grayware Destination Count Grouped by Day
5 OfficeScan Spyware/Grayware Detection Summary - Top 25 Spyware/ Grayware
6.OfficeScan Spyware/Grayware Detection Summary - Owverall Spyware/Grayware Summary
7.OfficeScan Spyware/Grayware Detection Summary - Top 25 Spyware Grayware Sources
8.OfficeScan Spyware/Gravware Detection Summary - Spyware/Grayware Source Summary
9 OfficeScan Spyware/Gravware Detection Summary - Top 25 Spyware Grayware Destinations
10.OfficeScan Spyware/Grayware Detection Summary - Spyware/Grayware Destination Summary
11.OfficeScan Spvware/Grayware Detection Summary - Action Result Summary
12.0fficeScan Spyware/Grayware Detection Summary - Spyware/Grayware Action/Result Summary
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Each of the following figures corresponds to one of the report template elements. The

settings for each template element are provided so you will have a better idea about how

GCOftS generate.

TABLE 4-7.

Spyware/Grayware Detection Grouped by Day Line Chart

260

Spyware/Grayware Detection Grouped by Day

240 -

220 -

200 -

180

160 -

140 ~

120 +

Mumber of Detections

100

60 -

40

20 -

11/2010
1212010
19/2010
07/20/2010
0712172010

2 07/22/2010

@

10/2010
13/2010
1412010
152010
16/2010
172010
18/2010

07/07/2010
07/08/2010
07/09/2010

07,
07|
07,
07,
07,
07,
07,
07,
07|
07,

0712372010
0712472010
07/25/2010
07/26/2010
0712772010
0712812010
07/29/2010
07/30/2010
07/31/2010
08/01/2010
08/02/2010
08/03/2010
08/04/2010
08/05/2010
08/06/2010

=]

Data view:

« Spyware/Grayware Detection Over Time
Summary

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

Data Properties:

» Detections
¢ Value label: Number of Detections
» Aggregated by: Sum of Value

Category Properties:

e Summary Time
 Label name: Date
* Group by: Day
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TABLE 4-8.

Unique Spyware/Grayware Count Grouped by Day Line Chart

Unique Spyware/Grayware Count Grouped by Day

75 4

70 +

65

60

55

50 -

45

40 4

35 4

30 4

25 4

MNumber of SpywareiGrayware Found

20 4

07/07/20
07/08/20
07/0!

2 2 2 2 8 2 2 8 2 2 2 2 2 2 2 2 0 28 0 8 0 8 80 8 8 8 o
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Data view:

Data Properties:

* Spyware/Grayware Detection Over Time | ¢ Unique Detections

Summary

Query Criteria:

« Security Threat Type > is equal to >

Non-cookie types

* Value label: Number of Spyware/Grayware
Found
» Aggregated by: Sum of Value

Category Properties:

e Summary Time
» Label name: Date
* Group by: Day
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TABLE 4-9.

Spyware/Grayware Source Count Grouped by Day Line Chart

Spyware/Grayware Source Count Grouped by Day

N
s

Number of Spyware/Grayware Sources
-

0/2010
1/2010
2/2010
3/2010
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5/2010
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712010
82010
92010
07/20/2010
07/21/2010
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®
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07,
07,
07,

07/23/2010
07/24/2010
07/25/2010
07/26/2010
07/27/2010
07/28/2010
07/29/2010
07/30/2010
07/31/2010
08/01/2010
08/02/2010
08/03/2010
08/04/2010
08/05/2010
08/06/2010

=]

Data view:

« Spyware/Grayware Detection Over Time
Summary

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

Data Properties:

* Unique Sources

 Value label: Number of Spyware/Grayware
Sources

» Aggregated by: Sum of Value

Category Properties:

e Summary Time
» Label name: Date
* Group by: Day
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TABLE 4-10.

Spyware/Grayware Destination Count Grouped by Day Line Chart

Spyware/Grayware Destination Count Grouped by Day

MNumber of Spyware/Grayware Destinations
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07/28/20
07/29/20
07/30/20
07/31/20
08/01/20
08/02/20
08/03/20
08/04/20
08/05/20
08/06/20

®

Data view:

« Spyware/Grayware Detection Over Time
Summary

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

Data Properties:

« Unique Endpoints

 Value label: Number of Spyware/Grayware
Destinations

» Aggregated by: Sum of Value

Category Properties:

e Summary Time
» Label name: Date
* Group by: Day
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TABLE 4-11. Top 25 Spyware/Grayware Bar Chart

¢ Overall Spyware/Grayware Summary

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

Top 25 Spyware/Grayware
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Spyware/Grayware Name
Data view: Data Properties:

Category Properties:

Detections
Value label: Number of Detections
Aggregated by: Sum of Value

Spyware/Grayware

Label name: Spyware/Grayware Name
Sorting: Aggregation value > Descending
Filter summarized result: Display top 25 >
Aggregate remaining items
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TABLE 4-12. Overall Spyware/Grayware Summary Grid Table
Overall Spyware/Grayware Summary
Spyware/Grayware Unique Endpoints Unique Sources Detections

HKTL_BLKRAIN 38 1 4368
CRCK_KEYGEN 80 2 335
CRCK_MODFLX 5 1 134
ADW_RELEVANT 7 1 127
RAP_Generic 1 1 95
ADW_ADWIN.B 1 1 93
ADW_BDSEARCH 1 1 S1
CRCK_PATCH 12 1 72
ADW_ISTBAR.AN 1 1 40
SPY_CCFR_CPP_TEST.A 2 1 40
W_YASSIST 2 1 28
ADW_BORAN.HW 1 1 26
CRCK_REALVNC.A 1 1 25
GRAY_Gen 7 1 25
HKTL_PSEXEC 2 1 22
GRAY_GEN.7Z09185 3 1 21
ADW_ISTBAR.AS 1 1 20
HackingTools_WPAKill 2 1 18
Dialer_XEngoo4 1 1 16
EXPL_Trillan.A 1 1 16
Adware_BHOT.QuickSearch 4 1 14
ADW_SAVENOW.BB 1 1 12
CrackingApps_Agent 3 1 5
TSPY_RootKit 2 1 S
GRAY_Gen.BZ1633 1 1 8

Data view:

¢ Overall Spyware/Grayware Summary

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

Table Columns:

* Spyware/Grayware

* Unique Endpoints

» Unique Sources

» Detections

Sorting: Detections > Descending

Display quantity: 25
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TABLE 4-13. Top 25 Spyware/Grayware Sources Bar Chart

Top 25 Spyware/Grayware Sources

2400

2200

2000

1800

1600

1400

1200

1000

Number of Detections

http:iveww.example-malicious-url01.com
hitp:/imww.example-malicious-urlD2.com

Spyware/Grayware Source

Data view: Data Properties:

« Spyware/Grayware Source Summary » Detections
* Value label: Number of Detections

Query Criteria: « Aggregated by: Sum of Value

» Security Threat Type > is equal to > Category Properties:
Non-cookie types

Source Host

Label name: Spyware/Grayware Source

Sorting: Aggregation value > Descending

Filter summarized result: Display top 25
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TABLE 4-14. Spyware/Grayware Source Summary Grid Table
Spyware/Grayware Source Summary
Source Host E#Q;%?ﬁts D;:;igt?oens Detections
/A 228 177 2057
p: ici 101.com 1 1 1
http:iwww.example-malicious-urlD2.com 1 1 1
Data view: Table Columns:

* Spyware/Grayware Source Summary

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

* Source Host

* Unique Endpoints
* Unique Detections
» Detections

Sorting: Detections > Descending

Display quantity: 25
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TABLE 4-15.

Top 25 Spyware/Grayware Destinations Bar Chart

Top 25 Spyware/Grayware Destinations
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Data view:
« Endpoint Spyware/Grayware Summary

Query Criteria:

» Security Threat Type > is equal to >
Non-cookie types

Data Properties:

» Detections
» Value label: Number of Detections
» Aggregated by: Sum of Value

Category Properties:

» Endpoint

* Label name: Spyware/Grayware
Destination

» Sorting: Aggregation value > Descending

* Filter summarized result: Display top 25

4-139



Trend Micro™ Control Manager™ Tutorial

TABLE 4-16. Spyware/Grayware Destination Summary Grid Table

Spyware/Grayware Destination Summary
Endpoint Unigue Sources Unigue Detections Detections

1 3 281
1 1 159
1 2 14z
1 8 132
1 1 g2
1 1 77
1 1 52
1 1 43
1 5 42
1 1 41
1 5 38
1 2 35
1 1 33
1 5 27
1 1 26
1 1 25
1 1 24
1 2 23
1 1 21
1 3 18
1 1 16
1 7 16
1 12 16
1 4 15
1 1 14

Data view: Table Columns:

« Endpoint Spyware/Grayware Summary * Endpoint

* Unique Sources
Query Criteria: . ggltglégoaztectlons
« Security Threat Type > is equal to >
Non-cookie types Sorting: Detections > Descending
Display quantity: 25
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TABLE 4-17.  Action Result Summary Pie Chart

Action Result Summary

54.07%

Action Taken

@ Access denied M File passed

E File cleaned O Unknown

O Reboot system successfully O File deleted

O File replaced O Spyware/Grayware unsafe to clean
Data view: Data Properties:
« Spyware/Grayware Action/Result » Detections

Summary » Aggregated by: Sum of Value
Query Criteria: Category Properties:
« Security Threat Type > is equal to > « Action

Non-cookie types * Label name: Action Taken

« Sorting: Aggregation value > Descending
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TABLE 4-18. Spyware/Grayware Action/Result Summary Grid Table

Spyware/Grayware Action/Result Summary
Result Action Unigue Endpoints Unigue Sources Detections
Successful Access denied a4 1 1135
Successful File passed 105 1 744
Successful File cleaned a3 1 172
Further action required Unknown 18 1 40
Further action required Reboot system successfully 4 1 5
Successful File deleted 1 1 1
Successful File replaced 1 1 1
Further action required Spyware/Grayware unsafe to clean 1 1 1
Data View: Table Columns:
« Spyware/Grayware Action/Result * Result
Summary * Action
* Unique Endpoints
N + Unique Sources
Query Criteria: . Detections
« Security Threat Type > is equal to >
Non-cookie types Sorting: Detections > Descending
Display quantity: 25

After looking over the reports and gathering feedback from his manager and other
OfficeScan administrator’s, Chris decides he does not need to modify the report
template.

Creating a New Report Template

Chris would like to create a report template, but he does not want to make another
high-level report. Chris now wants to create a detailed report that displays information
that will require him to take action on his network. Specifically he wants to focus on
computers that require action on his part.

To create a new report template:

1. Log on to the Control Manager Web console as Chris.

2. Mouseover Logs/Reports. A drop-down menu appeats.
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3. Click Report Templates from the menu. The Report Templates screen appears.

@I‘?E'}‘E . Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Products | Services  Logs / Reports | Updates | Administration | Help < License Information

Report Templates

[Eadd [B]copy ffjDelete 1-50f S M 4pags

[] nName Description Creator Last editor Latest updated date Subscribed Subscriptions

This templats generates
reports on all

OffieSan spyware/grayvare, with
[ Souvere/Gravvars T b i OfficeScan_Chris | OfficeScan_Chris | 08/06/2010 04:43 PM |0
Detection Summzry the woception of
COOKIES, that OfficeScan

servers detect.
TM-Content Violation
Detection Summary
TM-Msnaged Product
Connection/Component System System 08/06/2010 02:27 PM |0
Status
TM-Oversll Threst
Summary
TM-Spam Detection
Summary
IM-Spyvare/Gravvare
Datection Summary
TM-Suspicicus Threat
Datection Summar
TM-Virus/Malware
Detection Summa|
TM-Web Violation
Detection Summary

[Easdd Cupy fipelate 1-50f 3 M 4 Page

Rova per pags:

System System 08/06/2010 02:27 PM 0

System System 08/06/2010 02:27 PM 0
System System 08/06/2010 02:27 PM | O
System System 08/06/2010 02:27 PM O

System System 08/06/2010 02:27 PM |0

System System 08/06/2010 02:27 PM O

(1] ] ] e I (]

System System 0B/06/2010 02:27 PM |0

of 1L kM
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4.

4-144

Click Add. The Add Report Template screen appears.

@I‘?EI}}E . Control Manager® Logged on as: @ OfficeScan_Chris @ Log off
Dashboard | Products | Services | Logs/ Reports | Updates | Administration | Help ~  License Information
Add Report Template B vep
Template Content

Nama®:

Description :

[Working pancl 1

Available elements

[ Inzart page bresk sbove ]

t

Lins Chart Grid Table

Temporary storage

Delete this row

save | | Cancel

Type the following in the Name field:
OfficeScan Endpoint Requires Further Action Report
Type the following in the Description field:

This report provides information on OfficeScan endpoints that require

further action by administrators.

Drag-and-drop Dynamic Table to the work area.
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Step 1: Select the data view for the report element:
1. Click Edit on the dynamic table. The Edit Dynamic Table > Step 1 Data View

screen appears.

Logged on ==: @ OfficeScan_Chris /b Log off

f®)1ReND | Control Manager®

DachBoard) Products) IServicesl]  Logs / Reports

Updates  Administration  Help 4 License Information

(=

Edit Dynamic Table

» Step 1 : Data View Step 2 Step 3

Data Views

Select the datz view:
{3 Product Infarmation
B3 Security Threat Information
M3 Virus/Mahware Information
{2 Summary Information
E3 Detailed Information
[ petaied Vi Mahware Information
= () Endpoint Virus/Malware Information
: % O \eb Vius Mabware Informaton
B2 O Emal VrusMainare Information
B2 O etwork VrusMalnare Information

=

v

W o
*2n asterisk (* indicates =ll report data containing Contral Manager-specific and License-spedfic information, generates using data from

Parent_Tl

2. Expand the data view tree to the following: Security Threat Information >
Virus/Malware Information > Detailed Information.

3. Select Detailed Virus/Malware Information.
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Step 2: Specify the query criteria for the template:
1. Click Next. The Query Criteria > Step 2 Set Query Criteria screen appears.

Logged on ==: @ OfficeScan_Chris /b Log off

+_License Information

[ZEE

Logs / Reports  [lipdates] | Administration ) [ Help

Query Criteria

Step 1 »»> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Detailed Virus/Malware Information

Criteria Settings

Required criteria

Custom criteria

Match: | All of the criteria |

Note: Columns marked with asterisk (*] can be selected to filter datz only once.

[Result ~|  [is 2qualte M-t oction =cuir=a g - =

If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Tip:

Chris only wants to see computers that require further action (OfficeScan was not able
to clean, delete, or quarantine the virus).

2. Specify the following:
*  Result > is equal to > Further action required

4-146



Monitoring the Control Manager Network

Step 3: Specify the design for the template:

1. Click Next. The Edit Dynamic Table > Step 3 Specify Design screen appeats.

f¥, IREND | Control Manager™

Dashboard Products Services

Edit Dynamic Table

Logs / Reports

Legged on as: ) OfficeScan_Chris

Administration Help

B Log off

~ License Information

Buep

Step 1 »»» Step 2 »3»» Step 3 : Specify Design

Drag and drop the fields in the Availsble Field sre= to the Dats Field, Series Field, or Category Field areas to create your report template.

Name *:

Column Field

Drag Available Fields

Row Fields

Data Field

Drop Reow Fisld Hars

Dros Doite Ficlok Eie

Received

Generated

Product Entity/Endpoint
Product
ProductEndpoint IP
Product/Endpoint MAC
Managing Server Entity
Virusialware
Endpoint

Source Host

User

Result

Action

Detections

Entry Type

Detailed Information

Data Properties

Dat= field title: |

Aggregated by | Totsl number of instances | %

Row Properties

Row header title: |

v

Chris wants this table to display only the items that he will have to investigate. He is not
concerned with clients that have successfully cleaned or quarantined viruses. Chris also

wants to see the name of clients upon which he has to take action.
2. Type the following in the Name field:
OfficeScan Endpoints Requiring Further Action: Virus/Malware

3. Drag-and-drop Action to Drop Column Field Here.

4-147



Trend Micro™ Control Manager™ Tutorial

4-148

This will display all the actions OfficeScan takes against virus/malwate as columns
for the table.

Drag-and-drop Managing Server Entity and then Endpoint to Drop Row Field
Here.

The order which the fields are dropped is important. Chris wants the OfficeScan
clients to display as secondary to the OfficeScan server that manages the clients.
The OfficeScan server and clients display in the row fields.

Drag-and-drop Detections to Drop Data Field Here.

Chris wants to know the number of incidents he needs to take action against.
Specify the display settings for the Data Properties:

Chris does not want to change the Data Properties settings.

a. Specify how data displays for Data Fields from the Aggregated by drop-down
list:

*  Sum of value: Specifies that the total number of virus/malware incidents
are included

Specify the display settings for the Row Properties.
a. Type the following in the Row header title field:
OfficeScan Server > Endpoint

b. Sclect the following from the Sorting drop-down lists:
Aggregation value > Descending
c. Clear the Filter summarized result check box.

Specify the display settings for the Column Properties.
a. Type the following in the Column header title field:
Further Action Required

b. Select the following from the Sorting drop-down lists:

Aggregation value > Descending
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The Edit Dynamic Table screen appears as follows after completing the steps for the

screen.

@I‘?E'}‘E . Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Services | Logs / Reports | Updates | Administration || Help < License Information

Edit Dynamic Table

Drag =nd drop the fields in the Available Field ares to the Data Ficld, Series Field, or Category Field areas to create your report template.

Step 1 13> Step 2 »3» Step 3 : Specify Design

name *: | OfficeScan Endpoints Requiring Further Action: V\rusflv‘

‘Column Field Drag Available Fields
Action Received
Generated =
Product Entity/Endpoint
Row Fields Data Field
Product
Managing Server Entity Endpoint Detection: Pr int P

Product/Endpoint MAC
lanaging Server Entity

Virus/Malwars

Endpoint
Source Host

User

Result

Action

Detections

Entry Type

Detailed Information

Data Properties

Dat= field title: |

—

Row Properties

Row header titls: [OfficeScan Server > Endpeint
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9. Click Save. The Add Report Template screen appears.

1R

END Control Manager® Logged on as: ) OfficeScan_Chris /@ Log off

Products  Services  Logs / Reports  Updates  Administration  Help ~ License Information
Add Report Template B vele
Template Content
Name®:  [OfficeScan Cliant Requiras Further Action]

Dascription : | This report provides information on
OfficaScan clisnts that requirs
further action by sdministratars.

Worl Panel

Available elements

[ Inzert page bresk sbove | [ Static Text

Bar Chart

Dynamic Table Edit Del

Lins Chart

Temporary storage

OfficeScan Endpa.

Delete this row

save | | Cancel

10. Click Insert Row Below. A row appears below the first row.

11. Drag-and-drop Dynamic Table to the work area in the second row.
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Add a Report Element
Step 1: Select the data view for the report element:

1. Click Edit on the dynamic table. The Edit Dynamic Table > Step 1: Data View
screen appears.

am
=z
o

D . Control Manager Logged on =2 & OfficeScan_Chris /@ Log oFf

Dashboard Products Services Logs / Reports Updates + License Information
Edit Dynamic Table He[p
* Step 1 : Data View Step 2 Step 3
Data Views
Selact the dats view:
E-IC Product Information ~
B3 Security Threat Information
B3 VirusMalware Information
{2 Summary Information
223 Detailed Information
2 [(@ Detaied Virus/Malware Information]
(¥ Endpoint Virus/Malware Information
& Oweb Virus/Malware Information
O Email VirusMalware Information
B Onetwork Virus/Malware Information
515 Sovware Ioraymare nfammation =
*An asterisk (*] indicates all report data containing Control Manager-specific and Licanse-specific information, generates using data from
Parent_TMCM

2. Expand the data view tree to the following: Security Threat Information >
Virus/Malware Information > Detailed Information.

3. Seclect Detailed Virus/Malware Information.
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Step 2: Specify the query criteria for the template:
1. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appeats.

Logged on ==: @ OfficeScan_Chris /b Log off

+_License Information

[ZEE

Logs / Reports  [lipdates] | Administration ) [ Help

Query Criteria

Step 1 »»> Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selected View: Detailed Virus/Malware Information

Criteria Settings

Required criteria

Custom criteria

Match: | All of the criteria |

Note: Columns marked with asterisk (*] can be selected to filter datz only once.

[Result ~|  [is 2qualte M-t oction =cuir=a g - =

If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Tip:

Chris only wants to see clients that require further action (OfficeScan was not able to
clean, delete, or quarantine the virus).

2. Specify the following:
*  Result > is equal to > Further action required
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3. Click Next. The Edit Dynamic Table > Step 3 Specify Design screen appears.

@IEE'}.‘? Control Manager’“ Logged on as: B OfficeScan_Chris &8 Log off

Dashboard = Products  Services  Logs / Reports | Updates = Administration  Help v License Information

Edit Dynamic Table B e

Drag and drop the fields in the Avsilzble Field sres to the Dats Field, Series Field, or Catagory Fisld aress to create your report tsmplate.

Step 1 w3y Step 2 »3» Step 3 : Specify Design
Name
Column Field Drag Available Fields
Drop Column Fisid Here Recsived

Generated
Product Entity/Endpoint

Row Fields Data Field
Product

Drop Row Diop Dats EisickHes FroductiEndpoint IP

ProductEndpoint MAC
Managing Server Entity
VirusiMalware
Endpoint

Source Host

User

Result

Action

Detections

Entry Type

Detailed Information

Data Properties

Datz field title: | |

Aggregated by | Total number of instances ¥

Row Properties

Row header title: | |

|

Step 3: Specify the design for the template:

Chris wants this table to display only the items that he will have to investigate. He is not
concerned with clients that have successfully cleaned or quarantined viruses. Chris also
wants to see the name of clients upon which he has to take action.

1. Type the following in the Name field:
OfficeScan Network Requiring Further Action: Virus/Malware

2. Drag-and-drop Virus/Malwatre to Drop Column Field Here.

4-153



Trend Micro™ Control Manager™ Tutorial
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This will display all the viruses/malware OfficeScan detects as columns for the
table.

Drag-and-drop Managing Server Entity and then Endpoint to Drop Row Field
Here.

The order which the fields are dropped is important. Chris wants the OfficeScan
clients to display as secondary to the OfficeScan server that manages the clients.
The OfficeScan server and clients display in the row fields.

Drag-and-drop Detections to Drop Data Field Here.

Chris wants to know the number of incidents he needs to take action against.
Specify the display settings for the Data Properties:

Chris does not want to change the Data Properties settings.

a. Specify how data displays for Data Fields from the Aggregated by drop-down
list:

*  Sum of value: Specifies that the total number of virus/malware incidents
are included

Specify the display settings for the Row Properties.
a. Type the following in the Row header title field:
OfficeScan Server > Endpoint

b. Sclect the following from the Sorting drop-down lists:
Aggregation value > Descending
c. Clear the Filter summarized result check box.

Specify the display settings for the Column Properties.
a. Type the following in the Column header title field:
Further Action Required

b. Select the following from the Sorting drop-down lists:

Aggregation value > Descending
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The Edit Dynamic Table screen appears as follows after completing the steps for the

screen.

@I‘?E'}‘E . Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Services | Logs / Reports | Updates | Administration || Help < License Information

Edit Dynamic Table

Drag =nd drop the fields in the Available Field ares to the Data Ficld, Series Field, or Category Field areas to create your report template.

Step 1 13> Step 2 »3» Step 3 : Specify Design

n=me *: | OfficeScan Metwork Requiring Further Action: Virus;‘Ma‘

‘Column Field Drag Available Fields
WirusiMalware Received
Generated =
Product Entity/Endpoint
Row Fields Data Field
Product
Managing Server Entity Endpoint Detection: Pr int P

Product/Endpoint MAC
lanaging Server Entity

Virus/Malwars

Endpoint
Source Host

User

Result

Action

Detections

Entry Type

Detailed Information

Data Properties

Dat= field title: |

—

Row Properties

Row header titls: [OfficeScan Server > Endpeint
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8. Click Save. The Add Report Template screen appears.

@I'}EI!E, Control Manager™ Logged on ==i {§ OfficeScan_Chris (& Log off
Bl ks Logs / Reports | Updates || Administration || Help ~ License Information
Add Report Template B e
Template Content
Name™: OfficeScan Client Requires Further Action|

Description : | This report provides information an
OfficaScan clisnts that requirs
further action by sdministratars.

Available elements

[ Inzert page bresk sbove ] Sratic Text

Bs

Dynamic Table Edit Del

Ling Chart

Temporary storage

OfficeScan Encp..

Delete this row

[ Inzert page bresk sbove ]

Dynamic Table Edit Del

OfficeScan-Netv. =

=

9. Click Insert Row Below under the second row. A row appears below the second
row.

10. Drag-and-drop Dynamic Table to the work area in the third row.
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Add a Report Element
Step 1: Select the data view for the report element:

1. Click Edit on the dynamic table. The Edit Dynamic Table > Step 1: Data View
screen appears.

f®) 18502 Control Manager-

Dashboard Products Services Logs / Reports Updates Administration Help

Logged on as: @ OfficeScan_Chris 4 Log off

v License Information

Edit Dynamic Table

Eduein

*» Step 1 : Data View Step 2 » Step 3

Data Views

Select the dats view:

{53 Product Information
-3 Security Threat Information
{23 VirusMalware Information
B0 Spyware/Grayware Information
{CD Summary Information
L3 Detailed Information

© [ Diiakd Spyweae S myaee Tiformation

&3

B O Endpoint Spyware/Grayware =
B2 Oue Spyware/Grayware
B2 O Enal spyware/Grayware

S

*An asterisk (*) indicates =ll report data containing Contrel Manager-specific and License-specific information, generates using datz from
Parent_TMCM

hebunrk Snvware Gravuare ke

2. Expand the data view tree to the following: Security Threat Information >
Spyware/Grayware Information > Detailed Information.

3.  Select Detailed Spywate/Grayware Information.
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Step 2: Specify the query criteria for the template:
1. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appeats.

@WE"E— | Control Manager Lngged an as: & DfficaScan Chris . @b tog off

Products Services Logs / Reports Updates Administration Help

Query Criteria B nein

Step 1 135 Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selectad View: Detailed Spyware/Grayware Information

Criteria Settings

Required criteria

is equal to v| [won-cookie types ¥

Custom criteria

Match: | All of the criteria |
Hots: Columns marked with asterisk (%) can be selectad to filter datz only once.

[Result ~| [i==qualte CARM[F-ther oction reauied [Rg =

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his table for spyware/grayware incidents. Chris
also only wants to focus on computers that require further action on his part.

2. Specify the following:
Required criteria:
*  Security Threat Type > is equal to > Non-cookie types
Custom criteria:
*  Match: All of the criteria

*  Result > is equal to > Further action required
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3. Click Next. The Edit Dynamic Table > Step 3 Specify Design screen appears.

f#) TREND. : Control Manager* Logged on as: B OfficeScan_Chris G Log off

Products | Services = Logs / Reports | Updates | Administration  Help ~ License Information

Edit Dynamic Table B e

Drag =nd drop the fields in the Available Field ares to the Data Ficld, Series Field, or Category Field areas to create your report template.

Step 1 13> Step 2 »3» Step 3 : Specify Design

Name
Column Field Drag Available Fields
mn Figi Received
Generated
Product Entity/Endpoint
Row Fields Data Field

Product

Orop Dats Fisld Here Product/Endpoint IP

Product/Endpoint MAC
Managing Server Entity
Spyware/Grayware
Endpoint

Source Host

User

Result

Action

Detections

Entry Type
Detailed Information

Data Properties

Dat= field title: | J

Aggregated by | Total number of instances

Row Properties

Row header titls: | |

|2

Step 3: Specify the design for the template:

Chris wants this table to display only the items that he will have to investigate. He is not
concerned with clients that have successfully cleaned spyware. Chris also wants to see
the name of clients upon which he has to take action.

1. Type the following in the Name field:
OfficeScan Endpoints Requiting Further Action: Spyware/Grayware
2. Drag-and-drop Action to Drop Column Field Here.

4-159



Trend Micro™ Control Manager™ Tutorial
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This will display all the actions OfficeScan takes against virus/malwate as columns
for the table.

Drag-and-drop Managing Server Entity and then Endpoint to Drop Row Field
Here.

The order which the fields are dropped is important. Chris wants the OfficeScan
clients to display as secondary to the OfficeScan server that manages the clients.
The OfficeScan server and clients display in the row fields.

Drag-and-drop Detections to Drop Data Field Here.

Chris wants to know the number of incidents he needs to take action against.
Specify the display settings for the Data Properties:

Chris does not want to change the Data Properties settings.

a. Specify how data displays for Data Fields from the Aggregated by drop-down
list:

*  Sum of value: Specifies that the total number of spyware/grayware
incidents are included

Specify the display settings for the Row Properties.
a. Type the following in the Row header title field:
OfficeScan Server > Endpoint

b. Sclect the following from the Sorting drop-down lists:
Aggregation value > Descending
c. Clear the Filter summarized result check box.

Specify the display settings for the Column Properties.
a. Type the following in the Column header title field:
Further Action Required

b. Select the following from the Sorting drop-down lists:

Aggregation value > Descending
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The Edit Dynamic Table screen appears as follows after completing the steps for the
screen.

@I‘?E'}‘E . Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Services | Logs / Reports | Updates | Administration || Help < License Information

Edit Dynamic Table

Drag =nd drop the fields in the Available Field ares to the Data Ficld, Series Field, or Category Field areas to create your report template.

Step 1 13> Step 2 »3» Step 3 : Specify Design

N=me “: Endpoints Requiring Further Action: Spyware/Grayware

‘Column Field Drag Available Fields
Action Received
Generated =
Product Entity/Endpoint
Row Fields Data Field
Product
Managing Server Entity Endpoint Detection: Pr int P

Product/Endpoint MAC
Managing Server Entity
Spyware/Grayware

Endpoint
Source Host

User

Result

Action

Detections

Entry Type

Detailed Information

Data Properties

Dat= field title: |

—

Row Properties

Row header titls: [OfficeScan Server > Endpeint
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8. Click Save. The Add Report Template screen appears.

@I'}EI!E, Control Manager™ Logged on ==i {§ OfficeScan_Chris (& Log off
Bl ks Logs / Reports | Updates || Administration || Help ~ License Information
Add Report Template B e
Template Content
Name™: OfficeScan Client Requires Further Action|

Description : | This report provides information an
OfficaScan clisnts that requirs
further action by sdministratars.

rking Panel

Available elements

[ Inzert page bresk sbove ] Sratic Text

Bar Chart

Dynamic Table Edit Del

Ling Chart

Temporary storage

OfficeScan Encp..

Delete this row

[ Inzert page bresk sbove ]

Dynamic Table Edit Del

OfficeScan-Netv. =

o]

9. Click Insert Row Below under the third row. A row appears below the third row.
10. Drag-and-drop Dynamic Table to the work area in the fourth row.
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Add a Report Element
Step 1: Select the data view for the report element:

1. Click Edit on the dynamic table. The Edit Dynamic Table > Step 1: Data View
screen appears.

f®) 18502 Control Manager-

Dashboard Products Services Logs / Reports Updates Administration Help

Logged on as: @ OfficeScan_Chris 4 Log off

v License Information

Edit Dynamic Table

Eduein

*» Step 1 : Data View Step 2 » Step 3

Data Views

Select the dats view:

{53 Product Information
-3 Security Threat Information
{23 VirusMalware Information
B0 Spyware/Grayware Information
{CD Summary Information
L3 Detailed Information

© [ Diiakd Spyweae S myaee Tiformation

&3

B O Endpoint Spyware/Grayware =
B2 Oue Spyware/Grayware
B2 O Enal spyware/Grayware

S

*An asterisk (*) indicates =ll report data containing Contrel Manager-specific and License-specific information, generates using datz from
Parent_TMCM

hebunrk Snvware Gravuare ke

2. Expand the data view tree to the following: Security Threat Information >
Spyware/Grayware Information > Detailed Information.

3.  Select Detailed Spywate/Grayware Information.
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Step 2: Specify the filtering criteria for the template:
1. Click Next. The Query Criteria > Step 2: Set Query Criteria screen appeats.

@WE"E— | Control Manager Lngged an as: & DfficaScan Chris . @b tog off

Products Services Logs / Reports Updates Administration Help

Query Criteria B nein

Step 1 135 Step 2: Set Query Criteria »>» Step 3

Result Display Settings

Selectad View: Detailed Spyware/Grayware Information

Criteria Settings

Required criteria

is equal to v| [won-cookie types ¥

Custom criteria

Match: | All of the criteria |
Hots: Columns marked with asterisk (%) can be selectad to filter datz only once.

[Result ~| [i==qualte CARM[F-ther oction reauied [Rg =

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify the analysis of the data that the query returns.

Chris does not want cookies to appear in his table for spyware/grayware incidents. Chris
also only wants to focus on computers that require further action on his part.

2. Specify the following:
Required criteria:
*  Security Threat Type > is equal to > Non-cookie types
Custom criteria:
*  Match: All of the criteria

*  Result > is equal to > Further action required
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3. Click Next. The Edit Dynamic Table > Step 3 Specify Design screen appears.

f#) TREND. : Control Manager* Logged on as: B OfficeScan_Chris G Log off

Products | Services = Logs / Reports | Updates | Administration  Help ~ License Information

Edit Dynamic Table B e

Drag =nd drop the fields in the Available Field ares to the Data Ficld, Series Field, or Category Field areas to create your report template.

Step 1 13> Step 2 »3» Step 3 : Specify Design

Name
Column Field Drag Available Fields
mn Figi Received
Generated
Product Entity/Endpoint
Row Fields Data Field

Product

Orop Dats Fisld Here Product/Endpoint IP

Product/Endpoint MAC
Managing Server Entity
Spyware/Grayware
Endpoint

Source Host

User

Result

Action

Detections

Entry Type
Detailed Information

Data Properties

Dat= field title: | J

Aggregated by | Total number of instances

Row Properties

Row header titls: | |

|2

Step 3: Specify the design for the template:

Chris wants this table to display only the items that he will have to investigate. He is not
concerned with clients that have successfully cleaned spyware. Chris also wants to see
the name of clients upon which he has to take action.

1. Type the following in the Name field:
OfficeScan Netwotk Requiring Further Action: Spywate/Grayware
2. Drag-and-drop Spywate/Grayware to Drop Column Field Here.
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This will display all spyware/grayware that OfficeScan detects as columns for the
table.

Drag-and-drop Managing Server Entity and then Endpoint to Drop Row Field
Here.

The order which the fields are dropped is important. Chris wants the OfficeScan
clients to display as secondary to the OfficeScan server that manages the clients.
The OfficeScan server and clients display in the row fields.

Drag-and-drop Detections to Drop Data Field Here.

Chris wants to know the number of incidents he needs to take action against.
Specify the display settings for the Data Properties:

Chris does not want to change the Data Properties settings.

a. Specify how data displays for Data Fields from the Aggregated by drop-down
list:

*  Sum of value: Specifies that the total number of spyware/grayware
incidents are included

Specify the display settings for the Row Properties.
a. Type the following in the Row header title field:
OfficeScan Server > Endpoint

b. Sclect the following from the Sorting drop-down lists:
Aggregation value > Descending
c. Clear the Filter summarized result check box.

Specify the display settings for the Column Properties.
a. Type the following in the Column header title field:
Further Action Required

b. Select the following from the Sorting drop-down lists:

Aggregation value > Descending
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The Edit Dynamic Table screen appears as follows after completing the steps for the
screen.

@I‘?E'}‘E . Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Services | Logs / Reports | Updates | Administration || Help < License Information

Edit Dynamic Table

Drag =nd drop the fields in the Available Field ares to the Data Ficld, Series Field, or Category Field areas to create your report template.

Step 1 13> Step 2 »3» Step 3 : Specify Design

name *: | OfficeScan Metwork Requiring Further Action: Spyware

‘Column Field Drag Available Fields
Spyware/Grayware Received
Generated =
Product Entity/Endpoint
Row Fields Data Field
Product
Managing Server Entity Endpaint Datection: P int P

Product/Endpoint MAC
Managing Server Entity
Spyware/Grayware

Endpoint
Source Host

User

Result

Action

Detections

Entry Type

Detailed Information

Data Properties

Dat= field title: |

—

Row Properties

Row header titls: [OfficeScan Server > Endpeint
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8. Click Save. The Add Report Template screen appears.

@II}EI!E : Control Managerﬂ Logged on z=: (@ OfficeScan_Chris /& Log off

Dashboard Services | Logs / Reports | Updates | Administration || Help < License Information

Add Report Template B relp |

Template Content

Nama®: OfficeScan Client Requires Further Action|

Description : | This report provides information an
OfficaScan clisnts that requirs
further action by sdministratars.

Available elements

[ Inzert page bresk sbove ] Sratic Text

o
Dynamic Table Edit Del

Line

Temporary storage

‘OfficeScan Encp..

Delete this row

[ Inzert page bresk sbove ]

Dynamic Table Edit Del

OfficeScan-Netw— =
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9. Click Save. The Report Templates screen appears with the modified template
appearing at the top of the Report Template list.

Report Templates [Z A
[E82dd [B]copy ffjDelet= 1- 10 of 10 M 4Page |1 ot rm
[] nName Description Creator Last editor Latest updated date Subscribed Subscriptions
This report provides
OfficeScan Endooint information on
[ | Requires Further Action OfficeScan endpoints that | OfficeScan_Chris | OfficeScan_Chris | 08/06/2010 11:09 PM | O
Reoort require further action by

administrators.
This template generates
raports on =l

£lz2Scen =pyvere/grayvare, vith

[ | Spuware/Gravvare OfficeScan_Chris | OfficeScan_Chris | 08/06/2010 11:10 BM |1
Dstection Summary. dab g
COOKIES, that OfficaScan

servers detect.
TM-Content Violstion
Detection Summary
TIM-Managed Product
Connaction/Component System System 08/06/2010 02:27 PM 0
Ststus

System System 08/06/2010 02:27 PM |0

O

O

[] Ti-Cuersll Threat System System 08/06/2010 02:27 PM |0
Summary

[ L=So=m Detection
Summary

m]

O

O

O

System System 08/06/2010 02:27 PM |0

TM-Spyvare/Grayvare
Datection Summsry

System System 08/06/2010 02:27 PM |0

Tifussicious Tarest System System 08/06/2010 02127 PM O
Detection Summary
TM-Virus/Mzlware
Detecticn Summary
TM-Web Violation
Detection Summary

[E3add [R]copy ffjDelet= 1-10 of 10 M 4 Page |1 latirm

—
Rove per paga: | 10 (%]

System System 08/06/2010 02:27 BM |0

System System 08/06/2010 02:27 PM 0

Viewing the Generated Report

After modifying the template, Chris wants to see how the report would look. Again, to

quickly view a report using this template, Chris needs to create a one-time report. Chris
would also like to gather feedback from other OfficeScan administrators and his boss on
the layout of the report. He will email the report, when the report completes generation,
to his boss and the other OfficeScan administrators.

To add a one-time report:
Step 1: Access the Add One-time Report screen and select the report type:
1. Log on to the Control Manager Web console as Chris.

2. Mouseover Logs/Reports. A drop-down menu appeats.
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3.

4-170

Click One-time Reports from the menu. The One-time Reports screen appears.

f¥)IREND | Control Manager®

Dashboard Services | Logs / Reports | Updates

One-time Reports

& Log off

~ License Information

Logged on as: () OfficeScan_Chris

Administration Help

Refresh Help

[Easdd | fjoelete. FFarvard

1-10f1 M 4Page

[ Name Description Period

Createdtime = Generated time Format Size View

from 07/07/2010
AM to

OfficeScan Spyware- | This summary spyvare/grayvare | o
08/06/2010 05:39
M

[] Greuwere Detection  report does not incude COOKIES
Summzry in the report.

08/06/2010

ok WA HTML  |W/A

Submitted

[Eadd ffiDelete [rorerd

1-10f 1 M 4 Page |1

Rovs per pags:
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4.

Click Add. The Add One-time Report > Step 1: Contents screen appears.

f®) IReND. . Control Manager™ Eonsedion st @ OfcascasiChris b Lon off
Products  Services Logs / Reports  [[lipdates r
Add One-Time Report B relp
Step 1: Contents Step 2 Step 3 Step 4

Report Details

Name™: OfficeScan Endpoint Requires Furthar Actien R

Description: [Thiz OfficeScan endpoint summary repart

does not include COOKIES in the report.

Report Content

Report Templatas
OfficeScan Endpeint Requires Further Action Repert

SRS =
[JtM-5p2m Detection Summary

[l tM-5eyvare/ Grayvars Detection Summary
[Otm-suspicious Threat Detaction Summary

[ tM-virus/Malvare Detection Summary

[CItm-web violation Detection Summary

Report Format

) &dobe POF Format (*.pdf)
@ HTML Format (*.html]
O XML Format [*.xml)

CSV Format (=.csv)

Type the following in the Name field, under Report Details:
OfficeScan Endpoint Requires Further Action Report
Type the following in the Description field, under Report Details:

This OfficeScan endpoint summary report does not include COOKIES in
the report.

Select the OfficeScan Endpoint Requires Further Action Report Control
Manager template to generate the report:

Select HTML Format (*.html) for the report generation format:
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9. Click Next. The Add One-Time Report > Step 2: Targets screen appears.

@I‘?E'}.‘E’ . Control Manager* Logaedion:ass O Rcaican Chri= . @t off
I Services Logs / Reports Updates Administration Help v License Information
Add One-Time Report HEIp
Step 1 »»» Step 2: Targets »>» Step 3 » Step 4
Targets

Choose the managad product or managed product folder that will be the facus of tha report.

Note: All report data containing Control ger-specific and Licanss-specific information, genarstes using data from Parent_TMCM
Selecting the Cascading Folder vill not generate reports using the child Control Manager-specific data.

Select multiple managed products or folders.
| Cparent_Tmcm
O [ ascading Folder
=R
50 [ officeScan Servers
E-E [Jeurope

Local Folder
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Step 2: Specify the product/products from which the report data generates:

1.
2.

Select England from the Product Directory.

Click Next. The Add One-Time Report > Step 3: Time Period screen appears.

F’.)I?E'}‘E i Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off
] Logs / Reports  Updates  Administration  Help - License Information
Add One-Time Report B vetp
Step 1 333 Step 2 >33 Step 3: Time Period Step 4
Time Period
© [ ET—
O Range

e [areTE 0]

Tor | /2

Step 3: Specify the date that the product/products produced the data:

1.

Specify the data generation date:

From the drop-down list select one of the following:

All dates
Last 24 hours
Today

Last 7 days
Last 14 days
Last 30 days

Specify a date range:

a
b.

C.

&

Type a date in the From field.
Specify a time in the accompanying hh and mm fields.
Type a date in the To field.

Specify a time in the accompanying hh and mm fields.
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Tip: Click the calendar icon next to the From and To fields to use a dynamic
calendar to specify the date range.

2. Click Next. The Add One-time Report > Step 4: Message Content and Recipients
screen appears.

f¥) IREND. | Control Manager® Eoaetianas b Offcasan Chr s B Laaioit
hl Logs / Reports | Updates || Administration || Help
Add One-Time Report Help
Step 1 »33 Step 2 33 Step 3 >33 Step 4: Message Content and Recipients

Message Content

Subject:  [gificeScan Spyvare/Grayvare Summary Report

Mess282t [This report is to test the report layout.
Please send feedback to me about the

reports or their lsyout.

Report Recipients

Email the report a5 an attachment

| Groups ~| Recipient list

--- Group List --- --- User List ---
Unexpected_Event i

i mandl 5

Step 4: Specify the email content and recipients of the report:
1. Type the following in the Subject field:

OfficeScan Spyware/Grayware Summary Report
2. Type the following in the Message field:

This report is to test the report layout. Please send feedback to me about the
reports or their layout.

3. Select Email the report as an attachment.
Add the following users to the Report Recipients list:
Groups:
¢ OfficeScan_Admins

4-174



Monitoring the Control Manager Network

This report is for administrators not managers. Dana does not need to comment on
this report.

Click Finish. The One-time Reports screen appears with the report in the
One-time Reports list.

@I‘SEEE Control Manager“' Logged on ==: @ OfficeScan_Chris /g Log off
Products Services Logs / Reports Updates Administration Help + License Information
One-time Reports B refresh @ Help
[Eadd | fiD=let=| [HForvard 1-2cf2 M 4Pags 1 of 1 b M
Name Description Period Createdtime = Generated time Format Size View
p

from 07/07/2010

OfficeScan Endpoint | This Offi =ndpoint
; 08/
[] Requires Furtther | =ummary report does not ég;gg.’z"glﬁ;‘ S E?\E: ;‘;ﬁlw 773 HTML  |NjA | Submitted
Action Report include COOKIES in the report. r\. . ' 3
OfficeSean o ; v from 07/07/2010
Spuvare-Gravware 2 SIS SEYRSTSL ISR | 1000 AM 08/0s/2010 08/06/2010 05:40 230
| n report does not include HTML View
Destsction = 08/06/2010 05:38 | 05:39 PM ] KE
COOKIES in the report,
Summary BM
[E32dd ffjDelete. [HForvard 1-20f2 M 4 Page |1 lafzrm

Rows per page: | 10 (¥

After report generation completes successfully View appears under the View
column.

Click View. The Internet browser on your computer opens to display the HTML
report. Each of the following figures corresponds to one of the report template
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elements. The settings for each template element are provided so you will have a
better idea about how reports generate.

TREND MICRO
Control Manager~s Consolidated Report

Period : 07/07/2010 00:00 - 08/06/2010 23:46
Created date : 08/06/2010 23:46

Issuer : OfficeScan_cChris

Generated by TMCM-CM5DEMO

NOTE: All report data containing Control Manager-specific and
License-specific information, generates using data from TMCM-
CM5DEMO.

OfficeScan Endpeint Requires Further Action Report

List of templates

1.0fficeScan Endpoint Requires Further Action Report - OfficeScan Endpoints Requiring Further Action:
Virus Malware

2 OfficeScan Endpoint Requires Further Action Report - OfficeScan Network Requiring Further Action
VirusMalware

3 OfficeScan Endpoint Requires Further Action Report - OfficeScan Endpoints Requiring Further Action:
Spyware Grayware

4 OfficeScan Endpoint Requires Further Action Report - OfficeScan Network Requiring Further Action:
Spyware/Grayware
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TABLE 4-19. OfficeScan Endpoints Requiring Further Action: Virus/Malware

Dynamic Table

OfficeScan Endpoints Requiring Further Action: Virus/Malware
Further Action Required
OfficeScan Server > Endpoint Unable to quarantine File File Unable to upload File Grand
file quarantined cleaned file passed total
EN-ChrisFoxl1 3082 o 1 0 0 3083
EM-ShellyTam s01 2381 o o i} i} 2381
EM-Sam Michaelz02 991 17 k] 0 0 1107
EH-OfficeScan_01 EN-JohnSim =041 192 0 0 1] 1] 152
EN-KayFederdn El o 180 0 0 189
EM-TonyHenryd2 100 11 39 0 0 150
EM-Edward)ohn01 77 0 0 0 0 77
EN-SarahSim nson 64 o o 0 0 54
EH-OfficeScan_01  Total GB35 28 318 0 0 T243
EN-Taramichaels01 51 1096 0 ] ] 1147
EN-JenTalverG0 932 52 0 o o 994
EN-OfficeScan_02 EN-JakeSyles02 0 146 2 (] ] 148
EN-BartCam bs01 111 65 o 0 0 176
Eh-HaroldPots02 109 1 1] 0 0 110
EN-OfficeScan_02 Total 1203 1370 2 ] ] 2575
EN-JadeHsux40 35 o o 0 0 35
EN-OfficeScan_03 EN-Maryditcheld] 3z o o 0 0 32
EN-PaulNicholz02 30 o o 0 0 30
EN-Pauladam esi 30 1} 1} 0 0 30
EN-OfficeScan_03 Total 127 0 1} 0 0 127
Grand total G226 1398 321 0 1] 9945

Data view:
¢ Detailed Virus/Malware Information

Query Criteria:

« Result > is equal to > Further action
required

Data Properties:

 Detections
« Aggregated by: Sum of value

Row Properties:

» Managing Server Entity + Endpoint

* Row header title: OfficeScan Server >
Endpoint

« Sorting: Aggregation value > Descending

* Do not filter summarized result

Category Properties:

« Action

¢ Column header title: Further Action
Required

« Sorting: Aggregation value > Descending
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TABLE 4-20. OfficeScan Network Requiring Further Action: Virus/Malware Dynamic

Table
OfficeScan Network Requiring Further Action: Virus/Malware
Further Action Required
OfficeScan Server > Endpoint ESxDR_RASSA.C WORM_MUWAR.ACK TROJ_Generic WORM_NUWAR.ZIP JS_KAKWORM.A Gt:?;f'
EM-SaraRosum 01 2380 1] 0 1] 0 2380
EN-OfficeSean_01 EN-lessSams01 0 1] 479 0 i} 479
EMN-BohJohns01 0 0 27 1] 259 286
EN-OfficeScan_01 Total 2380 0 506 0 258 3145
EN-Carlalames01 1] 1147 0 0 0 1147
EN-SeanConnerdd o 814 0 0 o 814
EM-MikeGerrardxg0 1] 3 0 130 0 133
EH-OfficeScan_02 gy _jimivun2 0 128 0 20 0 148
EM-TimHsu01 0 g 0 103 0 112
EN-Catharks01 o 4 0 61 0 65
EN-John'WrightD2 0 1 0 58 0 59
EN-OfficeScan_02 Total 0 2106 0 372 0 2478
ENM-RitaHogg:50 0 0 3 0 0 3
EM-CarolRons01 1} 1} 0 1 0 1
EH-OfficeScan 03
EM-Leslveh02 a a 0 1 0 1
EM-BelleSam =01 1] 1] 0 0 1 1
EH-OfficeScan_03 Total 0 0 3 2 1 6
Grand total 2380 21086 509 374 260 5629
Data view: Row Properties:
 Detailed Virus/Malware Information » Managing Server Entity + Endpoint
* Row header title: OfficeScan Server >
Criteria: Endpoint
Query Criteria: + Sorting: Aggregation value > Descending
+ Result > is equal to > Further action * Do notfilter summarized result
required
Category Properties:
Data Properties: « Virus/Malware
. Detections * Column header title: Further Action
. Required
« Aggregated by: Sum of value o . .
« Sorting: Aggregation value > Descending
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TABLE 4-21. OfficeScan Endpoints Requiring Further Action: Spyware/Grayware
Dynamic Table

OfficeScan Endpoints Requiring Further Action: Spyware/Grayware
Further Action Required
OfficeScan Server > Endpoint Unable to quarantine file  File quarantined  File deleted  File cleaned  Grand total
EH-OscarBell01 378 0 0 1] 378
EH-JenGerodd2 313 0 0 0 313
EN-OfficeScan_01 EH-Rorwul1 107 o o o 107
EH-Brucekent01 26 1 6 0 33
EH-OfficeScan_01 Total 901 15 6 1 923
EH-HinaMoorex 60 0 22 1] 0 22
EH-JamesHo01 3 0 0 0 3
EN-OfficeScan_02 EH-GinSherry02 2 1 0 1] 3
EH-Alex Toms01 2 0 1] 0 2
EH-EmmaWicksx60 1 1 1] 0 2
EN-OfficeScan_02 Total 8 24 0 0 32
EH-OfficeScan_03 EN-SamFox01 6 0 0 1] 6
Total 6 0 0 0 6
Grand total 815 39 8 1 863
Data view: Row Properties:
« Detailed Spyware/Grayware Information » Managing Server Entity + Endpoint
* Row header title: OfficeScan Server >
Criteria: Endpoint
Query Criteria: « Sorting: Aggregation value > Descending
« Security Threat Type > is equal to > * Do not filter summarized result
Non-cookie types
* Result > is equal to > Further action Category Properties:
required )
e Action
. ¢ Column header title: Further Action
Data Properties: Required
« Detections « Sorting: Aggregation value > Descending
« Aggregated by: Sum of value
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TABLE 4-22.
Dynamic Table

OfficeScan Network Requiring Further Action: Spyware/Grayware

OfficeScan Network Requiring Further Action: Spyware/Grayware
Further Action Required
OfficeScan Server > DIAL_AGENT.IVC ADW_APROPOS.51 ADW_LOOKZME.C SPYW_PROAGENT.20 ADW_SLAGENT.A Crand
Endpoint total
EH-OscarBelll1 378 i o 0 0 378
EN-JenGerod02 0 27 14 i} 0 41
EN-OfficeScan
0 EH-Rori ud1 0 0 10 21 18 ag
EH-CindyLiu01 0 0 0 0 0 0
EN-OfficeScan_01 Total 378 27 24 21 18 468
EH-
HinaMoorex60 t t z z t t
EN-GinSherry02 0 0 0 0 0 0
EN-OfficeScan  EH-Emmavicks 0 0 0 0 0 0
® x60
EN-AlexToms01 0 0 1] 1] 0 0
EN-JamesHo01 0 0 0 0 0 0
EH-OfficeScan_02 0 0 o o 0 0
Total
EN'Ofﬁ[‘:gsca“ EH-SamFox01 0 0 0 0 0 0
EH-OfficeScan_03 Total 0 0 0 0 0 0
Grand total 378 27 24 21 18 468

Data view:

« Detailed Spyware/Grayware Information

Query Criteria:

« Security Threat Type > is equal to >
Non-cookie types

* Result > is equal to > Further action
required

Data Properties:

« Detections
« Aggregated by: Sum of value

Row Properties:

» Managing Server Entity + Endpoint

* Row header title: OfficeScan Server >
Endpoint

« Sorting: Aggregation value > Descending

* Do not filter summarized result

Category Properties:

* Spyware/Grayware

* Column header title: Further Action
Required

« Sorting: Aggregation value > Descending
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Adding Scheduled Reports

Control Manager supports generating scheduled reports from Control Manager 3 and
Control Manager 5 report templates. Users need to create Control Manager 5 report
templates, while Trend Micro created Control Manager 3 report templates. The process
for creating a scheduled report is similar for all report types:

1. Access the Add Scheduled Report screen and select the report type.

2. Specify the product/products from which the report data generates.

3. Specify the date when the product/products produced the data.

4.  Specify the recipient of the report.

Chris has gathered all feedback for the two reports he created. He is ready to have these
reports genetate on a schedule. The OfficeScan Spyware/Grayware Detection

Summary only needs to be generated on a monthly basis. However, Chris wants to
generate the OfficeScan Requires Further Action Report daily.

To add OfficeScan Spyware/Grayware Detection Summary as a scheduled
report:

Step 1: Access the Add Scheduled Report screen and select the report type:
1. Log on to the Control Manager Web console as Chris.
2. Mouseover Logs/Reports. A drop-down menu appears.

3. Click Scheduled Reports from the menu. The Scheduled Reports screen appears.

f’J TREND | Control Manager™ Logged on 2=t {} OfficeScan_Chris 3 Loc off
shboard Products | Services | Logs / Reports d | istration
Scheduled Reports B refresh @ neip
[Eaadd [Blcopy fiiDslete 0-00f0 M {Page |0 ofo b M
[] Name Description Freguency. Created time Last generated time Next schedule History Enable
[Eadd [B]copy fjDelete 0-00f 0 W 4 page [0 [oform
Rovs per page: | 10 |
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4. Click Add. The Add Scheduled Report > Step 1: Contents screen appears.

f#) TREND. : Control Manager* Logged on as: B OfficeScan_Chris G Log off

Updates Administration Help

Add Scheduled Report B e

Step 1: Contents Step 2 Step 3 33> Step 4

Report Details

Name®: OfficeScan Spyware/Grayware Detection Summg]

Descriptiont |Thiz report generates monthly 2nd doss

not contain COOKIES.

Report Content

Report Templ

[ officeScan Endpoint Requires Further Action Report
Control Manager 5

[¥] officeSean Spyware/Grayware Detection Summary
Control Manager 3
[CJtm-content viclation Detection Summazry
DTM-ManagEd Product Connection/Component Status
[JtM-0verall Threat Summary

[l7M-5p2m Detection summary
[I7M-Spyvare/Grayvars Dataction Summary
[OJtm-suspicicus Threat Detection Summary

I tM-Virus/Malvare Detection Summary

[ClTm-wek violztion Datection Summazry

Report Format

(3 Adobe PDF Format (=.pdf)

O HTML Format (*.html]

P W P S

|

5. Type the following in the Name field:
OfficeScan Spyware/Graywate Detection Summary
6. Type the following in the Description field:
This report generates monthly and does not contain COOKIES.
7. Select the OfficeScan Spywate/Grayware Detection Summary.
8. Select Adobe PDF Format (*.pdf).
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Click Next. The Add Scheduled Report > Step 2: Targets screen appears.

f®)1REND | Control Manager™ Logged an asi @ OFficaScan_Chric

& Log off

Logs / Reports | lipdates || Administration | Help ~ License Information

Add Scheduled Report

Step 1 »»» Step 2: Targets » Step 3 > Step4

Targets

Choose the managed product or managed produst folder that vill be the focus of tha report.

Note: 2ll report data containing Control Manager-specific and License-specific information, generates using dats from Parent_TMCM
Selacting the Cascading Folder vill not generate reports using the child Control Manager-spacific data.

Select multiple managed products or folders.
|= CIparent_tmcm
#12 [cascading Folder
EHE [TLocal Folder
E-0D [ | Offeascan Servers
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Step 2: Specify the product/products from which the report data generates:

1. Select England from the Product Directory.
2. Click Next. The Add Scheduled Report > Step 3: Frequency screen appeats.

”)I?E'}‘E Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off
I Updates Administration Help
Add Scheduled Report B Help
Step 1 »3> Step 2 »3» Step 3: Frequency »»» Step 2
Frequency
O Daily

O weeldy, on:

O Ei-weekly, on: Sunds

® Manthly, on:

Datz rangs:

(3 Reports include dats up te the Start the schedule time specified below.

(O Reports include datz up to 2315953 of the previous day.

Start the schedule:

@ Immedistely

QO starto [cs7az/z010_]

Step 3: Specify the date that the product/products produced the data:

1. Select Monthly > First day.
2. Select Reports include data up to the Start the schedule time specified below.

3. Select Immediately.
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4.

Click Next. The Add Scheduled Report > Step 4: Message Content and Recipients
screen appears.

f'jI?E'.‘,‘E ; Control Manager™ Logged on as: ) OfficeScan_Chris /@ Log off
Logs / Reports Updates  Administration  Help
Add Scheduled Report BHElp
Step 1 » Step 2 233 Step 3 »»>» Step 4: Message Content and Recipients

Message Content

Subject: | Gfficescan Spyvare/Grayware Summary Report

M2252221 [Thiz report iz = summary of
=spywere/grayvare dstections in England.

Report Recipients

[] Email the report =5 an attachment

| Groups v| Recipient list
--- Group List === --- User List ==
Unexpacted_Evant OfficeScan_Dana
Updats_Event C=
Virus_Event --- Group List -=-
OfficeScan_Admins

Step 4: Specify the recipient of the report

1.

Type the following in the Subject field:

Monthly OfficeScan Spyware/Grayware Summary Report

Type the following in the Message field:

This report is a summary of spyware/grayware detections in England.
Select Email the report as an attachment.

Add the following users to the Report Recipients list:

Users:

¢ OfficeScan_Dana

Groups:

e OfficeScan_Admins
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5. Click Finish. The Scheduled Reports screen appears with the report in the
Scheduled Reports list.

@I‘?E'}‘E Control Manager™ Logged on 2=: {§ OfficeScan_Chris 4@ Log off

Services | Logs / Reports | Updates | Administration || Help ~ License Information

Scheduled Reports B refresh @ naip

[Eaadd [Blcopy ffjpelete i-10f1 M 4Page ofi kM

[ Name Description Freguency. Created time  Last generated time  Next schedule  History Enable
OfficeScan — i s

o Sovware-Gravvare "tfl'?" ﬁ”g’f E’t Monthly, on First | 08/07/2010 Win 09/01/2010 v
Detsction E::aini:ac;‘cmos:- 0 day 12:33 AM | 12:33 AM g 12:33 AM e
Summary *

[@add [B]copy ffjDelete 1-10f1 M 4 Page of 1 bkl

Rows per page: | 10 (%

To add OfficeScan Requires Further Action Report as a scheduled report:
Step 1: Access the Add Scheduled Report screen and select the report type:
1. Log on to the Control Manager Web console as Chris.

2. Mousecover Logs/Reports. A drop-down menu appeats.

3. Click Scheduled Reports from the menu. The Scheduled Reports screen appeats.

@II}EI!E_ | Control Manager Logged an as: @ Officascan_chris &b tog off
Dashboard  Products  Services Logs / Reports Updates Administration Help ~ License Information
Scheduled Reports B refresh @ reln
[Eiedd [Blcopy fipelate i-1ofi M 4Pags SfihH
[] Name Description Freguency Created time  Last generated time Next schedule  History Enable
gff":fasr:?gra' vmre | This report generates |y oy o Fiest | 08/07/2010 03/01/2010
O Detection m”:“'"&;‘g.&‘ggz mot | goy 12:33 AM 12:33 AM NA 12:33 AM e
e on contzin 3
[Eaadd [Blcopy fijDslete 1-10f 1 M 4 Page of 1 b M
Rows per page: | 10 (@
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4.

Click Add. The Add Scheduled Report > Step 1: Contents screen appears.

@1’?5'},‘2 . Control Manager® Logged on as: @ OfficeScan_Chris @ Log off
Updates Administration Help
Add Scheduled Report B e
Step 1: Contents Step 2 Step 3 335 Step 4

Report Details

Name®: OfficeScan Reguires Further Action Report

Description: |Thiz report generates daily and doss not

contsin COOKIES.

Report Content

Report Templates

OfficeScan Endpoint Requires Further Action Report
Control Manager 5

J———— [l officeSean Spyware/Grayware Detection Summary
[CJtm-content viclation Detection Summazry
[JM-Managed Product Gonnection/Component Status
[JtM-0verall Threat Summary

[l7M-5p2m Detection summary
[I7M-Spyvare/Grayvars Dataction Summary
[OJtm-suspicicus Threat Detection Summary

I tM-Virus/Malvare Detection Summary

[ClTm-wek violztion Datection Summazry

Report Format

() Adobe PDF Format (=.pdf)

® HTML Format (*.html]
B

|

Type the following in the Name field:

OfficeScan Requires Further Action Report

Type the following in the Description field:

This report generates daily and does not contain COOKIES.
Select the OfficeScan Endpoint Requires Further Action Report.
Select HTML Format (*.html).
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9. Click Next. The Add Scheduled Report > Step 2: Targets screen appears.

Logged on as: @@ OfficeScan_Chris & Log off

Logs / Reports | lipdates || Administration | Help ~ License Information

Add Scheduled Report

Step 1 »»» Step 2: Targets » Step 3 > Step4

Targets

Choose the managed product or managed product folder that vill be the focus of the report.
Mote: 2ll report dats containing Contrel Manzger-zpecific and License-specific information, generates using data from Parent_ TMCM,
Selacting the Cazcading Folder vill not generste reports using the child Control Manzger-spacific dats.
Select multiple managed products or folders.
|2 CIparent_tmcm
#D [ Cascading Folder
EHED [ Locsl Foider
E-0D [ | Offeascan Servers
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Step 2: Specify the product/products from which the report data generates:

1. Select England from the Product Directory.
2. Click Next. The Add Scheduled Report > Step 3: Frequency screen appeats.

”)I?E'}‘E Control Manager® Logged on 2=: {§ OfficeScan_Chris 4@ Log off
I Updates Administration Help
Add Scheduled Report B Help
Step 1 s3> Step 2 »3» Step 3: Frequency »5» Step 2
Frequency
® Daily

O weeldy, on:
O Ei-weekly, on:

© Manthly, en:

Dats rangs:
(3 Reports include dats up te the Start the schedule time specified below.

(O Reports include datz up to 2315953 of the previous day.

Start the schedule:

@ Immedistely

QO starto [cs7az/z010_]

Step 3: Specify the date that the product/products produced the data:

1. Select Daily.
2. Select Reports include data up to the Start the schedule time specified below.

3. Select Immediately.
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4. Click Next. The Add Scheduled Report > Step 4: Message Content and Recipients
screen appears.

f®)IREND | Control Manager™ Logged on ass @ OfficeScan_Chris & Log off

Logs / Reports | nndatns Administration |

Add Scheduled Report HElp

Step 1 » Step 2 233 Step 3 »»>» Step 4: Message Content and Recipients

Message Content

Subject: ooy OfficeScsn Requires Further Action Repori

Me22202¢ [Thiz report provides sdministraters vith
information about OfficeScan endpoints
requiring action and about network activity.

Report Recipients

[] Email the report =5 an attachment

| Groups v| Recipient list

--- Group List === --- User List ==
Unexpacted_Evant _
e Crtcascen.parmins

Step 4: Specify the recipient of the report
1. Type the following in the Subject field:

Daily OfficeScan Requires Further Action Report
2. Type the following in the Message field:

This report provides administrators with information about OfficeScan
endpoints requiring action and about network activity.

3. Select Email the report as an attachment.

4. Add the following users to the Report Recipients list:
Chris does not send this report to Dana because she is not an administrator.
Groups:
e OfficeScan_Admins
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5. Click Finish. The Scheduled Reports screen appears with the report in the
Scheduled Reports list.

@
&
-
om
=Z
o0

. . Control Manager“' Logged on z=: (@ OfficeScan_Chris /& Log off

Dashboard Products Services Logs / Reports

Scheduled Reports QReFresh Help
[E3add [B]copy fijDslet= 1-20f 2 M 4Page |1 af1 b M
] Name Description Freguency. Created time  Last generated time Next schedule  History Enable

OfficaScan This report generates s ; P i
[] Reguires Further  daily and does not E‘;"" Gyl 22j3;'i31“ H/A 22j3'u'f,31“ View
Action Report contain COOKIES. i ' e
Sieaey This report generates
Spvvars-Grayvere 2 Monthly, on First | 08/07/2010 - 03/01/2010 3 A
O | Satection manthly and doss nob |20 Rt AN [12:93 M RIR 12:33 AM et
S contain COOKIES.
[Hadd [#]copy ffjDelet= 1-20f2 M 4 Page |1 of1 b M
Rows per page: |10 (¥

Enabling/Disabling Scheduled Reports

By default, Control Manager enables scheduled profiles upon creation. In an event that
you disable a profile (for example, during database or agent migration), you can
re-enable it through the Scheduled Reports screen.

To enable/disable scheduled reports:

1. Mouseover Logs/Reports. A drop-down menu appeats.

2. Sclect Scheduled Reports from the drop-down menu. The Scheduled Reports
screen appears.

3.  Click the enabled/disabled icon in the Enabled column of the Scheduled Reports
table. A disabled/enabled icon appeats in the column.

Viewing Generated Reports

Aside from sending reports as email attachments, view generated reports from one of
these areas:

*  One-time Reports

*  Scheduled Reports
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To view reports:

1.
2.

Mouseover Logs/Reports from the main menu. A drop-down menu appears.
Select one of the following from the drop-down menu:

One-time Reports:

a. Click One-time Reports from the drop-down menu. The One-time Reports
screen appears.

b. Click the link for the report you want to view from the View column.
Scheduled Reports:

a. Click Scheduled Reports from the drop-down menu. The Scheduled Reports
screen appears.

b. Click the link for the report you want to view from the History column. The
History screen for that report appears.

c. Select the report to view from the History screen.

Configuring Report Maintenance

Alex wants to keep all reports for at least a year. She is not sure how many reports she

will generate in a year, so she will set the value at the maximum that Control Manager
allows.

To configure report maintenance:

1.

2
3.
4
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Log on to the Control Manager Web console as Alex.
Mouseovet Logs/Reports. A drop-down menu appeats.
Mouseover Settings. A sub-menu appeatrs.

Select Report Maintenance. The Report Maintenance screen appeats.

9
=
-3
am
=2

o

.. Control Manager™ Loggad on 22: ) OfficeScan_alex [ Log off

_ Dashboard  Products  Services  Logs / Reports  Updates  Administration  Help - License Information
Report Maintenance B etp

Report Type Maximum to keep
i i e
s —
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5. Specify the following for One-time reports and Scheduled reports:
100000
6. Click Save.
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Chapter 5

Activating Managed Products

This chapter presents material administrators will need to activate or renew product

licenses for Control Manager or managed products.

This chapter contains the following topics:

Activating and Registering Managed Products on page 5-2
Activating Managed Products on page 5-2

Renewing Managed Product Licenses on page 5-4
Activating Control Manager on page 5-6

Renewing Maintenance for Control Manager or Managed Service on page 5-8
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Activating and Registering Managed Products

To use the functionality of Control Manager 5.5, managed products (OfficeScan,
ScanMail for Microsoft Exchange), and other services (Outbreak Prevention Services),
you need to obtain Activation Codes and activate the software or services. Included with
the software is a Registration Key. Use that key to register your softwate online to the
Trend Micro Online Registration website and obtain an Activation Code.

As managed products register to Control Manager, the managed products add their
Activation Codes to the managed product Activation Code list on the Managed Product
License Management screen. Administrators can add new Activation Codes to the list
and redeploy renewed Activation Codes.

Activation Code Characteristics

*  Created in real-time during registration

*  Created based on Registration Key information
*  Has an expiration date

*  Product version independent

Note: In previous versions of Control Manager, a serial number was included with the
product, and users needed to register online to use all the features of the software.

Activating Managed Products

5-2

Activating managed products allows you to use all the features for the product, including
downloading updated program components. You can activate managed products after
obtaining an Activation Code from your product package or by purchasing one through
a Trend Micro reseller.



Activating Managed Products

To register and activate managed products:
Path: Administration > License Management > Managed Products

1. Navigate to the License Management screen.

f#,1rere. | Control Manager™
Do

Products  Services

Dashlroard

License Management

[l vide axsirad aavasen Cades
[Eaadet anet Dusloy HAe Duclor EDelete
. "mm- Svatior Cod( MNote mﬂ;ﬂ.‘ Seatus ;‘rﬂ.
. z e =
£ XXX LXK CXLXA I XA AXEXK Fo VP iirarad Full sasees
[Miee and Oustor At oplay @Owite o - ' ' T e e g |
Sege | 10 |

2.
ick Add and Deploy. The Step 1: Input Activation Code screen appears.

coggad in s B rwet Ghieg ol

f#,1rere. | Control Manager™
B vein

Products  Services e id

Dashlroard
add and Deploy A New License

* Stap 1: Input Activation Code

| activation code

) =)

3. Type an Activation Code for the product you want to activate in the New activation
code field.

4. Click Next. The Step 2: Select Targets screen appears.
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Note: If no products appear in the list, the selected Activation Code does not support any
products currently registered to Control Manager. This could mean that the managed
product does not support receiving Activation Codes from Control Manager servers.

5.  Select the managed product to which to deploy the Activation Code.

6. Click Finish. The Managed Products License Management screen appears, with the
new Activation Code listed in the table.

Renewing Managed Product Licenses

Control Manager can deploy or redeploy Activation Codes to registered products from
the Product Directory or from the Managed Product License Management screen.

To renew managed product licenses from the License Management screen:
Path: Administration > License Management > Managed Products
1. Navigate to the License Management screen.

2. Select an Activation Code from the list.

3. Click Re-Deploy. The Re-Deploy License screen appeats.



Activating Managed Products

f®¥)1ReND. Control Manager™ ot @ et B oo

Dashboard Products | Services Logs / Reports Updates || Administration Help

=Re-Deploy License B Help

License Information

Activation Code:XK-XKXX-XXEXK-XXXXX-XXXXX-KXKXX-XXKXK
Status: Maintenance expired

Type Trial

Expiration Date: 10/10/2010

Note:

Select product for which the Activation Code deploys

MNote: If no products appear in the deploy list, the selected Activation Code does not support any products currently registered to
Control Manager.

4, | e G

ick Save.

Note: If no products appear in the list, the selected Activation Code does not support any
products currently registered to Control Manager.

To renew managed product licenses from the Product Directory:
1. Access the Product Directory.

Select a managed product from the Product Directory tree.

Click Tasks from the Product Directory menu.

From the list of tasks, select Deploy license profiles.

ANl o

Select a product from the Supported Products list and click the Next >> button to
open the License Profiles screen.

6. On the License Profiles screen, click the Deploy Now link to make Control
Manager load updated license information from the Trend Micro license server.
Control Manager then deploys the license profiles automatically.
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7. Click the Command Details link to open the Command Details screen, where you
can review when Control Manager deployed the license profiles, the time of the last
report, the user who authorized the deployment, and a breakdown of deployments
in progress and successfully or unsuccessfully completed. You can also see a list of
deployments by server.

Activating Control Manager

Activating Control Manager allows you to use all of the product’s features, including
downloading updated program components. You can activate Control Manager after
obtaining an Activation Code from your product package or by purchasing one through
a Trend Micro reseller.

Tip: After activating Control Manager, log off and then log on to the Control Manager web
console for changes to take effect.




Activating Managed Products

To register and activate Control Manager:

Path: Administration > License Management > Control Manager

1.

Navigate to the License Information screen.

f#) IReND. . Control Manager™ e
oar Service Logs / Rep 3l Administration =

BHElp

License Information

Status
& Maintenance of Control Manager will expire in 52 day(s).

Reneval is necessary to keep your security and product updstes current.
View reneval instruction

B Maintenance of [Gutbreak Prevention Services] will expire in 52 day(s).

ssary to keep your security and product updates current.
instruction

Reneval is

Control Manager License Information

Product: Control Manager
Versiont Full
Status: Activated

Activation Code: AX-BNEXK-AAKKN-XEAAAK KA AL-KRRXL- AKX Y

(_Specify 3 new Activation Code )

Expiration date:

Check Status View license information gnling

Outbreak Prevention Services License Information

Product: Outbrezk Brevention Services
Version: Full
Status: Activated

Activation Code: XX-XXEN-XARAE-RANKE- XXX - XN AN -KARAX

(_Specify & new Activation Code )

Expiration date:

Check Status View license information enline

On the working area under Control Manager License Information, click the
Activate the product link.

Click the Register online link and follow the instructions on the Online
Registration website.

In the New box, type your Activation Code.
Click Activate.
Click OK.
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Renewing Maintenance for Control Manager or Managed
Service

5-8

Renew maintenance for Control Manager or its integrated related products and services
(Outbreak Prevention Services) using one of the following methods.

Make sure you already have obtained an updated Registration Key to acquire a new
Activation Code to renew your product or service maintenance.

To renew maintenance using Check Status Online:
Path: Administration > License Management > Control Manager
1. Navigate to the License Information screen.

2. On the working area under the product or service to renew, click Check Status.
3. C(lick OK

Note: Log off and then log on to the web console for changes to take effect.

To renew maintenance by manually entering an updated Activation Code:
Path: Administration > License Management > Control Manager

1. Navigate to the License Information screen.

2.  On the working area under the product or service to renew, click the Specify a new
Activation Code link (to obtain an Activation Code, click the Register online link,
and follow the instructions on the Online Registration website).

In the New box, type your Activation Code.
Click Activate.
Click OK.

Note: Log off and then log on to the web console for changes to take effect.




Chapter 6

Managing Managed Products

This chapter presents material administrators need when managing the Control Manager
network.

This chapter contains the following topics:

*  Manually Deploying Components Using the Product Directory on page 6-2

*  Viewing Managed Product’s Status Summaries on page 6-3

*  Configuring Managed Products on page 6-4

e Issuing Tasks to Managed Products on page 6-4

6-1



Trend Micro™ Control Manager™ Tutorial

Manually Deploying Components Using the
Product Directory

Manual deployments allow you to update the virus patterns, spam rules, and scan
engines of your managed products on demand. Use this method of updating
components during virus outbreaks.

Download new components before deploying updates to a specific managed product or
groups of managed products.

To manually deploy new components using the Product Directory:

1. Click Products on the main menu. The Product Directory screen appears.

f" ¥} TREND | Control Manager™ T
Dashboard Products | Services Logs / Reparts  Updates Administration Help + License Information
Product Directory (s Refresh [ Help
Find =ntity:
Padvanced search| M8configure| [FlTasks v| TiLoas | tapirector Management|
I Parent_THMCH \Parent_TMCM) Local Folder\ &
{3 Cascading Folder |
=20 Display summary for | Lzst Wesk v o
{0 VS5 and IMSA f 05102010 500 A4
i) Network viruswall Saties Saminany from, #
(3 New Entity -
£ Antivirus Summary Spyware/Grayware Summary
12D OfficeScan Servers = z =
{00 ScanMail Servers Action Viruses Action Violations
{3 search Result Cleaned o Successful 0
Delsted o Further action required o
Quarantined 0
Paszad 0
Renamead 0
Unsuccessful o
Other o
Total 0 Total 0
Content Security Summary Web Security Summary Network Virus Summary
Action Violations | | Policy/Rule Violations | |Policy/Rule Violations
Delsted 0 File blocking 0 Passed 0
Attachments stripped | 0 URL blocking o Dropped 0
Forwardad o URL filtering o Quarzntined o -
v =

2. Select a managed product or directory from the Product Directory. The managed
product or directory highlights.

3.  Move the cursor over Tasks from the Product Directory menu.
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Select Deploy <component> from the drop-down menu.
Click Deploy Now to start the manual deployment of new components.

Monitor the progress through the Command Tracking screen.

N e

Click the Command Details link in the Command Tracking screen to view details
for the Deploy Now task.

Viewing Managed Product’s Status Summaries

The Product Status screen displays the Antivirus, Content Security, and Web Security
summaries for all managed products present in the Product Directory tree.
There are two ways to view the managed products status summary:

*  Through the dashboard using the Threat Detection Results widget (found on the
Summary tab)

*  Through the Product Directory
To access through the dashboard

*  Upon opening the Control Manager web console, the Dashboard > Summary tab
displays the summary of the entire Control Manager network. This summary is
identical to the summary provided by the Product Status tab in the Product
Directory Root folder.

To access through the Product Directory:

1. Click Products on the main menu. The Product Directory screen appears.
2. From the Product Directory tree, select the desired folder or managed product.

*  Ifyou click a managed product, the Product Status tab displays the managed
product's summary.

*  Ifyou click the Root folder, New entity, or other user-defined folder, the

Product Status tab displays Antivirus, Content Security, and Web Security
summaries.

Note: By default, the Status Summary displays a week's worth of information ending with
the day of your query. You can change the scope to Today, Last Week, Last Two
Weeks, or Last Month in the Display summary for list.
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Configuring Managed Products

Depending on the product and agent version you can configure the managed product
from the managed product's web console or through a Control Manager-generated
console.

To configure a product:

1. Click Products on the main menu. The Product Directory screen appears.

2.  Select the desired managed product from the Product Directory tree. The product
status appears in the right-hand area of the screen.

3.  Move the cursor over Configure in the Product Directory menu.
Select one of the following:
Configuration Replication: The Configuration Settings screen appeats.
a. Select the folder to which the selected managed product’s settings replicate

from the Product Directory tree.

b. Click Replicate. The selected managed product’s settings replicate to the
target managed products.

<Managed Product Name> Single Sign On: The managed product’s web
console or Control Manager-generated console appears.

a. Configure the managed product from the web console.

Note: For additional information about configuring managed products, refer to the
managed product's documentation.

Issuing Tasks to Managed Products

6-4

Use the Tasks menu item to invoke available actions to a specific managed product.
Depending on the managed product, all or some of the following tasks are available:

*  Deploy engines

*  Deploy pattern files/cleanup templates
*  Deploy program files

*  Enable or disable Real-time Scan

¢  Start Scan Now
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Deploy the latest spam rule, pattern, or scan engine to managed products with outdated
components. To successfully do so, the Control Manager server must have the latest
components from the Trend Micro ActiveUpdate server. Perform a manual download to
ensure that current components are already present in the Control Manager server.

To issue tasks to managed products:

1.

2.
3.
4

Click Products on the main menu. The Product Directory screen appears.
Select the managed product or directory to issue a task.
Mover the cursor over Tasks.

Click a task from the list. Monitor the progress through Command Tracking, Click
the Command Details link at the response screen to view command information.

Querying and Viewing Managed Product Logs

Use the Logs tab to query and view logs for a group or a specific managed product.

To query and view managed product logs:

1.
2.
3.

Click Products on the main menu. The Product Directory screen appeats.
Select the desired managed product or folder from the Product Directory.

Move the cursor over Logs in the Product Directory menu.
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4. Click Logs from the drop-down menu. The Ad Hoc Query Step 2: Select Data
View screen appears.

%) TREND | Control Manager™ Eomeie kil o B ot
Products  Services  logs / Reports  Updates  Administration  Help ~ License Information
Ad Hoc Query B e
Step 1 »>» Step 2: Data View >>> Step 3

Available Data Views

Select the data view:
{2 Product Information
{3 Security Threat Information

5. Specify the data view for the log:

a. Select the data to query from the Available Data Views area.
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6.

b. Click Next. The Step 3: Query Criteria screen appears.

Administration Help

Products | Services | Logs / Reports Updates

Ad Hoc Query

Logged in == & root [ log off

< License Information

[Z 5

Step 1 »»» Step 2 »>» Step 3: Query Criteria

Result Display Settings

Selectad Views Detailed Virus/Mzlware Information Chzngs column disalay

Criteria Settings

Required criteria

Custom criteria

Match: | All of the critaria |

Hote: Columns marked with asterisk (*] can be selected to filter data only once.

~

[Entry Tvee %] [i=equalte ¥ [am

Save Query Settings

[[] save this query to the saved Ad Hoc Queries list.

Query Name:  [D=t

Specify the data to appear in the log and the order in which the data appears:

Items appearing at the top of the Selected Fields list appear as

the left most column

of the table. Removing a field from Selected Fields list removes the corresponding

column from the Ad Hoc Query returned table.
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6-8

a. Click Change column display. The Select Display Sequence screen appears.

S
&=
-2
am
=2
80

. Control Manager™ Logged in zs: @ raot B Leg off

Products | Services | Logs / Reports Updates  Administration  Help

Select Display Sequence [Z B

Sequence

Select fields to display on the results:
Available Fields Selected Fields

Recsived A
Genarzted =
Product Entity
Broduct
Product 17
Broduct MAC
Sarver Host
Virus/Malware
Host

Source Host
User

Result

Action
Detections
Entry Type

|=

< Back Cancel

b. Seclect a query column from the Available Fields list.
Select multiple items using the Shift or Ctrl keys.
Click > to add items to the Selected Fields list.

d. Specify the order in which the data displays by selecting the item and clicking
Move up or Move down.

e. Click Back when the sequence fits your requirements.

Specify the filtering criteria for the data:

Note: When querying for summary data, users must specify the items under Required
criteria.

Required criteria:

*  Specify a Summary Time for the data or whether you want COOKIES to
appear in your reports.



Managing Managed Products

10.

11.

Custom criteria:
a. Specify the criteria filtering rules for the data categories:

*  All of the criteria: This selection acts as a logical AND function. Data
appearing in the report must meet all the filtering criteria.

*  Any of the criteria: This selection acts as a logical OR function. Data
appearing in the report must meet any of the filtering criteria.

b. Specify the filtering criteria for the data. Control Manager supports specifying
up to 20 criteria for filtering data.

Tip: If you do not specify any filtering criteria, the Ad Hoc query returns all results
for the applicable columns. Trend Micro recommends specifying filtering criteria
to simplify data analysis after the information for the query returns.

To save the query:

a. Click Save this query to the saved Ad Hoc Queries list.
b. Type a name for the saved query in the Query Name field.

Click Query. The Results screen appears.
To save the report as a CSV file:
a. Click Export to CSV.

b. Click Save.
c. Specify the location to save the file.
d. Click Save.

To save the report as an XML file:
a. Click Export to XML.

b. Click Save.
c. Specify the location to save the file.

d. Click Save.

Tip: To query more results on a single screen, select a different value in Rows per
page. A single screen can display 10, 15, 30, or 50 query results per page.
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12. To save the settings for the query:
a. Click Save query settings.
b. Type a name for the saved query in the Query Name field.
c. Click OK. The saved query appears on the Saved Ad Hoc Queries screen.

Searching for Managed Products, Product Directory
Folders, or Computers

Use the Search button to quickly locate a specific managed product in the Product
Directory.

To search for a folder or managed product:

1. Access the Product Directory.

2. Type the entity display name of the managed product in the Find Entity field.
3. Click Search.

To perform an advanced search:

1. Access the Product Directory.

2. Click Advanced Search. The Advanced Search screen appears.

f®,TREND | Control Manager® R A

Dashboard Products Services Logs / Reports Updates Administration Help ' v License Information

Advanced Search B Help

Criteria Settings

Match: | All of the critsria
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3. Specify your filtering criteria for the product. Control Manager supports up to 20
filtering criteria for searches.

4. Click Search to start searching. Search results appear in the Search Result folder
of the Product Directory.

Refreshing the Product Directory
To refresh the Product Directory:

*  In the Product Directory, click the Refresh icon on the upper right corner of the
left menu.
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Chapter 7

Removing Trend Micro Control
Manager

This chapter contains information about how to remove Control Manager components
from your network, including the Control Manager server, Control Manager agents, and
other related files.

This chapter contains the following sections:

*  Removing a Control Manager Server on page 7-2

*  Manually Removing Control Manager on page 7-2
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Removing a Control Manager Server

You have two ways to remove Control Manager automatically (the following instructions
apply to a Windows 2003 environment; details may vary slightly, depending on your
Microsoft Windows platform):

*  From the Start menu, click Start > Programs > Trend Micro Control Manager
> Uninstalling Trend Micro Control Manager.

*  Using Add/Remove Programs:
a. Click Start > Settings > Control Panel > Add/Remove Programs.

b. Select Trend Micro Control Manager, and then click Remove.

This action automatically removes other related services, such as the Trend
Management Infrastructure and Common CGI services, as well as the Control
Manager database.

c. Click Yes to keep the database, or No to remove the database.

Note:  Keeping the database allows you to reinstall Control Manager on the server
and retain all system information, such as agent registration, and user
account data.

If you reinstalled the Control Manager server, and deleted the original database, but did
not remove the agents that originally reported to the previous installation, then the
agents will re-register with the server when:

*  Managed product servers restart the agent services

*  Control Manager agents verify their connection after an 8-hour period

Manually Removing Control Manager

This section describes how to remove Control Manager manually. Use the procedures
below only if the Windows Add/Remove function or the Control Manager uninstall
program is unsuccessful.
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Note: Windows-specific instructions may vary between operating system versions. The
following procedures are written for Windows Server 2003.

Removing Control Manager actually involves removing distinct components. These
components may be removed in any order; they may even be removed together.
However, for purposes of clarity, the uninstallation for each module is discussed
individually, in separate sections. The components are:

*  Control Manager application

*  Trend Micro Management Infrastructure

¢ Common CGI Modules

*  Control Manager Database (optional)

*» PHP

*  FastCGI

Other Trend Micro products also use the Trend Micro Management Infrastructure and

Common CGI modules, so if you have other Trend Micro products installed on the
same computet, Trend Micro recommends not removing these two components.

Note:  After removing all components, you must restart yout server. You only have to do this
once — after completing the removal.

Remove the Control Manager Application

Manual removal of the Control Manager application involves the following steps:
Stopping Control Manager Services.

Removing Control Manager I1S Settings.

Removing Crystal Reports, PHP, FastCGI, TMI, and CCGI.

Deleting Control Manager Files/ Directories and Registry Keys.

Removing the Database Components.

A e

Removing Control Manager and NTP Services.



Trend Micro™ Control Manager™ Tutorial

7-4

Stopping Control Manager Services

Use the Windows Services screen to stop all of the following Control Manager services:
*  Trend Micro Management Infrastructure

*  Trend Micro Common CGI

*  Trend Micro Control Manager

*  Trend Micro NTP

Note: These services run in the background on the Windows operating system, not the
Trend Micro services that require Activation Codes (for example, Outbreak
Prevention Services).

To stop Control Manager services:

1. Click Start > Programs > Administrative Tools > Services to open the Services
screen.

2. Right-click <Control Manager service>,and then click Stop.

To stop IIS and Control Manager services from the command prompt:
Run the following commands at the command prompt:

net stop w3svc

net stop tmcm

INNT" System32'.cmd.exe

C:v>net stop wisvc
The World Wide Web Publizhing Service service iz stopping
The World Wide Web Publizhing Service service was stopped successfully.

C:x>net stop tmcm
The Trend Micro Control Manager service is stopping
The Trend Micro Control Manager service was stopped successfully.

FIGURE 7-1. View of the command line with the necessary services
stopped
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Removing Control Manager IS Settings

Remove the Internet Information Services settings after stopping the Control Manager

services.

To remove Control Manager IS settings:

1.
2.

From the Control Manager server, click Start > Run. The Run dialog box appears.

Type the following in the Open field:

$SystemRoot%\System32\Inetsrv\iis.msc

On the left-hand menu, double-click the server name to expand the console tree.
Double-click Default Web Site.

Delete the following virtual directories:

*  ControlManager

*  TVCSDownload

e  Viewer9

« TVCS
e Jakarta
* WebApp

On 1I1IS 6 only:

a. Right-click the IIS website you set during installation.
b. Click Properties.

Click the ISAPI Filters tab.

Delete the following ISAPI filters:

*  TmcmRedirect

*  CCGIRedirect

*  ReverseProxy

On I1IS 6 only, delete the following web service extensions:

*  Trend Micro Common CGI Redirect Filter (If removing CCGI)

*  Trend Micro Control Manager CGI Extensions

7-5



Trend Micro™ Control Manager™ Tutorial

Removing Crystal Reports, PHP, FastCGI, TMI, and CCGI
Removal of PHP, FastCGI, TMI and CCGI is optional. Use Add/Remove Programs to
uninstall Crystal Reports, PHP, and FastCGI.

To remove Crystal Reports:

1.  On Control Manager server, click Start > Settings > Control Panel >
Add/Remove Programs.

2. Scroll down to Crystal Reports Runtime Files, then click Remove to remove the
Crystal Reports related files automatically.

To remove PHP and FastCGI:

1.  On Control Manager server, click Start > Settings > Control Panel >
Add/Remove Programs.

2. Scroll down to PHP, and then click Remove to remove PHP related files
automatically.

3. Scroll down to FastCGI, and then click Remove to remove FastCGI related files
automatically.

To remove TMI and CCGil:

1. Download the Microsoft service tool Sc. exe to the Control Manager server:

http://support.microsoft.com/kb/251192/en-us

2. Run Sc.exe and type the following commands:
sc delete "TrendCGI™

sc delete "TrendMicro Infrastructure"

Deleting Control Manager Files/Directories and Registry
Keys
To manually remove a Control Manager server:

1. Delete the following directories:

. ...\Trend Micro\Control Manager
. ...\Trend Micro\COMMON\ccgi
. ...\Trend Micro\COMMON\TMI
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.. .\PHP

C:\Documents and Settings\All Users\Start
Menu\Programs\PHP 5

C:\Documents and Settings\All Users\Start
Menu\Programs\Trend Micro Control Manager

Delete the following Control Manager registry keys:

HKEY_ LOCAL_MACHINE\SOFTWARE\TrendMicro\CommonCGI
HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\DamageCleanupService
HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\MCPAgent
HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\OPPTrustPort
HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\TMI
HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\TVCS

HKEY_LOCAL_MACHINE\SOFTWARE\TrendMicro\VulnerabilityAssessm
entServices
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Uninstall\TMCM
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersio
n\Uninstall\TMI
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TMCM
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TrendC
CGI
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TrendM
icro Infrastructure

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\TrendM
icro_NTP

Removing the Database Components

To remove Control Manager ODBC settings:

1.
2.

On the Control Manager server, click Start > Run. The Run dialog box appears.

Type the following in the Open field:
odbcad32.exe

On the ODBC Data Source Administrator window, click the System DSN tab.
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4. Under Name, sclect ControlManager_Database.

5. Click Remove, and click Yes to confirm.
To remove the Control Manager SQL Server 2005 Express database:

1. On Control Manager servet, click Start > Control Panel > Add/Remove
Programs.

2. Scroll down to SQL Server 2005 Express, then click Remove to remove the
Crystal Reports related files automatically.

Tip: Trend Micro recommends visiting the website for Microsoft for instructions on
removing SQL Server 2005 Express if you have any issues with the uninstallation:
http://support.microsoft.com/kb/909967

Removing Control Manager and NTP Services
To remove Control Manager and NTP services:
1. Download the Microsoft service tool Sc. exe to the Control Manager server:

http://support.microsoft.com/kb/251192/en-us

2. Run Sc.exe and type the following commands:
sc delete "TMCM™

sc delete "TrendMicro NTP'
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Appendix-A

Data Views

Database views are available to Control Manager 5 report templates and to Ad Hoc
Query requests.
This appendix contains the following sections:
*  Data Views: Product Information on page A-5
*  License Information on page A-5
*  Managed Product Information on page A-8
*  Component Information on page A-13
*  Control Manager Information on page A-20
*  Data View: Security Threat Information on page A-24
*  Virus/Malware Information on page A-24
*  Spyware/Grayware Information on page A-40
*  Content Violation Information on page A-57
*  Spam Violation Information on page A-63
*  Policy/Rule Violation Information on page A-68
*  Web Violation/Reputation Information on page A-75
*  Suspicious Threat Information on page A-85

*  Overall Threat Information on page A-99
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Understanding Data Views

Control Manager 5.5 allows direct queries to the Control Manager database. Data views
are available to Control Manager 5 report templates and to Ad Hoc Query requests.

Data views are tables filled with information. Each heading in a data view acts as a
column in a table. For example the Virus/Malware Action/Result Summary has the
following headings:

*  Action Result

*  Action Taken

*  Unique Endpoints
*  Unique Sources

*  Detections

As a table, a data view takes the following form with potential subheadings under each
heading:

TABLE A-1. Sample Data View

ACTION ACTION UNIQUE UNIQUE

RESULT TAKEN ENDPOINTS SOURCES DETECTIONS

This information is important to remember when specifying how data displays in a
report template.
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Product Information

Product Information Data Views provide information about Control Manager,
managed products, components, and product licenses.

TABLE A-1. Product Information Data Views

DATA VIEW DESCRIPTION

Control Manager Information Displays information about Control Manager
user access, Command Tracking information,
and Control Manager server events.

Managed Product Information | Displays status, detailed, and summary infor-
mation about managed product or managed
product clients.

Component Information Displays status, detailed, and summary infor-
mation about out-of-date and up-to-date and

component deployment of managed product

components.

License Information Displays status, detailed, and summary infor-
mation about Control Manager and managed
product license information.

Security Threat Information

Displays information about security threats that managed products detect: viruses,
spyware/grayware, phishing sites, and more.

TABLE A-2. Security Threat Data Views

DATA VIEW DESCRIPTION

Overall Threat Information Displays summary and statistical data about
the overall threat landscape of your network.

Virus/Malware Information Displays summary and detailed data about
malware/viruses managed products detect on
your network.
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TABLE A-2. Security Threat Data Views

DATA VIEW DESCRIPTION
Spyware/Grayware Informa- Displays summary and detailed data about
tion spyware/grayware managed products detect

on your network.

Content Violation Information Displays summary and detailed data about
prohibited content managed products detect
on your network.

Spam Violation Information Displays summary and detailed data about
spam managed products detect on your net-
work.

Web Violation Information Displays summary and detailed data about

Internet violations managed products detect
on your network.

Policy/Rule Violation Informa- | Displays summary and detailed data about
tion policy/rule violations managed products detect
on your network.

Suspicious Threat Information | Displays summary and detailed data about
suspicious activity managed products detect
on your network.




Data Views

Data Views: Product Information

Displays information about Control Manager, Managed Products, components, and

licenses.

License Information

Product License Status

Displays detailed information about the managed product and information about the

Activation Code the managed product uses. Examples: managed product information,

whether the Activation Code is active, the number of managed products the Activation

Code activates

TABLE A-3. Product License Status Data View

DATA

DESCRIPTION

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product

Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version

Displays the managed product's version num-
ber. Example: OfficeScan 10.0, Control Man-
ager 5.0

Service

Displays the name of the managed product
service. Example: Outbreak Protection Ser-
vice

License Status

Displays the status of the license for managed
products. Example: Activated, Expired, In
grace period

Activation Code

Displays the Activation Code for managed
products.
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TABLE A-3. Product License Status Data View

DATA DESCRIPTION

Activation Codes Displays the number of Activation Codes a
managed products uses.

License Expiration Displays the date the license expires for the
managed product

Product License Information Summary

Displays detailed information about the Activation Code and information on managed
products that use the Activation Code. Examples: seat count that the Activation Code
allows, evaluation or full product version, user-defined description about the Activation
Code

TABLE A-4. Product License Information Summary Data View

DATA DESCRIPTION
Activation Code Displays the Activation Code for managed
products.
User-defined Description Displays the user-defined description for the

Activation Code.

Products/Services Displays the number of managed products or
services that use the Activation Code.

License Status Displays the status of the license for managed
products. Example: Activated, Expired, In
grace period

Product Type Displays the type of managed product the
Activation Code provides. Example: Trial ver-
sion, Full version

License Expiration Displays the date the license expires for the
managed product

Seats Displays the number of seats the Activation
Code allows.




Data Views

Detailed Product License Information

Displays information about the Activation Code and information on managed products

that use the Activation Code. Examples: managed product information, evaluation or

full product version, license expiration date

TABLE A-5. Detailed Product License Information Data View

DATA

DESCRIPTION

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product

Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version

Displays the managed product's version num-
ber. Example: OfficeScan 10.0, Control Man-
ager 5.0

Service

Displays the name of the managed service.
Example: Web Reputation Service

License Status

Displays the status of the license for managed
products. Example: Activated, Expired, In
grace period

Product Type

Displays the type of managed product the
Activation Code provides. Example: Trial ver-
sion, Full version

Activation Code

Displays the Activation Code for managed
products.

License Expiration

Displays the date the license expires for the
managed product.

Seats Displays the number of seats the Activation
Code allows.
Description Displays the description for the Activation

Code.
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Managed Product Information

Product Distribution Summary

Displays summary information about managed products registered to Control Manager.
Examples: managed product name, version number, and number of managed products

TABLE A-6. Product Distribution Summary Data View

DATA DESCRIPTION
Registered to Control Man- Displays the Control Manager server to which
ager the managed product is registered.
Product Category Displays the threat protection category for a

managed product. Example: Server-based
products, Desktop products

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version Displays the managed product's version num-
ber. Example: OfficeScan 10.0, Control Man-
ager 5.0

Product Role Displays the role the managed product has in
the network environment. Example: server, cli-
ent

Products Displays the total number of a specific man-
aged product a network contains.




Data Views

Product Status Information

Displays detailed information about managed products registered to Control Manager.
Examples: managed product version and build number, operating system

TABLE A-7. Product Status Information Data View

DATA

DESCRIPTION

Product Entity/Endpoint

This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.

Product Host/Endpoint

This data column displays one of the follow-

ing:

* The host name of the server on which the
managed product installs.

* The host name of a computer with a client
(for example OfficeScan client) installed.

Product/Endpoint IP

This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

e The IP address of a computer with a client
(for example OfficeScan client) installed.

Product/Endpoint MAC

This data column displays one of the follow-

ing:

* The MAC address of the server on which
the managed product installs.

* The MAC address of a computer with a

client (for example OfficeScan client)
installed.
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TABLE A-7. Product Status Information Data View

DATA DESCRIPTION
Managing Control Manager Displays the entity display name of the Con-
Entity trol Manager server to which the managed

product is registered.

Managing Server Entity Displays the entity display name for a man-
aged product to which an endpoint is regis-
tered. Control Manager identifies managed
products using the managed product's entity
display name.

Domain Displays the domain to which the managed
product belongs.

Connection Status This data column displays one of the follow-
ing:

* The managed product's connection status
to Control Manager. Example: Normal,
Abnormal, Offline

* The endpoint client’s connection status to
a managed product (OfficeScan).
Example: Normal, Abnormal, Offline

Pattern Status Displays the status of the pattern files/rules
the managed product or a computer with a cli-
ent (for example OfficeScan client) uses.
Example: up-to-date, out-of-date

Engine Status Displays the status of the scan engines the
managed product or a computer with a client
(for example OfficeScan client) uses. Exam-
ple: up-to-date, out-of-date

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version Displays the managed product's or managed

product client’s version number. Example:
OfficeScan 10.0, Control Manager 5.0

A-10



Data Views

TABLE A-7. Product Status Information Data View

DATA DESCRIPTION

Product Build Displays the build number of the managed
product. This information appears on the
About screen for products. Example: Version:
5.0 (Build 1219)

Product Role Displays the role the managed product or a
computer with a client (for example OfficeS-
can client) has in the network environment.
Example: server, client

Operating System Displays the operating system of the computer
where the managed product/agent installs.

OS Version Displays the version number of the operating
system of the computer where the managed
product/agent installs.

OS Service Pack Displays the service pack number of the oper-
ating system of the computer where the man-
aged product/agent installs.

ServerProtect and OfficeScan Server/Domain Status
Summary

Displays summary information about client/server managed products. Examples:
pattern file out-of-date, scan engine out-of-date,

TABLE A-8. ServerProtect and OfficeScan Server/Domain Status Summary Data

View
DATA DESCRIPTION
Product Entity Displays the entity display name for a man-
aged product.
Domain Displays the domain to which the managed
product belongs.
Endpoints Displays the number of endpoints in a domain.
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TABLE A-8. ServerProtect and OfficeScan Server/Domain Status Summary Data

View
DATA DESCRIPTION
Patterns Out-of-Date Displays the number of endpoints with

out-of-date pattern files.

Patterns Up-to-Date Rate (%) | Displays the percentage of endpoints with
up-to-date pattern files.

Engines Out-of-Date Displays the number of endpoints with
out-of-date scan engines.

Engines Up-to-Date Rate (%) Displays the percentage of endpoints with
up-to-date scan engines.

Product Event Information

Displays information relating to managed product events. Examples: managed products
registering to Control Manager, component updates, Activation Code deployments

TABLE A-9. Product Event Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data about the managed product
event.
Generated Displays the time that the managed product

generates data about the event.

Product Entity Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version Displays the managed product's version num-
ber. Example: OfficeScan 10.0, Control Man-
ager 5.0
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TABLE A-9. Product Event Information Data View

DATA DESCRIPTION
Event Severity Displays the severity of an event. Example:
Information, Critical, Warning
Event Type Displays the type of event that occurred.
Example: download virus found, file blocking,
rollback
Command Status Displays the status of the command. Example:

successful, unsuccessful, in progress

Description Displays the description a managed product
provides for the event.

Component Information

Engine Status

Displays detailed information about scan engines managed products use. Examples:
scan engine name, time of the latest scan engine deployment, and which managed
products use the scan engine

TABLE A-10. Engine Status Data View

DATA DESCRIPTION

Product Entity/Endpoint This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.
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TABLE A-10. Engine Status Data View

DATA DESCRIPTION

Product Host/Endpoint This data column displays one of the follow-

ing:

* The host name of the server on which the
managed product installs.

* The host name of a computer with a client
(for example OfficeScan client) installed.

Product/Endpoint IP This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

* The IP address of a computer with a client
(for example OfficeScan client) installed.

Connection Status This data column displays one of the follow-

ing:

* The managed product's connection status
to Control Manager. Example: Normal,
Abnormal, Offline

* The endpoint client’s connection status to

a managed product (OfficeScan).
Example: Normal, Abnormal, Offline

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version Displays the managed product's or managed

product client’s version number. Example:
OfficeScan 10.0, Control Manager 5.0

Product Role Displays the role the managed product or a
computer with a client (for example OfficeS-
can client) has in the network environment.
Example: server, client

Engine Displays the name of the scan engine. Exam-
ple: Anti-spam Engine (Windows), Virus Scan
Engine IA 64 bit Scan Engine
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TABLE A-10. Engine Status Data View

DATA DESCRIPTION

Engine Version Displays the version of the scan engine.
Example: Anti-spam Engine (Windows):
3.000.1153, Virus Scan Engine IA 64 bit Scan
Engine: 8.000.1008

Engine Status Displays the scan engine currency status.
Example: up-to-date, out-of-date

Engine Updated Displays the time of the latest scan engine
deployment to managed products or end-
points.

Pattern/Rule Status

Displays detailed information about pattern files/rules managed products use.
Examples: pattern file/rule name, time of the latest pattern file/rule deployment, and
which managed products use the pattern file/rule

TABLE A-11. Pattern/Rule Status Data View

DATA DESCRIPTION

Product Entity/Endpoint This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.

Product Host/Endpoint This data column displays one of the follow-

ing:

* The host name of the server on which the
managed product installs.

* The host name of a computer with a client
(for example OfficeScan client) installed.
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TABLE A-11. Pattern/Rule Status Data View

DATA DESCRIPTION

Product/Endpoint IP This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

* The IP address of a computer with a client
(for example OfficeScan client) installed.

Connection Status This data column displays one of the follow-

ing:

* The managed product's connection status
to Control Manager. Example: Normal,
Abnormal, Offline

* The endpoint client’s connection status to

a managed product (OfficeScan).
Example: Normal, Abnormal, Offline

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version Displays the managed product's or managed

product client’s version number. Example:
OfficeScan 10.0, Control Manager 5.0

Product Role Displays the role the managed product or a
computer with a client (for example OfficeS-
can client) has in the network environment.
Example: server, client

Pattern/Rule Displays the name of the pattern file or rule.
Example: Virus Pattern File, Anti-spam Pat-
tern

Pattern/Rule Version Displays the version of the pattern file or rule.

Example: Virus Pattern File: 3.203.00,
Anti-spam Pattern: 14256

Pattern/Rule Status Displays the pattern file/rule currency status.
Example: up-to-date, out-of-date
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TABLE A-11. Pattern/Rule Status Data View

DATA

DESCRIPTION

Pattern/Rule Updated

Displays the time of the latest pattern file/rule
deployment to managed products or end-
points.

Product Component Deployment

Displays detailed information about components managed products use. Examples:

pattern file/rule name, pattern file/rule version number, and scan engine deployment

status

TABLE A-12. Product Component Deployment Data View

DATA

DESCRIPTION

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product

Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product Version

Displays the managed product's version num-
ber. Example: OfficeScan 10.0, Control Man-
ager 5.0

Connection Status

Displays the connection status between the
managed product and Control Manager server
or managed products and their endpoints.

Pattern/Rule Status

Displays the pattern file/rule currency status.
Example: up-to-date, out-of-date

Pattern/Rule Deployment Sta-
tus

Displays the deployment status for the latest
pattern file/rule update. Example: successful,
unsuccessful, in progress
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TABLE A-12. Product Component Deployment Data View

DATA DESCRIPTION
Pattern/Rule Deployment Displays the time of the latest pattern file/rule
deployment to managed products or end-
points.
Engine Status Displays the scan engine currency status.

Example: up-to-date, out-of-date

Engine Deployment Status Displays the deployment status for the latest
scan update. Example: successful, unsuc-
cessful, in progress

Engine Deployment Displays the time of the latest scan engine
deployment to managed products or end-
points.

Engine Status Summary

Displays summary information about scan engines managed products use. Examples:
scan engine name, scan engine rate, and the number of scan engines out-of-date

TABLE A-13. Engine Status Summary Data View

DATA DESCRIPTION

Engine Displays the name of the scan engine. Exam-
ple: Anti-spam Engine (Windows), Virus Scan
Engine IA 64 bit Scan Engine

Version Displays the version of the scan engine.
Example: Anti-spam Engine (Windows):
3.000.1153, Virus Scan Engine IA 64 bit Scan
Engine: 8.000.1008

Up-to-Date Displays the number of managed products
with up-to-date scan engines.

Out-of-Date Displays the number of managed products
with out-of-date scan engines.
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TABLE A-13. Engine Status Summary Data View

DATA DESCRIPTION

Up-to-Date Rate (%) Displays the percentage of managed products
with up-to-date scan engines. This includes
scan engines that return N/A as a value.

Pattern/Rule Status Summary

Displays summary information about pattern files/rules managed products use.
Examples: pattern file/rule name, pattern file/rule up-to-date rate, and the number of
pattern files/rules out-of-date

TABLE A-14. Pattern File/Rule Status Summary Data View

DATA DESCRIPTION
Pattern/Rule Displays the name of the pattern file or rule.
Example: Virus Pattern File, Anti-spam Pat-
tern
Version Displays the version of the pattern file or rule.

Example: Virus Pattern File: 3.203.00,
Anti-spam Pattern: 14256

Up-to-Date Displays the number of managed products
with up-to-date pattern files or rules.

Out-of-Date Displays the number of managed products
with out-of-date pattern files or rules.

Up-to-Date Rate (%) Displays the percentage of managed products
with up-to-date pattern files/rules. This
includes pattern files/rules that return n/a as a
value.
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Control Manager Information

User Access Information

Displays Control Manager user access and the activities users perform while logged on
to Control Manager.

TABLE A-15. User Access Information Data View

DATA DESCRIPTION
Date/Time Displays the time that the activity starts.
User Displays the name of the user who initiates
the activity.
Account Type Displays the account type a Control Manager

administrator assigns to a user. For example:
Root, Power User, or Operator.

Account Type Description Displays the description of the Account Type.
This description comes from Control Manager
for default account types and from
user-defined descriptions for custom account
types.

Activity Displays the activity the user performs on
Control Manager. Example: log on, edit user
account, add deployment plan

Result Displays the result of the activity.

Description Displays the a description of the activity, if a
description exists.
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Control Manager Event Information

Displays information relating to Control Manager Server events. Examples: managed
products registering to Control Manager, component updates, Activation Code

deployments

TABLE A-16. Control Manager Event Information Data View

DATA DESCRIPTION

Date/Time Displays the that the event occurred.

Event Type Displays the type of event that occurred.
Example: notify TMI agent, server notify user,
report service notify user

Result Displays the result of the event. Example:
successful, unsuccessful

Description Displays the description of the activity, if a
description exists.

Command Tracking Information

Displays information relating to commands Control Manager delivers to managed

products. Examples: managed products registering to Control Manager, component

updates, Activation Code deployments

TABLE A-17. Command Tracking Information Data View

DATA

DESCRIPTION

Date/Time

Displays the time that the issuer of the com-
mand issues the command.

Command Type

Displays the type of command issued. Exam-
ple: scheduled update, Activation Code
deployment

Command Parameter

Displays the specific information relating to
the command. Example: specific pattern file
name, specific Activation Code
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TABLE A-17. Command Tracking Information Data View

DATA DESCRIPTION

User Displays the user who issued the command.

Updated Displays the time of the latest status check of
all commands for the selected Control Man-
ager.

Successful Displays the number of successful commands.

Unsuccessful Displays the number of unsuccessful com-
mands.

In Progress Displays the number of commands that are
still in progress.

All Displays the total number of commands (Suc-
cessful + Unsuccessful + In progress).

Detailed Command Tracking Information

Displays detailed information relating to commands. Examples: managed products

registering to Control Manager, component updates, Activation Code deployments

TABLE A-18. Detailed Command Tracking Information Data View

DATA

DESCRIPTION

Date/Time

Displays the time that the command was
issued.

Command Type

Displays the type of command issued. Exam-
ple: scheduled update, Activation Code
deployment

Command Parameter

Displays the specific information relating to
the command. Example: specific pattern file
name, specific Activation Code

Product Entity

Displays the managed product to which the
command was issued.

User

Displays the user who issued the command.
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TABLE A-18. Detailed Command Tracking Information Data View

DATA

DESCRIPTION

Command Status

Displays the status of the command: success-

ful, unsuccessful, in progress

Updated

Displays the time of the latest status check of

all commands for the selected Control Man-
ager.

Result Detail Description

Displays the description Control Manager pro-

vides for events.

A-23



Trend Micro™ Control Manager™ Tutorial

Data View: Security Threat Information

Displays information about security threats that managed products detect: viruses,
spywate/grayware, phishing sites, and more.

Virus/Malware Information

Summary Information

Overall Virus/Malware Summary

Provides overall specific summary for virus/malwate detections. Example: name of
vitus/malware, number of endpoints affected by the virus, total number of instances of
the virus on the network

TABLE A-19. Overall Virus/Malware Summary Data View

DATA DESCRIPTION

Virus/Malware Displays the name of viruses/malware man-
aged products detect.

Example: NIMDA, BLASTER,
|_LOVE_YOU.EXE

Unique Endpoints Displays the number of uniqgue computers
affected by the virus/malware.

Example: OfficeScan detects 10 virus
instances of the same virus on 3 different
computers.

Unique Endpoints = 3

Unique Sources Displays the number of unique infection
sources where viruses/malware originate.

Example: OfficeScan detects 10 virus
instances of the same virus originating from 2
infection sources.

Unique Sources = 2
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TABLE A-19. Overall Virus/Malware Summary Data View

DATA

DESCRIPTION

Detections

Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Overall Virus/Malware Type Summary

Provides broad summary for virus/malware detections. Example: type of virus/malware
(Trojans, hacking tools), number of unique viruses/malware on your network, total

number of instances of viruses/malware on the network

TABLE A-20. Overall Virus/Malware Type Summary Data View

DATA

DESCRIPTION

Unique Detections

Displays the number of unique virus/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Unique Detections = 1.

Unique Endpoints

Displays the number of unique computers
affected by the virus/malware.

Example: OfficeScan detects 10 virus
instances of the same virus on 3 different
computers.

Unique Endpoints = 3

Unique Sources

Displays the number of unique infection
sources where viruses/malware originate.

Example: OfficeScan detects 10 virus
instances of the same virus originating from 2
infection sources.

Unique Sources = 2
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TABLE A-20. Overall Virus/Malware Type Summary Data View

DATA DESCRIPTION

Detections Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Virus/Malware Source Summary

Provides a summary of virus/malware detections from the source of the outbreak.
Example: name of source computet, number of specific virus/malwate instances from
the source computer, total number of instances of vituses/malwate on the network

TABLE A-21. Virus/Malware Source Summary Data View

DATA DESCRIPTION

Source Host Displays the IP address or host name of the
computer where viruses/malware originate.

Unique Endpoints Displays the number of uniqgue computers
affected by the virus/malware.

Example: OfficeScan detects 10 virus
instances of the same virus on 3 different
computers.

Unique Detections = 3

Unique Detections Displays the number of unique virus/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10
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TABLE A-21. Virus/Malware Source Summary Data View

DATA

DESCRIPTION

Detections

Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Virus/Malware Endpoint Summary

Provides a summary of virus/malware detections from specific endpoints. Example:

name of endpoint, number of specific virus/malware instances on the endpoint, total

number of instances of viruses/malware on the network

TABLE A-22. Virus/Malware Endpoint Summary Data View

DATA

DESCRIPTION

Endpoint

Displays the IP address or host name of the
computer affected by viruses/malware.

Unique Sources

Displays the number of unique infection
sources where viruses/malware originate.

Example: OfficeScan detects 10 virus
instances of the same virus originating from 2
infection sources.

Unique Sources = 2

Unique Detections

Displays the number of unique virus/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Unique Detections = 1
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TABLE A-22. Virus/Malware Endpoint Summary Data View

DATA DESCRIPTION

Detections Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Virus/Malware Detections Over Time Summary

Provides a summary of virus/malware detections over a petiod of time (daily, weekly,
monthly). Example: time and date of when summary data was collected, number of
endpoints affected by the virus, total number of instances of viruses/malware on the
network

TABLE A-23. Virus/Malware Detections Over Time Summary Data View

DATA DESCRIPTION
Date/Time Displays the time that the summary of the data
occurs.
Unique Detections Displays the number of unique virus/malware

managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Unique Detections = 1

Unique Endpoints Displays the number of unique computers
affected by the virus/malware.

Example: OfficeScan detects 10 virus
instances of the same virus on 3 different
computers.

Unique Endpoints = 3
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TABLE A-23.

Virus/Malware Detections Over Time Summary Data View

DATA

DESCRIPTION

Unique Sources

Displays the number of unique infection
sources where viruses/malware originate.

Example: OfficeScan detects 10 virus
instances of the same virus originating from 2
infection sources.

Unique Sources = 2

Detections

Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Virus/Malware Action/Result Summary

Provides a summary of the actions managed products take against viruses/malware.

Example: specific actions taken against viruses/malware, the result of the action taken,

total number of instances of viruses/malware on the network

TABLE A-24. Virus/Malware Action/Result Summary Data View

DATA DESCRIPTION
Result Displays the results of the action managed
products take against viruses/malware.
Example: successful, further action required
Action Displays the type of action managed products

take against viruses/malware.

Example: File cleaned, File quarantined, File
deleted
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TABLE A-24. Virus/Malware Action/Result Summary Data View

DATA

DESCRIPTION

Unique Endpoints

Displays the number of unigue computers
affected by the virus/malware.

Example: OfficeScan detects 10 virus
instances of the same virus on 3 different
computers.

Unique Endpoints = 3

Unique Sources

Displays the number of unique infection
sources where viruses/malware originate.

Example: OfficeScan detects 10 virus
instances of the same virus originating from 2
infection sources.

Unique Sources = 2

Detections

Displays the total number of viruses/malware
managed products detect. Example: OfficeS-
can detects 10 virus instances of the same
virus on one computer.

Detections = 10

Detailed Information

Detailed Virus/Malware Information

Provides specific information about the virus/malwate instances on your network.
Example: the managed product which detects the viruses/malware, the name of the
virus/malware, the name of the endpoint with viruses/malwate

TABLE A-25. Detailed Virus/Malware Information Data View
DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product
generates data.
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TABLE A-25. Detailed Virus/Malware Information Data View

DATA

DESCRIPTION

Product Entity/Endpoint

This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.

Product

Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Product/Endpoint IP

This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

e The IP address of a computer with a client
(for example OfficeScan client) installed.

Product/Endpoint MAC

This data column displays one of the follow-

ing:

* The MAC address of the server on which
the managed product installs.

* The MAC address of a computer with a
client (for example OfficeScan client)
installed.

Managing Server Entity

Displays the entity display name of the man-
aged product server to which an endpoint is
registered.

Virus/Malware

Displays the name of viruses/malware man-
aged products detect.

Example: NIMDA, BLASTER,
|_LOVE_YOU.EXE
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TABLE A-25. Detailed Virus/Malware Information Data View

DATA DESCRIPTION

Endpoint Displays the IP address or host name of the
computer affected by viruses/malware.

Source Displays the IP address or host name of the
computer where viruses/malware originates.

User Displays the user name logged on to the end-
point computer when a managed product
detects viruses/malware.

Result Displays the results of the action managed
products take against viruses/malware.

Example: successful, further action required

Action Displays the type of action managed products
take against viruses/malware.

Example: File cleaned, File quarantined, File
deleted

Detections Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections =10

Entry Type Displays the entry point for the virus/malware
that managed products detect.

Example: virus found in file, HTTP, Windows
Live Messenger (MSN)

Detailed Information Used only for Ad Hoc Queries. Displays
detailed information about the selection.

In Ad Hoc Queries this column displays the
selection as underlined. Clicking the under-
lined selection displays more information
about the selection.

Example: Host Details, Network Details,
HTTP/FTP Details
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Endpoint Virus/Malware Information

Provides specific information about the virus/malware instances found on endpoints.

Example: the managed product that detects the viruses/malware, the type of scan that

detects the virus/malware, the file path on the endpoint to detected viruses/malware

TABLE A-26. Endpoint Virus/Malware Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity/Endpoint

This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.

Product/Endpoint IP

This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

* The IP address of a computer with a client
(for example OfficeScan client) installed.

Product

Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Managing Server Entity

Displays the entity display name of the man-
aged product server to which an endpoint is
registered.

A-33



Trend Micro™ Control Manager™ Tutorial

TABLE A-26. Endpoint Virus/Malware Information Data View

DATA

DESCRIPTION

Virus/Malware

Displays the name of viruses/malware man-
aged products detect.

Example: NIMDA, BLASTER,
|_LOVE_YOU.EXE

Endpoint Displays the name of the computer affected by
viruses/malware.

User Displays the user name logged on to the end-
point computer when a managed product
detects viruses/malware.

Scan Type Displays the type of scan the managed prod-
uct uses to detect the virus/malware. Exam-
ple: Real-time, scheduled, manual

File Displays the name of the file managed prod-
ucts detect affected by viruses/malware.

File Path Displays the file path on the endpoint com-

puter where managed products detect the
virus/malware.

File in Compressed File

Displays the name of the infected
file/virus/malware in a compressed file.

Result

Displays the results of the action managed
products take against viruses/malware. Exam-
ple: successful, further action required

Action

Displays the type of action managed products
take against viruses/malware. Example: File
cleaned, File quarantined, File deleted

Detections

Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10
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Web Virus/Malware Information

Provides specific information about the virus/malwate instances found in HTTP or
FTP traffic. Example: the managed product that detects the viruses/malware, the
direction of traffic where the virus/malware occurs, the Internet browser or FTP

endpoint that downloads the virus/malware.

TABLE A-27. Web Virus/Malware Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity/Endpoint

This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.

Product

Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Virus/Malware

Displays the name of viruses/malware man-
aged products detect.

Example: NIMDA, BLASTER,
|_LOVE_YOU.EXE

Endpoint Displays the IP address or host name of the
computer on which managed products detect
viruses/malware.

Source URL Displays the URL of the web/FTP site which

the virus/malware originates.
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TABLE A-27. Web Virus/Malware Information Data View

DATA DESCRIPTION

User Displays the user name logged on to the end-
point computer when a managed product
detects viruses/malware.

Traffic/Connection Displays the direction of virus/malware entry.

Browser/FTP Client Displays the Internet browser or FTP endpoint
where the viruses/malware originates.

Result Displays the results of the action managed
products take against viruses/malware. Exam-
ple: successful, further action required

Action Displays the type of action managed products
take against viruses/malware. Example: File
cleaned, File quarantined, File deleted

Detections Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Email Virus/Malware Information

Provides specific information about the virus/malwate instances found in email
messages. Example: the managed product that detects the viruses/malware, the subject
line content of the email message, the sender of the email message that contains
viruses/malware

TABLE A-28. Email Virus/Malware Information Data View

DATA DESCRIPTION

Received Displays the time that Control Manager
receives data from the managed product.

Generated Displays the time that the managed product
generates data.
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TABLE A-28. Email Virus/Malware Information Data View

DATA

DESCRIPTION

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product

Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Virus/Malware

Displays the name of viruses/malware man-
aged products detect.

Example: NIMDA, BLASTER,
|_LOVE_YOU.EXE

Recipient Displays the recipient of the email message
containing viruses/malware.

Sender Displays the sender of email message con-
taining viruses/malware.

User Displays the user name logged on to the end-
point computer when a managed product
detects viruses/malware.

Subject Displays the content of the subject line of the
email message containing viruses/malware.

File Displays the name of the file managed prod-

ucts detect affected by viruses/malware.

File in Compressed File

Displays the name of the infected
file/virus/malware in a compressed file.

Result Displays the results of the action managed
products take against viruses/malware.
Example: successful, further action required

Action Displays the type of action managed products

take against viruses/malware. Example: File
cleaned, File quarantined, File deleted
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TABLE A-28. Email Virus/Malware Information Data View

DATA DESCRIPTION

Detections Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Network Virus/Malware Information

Provides specific information about the virus/malwate instances found in network
traffic. Example: the managed product that detects the viruses/malware, the protocol
the virus/malware uses to enter your network, specific information about the soutce
and destination of the virus/malware

TABLE A-29. Network Virus/Malware Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product
generates data.
Product Entity/Endpoint This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed.

Product Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange
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TABLE A-29. Network Virus/Malware Information Data View

DATA

DESCRIPTION

Virus/Malware

Displays the name of viruses/malware man-
aged products detect.

Example: NIMDA, BLASTER,
|_LOVE_YOU.EXE

Endpoint

Displays the IP address/ host name of the
computer affected by viruses/malware.

Source Host

Displays the IP address or host name of the
computer where viruses/malware originates.

User

Displays the user name logged on to the end-
point computer when a managed product
detects viruses/malware.

Traffic/Connection

Displays the direction of virus/malware entry.

Protocol

Displays the protocol that the virus/malware
uses to enter the network.

Example: HTTP, SMTP, FTP

Endpoint Computer

Displays the computer name of the computer
affected by viruses/malware.

Endpoint Port

Displays the port number of the computer
affected by viruses/malware.

Endpoint MAC

Displays the MAC address of the computer
affected by viruses/malware.

Source Computer

Displays the computer name of the computer
where viruses/malware originates.

Source Port

Displays the port number of the computer
where viruses/malware originates.

Source MAC Displays the MAC address of the computer
where viruses/malware originates.
File Displays the name of the file managed prod-

ucts detect affected by viruses/malware.
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TABLE A-29. Network Virus/Malware Information Data View

DATA DESCRIPTION

Result Displays the results of the action managed
products take against viruses/malware. Exam-
ple: successful, further action required

Action Displays the type of action managed products
take against viruses/malware. Example: File
cleaned, File quarantined, File deleted

Detections Displays the total number of viruses/malware
managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Spyware/Grayware Information

Summary Information

Overall Spyware/Grayware Summary

Provides overall specific summary for spyware/grayware detections. Example: name of
spyware/grayware, number of endpoints affected by the spyware/grayware, total
number of instances of the spyware/grayware on the network

TABLE A-30. Overall Spyware/Grayware Summary Data View

DATA DESCRIPTION

Spyware/Grayware Displays the name of spyware/grayware man-
aged products detect.

A-40



Data Views

TABLE A-30. Overall Spyware/Grayware Summary Data View

DATA

DESCRIPTION

Unique Endpoints

Displays the number of unique computers
affected by the spyware/grayware.

OfficeScan detects 10 spyware/grayware
instances of the same spyware/grayware on 3
different computers.

Unique Endpoints = 3

Unique Sources

Displays the number of unique sources where
spyware/grayware originates.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware originating from 2 infection
sources.

Unique Sources = 2

Detections

Displays the total number of spyware/gray-
ware managed products detect.

Spyware/Grayware Source Summary

Provides a summary of spyware/grayware detections from the soutce of the outbreak.
Example: name of source computet, number of specific spywate/grayware instances
from the source computer, total number of instances of spyware/grayware on the

network

TABLE A-31. Spyware/Grayware Source Summary Data View

DATA

DESCRIPTION

Source Host

Displays the name of the computer where
spyware/grayware originates.
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TABLE A-31. Spyware/Grayware Source Summary Data View

DATA DESCRIPTION

Unique Endpoints Displays the number of unigue computers
affected by the spyware/grayware.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on 3 different computers.

Unique Endpoints = 3

Unique Detections Displays the number of unique spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Unique Detections = 1

Detections Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10

Endpoint Spyware/Grayware Summary

Provides a summaty of spyware/grayware detections from specific endpoints. Example:
name of endpoint, number of specific spyware/graywate instances on the endpoint,
total number of instances of spywate/graywate on the network

TABLE A-32. Endpoint Spyware/Grayware Summary Data View

DATA DESCRIPTION

Endpoint Displays the host name or IP address of the
computer affected by spyware/grayware.
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TABLE A-32. Endpoint Spyware/Grayware Summary Data View

DATA DESCRIPTION

Unique Sources Displays the number of unique sources where
spyware/grayware originates.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware originating from 2 infection
sources.

Unique Sources = 2

Unique Detections Displays the number of unique spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Unique Detections = 1

Detections Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10

Spyware/Grayware Detection Over Time Summary

Provides a summary of spyware/grayware detections over a petiod of time (daily, weekly,
monthly). Example: time and date of when summary data was collected, number of
endpoints affected by the spywate/grayware, total number of instances of
spywate/grayware on the network

TABLE A-33. Spyware/Grayware Detection Over Time Summary Data View

DATA DESCRIPTION

Date/Time Displays the time that the summary of the data
occurs.
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TABLE A-33. Spyware/Grayware Detection Over Time Summary Data View

DATA DESCRIPTION

Unique Detections Displays the number of unique spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Unique Detections = 1

Unique Endpoints Displays the number of unigue computers
affected by the spyware/grayware.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on 3 different computers.

Unique Endpoints = 3

Unique Sources Displays the number of unique sources where
spyware/grayware originates.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware originating from 2 infection
sources.

Unique Sources = 2

Detections Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10
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Spyware/Grayware Action/Result Summary

Provides a summary of the actions managed products take against spywate/graywate.
Example: specific actions taken against spyware/grayware, the result of the action taken,

total number of instances of spywate/graywate on the network

TABLE A-34. Spyware/Grayware Action/Result Summary Data View

DATA DESCRIPTION
Result Displays the results of the action managed
products take against spyware/grayware.
Example: successful, further action required
Action Displays the type of action managed products

take against spyware/grayware.

Example: File cleaned, File quarantined, File
deleted

Unique Endpoints

Displays the number of unique computers
affected by the spyware/grayware.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on 3 different computers.

Unique Endpoints = 3

Unique Sources

Displays the number of unique sources where
spyware/grayware originates.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware originating from 2 infection
sources.

Unique Sources = 2

Detections

Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10
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Detailed Information

Detailed Spyware/Grayware Information

Provides specific information about the spyware/grayware instances on your network.

Example: the managed product that detects the spyware/grayware, the name of the

spyware/grayware, the name of the endpoint with spyware/grayware

TABLE A-35. Detailed Spyware/Grayware Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity/Endpoint

This data column displays one of the follow-

ing:

* The entity display name for a managed
product. Control Manager identifies

managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed, that is affected
by spyware/grayware.

Product

Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Product/Endpoint IP

This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

* The IP address of a computer with a client
(for example OfficeScan client) installed,
that is affected by spyware/grayware.
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TABLE A-35. Detailed Spyware/Grayware Information Data View

DATA

DESCRIPTION

Product/Endpoint MAC

This data column displays one of the follow-

ing:

* The MAC address of the server on which
the managed product installs.

* The MAC address of a computer with a
client (for example OfficeScan client)
installed, that is affected by
spyware/grayware.

Managing Server Entity

Displays the entity display name of the man-
aged product server to which an endpoint is
registered.

Spyware/Grayware Displays the name of spyware/grayware man-
aged products detect.
Endpoint Displays the IPaddress or host name of the

computer affected by spyware/grayware.

Source Host

Displays the IPaddress or host name of the
computer where spyware/grayware originates.

User

Displays the user name logged on to the end-
point computer when a managed product
detects spyware/grayware.

Result

Displays the results of the action managed
products take against spyware/grayware.

Example: successful, further action required

Action

Displays the type of action managed products
take against spyware/grayware. Example: File
cleaned, File quarantined, File deleted

Detections

Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10
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TABLE A-35. Detailed Spyware/Grayware Information Data View

DATA DESCRIPTION

Entry Type Displays the entry point for the spyware/gray-
ware that managed products detect.

Example: virus found in file, HTTP, Windows
Live Messenger (MSN)

Detailed Information Used only for Ad Hoc Queries. Displays
detailed information about the selection.

In Ad Hoc Queries this column displays the
selection as underlined. Clicking the under-
lined selection displays more information
about the selection.

Example: Host Details, Network Details,
HTTP/FTP Details

Endpoint Spyware/Grayware

Provides specific information about the spyware/grayware instances found on
endpoints. Example: the managed product that detects the spyware/grayware, the type
of scan that detects the spyware/grayware, the file path on the endpoint to detected
spywate/graywate

TABLE A-36. Endpoint Spyware/Grayware Data View

DATA DESCRIPTION

Received Displays the time that Control Manager
receives data from the managed product.

Generated Displays the time that the managed product
generates data.
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TABLE A-36. Endpoint Spyware/Grayware Data View

DATA

DESCRIPTION

Product Entity/Endpoint

This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed, that is affected
by spyware/grayware.

Product/Endpoint IP

This data column displays one of the follow-

ing:

* The IP address of the server on which the
managed product installs.

* The IP address of a computer with a client
(for example OfficeScan client) installed,
that is affected by spyware/grayware.

Product

Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Managing Server Entity

Displays the entity display name of the man-
aged product server to which an endpoint is
registered.

Spyware/Grayware Displays the name of spyware/grayware man-
aged products detect.
Endpoint Displays the IPaddress or host name of the

computer affected by spyware/grayware.

Source Host

Displays the IPaddress or host name of the
computer where the spyware/grayware origi-
nates.
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TABLE A-36. Endpoint Spyware/Grayware Data View

DATA DESCRIPTION

User Displays the user name logged on to the end-
point computer when a managed product
detects spyware/grayware.

Scan Type Displays the type of scan the managed prod-
uct uses to detect the spyware/grayware.

Example: Real-time, scheduled, manual

Resource Displays the specific resource affected.

Example: application.exe, H Key Local
Machine\SOFTWARE\ACME

Resource Type Displays the type of resource affected by spy-
ware/grayware.

Example: registry, memory resource

Security Threat Type Displays the specific type of spyware/gray-
ware managed products detect.

Example: adware, COOKIE, peer-to-peer
application

Risk Level Displays the Trend Micro-defined level of risk
the spyware/grayware poses to your network.

Example: High security, Medium security, Low
security

Result Displays the results of the action managed
products take against spyware/grayware.

Example: successful, further action required

Action Displays the type of action managed products
take against spyware/grayware.

Example: File cleaned, File quarantined, File
deleted
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Web Spyware/Grayware

Provides specific information about the spywate/graywate instances found in HT'TP or
FTP traffic. Example: the managed product that detects the spyware/grayware, the
direction of traffic where the spyware/grayware occurs, the Internet browser or FTP
endpoint that downloads the spyware/grayware

TABLE A-37. Web Spyware/Grayware Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product
generates data.
Product Entity/Endpoint This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed, that is affected
by spyware/grayware.

Product Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Spyware/Grayware Displays the name of spyware/grayware man-
aged products detect.

Endpoint Displays the IP address or host name of the
computer on which managed products detect
spyware/grayware.

Source URL Displays the URL of the web/FTP site which
the spyware/grayware originates.
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TABLE A-37. Web Spyware/Grayware Data View

DATA DESCRIPTION
Traffic/Connection Displays the direction of spyware/grayware
entry.
Browser/FTP Client Displays the Internet browser or FTP endpoint

where the spyware/grayware originates.

User Displays the user name logged on to the end-
point computer when a managed product
detects spyware/grayware.

Result Displays the results of the action managed
products take against spyware/grayware.

Example: successful, further action required

Action Displays the type of action managed products
take against spyware/grayware.

Example: File cleaned, File quarantined, File
deleted

Detections Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10
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Email Spyware/Grayware

Provides specific information about the spyware/grayware instances found in email

messages. Example: the managed product that detects the spyware/grayware, the subject

line content of the email message, the sender of the email message that contains

spyware/grayware

TABLE A-38. Email Spyware/Grayware Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Spyware/Grayware Displays the name of spyware/grayware man-
aged products detect.

Recipient Displays the recipient of the email message
containing spyware/grayware.

Sender Displays the sender of email message con-
taining spyware/grayware.

User Displays the user name logged on to the end-
point computer when a managed product
detects spyware/grayware.

Subject Displays the content of the subject line of the
email message containing spyware/grayware.

File Displays the name of the file managed prod-

ucts detect affected by spyware/grayware.
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TABLE A-38. Email Spyware/Grayware Data View

DATA DESCRIPTION

File in Compressed File Displays the file name of the spyware/gray-
ware occurring in a compressed file.

Result Displays the results of the action managed
products take against spyware/grayware.

Example: successful, further action required

Action Displays the type of action managed products
take against spyware/grayware.

Example: File cleaned, File quarantined, File
deleted

Detections Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10

Network Spyware/Grayware

Provides specific information about the spyware/grayware instances found in network
traffic. Example: the managed product that detects the spyware/grayware, the protocol
the spyware/grayware uses to enter your network, specific information about the source
and destination of the spyware/grayware

TABLE A-39. Network Spyware/Grayware Data View

DATA DESCRIPTION

Received Displays the time that Control Manager
receives data from the managed product.

Generated Displays the time that the managed product
generates data.
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TABLE A-39. Network Spyware/Grayware Data View

DATA

DESCRIPTION

Product Entity/Endpoint

This data column displays one of the follow-

ing:

* The entity display name for a managed
product. Control Manager identifies

managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed, that is affected
by spyware/grayware.

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Spyware/Grayware Displays the name of spyware/grayware man-

aged products detect.

Traffic/Connection

Displays the direction of spyware/grayware
entry.

Protocol Displays the protocol that the spyware/gray-
ware uses to enter the network. Example:
HTTP, SMTP, FTP

Endpoint IP Displays the IP address of the computer
affected by spyware/grayware.

Endpoint Displays the IP address or host name of the

computer affected by spyware/grayware.

Endpoint Port

Displays the port number of the computer
affected by spyware/grayware.

Endpoint MAC

Displays the MAC address of the computer
affected by spyware/grayware.

Source IP

Displays the IP address of the computer
where spyware/grayware originates.

Source Host

Displays the host name of the computer where
spyware/grayware originates.
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TABLE A-39. Network Spyware/Grayware Data View

DATA DESCRIPTION

Source Port Displays the port number of the computer
where spyware/grayware originates.

Source MAC Displays the MAC address of the computer
where spyware/grayware originates.

User Displays the user name logged on to the end-
point computer when a managed product
detects spyware/grayware.

File Displays the name of the file managed prod-
ucts detect affected by spyware/grayware.

Result Displays the results of the action managed
products take against spyware/grayware.

Example: successful, further action required

Action Displays the type of action managed products
take against spyware/grayware.

Example: File cleaned, File quarantined, File
deleted

Detections Displays the total number of spyware/gray-
ware managed products detect.

Example: OfficeScan detects 10 spy-
ware/grayware instances of the same spy-
ware/grayware on one computer.

Detections = 10
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Content Violation Information

Summary Information

Content Violation Policy Summary

Provides a summary of content violation detections due to specific policies. Example:
name of the policy in violation, the type of filter that detects the content violation, the
total number of content violations on the network

TABLE A-40. Content Violation Policy Summary Data View

DATA DESCRIPTION
Policy Displays the name of the policy that endpoints
violate.
Filter Type Displays the type of filter that triggers the vio-

lation. Example: content filter, phishing filter,
URL reputation filter

Unique Senders/Users Displays the number of unique email message
addresses or users sending content that vio-
lates managed product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy coming
from 3 computers.

Unique Senders/Users = 3

Unique Recipients Displays the number of unique email message
recipients receiving content that violate man-
aged product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy on 2 com-
puters.

Unique Recipients = 2

A-57



Trend Micro™ Control Manager™ Tutorial

TABLE A-40. Content Violation Policy Summary Data View

DATA DESCRIPTION

Detections Displays the total number of policy violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same policy on one
computer.

Detections = 10

Content Violation Sender Summary

Provides a summary of content violation detections due to specific senders. Example:
name of the content sender, the number of unique content violations, the total number
of content violations on the network

TABLE A-41. Content Violation Sender Summary Data View

DATA DESCRIPTION
Sender/User Displays the email message address or users
sending content that violates managed prod-
uct policies.
Detections Displays the total number of policy violations

managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same policy on one
computer.

Detections = 10

Unique Recipients Displays the number of unique email message
recipients receiving content that violate man-
aged product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy on 2 com-
puters.

Unique Recipients = 2
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TABLE A-41. Content Violation Sender Summary Data View

DATA

DESCRIPTION

Unique Policies

Displays the number of unique policies in vio-
lation managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same policy on one
computer.

Detections = 10

Content Violation Detection Over Time Summary

Provides a summary of content violation detections over a period of time (daily, weekly,
monthly). Example: time and date of when summary data was collected, number of
endpoints affected by the content violation, total number of unique content violations
and total number of content violations on the network

TABLE A-42. Content Violation Detection Over Time Summary Data View

DATA

DESCRIPTION

Date/Time

Displays the time that the summary of the data
occurs.

Unique Policies

Displays the number of unique policies in vio-
lation managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same policy on one
computer.

Detections = 10

Unique Senders/Users

Displays the number of unique email message
addresses or users sending content that vio-
lates managed product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy coming
from 3 computers.

Unique Senders/Users = 3
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TABLE A-42. Content Violation Detection Over Time Summary Data View

DATA DESCRIPTION

Unique Recipients Displays the number of unique email message
recipients receiving content that violate man-
aged product policies.

Example: A managed product detects 10 vio-
lation instances of the same policy on 2 com-
puters.

Unique Recipients = 2

Detections Displays the total number of policy violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same policy on one
computer.

Detections = 10

Content Violation Action/Result Summary

Provides a summary of actions managed products take against content violations.
Example: the action managed products take against the content violation, the number of
email messages affected by the action taken

TABLE A-43. Content Violation Action/Result Summary Data View

DATA DESCRIPTION

Action Displays the type of action managed products
take against email message in violation of
content policies.

Example: forwarded, attachments stripped,
deleted

Detections Displays the number of violations with the
specified action taken by managed products.
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Detailed Information

Detailed Content Violation Information

Provides specific information about the content violations on your network. Example:

the managed product that detects the content violation, the name of the specific policy

in violation, the total number of content violations on the network

TABLE A-44. Detailed Content Violation Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Recipient Displays the email recipients receiving con-
tent that violate managed product policies.

Sender/User Displays the email address or user sending
content that violates managed product poli-
cies.

Subject Displays the content of the subject line of the
email that violates a policy.

Policy Displays the name of the policy an email vio-

lates.

Policy Settings

Displays the settings for the policy that an
email violates.

File Location

Displays the location of the file that violates a
policy.
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TABLE A-44.

Detailed Content Violation Information Data View

DATA

DESCRIPTION

File

Displays the name of the file that violates a
policy.

URL

Displays the URL in violation of the specified
policy.

Risk Level

Displays the Trend Micro assessment of risk
to your network.

Example: high security, low security, medium
security

Filter Type

Displays the type of filter that detects the
email in violation.

Example: content filter, size filter, attachment
filter

Filter Action

Displays the action the detecting filter takes
against email in violation of a policy.

Example: clean, quarantine, strip

Action

Displays the type of action managed products
take against email in violation of content poli-
cies.

Example: deliver, strip, forward

Detections

Displays the total number of policy violations
managed products detect.
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Spam Violation Information

Summary Information

Overall Spam Violation Summary

Provides a summary of spam detections on specific domains. Example: name of the
domain receiving spam, the number of endpoints receiving spam, the total number of
spam violations on the network

TABLE A-45. Overall Spam Violation Summary Data View

DATA DESCRIPTION
Recipient Domain Displays the domain that receives spam.
Unique Recipients Displays the number of unique recipients

receiving spam from the specified domain.

Example: A managed product detects 10 vio-
lation instances of spam from the same
domain on 3 computers.

Unique Recipients = 3

Detections Displays the total number of spam violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same spam on one
computer.

Detections = 10
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Spam Recipient Summary

Provides a summary of spam violations on specific endpoints. Example: name of
endpoint, total number of instances of viruses/malware on the endpoint

TABLE A-46. Spam Recipient Summary Data View

DATA DESCRIPTION

Recipient Displays the name of the recipient who
receives spam.

Detections Displays the total number of spam violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same spam on one
computer.

Detections = 10

Spam Detection Over Time Summary

Provides a summary of spam detections over a period of time (daily, weekly, monthly).
Example: time and date of when summary data was collected, number of endpoints
affected by spam, the total number of spam violations on the network

TABLE A-47. Spam Detection Over Time Summary Data View

DATA DESCRIPTION
Summary Time Displays the time that the summary of the data
occurs.
Unique Recipient Domains Displays the total number of unique recipient

domains affected by spam.

Example: A managed product detects 10 vio-
lation instances of the same spam from 2
domains on 1 recipient domain.

Unique Recipient Domains = 1
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TABLE A-47.

Spam Detection Over Time Summary Data View

DATA

DESCRIPTION

Unique Recipients

Displays the number of unique recipients
receiving spam from the specified domain.

Example: A managed product detects 10 vio-
lation instances of spam from the same
domain on 3 computers.

Unique Recipients = 3

Detections

Displays the total number of spam violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same spam on one
computer.

Detections = 10

Detailed Information

Detailed Spam Information

Provides specific information about the spam violations on your network. Example: the
managed product that detects the content violation, the name of the specific policy in
violation, the total number of spam violations on the network

TABLE A-48. Detailed Spam Information Data View
DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.
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TABLE A-48. Detailed Spam Information Data View

DATA DESCRIPTION

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Recipient Displays the recipients of email containing
spam.

Sender Displays the sender of email containing spam.

Subject Displays the content of the subject line of the
email containing spam.

Policy Displays the name of the policy the email vio-
lates.

Action Displays the type of action managed products

take against spam found in email.

Example: deliver, forward, strip

Detections Displays the total number of spam violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same spam on one
computer.

Detections = 10

Spam Connection Information

Provides specific information about the source of spam on your network. Example: the
managed product that detects the spam violation, the specific action managed products
take against spam violations, the total number of spam violations on the network

TABLE A-49. Spam Connection Information Data View

DATA DESCRIPTION

Received Displays the time that Control Manager
receives data from the managed product.

A-66



Data Views

TABLE A-49. Spam Connection Information Data View

DATA

DESCRIPTION

Generated

Displays the time that the managed product
generates data.

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product

Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Source IP

Displays the IP address of the mail server
where spam originates.

Filter Type

Displays the type of filter that detects the
email in violation.

Example: Real-time Blackhole List (RBL+),
Quick IP List (QIL)

Action

Displays the type of action managed products
take against spam to prevent spam from
entering the email server.

Example: drop connection, bypass connection

Detections

Displays the total number of spam violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same spam on one
computer.

Detections = 10
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Policy/Rule Violation Information

Detailed Information

Detailed Firewall Violation Information

Provides specific information about the firewall violations on your network. Example:
the managed product that detects the firewall violation, specific information about the
source and destination, the total number of firewall violations on the network

TABLE A-50. Detailed Firewall Violation Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product
generates data.
Product Entity/Endpoint This data column displays one of the follow-
ing:

* The entity display name for a managed
product. Control Manager identifies
managed products using the managed
product's entity display name.

* The IP address or host name of a
computer with a client (for example
OfficeScan client) installed, that is under

attack.
Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange
Event Type Displays the type of event that triggers the

violation. Example: intrusion, policy violation

Risk Level Displays the Trend Micro assessment of risk
to your network.

Example: high security, low security, medium
security
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TABLE A-50. Detailed Firewall Violation Information Data View

DATA

DESCRIPTION

Traffic/Connection

Displays the direction of violation entry.

Protocol Displays the protocol the intrusion uses.
Example: HTTP, SMTP, FTP
Source IP Displays the IP address of the computer

attempting an intrusion on your network.

Endpoint Port

Displays the port number of the computer
under attack.

Endpoint IP

Displays the IP address of the computer under
attack.

Target Application

Displays the application the intrusion targets.

Description Detailed description of the incident by Trend
Micro.

Action Displays the type of action managed products
take against policy violations.
Example: file cleaned, file quarantined, file
passed

Detections Displays the total number of policy/rule viola-

tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10
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Detailed Endpoint Security Violation Information

Provides specific information about the endpoint security violations on your network.
Example: the managed product that detects the web violation, the name of the specific
policy in violation, the total number of web violations on the network

TABLE A-51. Detailed Endpoint Security Violation Information Data View

DATA DESCRIPTION

Received Displays the time that Control Manager
receives data from the managed product.

Generated Displays the time that the managed product
generates data.

Product Entity Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Endpoint Displays the host name of the computer in vio-
lation of the policy/rule.

Endpoint IP Displays the IP address of the computer in
violation of the policy/rule.

Endpoint MAC Displays the MAC address of the computer in
violation of the policy/rule.

Policy/Rule Displays the name of the policy/rule in viola-
tion.

Service Displays the name of the service/program in

violation of the policy/rule.

User Displays the user name logged on to the end-
point when a managed product detects a pol-
icy/rule violation.
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TABLE A-51. Detailed Endpoint Security Violation Information Data View

DATA

DESCRIPTION

Enforcement Action

Displays the action a managed product takes
to protect your network.

Example: block, redirect, pass

Remediation Action

Displays the action a managed product takes
to solve the policy violation.

Example: file cleaned, file quarantined, file
deleted

Description Displays a detailed description of the incident
by Trend Micro.
Detections Displays the total number of policy/rule viola-

tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Detailed Endpoint Security Compliance Information

Provides specific information about the endpoint security compliance instances on your
network. Example: the managed product that detects the security compliance, the name
of the specific policy in compliance, the total number of security compliances on the

network

TABLE A-52. Detailed Endpoint Security Compliance Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.
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TABLE A-52. Detailed Endpoint Security Compliance Information Data View

DATA DESCRIPTION

Product Entity Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Endpoint Displays the host name of the computer in
compliance of the policy/rule.

Endpoint IP Displays the IP address of the computer in
compliance of the policy/rule.

Endpoint MAC Displays the MAC address of the computer in
compliance of the policy/rule.

Policy/Rule Displays the name of the policy/rule in compli-
ance.

Service Displays the name of the service/program in

compliance of the policy/rule.

User Displays the user name logged on to the end-
point when a managed product detects a pol-
icy/rule compliance.

Description Detailed description of the incident by Trend
Micro.
Detections Displays the total number of policy/rule com-

pliances managed products detect.

Example: A managed product detects 10 com-
pliance instances of the same type on one
computer.

Detections = 10
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Detailed Application Activity

Displays overall information about application activity on your network. Example: the

managed product which detects the security compliance, the name of the specific policy

in compliance, the total number of security compliances on the network

TABLE A-53. Detailed Application Activity Data View

DATA DESCRIPTION
Received The time at which Control Manager receives
data from the managed product.
Generated The time at which the managed product gen-

erates data.

Product Entity

The entity display name for a managed prod-
uct. Control Manager identifies managed
products using the managed product's entity
display name.

Product The name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

VLAN ID Displays the VLAN ID (VID) of the source from

which the suspicious threat originates.

Detected By

Displays the filter, scan engine, or managed
product which detects the suspicious threat.

Traffic/Connection

Displays the direction of network traffic or the
position on the network the suspicious threat
originates.

Protocol Group

Displays the broad protocol group from which
a managed product detects the suspicious
threat.

Example: FTP, HTTP, P2P

Protocol

Displays the protocol from which a managed
product detects the suspicious threat.

Example: ARP, Bearshare, BitTorrent
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TABLE A-53. Detailed Application Activity Data View

DATA DESCRIPTION

Description Detailed description of the incident by Trend
Micro.

Endpoint Displays the host name of the computer in
compliance of the policy/rule.

Source IP Displays the IP address of the source from
which the suspicious threat originates.

Source MAC Displays the MAC address of the source from

which the suspicious threat originates.

Source Port

Displays the port number of the source from
which the suspicious threat originates.

Source IP Group

Displays the IP address group of the source
where the violation originates.

Source Network Zone

Displays the network zone of the source
where the violation originates.

Endpoint IP

Displays the IP address of the endpoint the
suspicious threat affects.

Endpoint Port

Displays the port number of the endpoint the
suspicious threat affects.

Endpoint MAC

Displays the MAC address of the endpoint the
suspicious threat affects.

Endpoint Group

Displays the IP address group of the endpoint
the suspicious threat affects.

Endpoint Network Zone

Displays the network zone of the endpoint the
suspicious threat affects.

Policy/Rule

Displays the policy/rule the suspicious threat
violates.
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TABLE A-53. Detailed Application Activity Data View

DATA

DESCRIPTION

Detections

Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Web Violation/Reputation Information

Summary Information

Overall Web Violation Summary

Provides a summary of web violations of specific policies. Example: name of the policy
in violation, the type of filter/blocking to stop access to the URL, the total numbet of

web violations on the network

TABLE A-54. Overall Web Violation Summary Data View

DATA

DESCRIPTION

Policy

Displays the name of the policy the URL vio-
lates.

Filter/Blocking Type

Displays the type of filter/blocking preventing
access to the URL in violation.

Example: URL blocking, URL filtering, web
blocking

Unique Endpoints

Displays the number of unique endpoints in
violation of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on 4 com-
puters.

Unique Endpoints = 4
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TABLE A-54. Overall Web Violation Summary Data View

DATA DESCRIPTION

Unique URLs Displays the number of unique URLs in viola-
tion of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Unique URLs =1

Detections Displays the total number of web violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on 1 com-
puter.

Detections = 10

Web Violation Endpoint Summary

Provides a summary of web violation detections from a specific endpoint. Example: IP
address of the endpoint in violation, number of policies in violation, the total number of
web violations on the network

TABLE A-55. Web Violation Endpoint Summary Data View

DATA DESCRIPTION
Endpoint Displays the IP address or host name of end-
points in violation of web policies.
Unique Policies Displays the number of the policies in viola-
tion.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies = 1
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TABLE A-55. Web Violation Endpoint Summary Data View

DATA

DESCRIPTION

Unique URLs

Displays the number of unique URLSs in viola-
tion of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Unique URLs =1

Detections

Displays the total number of web violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Detections = 10

Web Violation URL Summary

Provides a summary of web violation detections from specific URLs. Example: name of
the URL causing the web violation, the type of filter/blocking to stop access to the
URL, the total number of web violations on the network

TABLE A-56. Web Violation URL Summary Data View

DATA

DESCRIPTION

URL

Displays the URL violating a web policy.

Filter/Blocking Type

Displays the type of filter/blocking preventing
access to the URL in violation.

Example: URL blocking, URL filtering, web
blocking

Unique Endpoints

Displays the number of unique endpoints in
violation of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on 4 com-
puters.

Unique Endpoints = 4
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TABLE A-56. Web Violation URL Summary Data View

DATA DESCRIPTION

Detections Displays the total number of web violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Detections = 10

Web Violation Filter/Blocking Type Summary

Provides a summary of the action managed products take against web violations.
Example: the type of filter/blocking to stop access to the URL, the total number of web
violations on the network

TABLE A-57. Web Violation Filter/Blocking Type Summary Data View

DATA DESCRIPTION

Blocking Category Displays the broad type of filter/blocking pre-
venting access to the URL in violation.

Example: URL blocking, URL filtering,
Anti-spyware

Filter/Blocking Type Displays the specific type of filter/blocking
preventing access to the URL in violation.

Example: URL blocking, URL filtering,
Virus/Malware

Detections Displays the total number of web violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Detections = 10
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Web Violation Detection Over Time Summary

Provides a summary of web violation detections over a period of time (daily, weekly,

monthly). Example: time and date of when summary data was collected, number of

endpoints in violation, the total number of web violations on the network

TABLE A-58. Web Violation Detection Over Time Summary Data View

DATA

DESCRIPTION

Date/Time

Displays the time that the summary of the data
occurs.

Unique Policies

Displays the number of the policies in viola-
tion.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies = 1

Unique Endpoints

Displays the number of unique endpoints in
violation of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on 4 com-
puters.

Unique Endpoints = 4

Unique URLs Displays the number of unique URLs in viola-
tion of the specified policy.
Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.
Unique URLs =1

Detections Displays the total number of web violations

managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Detections = 10
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Web Violation Detection Summary

Provides a summary of web violation detections over a period of time (daily, weekly,

monthly). Example: time and date of when summary data was collected, number of

endpoints in violation, the total number of web violations on the network

TABLE A-59. Web Violation Detection Summary Data View

DATA

DESCRIPTION

Unique Policies

Displays the number of the policies in viola-
tion.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies = 1

Unique Endpoints

Displays the number of unique endpoints in
violation of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on 4 com-
puters.

Unique Endpoints = 4

Unique URLs

Displays the number of unique URLSs in viola-
tion of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Unique URLs =1

Unique Users/IPs

Displays the number of unique users or IP
addresses of endpoints in violation of the
specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL from one
user.

Unique Users/IPs =1
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TABLE A-59. Web Violation Detection Summary Data View

DATA

DESCRIPTION

Unique User Groups

Displays the number of unique user groups for
users in violation of the specified policy.

Example: A managed product detects 10 vio-
lation instances of the same URL from one
user group.

Unique User Groups =1

Detections

Displays the total number of web violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Detections = 10

Detailed Information

Detailed Web Violation Information

Provides specific information about the web violations on your network. Example: the
managed product that detects the web violation, the name of the specific policy in
violation, the total number of web violations on the network

TABLE A-60. Detailed Web Violation Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

A-81



Trend Micro™ Control Manager™ Tutorial

TABLE A-60. Detailed Web Violation Information Data View
DATA DESCRIPTION
Product Displays the name of the managed product.

Example: OfficeScan, ScanMail for Microsoft
Exchange

Traffic/Connection

Displays the direction of violation entry.

Protocol Displays the protocol over which the violation
takes place.
Example: HTTP, FTP, SMTP

URL Displays the name of the URL that violates a
web policy.

User/IP Displays the user or IP address of the end-
point that violates a policy.

User Group Displays the user group for the user that vio-
lates a policy.

Endpoint Displays the IP address or host name of the

endpoint that violates a policy.

Product Host

Displays the IP address or host name of the
managed product which detects the violation.

Filter/Blocking Type

Displays the type of filter/blocking preventing
access to the URL in violation.

Example: URL blocking, URL filtering, web
blocking

Blocking Rule Displays the blocking rule preventing access
to the URL in violation.
Example: URL blocking

Policy Displays the name of the policy the URL vio-
lates.

File Displays the name of the file that violates the

policy.

Web Reputation Rating

Displays the relative safety, as a percentage,
of a website according to Trend Micro.
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TABLE A-60. Detailed Web Violation Information Data View

DATA DESCRIPTION

Action Displays the type of action managed products
take against policy violations.

Example: pass, block

Detections Displays the total number of web violations
managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same URL on one com-
puter.

Detections = 10

Detailed Web Reputation Information

Displays overall information about application activity on your network. Example: the
managed product that detects the security compliance, the name of the specific policy in
compliance, the total number of security compliances on the network

TABLE A-61. Detailed Web Reputation Information Data View

DATA DESCRIPTION

Received The time at which Control Manager receives
data from the managed product.

Generated The time at which the managed product gen-
erates data.

Product Entity The entity display name for a managed prod-
uct. Control Manager identifies managed
products using the managed product's entity
display name.

Product The name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

VLAN ID Displays the VLAN ID (VID) of the source from

which the suspicious threat originates.
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TABLE A-61.

Detailed Web Reputation Information Data View

DATA

DESCRIPTION

Detected By

Displays the filter, scan engine, or managed
product which detects the suspicious threat.

Traffic/Connection

Displays the direction of network traffic or the
position on the network the suspicious threat
originates.

Protocol Group

Displays the broad protocol group from which
a managed product detects the suspicious
threat.

Example: FTP, HTTP, P2P

Protocol Displays the protocol from which a managed
product detects the suspicious threat.
Example: ARP, Bearshare, BitTorrent

Description Detailed description of the incident by Trend
Micro.

Endpoint Displays the host name of the computer in
compliance of the policy/rule.

Source IP Displays the IP address of the source from
which the suspicious threat originates.

Source MAC Displays the MAC address of the source from

which the suspicious threat originates.

Source Port

Displays the port number of the source from
which the suspicious threat originates.

Source IP Group

Displays the IP address group of the source
where the suspicious threat originates.

Source Network Zone

Displays the network zone of the source
where the suspicious threat originates.

Endpoint IP

Displays the IP address of the endpoint the
suspicious threat affects.

Endpoint Port

Displays the port number of the endpoint the
suspicious threat affects.
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TABLE A-61. Detailed Web Reputation Information Data View

DATA DESCRIPTION

Endpoint MAC Displays the MAC address of the endpoint the
suspicious threat affects.

Endpoint Group Displays the IP address group of the endpoint
the suspicious threat affects.

Endpoint Network Zone Displays the network zone of the endpoint the
suspicious threat affects.

Policy/Rule Displays the policy/rule the suspicious threat
violates.

URL Displays the URL considered a suspicious
threat.

Detections Displays the total number of policy/rule viola-

tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Suspicious Threat Information

Summary Information

Overall Suspicious Threat Summary

Provides specific information about suspicious threats on your network. Example: the
policy/rule in violation, summaty information about the soutce and destination, the
total number of suspicious threats on the network

TABLE A-62. Overall Suspicious Threat Summary Data View

DATA DESCRIPTION

Policy/Rule Displays the name of the policy/rule in viola-
tion.

A-85



Trend Micro™ Control Manager™ Tutorial

TABLE A-62. Overall Suspicious Threat Summary Data View

DATA DESCRIPTION

Protocol Displays the protocol over which the violation
takes place.

Example: HTTP, FTP, SMTP

Unique Endpoints Displays the number of uniqgue computers
affected by the suspicious threat.

Example: A managed product detects 10 sus-
picious threat instances of the same type on 2
computers.

Unique Endpoints = 2

Unique Sources Displays the number of unique sources where
suspicious threats originate.

Example: A managed product detects 10 sus-
picious threat instances of the same type orig-
inating from 3 computers.

Unique Sources = 3

Unique Recipients Displays the number of unique email message
recipients receiving content that violate man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy on 2 computers.

Unique Recipients = 2

Unique Senders Displays the number of unique email message
senders sending content that violates man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy coming from 3 computers.

Unique Senders = 3
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TABLE A-62. Overall Suspicious Threat Summary Data View

DATA DESCRIPTION

Detections Displays the total number of policy/rule viola-
tions managed products detect.
Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.
Detections equals 10.

Mitigations Displays the number of endpoints Network

VirusWall Enforcer devices or Total Discovery
Mitigation Server take action against.

Cleaned Endpoints

Displays the total number of endpoints Total
Discovery Mitigation Server cleans.

Clean Endpoint Rate (%)

Displays the percentage of endpoints Total
Discovery Mitigation Server cleans compared
to the total Detections.

Suspicious Source Summary

Provides a summary of suspicious threat detections from a specific source. Example:

name of the source, summary information about the destination and rules/violations,

the total number of suspicious threats on the network

TABLE A-63. Suspicious Source Summary Data View

DATA

DESCRIPTION

Source IP

Displays the IP addresses of sources where
suspicious threats originate.

Unique Policies/Rules

Displays the number of unique policies/rules
the source computer violates.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies/Rules = 1
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TABLE A-63. Suspicious Source Summary Data View

DATA DESCRIPTION

Unique Endpoints Displays the number of unigue computers
affected by the suspicious threat.

Example: A managed product detects 10 sus-
picious threat instances of the same type on 2
computers.

Unique Endpoints = 2

Detections Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Suspicious Riskiest Endpoints Summary

Provides a summary of the endpoints with the most suspicious threat detections.
Example: name of the destination, summary information about the source and
rules/violations, the total number of suspicious threats on the network

TABLE A-64. Suspicious Threat Riskiest Endpoints Summary Data View

DATA DESCRIPTION

Endpoint IP Displays the IP addresses of computers
affected by suspicious threats.

Unique Policies/Rules Displays the number of unique policies/rules
the source computer violates.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies/Rules = 1
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TABLE A-64. Suspicious Threat Riskiest Endpoints Summary Data View

DATA

DESCRIPTION

Unique Sources

Displays the number of unique sources where
suspicious threats originate.

Example: A managed product detects 10 sus-
picious threat instances of the same type orig-
inating from 3 computers.

Unique Sources = 3

Detections

Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Suspicious Riskiest Recipient Summary

Provides a summary of the recipients with the most suspicious threat detections.

Example: name of the recipient, summary information about the senders and
rules/violations, the total number of suspicious threats on the network

TABLE A-65. Suspicious Riskiest Recipient Summary Data View

DATA

DESCRIPTION

Recipient

Displays the email address of the recipient
affected by the suspicious threat.

Unique Policies/Rules

Displays the number of unique policies/rules
the source computer violates.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies/Rules = 1
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TABLE A-65. Suspicious Riskiest Recipient Summary Data View

DATA

DESCRIPTION

Unique Senders

Displays the number of unique email message
senders sending content that violates man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy coming from 3 computers.

Unique Senders = 3

Detections

Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Suspicious Sender Summary

Provides a summary of suspicious threat detections from a specific sender. Example:
name of the sender, summary information about the recipient and rules/violations, the
total number of suspicious threats on the network

TABLE A-66. Suspicious Sender Summary Data View

DATA

DESCRIPTION

Sender

Displays the email address for the source of
policy/rule violations.

Unique Policies/Rules

Displays the number of unique policies/rules
the source computer violates.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies/Rules = 1
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TABLE A-66. Suspicious Sender Summary Data View

DATA

DESCRIPTION

Unique Recipients

Displays the number of unique email message
recipients receiving content that violate man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy on 2 computers.

Unique Recipients = 2

Detections

Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10

Suspicious Threat Protocol Detection Summary

Provides a summary of suspicious threats detections over a specific protocol. Example:
name of the protocol, summary information about the source and destination, the total
number of suspicious threats on the network

TABLE A-67. Suspicious Threat Protocol Detection Summary Data View

DATA

DESCRIPTION

Protocol

Displays the name of the protocol over which
the suspicious threat occurs. Example: HTTP,
FTP, SMTP

Unique Policies/Rules

Displays the number of unique policies/rules
the source computer violates.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies/Rules = 1
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TABLE A-67. Suspicious Threat Protocol Detection Summary Data View

DATA DESCRIPTION

Unique Endpoints Displays the number of uniqgue computers
affected by the suspicious threat.

Example: A managed product detects 10 sus-
picious threat instances of the same type on 2
computers.

Unique Endpoints = 2

Unique Sources Displays the number of unique sources where
suspicious threats originate.

Example: A managed product detects 10 sus-
picious threat instances of the same type orig-
inating from 3 computers.

Unique Sources = 3

Unique Recipients Displays the number of unique email message
recipients receiving content that violate man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy on 2 computers.

Unique Recipients = 2

Unique Senders Displays the number of unique email message
senders sending content that violates man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy coming from 3 computers.

Unique Senders = 3

Detections Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10
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Suspicious Threat Detection Over Time Summary

Provides a summary of suspicious threats detections over a period of time (daily, weekly,
monthly). Example: time and date of when summary data was collected, summary
information about the source and destination, the total number of suspicious threats on
the network

TABLE A-68. Suspicious Threat Detection Over Time Summary Data View

DATA DESCRIPTION
Date/Time Displays the time that the summary of the data
occurs.
Unique Policies/Rules Displays the number of unique policies/rules

the source computer violates.

Example: A managed product detects 10 pol-
icy violation instances of the same policy on 2
computers.

Unique Policies/Rules = 1

Unique Endpoints Displays the number of unique computers
affected by the suspicious threat.

Example: A managed product detects 10 sus-
picious threat instances of the same type on 2
computers.

Unique Endpoints = 2

Unique Sources Displays the number of unique sources where
suspicious threats originate.

Example: A managed product detects 10 sus-
picious threat instances of the same type orig-
inating from 3 computers.

Unique Sources = 3
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TABLE A-68. Suspicious Threat Detection Over Time Summary Data View

DATA DESCRIPTION

Unique Recipients Displays the number of unique email message
recipients receiving content that violate man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy on 2 computers.

Unique Recipients = 2

Unique Senders Displays the number of unique email message
senders sending content that violates man-
aged product suspicious threat policies.

Example: A managed product detects 10 sus-
picious threat violation instances of the same
policy coming from 3 computers.

Unique Senders = 3

Detections Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10
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Detailed Information

Detailed Suspicious Threat Information

Provides specific information about suspicious threats on your network. Example: the

managed product that detects the suspicious threat, specific information about the

source and destination, the total number of suspicious threats on the network

TABLE A-69. Detailed Suspicious Threat Information Data View

DATA DESCRIPTION
Received Displays the time that Control Manager
receives data from the managed product.
Generated Displays the time that the managed product

generates data.

Product Entity

Displays the entity display name for a man-
aged product. Control Manager identifies
managed products using the managed prod-
uct's entity display name.

Product

Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Mitigation Host

Displays the host name for the mitigation
server.

Traffic/Connection

Displays the direction of network traffic or the
position on the network the suspicious threat
originates.

Protocol Group

Displays the broad protocol group from which
a managed product detects the suspicious
threat.

Example: FTP, HTTP, P2P

Protocol Displays the protocol from which a managed
product detects the suspicious threat. Exam-
ple: ARP, Bearshare, BitTorrent

Endpoint IP Displays the IP address of the endpoint the

suspicious threat affects.
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TABLE A-69.

Detailed Suspicious Threat Information Data View

DATA

DESCRIPTION

Endpoint Port

Displays the port number of the endpoint the
suspicious threat affects.

Endpoint MAC

Displays the MAC address of the endpoint the
suspicious threat affects.

Source IP

Displays the IP address of the source where
the suspicious threat originates.

Source Host

Displays the host name of the source where
the suspicious threat originates.

Source Port

Displays the port number of the source where
the suspicious threat originates.

Source MAC

Displays the MAC address of the source
where the suspicious threat originates.

Source Domain

Displays the domain of the source where the
suspicious threat originates.

VLAN ID

Displays the VLAN ID of the source where the
suspicious threat originates.

Security Threat Type

Displays the specific type of security threat
managed products detect.

Example: virus, spyware/grayware, fraud

Threat Confidence Level

Displays Trend Micro's confidence that the
suspicious threat poses a danger to your net-
work.

Detected By

Displays the filter, scan engine, or managed
product which detects the suspicious threat.

Policy/Rule Displays the policy/rule the suspicious threat
violates.

Recipient Displays the recipient of the suspicious threat.

Sender Displays the sender of the suspicious threat.

Subject Displays the content of the subject line of the

email containing spyware/grayware.
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TABLE A-69. Detailed Suspicious Threat Information Data View

DATA DESCRIPTION

URL Displays the URL considered a suspicious
threat.

User Displays the user name logged on to the desti-
nation when a managed product detects a
suspicious threat.

IM/IRC User Displays the instant messaging or IRC user

name logged on when Total Discovery Appli-
ance detects a violation.

Browser/FTP Client

Displays the Internet browser or FTP endpoint
where the suspicious threat originates.

Channel Name

Displays the protocol that the instant messag-
ing software or IRC use for communication.

File

Displays the name of the suspicious file.

File in Compressed File

Displays whether the suspicious threat origi-
nates from a compressed file.

File Size

Displays the size of the suspicious file.

File Extension

Displays the file extension of the suspicious
file.

Example: .wmf, .exe, .zip

True File Type

Displays the "true" file type which is detected
using the file's header not the file's extension.

Shared Folder

Displays whether the suspicious threat origi-
nates from a shared folder.

Authentication

Displays whether authentication was used.

BOT Command

Displays the command that bots send or
receive to or from the control channel.

BOT URL

Displays the URL that bots receive their com-
mands from.

Constraint Type

Displays the reason that a file cannot be
scanned correctly.
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TABLE A-69. Detailed Suspicious Threat Information Data View

DATA DESCRIPTION

Mitigation Result Displays the result of the action the mitigation
server takes against suspicious threats.

Mitigation Action Displays the action the mitigation server takes
against suspicious threats.

Example: File cleaned, File dropped, File
deleted

Source IP Group Displays the IP address group of the source
where the suspicious threat originates.

Source Network Zone Displays the network zone of the source
where the suspicious threat originates.

Endpoint Group Displays the IP address group of the endpoint
the suspicious threat affects.

Endpoint Network Zone Displays the network zone of the endpoint the
suspicious threat affects.

Detections Displays the total number of policy/rule viola-
tions managed products detect.

Example: A managed product detects 10 vio-
lation instances of the same type on one com-
puter.

Detections = 10
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Overall Threat Information

Network Security Threat Analysis Information

Displays information for overall secutity threats affecting your desktops. Examples:
name of the security threat, total number of security threat detections, number of

endpoints affected

TABLE A-70. Network Security Threat Analysis Information Data View

DATA

DESCRIPTION

Security Threat Category

Displays the broad category of the security
threat managed products detect.

Example: Antivirus, Antispyware, Antiphishing

Security Threat

Displays the name of security threat managed
products detect.

Entry Type

Displays the entry point for the security threat
that managed products detect.

Example: virus found in file, HTTP, Windows
Live Messenger (MSN)

Unique Endpoints

Displays the number of unique computers
affected by the security threat/violation.

Example: OfficeScan detects 10 virus
instances of the same virus on 2 computers.

Unique Endpoints = 2

Unique Sources

Displays the number of unique computers
where security threats/violations originate.

Example: OfficeScan detects 10 virus
instances of the same virus, coming from 3
sources, on 2 computers.

Unique Sources = 3
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TABLE A-70. Network Security Threat Analysis Information Data View

DATA DESCRIPTION

Detections Displays the total number of security
threats/violations managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Network Protection Boundary Information

Displays information for a broad overview of security threats affecting your entire
network. Examples: managed product network protection type (gateway, email), type of
security threat, number of endpoints affected

TABLE A-71. Network Protection Boundary Information Data View

DATA DESCRIPTION

Product Category Displays the category to which the managed
product belongs.

Example: desktop products, mail server prod-
ucts, network products

Product Displays the name of the managed product.
Example: OfficeScan, ScanMail for Microsoft
Exchange

Security Threat Category Displays the broad category of the security

threat managed products detect.

Example: Antivirus, Antispyware, Antiphishing

Unique Endpoints Displays the number of uniqgue computers
affected by the security threat/violation.

Example: OfficeScan detects 10 virus
instances of the same virus on 2 computers.

Unique Endpoints = 2
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TABLE A-71. Network Protection Boundary Information Data View

DATA

DESCRIPTION

Unique Sources

Displays the number of unique computers
where security threats/violations originate.

Example: OfficeScan detects 10 virus
instances of the same virus, coming from 3
sources, on 2 computers.

Unique Sources = 3

Detections

Displays the total number of security
threats/violations managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Security Threat Entry Analysis Information

Displays information with the entry point of security threats as the focus. Examples:

managed product network protection type (gateway, email, desktop), name of the

security threat, time of the last security threat detection

TABLE A-72. Security Threat Entry Analysis Information Data View

DATA DESCRIPTION
Entry Type Displays the point of entry for security threats
managed products detect.
Example: Virus found in file, FTP, File trans-
fer
Product Displays the name of the managed product

which detects the security threat.

Example: OfficeScan, ScanMail for Microsoft
Exchange
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TABLE A-72. Security Threat Entry Analysis Information Data View

DATA

DESCRIPTION

Security Threat Category

Displays the specific category for security
threats managed products detect.

Example: Antivirus, Antispyware, Content fil-
tering

Unique Endpoints

Displays the number of unique computers
affected by the security threat/violation.

Example: OfficeScan detects 10 virus
instances of the same virus on 2 computers.

Unique Endpoints = 2

Unique Sources

Displays the number of unique computers
where security threats/violations originate.

Example: OfficeScan detects 10 virus
instances of the same virus, coming from 3
sources, on 2 computers.

Unique Sources = 3

Detections

Displays the total number of security
threats/violations managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Security Threat Endpoint Analysis Information

Displays information with affected endpoints as the focus. Examples: name of the

endpoint, the broad range of how the security threat enters your network, number of

endpoints affected

TABLE A-73. Security Threat Endpoint Analysis Information Data View

DATA

DESCRIPTION

Endpoint

Displays the name of the computer affected by
the security threat/violation.
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TABLE A-73. Security Threat Endpoint Analysis Information Data View

DATA DESCRIPTION

Security Threat Category Displays the broad category of the security
threat managed products detect.

Example: Antivirus, Antispyware, Antiphishing

Security Threat Name Displays the name of security threat managed
products detect.

Detections Displays the total number of security
threats/violations managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Detected Displays the time and date of the last security
threat/violation detection on the computer
affected the security threat/violation.

Security Threat Source Analysis Information

Displays information with the security threat source as the focus. Examples: name of the
security threat source, the broad range of how the security threat enters your network,
number of endpoints affected

TABLE A-74. Security Threat Source Analysis Information Data View

DATA DESCRIPTION
Source Host Displays the name of the computer where the
cause of the security threat/violation origi-
nates.
Security Threat Category Displays the broad category of the security

threat managed products detect.

Example: Antivirus, Antispyware, Antiphishing

Security Threat Displays the name of security threat managed
products detect.
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TABLE A-74. Security Threat Source Analysis Information Data View

DATA DESCRIPTION

Detections Displays the total number of security
threats/violations managed products detect.

Example: OfficeScan detects 10 virus
instances of the same virus on one computer.

Detections = 10

Detected Displays the time and date of the last security
threat/violation detection on the computer
affected the security threat/violation.
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