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Preface

Preface

Welcome to the Trend Micro™ Threat Intelligence Manager Administrators Guide. This guide
contains information about product settings and service levels.

This preface discusses the following topics:

o Trend Micro™ Threat Intelligence Manager Documentation

e Audience

*  Document Conventions

o Terminology
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Trend Micro™ Threat Intelligence Manager

Documentation

The Threat Intelligence Manager documentation includes the following:

TABLE 1-1. Threat Intelligence Manager Documentation

DOCUMENTATION

DESCRIPTION

Trend Micro™ Threat
Intelligence Manager
Administrator’s Guide

A PDF document that discusses getting started infor-
mation and helps you plan for deployment and config-
ure all product settings.

Online Help

Helps you configure all features through the user
interface. You can access the Online Help by opening
the Web console and then clicking the informational
Help icon.

Trend Micro™ Threat
Intelligence Manager
Installation and
Deployment Guide

A PDF document that discusses requirements and
procedures for installing Trend Micro Threat Intelli-
gence Manager, planning for deployment and config-
uring product settings.

Readme File

Contains late-breaking product information that might
not be found in the other documentation. Topics
include a description of features, installation tips,
known issues, and product release history.

The readme is available at:

http://www.trendmicro.com/download

Knowledge Base

An online database of problem-solving and trouble-
shooting information. It provides the latest informa-
tion about known product issues. To access the
Knowledge Base, go to the following Web site:

http://esupport.trendmicro.com/support._
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Audience

This document is intended to be used by new users of Threat Intelligence Manager,
including system administrators, operators, sensitive content contributors, information
security staff, executives, and other users with other specific roles.

The audience should have a thorough understanding of the Threat Intelligence Manager
system, including general operations and critical concepts.

Document Conventions

To help you locate and interpret information easily, the Threat Intelligence Manager
documentation uses the following conventions.

TABLE 1-2. Document Conventions
CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain commands and

keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, options,
and ScanMail tasks

Italics References to other documentation

Monospace Examples, sample command lines, program code, Web URL, file
name, and program output

Tools > Client Tools A “bread crumb” found at the start of procedures that helps
users navigate to the relevant Web console screen.
Multiple bread crumbs means that there are several ways
to get to the same screen.

<Text> Indicates that the text inside the angle brackets should be
replaced by actual data. For example, C: \Program
Files\<file name> canbe C:\Program
Files\sample.jpg.

Provides configuration notes or recommendations
Note: text
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TABLE 1-2. Document Conventions (Continued)

CONVENTION

DESCRIPTION

Tip: text

Provides best practice information and Trend Micro
recommendations

WARNING! zext

Provides warnings about activities that may harm computers on
your network

Terminology

The following table provides the official terminology used throughout the Threat
Intelligence Manager documentation:

TABLE 1-3. Threat Intelligence Manager Terminology

TERMINOLOGY

DESCRIPTION

Administrator

The person managing the Threat Intelligence Manager
server.

Alert Item of interest generated from a qualifying event or
group of events.
Client The Threat Intelligence Manager client program.

Client computer or
endpoint

The computer where the Threat Intelligence Manager cli-
ent is installed.

Client installation
folder

The folder on the computer that contains the Threat Intel-
ligence Manager client files. If you accept the default set-
tings during installation, you will find the installation
folder at any of the following locations:

C:\Program Files\Trend Micro\Threat Intel-
ligence Manager Client

vi
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TABLE 1-3.

Threat Intelligence Manager Terminology (Continued)

TERMINOLOGY

DESCRIPTION

Client user (or user)

The person managing the Threat Intelligence Manager
client on the client computer.

Components

Responsible for collecting, managing, displaying, and
investigating event that occur between Trend Micro and
third-party products.

Console

The user interface for configuring and managing the
Threat Intelligence Manager server and client settings.
The console for the Threat Intelligence Manager server
program is called the “Web console,” while the console
for the client program is called the “client console.”

Dashboard

Ul screen in which Widgets are displayed.

Generated Report

Displays the results of a TMQL query in a given visu-
alization, e.g. pie chart, table, line graph, and so on,
in the form of a widget displayed on the Console Ul or
printable form.

Hibernate

Open source facility that provides relational database
table to object mapping. It is the tool used by report

management system to interact with the report data-
base.

Investigation Baskets

Collection of report baskets that are available to the
user from the Console Ul.

Notification The item sent out to inform a registered user that an
event has occurred.

POJO Acronym for Plain Old Java Objects which is one form
of database interface provided by Hibernate.

RBAC Role-based access control

Report Basket

Collection of reports maintained in the Investigation
Baskets Ul object.

vii
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TABLE 1-3. Threat Intelligence Manager Terminology (Continued)

TERMINOLOGY

DESCRIPTION

Report Template

Object that contains the TMQL query and visualiza-
tion information necessary to generate a report.

Scheduled Report

Generated report that is run at regular time intervals.

Security risk

The collective term for virus/malware, spyware/grayware,
and Web threats

Server

The Threat Intelligence Manager server program

Server computer

The computer

Server installation
folder

The folder on the computer that contains the Threat Intel-
ligence Manager server files. If you accept the default
settings during installation, you will find the installation
folder at any of the following locations:

C:\Program Files\Trend Micro\Threat Intel-
ligence Manager

Threat Intelligence
Manager service

Threat Intelligence Manager is a collection of Windows
services that provide the ability to analyze security
events generated by other security products.

TIM Threat Intelligence Manager

TMQL Trend Micro Query Language. Provides a unified
query interface to Threat Intelligence Manager SOLR
and DB data stores.

VP Visibility Platform

Widget Visual renderings of the report templates. Widgets
are contained in the Dashboard.

Workbench Ul screens in which Threat Intelligence Manager logs

and event data are queried and analyzed.

viii




Chapter:1

Introduction

This chapter introduces the Trend Micro™ Threat Intelligence Manager.

The topic includes the following:
*  Opverview on page 1-2

*  Service Ports on page 1-2

*  System Requirements on page 1-3
*  Getting Started on page 1-5

*  Resources/Status Bar on page 1-7

*  Deactivating/Activating the Getting Started Wizard on page 1-9

11
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Overview

The Trend Micro™ Threat Intelligence Manager is designed to be the next generation in
Trend Micro’s security visibility and central management products. The mission of the
first Threat Intelligence Manager is to:

*  collect, aggregate, manage, and analyze Trend Micro product event logs into a
centralized storage space on a server

*  provide advanced visualization and investigation tools that can enable you to
monitor, explore, and diagnose security events within your own environment

Threat Intelligence Manager provides unique security visibility based on Trend Micro’s
proprietary threat analysis and recommendation engines. The flexibility of the Threat
Intelligence Manager server enables third-party applications, as well as future Trend
Micro products, to seamlessly and easily integrate into Threat Intelligence Manager.

The Threat Intelligence Manager documentation is written for I'T administrators and
security analysts. The documentation assumes that the readers have an in-depth
knowledge of Trend Micro security products from where the security events are
generated. The document does not assume the reader has any knowledge of threat
intelligence with event correlation.

Service Ports

1-2

List of open service ports for external access that are configurable during installation:
*  Management Console Port (HTTPS) — TCP Port 443
* Web Services Port (HTTP) - TCP Port 8080
*  Log Receiver — Plaintext Listening Port - TCP Port 7173
*  Log Receiver — SSL Listening Port — TCP Port 7174
*  Syslog Receiver (TCP/UDP) — Port 8514

Manually Configurable (By Support Only)

e Trend Micro Threat Intelligence Manager agent communication port — TCP
Port 5118, 5120

*  Trend Micro Web Service to Deep Security Manager or Intrusion Detection
Firewall — TCP Port 4119

*  Microsoft SQL Express — TCP Port 1433
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System Requirements

The installation of Threat Intelligence Manager must be supported by a 64-bit Windows
Server 2008 R2 or later (Standard, Enterprise, Datacenter or Web editions). The number
of products and events per second requiring support from Threat Intelligence Manager
determine the hardware requirements.

Ensure the installation of Threat Intelligence Manager installer has been copied over to
the host machine. You will need to access the binary code and download it locally or
through a shared directory on the FTP host site.

The Threat Intelligence Manager server can be installed on computers running the
platforms shown in the paragraphs that follow:

Hardware Requirements
*  CPU: Core 2 Duo 2.66GHz CPU system or above

*  Memory: Minimum 4GB of RAM (Recommended: 16GB or above)
*  Hard Disk: At least 250GB of available disk space for storage

e Network Protocol: TCP/IP, UDP for heartbeat, HT'TP, HT'TPS, TCP over VPN, or
TCP port 43 for Whols utility.

¢ Others: NET Framework 3.5 SP1 or above
*  Display: VGA (1280 x 1024/256 color) ot higher

Operating System Requirements

Microsoft® Windows Server® 2008 R2 with Service Pack 1

*  *Windows Server 2008 R2 with Service Pack 1 (Standard, Enterprise, Datacenter
and Web Editions), 64-bit versions

Note: * Threat Intelligence Manager cannot be installed on a Windows Server 2008
Server Core environment.

1-3
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Database Requirements
*  Microsoft® SQL Server® 2008 R2 Express
*  Microsoft® SQL Server® 2008 SP1
*  Microsoft® SQL Server® 2008 R2 SP1

Web Console Requirements
¢ Mouzilla® Firefox® 3.5, 3.6 and 4.0
*  Adobe® Flash® version 10 or above
*  Microsoft® Silverlight™ 4.0 or above

*  Microsoft® Internet Explorer version 8 or above

Virtualization

Threat Intelligence Manager supports server installations on guest Windows 2008 R2
with Service Pack 1 operating systems hosted on the following virtualization
applications:

*  VMware® ESX /ESXi™ Server 4 or above (Server Edition)

*  VMware Server 1.0.3 or above (Server Edition)

*  VMware Workstation and Workstation ACE Edition 7.0
The server can also be installed on guest Windows 2000, 2003 (32-bit), 2008 (32-bit)
operating systems hosted on:

*  Microsoft Virtual Server 2005 R2 with Service Pack 1

*  Windows Server 2008 (64-bit) with Hyper-V™

*  Windows Server 2008 R2 (64-bit) with Hyper-V

Agent System Requirements
Prior to installation, the agent requires the following:
Supported Trend Micto products - Agent, installed on 32/64 bit Windows
*  OfficeScan Client/Server Edition (OSCE) 10.0 SP1 Patch 3 and hot fix 2881.
*  OSCE 10.5 and hot fix 1286.
*  OSCE 10.5 patch 1 and hot fix 1848.2.

1-4
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Supported Trend Micro Products - Agentless
*  Threat Discovery Appliance (TDA) 2.5, 2.55, 2.6
*  Deep Security Manager (DSM) 7.0
* Intrusion Defense Firewall (IDF) 1.2

Getting Started

After a successful installation and agent deployment, the Treat Intelligence Manger is
ready for personalization. While getting started, you will need to step through the
Getting Started Wizard to help set the required configurations.

The Getting Started Wizard will initiate automatically after you log in to Threat
Intelligence Manger for the first time. After you have successfully configured your
product, you can deactivate the wizard to prevent it from appearing every time you log
in.

The Wizard directs you through four, required and important elements that enable the
features of the Threat Intelligence Manager: Log Collection, GeolP Tagging, Asset
Tagging, and Deploying the Logs. You can configure each of the four elements in any
order you desire, or complete them all in the order as listed.

To enable important features in Threat Intelligence Manager:

1. Open the Getting Started Wizard (if it does not automatically appear - click
Resources > Getting Started.)

1-5
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1-6

The Getting Started Wizard appears.

" Getting Started

| Getting Started ‘

To enable important features in Trend Micro Threat Intelligence Manager, complete the
following steps:

'/', Getting Started

o Collect Logs 4dds log sources to help initiate log collection,
Status: enabled {agents:0; webservices:0; syslog
collection)

o GealP Taggin Provides corporate GeolP mapping information to tag

virtual location data in the collected logs.
Status: not enabled

o Asset Tagging Identifies corporate assets to help add asset-type and
criticality information to collected logs.
Status: not enabled

o Deploying the Logs Use various visualization tools to investigate aggregated
logs.
[ Do not show at startup | Close

FIGURE 1-1 Getting Started Wizard

2.

Click Collect Logs to help initiate log collection by adding log collection sources.
The Wizard opens the Log Sources workbench located in Administration > Log
Sources.

Add Agent-based, Syslog, and Webservice log sources as described in LLog Sources
on page 5-2.

After your Log Collection sources have been defined, you can define your tagging
options. You need not define both, but you can configure your logs with Corporate
Geo tagging or Asset tagging.

To define your logs with Corporate Geo Tagging information, click GeoIP
Tagging in the wizard. The wizard opens the GeolP Tagging page located in
Administration > Log Tagging > GeolP Tagging.

Define the GeolP Tagging as described in GeolP Tagging on page 5-19.
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7. 1If you would like to define your logs with Asset tags while in the wizard, click Asset
Tagging. The wizard opens the Asset Tagging page located in Administration >
Log Tagging > Asset Tagging.

Define your asset tags as described in Asset Tagging on page 5-25.

Finally, complete the setup by deploying the logs you have configured. From the
Getting Started Wizard, click Deploying the Logs to use the various visualization
tools available (Charts, GeoMaps, LinkGraphs, and so on) to investigate your

aggregated logs. You can learn more about deploying logs in Log View on page
3-15.

Resources/Status Bar

The status bar at the bottom of Threat Intelligence Manager allows you quick access to
your pending alerts, available resources, and when a page’s content exceeds the available
screen space, you can use scroll up to view hidden information.

Status Bar

The following figure is a representation of the Status Bar.

| Alerts (0} | Resources % | Scroll up

FIGURE 1-2 Status Bar

Use your mouse to click any of the Status Bar buttons to access the associated features.

Alerts

The Status Bar button for Alerts (#) feature indicates how many alerts have occurred
since your last visit. After clicking the Alerts Status button, you will jump to the
Alerts/Reports > Triggered Alerts page where you can view additional details
(including their severity) about the alerts that have been triggered, forward an alert to
another party, mark the alert as resolved - if it’s been investigated, and open the alert in
the Workbench to continue with additional investigation.

1-7
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Resources

The resources button will reveal quick access to external locations where you can
research additional information about Threat Intelligence Manager, as shown in the
following figure.

#

Trend Micro Threat Intelligence Manager Resources

m Product details at www.trendmicro.com
Access product details by clicking here. ..

I Documentation
— Access online help for Threat Intelligence Manager

& Download TIM Agent
I— Download Threat Intelligence Manager Agent

y‘i Getting Started
Click to access tips for getting started with Threat

Intelligence Manager.

| Alerts (0) = | Resources ::

FIGURE 1-3  Additional Threat Intelligence Manager External Resources

Product Details at www.trendmicro.com - Clicking will send you to the Threat
Intelligence Manager product page at www. trendmicro.com, where you can access
additional product information.

Documentation - Clicking this option will open the Threat Intelligence Manager’s
Online Help. You can also access the Online Help on any page by clicking the blue Help
icon (the question mark) in the top right corner of Threat Intelligence Manager.

1-8
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Download Agent - Clicking this option will popup a dialog box where you can begin
downloading the Threat Intelligence Manager agent as shown in the following figure.
You can also download the agent from the login page without actually logging in.

Download Egeni

Download 32 bit agent
Download 64 bit agent

v | ok H

Foswo =

FIGURE 1-4  Downloading the Agent

Getting Started - The Getting Started Wizard initiates automatically when you first log
in to Threat Intelligence Manger. You can deactivate this feature by clicking the box in
the lower left corner of the Wizard. Click the Getting Started button in Resources to
reinitiate the Getting Started feature.

Deactivating/Activating the Getting Started Wizard
To deactivate the Getting Started Wizard:

1. From the Getting Started Wizard window, check the box “Do not show at
startup” in the lower left corner of the wizard.

2. Click Close.
To return to the wizard:

1. Click Resources > Getting Started. The Getting Started Wizard appears. Deselect
the check box “Do not show at startup” in the lower left corner of the wizard to
make the Wizard reappear each time you start up the Threat Intelligence Manger.

1-9
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Chapter 2

Dashboard

The Trend Micro™ Threat Intelligence Manager Dashboard is discussed in this chapter.
The Dashboard is the place where you can monitor the overall security posture of your

company’s assets. You can track threats through a series of widgets that contain visual

charts and graphs. You will associate them with the logs accumulated from your agent
servers. These can be tracked through the Threat Intelligence Manager's predefined
widgets, a Threat Intelligence Map, the Smart Protection Network, or by creating a
series of customized widgets to fit your particular needs.

The topics include the following:

Content Source of the Dashboard on page 2-2
Tab Settings on page 2-2

Adding New Widgets on page 2-3

Predefined Widgets on page 2-5

*  Bvent Trending Widget on page 2-6

*  OfficeScan Widgets on page 2-7

*  Threat Discovery Appliance Widgets on page 2-9
*  Deep Security Manager Widgets on page 2-10
Threat Intelligence Map Widget on page 2-10
Smart Protection Network Widgets on page 2-11
Customized Widgets on page 2-16

21
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Content Source of the Dashboard
The default widgets display:

¢ Detections

*  Settings

General Features

Interaction with the “Investigation” page.
1. Click the graph points, chart, or table rows on the widgets and use them as keywords

to initialize new searches in your investigation.

2. Smart Protection Network widgets do not contain links to help you reinvestigate.

Tab Settings

In addition to the default tabs, you can create other tabs to help you with tracking
threats. A tab is a page on the dashboard that can hold up to 20 widgets. The Dashboard
can host a maximum of 30 tabs. There is no limit to the number of tabs that a user can
delete, but you cannot delete all tabs from the dashboard (one must remain).

There are several layout options from which you can select to display your widgets. You
can access these options by selecting either the New Tab icon or the Tab Settings
button on the page. The configuration of the New Tab and Tab Settings pop-up is very
similar except that the New Tab option loads the default settings, and the Tab Settings
option loads the current tab settings (such as the tab name and layout options defined
when creating the tab).

To create a new tab:
1. Click the “+” to create a New Tab on the Dashboard.

2-2
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The New Tab design template appears.

New Tab

Title: |End Paints

Layout:

O

i
it

]

O!J—T—LLO

O @] O

O]

]

Auto-fit: (i) ®on O of

Save ] [ Cancel

FIGURE 2-1 New Tab Design Template

2. Enter a title for the tab.

3. Select a layout design from the predesigned options that appear.

4. Click Save to create the new tab. The tab layout can be changed at any time. The

next section details the steps for adding widgets to your new tab.

Adding New Widgets

Widgets can be added or removed from the dashboard tabs. Each widget includes a
description of its purpose. There are two categories of widgets from which you can
choose to add into the dashboard. These widget categories are described in detail

throughout the sections that follow.

*  Predefined widgets

*  Widgets generated in the process of saving report templates on the Investigation

page

2-3
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You can also change the configuration of the widget. Widget configuration includes the

widget name, annotation, chart type (table, pie, bar, and line), as well as the chart
configuration.

To add a predefined widget:

1. Click Add Widgets in the upper right corner of the Dashboard.
The “Add Widgets” selection page appears.

¢®)TREND. Threat Intelligence Manager User: admin | Lag off

Dashboard Investigation Alerts /Reports Administration

You are here: Dashboard

Evaluation period expires in 231 days. - Buy a license
Add Widgets

BAOE e WHOXE: G0 e — ¥

Al Widgets (36) Records: 1-5136[5 (9] perpage

Smart Protection Network (6)
[ | widget category Updated

TR e T ) [0 | User Defined widget = Threat Intelligence Manager 2011-05-12
0O chartme * Threat Intelligence Manager 2011-05-11
[ | EventTrending + Threat Intelligence Manager 2011-05-08
[ | OficeScan-Possible Vulnerabiliies Used by Detected Malware + Threat Intelligence Manager 2011-05-06
[ | Email Reputation Threat Niap # Smart Protection Network 2011-05-06

EEEDEC=]

[T ————

Aerts (0 5 | Resources

FIGURE 2-2  Adding Predefined Widgets

2. Select from the list of predefined widget designs that appear. You can select multiple
widgets at one time.

3. Click Add.

The widgets you selected will appear on the New Tab you created. The widgets you
added can be deleted or drag-and-dropped to various locations within the widget
container, and their configuration can still be modified.
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Predefined Widgets

There are two predefined widgets that you can use to get started, the “Event Trending
Widget” and the "OfficeScan-Possible Vulnerabilities Used by Detected Malwate
widget," The Event Trending Widget can display the event trending numbers in a Line
Chart for users to monitor.

The OfficeScan-Possible Vulnerabilities Used by Detected Malware widget displays the
number of Common Vulnerabilities and Exposures (CVE), Malware, Detections, and
Host Detections.

Threat Intelligence Manager includes five default Dashboard tabs that include:

*  Event Trending Widget

*  OfficeScan Widgets

*  Threat Discovery Appliance Widgets

*  Deep Security Manager Widgets

*  Threat Intelligence Map Widget

In addition to the predefined widgets, you can also add Custom widgets that can be
generated from the Report Template. See Customized Widgets on page 2-16.

Note: Threat Intelligence Manager uses Widget Framework 2.0.

Operations on the Widget

Provides an entry where you can enter an Investigation from the widget. For predefined
widgets, refer to the descriptions that follow.

2-5
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Event Trending Widget

This is a representation of the Event Trending widget.

eventirending X [ | o iy Manager | Tnreat wap | Pages | sPuwiogess | +
[} P pu—
Event Trending 22 x
Lastrereshed at2011.05-17 7:18 P
peros: [Lsizuos [5]

1 OfficeScan 10.0(10162)
3
1 OfficeSican 10.5(22361)

Evant Number

04/17 0a/z4 os/01 os/08 o5/15

FIGURE 2-3  Display of the Predefined Event Trending Widget

The predefined widget for Event Trending can be displayed for the last 4 hours, every
24 hours, every 7 days, every 30 days, every 90 days. You can edit the widget settings by

clicking the pencil icon in the widget title bar. The Event Trending widget settings page
appears as shown in the following figure.

Event Trending

Event Trending

Index by: Product Name

Selected Product Namesto be Displayed:

DeepSecurity 7.0 = | OfficeScan 10.0
IDF1.2 OfficeScan 10.5

Filter by: All Action Results

] ’ Cancel

FIGURE 2-4  Event Trending Widget Settings
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Index by:

The Event Trending widget settings page can be configured to be indexed by Product
Name, Entity, Asset Tags, or Geographic Location. Use the drop-down list to select the
indexing method to suit your requirements.

Filter:

Product Name - Choose from the available product names (up to 10) and use the
arrow buttons to move selected product(s) to the appropriate column.

Entity - Depending on the scanning products your system supports, the selected
entities are associated with the IP addresses or host names in your network that have
logs available for indexing, Keep all the entities in the right column, or filter out
unnecessary IPs by moving them from the right column to the left.

Asset Tagging - Select up to 10 assets that have been tagged with Asset Tagging,
and move required assets to the right column for indexing purposes.

Geographic Location - Filter up to 10 events through geographic location by
selecting either the country or the city filter, then adding the affected location(s) to
the right column for indexing,

All Action Results -
Both First and Final Actions Failed -
Detected Bots -

OfficeScan Widgets

Note:  If your Threat Intelligence Manager server does not manage an OfficeScan server (or

you have not yet added an OfficeScan server in the Log Sources settings), no data will
be displayed on these widgets.

The predefined OfficeScan Widgets include:

OfficeScan-Possible Vulnerabilities Used by Detected Malware

The predefined widget for Possible Vulnerabilities Used by Detected Malware can
be displayed for the last 4 hours, every 24 hours, every 7 days, every 30 days, every
90 days. You can edit the widget configuration by clicking the pencil icon in the
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widget title bar. The OfficeScan-Possible Vulnerabilities Used by Detected Malware
Widget settings page appears as shown in the following figure.

OfficeScan-Possible Vulnerabilities Used by Detected Malware

OfficeScan-Possible Vulnerabilities Used by Detected Malware

Product Name
Selected Product Namesto be Displayed:

DeepSecurity 7.0 = OfficeScan 10.0
IDF 1.2 OfficeScan 10.5

TDA 26

(Selected / Maximum: 2/ 10)

Apply H Cancel

Index by:

The OfficeScan-Possible Vulnerabilities Used by Detected Malware Widget settings
page can be configured to be indexed by Product Name, Entity, Asset Tags, or
Geographic Location. Use the drop-down list to select the indexing method to suit your
requirements.

*  Product Name - Choose from the available product names (up to 10) and use
the arrow buttons to move selected products to the appropriate column.

*  Entity - Depending on the scanning products your system supportts, the
selected entities are associated with the IP and host name addresses in your
network that have logs available for indexing. Keep all the entities in the right
column, or filter out unnecessary IPs by moving them from the right column to
the left.

*  Asset Tagging - Select up to 10 assets that have been tagged with Asset
Tagging, and move required assets into the right column for indexing purposes.

*  Geographic Location - Filter up to 10 events through geographic location by
selecting either the country or the city filter, then adding the affected location(s)
to the right column for indexing,
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Default Widgets

Possible Vulnerabilities used by Detected Malware

OfficeScan-Top 10 Hosts of Detected Malware

OfficeScan-Action Results on Detected Malware: Further Action Required
OfficeScan-Action Results on Detected Malware: Viewing All
OfficeScan-Top 10 Web Security Events

Additional Widgets

OfficeScan-Action Results on Detected Malware: Cleaned
OfficeScan-Top 5 Device Control Policy Violations
OfficeScan-Top 10 Device Control Violations
OfficeScan-Top 5 Behavior Monitoring Policy Violations
OfficeScan-Top 10 Network Threatened Hosts
OfficeScan-Top 5 Threatened Ports

Threat Discovery Appliance Widgets

Note: If your Threat Intelligence Manager server does not manage any Threat Discovery

Appliance (TDA) servers (or you have not yet added a TDA server in the Log Sources
settings), no data will be displayed on these widgets.

The predefined Threat Discovery Appliance Widgets include:

TDA-Attempted Exploitation Event Trends

TDA-Top 10 Host Exploitation Attempts

TDA-Event Trending for Brute Force Logins
TDA-Top 10 Attempted Logins by Brute Force Attacks
TDA-Malware Detection Event Trending

TDA-Top 10 Hosts with Malware Detected

Note:  See TDA Rules in the Online Help for additional information regarding the rules of

TDA.
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Deep Security Manager Widgets

Note: If your Threat Intelligence Manager server does not manage any Deep Security
Manager (DSM) servers (or you have not yet added a DSM server in the Log Sources
settings), no data will be displayed on these widgets.

The predefined Deep Security Manager widgets include:
*  DSM-Total Event Distribution

*  DSM-DPI Rules with most Violations

*  DSM-Detected DPI Rule Violations Trending

*  DSM-Top 20 Destination Port Numbers for DPI

*  DSM-Prevented DPI Rule Violation Trending

*  DSM-Detected Firewall Policy Violation Event Trending
e DSM-Top 20 Firewall Rules with Policy Violations

*  DSM-Prevented Firewall Policy Violation Events

Threat Intelligence Map Widget

2-10

The Threat Intelligence Map powered by Smart Protection Network widget represents
the geographic distribution of the Smart Protection Network’s (SPN) top 20 malware
events that have occurred on the Threat Intelligence Manager server.

* 24 hours tab: Local (in the Threat Intelligence Manager server) top 20 malware
detections from the past 24 hours

* 7 days tab: Local (in the Threat Intelligence Manager server) top 20 malware
detections from the past 7 days

When you click the name of the detected malware, its distribution will be displayed on

the map, line chart, and pie chart.

Malware distribution is displayed on a:

*  Map: Represents the geographic distribution of malware detection

*  Line chart: Represents the trending of the malware detection counts over a
determined period of time

*  Pie chart: Represents the malware distribution of each regional slice
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*  Global SPN: Sclect to filter the distribution data based on the global smart

protection network

*  Local SPN: Select to filter the distribution data based on the local smart protection

network.

Select both options to view ALL detected malware threats.

Note: Enable the “Trend Micro Smart Feedback” setting on your OfficeScan server if you
would like to see results after selecting the “Local SPN Data” option.

Smart Protection Network Widgets

The Smart Protection Network (SPN) widgets displays a series of threat statistics
through the use of six SPN widgets. They have to be added manually through the “Add

Widgets” page as they are not displayed by default.

The predefined Smart Protection Network widgets include:

e  Smart Protection Network Threat Statistics

Smart Protection Network Threat Statistics

S X

Range: | Today Iz‘

Violation Type ™

Last refreshed at 2011-05-17 12:50 AM
2011-0517

& &

Type Global
VIRUS 1872
SPYWARE 0.96
WEBSECURITY 80.32

Local
91.48
8.04

FIGURE 2-5  Smart Protection Network Threat Statistics page
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Displays the number of threat detection events discovered globally and locally on

the network. This widget displays its data by:

*  Product Category

*  Violation Type

*  The data can be displayed with a Table or a Bar Chart as shown in the following
figure.

Smart Protection Network Threat Statistics =88 4

Last refreshed at 2011-05-17 12:50 AW
[+] 2011-05-17

Range: | Today

Violation Type ™

1B.72
Global 80.32
|EEG
91.46
Local | O
I8.54
o 20 40 &0 =l] 100

| VIRUS WEBSECURITY n SP’YW;\RE'

FIGURE 2-6 Smart Protection Network Threat Statistics Bar Chart

*  Tile Reputation Top Threat Detections
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*  Displays the top 10 threat detections (Figure 2-7) made by File Reputation. The
data represents a comparison between global and local threat detections.

File Reputation Top Threat Detections

To

Malware

TROJ GEN.F27BSHG
Hl Generic.017

HA ExemptNOS

H2 J 027717.TOMB

TROJ GEN.R3EH1DB
TROJ GEN.R4TH1LI

TROJ GEN.USB10HC
TROJ GEN.RFFH1D7
TROJ GEN.R4FH1DD
WORM DOWNAD.AD

Global
12326
477714
63863
25205
10635
10850
11769
10188
8800
26043

T

Last refreshed at 2011-0404 £:00 PV

2071014

Local

0
0
0
]
o
o
o
]
o
0

FIGURE 2-7 File Reputation Top 10 Detected Threats

*  File Reputation Threat Map
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*  Displays the total number of security threats detected by File Reputation. The
information is displayed on a world map (Figure 2-8) based on geographic
locations of the threat events.

File Reputation Threat Map T x

Last refteshed at 20110414 4:00 PIY

FIGURE 2-8  Mapped Security Threats Detected by File Reputation

*  Email Reputation Threat Map

*  Displays the total number of spam events detected by Email Reputation. The
information is displayed on a world map (Figure 2-9) based on geographic
locations of the threat events.

Email Reputation Threat Map T x

Last refreshed at 2011-04-15 £:00 PV

FIGURE 2-9  Mapped Security Threats Detected by Email Reputation
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*  Web Reputation Top Threatened Users

*  Displays the top number of users affected by malicious URLs detected by Web
Reputation. The information is displayed on a world map (Figure 2-10) based
on geographic locations of the threat events.

Weh Reputation Top Threatened Users X

Last refreshed at 2011-04-14 £00 PM

FIGURE 2-10 Threatened Users Detected by Web Reputation

*  Web Reputation Top Threat Sources

*  Displays the total number of security threats detected by Web Reputation. The
information is displayed on a world map (Figure 2-11) based on geographic
locations of the threat events.

Web Reputation Top Threat Sources X

Last refreshed at 2071-04-14 £:00 P

FIGURE 2-11 Top-Threatened Sources Detected by Web Reputation
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Customized Widgets

2-16

The Threat Intelligence Managers allows you to create widgets based on search results
from the Investigation page. On the Investigation page, when a search result is saved as
a report template, a Customized Widget will also be generated. However, Customized
Widgets cannot be generated by LinkGraph.

The following figure illustrates saving a Bar Chart from the investigated result to a
report template. The queries and settings for that specific investigation will also be
saved.

CL omap | Link graph Tool Options || 150
30K Edit New Basket {4 items) g
24K Basket Name Annotation

o 18K
E
3
]
© a2k
A
ok bar chart far scan type =
1 % i Actions
0 SRR e Restore Investigation
Real-time scan Schadu E0E =
DG -
Logs 2011/01/04 00:00 ~ 20110401 00:00 GhT-+01 2 - -
Thu, 31 dar 2011 16:35:57 +0800

FIGURE 2-12 Saving a Customized Widget
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Customized Widgets can be added to the Dashboard from the “Add Widgets” page as

shown in the following figure.

Add Wldgets[\

40
Most Recent Widgets (36)

All Widgets (36)

Smart Protection Metwork (6)

Threat Intelligence Manager (30)

Trend Micro Threat Intelligence Manager

[Search X

| Records: 1-5/356 per page

[] User Defined Widget *

Category: Threat Intelligence Manager
Last updated: 2011-05-12

[] chart me *
Category: Threat Intelligence Manager
Last updated: 2011-05-11

[[] Event Trending *

Event Trending

Category: Threat Intelligence Manager
Last updated: 2011-05-05

FIGURE 2-13 Adding a Customized Widget to the Dashboard
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Chapter.3

Investigation

The features of the Trend Micro™ Threat Intelligence Manager Investigation tab are
discussed in this chapter.

Topics include the following:

*  Using Investigation on page 3-2

¢ Prerequisites on page 3-6

*  Search on page 3-6

* Log View on page 3-15

*  Smart Events on page 3-20

* Investigation Baskets on page 3-27
*  Utilities on page 3-32

*  Chart Tools on page 3-35

*  GeoMap Tool on page 3-48

*  LinkGraph Tool on page 3-53
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Using Investigation

The Investigation tab, as shown
investigation flow that allows yo
incidents.

[

Dashbhoard Investigation

“ou are here: Investigation

in the following figure, is a visualization-aided
u to discover relevant information about particular

P TR [ —
Alerts / Reports

Administration

Source Data:

;& Logs (Default)

Search: |

Smart Events

Smart Evert Preferences

ProductName

| ot

IDF (541119)
OfficeScan (175464)
TOA (31386)

More..
CustomTag

GeoMap LinkGraph

300K

240K

180K

Count

120K

&0k

i

u]
Zalal=mF=E  Ahlal=Od=nll  @mElal=gel-ag  2lil-0E-05 20l

FJ-1F (550955)

FIGURE 3-1 Investigation tab

1-0
LogTime
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Event logs (as seen in Figure 3-2) that are collected by the Threat Intelligence Manager
platform through integrated products (see Agent System Requirements on page 1-4) are

available for your investigative review.

Log View from: 2011-03-10 1417:11 +0800 ~ 2011-06-08 14:17:11 +0800

All Logs

Records: 1 - 25 / 295271

é:é} Log View Fitering Preferences @Export

Thu, 02 Jun 2011 11:34:27 +0800 | CormmunicationDirection = outbound | DestinationlP = 10.201.235.85 - | DestinationPort = 655 | S|
FinalAction = Mot Blocked | Message = Hacking atternpt 8398 | Froducthlame = TDA | SourcelP = 10.1.203.55 -

Thu, 02 Jun 2011 11:33:27 +0800 | CormmunicationDirection = outbound | DestinationlP = 10.201.235.54 - | DestinationPort= 654 |
Finalaction = Mot Blocked | Message = Hacking atternpt.8998 | Productilame = TDA | SourcelF = 10.1.203.54 ~

Thu, 02 Jun 2011 11:32:27 +0800 | CommunicationDirection = guthound | DestinationlP = 10.201.235.53 ~ | DestinationPort= 654 |
Finalaction = Mot Blocked | Message = Hacking atternpt.8997 | Productilame = TDA | SourcelP = 10.1.203.53 ~

Thu, 02 Jun 2011 11:31:27 +0800 | CommunicationDirection = outhound | DestinationlP = 10.201.235.52 ~ | DestinationPort= 654 |
FinalAction = Mot Blocked | Messade = Hacking atternpt. 89996 | Froducthlame = TDA | SourcelP = 10.1.203.52 =

w

Page PR LRI S | per page

FIGURE 3-2  Event Logs Example

This review consists of:

* A secarch bar for inquiring on the scope of event logs for investigation.

Source Data: 21 Logs (Defaul)

search: ||

|| Lastan days v|ﬂ L Mew Alert

Field Name:
ApplicationProtacol
Bytesin

BytesOut
CommunicationDirection
CompressedFileName
CustomDate0l
CustomDate02
CustomDatelabeldt
CustomDatelLabel02
CustormMumiern

il

2011-03-1014:17:11 +0800 ~ 2011-06-08 14:17:11 +0800

Tool Optians E;.

-
27 oE & <& &7

MalwareName

FIGURE 3-3  Search Bar Example
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3-4

*  Smart Events to categorize the queried event logs by showing the number of each
category.

Smart Events i
Smart Evert Preferences

| |[ 20

ProductName

IDF (1616159)

TDA (67575)
DeepSecurity (49846)
1More...

CustomTag

MA (1098299)

Server (189681)
Wireless Lan (3521)
1More...
DestinationAssetType
MNJ-2F (213654)
NJ-4F (123605)
MNJ-3F (99793)
LMore...

FinalAction

Detect Only: Deny (1602418)

Detect Only: Reset (29355)
-

FIGURE 3-4  Smart Events Example

*  Threat Intelligence Manager provides the following visualization tools:

*  The Charts tool is used to display logged events through table, bar, pie, and line
charts.

*  GeoMap is a tool designed to display logged events that have been tagged using
the Geo Information from a world map.
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*  LinkGraph is a tool designed to display the relationship of the source and
destination IP addresses, as well as the destination port events.

*  Event Logs that show the logs available to aid in your investigation.

*  Investigation Basket(s) for saving investigation results from the report and then
generating reports and report templates. See Investigation Baskets on page 3-27 for
additional information.

Sl Bew Alert

1800 ~ 2011 -06-08 14:17:11 +0500

[T |l nvestigation Baskets (1)

Hew Basket

& & items

I

FIGURE 3-5 Investigation Baskets Example

*  Utilities to provide extra information related to the keyword selected from the event
log view or LinkGraph. See Context Menu on page 3-55 for additional information.
You can also use this tool directly.

—
Hew Basket 2
19 tems

1

Y w
2312980~ =

| | [wnos ® v |

|12.‘-.C.C.1 or abc.com |

2812990~ Lock up

FIGURE 3-6  Event Log Utilities Example
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Prerequisites

In order to effectively investigate the activity reported from your agents, you should
have:

*  added source logs to help initiate the log collection
*  provided tagging data such as GeolP or Asset tagging for your collected logs

e initiated log deployment

Search

Input query strings in the Search bar to help you decide your investigation event log
scope. The Search bar consists of a search text field, bread crumb access, a time range
drop-down list, the “Go” button, and the “New Alert” button.

Source Data: All Logs (Default)
Search:  ProductName="OfficeScan’ Last 7 days - | L New Alert
Filter: % ‘Cleanup failure’ 2011-06-02 19:57 46 -0700 ~ 2011-06-09 19:67:46 0700

FIGURE 3-7 Search Bar Detail

Source Data

Display a string above the search text field to explain the source of the current search
query. The corresponding message is listed in the table that follows.

TABLE 3-1. Source Data

QUERY SOURCE MESSAGE DISPLAYED

Widget on the Dashboard Source Data: Widget: Widget Name

Report Template Source Data: Report: Report Template Name
Report Source Data: Report: Report Name

Alert Source Data: Alert: Alert Name

3-6
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TABLE 3-1. Source Data (Continued)

QUERY SOURCE MESSAGE DISPLAYED

One Item in the Report Basket | Source Data: Report Cart: (Basket Name:
item number)

Enter Investigation Directly Source Data: All Logs (Default)

Search Bar

To utilize the Search feature, enter an input query string in the Search bar window. Input
the query condition directly, or click the “Add as a keyword,” “New Search,” or “Free
Form Search” options on the context menu from the Log View, GeoMap, or LinkGraph
features.

Valid Search Input

To successfully enter valid Search content, follow the content guidelines defined in the
following paragraphs.

Threat Intelligence Manager offers three different Search types. The first is the Free
Form Search (such as OfficeScan or Quarantined). The second is the Name-Value Pair
Search (such as ProductName=0fficeScan or FinalAction=Quarantined). The
last is a Relational Expression Search (such as SourceIP IS NULL).

Tip: With the Free Form Investigation Search, your search can be expedited through
partial matching. However, with the Name-Value Pair Search, the search requires an
exact match. It is important you do NOT combine these two search types within the
same search effort.

Each Search must be separated by a binary logical operator such as AND, OR, or NOT.
OR is the implicit default operator. For example, ProductType=Desktop [OR]
MalwareType=VIRUS. The system retrieves the records where the MalwareType is
VIRUS, or the ProductType is Desktop.
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Note:

All operators must be entered in uppercase characters. For example, AND, OR, IS
NULL, IS NOT NULL, RANGE FROM ... TO ..., and so on.

1. For Free Form Searches, you can search logs using a keyword that utilizes partial
matching. For example, when searching for the keyword “Quarantined.” The
guideline is as follows:

A keyword is a term used with or without spaces. A single-quoted search
keyword is required to allow for any literal spaces you want to include such as
when seatching for a phrase or title such as "Trend Micro.' This keyword limits
your search to only that particular literal phrase, and skips other similar results
such as “Trends,” “Trendy,” or “Trended.”

Keywords are NOT case-sensitive (meaning the keyword "Virus' is the same as
'virus").

Keywords that are “system reserved” must be single-quoted. They are AND,
OR, NOT, IS, NULL, RANGE, FROM, and TO.

Wildcards are NOT supported.

Reserved characters included within a keyword search phrase must be escaped
using the backslash “\” charactet. The five tesetved characters are *, %, ?, ', and
\. For example: C:\\system32\\malware.html.

Keywords must be single-quoted when they contain at least one of the these

three characters: =, (or). For example, 'Detected Terminal Services (RDP)
Server Traffic'.

Double-byte values are supported in Free Form searches, but they must match
exactly.

For a Name-Value Pair Search, you can search logs using a FieldName that is

associated with a value using the format of FieldName=Value, as long as it

matches exactly. For instance, with the ProductName=0fficeScan example,
refer to the following:

A value is a term with or without spaces. Values containing spaces must be
single-quoted.

The value used in the FieldName=Value paring is case-sensitive. For
example: DeviceNTDomain=workgroup is different from
DeviceNTDomain=Workgroup.
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Values that are “system reserved” must be single-quoted. They are AND, OR,
NOT, IS, NULL, RANGE, FROM, and TO.

Wildcards are supported and can be used for expressing various values. Note
that no leading wildcard is supported. Wildcards can only appear in the middle
or at the end of a value. Multiple character wildcards are denoted by either an
asterisk (*) or the percent sign (%). For example: MalwareName="'TROJ* ' or
MalwareName='TROJ%'. The system will retrieve logs with malware names
starting with "TROJ.' For a single-character wildcard, these are denoted by a
single question mark (?). The respective reserved character rules for unquoted
and quoted strings, mentioned previously, must be observed.

Reserved characters included within a keyword search phrase must be escaped
using the backslash “\” character. The five reserved characters are *, %, 2, ', and
\. For example: FilePath=C:\\system32\\malware.html.

Keywords must be single-quoted when they contain at least one of the these
three characters: =, (or ). For example: RuleName="'Detected Terminal
Services (RDP) Server Traffic'.

Double-byte values are supported in Name-Value Pair searches.

3. 'The search feature also supports relational expressions such as “IS NULL,” “IS
NOT NULL,” “RANGE FROM ... TO ...” and so on. Relational expressions can
be enclosed by parentheses or not. For example:

(RequestURL IS NULL)
(RequestURL IS NOT NULL)
(RuleID RANGE FROM 100 TO 200)

Note:

The “RANGE FROM?” operator only applies to certain fields such as RuleID and
Severity.

4. Seatches using a negation operator such as (NOT) in front of any of the previously

described search terms will be treated as a single search term. For example, if your
search string is NOT 'OfficeScan' and 'Detect Only: Deny,' the system retrieves the
logs that do not contain 'OfficeScan' and still includes the term 'Detect Only: Deny:.'
NOT is only applicable in Free Form and Name-value Pairs searches.
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IP Address Wildcard Support

IPv4 subnet wildcard support is allowed. But, IPv4 wildcard support is only
applicable to the values of the Name-Value Pair Search using the asterisk (*).

For example:

*  SourceIP=127.1*% (allowed)

*  SourceIP=127.1.1* (is not allowed)
Classless Inter-Domain Routing (CIDR) Support

The formatis A.B.C.D/N, A.B.CD is represented a IPv4 addresses, N is denoted by
a number between 0 and 32.

For example:

¢ SourcelP=10.202.132.0/25 matches the first 25 bits of the address.
e SourcelP="10.202.132.0/25 (Allowed)

*  SourceIP="10.202.132.0’/25 (is not allowed)

Subnet Mask Support

For example:

e SourcelP=10.202.132.14/255.255.0.0

e SourcelP="10.202.132.14/255.255.0.0°

e SourcelP="10.202.132.14’/255.255.0.0 (is not allowed)

Searches can also be grouped together using parentheses. Parentheses can be nested.
The conventional precedence for nested parentheses is observed. For example:
MalwareType=VIRUS AND (SourcelP=127.0.0.1 OR
DestinationHostName=myhome)

Tip:

Queries with more than two operators could use parentheses to set execution
ptiorities to avoid the ambiguous result.

Auto-complete

3-10

There are two kinds of auto-complete. The first is the Name-Value Pair
(Field_name=<suggestion>) search. The other is the Free Form search (only a keyword

with no field name). The system uses two types of auto-complete to suggest possible

terms and some fields in the recommendation box to help you input your search

conditions. The two types are described as follows:
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Field Names that match fields already in the database. These fields are ordered
alphabetically. The field matching is NOT case sensitive.

Possible terms that match the top five values in the total logs. The possible terms are
case sensitive.

Note: The system dynamically filters the possible terms and field names based on the
user-typed strings without considering the time range.

Source Data: All Logs (Default)
Search: |DE|

Possible Terms:
DEVICE_ACCESS_VIOLATION |
DETECTION_LOG

es Field Name:

:I DestinationAssetCriticality

DestinationAssetType
DestinationCity

DestinationCountry

DestinationDNSDomain
T T I

FIGURE 3-8  Auto-complete Search Feature

The following details the rules - how the system will display the recommendation box.
Only the following scenarios include auto-complete. In other words, there are some
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situations where the system will not include the auto-complete feature such as when the
query string includes NOT, parentheses, rational expressions, and so on.

TABLE 3-2. Search Scenarios
CONTENTS OF THE
SCENARIOS RECOMMENDATION BOX EXAMPLE
Empty Provide the field name that is
in the database.
e Field Name: 10 records Source Data: All Logs (Default)
Search: ||
Field Name:
npressedFileName
CustomDate01
CustomDate02
Cu
Cu
Customiumber01
Letter Provide the related field name

and possible terms.

* Possible Terms: 5 records.
* Field Name: 5 records

Source Data: All Logs (Default)
Search: |D|

Possible Terms:
Desktop
s Deleted
:| DOS_TEST_WIRUS-C
DOCS scan
Field Name:
DestinationAssetCriticality
DestinationAsseiType
DestinationCity
DestinationCountry
DestinationDNSDomain
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TABLE 3-2. Search Scenarios (Continued)
CONTENTS OF THE
SCENARIOS RECOMMENDATION BOX EXAMPLE
Operator Provide the related field name
(AND,OR, and possible terms.
NOT) . Source Data: All Logs (Default)
* Possible Terms: 5 records. | search: proquctiame=oficescan' AND
* Field Name: 5 records -
Possible Terms:
Send
SPYWARE
15 Spyware
Spyware_Test_File
S\ Test-DAC. txt
Field Name:
ScanType
Severity
SourceAssetCriticality
SourceAssetType
SourceCity
Equal Sign Provide the related possible
terms that belong to this field. Source Data: All Logs (Default
* Possible Terms: 10 records. .
Search: |MalwareName=A
Possible Terms:
ADWARE_BUDDYLINK
- ADW_ADROAR.A
15 ADWARE_BONZI
ADWARE_HOTBAR
Adware_Test_File
AGTM_TEST_VIRUS
ATVX_TEST_VIRUS
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Note: There is a field that is an exception, the date field. The system only supports the
Name-Value Pair suggestions. It does not support Free Form suggestions. For
example: LogTime=2011 will provide you with suggestions, but simply typing 2011
will not show you the values from any date fields.

Filter

The feature provides your filtering conditions found under the Search bar. Think of it as
a bread crumb that helps you narrow down your data scope based on your current
searches. See Smart Events on page 3-20 for additional information.

“X” Icon

Click the “X” icon to clean ot remove all search conditions. The system will return to its
default settings. In so doing, the system retrieves the logs created within the last 24
hours without the use of any keywords, bread crumbs, and user-selected fields. For
user-selected fields, see Smart Events on page 3-20 for more information.

Time Range Drop-Down List

If no query strings have been entered, by default, the investigation scope will include all
event logs after you determine the investigation log duration. This duration could be
over the last four hours, the last 24 hours, the last seven days, the last 30 days, the last 90
days, or within a customized range. When no duration period has been selected, the
default configuration of 24 hours will be used.

Note:  All seatch time ranges indicate the server time of the Threat Intelligence Manager
server.

Go

You can execute a query based on the current search conditions. For example, see Figure
3-7. The system retrieves logs wherein the FinalAction was ‘Cleanup failure’ and the logs
originated from OfficeScan within the last 7 seven days.
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New Alert

You can directly save a query string as an Alerting Rule from the Search bar. Refer to
Adding Alerts on page 4-3 for additional information.

Log View

The Log View window is designed to show queried event logs that can be displayed
together within the Investigation page. On the Investigation page, you can define the
raw data of the returned logs that you want to appear in the Log View. If no other data is
provided, the system default values will be used. When you save the investigation results,
only the graphs will appear in the Investigation Basket.

In the Log View, you can:

*  Configure a display showing the items that will appear in the Log View panel.

*  Click on an item and then select New Search, Add as a keyword, or Free Form
Search to launch a new search or to narrow down your original search scope. “Free
Form” searches allow you to launch new searches using a value as a search keyword.

*  You should be able to see a Search Within tab in the Log View panel that is
integrated with all other visualization tools (For example: Click one bar on the Bar
Chart).

*  Enter a udlity from an IP/URL field.
Export:

1. From the Log View window, click Export as shown in the following figure.

B_] Export
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The Log Export page appears where you can send log data to a CSV file.

| Log Export [x]

i~ Fields from Preference Setting
{¢ Al Fields

l' Logs will be exported: 433

Export H Cancel

il

2. Choose to export logs through the “Fields from Preference Setting” or the “All
Fields” setting. When exporting logs by Preference Settings, Threat Intelligence
Manager only exports the data regarding preference settings.

Note:  You can only export 40,000 logs. If your exported logs number over 40,000, only
40,000 of them will be exported.

Panel Sizing:

1. Using the View buttons, change your panel view size from Chart View (full), Hybrid
View (half), and Log View (minimum).
2.  Click the Hybrid View option as shown in the following figure.

Interaction with tools:

1. When you click the visualization tool, the related logs are highlighted on the view.
For example, click any bar on the Bar Chart and see the associated data highlighted
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in the Log View as shown in the following figure. All chart types support this
process similarly.

GeolMap LinkGraph Tool Options. IE;

Count

MalwareMame: J5_EXPLOIT.SMD|
Count. 30

MalwareName

Log View from: 2011-05-01 00:00:00 -0700 ~ 2011-05-31 00:00:00 -0700 {é@ Log View Fittering Preferences @ Export

Fri, 27 May 2011 21:48:42 -0700 | DeviceHostName = NJ-MINA-YANG1 | FileName = http__ jks252 7766.0rg_882_Xm04_indexhtml | =
FilePath = EV1042¥malicious\maliciousiallexploit_ms10_018\ | FinalAction = Quarantined | FirstAction = Failed to Clean |

MalwareName =JS_EXPLOIT.SMD | ManagingDeviceHostName = cn-osce-wks | ManagingDevicelP = 10.64.1.181 |

Productiame = OfficeScan

Fri, 27 May 2011 21:48:42 -0700 | DeviceHostName = NJ-NINA-YANG1 | FileName = http__ kks44.9966.0rg_225 5 index.htm |
FilePath = EX1042\malicious\maliciousiallexploit_ms10_018\ | FinalAction = Quarantined | Firstaction = Failed to Clean |
MalwareName = JS_EXPLOIT.SMD | ManagingDeviceHostName = cn-osce-wks | ManagingDevicelP = 10.64.1.181 |
Productiame = OfficeScan

Fri, 27 May 2011 21:48:42 -0700 | DeviceHosthName = NJ-NINA-YANG1 | FileName = http___min009.6600.0rg_882_Xm05_indexhtml | +

AllLogs || Search Within x Records: 1-25/30 Page |1 i2 » M |25 =| perpage

FIGURE 3-9  Search Within Log View Tab
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2.  Go to a desired utility from a IP or URL in the event logs by clicking the log entries
with the blue arrows.

P S TTTIUTITy

1 Investigate i
Mewy search

g Add as a Keyword A

g Free Form Search ki

g Utilities 3
Whiais

g Email Reputation Service i

F Wieh Reputation Service Hr

SourcelP = 10.28.131 .90 -

Log View Filtering Preferences

To access the Log View Filtering Preferences shown in the following figure.

€§§Lug View Fittering Preferences

1. Click Investigation > Log View > Log View Filtering Preferences.
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Filtering Preferences

|Eme;' a Field Name{Example: EventlD) |

F'roduu:t|ﬁ|l Products b |

The Filtering Preferences page appears.

Selected Fields:

ApplicationProtocol
Bytesin

BytesOut
CompressedFileMame
CustomDate01
CustomDate02
CustomDatelabel01
CustomDateLabel02
CustomMumber(1
CustomMNumber02
CustomMNumber03
CustomMNumberLabel01
CustomMumberLabel02
CustomMNumberLabel03
CustomString01
CustomString02 w

[l

ProductMame
Message
FinalAction
FirstAction
FileMame
FilePath
ManagingDevicelP

DeviceHostMame
CommunicationDirection
RuleMame

DestinationlP
DestinationPort
SourcelP
SourceHostMName
MalwareMame

ManagingDeviceHostMame

Reset to Default

Save

H Cancel

FIGURE 3-10 Filtering Preferences

2.

Configure the fields based on your needs. Use the arrow buttons to move the
variables in and out of the right column.

Selected fields in the right column are the fields you want to display by default. If
you want to restore the default settings, click Reset to Default.
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4. Use the Field Name filtering field to narrow results quickly. For this example, when
you type 'dest,' Filtering Preferences filters other options and only displays the fields
that contain 'dest,” as shown in the following figure.

Filtering Preferences

|des{

Product: | All Products

Selected Fields:

DestinationAszsetCriticality
DestinationAssetType
DestinationCity
DestinationCountry
DestinationDMEDomain
DestinationHostMName
DestinationMAC
DestinationMTDomain
DestinationProcessiD
DestinationProcessMName
DestinationRegion
DestinationServiceName

| DestinationTranslatedIP
DestinationTranslatedPort
DestinationUserlD
DestinationUsertame
DestinationUserPrivilege

Productiame

Message

FinalAction

Firstaction

FileMame

FilePath
ManagingDevicelP
ManagingDeviceHostMame
DeviceHostName
CommunicationDirection
RuleMame

DestinationlP
DestinationPort
SourcelP
SourceHostMame
MalwareMame

Resetto Default

Save ] [ Cancel

- ——

(s

FIGURE 3-11

Smart Events

Smart Events are designed to categorize queried event logs for all investigation tools and
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Filtering Preferences with Narrowed Results

assist you in narrowing down the data. Using data fields, such as event types and product

names, you can automatically categorize the queried event logs and show the actual log
numbers of each field. For example, based on statistics provided by Smart Events, you

can discover the names of the most detected virus events from the last 24 hours.
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Tip: Drag your mouse over any of the field titles to see a field name description as a Tool

Tip.

The Smart Events panel along with some sample event data are shown in the following

figure.

Smart Events & IDF (55200)

Smart Event Preferences

SourcelPAddress X
10.64.1.155 (3864)
10.64.1.42 (2792)

10.64.27.149 (2318)

More...
ProductName

IDF (55200) >
TDA (3118)

DeepSecurity (1447)
DestinationAssetType
NJ-2F (5496)

NJ-1F (5233)

NJ-3F (3039)

FinalAction

Detect Only: Deny (54054)
Detect Only: Reset (1042)
Not Blocked (383)

More. ..
DestinationCity

-

SourcelPAddress
10.64.1.155 (3864)
10.64.1.42 (2792)
10.64.27.149 (2318)
SourceAssetType
NJ-1F (12422)
NJ-2F (6728)

NJ-3F (4323)
DestinationAssetType
NJ-2F (5495)

NJ-1F (5098)

NJ-3F (3038)
TransportProtocoel
UDP (42630)

TCP (4615)

IGMP (64)
CustomTag

NA (26016)

FIGURE 3-12 Smart Events Panel

Smart Events are separated into three fields in the Smart Events Panel.
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The Smart Events Preferences field: Use the Smart Event Preferences to configure
the fields that you want to appear by default. This means that every time you log in
to Threat Intelligence Manager, you will see that field listed as a Smart Event. For
additional information see Smart Event Preferences.

The “Add” field: Add or remove this user-selected field (see To add a uset-selected
field:) during run-time and without limitation by clicking Add and selecting from
the available options. User-selected fields can be removed by clicking the “X” next
to the field name.

The system-suggested fields: Threat Intelligence Manager will recommend fields
that you might be interested in using according to your recent operation. If you have
not added any user-preference or user-selected fields, the Smart Events panel
default will show system-suggested fields for your reference.

The priority of these three field types is:

User-selected fields
User-preference fields

System-suggested fields

To add a user-selected field:

1.

2.

3-22

Type a string to search for the field name you want to add (such as Malware).

Simart Event Preferences

MalwareNams

MalwareSubType

MalwareType

Upon a successful search, select the field name you want (such as MalwareName).

Press Enter or click Add.
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See the following figure as an example.

Smart Events < ‘
Smart Event Preferences

[ | [
MalwareName x

TROJ_CHEPVILAG (1 Sﬂmams of the malware |

Spyware (57)
Cryp_xed-12 (48)

More...

Note: The newest fields always appear at the top of the Smart Event panel.

Narrowing Down Your Data

There are other procedures you can utilize to help narrow down your search results.
These procedures include Bread Crumbs and Subpanels.

Bread Crumbs

When you click one of the field’s values, it is added into the search string to help narrow
down the investigation event logs. All relationships between bread crumbs use the
“AND” variable. When you click the 'OfficeScan’ value, its field name is "ProductName,'
based on the current scenario - such as the query string, bread crumbs, time range, and
so on. This value will then be added to your search bar. In this case, the log only
contains those logs in which the value of the ProductName field is OfficeScan. This
will help you narrow down your Investigation event logs. The maximum number of
bread crumbs is 10, and all bread crumbs can be deleted independently. When you move
the mouse over a bread crumb or the “X” icon, the value displays under the search text
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field and you can mouse-over the filter value to see the entire condition as a Tool Tip, as
shown in the following figure.

Source Data: All Logs (Default) i

Search: |

Filter: % "OfficeScan’

d | [ ProductName="0ficeScan’ 1]
(]

IFTr—— TR aTao

L-‘.nm_u_liw:;_._n

FIGURE 3-13 Bread Crumbs with Mouse-over

Note:  After being added as a bread crumb, the field disappears from the Smart Events
panel. In this case, it is ProductName that will disappear from the Smart Events
panel.

Subpanels

Smart events can categorize, value, and sort values numerically. Subpanels provide a
previewing mechanism that allows you to “peek” into your Smart Event results without
changing your current search criteria.

For example, you can peek into the Smart Event results for ProductName=TDA or
ProductName=0fficeScan. If you decide to narrow down your data using
ProductName=0fficeScan and FinalAction=DROP, click “DROP” in the Smart
Events subpanel. Then, your Investigation will add ProductName=0fficeScan and
FinalAction=DROP into your search criteria. The Clear, or “X” button only appears
after you input characters into the fields. Click the “X” at the top right corner of the
Subpanel to close the panel.

Because the selected values are considered to be an anchot, the recommended fields that
appear will change on the Subpanel. Click any of the values that appear to further
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filter-down your search results. The following figure is an example of a Subpanel you

might see for OfficeScan.

Smart Events =< OfficeScan (175456)

Smart Event Preferences

ProductName
IDF (541119)

OfficeScan (175456) | >

TDA (31386)

More...

CustomTag
NJ-1F (550955)
NJ-2F (151374)
MI-3F (56309)

More...

DestinationAssetType
Client {129814)

IPT (25617)

Server (164)

More...

FinalAction

Detect Only: Deny (535311)
Assess (FOT09)

Detect Only: Reset (11011)

More...

-

CustomTag
MNJ-1F (95936)
MJ-2F (1001)
TW-13F (666)

More...

FinalAction

Deny (926)

Failed to Move (909)
Scanonly (554)

Failed to Quarantine (522)
Encrypted (375)

tLess.. 4
DeviceAssetType

Client (1239)

IPT (622)

Laptop (516)

More...

EventName
WEB_THREAT_DETECTION (89654)
BEHAVIOR_VIOLATION (70717)
MALWARE_DETECTION (14162)

More. ..

FIGURE 3-14 Smart Event Subpanel for OfficeScan

Pagination

Threat Intelligence Manger can display up to 10 fields per page. Click the “A” and “V¥”
arrow icons to scroll up and down the panel. When the panel is at the bottom, the
system displays the next 10 fields of the panel.

For the values in a field:

By default, the panel displays three values in a field at a time. Click More to view
additional values. Click Less to reduce the space vertically, and return to the initial three
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values. Use the right arrow icon to view the next five values and the left arrow icon to
view the previous five values.

Smart Event Preferences

As mentioned in the previous section, Smart Event Preferences can be selected to
further drill down returned results. Select a maximum of five fields to help you display
results according to your requirements. Select to filter All Products, Deep Security
Manager (DSM), Threat Discovery Appliance (TDA), Intrusion Defense Firewall (IDF),
or OfficeScan products along with the filtering criteria you determine.

To access the Smart Event Preferences:
1. Click Investigation > Smart Events > Smart Event Preferences.

The Smart Event Preferences page appears.

Smart Event Preferences |

|En'.e’ a Field Name(Example: EventiD) |

Selected Fields{Maximum: 5)

Product: | All Products

| w
All Products orcer: [+ [~ N
Applicati DsMm CustomTag |
Commu ToA
Compre| IDF FinalAction
| |Destinat| OfficeScan MalwareMame |
DestinationAssetType MalwareType
/| |DestinationCity — |
DestinationCountry
DestinationDNSDomain e
/| |DestinationHostName |<|
DestinationlP B
/| |DestinationMAC |“| N
DestinationNTDomain
DestinationPort
DestinationProcessID
DestinationProcessName
DestinationRegion
"| |DestinationServiceName I
| | DestinationUserlD e

| Save Cancel n

s T CVCToD = TOUTUU [ CVCHOeiie = WRLVVANRC_ D TS T |

FIGURE 3-15 Smart Event Preferences page
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2. Configure the fields based on your requirements. Use the arrows to move the
variables in and out of the right column, and provide the following functions:

*  Ordering - Change the order of the field by highlighting it and pushing the
Order arrow buttons on the top right up or down to the desired order.

*  Filtering Text Fields - At the top of the page, enter a Field Name such as
EventID to determine the source value with which you would like to begin
filtering. You can click the “X” at anytime to clear the filtering string.

*  Filtering Product List - Under Product, sort depending on the criteria you
select from a specific product such as TDA, or select to see the filtering options
for All Products.

*  Field List - The Field List alphabetically displays all your filtering options from
which you can choose. This list’s contents are dependent on the Products you
selected earlier and might change if you chose TDA before, then opted to filter
for IDF instead. Dragging your mouse over any of the titles will provide a field
name description for each field as a Tool Tip.

*  Selected/Deselected Fields - Using the buttons in the center of the page, you
can move deselected field names to the selected side by clicking the right arrow.
Move it back by clicking the left arrow. To remove all selected fields, click the
double left arrow.

*  Save/Cancel button - Click Save to maintain the settings you have selected or
Cancel (X) to remove all preferences without saving,

Note: In the Smart Events panel, you might see RuleIDs with product names associated
with TDA that include no details or rule descriptions. For more information about
TDA Rules, see TDA Rules in the Online Help.

Investigation Baskets

This area is designed to contain the unsaved investigation results of your reports.

You can drag the ‘Drag Me’ icon S next to the Tool Options button to save your
investigation results to the Investigation Baskets. After right-clicking the ‘Drag Me’ icon,
hold and drag it near the basket icons you want to save until you see a small green “plus”
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icon at the center of the preview image and then release the mouse button as shown in

the following figure.
Tool Options ) Investigation Baskets (2) &4
x
T — [ s

=

The new basket result will appear similarly to the following figure.

x @ [Tl Investigation Baskets (2) [+]
Count | Percentage
B 526 o
(LSA) Notification Pac... 3 5.26
Z 351
2 351 PS3 CRM leaking
2 351 § items
Edit New Basket ( 2 items ) x 4
| Basket Name Annotation ' == i
New Basket i
|
3 Sony CRM compromised

oh

|, Time range:2011:0

o e P AR Kl M . P 81 i B

FIGURE 3-16 Editing Investigation Baskets
The Investigation Basket can contain a maximum of 15 baskets that contain 30 saved

investigation items in each basket. You can create or delete these baskets at any time.
However, when a basket is deleted, all saved investigation results will be deleted as well.
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Adding a New Investigation Basket
To add a New Investigation Basket:

1. Click Add at the top right side of the Investigation Baskets title bar (+ symbol) as
shown in the following figure.

Investigation Baskets (1}

Drag to add item

New Basket
0 items

The “Add a New Investigation Basket” pop-up appears.

| Add a New Investigation Basket

Basket Name: paw Basket -
Annotation: ;I
=

!

Add H Cancel l '

1

FIGURE 3-17 Adding a New Investigation Basket

2. In Basket Name, you can name the report basket something that will help you
identify its contents.
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3. Enter an “Annotation” if you believe further explanation is necessary to identify the

contents of this particular basket.

4. Click Add to create the new report basket, or Cancel if you no longer wish to create

the new basket.

Editing Investigation Baskets

Edit the title and annotation for a basket or items within a basket.

To edit an Investigation Basket:

1. Open an Investigation Basket by clicking the basket you would like to edit.

2. Place your cursor in the Basket Name or Annotation text fields.

The Save and Cancel options will only display when your cursor is in a text field as

shown in the following figure.

Edit New Basket ( 1 items ) x
Basket Name Annotation
New Basket | Actions. 'I

Save | Cancel

I Actions =
1

G

FIGURE 3-18 Editing an Investigation Basket

3. Enter or change the text in the text field.

4. Click Save to preserve your settings or Cancel to start over.
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Basket Actions

You can access the Basket Actions (the first tier basket displayed) by clicking an

Investigation Basket. The Edit Basket page appears. Click Actions and the associated
actions will appear as shown in the following figure.

£ Actions i|

Generate report
Save as report template
Delete this basket

FIGURE 3-19 Available Basket Actions

From the Actions drop-down menu choose Generate report to generate a report

from the investigation results. This will generate the report that contains all the
items in the basket.

From the Actions drop-down menu choose Save as report template to save the
investigation results as a report template. This will save all the items in the basket
into a report template.

To delete a basket, from the Actions drop-down menu choose Delete this basket.

Note: Different login users have different stored baskets and different investigation results
stored within those baskets.

Item Actions

You can access the Item Actions (the second tier by clicking any of the Investigation

Baskets). Click Actions for the saved item and the associated actions will appear as
shown in the following figure.

£ At |
ﬁ«_u:tu:uns b

Restare Investigation
Generate Report

Save as report template
Delete this item

FIGURE 3-20 Available Item Actions
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*  From the Actions drop-down menu choose Restore Investigation to return to the
current state of the investigation tool. Restore Investigation can be used to restore
your investigation to the state of a stored basket item. Then you can perform further
analysis on those logs.

*  From the Actions drop-down menu choose Generate Report to generate a report
from a Report Basket item.

*  From the Actions drop-down menu choose Save as report template to save the
search criteria, log duration data, and so on as a report template.

*  From the Actions drop-down menu choose Delete this item to delete Report
Basket items.

Note: Different login users will have different stored baskets as well as different
investigation results within those baskets.

Utilities
Utilities provide additional information regarding the values you selected in the Log
View or for the values you are interested in learning more about. If your values are not

compatible with the selected tool, the system will remind you with an error message or
gray out the tool from the Log View.
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The utility options are shown in the following figure.

Web Reputation Service
Email Reputation Service

FIGURE 3-21 Utilities

The utilities include:

*  Whois

Use the Whois utility to query information about to whom the IP address (such as
127.0.0.1) or the domain name (such as trendmicro.com) is associated. By default, Whois

will query from the ARIN Web-service, so the system will dependably help you find
exact information about the provided address.

*  You can execute the Whois service in one of the following three ways.
*  Execute Whois from the Utilities panel directly.

e A value with a field name such as SourceIP\DestinationIP in the
Log View panel.

* A node with a value such as SourceIP\DestinationIP in LinkGraph.

Note: The Whois service needs to connect to the ARIN Web-service trough TCP port
43,
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*  Web Reputation Service (WRS)

*  Threat Intelligence Manager provides URL/domain reputation feedback from
the Trend Micro Smart Protection Network-WTP database. The results contain
four safety ratings and eight content ratings. The following represents the
Safety and Content Ratings page.

| Safety and Content Ratings 5}

The following safety and content ratings are available.
1. Safety Rating E
Safe Dangerous 1
o The latest tests indicate that this website contains The latest tests indicate that this site contains malicious |
no malicicus software and shows no signs of software or could defraud visitors. ;
o fraud. [
H
= Suspicious = Untested
This website has been compromised before, or Because you were curious about this website, Trend
U has some association with spam email messages. Micro will now check it for the first time. Thanks for
(=) mentioning it
]
2. Content
Adult Network Bandwidth | |
Websites generally considered inappropriate for \6_\\ Websites offering services that can significantly impact
4 2 children b p the speed of the computer's Internet connection. [
i
o Business Lifestyle
-,y ites related to busi , employ , or § ‘Websites about religious, political, or sexual
& Q\ COmmerce. ? preferences, as well as recreation and entertainment.
>
Communications and Search Internet Security [
‘Websites that provide tools and services for . Potentially harmful websites, including those known to I
(\h online communications and searches. distribute malicious software. [
General Untested
o ‘Websites that do not fall into the other categories. 9 Sites that have not been classified under a category.

FIGURE 3-22 Safety and Content Ratings Description page

*  Execute the Web Reputation Service in one of the following two ways:
*  Execute in utilities panel directly.

Select Web Reputation Service (WRS) from the drop-down list and
manually enter a URL and press Look Up.
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* A value with the field name RequestURL can also execute 2 WRS query
from the log view panel.

Note:  Make sure the proxy settings are correct if the proxy is necessary in your
network environment. For more information about Proxy Settings, see
Proxy Settings on page 5-34.

*  Email Reputation Service (ERS)

*  The sender of spam-email can be identified by query through the Trend Micro
Smart Protection Network-ERS database. The returned data can be returned in
one of two types, one is safe - the other dangerous. See Figure 3-23. The
returned data can only come from the log view panel, and only values with the
field name of SourceIP and this log’s DestinationPort = 25 can be
executed in the ERS query.

Safe

Presumed safe mail sender. The Email Reputation spam
- database contains no records matching this sender's IP

address.

e Dangerous

- Known spam sender. The Email Reputation spam database
contains records matching this sender's IP address.
FIGURE 3-23 Email Reputation Service Results

Chart Tools

The Investigation tab provides a chart view option to help you view your queried logs,
however, Threat Intelligence Manager can only display one chart view at a time. You can
select a bar chart, line chart, pie chart, or a table.

Whether you decide to investigate through a widget or directly from the Investigation
tab, use the preferred chart type for that widget or Investigation page.
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Note: The chart does not render all search results because the required fields do not exist in

some of the queried logs. That means the result might be different between the chart
and Smart Events/Log View panel.

Generally, the chart tools include the following options:

The capability of switching between different chart tools.

Default settings are applied when you log in for the first time. After the chart tool
settings have been changed and applied, the next time you click on the data set
presented in the chart tool, the related logs will be highlighted in the Log View. The
chart displays with the last applied settings.

When logging out or closing the browser, the configuration of each tool will be
maintained for future use.

When you click on a chart tool, the related logs in the Log view are highlighted.

The capability of saving your charts into the Investigation Basket.

Tip:

As part of a chart’s percentage calculation, the common denominator is the number
of logs that contain a certain specified field. For example, if there are a total of
100,000 logs in the log system, and 80,000 logs contain values in the “Malware Type”
field, but the other 20,000 logs do not. When displaying the Malware Type chart,
Threat Intelligence Manager uses the 80,000 logs as the common denominator to
calculate each item’s percentage. The item percentage displayed on the UI on a Table
and Pie chart are calculated differently. Currently, the max items for each chart can
only display 200 items. When there are more than 200 items, Threat Intelligence
Manager can only recalculate it as a Pie Chart with each item’s percentage with the
sum of the displayed items counting as the denominator. Table keeps the original
percentage without recalculating it.

Continuing with this example, there are 80,000 logs that contain the “Malware Type”
field and the first 200 Malware Type items correspond to 65,000 logs (items are
sorted by count before calculation). Threat Intelligence Manager uses 65,000 as the
common denominator to calculate the displayed item percentages so the whole pie
always represents 100 percent.

When displaying the Top N or N% items, the settings use the same calculation.
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Chart Types

The following are examples of the types of charts from which you can choose.

e Table

GeoMap LinkGraph

Tool Options IF,_;'

MalwareName
PE_SALITY.RL
HKTL_PASSVIEW
WORM_DOWNAD AD
TROJ_ZBOT.AYA
WORM_SPYBOT.MGQG
TSPY_ZBOT.CAZ
TROJ_BAMKER.MHS
WORNM_SILLY.OU

Percentage

FIGURE 3-24 Table Chart Example

e Bar

m GeoMap LinkGraph

Tool Options IEJH

Count

MalwareName

FIGURE 3-25 Bart Chart Example
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e Pie

m GeoMap LinkGraph Tool Options @

HKTL_PASSVIEW, 23, 26K PE_SALITY.RL, 54.8K

WORM_DOWNAD. AD, 29.05K‘\
TROJ_ZBOT.ATA, ZB.SK—/ WORM_SILLY. OU, 27 83K

“TROJ_BAMKER.MHS, 25,.05K
TEPY_ZBOT,CAZ, 28.25K

WORM_SPYBOT. MG, 28,33K

FIGURE 3-26 Pie Chart Example

e Line

m GeoMap LinkGraph Tool Options @?

F00K

240K

180K

Count

120K

o
2011-05-09 2011-05-12 2011-05-17 2011-05-21 2011-05-25 2011-05-29 2011-0&8-02 2011-0&-0&
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FIGURE 3-27 Line Chart Example

Table Tool Options

There are three columns available for you use in the Table option. The columns will
show field names, log numbers, and the percentages of the total queried logs. Tables
allow you to sort by FieldNames, Counts, or Percentages when you click the column
name.

3-38



Investigation

The following are descriptions of the options you can set for the Table Chart shown in
the following figure.

Tool Options: Chart

ol @ =

J Tahle Chart Bar Chart Pie Chart Line Chart

Time Range: 2071-03-09 {6:10:05 +0800 ~ 207 {-06-08 16:10:03 + 0500

Field Name: |Ma|wareName v|

Display Data; © Al

@ Onlytop

O Onlyvalue is more than El %

Apply H Cancel

FIGURE 3-28 Tool Options: Table Chart

Time Range - Displays the date and time period you chose for the search range.

Field Name - When selecting the Table Chart option, label a Field Name row by
selecting a heading from the Field Name drop-down to display predefined items that will
render in the row of the event log (in the case of Figure 3-28, LogTime will be the
heading,)

Note:  When selecting a time field such as “LogTime” from the Field Name
drop-down menu, the “Display Data” option will be hidden.
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Display Data:
* Al - Displays all queried data.
*  Only top N - Only displays the top N values of the queried data.

*  Only values more than N% - Displays the values where the percentage of
queried data is over N%.

Note:  Charts can only display a maximum of 200 values. Data beyond the 200th value
cannot be displayed.

Bar Chart Options

The Bar chart provides the view to compare the height of each bar and identifies the
most important event needing your attention. When using the Bar Chart display, by
default, you can determine the name of the label for the chart’s horizontal axis. The
Y-axis uses an event count. Next, you can decide the data input of the X-axis. The item
is predetermined by the fields of the event logs.

Choose Switch Axis to display the bars horizontally, or choose “Draw in 3D” to display
the bars in 3D. These options are not available at the same time.
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The following are descriptions of the options available to setup your Bar Chart as shown
on the figure.

Tool Options: Chart

u ® =

Tahle Chart Bar Chart ‘ Pie Chart Line Chart

=

Time Range: 2071-03-02 {8:90:05 + 0800 ~ 200 {-06-08 {6005 +0800

X-axis: |MalwareName v| Cisplay Label

Display Data: O Al

® Only top

O Only walue is more than EI -

Y-axis: Log Counts

[ Switch Axis
[ Draw in 30

Apply “ Cancel

L

FIGURE 3-29 Tool Options: Bar Chart

Time Range - Displays the date or time period you chose for the report range.

X-axis - Label the name of the x-axis by selecting a heading from the Field Name
drop-down to display predefined items that will render on the x-axis row of the event
log.

Note:  When selecting a time field such as “LogTime” from the X-axis drop-down menu, the
“Display Data” options will be hidden.

Display Label - Select to show the display label on the X-axis of the bar chart
rendering,
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Display Data:
* Al - Displays all queried data.
*  Only top N - Only displays the top N values of the queried data.

*  Only values more than N% - Displays the values where the percentage of
queried data is over N%.

Y-axis - Fixed as the log counter when the Switch Axis option has been disabled.
Switch Axis - Switches the X and Y axis.

Draw in 3D - Select to render the bar chart in 3D.

Note:  Charts can only display a maximum of 200 values. Data beyond the 200th value
cannot be displayed.

Pie Chart Options

When using the Pie Chart display, you first determine the name of the pie chart and
whether to show a data number or percentage on the chart. Next, determine how to
render the data distribution. The pie chart’s color is predetermined and cannot be
changed. The pie chart can be displayed in 3D.
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The following are descriptions of the options available to setup your Pie Chart as shown
in the figure.

Tool Options: Chart

o ® = |

Table Chart Bar Chart ‘ Pie Chart Lire Chart

Time Range:  2071-03-09 {61005 +0800 ~ 200 1-06-08 {6 10:03 +0800

Field Hame: Malwaretlame v| Display Label

Display Data: O Al

@ Onlytop

O Onlyvalue is more than El %

| [ Drawin 3D

T

Apply H Cancel

FIGURE 3-30 Tool Options: Pie Chart

Time Range - Displays the date or time period you chose for the report range.

Note:  When selecting a time field such as “LogTime” from the Field Name
drop-down menu, the “Display Data” option will be hidden.

Field Name - Label the Field Name by selecting a heading from the Field Name
drop-down to display predefined items that will render on the Field Name row of the
event log.

Display Label - Select to show the display label in the pie chart rendering.
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Display Data:
* Al - Displays all queried data.
*  Only top N - Only displays the top N values of the queried data.

*  Only values more than N% - Displays the values where the percentage of
queried data is over N%.

Display - Select to render the pie slices in terms of percentages or a physical data count.

Draw in 3D - Select to render the pie chart in 3D.

Note:  Charts can only display a maximum of 200 values. Data beyond the 200th value
cannot be displayed.

Line Chart Options
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The Line Chart tool is the initial display (default) of the Chart tool that plots your log
counts over a time-line. When using the Line Chart, you can determine the name of the
label for the chart’s horizontal axis. The vertical axis always uses an actual event count

for labeling, LogTime is a suggested field used to present log trends. You can decide the
line area to be used.
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The following are descriptions of the options available to setup your Line Chart as
shown in the figure.

Tool Options: Chart

0 u ® = |

Table Chart Bar Chart Fig Chart ‘ Linge Chart ‘

Time Range: 201 {-053-09 {6:{0:00 + 0800 ~ 204 {-06-03 16:70:05 +0800

X-axis: Malwaratlame v| Display Label

Display Data: O Al

& Onlytop
O Only walue is more than EI %

Y-axis: Log Counts

T

[ Line Area

Apply H Cancel

FIGURE 3-31 Tool Options: Line Chart

Time Range - Displays the date or time period you chose for the report range.

X-axis - Label the name of the x-axis by selecting a heading from the Field Name
drop-down to display predefined items that will render on the x-axis row of the event
log.

Note:  When selecting a time field such as “LogTime” from the X-axis drop-down
menu, the “Display Data” option will be hidden.

Display Label - Select to show the display label in the line chart rendering,
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Display Data:
* Al - Displays all queried data.
*  Only top N - Only displays the top N values of the queried data.

*  Only values more than N% - Displays the values where the percentage of
queried data is over N%.

Y-axis - The vertical axis is always going to show an event count.

Line Area - Use the line area size to highlight the variation of a line.

Note:  Charts can only display a maximum of 200 values. Data beyond the 200th value
cannot be displayed.

Smart Interval and Smart Label

The Smart Interval and Smart label are the mechanism to automatically choose the
proper time interval and display label. They are ONLY available for the LogTime as the
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X-axis or FieldName. When choosing the LogTime as the X-axis or FieldName, all of
the original options of Display Data will be hidden.

Tool Options: Chart

W ® =

Tahle Chart Bar Chart Pig Chart ‘ Line Chart |

=l

Time Range: 207 1-03-22 00.00:00 +0300 ~ 20 {-03-20 00:00.00 +0800

X-axis: LogTitne v| Haurly I Display Label

Y-axis: Log Counts Daily
Per 7 Days
Waonthly
[ Line Area

Apply l [ Cancel

FIGURE 3-32 Tool Options: Line Chart with LogTime

Smart Interval

The Chart tool automatically chooses the proper time interval to display a chart
according to your search Time Range. It also chooses the proper time interval options
you can use. The available time interval options include Houtly, Daily, Per 7 Days, and
Monthly. When the search time range is for the Last 30 days, the available time interval
options will be Daily, Per 7 Days, and Monthly. The Houtly option is not available for
the Last 30 days.

Smart Label

The Chart tool automatically chooses the proper time format and displays an interval at
which to show the chart with LogTime.
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GeoMap Tool

GeoMap provides a world map to display information based on queried logs. Before
using GeoMap to display your data, you will need to enable Geo Information tagging.
See GeolP Tagging on page 5-19 for more detail.

GeoMap Options

When you use GeoMap (shown in Figure 3-33) to view information from varying
events, you can change the following options.

Chart [ -0 b LinkGraph Tool Cptions E;.

scale: [Loa  [+] MDspleylbel [souce [~ [oty  [+][ew [~]
]
azn "

1

FIGURE 3-33 GeoMap Events

Scale

The present information from the geographic scale view that appears includes:
* Logdata

¢ Linear data

Select the option that best suits your requirements.

Display label

Select this option to add location labeling to your GeoMap rendering,
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Category List

You can discover event counts through the following four categories:

*  Source

¢ Destination

*  Device

*  Managing Device

Show by Different View

Show information based on one of the following:

*  Country - Select to show a map rendering by country name. For example, China,
United States, Japan, and so on.

*  City - Select to show a map rendering by city name. For example, Beijing, Los

Angeles, Tokyo, and so on.

The following table describes the meaning between the combination of categories and

different views.

TABLE 3-3. Category Combinations
CATEGORY VIEW DESCRIPTION
City Displays by city the number of events from a Source
Source IP.
Country | Displays by country the number of events from a
Source IP.
City Displays by city the number of events from a Destina-
Destination tion IP.
Country | Displays by country the number of events from a Des-
tination IP.
City Displays by city the number of events from a Device.
Devi
evice Country | Displays by country the number of events from a
Device.
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TABLE 3-3. Category Combinations (Continued)

CATEGORY VIEwW DESCRIPTION
City Displays by city the number of events from a Manag-
Managing ing Device.
Device Country | Displays by country the number of events from a Man-
aging Device.

Note: The map does not render all search results because the required associated
geographical locations cannot be found in some queried logs. That means the number
of results might be different between the chart and Smart Events/Log View panel.

Location List

The items in the location drop-down represent events that have occurred in the cities or
countries (depending on your previous selection) and have been pinned on the map. By
selecting a city or country name from the list, Threat Intelligence Manager will do the
following:

*  Zoom-in on the selected city or country
*  Highlight the pin of the selected city or country
*  Execute the “Search Within” feature. “Search Within” displays the result of the

selected city or country name on the tab.

You can also click a location on the map to achieve the same results. This example
shows how GeoMap displays the distribution of a device to different cities in the world.
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In the following example, the figure focuses on the city of Windsor, so the logs in the
Search Within tab will narrow results to only the city of Windsor.

Chart LinkGraph Tool 0 [
HEB

ﬂ R

2@

+

. 1

— o1

- ol

|

: o1

=
Log View from: 2011-02-08 00:00:00 +0800 ~ 2011-06-30 00:00:00 +0300 §§§ Log View Fitering Preferences @ Export @
Fri, 20 May 2011 17:05:22 +0800 | DeviceCity = Windsor | DeviceCountry = Canada | DeviceHosthName = CN-OSCE-WKS105 | 1=
DeviceRegion = Nova Scotia | FinalAction = Blocked | MalwarelNarme = DIAL_WINDIAL | Productilzme = OfficeScan |
SourceHostName = CN-JACK-YUANO7Y | SourcelP =10.2.1.134 ~ o
Fri, 20 May 2011 17:05:22 +0800 | DeviceCity = Windsor | DeviceCountry = Canada | DeviceHosthame = CN-OSCE-WKS105 |
DeviceRegion = Nova Scotia | FinalAction = Blocked | MalwareMame = DIAL_WINDIAL'A | Froducthlame = OfficeScan |
SourceHostName = CN-JACK-YUANOY | SourcelP = 207.46.124.130 ~
Fri, 20 May 2011 17:05:22 +02800 | DeviceCity = Windsor | DeviceCountry = Canada | DeviceHostMame = CN-OSCE-WKS105 |
DeviceRegion = Nova Scotia | FinalAction = Blocked | MalwareMame = DIAL_WINDIAL | Productilame = OfficeScan |
SourceHosiName = CN-JACK-YUAND7 | SourcelP = 1021134 ~ ;I

AllLogs || SearchWithin X Records: 1- 16/ 16 Page |1 11 |25 vl per page

Context Menu

The Context Menu appears on the GeoMap rendering when you right-click on an event
city or country (See Figure 3-34) and features the following:

New Search - Limits the search scope to the selected location.
Add as Keywords (AND) - Adds a new location to further narrow the search scope.

For example, if your original query string was to retrieve logs that included the
ProductName filtered by TDA within the last seven days, and you then right-clicked to
open the Context Menu on say “Tokyo,” and then clicking New Search would retrieve
the logs of the SourceCity (Tokyo) within the last seven days. Clicking Add as
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Keywords (AND) retrieves the logs generated by ProductName filtered by TDA, and
the SourceCity filtered by the Tokyo example within the last seven days.

Source Data: All Logs (Default) L4
Search: | ProductName=TDA 4
y
kL
T Scate 7 iy ste 1
]
A B o2
= 4
ﬁ’ v
@
_ L Intelligence
@2
- o] MNew Search
|| 1 Add a Keyword (AND)
4 o2 1p4
=
—~ An n oy P

FIGURE 3-34 Context Menu

Operator
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The Operator can also zoom-in, zoom-out, as well as save the investigation result to the
Investigation Basket. You also can mouse-over the pin to see a detailed description in
the Tool Tip.

Note:  GeoMap has a limitation on the number of the pins it can utilize at any one time. This
means that when the result contains more than 1000 cities or countries, the rendering
time could be more than 30 seconds. The system returns a warning message asking
you to narrow your search scope.
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LinkGraph Tool

LinkGraph is designed to present the visual interactions between the source IP and a
destination IP with the ports between them within the queried event logs. With regard
to the search results, Threat Intelligence Manager creates a relationship between the
SourcelPAddress, a Port Number, and the Destination]PAddress and provides you a
look into the topology of your threat-attacked network as shown in the following figure.

Chart GeoMap Iﬁ :Eﬁ ii

Tool Options:

= —— ]

10111272

A

10.28 135,145

[[] Hide DestinationPort  [] Hide Label

@ SourcelP

@ Both

@ DestinationlP
[l DestinationPort

FIGURE 3-35 LinkGraph Example

LinkGraph features the following four primary functions:
*  Display Panel
*  Tool Options
*  Node Settings Configuration
*  Tool Bar
e Zoom In/Out
*  Hide Label or Port
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*  Context Menu
*  New Search
*  Add as Keywords (AND)
*  Add as Keywords (OR)
* Interaction with Utilities (Whois)

LinkGraph Tool Options

When configuring the Tool Options, the SourcelP and DestinationIP are already fixed.
You can, however, configure the Mediate port setting to use None, the SourcePort, or
the DestinationPort.

Select Display Legend on the Tool Options screen if you would like a chart Legend to
appear on the LinkGraph.

To access the LinkGraph Tool Options:

1. Click Investigation > LinkGraph > Tool Options.
The Tool Options: LinkGraph window appeats.

Tool Options: Link Graph

Node Settings:

Source Mediate Destination
Legend:
¥ Display Legend

Apply ] [ Cancel

FIGURE 3-36 LinkGraph Tool Options Settings page

2. Assign the setting using the criteria defined in the paragraphs that follow.
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Node Settings

Source

Fixed by the SourcelP address.

Mediate

Choose to perform mediation on the DestinationPort, the SourcePort, or None.

Destination

Fixed by the DestinationIP address.

Legend
Display Legend
Select Display Legend on the Tool Options screen if you would like a chart Legend.

Context Menu

From the Context Menus, you can select from the following options:
*  New Search

*  Add as Keywords (AND)

*  Add as Keywords (OR)

*  Whois (Only for the IP node)

02515267

Intelligence

Mew Search

Add as Eeyvwords (ARDY
Add as Keyvwords (OR)

Litilities
Whois
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New Search

Available for the IP, the Port node, or both. When using a “New Search” option on the
IP node, the new search string will be (Destination] P="xxx.xxx.xxx.xxx' OR
SourcelP="xxx.xxx.xxx.xxx"). This search is for querying whether there are other logs
that only include the DestinationIP or SourcelP data.

Add as Keywords (AND):

Available for the IP, the Port node, or both. When using the “Add as Keyword (AND)”
option on the IP node, it will append the search string behind the original string with the
OR operator. The new search string will be the Original string AND
(Destination]P="xxx.xxx.xxx.xxx' OR SourcelP="xxx.xxx.xxx.xxx"). This search is for
querying whether there are other logs that only include the DestinationIP or SourcelP
data.

Add as Keywords (OR):

Available for the IP, the Port node, or both. When using the “Add as Keywords (OR)”
option on the IP node, it will append the search string behind the original string with the
OR operator. The new search string will be the Original string OR
(Destination]P="xxx.xxx.xxx.xxx' OR Source]P="xxx.xxx.xxx.xxx"). This search is for
querying whether there are other logs that only include the DestinationIP or SourcelP
data.

Whois:

Used only for the IP node. It interacts with the Whois utility.

Tool Bar

Zoom In/Out

Use the Zoom feature to zoom in and out using the slider bar as shown in the following
figure.

B s

You can zoom in or out with this tool bar ot by using your mouse wheel. You can also
drag a LinkGraph to change its position.
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Hide Port / Label

Quickly hide a label or port using one of these two options.

[] Hide DestinationPort [ Hide Label

When you check the box to hide a destination port, the LinkGraph will be rerendered.

Note: The Hide DestinationPort label will be reflected with a Mediate setting, If you
configure the Mediate setting as None, the Hide DestinationPort option will not
display.

Operations

When the tool cannot render all event logs in the graph, you will see a warning message
to help reduce the investigation log scope. Use Smart Events or a Search string to help
narrow down the log scope. You can also expand your search scope through a new
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search of a selected node. When you click the graph nodes or a port, the related logs
should also be highlighted as shown in the following figure.

crart | Geottap &
-—0— + [ Hide DestinationPort [ Hide Label

@ SourcelP

@ Both

@ DestinationlP
—= [ DestinationPort

i/ SourcelP:10.28.192.201 ke
T DestinationlP:202.133.236.210
Detection Count:1
[ &
Log View from: 2011-05-01 00:00:00 -0700 ~ 2011-05-31 00:00:00 -0700 §§°§~ Log View Fitering Preferences @ Export @

Thu, 19 May 2011 03:59:55 -0700 | CommunicationDirection = Incoming | DestinationlP =202.133.236.210 ~ | DestinationPort =445 | &
DeviceHostMame =twdcadc01 | FinalAction = Detect Only: Deny | ManagingDevicelP = 10.28.1.135 | ProductName = DeepSecurity |
Rulelame = First Fragment Too Small | SourcelP = 10.28.192.201 =

Thu, 19 May 2011 03:44:54 -0700 | CommunicationDirection = Incoming | Destination/P = 202.133.236.210 - | DestinationPort = 445 |
DeviceHostMame = twdcadc01 | FinalAction = Detect Only: Deny | ManagingDevicelP = 10.28.1.135 | Producthame = DeepSecurity |
Rulelame = First Fragment Too Small | SourcelP = 10.28.192.201 ~

Thu, 19 May 2011 03:35:36 -0700 | CommunicationDirection = Incoming | Destination|P = 202.133.236.210 -~ | DestinationPort= 139 |
DeviceHostName = twdcadc01 | FinalAction = Detect Only: Deny | ManagingDevicelP = 10.28.1.135 | ProductMName = DeepSecurity |
RuleMame = First Fragment Too Small | SourcelP = 10.28.192.201 - LI

AllLogs || Search Within X Records: 1-20/20 Page |1 " |25 | perpage

FIGURE 3-37 LinkGraph Search Within Highlighting

Additionally, you can zoom in or zoom out of the graph, or save the investigation results
to your Investigation Basket. When you add a LinkGraph into the Investigation Basket,
you could generate a report or save your results as a report template for the LinkGraph.

For details on how to save your search results into an Investigation Basket, see
Investigation Baskets on page 3-27.




Chapter 4

Alerts and Reports

The features of the Trend Micro™ Threat Intelligence Manager Alerts and Reports tab
are discussed in this chapter.
Topics include the following:
e Alerts on page 4-2
*  Adding Alerts on page 4-3
*  Alerting Rules on page 4-6
*  Triggered Alerts on page 4-8
e Alert Settings on page 4-9
*  Alert Notification on page 4-9
*  Reports on page 4-11
*  Report Templates on page 4-12
*  Scheduled Reports on page 4-16
*  Generated Reports on page 4-18

*  Alerts and Reports Customization on page 4-20
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Alerts

Alerts are generated when a search query returns a certain number of results during a
specific time period. Given the enormous amount of information flowing over the
Intranet, you might like a simple way to learn when events of interest occur. Rather than
periodically running reports or constantly monitoring events as they occur, you can be
notified when a particular type of event occurs.

The Alert mechanism is designed to do just that. You can set the criteria to notify you
when a particular type of event occurs, or access an alert results page where you can then
go and analyze the set of events that triggered the alerts. The paragraphs that follow
describe the details, rules, and management of these alerts.

Requirements for Creating Alerts

In order to generate alerting mechanisms you will need to configure the following:
* A search query

* A number of logs to generate as a ceiling (<=, <, =, >, >=)

*  The log duration (days, hours, minutes.)

*  The frequency of the checks (days, hours, minutes.)
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Adding Alerts

Click the New Alert button located in the top right corner as shown in the following
figure.

Last4 hours hd | “ yI Newﬁjert
Investigation Baskets (3)

New Basket
4 items

FIGURE 4-1 New Alert button
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The Alert Rule Builder page appears.

Alert Rule Builder [x]

Enter Email Address...
Description:
Condition:  number of log events in the query results are:

within the duration [0 |pays [4 Hours [0 Minutes
Schedule: Check for this alert condition every:

Notification:

Status:
@ pactive O Inactive

Save Cancel

FIGURE 4-2  Alert Rule Builder page

To configure the Alert Rule Builder:

1. Enter a name you would like to call this particular alert rule. Something like
“Recently Triggered Logs.”

2. Enter a description to help identify the contents. You could enter something like
“Triggered Logs for the Month of June, 2011.”

3. Type a valid email address to which the alerts are sent.

Note: Input only one email address. Do NOT enter multiple emails separated by
commas. To send copies of this log to other individuals, enter the email
addresses of your recipients, separated by commas.

4. For “Condition,” select the number of log events you would like to require before
triggering the alert.

Set the duration range for this log accumulation time to have transpired.

Schedule the frequency for alert checks in minutes, houts, or days.
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7. Indicate the severity level that best describes the alert you are creating. The Severity
level choices include informational, warning, or critical.

Mark the Alert Rule as active or inactive.

Click Save to preserve your settings.

Your Alert Rule will appear under Alerts/Reports > Alerts > Alerting Rules as

shown in the following figure.

Dashboard Investigation | Alerts | Reports Administration

FIGURE 4-3  Accessing Alert Rules

You are here: Alerts / Reports = Alerting Rules Alerts
Alerting Rules
Alerting Rules Triggered Alerﬂj
Alert Seftings
9 eat | [B] Duplicate | 55 actve | 55| Reports n in Workbench
Report Templates
] Severity Status Ale P ®
— Scheduled Reports
O @waming Active alel
— Generated Reports 1
O @ waming Active Nic
0 @ Customization i
i Active Hic
_ waming Alerts | Reports Customization
D @Waming Active RUSSIEN DOT Server UUery aerans Destination|PAddress="
O LQlwarning Active Test:Alert test
O @warning Active Test Alert from Anderson: Test Alert from Anderson J
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Alerting Rules

From the Alerts/Reports > Alerts menu, select Alerting Rules. The Alerting Rules
page appears.

Dashboard Investigation | Alerts | Reporis Administration

“ou are here: Alerts / Reports = Alerting Rules

Alerting Rules 3
S Eait Duplicate | w1 Active | 5 Inactive | [0 Dekete Open in Workbench

[ Severity Status Alert Mame

O @warning Active alert1:

O @waming  Aciive Nicolai - Alert 1: !
O Wwaming  Active Nicolai - Alert 2:

O @warning Active Russian bot server:.Query details:DestinationlPAddress="85.112.112.180",
O @ waming Active TestAlert test

O @warning Active Test Alert from Anderson:Test Alert from Anderson

T T T L

FIGURE 4-4  Alerting Rules page

*  Alert Configuration Management
*  Create alerts from the Investigation page.
*  Modify or delete custom alerts.

*  Activate (schedule) an alert configuration and deactivate (unschedule) a
scheduled alert.

*  Search for alert configurations based on the alert priority, alert category, and the
alert title.

*  Alert configurations are global for all users.
*  Alert Subscription

*  Triggered alerts are broadcast only to those users who subscribe to them.
e Alert Notification

*  Console on screen notification (on Status Bar, see 2.3.25)
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Email notification

Triggered Alert Management

See triggered alert details, including statistics and raw logs.
Investigate triggered alerts on the Investigation page.
Mark triggered alert status as:

*  Resolved

Attach a report or upload external attachments to the triggered alerts to use as
evidence.

Send triggered alert detail and attachments to email recipients.
Search triggered alerts by case status, ptiority, category, and alert title.

Triggered alert management is global to all users.

Alert Suppression and Aggregation

Multiple triggered alerts of the same rule should be consolidated into one.

*  If you have marked an alert as read, a newly arrived alert of the same type
should update the case status from read to unread.

*  If you have marked the same alert (triggered earlier) as resolved, a newly
arrived alert should change the case status to reoccurring,

Alert suppression configuration is global.
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Triggered Alerts

From the Alerts/Reports > Alerts menu, select Triggered Alerts. The Triggered
Alerts page appears.

Dashboard Investigation | Alerts | Reports Administration

“ou are here: Alerts / Reports = Triggered Alerts Alerts
Llerting Fules
Triggered Alerts Triggered AIEHS{IZJ
Alert Settings
View Detais | [ Forwardan Alert | o Reports Warkbench
. Report Templates
[0 Severity Alert Mame B L
-e Scheduled Reports
O LQlwarning alert1:
— Generated Reports
O Lngl\.’arr]iﬂg Nicolai - Alert
D @ Customization
i Nicolai - Alert
— waring Alerts F Reports Customization
O @warning 1:1
O @warning TestAlert test
O @warning Test Alert from Anderson:Test Alert from Anderson

I B i e B o .5 5 B B Sl P e e e R ot

FIGURE 4-5  Triggered Alerts page

Triggered Alert Management

Through triggered alerts, you can see all the alert details, including informative statistics
and raw logs. You can investigate and mark these triggered alerts on the Dashboard to
increase alert awareness.

Mark triggered alert status as any one of the following:

*  Mark as Resolved — The alert has been investigated and closed

You can add annotations to triggered alerts, attach a report, or upload external
attachments to triggered alerts as evidence. You can also send triggered alert details and

attachments to email recipients, or search triggered alerts by case status, priority,
category, and the alert title. Triggered alert management is globally available to all users.
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Alert Settings

All alert configurations are stored within the Threat Intelligence Manager database. The
alert configuration specifies the alert settings that will be triggered and create the actual
alert events.

Alert Event Information

The core information about the alert is stored within the platform database. All
configured alerts are sent through the notification system based on the notification
criteria configured when the alert was created.

Alert Configuration

The GUI and email alerts can be configured on the Threat Intelligence Manager GUI
where you can set up the information that will appear in your alert. When evaluating the
notification rules that you would like to apply to the alert, the rules should be arranged
in order of the evaluation. The first match to an evaluation rule executes the notification
based on its configuration, and the evaluation stops there.

Alert Notification

The supported severity levels are Informational, Warning, and Critical. Alert notification
can be sent to subscribers through a variety of mechanisms, such as email. Alert
notification is also available when you log in through a Web GUI, but you will only see
the notifications sent to you that are marked unread. You can attach notes to the alert
notification, and the notification mechanism automatically informs others that the alert
has been updated.

To create alert notifications:

1.  Go to Alerts/Reports > Alert Settings.

2. 'There ate three severity levels from which you can choose the frequency of your
alert notifications; Critical, Warning, and Informational.

3. Depending on your requirements, when one of your alerting rules has been critically
breached, set the notification response cap to notify you per number of hours, days
or weeks.

4. Make additional alerts for instances of Moderate alerts as well as any Informational
only alerts you might want to see.
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5. Save your settings to preserve your requirements.

Adding Attachments

You can add reports and other external files to your alerts.

To add an attachment to your triggered alerts:

1. From the Alerts/Reports > Alerts menu, select Triggered Alerts. The Triggered
Alerts page appears.

2. Select an Alert Name and click View Details. The Triggered Alert Details page
appears.

3. On the right side of the Triggered Alert Details page, you can see the Add
Attachment option.

4. Click Add.
The Add Attachments page appears.

Add Attachments (%]

Type of Attachment: & A Report
O External file

Select a Report: |search ~
[INew Basket 2011-05-13 =

[ Mew Basket 22 2011-05-13

I Mew Basket 2 reports 2011

-05-13

[ Mew Basket 5

reports_daily Fri May 13

14:15:21 CST 2011 2011-05-13 %

3 | | *

Cancel

FIGURE 4-6  Add Attachments page
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Select to add a report or an external file.

If you select to add a report, use the Search feature to locate a specific report name,
or use the scroll button to scroll to the appropriate report.

7. If you select to add an external file, browse to the file’s location and click Attach.

The attachment will appear in the Alert Details.

Reports

A graphical chart (such as a Line Chart, a Pie Chart, Bar Chart, Table Chart, GeoMap or
a LinkGraph along with four types of visualization types) representing the data in one
report. The graphical layout was inherited from the Investigation page. An optional log
data table containing query results matching the query critetia. You can configure
company logs, company names, fonts, and font sizes that are universal to all generated
reports.

The following figure is representation of the six types of visualization from which you
can view data.

\ Line Chart Table Chart
Pie Chart
an o
Geo Map
Bar Chart T ) -

15 I =
L -

'_7 - ] Link Graph =

FIGURE 4-7  Six Visualization Types

A Threat Intelligence Manager Report can contain:

* A graphical chart that represents the data found in the report. The graphical layout
was inherited from the Investigation page.

*  An optional log data table that contains query results that match your query criteria.
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*  Company logs, header, and footer logos, and some annotations for each
visualization type.

Report Templates

You can retrieve a list of report templates from the Investigation Basket on the
Investigation page as shown in the following figure.

= 1| Geomap Link graph Tool Options { Investigation Baskets (3)
800
840
o 480 :
H New Basket
] ;
& 0 13 items
1e0
o
16 03:00 16 04:00 16 05:00 16 06:00 16 07:00 =
LogTime Hew Basket 2
19 tems
| Log View from: 2011/06/16 03:20 ~ 2011/06/16 07:20 GMT+08:00 45 Log View Fitering Preferences | [%] Export
| Thu 1R Iun 2011 N7-18-22 +NANN | AnnlicatinnPratnenl = IMMSN | CustnmMumhber11 = 4008 | CustamMumbarl ahali1 =1 ANIA | _ X

FIGURE 4-8

List of report templates from the Investigation basket

After selecting a Report Basket, select the “Save as report template” option from the
Actions drop-down list for that report basket or one of the report items under this

report basket.

Edit New Basket ( 13 items )
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=
Basket Name Annotation
Mews Basket =1 =l
- o M oy u—
=l e [Save e repor tampiid
Dot s Baas
= TDA and rule 1397 and source I table [=] [=otons =
1
=
Time range:2011/05/16 08:03 ~ 2011/06/15 08:03 GMT+08:00
F - - “f] |TPA and ruie 1287 =1 [~ctions ~
2 [ e
TR =
Time range-2011/05/16 05-0% ~ 2011/06/15 003 GIT+03:00
S— =1 [=ction= =1
Y \
= =l
Time range:2011/06/08 13:16 ~ 2011/06/08 17:16 GMT+08:00
| S — S B v a— | ;I
FIGURE 4-9  Generate a Report Template from a Report Basket
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Threat Intelligence Manager will pop up the “Report Template Builder” dialog box to
generate a report template as shown in the following figure.

Report Template Builder [x]

Report Hame: |New Basket

Annotation: ’ ﬂ

Name: | ®x =
Comment ’ =

Time Range: & 1o yeeks 6 days ¢ hours =1

I~ Show log entries in the report

W= __1 Name: event trend reinvestigation, 16 hours x

FIGURE 4-10 Report Template Builder

You will need to input some information such as the “Report Name” on the report
template builder. The “Name” field is also mandatory. The others fields, including the
“Annotation” and “Comment” fields are optional.

Use the Report Template Builder to create report templates based on saved queries and
searches you created on the Investigation page. You can configure report names, report
annotations, time ranges, and you have the option of including your query results. You
can also consolidate multiple reports into one manageable report.

The Report Template Builder acquires its report basket data from the Investigation page
by accessing the Investigation Basket. The Report Template or Group Reports pop-up
displays, containing one or more report items. Edit the report template information in
the template builder. Click Save to store the Report Template.
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From the Alerts/Reports > Reports menu, select Report Templates. The Report
Template page appears.

Report Templates

[ig}, Generate

[F] Template name Description
[7] ReportTemplate
LineChart Report Item

B scheduls | @ Detets | 88 Group | @& Ungroup

N, s e . i o B b

FIGURE 4-11 Report Templates

Complete any of the following actions:

Choose one or more of the following check boxes to generate reports that meet

your needs:

Click the Delete option to delete the selected report template(s).

Click the Group option to group selected templates into one report template
group.

Click the Ungroup option to ungroup one report template group into more
than one report template.

For any single report template, select one of the following options from the Actions
buttons:

All actions including “Generate” and “Schedule” can be configured under the
Report Template page. Only one check box can checked at a time.

“Generate” allows you to generate one report from a report template. Threat
Intelligence Manager provides three entry points including the Dashboard,
Report Basket, and the Report Template page for generating a report. After you
have generated your report from a report template, you can go to the
“Generated Report” page to verify your results.

“Schedule” allows you to schedule one report from a report template. You can
schedule one report for a Daily, Weekly and Monthly status. After generating
one scheduled report, you can go to the “Scheduled Report” page to verify
your results.
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*  If necessary, return to the Investigation page by clicking the report item as
shown in Figure 4-12.

You can return to the Investigation page from a Report Template as shown in the
following figure.

Report Templates

m Generabe E Schedule ]] Delete ‘ Group & Ungroup
[] Template name
| Line Graph Report Template

Report ltem

Click that report item and then return to Investigate page

[ TR e ———— - “—
\f/’n | EEERTERETY etre 150 1580 110 pag: P R Brfns Banchor_fintetre | 3042834009341 305ET £400 Bitrm e - Belitee <+ - O

'?} TREND. Threat Intelligence Manager

Dashboard an Rlaren | Reparts Rsmminnaten

Yoo e Ban- Ivvensgason

Seareh: w || Comemzsanrge = -

e ===
Gamen Erees B vimeesity = o + B
Erestuciname
TEA (418 - W
SourceCountry -
Ingan {388) I

ngam e

Liritea SUikes (30 . m

FIGURE 4-12 Returning to the Investigation Page from a Report Template
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Scheduled Reports

There are two ways you can schedule a report. First, schedule your report from the
Report Templates page found at Alerts/Reports > Reports > Report Templates >
Schedule as shown in the following figure.

Report Templates

@] Generate : Schedule ; ﬁ Delete ‘_ STOUp 2}( Ungroup
Template MEwe
ReporiTemplate

LineChart Report Item

L TR R VR T e

P —— —a S S g

FIGURE 4-13 Scheduling Reports through Report Templates

Note:  You must select one of the templates before you can schedule it.

Setup up daily, weekly, or monthly reporting to be done at a specific time for a
Scheduled Report and Threat Intelligence Manager will base the generated final report
on that time stamp and then send the results to the recipients you enter in the format
(PDE, HTML or Excel spreadsheet) you choose. Click Save to preserve your settings.

Secondly, you can go to the Scheduled Reports page found at Alerts/Reports >
Reports > Scheduled Reports and click Add at the top of the page as shown in the
following figure.

Scheduled Reports

S
] ReportTemplate §
i

FIGURE 4-14 Scheduled Reports
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Just as with Report Templates, you can schedule daily, weekly, or monthly reporting to
be done at a specific time for a Scheduled Report and Threat Intelligence Manager will
base the generated final report on that time stamp and then send the results to the
recipients you enter in the format (PDF, HTML or Excel spreadsheet) you choose as
shown in the following figure.

" Adding Scheduled Reports B
Template: ReportTeraplate - Recipients:; T
Enter Brnail Address...
Description:
schedule: @ Daly = TR =
&) Weekly
@ Monthly
oeier s (] 8 8

FIGURE 4-15 Adding Scheduled Reports

After making your selections, click Save to preserve your settings.

Next to the Add button, there are two other actions including Edit and Delete. You can
change the scheduled time using Edit and Delete to remove a Scheduled Report.

Use Scheduled Reports to add a new report schedule from the Report Template. Edit
and delete existing report schedules using the following settings:

*  Schedule frequency — daily, weekly, monthly, at hh:mm

*  Report annotation

*  Email recipients

*  Report formats
Search report schedules by either their title or description.
To add a scheduled report:

1.  Go to Alerts/Reports > Reports > Scheduled Reports.
The Scheduled Reports page appears.
2. Click Add and complete the page with the details to fit your requirements.
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Ge

3. Click Save.
To delete a scheduled report:

1. Go to Alerts/Repotts > Reports > Scheduled Reports.
The Scheduled Reports page appears.
Select the check box for one or more scheduled reports:

Click Delete to delete the selected scheduled report.

nerated Reports

The Generated Reports page allows administrators to use previously generated reports.

About Generating Reports

4-18

Generate a report from the Actions in the Investigation Baskets of the Investigation
page, Report Templates, or Dashboard. Before generating a report, the system pops up
the “Report Builder” window for setting up additional information including the
“Report Name” on that report as shown in the following figure.

|| Report Builder

I Report Name™: Recipients:
New Basket Enter Email Address @
Annotation:

= |
= Deliver as: & &

Name™: |

Comment. =]
Time Range: 1 week I~ Show log entries in the report
| il
i
|
4| T Attach to alert after generating report
i T

FIGURE 4-16 Report Builder

Report Name and the names of each item are required input fields. The other fields,
including the Annotation and Comment, are optional.
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Select the Generate Report option from the Actions drop-down menu that follows the
Report Builder usage case. Select the Save Report as a Template option that follows
the Report Template or Group Builder usage case.

Using Generated Reports

Under the Generated Reports page, you can accomplish the following three actions:
*  Attach to an Alert - Attach a specified generated report to an alert after clicking
this button.

Send Report - Deliver a generated report using this button. Before sending a

report, you should first setup your SMTP information under System Settings on
page 5-34.

Note: Reports are available approximately five minutes after clicking Send Report.

*  Delete - Delete one generated report by clicking Delete.
To attach an alert, send a report, or delete a report:

1.  Go to Alerts/Repotts > Reports > Generated Repotts.

The following page appears.

Generated Reports

@ Aftach to an Alert @ Send Report ﬁ Delete
[]| Report Name Description
[ Report

LineChart Report Item

o e Bk, . i i,

FIGURE 4-17 Generated Reports

2. Select a generated Report Name and choose to either attach it to an alert, send it as
a report, or delete it.
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3. Click any report item to return to the Investigation page as shown in the following

figure.

Generated Reports

& puscntoan asent | (1) SendReport | [ Delete
]| Report Name
| Line Graph Report Template

I Report item :

Click that report item and then return to Investigate page

| BEERTEEREE bt /7192 158 0 310 o 5 b &= Ranchor_flat=&er= i HHIESI =L |

Trand Wene Thies [meisgence Mans [-I- !

)

%) TREND.  Threat Intelligence Manager

vestigation Rlerta [ Roports Aesministration

T e e Iengaten

Searen; BT - |
] | o - [
Sovar Erers Fveremmie = o + c
-
Produciiane )

= \ a

FIGURE 4-18 Returning to the Investigation page from Generated Reports

Alerts and Reports Customization

You can setup your “header” logo, “footer” logo, Company Name, Footer Name, and
Font size / type / color on this page for your final repott.

1. From the Alerts/Reports > Reports menu, select Customization > Alerts and
Report Customization.
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The Alerts / Reports Customization page appeats.

f’) TREND.  Threat Intelligence Manager
= Dashboard Investigation l Alerts / Reports Administration

“You are here: Alerts / Reports > Alerts / Reports Customization

Alerts | Reports Customization

Gompany Name: [Trend Microl, Inc. Font [arial BN ]
Headerloge: [ _ Browse FontSize:  [12px =l [rReguiar =
v B0px, height: 60px. Maximum 5 s Bar Color: '

Footer Logo Browse Upload

RN
Footer Note: [Dizgnostics
| sae |[ Reset |[ PreviewRreport |

FIGURE 4-19 Alerts/Reports Customization

Edit the report settings to your required configuration.

Browse to the path of your company logo image.

Click Upload to initiate the Upload Company Logo feature.

S I NI

. Click Save to initiate the Save Report Settings.

With Threat Intelligence Manager, you will configure your own company logs, company
names, fonts, and the font sizes that are universal to all your generated reports.

4-21



Trend Micro™ Threat Intelligence Manager Administrator's Guide

4-22



Administration

Chapter 5

The features of the Trend Micro™ Threat Intelligence Manager Administration tab are

discussed in this chapter.

Topics include the following:
*  Log Collection on page 5-2
*  Log Sources on page 5-2
*  Log Settings on page 5-11
*  Common Components on page 5-14
*  Contact Management on page 5-14
*  Custom Tags on page 5-15
*  Log Tagging on page 5-19
*  GeolP Tagging on page 5-19
*  Asset Tagging on page 5-25
*  System on page 5-33
*  Account Management on page 5-33
*  System Settings on page 5-34
*  Licensing on page 5-37
*  About Threat Intelligence Manager on page 5-40
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Log Collection

Through Log Collection, you can manage both your logging sources, and the settings
that apply to those sources. The sections that follow explain the details on how to
accomplish both.

Log Sources

5-2

With all your agents installed during the Installation and Deployment phase, you are
prepared to begin identifying the sources of the logs you would like to collect. You can
collect logs from agent-based clients, syslog clients, and Webservices depending on your
requirements and server configuration.

Note: The Threat Intelligence Management server does not support using double type
characters in host names. Instead, you should enter the IP values whenever necessary
in the Management Console.

To view the Log Sources page or to begin identifying your available log
collection resources:

1. Click Administration > Log Collection > Log Sources.
The Log Soutces page appears.

2. Choose to collect log information from Agent Based sources, Syslog sources, or a
Webservices source.

3. Continue by following the information discussed in the appropriate sections that
follow.
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Agent Based

This section explains how to collect log data through agent-based sources. The various
icons located in front of the Server Names indicate the various agent types. See the
following table for the descriptions of each icon. See Figure 5-1 as an example.

TABLE 5-1. Server Name Icons

IcCoN DESCRIPTION

Icon indicates the concentrator is located on the Threat
Intelligence Manager server.

Icon indicates the source is an agent with concentrator
functionality.

Icon indicates the source is an agent installed with an
OfficeScan server.

», TREND. Threat Intelligence Manager

Dashboard Investigation Alerts [ Reports ‘ Administration

You are here: Administration > Log Sources.

Log Sources

J Agent Based Syslog || Websernvices

[ Add Configure Remove Search

7 Sewer hame Deployed Product Stalus Destination S5L

TR TIM-S2KB-XE4 IDF Managed (Online)

I [goci OfficeScan 10.5 Wanaged (Online) Threat Intelligence Manager Server true

[ (1020115751 CfficeScan 10.0; DSM Managed (Online) Threat Intelligence Manager Server true
Records:1-4/4 M 4 Page[t | /1 » M

FIGURE 5-1 Agent Based Log Sources
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Adding a New Agent

From the Log Sources screen:

1. Define your Agent-based clients by clicking Add. (See Figure 5-1.)
The Adding New Agent window appears.

Adding New Agent @

1 W |

Host Name/IP Address: 10.201.175.51
Upload Collected Logs to: | TIM-Srv2k8-x64 [+

TIM-Srv2k8-x64
Log Upload Settings:

Upload Speed: Unlimited  Kb/s (Range 1-10000000 Kb/s)

Next ] [ Cancel

FIGURE 5-2  Adding New Agent Window

2. Enter the Host Name or IP Address of the agent client you would like to include.
For example, enter a (hostname) or xxx.xxx.xxx.xxx (IP address).

Note: Do not use double-byte host names for the agent name. Use the IP address.

3. If an agent is also installed as a concentrator, after you have added that agent into
the Agent Based list, it appears in the collector list for you to choose after you add
the next agent.

4. You can set the maximum upload speed to restrict the bandwidth allowance for the
uploading of files. The default upload speed is unlimited. You can also enable SSL
protocol while uploading.
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5. Click Next.

Threat Intelligence Manager attempts to connect with the server you entered, and if
successful, return the following message:

“Connection was successfully established with the server: "xx.xxx.xx.xx.' The
Agent has been activated and will send logs to this server.”

Click Close to complete the connection.

The connected Server Name will appear as an available log source, and include the
deployed product and version as well as the server’s status. If there are deployed
products on an agent, the log collection will be started by a scheduler.

8. Repeat these steps for all agent-based servers in your network to complete your log
collection requirements.

Configuring an Agent

You need to configure or edit any of the agent-based server sources added to Log
Sources. To use multiple agents, select all the agents necessary, then assign and deploy
them using the same settings.

To configure or edit an existing agent:

1. Select the boxes of the servers you wish to edit, and then click Configure on the
Agent Based action tab.

The Editing Agents screen appears.

Change the name of the collector to which you want to upload logs.
Enable or disable the SSL. protocol.

Change the maximum upload speed restriction.

Click Next to verify the connection.

S ok b

Click Close to complete the connection.

Removing an Agent

Remove or delete any unnecessary agent-based server sources added to Log Sources by
selecting the box of the server you wish to remove, and then clicking Remove on the
Agent Based action tab. Logs will no longer be collected from the servers you remove.

If removing an agent fails because of the agent status: “Deactivation Failed,” you can
check the “Remove the agent even if deactivation fails” option and remove that agent
again. The agent will be removed successfully.
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Syslog

You can collect logs through from syslog clients by selecting either UDP or TCP
protocol sources (depending on your configuration) and entering the client port number
of 8514 (the default port). (See Figure 5-3.) Click Save to create the connection.

When collecting logs with Syslog, use a concentrator located in the same time zone as
where the syslog sender to normalize the syslog log time with the correct UTC time.

() TREND. Threat Intelligence Manager

Dashboard Investigation Alerts | Reports | Administration

“fou are here: Administration = Log Sources

Log Sources

Agent Based H Syslog H Websenices ‘ }

Collect Logs from Syslog Clients
Collect Logs by: ¥ upp F'ort#:|8514

I~ Tce Port# |8514

| Trend Micro Threat Intelligence Manager |

FIGURE 5-3  Syslog Log Source Settings

Search

You can also enter a Keyword Search to help narrow results when searching for a
specific server IP or hostname.
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Webservices
Use the Webservices tab to define the DSM and IDF servers.

Enabling Webservices on the IDF and DSM

Before adding the web setvice, you must enable web services first on the DSM and/or
IDF servert.

To enable the IDF webservice:

1.  Open a command prompt window.

2. cd to the IDF Add-on installation folder at: Of ficeScan\Addon\Intrusion
Defense Firewall

3. Use the command line to enable IDF Web service.

idf ¢ -action changesetting -name configuration.webserviceAPIEnabled
-value true

Note: APIE must be capitalized in the “.webserviceAPIEnabled” portion of the
command.

4. Use the username and password under the registry key for the web service.
5. Do the following:
a. Run: regedit.
HLM > SOFTWARE > TrendMicro > OfficeScan > Addon > IDF
c. Value of IDFUSER as username.
d. Value of IDFPASS as password.
To enable the DSM webservice:

1.  Go to the DSM web console at System > System Settings > System > Web
Service APIL.

Check the Enabled radio button.
Click Save.
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Adding a Webservice

To add a Webservice:

1.

5-8

Define your Webservices clients by clicking Add.
The Adding New Webservice window appears.
Enter the type of the agent you would like to include whether DSM 7.0 or IDF 1.2.

If you select DSM, enter the following URL in the URL window:
https://<hostname or IP address>:4119/webservice/Manager

Note: The default port is 4119. “Manager” must be capitalized. Administrators can
configure the DSM port as needed.

Add the user name and password you use with your Deep Security Manager. The
Deep Security role should be configured as a Web Service API user.

If you have a collector installed, you can select the location of the collector, and
upload your collected logs to that location. The collector concentrator shows the
products deployed with DSM.

Click Save.
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7. The connected Webservice Name will appear as an available server source, and
include the deployed product, version, and collector used as well as the Webservices
status as shown in the following figure.

Intelligence Manager - Windows Internet Explorer E
/10.201.157.82/pages log_source.php j @ Certificate Error | ¥#|| X I J Bing

Suggested Sites ~ @ | Web Slice Gallery =

threat Inteli... % | ghtm;fﬂomﬂmst:usmjsok#e,_l | - ~ | g - Page - Safety - Tools -

e Manaqer User: admin = Log off$
[

| Administration

i
i
|

[Search Q|
Deployed Product Agent Used Status
DsmMm 10.201.157 65 Certificate Installed; DSM Productversion: 7.0.1630
IDF [ 10.201.157.175 Certificate Installed; IDF Productversion: 1.2
Rscords:1-2/2 W 4 Page [T /1 » M [20 =] perpage

FIGURE 5-4  Successful Webservice Additions

8. Repeat these steps for all Webservice servers in your network to complete your log

collection requirements.
To unlock the account of DSM and IDF:

If you are locked out of the DSM or IDF accounts because the login failed too many
times, use the following commands to unlock the accounts.

1. To unlock the DSM account:
a. Edit the locked out user from the DSM console.

b. Uncheck the lock out option.

c. Save.
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2. To unlock the IDF account:
a. Use the command prompt to open the IDF installation folder.
b. Run the unlock command:

idf ¢ -action unlockout -username Administrator

Note: Log collection retrieves the latest DSM logs. For IDF, however, there is a one-hour
delay. For example, if the time of log collection from IDF is 18:00, IDF only supplies
the logs up to 17:00.

Search

You can also enter a Keyword Search to help narrow results when searching for a
specific Web service host name or IP Address.
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Log Settings

Through these settings, you can maintain, delete, or archive your outdated logs under the
conditions you determine. In the Log Forwarding sections, you can also forward all logs

to another Syslog server.

Dashboard Investigation Alerts | Reports Administration

“ou are here: Administration = Log Settings

Log Settings

Log Maintenance

Time-Based ¥ Enable time-based log maintenance
Purge log entries older than: |90 days @

Log Size-Based Log size-based log maintenance
Take the specified action when:
" Log size reaches:
W Disk-space utilization reaches: IQU— % @
Action:
Purge the following percentage of log entries: |20 % @

Log Archive [T Before purging, archive logs to: |

Log Forwarding

Syslog O Upon collection, forward all logs to the following Syslog server:

(03]

ave Cancel

FIGURE 5-5 Log Settings Page
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Note: Log Forwarding only forwards the logs generated after enabling the Log Forwarding
setting. Historic logs will not be forwarded.

Log Maintenance
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Maintain your log settings by adjusting the maintenance features as desctibed in the
paragraphs that follow.

Time-Based

By enabling the time-based log maintenance feature, you can set Threat Intelligence
Manager to either purge or purge with archive outdated logs based on the number of
days you determine. The default is 90 days to take the action as shown in the following
figure. Click Save to preserve your settings.

Time-Based ¥ Enable time-based log maintenance
Purge log entries older than: IQD days (D

FIGURE 5-6  Enabling Time-based Log Maintenance in the Log Setting
Page

Log Size-Based

By enabling the log size-based log maintenance feature, you can set Threat Intelligence
Manager to either purge or archive outdated logs based on their file sizes or by the
percentage of disk space in use. Enter a disk storage allowance maximum in Gigabytes
so when the log size reaches a certain GB size, or an integer from 1 to 100 percent for
when a log size reaches a certain percentage and Threat Intelligence Manager will
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perform the action you have specified under “Action” after those conditions have been
met as shown in the following figure. Click Save to maintain your settings.

Log Size-Based Log size-based log maintenance
Take the specified action when:
T Log size reaches:
¥ Disk-space utilization reaches: IQD— %% @
Action:
Purge the following percentage of log entries: IT %% (D

Action - Action allows you to set what percentage you would like to purge after reaching
this Log Size-based condition.

Select an option to either purge or archive logs based on the conditions you have
specified on the previous options. If you choose to purge your logs, whether based on
time or file size, the outdated logs will deleted from the data center. If you opt to archive
your logs, you will need to enter a file folder location. Click Save to maintain your
settings.

Log Archive

The Log archive is to set archiving before purging and setting the archive destination as
shown in the following figure.

Lag Archive: Before purding, archive logs ta: ;_n;_:ﬁﬂrgh_ixﬁ:fcu_lggr_m_ _Lf

PO

Note:  Make certain the atchive folder actually exists before assigning this feature or the logs
will not be archived before being purged.

Log maintenance is scheduled to execute at 00:00 every day.

Log Forwarding

You can also forward and store your newly defined logs to another location (after they
have been saved to the Threat Intelligence Manager server database), such as a Syslog
server.
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Syslog

Select the option to “Forward all logs upon collection to the following Syslog server”
and enter the Syslog server’s IP address and the appropriate port number of the Syslog
server as shown in the following figure. (Contact your system administrator for these
details if you are not certain.) Click Save to preserve your settings.

Note: Log Forwarding forwards the logs created after enabling this setting. Previous
logs will not be forward.

Log Forwarding

Syslog ' Upon collection, forward all logs to the following Syslog server:

Protocal: & tcp © UDP

IP Address: |10.201.15?.33
Port Number: |5514

Common Components

The Common Components of the Threat Intelligence Manager include Contact
Management, Custom Tagging, Account Management, and System Settings. You can
learn more about these components in the sections that follow.

Contact Management

Through Contact Management, you can develop and maintain a list of personnel contact
information. You are essentially creating an Address Book to help you maintain a list of
the people interested in the data your logs collect.

To access the Contact Management page:
1. Click Administration > Common Components > Contact Management.
The Contact Management page appeats.

2. Populate the page by completing the directions offered in the sections that follow.
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Adding a New Contact
From the Content Management screen:

1. Define your contacts by clicking Add Contact.
The Add Contact window appears.

2. Enter the individual’s Name, Email Address, Phone number, and a description of
their role that you might want to include and then click Save.

3. The contact you defined appears on the Contact Management page.

Repeat these steps for all necessary contacts in your network to complete your
contacts database.

Editing a Contact

You can edit any of the contacts added to Contact Management by selecting the box of
the contact you wish to edit, and then clicking Edit on the Contact Management action
tab, and then adjusting the contact data as necessary. Click Save when complete.

Deleting a Contact

Remove any unnecessary contacts added to Contact Management by selecting the box
of the contact you wish to remove, and then clicking Delete on the Contact
Management action tab. Contacts removed will no longer be available in Contact
Management.

Search

You can also enter Search criteria to help narrow results when searching for a specific
contact, email address, phone number, or description.

Custom Tags

Custom Tags can be used in both Asset Tagging as well as Geo Tagging. The custom tag
identifies individual event logs by tagging them with a customized name. All servers,
agents, terminals, and laptops make up your system ASSETS. Each asset should be
identified, defined, and tagged as such. Those tags ate then customizable for use with
Threat Intelligence Manager.
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To define custom tags:
1. Access the Custom Tagging page in one of three places:
*  Administration > Common Components > Custom Tags
*  Administration > Log Tagging > GeolP Tagging > Custom Tags
*  Administration > Log Tagging > Asset Tagging > Custom Tags
2. Do one of the following:

*  TFrom the Custom Tags page, enter a descriptive tag name in the field provided
and click Add.

*  From the GeolP and Asset Tagging pages:
*  Click Custom Tags.
*  Enter a descriptive name in the Custom Tags dialog box.
e Click Add. Then click Close.

») TREND. Threat Intelligence Manager
Dashboard Investigation Alerts | Reports | Administration

“fou are here: Administration = Custom Tags

Custom Tags

| Add {

Q import | [ Export Delete
Custam Tags

corporate

enemy

partner

i i R

public

FIGURE 5-7 Custom Tags .CSV Files

To delete a Custom Tag:

1. Remove unused or unwanted custom tags by selecting the check box of the custom
tag you want to remove.
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2. Click Delete on the Custom Tags page.

To import Custom tags:

The Import feature allows a list of custom tags to be created externally with a .CSV file,
and then imported into Threat Intelligence Manager. Any duplicate tags are ignored
during the import process.

1.  Go to Administration > Log Tagging > Custom Tagging.

2. Click Import from the Custom Tagging action tab to import a comma separated
value (CSV) file that you want to add into asset tagging or geo tagging. (See how to
access sample files in Figure 5-7 to create a custom tag .CSV file of your own.)

a. To access a sample file, click Import, then click here from the Custom Tags
Import window (see Figure 5-8) to get the sample file.

b. Another way to create a sample file is to click Export from the Custom
Tagging table.

Note: From the Custom Tags dialog box accessed when adding GeolIP Tagging >
Custom Tags and Asset Tagging > Custom Tags, a here link (Figure 5-8)on
the Custom Tags dialog box takes you to the Custom Tags dialog box shown in
Figure 5-9.

Custom Tags [x]
You can importlexport your custom tags fro
Defined Custom Tags
Add
Bk Search Q,

| Custom Tags
corporate
enemy

partner

aaiana

public

Close

FIGURE 5-8  Importing Custom Tags
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Select the here link to access the Custom Tags screen as shown in the following figure.

“fou are here: Administration = Custom Tags

Custom Tags %
!
1

| [ g {
L

Q Import EL;_] Export Delete ]
4

[ Custorm Tags

[ INT.

[0 NJ-F 3

[] NJ-2F 5

[ MJ-3F

[ MNJ-4F

] MJ-5F

[L.5H_ P PR e in

FIGURE 5-9  Custom Tags

3. From the Custom Tags screen, click Import and browse to the location of your
custom tags whete the .CSV file resides.

Complete the action by clicking Import on the Import: Custom Tags screen.

After importing the Custom Tags file, the new information replaces the original
custom tags.

To export custom tags:

1. The Export feature creates a list of custom tags in the .CSV file format. You can
backup your previously created custom tag files by clicking Export and saving the
files to another location.

To delete a custom tag:

1. Select the custom tag you would like to delete from the Custom Tags list.
2. Click Delete.

3.  The Remove Custom Tags dialog box appears with the name of the Custom Tag
listed. You will need to confirm the deletion by clicking Yes or No.
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4. If the tag is still in use, you will receive a warning error message indicating you will
need to replace that tag with either a new one, or an existing tag from the remaining
Custom Tags list.

Log Tagging

Log tagging helps to improve the reliability of the collected data. The tagging
mechanism will search tags from the hostname table and then the IP table. If matching
tags are found in the hostname table, the mechanism no longer searches the IP table.
This searching process applies to both GeolP and Asset tagging.

Threat Intelligence Manager allows the administrators to perform three forms of log
tagging:

*  Custom Tags on page 5-15

*  GeolP Tagging on page 5-19

*  Asset Tagging on page 5-25

GeolP Tagging

GeolP Tagging provides corporate GeolP mapping information so you can tag virtual
location data in your collected logs. You can also optionally add physical location
information to your event logs by using GeolP Tagging. GeolP Tagging is used to
standardize the naming of locations from around the world for use and consumption
while identifying your asset locations through City, Region, Country, and Custom tags.

Note: If you would like to import GeolP locations using special alphabet or extended
characters for locations such as Kéln or Minchen, your .CSV file must be
UTF8-encoded.

Define

The Define: Custom Tags tab provides the following option to help you create Custom
Tags.
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Enabling GeolP Tagging During Event Log Collection:

Enable GeolP tagging by clicking “Add location to event logs during collection.” This
feature enables the auto-tagging of all event logs that have been collected by Threat
Intelligence Manager. If you check the option without defining the Geo Tagging IP
range or the host name tables, only the external IP addresses will be tagged with
geographic information. That means only public IP addresses are tagged. Click Save to
preserve your settings.

Host Name

The Host Name tab provides a list of host names with their corresponding City, Region,
Country, and Custom Tags. Each host name can include a host name prefix or an actual
host name. The host name prefix can be indicated with a wildcard “*.” The wildcard
indicates that any host name with a similar prefix could be considered a match.

For example, “tw-* is created as a hostname. “tw-web1” is matched with the “tw-*”’
host name rule. “tw-web1” is tagged with the City “Taipei,” Region “Taipei,” Country
“Taiwan,” and Custom Tag “partner.”

Note: The “*” wildcard is only allowed at the end of a host name. You cannot type a * in the
front or middle of a host name.

Import - The Import feature automatically creates Custom Tags that do not exist within
their respective Custom Tag tables. Import also verifies the validity of the City, Region
and Country identities. The Country field is mandatory, but the City and Region are
optional.

Create a CSV file that consists of a host name with corresponding City, Region, Country,
and Custom Tags.

Note: Notall .CSV files can be imported. The “ character, for example, is not supported and
cannot be imported as a .CSV file. If you want to define the “ character as a Custom
Tag, you will need to use the Add function to add the “ character into the list.

Export - Export the existing geotagging data to a CSV file in another location as a
backup file.
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IP/IP Range

The IP/IP Range tab provides a list of IPs or IP Ranges with their corresponding City,
Region, Country and Custom tags. The IP/IP Range field can be an individual IP or an
IP range such as 1.1.1.1 to 1.1.1.255.

Import - The Import feature automatically creates Custom Tags that do not exist within
their respective Custom Tag tables. Import also verifies the validity of the City, Region,
and Country identities. The Country field is mandatory, but the City and Region are
optional.

Create a CSV file that consists of a host name with corresponding City, Region, Country,
and Custom Tags.

Export - Export the existing geotagging data to a CSV file in another location as a
backup file.

See the following links for additional standardized information on over 300,000 cities
available for tagging:

*  Wotldwide: http://www.maxmind.com/GeolPCity-534-Location.csv

Use the following files to reference the mapping of region codes to region names:
e World: http://www.maxmind.com/app/fips10_4
*  USand Canada: http://www.maxmind.com/app/iso3166_2

Administrators can define the Geo Tagging IP/Hostname table two ways:
*  Click Add and type in the geo information with auto-complete options.

*  Importa CSV file. The import mechanism replaces all the original data in the table.
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To add Host Name entries into the GeolP table:

1. Click GeoIP Tagging > Host Name > Add. A window named Add displays.

Add (%]

Host Prefic*: fi
Location™: |C ity Region,Country
Custom Tags: Enter Custom Tag... -
[ Save l [ Cancel

FIGURE 5-10 Add GeolP Table Entries

Input the Host Prefix name and specify valid geo location information.
Enter any custom tagging information you would like.
Click Save. The first entry will be added to the background of the table.

The Edit GeolP Tagging window remains open, without values, until you input
the next IP address with geo information.

AN

6. Repeat these steps for the IP/IP Range table.
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To add IP/IP Range entries into the GeolP table:
1. Click GeoIP Tagging > IP/IP Range > Add. A window named Add displays.

Add (x]
| 1P 11P Range*: @ single P: || N
| " |P Range: | to| |
Location™: |: ity, Region, Country
| custom Tags: Enter Custom Tag... - |
| Save ] [ Cancel
i Cuperino California |

FIGURE 5-11 Add GeolP Table Entries

2. Input a single IP address or an IP address range and specify valid geo location
information. You can use the auto complete feature to help you choose geo
locations.

Enter your customized tags.
Click Save. The first entry will be added to the background of the table.

You could choose multiple custom tags in one entry. Duplicated host names or
IP/IP Ranges will not be allowed in the list, but they can replace old files with the
same host name or IP.IP Range files.

5. The Edit GeolP Tagging window remains open, without values, until you input
the next IP address with geo information.

To import valuable Geo Tagging CSV files:

1. Click Import. The Import: Geo Tagging Information screen appears.
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Note: Use the import process to add geo information. You can import the customized
corporate Geo information based on an IP address range or hostname. To get
the sample file, click Import and download the sample file.

Enter the file name and path or Browse to the location of the .CSV file.

Select the file and click Import.

To import a file, the geo information must follow the correct format, which is:
*  City—Use the complete city name. Example: San Jose

*  Region—Use the complete region name. Example: California

*  Country—Use the country code. Example: US

[& corporate_geoip_sample cav

beginlP,endIF, cityName, regionName, countryCode?, customTag
10.2.0.0,10.2.255.255,Cupertino, California, U5,
10.0.0.0,10.0.255.255, Pasadena,California, U5, Sales

4 10.1.0.0,10.1.255.255,0ttawa,Ontario,ChA, Human Resource

5 1%2.168.1.0,1%2.168.1.255,Cupertino,California, US,

[ T

Ll

[= corporate_geoip_hostprefix_sample cav

hostPrefix, cityName, regionName, country, customTag
us-cup*, Cupertino,California,US,

(¥R S R

us-pas*, Pasadena,California, U5, Research

ca-*,0ttawa,Ontario, CA, Human Resource
tw—*,Taipei,T'ai-pei, TW,

1 & tn

B-C-*,Cupertinco,California, U5,
BBB,Munich, Bayern,DE, Data Center

FIGURE 5-12 Sample Geo IP Address (top) and Geo Prefix (bottom)
Files

Note:  Not all countries have region information. For those regions, enter -,, in the
column to mark the column as empty. GeolP Tagging on page 5-19 describes
how to obtain a valid list of region formation.
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Search

You can also enter Search criteria to help narrow results when searching for a specific
IP address range, Hostname, City, Region, Country, or Custom Tag;

Asset Tagging

Asset Tagging identifies your corporate assets to help you add asset-type and criticality
information to your collected logs. As an additional option, you can add selected
Asset-Tags to your event logs during collection that include an asset type, an asset
criticality, or your asset tags.

Define

Depending on the asset criteria you would like to track, click the Asset Types, Asset
Criticality, or the Custom Tags underlined titles. Depending on your requirements, you
can import the CSV file tags of the assets that fit your requirements by clicking Import
and browsing to a predefined CSV file. Click Import to complete the requirement. Click
Save to preserve your work.

You can define the Asset Tagging IP address/hostname table one of two ways - Auto
Complete or Drop-down:
*  Click Add and type the asset information with auto-complete options.

*  Importa CSV file. The import mechanism will replace all the original data in the
table.

Asset Types

Asset Types identify and categorize each physical asset within your company. Define
your particular assets such as corporate, server, laptop, and branch office types.
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The defined Asset Types can either be created manually or imported through a CSV file
that includes a list of your company asset types. View the sample CSV file format before

creating your own CSV file by clicking the page link shown in the following figure:

Asset Types 3

You can import a CSV file with your asset types already defined. Download
supported CSV formats from here.

Defined Asset Types

| [[  Add
) mport | 3] Export Delete |
Asset Type
[0 Build Room B
O client
O iPad2 3
< L

Close

FIGURE 5-13 Asset Types with a CSV File

To add entries into an Asset table:

1.

2
3.
4
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Click Add. A window Edit Asset Tagging displays.
Input the IP address or IP address range and other asset information.
Click Save. The first entry will be added into background of the table.

The “Edit Asset Tagging” remains open (without any value) to allow you to input
the next IP address with asset information.

Repeat these steps for the Hostname table.



Administration

To import valuable Asset Tagging CSV files:

1. There are two CSV formats, under the IP/IP Range and Host Name tabs that you
can use to import .CSV files. To import files through Host Name, choose Host
Name > Import. The Import: Asset Tagging Information dialog box appears.

Import: Asset Tagging Information (x]

You can import a CSV file containing the asset tagging information based on
specified hostnames. Download supported CSV formats from here.

Import CSV files: || Browse... |

Cancel

FIGURE 5-14 Import: Asset Tagging Information through Host Name

2.  Browse to your .CSV file and select it.
3. Click Import.
4.  Use the “here” link to obtain a sample file.

[E=] asset_list_ip_semple cav

beginIP, endIP, assetType, assetCriticallevel, customTag
10.0.1.0,10.0.255.255, router, high,Data Center
10.2.0.0,10.2.255.255,laptop, medium,
10.1.0.0,10.1.255.255, server, high, Sales

[ LR S T

[=] asset_list hostprefix_sample.cav

hostPrefix, assetType,assetCriticallevel, customlag
tw—*, router,high, Research

us-*, laptop,medium, Data Center

B-C-*,server,low, S5ales

(9 Y S VI S T

ph-#%*, laptop, medium, RD

FIGURE 5-15 Sample Files for Asset IP Address (top) and Asset Prefix
(bottom)
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To add a Host Name:
1. Click Host Name > Add.
The Add dialog box appears.

Add (]

Host Prefix*: |us-*

|| Asset Criticality*: ﬂ o
-

' custom Tags: Enter Custom Tag...

| corporate * || public *

Save ] [ Cancel

FIGURE 5-16 Add dialog box for a Host Name

2. Complete the fields similatly to those shown in Figure 5-16. You can choose
multiple Custom Tags for one entry. Duplicated Host Names are not allowed.

3. Click Save to preserve your settings.
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To import valuable Asset Tagging CSV files:

1. Under the IP/IP Range tab, you can also use Import to import .CSV files. To
import files through IP/IP Range, choose IP/IP Range > Import. The Importt:
Asset Tagging Information dialog box appeats.

Import: Asset Tagging Information (x]

You can import a CSV file containing the asset tagging information based on
specified hostnames. Download supported CSV formats from here.

Import CSV files: || Browse... |

Cancel

FIGURE 5-17 Import: Asset Tagging Information through Host Name

2.  Browse to your .CSV file and select it.
3. Click Import.

Use the “here” link to obtain a sample file.
To add an IP or an IP Range:

1. Click IP/IP Range > Add.
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The Add dialog box appears.

IP /1P Range™: * Single IP: |10.202.15?

" IP Range: | to| -

Asset Type*:
Asset Criticality*:

| Custom Tags: | |

¢l el

Save ] [ Cancel

FIGURE 5-18 Add dialog box for an IP/IP Range

2. Complete the fields similatly to those shown in Figure 5-18. You can choose
multiple Custom Tags for one entry. Duplicated Host Names or IP/IP Ranges are
not allowed.

3. Click Save to preserve your settings.
To export valuable Asset Tagging CSV files:

The Export feature creates a list of asset types in the CSV file format. Backup your asset
types to another location by clicking Export.
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Asset Criticality

The asset criticality identifies the level of severity for each event log that has been
tagged. For example, you can assign asset criticality such as severe, informational,
warning, and critical. The following is an example of the Asset tagging Criticality page.

ity

You can import a CSV file defining your asset criticality levels. Download
supported CSV formats from here.

Defined Asset Criticality

| | Add

@ Import @ Export Delete
Asset Criticality

] Hign

O Low

] Wedium

Close

FIGURE 5-19 Asset Criticality Definition page

Import

The Import feature allows a list of asset criticality tags to be created previously. Any
duplicate tags are ignored during import process.

1. Create a comma separated value (CSV) file that includes a list of asset criticality tags.
2. Click Import from the asset criticality action tab to import the CSV file you created.

3. From the Import: Asset criticality Tag screen, browse to the location of your asset
criticality tags. Complete the action by clicking Import.
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Export

The Export feature creates a list of asset criticality in the CSV file format. You can
backup your asset criticality files and saving them to another location by clicking
Export.

Host Name

The Host Name tab shows a list of host names with their corresponding Asset Types,
Asset Criticality, and Custom tags. Each hostname can include a host name prefix or an
actual hostname. The host name prefix is indicated with the wildcard “*.” The wildcard
indicates that any host name with a similar prefix would be considered a match.

For example, “tw-*" is created as a host name. “tw-web1” is matched with the “tw-*”’
host name rules. “tw-web1” is tagged with the Asset Type “router,” Asset Criticality
“High,” and Custom Tag “corporate.”

Add - Create new host prefixes by clicking Add.

Import - The Import feature automatically creates asset types, asset criticality, and
custom tags that do not exist within their respective tables. Create a CSV file that
consists of a hostname with corresponding asset types, asset criticality, and custom tags.

Export - The Export feature creates a CSV file that contains a list of host names, asset
types, asset criticality, and custom tags.

IP/IP Range

The IP/IP Range tab reveals a list of IPs/IP Ranges and their corresponding Asset
Types, Asset Criticality, and Custom tags. The IP/IP Range field can include an
individual IP or an IP range such as 1.1.1.1 to 1.1.1.255.

Import - The Import feature automatically creates Asset Types, Asset Criticality, and
Custom Tags that do not exists within their respective tables. Create a CSV file that
consist of an IP/IP Range with corresponding asset types, asset criticality, and custom
tags.

Export - The Export feature creates a CSV file that contains a list of IP/IP Ranges,
asset types, asset criticality, and custom tags.
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Search

You can also enter Search criteria to help narrow customized tag results when searching

for a specific customized tag.

System

The system section of Threat Intelligence Manager contains information about:

Account Management on page 5-33
System Settings on page 5-34
Licensing on page 5-37

About Threat Intelligence Manager on page 5-40

Account Management

Through Account Management, you can develop and maintain a list of usernames, their

access passwords, and contact information. You are essentially adding additional layers

to your Address Book to help you maintain a list of the people involved in your data

collection.

Adding a New User

From the Account Management screen:

1.

Define your users by clicking Add User.
The Add User window appears.

Enter the individual’s Username, an eight-character password, password
confirmation, Name, Email Address, and a description of their role that you might
want to include and then click Save.

The user you defined appears on the Account Management page.

Repeat these steps for all necessary users in your network to complete your account
database.
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Editing a User

You can edit any of the users added to Account Management by selecting the box of the
user you wish to edit, and then clicking Edit on the Account Management action tab,
and then adjusting the user data as necessary. Click Save when complete.

Deleting a User

Remove any unnecessary users added to Account Management by selecting the box of
the user you wish to remove, and then clicking Delete on the Account Management
action tab. Users removed will no longer be available in Account Management.

Search

You can also enter Search criteria to help narrow results when searching for a specific
user, email address, or description.

System Settings

System Settings can include both proxy settings as well as SMTP Settings. Learn more
about these system settings in the sections that follow.

Proxy Settings

You can enable the use of a proxy server for the Web Reputation service and the Whois
utilities by selecting the box to the left of the “Enable the use of HT'TP proxy server.”
After selecting the box, enter the name of the server or it’s IP address and port number.
Click the box to the left of “Enable proxy server authentication” if you would like to
enter the proxy server authentication username and password. Click Save to preserve
your settings.

SMTP Settings

You can also configure SMTP settings by entering the SMTP URL or the SMTP from
email account. Select the box for “SMTP server requires authentication” if you would
like to require a username and password of SMTP users. Click Save to preserve your
settings.
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Password Policy

Set your password policy to require strong, complex passwords. Strong passwords
usually contain a combination of both uppercase and lowercase letters, numbers, and
symbols, and are at least eight characters or more in length.

When using a strong password policy, a user submits a new password, and the password
policy determines whether the password meets your company's established
requirements.

You can set very complex password requirements; but, strict password policies
sometimes increase costs to an organization when they obligate users to select
passwords too difficult to remember. Users are forced to call the help desk when they
forget their passwords, or they might write them down and make them vulnerable to
threats. So when you establish a password policy, you need to balance your need for
strong security against the need to make the policy easy for users to follow.

The following parameters allow you to configure your password’s strength. This is a
system-wide feature.

The system administrator enables or disables the password strength setting by clicking
the Administration > System Settings > Password Policy > Enable Password
Policy check box.

Internally, the Enable Password Policy check box enables or disables the following
features:

. administratorPasswordMinimumLength - integer

. administratorPasswordRequireMix - boolean

. administratorPasswordRequireCase - boolean

. administratorPasswordRequireSpecial - Boolean

Account State

When a user exceeds the number of retries allowed while entering incorrect passwords,
the Threat Intelligence Manager server eventually sets their user account to inactive
(locked out). The administrator must use this feature then to unlock that user account.

Note: This unlock feature applies to all user accounts, with the exception of the “root”
administrator.
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Resetting User Passwords

In order to reset a lost user password (including the Administrator password), you will
need command line access to the machine where Threat Intelligence Manager is
installed.

There is a “tmcore cli.bat”command line utility that can be used to reset a user
account password. This utility is located in the bin directory of the installation path, such
as: C:\Program Files\Trend Micro\Threat Intelligence Manager\bin>

Access the utility using the following syntax:

tmcore cli -action unlockout -username USERNAME [-newpassword
NEWPASSWORD]

To reset the administrator’s account password, use the command:

C:\Program Files\Trend Micro\Threat Intelligence Manager\bin>
tmcore cli -action unlockout -username admin -newpassword
AdminPassword

Note: - Passwords cannot be recovered. They can only be reset for a given username.
- Passwords can be reset for any user account, not just the admin account.
- The password accepted by the command line utility depends on the password
strength configuration. For example, if your configuration is set to only accept strong
passwords, the command line utility only accepts strong passwords. See Password
Policy for more information.

Unlocking an Account

Threat Intelligence Manager includes a security feature where an account can be
disabled in cases where the user has typed an incorrect password 10 times in a row. This
feature is enabled by default and cannot be disabled through the user interface. You can,
however, use the same “tmcore cli.bat” file to unlock locked user accounts. This
utility is located in the bin directory of the installation path, such as C: \Program
Files\Trend Micro\Threat Intelligence Manager\bin>.

Access the utility using the following syntax:

tmcore cli -action unlockout -username USERNAME

To unlock the administratot’s account use:
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C:\Program Files\Trend Micro\Threat Intelligence
Manager\bin>tmcore cli -action unlockout -username admin

Session Length

During login to the Management Console, admins are allowed to choose between the
default session period or an extended session period. A longer session length might be
less secure if user forgets to log out from the session and leaves the console unattended.

The value for the default session length is 10 minutes and for an extended session length
is 30 minutes at install time. After installation, administrators can change these values
from a selected drop-down menu by going to the Administration > System Settings
and clicking the Session tab. You can change either default or extended session time out
values from this page and save the changes. New values take effect on the next login.

Licensing

This section explains how to view licensing information, manage your license, and
register and activate your Threat Intelligence Manager product.

A license to the Trend Micro software usually includes the right to product updates,
pattern file updates, and basic technical support (“Maintenance”) for one (1) year from
the date of purchase only. After the first year, Maintenance must be renewed on an
annual basis at Trend Micro’s most current Maintenance rate.

A Maintenance Agreement is a contract between your organization and Trend Micro. It
establishes your right to receive technical support and product updates in return for the
payment of applicable fees. When you purchase a Trend Micro product, the License
Agreement you receive with the product describes the terms of the Maintenance
Agreement for that product.

Note: The Maintenance Agreement has an expiration date. Your License Agreement does
not. If the Maintenance Agreement expires, scanning can still occur, but you will not
be able to update the scan engine or program files (even manually), nor will you be
entitled to receive technical support from Trend Micto.

Typically, ninety (90) days before the Maintenance Agreement expires, you will start to
receive email notifications, alerting you of the pending discontinuation. You can update
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your Maintenance Agreement by purchasing renewal maintenance from your Reseller,
Trend Micro sales, or on the Trend Micro Online Registration URL:

https://olr.trendmicro.com/registration/

Viewing Your Product Licenses
To view your existing licenses:

1. Choose Administration > License. A brief summary of your product and license
details appears on the License screen.

2. For the license you want to view, click “View details online.” The following
information appears:

Product Name: Trend Micro Threat Intelligence Manager
Version: Full or Trial

Build Number:

Operating System: Windows

Platform: ---

Language: English

Licenses: Indicates how many (seats) or licenses for this particular Activation
Code.

Activation Code: The actual Activation Code that the user entered.

License expiration: The date the license expires.

To check the status of your license agreement on the Trend Micro™ Online
Registration Web site, click View details online.

Registering Your Product
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You must activate your product to use it’s features. To activate this product, you must
have its Activation Code, which you can obtain after registering the product and
receiving a Registration Code. To obtain a registration code, go to the Trend Micro
online registration Web site:

https://olr.trendmicro.com/registration/



Administration

To activate a product:

1. Choose Administration > License and click Update Online. The “Enter a new
Activation code” window appears.

| Enter a New Activation Code

If you don't have the Activation Code. Please use the Registration Key that came with your product to register online
Product Trend Micro Enterprise Security Manager
Current Activation Code IH-JTHR-RHNVL-DTKTV-GH53M-LAKCF-JZ2VR.

MNew Activation Code ’:H || H H || H

Activate Cancel

FIGURE 5-20 Enter a New Activation Code page

2. Type the new activation code in the spaces provided.

3. Click Activate. The Product Licenses screen reappears displaying the number of
days left before the product expires.

Checking a License Status

You can also check the status of your license online by accessing Trend Micro™ Online
Registration.

To check your license status online:
1. Click the View Details Online link.

Product License (28
6 Yo upsating nesded. Your canse 5 up to date.
1)\, mamtenance win expire In & aay(s).
Trend Micro™ Data Loss Prevention
PFroduct: Trena Micrd™ Data Lass Rrevenmion (DSC-5.2-1015)
arsian: Aavanced
Activatian cade: Erer 2 e code
Seans: =0
St =
HMaimtanance sxiratan: 3an, 2010
Last Status Checican Jan 1, 2010

FIGURE 5-21 View Details Online link
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2. The link accesses an online license home page that details all the information about
your license.

About Threat Intelligence Manager

View your product version details and license agreement by clicking Administration >
About Threat Intelligence Manager.

Version Details

You can locate the current version number of the installed software you are using simply
by selecting About Threat Intelligence Manager from the Administration drop-down.

License Agreement

View the scope and other details of the Threat Intelligence Manger license agreement.
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Glossary

This glossary describes special terms used in this document or the Online Help.

TERM

EXPLANATION

"Zip of Death"

A zip (or archive) file of a type that when decompressed,
expands enormously (for example 1000%) or a zip file with
thousands of attachments. Compressed files must be decom-
pressed during scanning. Huge files can slow or stop your net-
work.

“in the wild”

Describes known viruses that are actively circulating. Also see
“in the zoo.”

“in the zoo”

Describes known viruses that are currently controlled by antivi-
rus products. Also see “in the wild.”

(administrative) domain

A group of computers sharing a common database and secu-
rity policy.

100BaseT

An alternate term for “fast Ethernet,” an upgraded standard for
connecting computers into a local area network (LAN).
100BaseT Ethernet can transfer data at a peak rate of 100
Mbps. It is also more expensive and less common than
10BaseT. Also see 10BaseT.

10BaseT

The most common form of Ethernet is called 10BaseT, which
denotes a peak transmission speed of 10 Mbps using copper
twisted-pair cable. Ethernet is a standard for connecting com-
puters into a local area network (LAN). The maximum cable
distance is 100 meters (325 feet), the maximum devices per
segment is 1, and the maximum devices per network are 1024.
Also see 100BaseT.

access (noun)

Authorization to read or write data. Most operating systems
allow you to define different levels of access, depending on job
responsibilities.

access (verb)

To read data from or write data to a storage device, such as a
computer or server.
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action

(Also see target and notifi-
cation)

The operation to be performed when:

- a virus has been detected

- spam has been detected

- a content violation has occurred

- an attempt was made to access a blocked URL, or

- file blocking has been triggered.

Actions typically include clean and deliver, quarantine, delete,
or deliver/transfer anyway. Delivering/transferring anyway is
not recommended—delivering a virus-infected message or
transferring a virus-infected file can compromise your network.

activate

To enable your software after completion of the registration
process. Your products will not be operable until product acti-
vation is complete. Activate during installation or after installa-
tion (in the management console) on the Product License
screen.

Activation Code

A 37-character code, including hyphens, that is used to acti-
vate your products. Here is an example of an Activation Code:
SM-QUE7-HG5B3-8577B-TD5P4-Q2XT5-48PG4

Also see Registration Key.

active FTP

Configuration of FTP protocol that allows the client to initiate
“handshaking” signals for the command session, but the host
initiates the data session.

ActiveUpdate

ActiveUpdate is a function common to many products. Con-
nected to the update Web site, ActiveUpdate provides
up-to-date downloads of virus pattern files, scan engines, and
program files through the Internet or the Total Solution CD.

ActiveUpdate

A utility that enables on-demand or background updates to the
virus pattern file and scan engine, as well as the anti-spam
rules database and anti-spam engine.

ActiveX

A type of open software architecture that implements object
linking and embedding, enabling some of the standard inter-
faces, such as downloading of Web pages.
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ActiveX malicious code

An ActiveX control is a component object embedded in a Web
page which runs automatically when the page is viewed.
ActiveX controls allow Web developers to create interactive,
dynamic Web pages with broad functionality such as House-
Call, a free online scanner.

Hackers, virus writers, and others who want to cause mischief
or worse may use ActiveX malicious code as a vehicle to attack
the system. In many cases, the Web browser can be config-
ured so that these ActiveX controls do not execute by changing
the browser's security settings to “high.”

address

Refers to a networking address (see IP address) or an email
address, which is the string of characters that specify the
source or destination of an email message.

administrator

Refers to “system administrator” — the person in an organiza-
tion who is responsible for activities such as setting up new
hardware and software, allocating user names and passwords,
monitoring disk space and other IT resources, performing
backups, and managing network security.

administrator account

A user name and password that has administrator-level privi-
leges.

administrator email address

The address used by the administrator of your product to man-
age notifications and alerts.

adware

Advertising-supported software in which advertising banners
display while the program is running. Adware that installs a
“backdoor”; tracking mechanism on the user's computer with-
out the user's knowledge is called “spyware.”

agent

A stand alone program that resides on the Trend Micro Offic-
eScan Servers and retrieves events from the OSCE server and
then delivers them to the Threat Intelligence Server.

alert

A message intended to inform a system's users or administra-
tors about a change in the operating conditions of that system
or about some kind of error condition.
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anti-relay

Mechanisms to prevent hosts from “piggybacking” through
another host’s network.

antivirus

Computer programs designed to detect and clean computer
viruses.

application

A Visualization application provides a specialized view into the
data. An Application typically queries raw data from one or
more sources, processes them and presents a specialized
view of the data. An application could provide one or a collec-
tion of widgets, reports, or statistics.

archive

A single file containing one or (usually) more separate files plus
information to allow them to be extracted (separated) by a suit-
able program, such as a .zip file.

attachment

A file attached to (sent with) an email message.

audio/video file

A file containing sounds, such as music, or video footage.

authentication

The verification of the identity of a person or a process.
Authentication ensures that digital data transmissions are
delivered to the intended receiver. Authentication also assures
the receiver of the integrity of the message and its source
(where or whom it came from).

The simplest form of authentication requires a user name and
password to gain access to a particular account. Authentication
protocols can also be based on secret-key encryption, such as
the Data Encryption Standard (DES) algorithm, or on pub-
lic-key systems using digital signatures.

Also see public-key encryption and digital signature.

binary

A number representation consisting of zeros and ones used by
practically all computers because of its ease of implementation
using digital electronics and Boolean algebra.

block

To prevent entry into your network.
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bridge

A device that forwards traffic between network segments
based on data link layer information. These segments have a
common network layer address.

browser

A program which allows a person to read hypertext, such as
Internet Explorer. The browser gives some means of viewing
the contents of nodes (or "pages") and of navigating from one
node to another. A browser acts as a client to a remote Web
server.

cache

A small fast memory, holding recently accessed data, designed
to speed up subsequent access to the same data. The term is
most often applied to processor-memory access, but also
applies to a local copy of data accessible over a network etc.

case-matching

Scanning for text that matches both words and case. For
example, if "dog" is added to the content-filter, with
case-matching enabled, messages containing "Dog" will pass
through the filter; messages containing "dog" will not.

cause The reason a protective action, such as URL-blocking or
file-blocking, was triggered—this information appears in log
files.

clean To remove virus code from a file or message.

client A computer system or process that requests a service of

another computer system or process (a "server") using some
kind of protocol and accepts the server's responses. A client is
part of a client-server software architecture.

client-server environment

A common form of distributed system in which software is split
between server tasks and client tasks. A client sends requests
to a server, according to some protocol, asking for information
or action, and the server responds.

Common Vulnerabilities
and Exposures (CVE)

Common Vulnerabilities and Exposures (CVE®) is a dictionary
of common names (such as CVE Identifiers) for publicly known
information security vulnerabilities.
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compressed file

A single file containing one or more separate files plus informa-
tion to allow them to be extracted by a suitable program, such
as WinZip.

configuration

Selecting options for how your product will function, for exam-
ple, selecting whether to quarantine or delete a virus-infected
email message.

content filtering

Scanning email messages for content (words or phrases) pro-
hibited by your organization’s Human Resources or IT messag-
ing policies, such as hate mail, profanity, or pornography.

content violation

An event that has triggered the content filtering policy.

cookie

A mechanism for storing information about an Internet user,
such as name, preferences, and interests, which is stored in
your Web browser for later use. The next time you access a
Web site for which your browser has a cookie, your browser
sends the cookie to the Web server, which the Web server can
then use to present you with customized Web pages. For
example, you might enter a Web site that welcomes you by
name.

daemon

A program that is not invoked explicitly, but lies dormant wait-
ing for some condition(s) to occur. The perpetrator of the condi-
tion need not be aware that a daemon is lurking.

damage routine

The destructive portion of virus code, also called the payload.

dashboard

User interface screen in which Widgets are displayed.

De-Militarized Zone (DMZ)

From the military term for an area between two opponents
where fighting is prevented. DMZ Ethernets connect networks
and computers controlled by different bodies. They may be
external or internal. External DMZ Ethernets link regional net-
works with routers.
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Deep Packet Inspection
(DPI) Rules

Software vulnerabilities are shielded from attack through the
use of deep-packet inspections that examine application data
to and from the computer. DPI Rules allow, block, log, or edit
data based on its content. DPI Rules protect vulnerabilities
from known and unknown attacks by defining expected appli-
cation data, and blocking malicious data based on its content.
Ongoing DPI Rule updates automatically provide the most cur-
rent, comprehensive protection against known and unknown
attacks.

Deep Security Manager
(DSM)

Deep Security Manager (“the Manager”) is a powerful, central-
ized Web-based management system that allows you to create
and manage comprehensive security policies and track threats
and preventive actions taken in response to them. All of this
can be done in real-time from the desktop.

default A value that pre-populates a field in the management console
interface. A default value represents a logical choice and is
provided for convenience. Use default values as-is, or change
them.

dialer A type of Trojan that when executed, connects the user's sys-

tem to a pay-per-call location in which the unsuspecting user is
billed for the call without his or her knowledge.

digital signature

Extra data appended to a message which identifies and
authenticates the sender and message data using a technique
called public-key encryption. Also see public-key encryption
and authentication.

directory

A node, which is part of the structure in a hierarchical computer
file system. A directory typically contains other nodes, folders,
or files. For example, C:\Windows is the Windows directory on
the C drive.

directory path

The subsequent layers within a directory where a file can be
found, for example, the directory path for the ISVW for SMB
Quarantine directory is:

C:\Programs\<your company>\ISVW\Quarantine
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disclaimer A statement appended to the beginning or end of an email
message, that states certain terms of legality and confidential-
ity regarding the message, To see an example, click the online
help for the SMTP Configuration - Disclaimer screen.

DNS Domain Name System—A general-purpose data query service

chiefly used on the Internet for translating host names into IP
addresses.

DNS resolution

When a DNS client requests host name and address data from
a DNS server, the process is called resolution. Basic DNS con-
figuration results in a server that performs default resolution.
For example, a remote server queries another server for data
on a machine in the current zone. Client software on the
remote server queries the resolver, which answers the request
from its database files.

domain name

The full name of a system, consisting of its local host name and
its domain name, for example, tellsitall.com. A domain name
should be sufficient to determine a unique Internet address for
any host on the Internet. This process, called “name resolu-
tion”, uses the Domain Name System (DNS).

DoS (Denial of Service)
attack

Group-addressed email messages with large attachments that
clog your network resources to the point where messaging ser-
vice is noticeably slow or even stopped.

DOS virus

Also referred to as “COM” and “EXE file infectors.” DOS
viruses infect DOS executable programs- files that have the
extensions *.COM or *.EXE. Unless they have overwritten or
inadvertently destroyed part of the original program's code,
most DOS viruses try to replicate and spread by infecting other
host programs.

download (noun)

Data that has been downloaded, for example, from a Web site
through HTTP.

download (verb)

To transfer data or code from one computer to another. Down-
loading often refers to transfer from a larger "host" system
(especially a server or mainframe) to a smaller "client" system.
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dropper Droppers are programs that serve as delivery mechanisms to
carry and drop viruses, Trojans, or worms into a system.

ELF Executable and Linkable Format—An executable file format for
UNIX and Linux platforms.

encryption Encryption is the process of changing data into a form that can

be read only by the intended receiver. To decipher the mes-
sage, the receiver of the encrypted data must have the proper
decryption key. In traditional encryption schemes, the sender
and the receiver use the same key to encrypt and decrypt data.
Public-key encryption schemes use two keys: a public key,
which anyone may use, and a corresponding private key, which
is possessed only by the person who created it. With this
method, anyone may send a message encrypted with the
owner's public key, but only the owner has the private key nec-
essary to decrypt it. PGP (Pretty Good Privacy) and DES (Data
Encryption Standard) are two of the most popular public-key
encryption schemes.

End User License Agree-
ment (EULA)

An End User License Agreement or EULA is a legal contract
between a software publisher and the software user. It typically
outlines restrictions on the side of the user, who can refuse to
enter into the agreement by not clicking “l accept” during instal-
lation. Clicking “I do not accept” will, of course, end the installa-
tion of the software product.

Many users inadvertently agree to the installation of spyware
and adware into their computers when they click “I accept” on
EULA prompts displayed during the installation of certain free
software.

Ethernet

A local area network (LAN) technology invented at the Xerox
Corporation, Palo Alto Research Center. Ethernet is a
best-effort delivery system that uses CSMA/CD technology.
Ethernet can be run over a variety of cable schemes, including
thick coaxial, thin coaxial, twisted pair, and fiber optic cable.
Ethernet is a standard for connecting computers into a local
area network. The most common form of Ethernet is called
10BaseT, which denotes a peak transmission speed of 10
Mbps using copper twisted-pair cable.
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EXE file infector

An executable program with an .exe file extension. Also see
DOS virus.

executable file

A binary file containing a program in machine language which
is ready to be executed (run).

exploit

An exploit is code that takes advantage of a software vulnera-
bility or security hole. Exploits are able to propagate into and
run intricate routines on vulnerable computers.

false positive

An email message that was "caught" by the spam filter and
identified as spam, but is actually not spam.

FAQ Frequently Asked Questions—A list of questions and answers
about a specific topic.
file An element of data, such as an email message or HTTP down-

load.

file name extension

The portion of a file name (such as .dll or .xml) which indicates
the kind of data stored in the file. Apart from informing the user
what type of content the file holds, file name extensions are
typically used to decide which program to launch when a file is
run.

file type

The kind of data stored in a file. Most operating systems use
the file name extension to determine the file type. The file type
is used to choose an appropriate icon to represent the file in a
user interface, and the correct application with which to view,
edit, run, or print the file.
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file-infecting virus

File-infecting viruses infect executable programs (generally,
files that have extensions of .com or .exe). Most such viruses
simply try to replicate and spread by infecting other host pro-
grams, but some inadvertently destroy the program they infect
by overwriting a portion of the original code. A minority of these
viruses are very destructive and attempt to format the hard
drive at a pre-determined time or perform some other malicious
action.

In many cases, a file-infecting virus can be successfully
removed from the infected file. However, if the virus has over-
written part of the program's code, the original file will be unre-
coverable

filtering, dynamic

IP service that can be used within VPN tunnels. Filters are one
way GateLock controls traffic from one network to another.
When TCP/IP sends data packets to the firewall, the filtering
function in the firewall looks at the header information in the
packets and directs them accordingly. The filters operate on cri-
teria such as IP source or destination address range, TCP
ports, UDP, Internet Control Message Protocol (ICMP), or TCP
responses. Also see tunneling and Virtual Private Network
(VPN).

firewall

A gateway machine with special security precautions on it,
used to service outside network (especially Internet) connec-
tions and dial-in lines.

FTP

A client-server protocol which allows a user on one computer
to transfer files to and from another computer over a TCP/IP
network. Also refers to the client program the user executes to
transfer files.

gateway

An interface between an information source and a Web server.

generated report

Displays the results of a TMQL query in a given visualization,
such as a pie chart, table, line graph, and so on, in the form of
a widget displayed on the Console user interface or printable
form.
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GeoMap A method for mapping Internet protocol addresses to physical
locations on a map of the earth.

grayware A category of software that may be legitimate, unwanted, or

malicious. Unlike threats such as viruses, worms, and Trojans,
grayware does not infect, replicate, or destroy data, but it may
violate your privacy. Examples of grayware include spyware,
adware, and remote access tools.

group file type

Types of files that have a common theme, for example:
- Audio/Video

- Compressed
- Executable
- Images
- Java
- Microsoft Office

GUI Graphical User Interface—The use of pictures rather than just
words to represent the input and output of a program. This con-
trasts with a command line interface where communication is
by exchange of strings of text.

hacking tool Tools such as hardware and software that enables penetration

testing of a computer system or network for the purpose of find-
ing security vulnerabilities that can be exploited.

hard disk (or hard drive)

One or more rigid magnetic disks rotating about a central axle
with associated read/write heads and electronics, used to read
and write hard disks or floppy disks, and to store data. Most
hard disks are permanently connected to the drive (fixed disks)
though there are also removable disks.

header (networking defini-
tion)

Part of a data packet that contains transparent information
about the file or the transmission.

heuristic rule-based scan-
ning

Scanning network traffic, using a logical analysis of properties
that reduces or limits the search for solutions.

Hibernate

Open source facility that provides relational database table to
object mapping. It is the tool used by report management sys-
tem to interact with the report database.
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host

A computer connected to a network.

HTTP

Hypertext Transfer Protocol—The client-server TCP/IP proto-
col used on the World Wide Web for the exchange of HTML
documents. It conventionally uses port 80.

HTTPS

Hypertext Transfer Protocol Secure—A variant of HTTP used
for handling secure transactions.

hub

This hardware is used to network computers together (usually
over an Ethernet connection). It serves as a common wiring
point so that information can flow through one central location
to any other computer on the network thus enabling centralized
management. A hub is a hardware device that repeats signals
at the physical Ethernet layer. A hub retains the behavior of a
standard bus type network (such as Thinnet), but produces a
star topology with the hub at the center of the star. This config-
uration enables centralized management.

ICSA

ICSA Labs is an independent division of TruSecure Corpora-
tion. For over a decade, ICSA has been the security industry’s
central authority for research, intelligence, and certification
testing of products. ICSA Labs sets standards for information
security products and certifies over 90% of the installed base of
antivirus, firewall, IPSec, crytography, and PC firewall products
in the world today.

image file

A file containing data representing a two-dimensional scene, in
other words, a picture. Images are taken from the real world,
for example, through a digital camera, or they may be gener-
ated by computer using graphics software.

incoming

Email messages or other data routed info your network.

installation script

The installation screens used to install UNIX versions of your
products.

integrity checking

See checksumming.
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IntelliScan

IntelliScan is a scanning technology that optimizes perfor-
mance by examining file headers using true-file type recogni-
tion, and scanning only file types known to potentially harbor
malicious code. True-file type recognition helps identify mali-
cious code that can be disguised by a harmless extension
name.

Internet

A client-server hypertext information retrieval system, based on
a series of networks connected with routers. The Internet is a
modern information system and a widely accepted medium for
advertising, online sales, and services, as well as university
and many other research networks. The World Wide Web is
the most familiar aspect of the Internet.

Internet Protocol (IP)

An Internet standard protocol that defines a basic unit of data
called a datagram. A datagram is used in a connectionless,
best-effort, delivery system. The Internet protocol defines how
information gets passed between systems across the Internet.

interrupt An asynchronous event that suspends normal processing and
temporarily diverts the flow of control through an "interrupt han-
dler" routine.

intranet Any network which provides similar services within an organi-

zation to those provided by the Internet outside it, but which is
not necessarily connected to the Internet.

Intrusion Defense Firewall
(IDF)

The Intrusion Defense Firewall is an advanced, host-based
intrusion defense system that brings proven network security
approaches, including firewall and intrusion detection and pre-
vention, down to individual networked computers and devices.
Intrusion Defense Firewall has been architected for enterprises
that recognize the need to further enhance their security pos-
ture to protect mission critical IT assets from known and
zero-day attacks.

Investigation Basket

Collection of report baskets that are available to users from the
console user interface.

P

Internet Protocol—See IP address.
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IP address Internet address for a device on a network, typically expressed
using dot notation such as 123.123.123.123.

IP gateway Also called a router, a gateway is a program or a special-pur-
pose device that transfers |IP datagrams from one network to
another until the final destination is reached.

IT Information technology, to include hardware, software, net-

working, telecommunications, and user support.

Java applets

Java applets are small, portable Java programs embedded in
HTML pages that can run automatically when the pages are
viewed. Java applets allow Web developers to create interac-
tive, dynamic Web pages with broader functionality.

Authors of malicious code have used Java applets as a vehicle
for attack. Most Web browsers, however, can be configured so
that these applets do not execute - sometimes by simply
changing browser security settings to “high.”

Java file

Java is a general-purpose programming language developed
by Sun Microsystems. A Java file contains Java code. Java
supports programming for the Internet in the form of plat-
form-independent Java "applets." (An applet is a program writ-
ten in Java programming language that can be included in an
HTML page. When you use a Java-technology enabled
browser to view a page that contains an applet, the applet's
code is transferred to your system and is executed by the
browser’s Java Virtual Machine.)

Java malicious code

Virus code written or embedded in Java. Also see Java file.
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JavaScript virus

JavaScript is a simple programming language developed by
Netscape that allows Web developers to add dynamic content
to HTML pages displayed in a browser using scripts. Javascript
shares some features of Sun Microsystems Java programming
language, but was developed independently.

A JavaScript virus is a virus that is targeted at these scripts in
the HTML code. This enables the virus to reside in Web pages
and download to a user’s desktop through the user’s browser.

Also see VBscript virus.

joke program

An executable program that is annoying or causes users undue
alarm. Unlike viruses, joke programs do not self-propagate and
should simply be removed from your system.

KB

Kilobyte—1024 bytes of memory.

keylogger

Keyloggers are programs that catch and store all keyboard
activity. There are legitimate keylogging programs that are
used by corporations to monitor employees and by parents to
monitor their children. However, criminals also use keystroke
logs to sort for valuable information such as logon credentials
and credit card numbers.

LAN (Local Area Network)

A data communications network which is geographically lim-
ited, allowing easy interconnection of computers within the
same building.

LDAP (Lightweight Direc-
tory Access Protocol)

An Internet protocol that email programs use to locate contact
information from a server. For example, suppose you want to
locate all persons in Boston who have an email address con-
taining the name “Bob.” An LDAP search would enable you to
view the email addresses that meet this criteria.

license

Authorization by law to use a specific product.

license certificate

A document that proves you are an authorized user of a spe-
cific product.
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link (also called hyperlink)

A reference from some point in one hypertext document to
some point in another document or another place in the same
document. Links are usually distinguished by a different color
or style of text, such as underlined blue text. When you activate
the link, for example, by clicking on it with a mouse, the
browser displays the target of the link.

LinkGraph A method for displaying multiple data points on a graph form.
Threat Intelligence Manager uses this method to display inter-
connecting source and destination IP addresses and destina-
tion ports.

listening port A port utilized for client connection requests for data exchange.

load balancing

Load balancing is the mapping (or re-mapping) of work to pro-
cessors, with the intent of improving the efficiency of a concur-
rent computation.

local area network (LAN)

Any network technology that interconnects resources within an
office environment, usually at high speeds, such as Ethernet. A
local area network is a short-distance network used to link a
group of computers together within a building. 10BaseT Ether-
net is the most commonly used form of LAN. A hardware
device called a hub serves as the common wiring point,
enabling data to be sent from one machine to another over the
network. LANs are typically limited to distances of less than
500 meters and provide low-cost, high-bandwidth networking
capabilities within a small geographical area.

log storage directory

Directory on your server that stores log files.

logic bomb Code surreptitiously inserted into an application or operating
system that causes it to perform some destructive or secu-
rity-compromising activity whenever specified conditions are
met.

macro A command used to automate certain functions within an appli-

cation.

malware (malicious soft-
ware)

Programming or files that are developed for the purpose of
doing harm, such as viruses, worms, and Trojans.
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management console

The user interface for your particular product.

MB

Megabyte—1024 kilobytes of data.

Mbps

Millions of bits per second—a measure of bandwidth in data
communications.

Media Access Control
(MAC) address

An address that uniquely identifies the network interface card,
such as an Ethernet adapter. For Ethernet, the MAC address is
a 6 octet address assigned by IEEE. On a LAN or other net-
work, the MAC address is a computer's unique hardware num-
ber. (On an Ethernet LAN, it's the same as the Ethernet
address.) When you're connected to the Internet from your
computer (or host as the Internet protocol thinks of it), a corre-
spondence table relates your IP address to your computer's
physical (MAC) address on the LAN. The MAC address is used
by the Media Access Control sublayer of the Data-Link Control
(DLC) layer of telecommunication protocols. There is a differ-
ent MAC sublayer for each physical device type.

Microsoft Office file

Files created with Microsoft Office tools such as Excel or Micro-
soft Word.

mixed threat attack

Complex attacks that take advantage of multiple entry points
and vulnerabilities in enterprise networks, such as the “Nimda”
or “Code Red” threats.

MTA (Mail Transfer Agent)

The program responsible for delivering email messages. Also
see SMTP server.

network virus

A type of virus that uses network protocols, such as TCP, FTP,
UDP, HTTP, and email protocols to replicate. Network viruses
often do not alter system files or modify the boot sectors of
hard disks. Instead, they infect the memory of client machines,
forcing them to flood the network with traffic, which can cause
slowdowns or even complete network failure.
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notification

(Also see action and target)

A message that is forwarded to one or more of the following:

- system administrator

- sender of a message

- recipient of a message, file download, or file transfer

The purpose of the notification is to communicate that a prohib-
ited action has taken place, or was attempted, such as a virus
being detected in an attempted HTTP file download.

offensive content

Words or phrases in messages or attachments that are consid-
ered offensive to others, for example, profanity, sexual harass-
ment, racial harassment, or hate mail.

online help

Documentation that is bundled with the GUI.

open source

Programming code that is available to the general public for
use or modification free of charge and without license restric-
tions.

operating system

The software which handles tasks such as the interface to
peripheral hardware, scheduling tasks, and allocating storage.
In this documentation, the term also refers to the software that
presents a window system and graphical user interface.

OSSEC OSSEC is an open source HIDS tool that collects logs through
an agent and correlates the data at the server. This software is
meant to use this as its primary log collection infrastructure.

outgoing Email messages or other data leaving your network, routed out
to the Internet.

parameter A variable, such as a range of values (a number from 1 to 10).

partition A logical portion of a disk. (Also see sector, which is a physical
portion of a disk.)

passive FTP Configuration of FTP protocol that allows clients within your

local area network to initiate the file transfer, using random
upper port numbers (1024 and above).
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password cracker

An application program that is used to recover a lost or forgot-
ten password. These applications can also be used by an
intruder to gain unauthorized access to a computer or network
resources.

pattern file (also known as
Official Pattern Release)

The pattern file, as referred to as the Official Pattern Release
(OPR), is the latest compilation of patterns for identified
viruses. It is guaranteed to have passed a series of critical tests
to ensure that you get optimum protection from the latest virus
threats. This pattern file is most effective when used with the
latest scan engine.

payload

Payload refers to an action that a virus performs on the
infected computer. This can be something relatively harmless,
such as displaying messages or ejecting the CD drive, or
something destructive, such as deleting the entire hard drive.

POJO

Acronym for Plain Old Java Objects that is one form of the
database interface provided by Hibernate.

policies

Policies provide the initial protection mechanism for the fire-
wall, allowing you to determine what traffic passes across it
based on IP session details. They protect the Trusted network
from outsider attacks, such as the scanning of Trusted servers.
Policies create an environment in which you set up security
policies to monitor traffic attempting to cross your firewall.

port

A logical channel or channel endpoint in a communications
system, used to distinguish between different logical channels
on the same network interface on the same computer. Each
application program has a unique port number associated with
it.

protected network

A network protected by IWSA (InterScan Web Security Appli-
ance).

proxy

A process providing a cache of items available on other serv-
ers which are presumably slower or more expensive to access.
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proxy server

A World Wide Web server which accepts URLs with a special
prefix, used to fetch documents from either a local cache or a
remote server, then returns the URL to the requester.

public-key encryption

An encryption scheme where each person gets a pair of “keys,”
called the public key and the private key. Each person's public
key is published while the private key is kept secret. Messages
are encrypted using the intended recipient's public key and can
only be decrypted using his or her private key. Also see
authentication and digital signature.

purge

To delete all, as in getting rid of old entries in the logs.

quarantine

To place infected data such as email messages, infected
attachments, infected HTTP downloads, or infected FTP files in
an isolated directory (the Quarantine Directory) on your server.

queue

A data structure used to sequence multiple demands for a
resource when mail is being received faster than it can be pro-
cessed. Messages are added at the end of the queue, and are
taken from the beginning of the queue, using a FIFO (first-in,
first-out) approach.

recipient

The person or entity to whom an email message is addressed.

registration

The process of identifying yourself as a company customer,
using a product Registration Key, on the company Online Reg-
istration screen.

https://olr.trendmicro.com/registration

Registration Key

A 22-character code, including hyphens, that is used to register
in the customer database. Here is an example of a Registration
Key: SM-27RT-UY4Z-39HB-MNW8

Also see Activation Code

relay

To convey by means of passing through various other points.

remote access tool (RAT)

Hardware and software that allow a legitimate system adminis-
trator to manage a network remotely. However, these same
tools can also be used by intruders to attempt a breach of your
system security.
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removable drive

A removable hardware component or peripheral device of a
computer, such as a zip drive.

replicate To self-reproduce. As used in this documentation, the term
refers to viruses or worms that can self-reproduce.
report basket Collection of reports maintained in the Investigation Basket

user interface object.

report template

Object that contains the TMQL query and visualization informa-
tion necessary to generate a report.

router

This hardware device routes data from a local area network
(LAN) to a phone line's long distance line. Routers also act as
traffic cops, allowing only authorized machines to transmit data
into the local network so that private information can remain
secure. In addition to supporting these dial-in and leased con-
nections, routers also handle errors, keep network usage sta-
tistics, and handle security issues.

scan

To examine items in a file in sequence to find those that meet a
particular criteria.

scan engine

The module that performs antivirus scanning and detection in
the host product to which it is integrated.

scheduled report

Generated report that is run at regular time intervals.

script A set of programming commands that, once invoked, can be
executed together. Other terms used synonymously with
“script” are “macro” or “batch file.”

seat A license for one person to use a particular product.

sector A physical portion of a disk. (Also see partition, which is a logi-

cal portion of a disk.)
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Secure Socket Layer (SSL)

Secure Socket Layer (SSL), is a protocol designed by
Netscape for providing data security layered between applica-
tion protocols (such as HTTP, Telnet, or FTP) and TCP/IP. This
security protocol provides data encryption, server authentica-
tion, message integrity, and optional client authentication for a
TCP/IP connection.

server

A program which provides some service to other (client) pro-
grams. The connection between client and server is normally
by means of message passing, often over a network, and uses
some protocol to encode the client's requests and the server's
responses. The server may run continuously (as a daemon),
waiting for requests to arrive, or it may be invoked by some
higher-level daemon which controls a number of specific serv-
ers.

server farm

A server farm is a network where clients install their own com-
puters to run Web servers, e-mail, or any other TCP/IP based

services they require, making use of leased permanent Internet
connections with 24-hour worldwide access. Instead of expen-
sive dedicated-line connections to various offices, servers can
be placed on server farm networks to have them connected to
the Internet at high-speed for a fraction of the cost of a leased

line.

shared drive

A computer peripheral device that is used by more than one
person, thus increasing the risk of exposure to viruses.

signature

See virus signature.

signature-based spam
detection

A method of determining whether an email message is spam
by comparing the message contents to entries in a spam data-
base. An exact match must be found for the message to be
identified as spam. Signature-based spam detection has a
nearly zero false positive rate, but does not detect “new” spam
that isn’t an exact match for text in the spam signature file.
Also see rule-based spam detection.

Also see false positive.
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SMTP

Simple Mail Transfer Protocol—A protocol used to transfer
electronic mail between computers, usually over Ethernet. It is
a server-to-server protocol, so other protocols are used to
access the messages.

SMTP server

A server that relays email messages to their destinations.

SNMP

Simple Network Management Protocol—A protocol that sup-
ports monitoring of devices attached to a network for conditions
that merit administrative attention.

SNMP trap

A trap is a programming mechanism that handles errors or
other problems in a computer program. An SNMP trap handles
errors related to network device monitoring.

See SNMP.

Solr

Apache solr is an enterprise search server based on Apache
Lucene. This program intends to use Solr as its primary mech-
anism for retrieving data.

Solr Core

Multiple cores allow you to have a single Solr instance with
separate configurations and indexes, with their own config and
schema for very different applications, but still have the conve-
nience of unified administration

Solr Shard

When an index becomes too large to fit on a single solr system,
or when a single query takes too long to execute, an index can
be split into multiple shards, and solr can query and merge
results across those shards. A shard has its own instance of
solr namely JVM and indexes, unlike core that share them
within an instance.

spam

Unsolicited email messages meant to promote a product or
service.

Spyware

Advertising-supported software that typically installs tracking
software on your system, capable of sending information about
you to another party. The danger is that users cannot control
what data is being collected, or how it is used.
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subnet mask

In larger networks, the subnet mask lets you define subnet-
works. For example, if you have a class B network, a subnet
mask of 255.255.255.0 specifies that the first two portions of
the decimal dot format are the network number, while the third
portion is a subnet number. The fourth portion is the host num-
ber. If you do not want to have a subnet on a class B network,
you would use a subnet mask of 255.255.0.0.

A network can be subnetted into one or more physical net-
works which form a subset of the main network. The subnet
mask is the part of the IP address which is used to represent a
subnetwork within a network. Using subnet masks allows you
to use network address space which is normally unavailable
and ensures that network traffic does not get sent to the whole
network unless intended. Subnet masks are a complex feature,
so great care should be taken when using them. Also see IP
address.

syslog Syslog is an event-based messaging system that allows users
to collect logs for analysis.

tagging The process of adding additional identifying information to
events.

target The scope of activity to be monitored for a violating event, such

(Also see action and notifi-
cation)

as a virus being detected in an email message. For example,
you could target virus scanning of all files passing into and out
of your network, or just files with a certain file name extension.

TCP Transmission Control Protocol—TCP is a networking protocol,
most commonly use in combination with IP (Internet Protocol),
to govern connection of computer systems to the Internet.

Telnet The Internet standard protocol for remote login that runs on top

of TCP/IP (Transmission Control Protocol/Internet Protocol).
This term can also refer to networking software that acts as a
terminal emulator for a remote login session.
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Threat Discovery Appliance

Threat Discovery Appliance is a next-generation network moni-

(TDA) toring product that uses a combination of intelligent rules, algo-
rithms, and signatures to detect a variety of malware including
worms, Trojans, backdoor programs, viruses, spyware,
adware, and other threats.

TMQL Trend Micro Query Language. Provides a unified query inter-

face to Zero Gravity SOLR and DB data stores.

top-level domain

The last and most significant component of an Internet fully
qualified domain name, the part after the last “.”. For example,
host wombat.doc.ic.ac.uk is in top-level domain “uk” (for United
Kingdom).

Total Solution CD

A CD containing the latest product versions and all the patches
that have been applied during the previous quarter. The Total
Solution CD is available to all Premium Support customers.

traffic

Data flowing between the Internet and your network, both
incoming and outgoing.

Transmission Control Pro-
tocol/Internet Protocol

A communications protocol which allows computers with differ-
ent operating systems to communicate with each other. Con-

(TCP/IP) trols how data is transferred between computers on the
Internet.
trigger An event that causes an action to take place. For example,

your product detects a virus in an email message. This may
trigger the message to be placed in quarantine, and a notifica-
tion to be sent to the system administrator, message sender,
and message recipient.

Trojan Horse

A malicious program that is disguised as something benign. A
Trojan is an executable program that does not replicate, but
instead, resides on a system to perform malicious acts, such
as opening a port for an intruder.

true-file type

Used by IntelliScan, a virus scanning technology, to identify the
type of information in a file by examining the file headers,
regardless of the file name extension (which could be mislead-

ing).
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trusted domain

A domain from which your product will always accept mes-
sages, without considering whether the message is spam. For
example, a company called Dominion, Inc. has a subsidiary
called Dominion-Japan, Inc. Messages from domin-
ion-japan.com are always accepted into the dominion.com net-
work, without checking for spam, because the messages are
from a known and trusted source.

trusted host

A server that is allowed to relay mail through your network
because they are trusted to act appropriately and not, for
example, relay spam through your network.

tunnel interface

A tunnel interface is the opening, or doorway, through which
traffic to or from a VPN tunnel passes. A tunnel interface can
be numbered (that is, assigned an IP address) or unnumbered.
A numbered tunnel interface can be in either a tunnel zone or
security zone. An unnumbered tunnel interface can only be in a
security zone that contains at least one security zone interface.
The unnumbered tunnel interface borrows the IP address from
the security zone interface. Also see Virtual Private Network
(VPN).

tunnel zone

A tunnel zone is a logical segment that hosts one or more tun-
nel interfaces. A tunnel zone is associated with a security zone
that acts as its carrier.
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tunneling

A method of sending data that enables one network to send
data through another network’s connections. Tunnelling is used
to get data between administrative domains which use a proto-
col that is not supported by the Internet connecting those
domains.

With VPN tunneling, a mobile professional dials into a local
Internet Service Provider's Point of Presence (POP) instead of
dialing directly into their corporate network. This means that no
matter where mobile professionals are located, they can dial a
local Internet Service Provider that supports VPN tunneling
technology and gain access to their corporate network, incur-
ring only the cost of a local telephone call.

When remote users dial into their corporate network using an
Internet Service Provider that supports VPN tunneling, the
remote user as well as the organization knows that it is a
secure connection. All remote dial-in users are authenticated
by an authenticating server at the Internet Service Provider's
site and then again by another authenticating server on the
corporate network. This means that only authorized remote
users can access their corporate network, and can access only
the hosts that they are authorized to use.

URL

Universal Resource Locator—A standard way of specifying the
location of an object, typically a Web page, on the Internet, for
example, www.trendmicro.com. The URL maps to an IP
address using DNS.

VBscript virus

VBscript (Microsoft Visual Basic scripting language) is a simple
programming language that allows Web developers to add
interactive functionality to HTML pages displayed in a browser.
For example, developers might use VBscript to add a “Click
Here for More Information” button on a Web page.

A VBscript virus is a virus that is targeted at these scripts in the
HTML code. This enables the virus to reside in Web pages and
download to a user’s desktop through the user’s browser.

Also see JavaScript virus.

GL-28




Glossary

TERM

EXPLANATION

virtual IP address (VIP
address)

A VIP address maps traffic received at one IP address to
another address based on the destination port number in the
packet header.

Virtual Local Area Network
(VLAN)

A logical (rather than physical) grouping of devices that consti-
tute a single broadcast domain. VLAN members are not identi-
fied by their location on a physical subnetwork but through the
use of tags in the frame headers of their transmitted data.
VLANSs are described in the IEEE 802.1Q standard.

Virtual Private Network
(VPN)

A VPN is an easy, cost-effective and secure way for corpora-
tions to provide telecommuters and mobile professionals local
dial-up access to their corporate network or to another Internet
Service Provider (ISP). Secure private connections over the
Internet are more cost-effective than dedicated private lines.
VPNs are possible because of technologies and standards
such as tunneling and encryption.

virtual router

A virtual router is the component of Screen OS that performs
routing functions. By default, your company’s GateLock sup-
ports two virtual routers: Untrust-VR and Trust-VR.

virtual system

A virtual system is a subdivision of the main system that
appears to the user to be a stand-alone entity. Virtual systems
reside separately from each other in the same GateLock
remote appliance; each one can be managed by its own virtual
system administrator.

virus

A computer virus is a program — a piece of executable code —
that has the unique ability to infect. Like biological viruses,
computer viruses can spread quickly and are often difficult to
eradicate.

In addition to replication, some computer viruses share another
commonality: a damage routine that delivers the virus payload.
While payloads may only display messages or images, they
can also destroy files, reformat your hard drive, or cause other
damage. Even if the virus does not contain a damage routine, it
can cause trouble by consuming storage space and memory,
and degrading the overall performance of your computer.
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virus kit

A template of source code for building and executing a virus,
available from the Internet.

virus signature

A virus signature is a unique string of bits that identifies a spe-
cific virus. Virus signatures are stored in the virus pattern file.
The scan engine compares code in files, such as the body of
an email message, or the content of an HTTP download, to the
signatures in the pattern file. If a match is found, the virus is
detected, and is acted upon (for example, cleaned, deleted, or
quarantined) according to your security policy.

virus trap Software that helps you capture a sample of virus code for
analysis.
virus writer Another name for a computer hacker, someone who writes

virus code.

visualization platform

(VP) provides scalable log collection and application develop-
ment framework. Collect > Normalize > Store > Query >
Visualize. The platform can collect and store heterogeneous
types of information such as logs, the Threat Encyclopedia, AD
data, and so on.

Web

The World Wide Web, also called the Web or the Internet.

Web server

A server process running at a Web site which sends out Web
pages in response to HTTP requests from remote browsers.

Web services

Web services describe a standardized way of integrating
Web-based applications using the XML, SOAP, WSDL and
UDDI open standards over an Internet protocol (HTTP).

Whois A utility to allow users to look up domain names and owners of
those domains with only an IP address.
widget Visual renderings of the report templates. Widgets are con-

tained in the Dashboard.
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wildcard A term used in reference to content filtering, where an asterisk
(*) represents any characters. For example, in the expression
*ber, this expression can represent barber, number, plumber,
timber, and so on. The term originates from card games, in
which a specific card, identified as a “wildcard,” can be used for
any number or suit in the card deck.

workbench User interface screens in which the product logs and event
data are queried and analyzed.

working directory The destination directory in which the main application files are
stored, such as /etc/iscan/iwss.

workstation (also known as | A general-purpose computer designed to be used by one per-
client) son at a time and which offers higher performance than nor-
mally found in a personal computer, especially with respect to
graphics, processing power and the ability to carry out several
tasks at the same time.

worm A self-contained program (or set of programs) that is able to
spread functional copies of itself or its segments to other com-
puter systems.

Zero Download Technology enabling the decryption and reading of Private
Post encrypted email messages using any modern Web
browser.

zip file A compressed archive (in other words, “zip file") from one or

more files using an archiving program such as WinZip.

zone A zone can be a segment of network space to which security
measures are applied (a security zone), a logical segment to
which a VPN tunnel interface is bound (a tunnel zone), or a
physical or logical entity that performs a specific function (a
function zone).
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