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Preface

Preface

Welcome to the Trend Micro™ PortalProtect™ Installation and Upgrade Guide. This
guide contains basic information about the tasks you need to perform to deploy
PortalProtect to protecting your SharePoint servers. It is intended for novice and
advanced users who want to plan, deploy, and test PortalProtect.

This preface discusses the following topics:

*  PortalProtect Documentation

o Audience

*  Document Conventions

PortalProtect Documentation

PortalProtect documentation consists of the following:

*  Online Help—Web-based documentation that is accessible from the product
console. The Online Help contains explanations about PortalProtect features.

* Installation and Deployment Guide—PDF documentation that can be
downloaded from the Trend Micro Web site. This document contains instructions
about deploying PortalProtect, a task that includes planning and testing.

*  Administrator’s Guide—Helps you configure all product settings.
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*  Readme File—Contains late-breaking product information that might not be
found in the other documentation. Topics include a description of features,
installation tips, known issues, and product release history.

Tip: Trend Micro recommends checking the corresponding link from the Update Center

(http://www.trendmicro.com/download) for updates to the documentation.

Audience

PortalProtect documentation assumes a basic knowledge of security systems and
administration of SharePoint services. The Installation and Deployment Guide,
Administrator’s Guide, and Online Help are designed for network administrators.

Document Conventions

To help you locate and interpret information easily, the PortalProtect documentation
uses the following conventions.

TABLE I-1. Conventions used in PortalProtect documentation
CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain com-

mands and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs,
options, and ScanMail tasks

Monospace Examples, sample command lines, program code, and
program output

Configuration notes
Note:

Recommendations
Tip:



http://www.trendmicro.com/download
http://www.trendmicro.com/download

Preface

TABLE I-1. Conventions used in PortalProtect documentation

CONVENTION

DESCRIPTION

WARNING!

Reminders on actions or configurations that should be

avoided
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Chapter 1

Planning PortalProtect™ Installation
and Upgrade

Trend Micro PortalProtect™ is a server-based security solution for Microsoft
SharePoint™ Server 2010/2013/2016. Trend Micro designed PortalProtect to provide
protection against attacks from viruses and other security threats.

This section lists the minimum system requirements and the steps needed to prepare for
the PortalProtect installation. It also provides information about basic upgrading issues

and suggestions about various PortalProtect features. This chapter includes information
about:

e System Requirements starting on page 1-2
*  Deployment Strategy starting on page 1-8
*  Preparing for Installation starting on page 1-12

11
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System Requirements

The following sections lists the system requirements for PortalProtect.

PortalProtect 2.5 with SharePoint Server 2016

You need the following to effectively run PortalProtect 2.5 with SharePoint Server 2016:
TABLE 1-1. PortalProtect 2.5 with SharePoint Server 2016

HARDWARE/SOFT
WARE REQUIREMENT RECOMMENDED
Processor * X64 architecture-based processor that supports Intel
Extended Memory 64 Technology (Intel EM64T)
* X64 architecture-based computer with AMD 64-bit
processor that supports AMD64 platform
Memory 1-GB RAM 2-GB RAM or higher
(Exclusively for PortalProtect) (Exclusively for PortalPro-
tect)
Disk Space 2-GB free disk space 5-GB free disk space
Windows Server | ¢ Windows Server 2016 Standard or Datacenter
* Windows Server 2012 R2 Standard or Datacenter
* Windows Server 2012 Standard or Datacenter
SharePoint Ser- * Microsoft SharePoint Server 2016
vice / Server
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HARDWARE/SOFT
WARE

REQUIREMENT RECOMMENDED

Web Server

* Microsoft Internet Information Services (11S) 8.5

* Microsoft Internet Information Services (11S) 8.0

The following IIS features are required for PortalProtect instal-
lation:

e Common HTTP Features
* Static Content
* Default Document
¢ Directory Browsing
e HTTP Errors
¢ Application Development
e Common Gateway Interface (CGl)
* ISAPI Extensions
* ISAPI Filters
* Health and Diagnostic
¢ HTTP Logging
* Request Monitor
e Security
* Windows Authentication
* Performance
e Static Content Compression
* Management Tools
* |IS Management Console
* |IS 6 Management Compatibility
* |IS 6 Metabase Compatibility
* |IS 6 WMI Compatibility
* |IS 6 Scripting Tools
* |IS 6 Management Console

Note: CGI must be installed manually, while other features
are installed together with SharePoint servers.

Browser

* Microsoft Internet Explorer 7.0 or above
* Mozilla Firefox 3.0 or above

1-3
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PortalProtect 2.5 with SharePoint Server 2013

You need the following to effectively run PortalProtect 2.5 with SharePoint Server 2013:
TABLE 1-2.  PortalProtect 2.5 with SharePoint Server 2013

HARDWARE/SOFT
WARE REQUIREMENT RECOMMENDED
Processor * X64 architecture-based processor that supports Intel
Extended Memory 64 Technology (Intel EM64T)
* X64 architecture-based computer with AMD 64-bit
processor that supports AMD64 platform
Memory 1-GB RAM 2-GB RAM or higher
(Exclusively for PortalProtect) (Exclusively for PortalPro-
tect)
Disk Space 2-GB free disk space 5-GB free disk space

Windows Server | « Windows Server 2012 R2 Standard or Datacenter

* Windows Server 2012 Standard or Datacenter

* Windows Server 2008 R2 Standard with SP1 (64-bit)
* Windows Server 2008 R2 Enterprise with SP1 (64-bit)

SharePoint Ser- ¢ Microsoft SharePoint Server 2013 or above
vice / Server
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HARDWARE/SOFT
WARE

REQUIREMENT RECOMMENDED

Web Server

* Microsoft Internet Information Services (11S) 8.5

* Microsoft Internet Information Services (11S) 8.0

* Microsoft Internet Information Services (1I1S) 7.5

The following IIS features are required for PortalProtect instal-
lation:

e Common HTTP Features
* Static Content
* Default Document
¢ Directory Browsing
e HTTP Errors
¢ Application Development
e Common Gateway Interface (CGl)
* ISAPI Extensions
* ISAPI Filters
* Health and Diagnostic
¢ HTTP Logging
* Request Monitor
e Security
* Windows Authentication
* Performance
e Static Content Compression
* Management Tools
* |IS Management Console
* |IS 6 Management Compatibility
* |IS 6 Metabase Compatibility
* |IS 6 WMI Compatibility
* |IS 6 Scripting Tools
* |IS 6 Management Console

Note: CGI must be installed manually, while other features
are installed together with SharePoint servers.

Browser

* Microsoft Internet Explorer 7.0 or above
* Mozilla Firefox 3.0 or above

1-5
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PortalProtect 2.5 with SharePoint Server 2010

You need the following to effectively run PortalProtect 2.5 with SharePoint Server 2010:

TABLE 1-3. PortalProtect 2.5 with SharePoint Server 2010

HARDWARE/SOFT
WARE REQUIREMENT RECOMMENDED
Processor * X64 architecture-based processor that supports Intel
Extended Memory 64 Technology (Intel EM64T)
* X64 architecture-based computer with AMD 64-bit
processor that supports AMD64 platform
Memory 1-GB RAM 2-GB RAM or higher
(Exclusively for PortalProtect) (Exclusively for PortalPro-
tect)
Disk Space 2-GB free disk space 5-GB free disk space
Windows Server | ¢ Windows Server 2008 R2 Standard with SP1 (64-bit)
* Windows Server 2008 R2 Enterprise with SP1 (64-bit)
* Windows Server 2008 with Service Pack 2 (64-bit)
SharePoint Ser- | « Microsoft SharePoint Server 2010 or above
vice / Server
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HARDWARE/SOFT
WARE

REQUIREMENT RECOMMENDED

Web Server

* Microsoft Internet Information Services (1I1S) 7.5

* Microsoft Internet Information Services (1I1S) 7.0

The following IIS features are required for PortalProtect instal-
lation:

e Common HTTP Features
* Static Content
* Default Document
¢ Directory Browsing
e HTTP Errors
¢ Application Development
e Common Gateway Interface (CGl)
* ISAPI Extensions
* ISAPI Filters
* Health and Diagnostic
¢ HTTP Logging
* Request Monitor
e Security
* Windows Authentication
* Performance
e Static Content Compression
* Management Tools
* |IS Management Console
* |IS 6 Management Compatibility
* |IS 6 Metabase Compatibility
* |IS 6 WMI Compatibility
* |IS 6 Scripting Tools
* |IS 6 Management Console

Note: CGI must be installed manually, while other features
are installed together with SharePoint servers.

Browser

* Microsoft Internet Explorer 7.0 or above
* Mozilla Firefox 3.0 or above

1-7
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PortalProtect supports the following Microsoft SQL Server versions:

Microsoft SQL Server 2016
Microsoft SQL Server 2014
Microsoft SQL Server 2012
Microsoft SQL Server 2008 R2
Microsoft SQL Server 2008

Note: Trend Micro recommends using the same SQL Server for PortalProtect and

SharePoint.

You need the following to effectively run the CM agent:

CM server 6.0 or above

Deployment Strategy

You can configure PortalProtect to run on one stand-alone server or use a server farm
configuration. Configure PortalProtect to use server farms according to one of the

following models:

SharePoint Services Small Server Farm

Note:

(services), also called the Web front-end servers.

PortalProtect is installed to servers that are running the Web application servers
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User Requests

Web Server
Application Server

Al

T

Database

-

FIGURE 1-1.  Small server farm configuration
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SharePoint Services Medium Server Farm

Option A
User Requests
Web Server
Index Server
Query Server Web Server

Other application roles

Clustered or Mirrored
S0L Server

FIGURE 1-2. Medium server farm

1-10

Option B
User Requests
Web Server
Query Server |
Web Server
Index Server

Other application roles

|| Clustered or Mirrored
S0L Server
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SharePoint Services Large Server Farm

User Requests

Each Server includes:
‘E‘ ® Web role
® Query role

il

El Application Servers

J

Clustered or Mirrored
SQL Server

FIGURE 1-3. Large server farm configuration
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Preparing for Installation

Consider the following to ensure a smooth deployment of PortalProtect to your
network:

Install PortalProtect 2.5 to a server with the appropriate server platforms installed;
see System Requirements starting on page 1-2 for more information. Microsoft
Internet Information Services (IIS) is a required for a successful installation.

A started 1IS Web application pool Defaul tAppPool will be used for
PortalProtect 2.5 installation. If Defaul tAppPool does not exist, create it using
the following basic settings:

¢ . NET CLR version: V4.0
¢ Managed pipeline mode: Integrated

Registration Key/Activation Code: During installation, the setup program
prompts for an Activation Code. Use the Registration Key that came with
PortalProtect to obtain an Activation Code online from the Trend Micro Web site.
The setup program provides a link to the Trend Micro Web site.

Privileges for Required Accounts: Specify the permissions for the following
accounts required in installation:

*  Program Setup Account: The program setup account is used to authorize
execution of the installation program. It must have local administrator
privileges to where you launch the installation program and local administrator
privileges to all the target server(s) where you plan to install PortalProtect 2.5. It
must also be the user account that already joins the domain where the server(s)
to install PortalProtect 2.5 belong.

*  PortalProtect Configuration Database Access Account: Specify required
database roles for the account to access PortalProtect configuration databases.
See PortalProtect Database Permission Requirements on page A-1 for more
information.

*  SharePoint Database Access Account: Specify required database roles for
the account to access SharePoint databases. See PortalProtect Database Permission
Reguirements on page A-1 for more information.

Note: Trend Micro highly recommends that you use the same account to access the
PortalProtect and SharePoint databases.
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Proxy information: During installation, the setup program prompts for proxy
information. If a proxy server handles Internet traffic on your network, you must
type the proxy server information, user name, and password to receive virus pattern
file and scan engine updates. If you do not enter proxy information during
installation, you can configure it later from the Administration menu.

Management group: During installation, the setup program prompts for
management group selection. Select an existing Active Directory group for
management and the setup program will grant this group permission to manage
PortalProtect. Users in this group may log on to the PortalProtect Web management
console.
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Chapter 2

Installing and Removing PortalProtect

This section describes how to install and remove PortalProtect. It also provides
information and suggestions about various PortalProtect features.

Administrators can easily install PortalProtect to a local server or to multiple servers

simultaneously. Likewise, if an administrator wants to remove PortalProtect from one or
many servers, the process is simple and intuitive.

This chapter includes information about:

Performing a Fresh Installation of Porta/Protect starting on page 2-2
Post Installation on page 2-25

Testing Your Installation starting on page 2-41

Remwoving PortalProtect starting on page 2-42

241
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Performing a Fresh Installation of PortalProtect

Tip: Before installing PortalProtect 2.5, be sure to review the Known Issues contained in the
Readme document.

You can install PortalProtect in two ways:

*  Using an installation program called setup.exe (see To perform a fresh installation using
setup.exe: on page 2-2

*  Using a silent installation program called SilentSetup.bat (see Tv perform a fresh
installation of PortalProtect using SilentSetup.bat: on page 2-20)

Setup.exe Installation

PortalProtect provides a user-friendly installation program, which can be used for both
local and remote installation. The setup program enables you to install PortalProtect on
one or many servers and rapidly deploy it to all SharePoint servers in your entetrprise.

The target servers must be part of your network and you must have access with
administrator privileges.

To perform a fresh installation using setup.exe:

1. Run setup.exe from the PortalProtect 2.5 to start the installation.

The PortalProtect Installation Welcome screen appears.
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Welcome to the PortalProtect 2.5 setup
program

Setup will install or uninstal PortalProtect 2.50n
your computer(s). Click Next to continue or Cancel
Lo ex2.

WARNIMG: This program is protected by copyright
laws and intemational treaties.

T

FIGURE 2-1. PortalProtect Installation Welcome screen
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2-4

2.

Click Next >. The License Agreement screen appears.

Trend Micro PortalProtect Setup

License Agreement -
Please read the following icense agreement carsfully ”“' IB EEE

IMPORTANT: READ CAREFULLY. USE OF TREND
MICRO SOFTWARE AND SERVICES BY BUSINESS AND
OTHER ENTITIES IS SUBJECT TQ THE FOLLOWING
LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and
Services

' | accept the tems in the cense agresment
" | do not accept the terms in the license agreement

cBack [ Met> | Cancel

FIGURE 2-2. License Agreement screen

Read the license agreement. If you accept the terms, select I accept the terms in
the license agreement and click Next >. The setup program begins checking your
system requirements. If you do not accept the terms, click Cancel to exit the setup
program.

The Select an Action screen (1) appears. Choose one of the following installation
options:

e for SharePoint stand-alone server

¢ for SharePoint server farm environment

After selecting the appropriate options, click Next >.
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Note:  Whether to select install for SharePoint stand-alone server or install for
SharePoint server farm environment depends on your SharePoint deployment
mode. If SharePoint will be deployed with farm mode, you must select for
SharePoint server farm environment. Otherwise, if SharePoint will be
deployed in the stand-alone mode (basic deployment) you should select for
SharePoint stand-alone server.

Trend Micro PortalProtect Setup

Select an Action 3
Install. vpgrade or uninstall the program ”" IBEEE

(¥ for ShareFoint stand-slone server
" for SharePoint server famm environment

cBack [ Net> | Cancel

FIGURE 2-3. Select an Action screen (1)
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4. 'The Select an Action Install, upgrade or uninstall PortalProtect screen
appears.

After selecting the appropriate options, click Next >.

Select an Action
Install, upgrade or uninstall the program @IEEEE.

@ Fresh install FotalFrotect 2.5
" Upgrade from v2.1
 Uninstal

thdtIMl:IGmcd

FIGURE 2-4. Select an Action screen (2)
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5.

The Product Activation screen appears.

Trend Micro PortalProtect Setup

Product Activation

“Y'ou musgt activate PortalPratect to enable scanning and security updates.

Eeaister Online
To obtain the Activation Code, register the product online using the supplied R egistration
Key.

Activation Code: | i
[ 2R o S OB o PR )

Activate your products to enable scanning and securnity updates. e/ Il? E ':"3-

< Back | Mest > | Cancel

FIGURE 2-5. Product Activation screen

Product Activation requires two steps:

a.  You must register PortalProtect online to receive an Activation Code. Click

Register Online. This opens the Trend Micro online registration Web page in
your browser. Follow the prompts to complete the registration. When you have

registered, Trend Micro sends you an Activation Code via e-mail.

b. Type the Activation Code and click Next > to proceed with the installation.
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6. The Select Target Server(s) screen appeats.

Trend Micro PortalProtect Setup

Select Target Server(s]
Please specify the server(z] on which you want to install PortalProtect "» I’? E]:IE-

Fleaze specify the server(z) on which vou want to install PortalProtect

* |nstall to local server

" Install to multiple servers

< Back | Mest > | Cancel |

FIGURE 2-6. Select Target Server(s) screen

Select from the following options:

Install to local server (recommended)—use to install to a local server. After
selecting, click Next > to continue the installation.

Install to multiple servers (remote installation)—select and choose the target
servers to which you want to install PortalProtect. Type or Browse for the
Computer name, and Add one or more servers. When you are satisfied with
the list of target servers, click Next > to continue the installation. You will be

prompted to enter your remote server logon account information.
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7. The Configure Shared/Target Directory screen displays.

Trend Micro PortalProtect Setup
Configure Shared/Target Directory
Please input shared and farget drectory for ingtaling PodtalProtect ”‘J IEE Ee

To install/uninstall PortalProtect, the setup program uses a shared folder on target server
to store suppor files.

Shared directory: Cs

Please specify PotalProtect install folder.

& Defaut path <Defauk Program Fikes Path>\Trend Micro'\Portal Protect

" Specify path: | Program Files\Trend Micro'\PortalProtect

NOTE: UNC path format is not supported,

cBack [ Net> | Cocel |

FIGURE 2-7. Configure Shared/Target Directory screen

Accept the default path for the shared folder on the target server, or type a new
path in the Specify path field. Click Next >.

WARNING! You must enter English-only characters in the Specify path field
otherwise the installation will be unsuccessful.

Note: PortalProtect only accepts Windows default shares for Shared directories, such as

C$, D$ and so on.

8. The Web Server Information screen appears.

29
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Web Server Information
%) TreNe

Plezse enterthe configuration of the Web server

Corfigure the PortalProtect Web management console.

Web Management Console Sefiings
¥ Enable 55L
Ceificate validty: Bl year(s)
55L Port: 16373

< Back Neot > Cancel

FIGURE 2-8. Web Server Information screen

Type the SSL port number for the Web Management Console in the SSL Port field.
Click Next >.
9. The PortalProtect Configuration Database screen appears.
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Trend Micro PortalProtect Setup.

PortalProtect Configuration Database .
Speciy the PortalPritect configuration datzbase location ”_J

Specify PorttalProtect configuration database location

| Userdefined SQL Server |
| SharePoint SQL Server
Avhentication: |W|1dw3 Authentication ;I

User name: (Domain'\Usemame)
Password:

Database selection: (v Craate database for PortalProtect
™ Use existing database for PotalProtect

Database name ]

[ cBak | 1w | cancal

FIGURE 2-9. PortalProtect Configuration Database screen

Select from the following options:
*  Specify PortalProtect configuration database location:

i. SharePoint SQL Server—installs PortalProtect to a SharePoint SQL
server

ii. User-defined SQL Server—installs PortalProtect to a user-defined SQL
server

Note: To automatically create or use an existing PortalProtect configuration database,
you must perform this installation from an account with dbcreator permission
privilege. If the dbcreator role is not available, see PortalProtect Database
Permission Reguirements on page A-1.

*  Authentication—choose from Windows Authentication or SQL Server
Authentication



Trend Micro™ PortalProtect™ 2.5 Installation and Deployment Guide

Note: Trend Micro strongly suggests using Windows Authentication.

User name—type as required

Password—type as required

10. Click Next >. The Checking Target Server System Requirements screen
appears.

Trend Micro PortalProtect Setup

Checking Target Server System Requirements ” TREND
"u 1CRO

Piease wa whie Setup checks target server(s) for minimum system requinements

' Computer Name SharePont Server Status
EvnATHPaDSESSheont 2016 Freshinstal

Passed for new instalation: 1
Fazzed for uporade: [}

Faiied: 0

FIGURE 2-10. Checking Target Server System Requirements screen

The installation program will analyze the systems to ensure the following on each of
the target servers where PortalProtect will be installed:

Whether the target server is running the correct version of Windows
Whether the target server is running correct SharePoint version with Web
application

Whether the correct privileges have been provided to logon the target server

Whether the correct SharePoint DB access account is specified to access the
SharePoint configDB
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Verify the Status reads Fresh Install, and click Next >.

11. The Management Group Selection screen appears.

12.

Trend Micro PortalProtect Setup

t Group Sel

o )) TREND
Select an Active Directory group for PortalProtect management "-‘ MICRO

Fleaze zelect an existing Active Directory group for management, The setup program will
grant this group permizzion to manage PortalProtect. Uzers in this group may log on to the
PortalProtect \Web management congole.

" Select Active Directary Group SE

Dromair: |

Group: |

Drescription: |

1 lse Local Server Administrator Groug

< Back | Mewt > | Cancel

FIGURE 2-11. Management Group Selection screen

Note:

You must use an existing Active Directory group, or create a new one before you
complete this step. If you select Use Local Server Administrator Group,
accounts with administrator privilege on each target server can logon its own
PortalProtect Management Console locally.

Select Use Local Server Administrator Group, if you do not wish to select an

active directory group now, or do the following to choose an active directory group:

*  Choose Select Active Directory Group and click Select to choose a
pre-existing group; the Domain, Group, and Description fields then populate
accordingly.

Click Next >.

13. The Connection Settings screen appears.
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14.

Trend Micro PortalProtect Setup

Connection Settings .
Fleaze enter the configuration for connections "-‘ I’,‘ E ?E-

PortalProtect uses the following zettings during product activation and component download.

Prosy Settings
I ses a prowy server to connect ta Internet
o & HTTP
80

< Back | Mewt > | Cancel

FIGURE 2-12. Connection Settings screen

If you use a proxy server, select Uses a proxy server to connect to Internet, and
enter the following:

*  Proxy type—HTTP or SOCKS 5)
e Address—(IP)
*  Port—(Port number)

* Ifyour proxy server requires a password, type the User name and Password in

the fields provided.
Click Next >.

The Control Manager Server Settings screen appears.
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15.

Trend Micro PortalProtect Setup

Control Manager Server Seltings 1
Flease enter the configuration for connect to Control Manager Server "J IBE?E

I Register PartalProtect Agent to Cantral Manager Server

< Back | Mext » | Cancel

FIGURE 2-13. Control Manager Server Settings screen

Click Next > to accept the default settings, or select Register PortalProtect
Agent to Control Manager Server and enter the following:

Server Address
Port—Port number
Connect using HTTPS—(if desired).

If a proxy server is used, select Uses a proxy server to connect to CM server,
and click Proxy Server Settings to modify. Refer to the Administrator’s Guide
for more information.

1f Web Server Authentication is required, type the User Name and
Password.

Click Next >.

The Email Notification Settings screen appears.
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Trend Micro PortalProtect Setup

Email Motification Settings .
Fleaze enter the configuration for email notification ™

PortalProtect will uze the following SMTF zerver settings when sending email-based
natifications.

r :_Send email-based natificatio

< Back | Mewt > | Cancel

FIGURE 2-14. Email Notification Settings screen

If you wish to send email based notifications, enter the following:
*  Select, Send email-based notifications.
*  Type the SMTP server Address and Port.

*  To enable Administrator email notification, type the administrator(s) email
address(es) in the Email address field. Use a semicolon to separate multiple
addresses.

*  Click Next >.

16. The Review Settings screen appears.
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Review Settings
Please review and confrm all sefings @ IEE'.‘E‘

Setup will use the folowing information dusing installaion:

Target Sarverg) list:
(WIN-RTMPGDSEGUO

FProduct Activation:
[Deﬂi’ﬂbn Directony:

Web Sarvar:
Senver Type: 115

[ Update the pattem when instalizfion is completel

<Back [ bmd | Cocel

FIGURE 2-15. Review Settings screen

Check the settings as they are displayed on screen, and go back to make any

changes if needed. Click Update the pattern when installation is complete, if
you wish to do soj; then, click Install.

17. The Installation Progress screen displays.
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Installation Progress

Fleaze wait while Setup installz PortalPratect at selected destination(z]. This
may take a few minutes. ..

—

Elapzed time: 00:04:24

Statusz:

Inztallation in progress: 0 server

Installation successfully completed on: 1 server

Inztallation failed on: 0 server Wiew details |

FIGURE 2-16. Installation Progress screen

18. While the installation is active, click View details to check the status (see
Figure 2-17 on page 2-19).
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Trend Micro PortalProtect Setup.
” e/

FIGURE 2-17. Installation progress status (Finished)

19. After the installation status displays Finished, click Next >.

20. The Installation Complete screen appears.
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Trend Micro PortalProtect Setup

Installation Complete

Setup successfully installed PortalProtect in selected destination(s]

FIGURE 2-18. Installation Complete screen

21. Select View the Readme file, if you wish to view it, and Finish to complete the
installation.

Silent Fresh Installation

Silent Fresh Installation pre-populates an INI file with installation parameters and
installs PortalProtect without the need for administrator intervention. You need to have
a PortalProtect setup package or build to run silent installation.

To perform a fresh installation of PortalProtect using SilentSetup.bat:
1. Go to PortalProtect setup package where you can see a list of executable files.

2. Copy all the files in the PortalProtect setup package along with the tool
SilentSetup.bat to the location where you want to execute the Silent Install for
PortalProtect.

3. After copying the files, go to the command prompt and change the current
directory to a specified location.
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WARNING! You must use silentsetup.bat for silent installation. Never use
setup.exe.

4. Open SilentSetup.bat /? to view a list of options that you can use for the Silent
Install procedure.
» PP

Mame Date modified Type Size

= Administrator: Command Prompt - SilentSetup.bat /? [-[a] =

CsUsershadninistrator. PPL3NDesktopnFP>5ile

Setup

Show available pwitches and parameters.

Usage:

--—-- General -

Display help:
Setup.exs 7

-—- Normal Install ——-
Run install program:
Setup.exe

- Silent Install -----
Run install pragram and record options into a pre- configured file:

SilenSetup.bat /R <preconfigured file name>
5] WFCEDUEL O 3

| MFCEOENL.dlI Run silent installztion with a pre-configuredfile
| MFCIOESP.dI SilentSetup.bat /S <pre-configured file name> [/L <log fil: name>|

MFCEOFRA.dIl

] MFCROITA I K8
| MPCEOIPN.GI 5 KB
4| MFCEOKOR.dI ST AT e E

| mfcBlu.dil 520
Microsoft VCRD ATL manifest

FIGURE 2-19. Silent setup help

5. Type "SilentSetup /R" to start the Silent Install procedure, which displays the
Trend Micro PortalProtect Setup screen.

Note: This step records the configurations that PortalProtect silent installation will use.
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Mamsz Date modified Typs Size

= Administrator: Command Prompt [ = [a] = |

ces £ t 2 PP>SilentSetu

o PPx

Trend Micro PortalProtect Setup

Welcome to the PortalProtect 2.5 setup
program

Setup will recond PortsiProtect instalstion
opemtlions inlo a pre-configured e, Cick Next 1o
cominus or Cancal fo ed.

T TIPSR AT
5| MFCEDENLLAN ‘/
%| MFC3DESP Al
| MFCE0FRAL
| MFCENIT A8
| MECEDIPN Il
] MFCEDKOR I
%| mfcEludl
| Microseft. NCED
Microseft. V{80
_| Micrazeft VCBD MFC_ manfect FAFRONT 544 P
Microseft. VCBIWFCLO Comanifest 17572017 5:44 PM

1A

- WARMING: The pmgram = prefected by copypright
e and miemalond Peales

FIGURE 2-20. Silent installation welcome screen

Note:  You can define a specific path to store the pre-configured file using: SilentSetup
/R <pre-configuration file>. If you do not specify the pre-configuration file,
the pre-configuration file will set to: $Windir%\temp as
Setup-PortalProtect.iss.

6. The tool generates the pre-configured file: Setup-PortalProtect. iss. The
default file path is located in the folder: $windir%\temp.
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File Edit Fommat WView Help

[»

[Logen]

LogonUserDomain=.
LogonUserName=
IsSharePointFarmEnvironment=1
SQLServerfuthModa=1
SQLServerfuthfccount-ppl3iadministrator —
PPConfDBInstanceSource-<Same as SharePoint:
PPConfDBInstancelBEName=PortalProtect_9747e620-4288-425a-%ec3-5acadf3385cl
PPConfDBInstanceAuthMode=1

PPLonfDBInstancefAuthAccount=ppl3\administrator

[Directory]|

TempDir=pptemp

ShareMame-C%

TargetDir=C:\Program Files\Trend Micro\PortalProtect

UseDefaultProgPath=1

[Installlption]

DeplowTyvpe=8

[Activation]

IsReuseExistingAL-0

MasteraClode=

[Proxy]

T b

FIGURE 2-21. Setup-PortalProtect.iss file

WARNING! All passwords are encrypted for security. Do NOT modify the Conso-
leGroup or ServerManagementGroupSid.
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7. Run SilentSetup /S <preconfiguration file> to enable Silent Install to perform an

unattended installation of PortalProtect.

B8 Administrator: Command Prompt - SilentSetup.bat /S CA\Windows\Temp!Setu... I;Ii-

#ill he pla

FIGURE 2-22. Installation screen

8.  After Setup installs PortalProtect on your computer, it creates the setup log files in
the $windir%\temp folder.
| = | Temp
| rii: [T
» 4 [0 » Computer » Local Disk (C) » Windows » Temp v & [ Search Temp
o Mame Date modified Type Size
B Desktop . PP_MsiExec 542442013 2:05 P Text Docupnent 55 KB
& Downloads .| PP_Msilnstall 5/24/2013 2:086 PM Text Docurment 2,558 KB
=) Recent places .| PP_Setup 572472013 2:03 PM Text Document 61 KB
FIGURE 2-23. Setup log files
Note:

Silent Install allows you to install PortalProtect on any path you choose unlike the
setup program, which installs PortalProtect in the default system Program Files

folder as $ProgramFiles%\Trend Micro\PortalProtect.
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Post Installation

Important Notice:

After installing PortalProtect, configure the antivirus settings in the SharePoint Central
Administration and Web content scan settings from the PortalProtect management
console. This will enable PortalProtect to function correctly.

To enable the antivirus settings in SharePoint Server:

1. From within SharePoint, go to SharePoint Central Administration > Security >
General Security > Manage antivirus settings.

2. Enable the following:
*  Scan documents on upload
*  Scan documents on download
* Attempt to clean infected documents
To enable Web content scan settings in PortalProtect:

1. From PortalProtect, go to the PortalProtect Management Console > Summary
> System > Microsoft SharePoint Services.

2. Enable the following:

e Scan Web content

Note: Make sure the SharePoint Administration service is running, which regularly
checks for PortalProtect status updates for virus scanning and virus signature.
You may check the service status from, Start > Programs > Administrative
Tools > Setrvices.

Notice:

If your PortalProtect server has an antivirus product installed, configure it so that it does
not scan the following folders:

Assume > C:\Program Files\Trend Micro\PortalProtect is the installation folder.
Temp folder: C:\Program Files\Trend Micro\PortalProtect\temp

Backup folder, whose default location is: C:\Program Files\Trend
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Micro\ PortalProtect\storage \Backup

Shared Resource Pool folder, whose default location is: C:\Program Files\Trend
Micro\PortalProtect\SharedResPool

*  For example: if using Trend Micro ServerProtect, add these folders to the
Exclude folder list.

Upgrading PortalProtect

You can upgrade PortalProtect in two ways:

*  Using an installation program called setup.exe (Upgrading Using Setup Program on
page 2-26)

*  Using a silent installation program called SilentSetup.bat (see Tv perform a fresh
installation of PortalProtect using SilentSetup.bat: on page 2-20)

Upgrading Using Setup Program
To upgrade PortalProtect using setup program:

1. From your upgrade package, run Setup. exe.

The welcome screen appears.
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Welcome to the PortalProtect 2.5 setup
program

Setup will install or uninstal PortalProtect 2.50n
your computer(s). Click Next to continue or Cancel
Lo ex2.

WARNIMG: This program is protected by copyright
laws and intemational treaties.

FIGURE 2-24. PortalProtect Upgrade Welcome screen
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2-28

2.

Click Next >. The License Agreement screen appears.

Trend Micro PortalProtect Setup

License Agreement -
Please read the following icense agreement carsfully ”“' IB EEE

IMPORTANT: READ CAREFULLY. USE OF TREND
MICRO SOFTWARE AND SERVICES BY BUSINESS AND
OTHER ENTITIES IS SUBJECT TQ THE FOLLOWING
LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and
Services

' | accept the tems in the cense agresment
" | do not accept the terms in the license agreement

cBack [ Met> | Cancel

FIGURE 2-25. License Agreement screen

Read the license agreement. If you accept the terms, select I accept the terms in
the license agreement and click Next >. The setup program begins checking your
system requirements. If you do not accept the terms, click Cancel to exit the setup
program.

The Select an Action screen (1) appears. Choose one of the following installation
options:

e for SharePoint stand-alone server

¢ for SharePoint server farm environment

After selecting the appropriate options, click Next >.



Installing and Removing PortalProtect

Note:  Whether to select install for SharePoint stand-alone server or install for
SharePoint server farm environment depends on your SharePoint deployment
mode. If SharePoint will be deployed with farm mode, you must select for
SharePoint server farm environment. Otherwise, if SharePoint will be
deployed in the stand-alone mode (basic deployment) you should select for
SharePoint stand-alone server.

Trend Micro PortalProtect Setup

Select an Action 3
Install. vpgrade or uninstall the program ”" IBEEE

(¥ for ShareFoint stand-slone server
" for SharePoint server famm environment

cBack [ Net> | Cancel

FIGURE 2-26. Select an Action screen (1)
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4. Select the appropriate option and click Next.

The Select an Action Install, upgrade or uninstall PortalProtect screen
appears.

Trend Micro PortalProtect Setup
Select an Action -
install, upgrade or uninstal the program ”J I?EEE
" Fresh install PortalProtect 25
& |pgrade from v2.1
" Uninstall
Bk [ Net> Cancel

FIGURE 2-27. Select an Action screen (2)

5. Seclect Upgrade from v2.1 and click Next >.

The Product Activation screen appears.
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Product Activation

Activaie your products to enable scanning and security updates.

“You must activate PortalProtect to enable scanning and securiy updates.
Beaister Online

To obtzin the Activation Code, register the product online using the supplied Registration
Kay.
& Reuse the existing activation code
" Specify a new activation code
Activation Code: |

{ SO0 KOO0 )

< Back Mexdt > Cancel

FIGURE 2-28. Product Activation screen
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6.

2-32

Enter the Activation Code. You can use your existing activation code or specify a
new one. Click Next >.

The Select Target Server(s) screen appears.

Trend Micro PortalProtect Setup
Select Target Server(s]
Please specify the server(z] on which you want to install PortalProtect "» I’? E]:IE-
Fleaze specify the server(z) on which vou want to install PortalProtect

* |nstall to local server

" Install to multiple servers

< Back | Mest > | Cancel |

FIGURE 2-29. Select Target Server(s) screen

Select from the following options:

Install to local server (recommended)—use to install to a local server. After
selecting, click Next > to continue the installation.

Install to multiple servers (remote installation)—select and choose the target
servers to which you want to install PortalProtect. Type or Browse for the
Computer name, and Add one or more servers. When you ate satisfied with
the list of target servers, click Next > to continue the installation. You will be
prompted to enter your remote server logon account information.
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7.

The Configure Shared/Target Directory screen displays.

Trend Micro PortalProtect Setup

Plezse input shared directory for upgrading or uninstaling PorialProtect ”) I?% L‘E'

To install/uninstall PortzlProtect, the sstup program uses a shared folder on target senver
ko store suppor files,

Shared directory: Cs]

cBack | nNee> | concel |

FIGURE 2-30. Configure Shared/Target Directory screen

Accept the default path for the shared folder on the target server, or type a new
path in the Specify path field. Click Next >.

WARNING! You must enter English-only characters in the Specify path field
otherwise the installation will be unsuccessful.

Note: PortalProtect only accepts Windows default shares for Shared directories, such as

C$, D$ and so on.

The Web Server Information screen appears.
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Web Server Information
%) TreNe

Plezse enterthe configuration of the Web server

Corfigure the PortalProtect Web management console.

Web Management Console Sefiings
¥ Enable 55L
Ceificate validty: Bl year(s)
55L Port: 16373

< Back Neot > Cancel

FIGURE 2-31. Web Server Information screen

Type the SSL port number for the Web Management Console in the SSL Port field.
Click Next >.
9. The PortalProtect Configuration Database screen appears.
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Trend Micro PortalProtect Setup

Portal Protect Configuration Database ', TREND
Specfy the PortalProtect configurstion datsbase location ”) MicRoO

Specify PortalProtect configuration database location.
User-defined SOL Server b

SQL Server: [

Authentication: [Windouss Authentication =l

User name: (Domain*Usemame)
Password:

< Back I MNes I Cancel

FIGURE 2-32. PortalProtect Configuration Database screen

WARNING! Make sure to use the same database settings as used for the previous

version.

Select from the following options:

*  Specify PortalProtect configuration database location:

i.

ii.

SharePoint SQL Server—installs PortalProtect to a SharePoint SQL
server
User-defined SQL Server—installs PortalProtect to a user-defined SQL

server

Note:

To automatically create or use an existing PortalProtect configuration database,
you must perform this installation from an account with dbcreator permission
privilege. If the dbcreator role is not available, see PortalProtect Database

Permission Requirements on page A-1.
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*  Authentication—choose from Windows Authentication or SQL Server
Authentication

Note: Trend Micro strongly suggests using Windows Authentication.

*  User name—type as required
*  Password—type as required

10. Click Next >. The Checking Target Server System Requirements screen
appears.

Trend Micro PortalProtect Setup

Checking Target Server System Requirements: ” TREND
ju UCLICE

g Pleasa wait while Setup checks target sarver(s) for mirimum system requirements

Computer Name ShareFoint Server Status
B WINGFF3502C3H EE T P E) Version Upgrade

Fassed for new instalation: 0
Faszed for uparade: 1
Faied: (1]

<Back [ MNe> | Coneel |

FIGURE 2-33. Checking Target Server System Requirements screen

The installation program will analyze the systems to ensure the following on each of
the target servers where PortalProtect will be installed:

Whether PortalProtect 2.1 is installed:

*  Whether the target server is running the correct version of Windows

*  Whether the target server is running correct SharePoint version with Web
application
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*  Whether the correct privileges have been provided to logon the target server
*  Whether the SharePoint DB access account is identical with PortalProtect 2.1

e Whether the PortalProtect DB access account is identical with PortalProtect 2.1

Verify the Status reads Fresh Install, and click Next >.

11. The Management Group Selection screen appears.

Trend Micro PortalProtect Setup

M Llaroup Select #%), TREND,
Select an Active Directory group for PortalProtect management /l MICRO

Fleaze zelect an existing Active Directory group for management, The setup program will
grant this group permizzion to manage PortalProtect. Uzers in this group may log on to the
PortalProtect \Web management congole.

" Select Active Directary Group SE

Dromair: |

Group: |

Drescription: |

1 lse Local Server Administrator Groug

< Back | Mewt > | Cancel

FIGURE 2-34. Management Group Selection screen

Note:  You must use an existing Active Directory group, or create a new one before you
complete this step. If you select Use Local Server Administrator Group,
accounts with administrator privilege on each target server can logon its own
PortalProtect Management Console locally.

Select Use Local Server Administrator Group, if you do not wish to select an
active directory group now, or do the following to choose an active directory group:

*  Choose Select Active Directory Group and click Select to choose a
pre-existing group; the Domain, Group, and Description fields then populate
accordingly.
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12. Click Next >.

The Review Settings screen appears.

Trend Micro PortalProtect Setup
Review Seitings -
Flease review and corfim 2l setiings ”J I?EEE

Setup will usa the folowing infarmation during installation:

Tanget Server{s)list: ~
WIN-EF73502CIHT [

Destination Directory-
Lise defaut destination directory

m

Web Server:

Server Type: IS

SEL Port Number: 16373

S5L Certficate Valid Period: 3 years

FIGURE 2-35. Review Settings screen

Check the settings as they are displayed on screen, and go back to make any
changes if needed. Click Update the pattern when installation is complete, if
you wish to do so; then, click Install.

13. The Installation Progress screen displays.
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Installation Progress
? ) TnENe

—

Fleaze wait while Setup installz PortalPratect at selected destination(z]. This
may take a few minutes. ..

—

Elapzed time: 00:04:24

Statusz:

Inztallation in progress: 0 server

Installation successfully completed on: 1 server

Inztallation failed on: 0 server Wiew details |

FIGURE 2-36. Installation Progress screen

14. While the installation is active, click View details to check the status (see
Figure 2-17 on page 2-19).
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Trend Micro PortalProtect Setup
Installation Progress ’

FIGURE 2-37. Installation progress status (Finished)

15. After the installation status displays Finished, click Next >.

16. The Installation Complete screen appears.
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Trend Micro PortalProtect Setup

Installation Complete

Setup successfully installed PortalProtect in selected destination(s]

FIGURE 2-38. Installation Complete screen

17. Seclect View the Readme file, if you wish to view it, and Finish to complete the
installation.

Testing Your Installation

Trend Micro recommends verifying the installation by using the EICAR test script.
EICAR, the European Institute for Computer Antivirus Research, developed the test
script as a safe way to confirm that antivirus software is properly installed and
configured. Visit the EICAR Web site for more information:

http://www.eicar.ot

The EICAR test script is an inert text file with a . com extension. It is not a virus and
does not contain any fragments of viral code, but most antivirus software will react to it
as if it were a virus. Use it to trigger a virus incident and confirm that email notifications,
HTTP scanning, and virus logs work propetly.
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WARNING! Never use real viruses to test your antivirus installation.

To test the ability of your installation to detect an infected file:

1. Open an ASCII text file and copy the following 68-character string to it:
X50!P%@AP[4\PZX54(P™)7CC)7}SEICAR-STANDARD-ANTIVIRUS-TEST-
FILEISH+H*

2. Save the file as EICAR . com to a temp directory. If there is an antivirus

installation on your machine, it should immediately detect the file.

3. To test the SharePoint deployment for a network PortalProtect is currently
protecting, upload the EICAR.com file to a SharePoint site.

Note: Trend Micro also recommends testing a zipped version of the EICAR file. Using
compression software, zip the test script and perform the steps above.

Removing PortalProtect
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There ate two methods to remove PortalProtect:

*  From the Windows Control Panel—Add/Remove Programs (recommended)

¢ Using Setup. exe program

Removing PortalProtect both locally and remotely is performed with a user-friendly

uninstallation program. This program allows you to easily remove PortalProtect from
one or many servers.

The servers must be part of your network and you must have access with administrator
privileges.

Note: For a local server, you can also use the program removal function located in the
Windows Control Panel. However, to remotely remove PortalProtect from a server
you need to use the Setup. exe program.
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To uninstall PortalProtect using Setup.exe program:

1. Navigate to Setup. exe and open it.

2. The Trend Micro PortalProtect setup program screen displays.

Welcome to the PortalProtect 2.5 setup
program

Setup will ingtall or uninstal PoralProtect 250n
your computer(s). Click Next to continwe or Cancel
lo exd.

WARNING: This program is protected by copyright
laws and intemational tresties.

FIGURE 2-39. Trend Micro PortalProtect setup program screen
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3. Click Next >. The License Agreement screen appears.

Trend Micro PortalProtect Setup

License Agreement -
Please read the following icense agreement carsfully ”“' B EEE

IMPORTANT: READ CAREFULLY. USE OF TREND
MICRO SOFTWARE AND SERVICES BY BUSINESS AND
OTHER ENTITIES IS SUBJECT TQ THE FOLLOWING
LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and
Services -

' | accept the tems in the cense agresment
" | do not accept the terms in the license agreement

cBack [ Met> | Cancel

FIGURE 2-40. License Agreement screen

4. Sclect I accept the terms in the license agreement and click Next >.
The Select an Action screen (1) appears. Choose one of the following installation
options:
* for SharePoint stand-alone server
¢ for SharePoint server farm environment

After selecting the appropriate options, click Next >.
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Trend Micro PortalProtect Setup
Select an Action -
Install. vpgrade or uninstall the program ”" IBEEE
(¥ for ShareFoint stand-slone server
" for SharePoint server famm environment
cBack [ Net> | Cancel

FIGURE 2-41. Select an Action screen (1)

Select the appropriate option and click Next.

The Select an Action - Install, upgrade or uninstall PortalProtect screen
appears.

Select Uninstall and click Next.
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Select an Action
Install, upgrade or uninstal the program @I?E!?

" Freshinstall PortalProtect 2.5

" Upgrade from v2.1
* Uningtall

<Back | MNed> | Cancel

FIGURE 2-42. Select an Action screen (2)

8. The Select Target Server(s) screen displays.
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Select Target Server(s]
Fleaze specify the server(z] which you want to uninztall PortalProtect

Fleaze specify the server(z] which pou want to uninztall PortalProtect

Add

Browse

Remove |

< Back I Mests

| Cancel |

FIGURE 2-43. Select Target Server(s) screen

9. Add / Browse for the Computer name(s) where you want to uninstall

PortalProtect; then, select the added server(s) and click Next >.

10. The Select Computers dialog appears.
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Trend Micro PortalProtect Setup

Select Target Server(s] .
Fleaze specify the server(z] which pou want to uninztall PortalProtect ”J I’,‘ E ':"E,'-

Select Computers _

Select this object type;

|E0mputers | | Object Types... |

Fraom this location:

|EntireDirectory || Locations... |

Enter the object names to select [examples):

| Check Mames

< Back ‘ Mest » | Cancel ‘

FIGURE 2-44. Select Computers dialog

11. Select the computers from which you want to uninstall PortalProtect and click OK.
12. The Select Target Servers screen appears.
13. Add / Browse to sclect additional servers as required and click Next>.

14. The Logon screen displays.
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Trend Micro PortalProtect Setup
Log On
) TREND.

Log on to target servers where you want to uninstall PortalProtect

Toinstall or uningtall PortalProtect to the selected target servers, you must log on to each
zerver as an Administrator with Local Administrator privileges.

Uszer narne: | [Domain'U sername]
Pazsword: ’—

< Back | ! Cancel

FIGURE 2-45. Logon screen

Type the server User name [Domain\Username] and Password and click
Next >.
15. The Configure Shared Directory screen displays.
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Trend Micro PortalProtect Setup

Please input shared directory for upgrading or uninstaling PortaiProtect ’2?

e

) 15

Toinstall/uninstall Portal Protect, the s=tup program usss a shared folder on tangst server
to store support files.

Shared directory: 3]

cBack | Ned> | Cancel

FIGURE 2-46. Configure Shared Directory screen

Verify the Shared directory and click Next >.
16. The Checking Target Server System Requirements screen displays.
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Trend Micro PortalProtect Setup

Checking Target Server System Requirements ” TREND
)I 1cRo

g Please wait whie Setup checks target server(s) for minimum system requirements

Computer Name SharePoink Server Status

EF7350203H Analyzng firalyzing

FIGURE 2-47. Checking Target Server System Requirements screen

Verify the Computer Name and SharePoint Server. Also, ensure the Status reads
Uninstall and click Next >.

17. The Uninstall Notice screen displays.
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Uninstall Notice 0

The following zervices may have to be restarted during uninstall:
- Internet Information Services
- SharePoint Timer Service

< Back Cancel

FIGURE 2-48. Uninstall Notice screen

Click Next >.
18. The Review Settings screen displays.
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Trend Micro PortalProtect Setup

Review Settings
Please review and confirm all settings ”‘ IF\! E ?iu)'

Setup will use the following information during installation:

Target Server(s] list:
SP2013FRM

Cancel

< Back

FIGURE 2-49. Review Settings screen

Review the settings displayed on screen. Go Back to make changes if needed. Click
Next > when you are satisfied with the settings.

19. The Uninstallation Progress screen displays.
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Uninstallation Progress ’

Fleaze wait while Setup uninstalls PortalProtect at selected destination(s).
Thiz may take a few minutes...

—

Elapzed time: 00:01:50

Statusz:

Uninstallation in progress: 0 server

Uninstallation successfully completed on: 1 server

Uninstallation failed on: 0 server Wiew details |

< Back Cancel

FIGURE 2-50. Uninstallation Progress screen

Click View Details to observe the uninstallation progress (see Figure 2-51 on
page 2-55).
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20.
21.

Trend Micro PartalProte:

Uninstallation Progress

Computer Hame I Domain

I Progress Status

EwnieFrasozc.. pe1z

Please wait while Setup uninstalls
This may take a few minutes...

Hapsed time:

Uninstallation in progress:

Uninstalation successfuly completed|
Urinstallation failed on:

Back | Next > |

Finished

Cancel |

FIGURE 2-51.

Uninstallation Progress Status

When the Progress Status displays Finished (Figure 2-57), click OK > Next >.
The Uninstallation Complete screen displays.
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Uninstallation Complete @ I?EED_

Setup successfully uninstalled PortalPratect in selected destination(z)

FIGURE 2-52. Uninstallation Complete screen
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Chapter 3

Getting Support and Contacting
Trend Micro

This chapter discusses how to perform miscellaneous administrator tasks as well as how
to get technical support.

In this chapter, you will find information about:

*  Contacting Trend Micro starting on page 3-2

e Trendlabs starting on page 3-2

o Speeding Up Your Support Call starting on page 3-3

*  Using the Support Portal starting on page 3-3

e Secursty Information Site starting on page 3-4

e Frequently Asked Questions (EAQs) starting on page 3-5
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Contacting Trend Micro

In the United States, Trend Micro representatives are available by phone or email:

Address Trend Micro, Incorporated

225 E. John Carpenter Free-
way, Suite

1500
Irving, Texas 75062 U.S.A.

Phone Phone: +1 (817) 569-8900
Toll-free: (888) 762-8736

Website http://www.trendmicro.com

Email address support@trendmicro.com

*  Worldwide support offices:
http:/ /www.trendmicro.com/us/about-us/contact/index.html
e Trend Micro product documentation:

http://docs.trendmicro.com

TrendLabs

Trend Micro TrendLabs. is a global network of antivirus research and product support
centers providing continuous, 24 x 7 coverage to Trend Micro customers worldwide.

Staffed by a team of more than 250 engineers and skilled support personnel, the
TrendLabs dedicated service centers worldwide ensure rapid response to any virus
outbreak or urgent customer support issue, anywhere in the world.

The TrendLabs modern headquarters earned ISO 9002 certification for its quality
management procedures in 2000. TrendLabs is one of the first antivirus research and
support facilities to be so accredited. Trend Micro believes that TrendLabs is the leading
service and support team in the antivirus industry.

For more information about TrendLabs, please visit:


http://www.trendmicro.com
http://docs.trendmicro.com
http://www.trendmicro.com/us/about-us/contact/index.html

Getting Support and Contacting Trend Micro

http:/ /us.trendmicro.com/us/about/company/trendlabs

Speeding Up Your Support Call

When you contact Trend Micro, to speed up your problem resolution, ensure that you
have the following details available:

Operating System and Service Pack version

Network type

Computer brand, model, and any additional hardware connected to your computer
Browser version

Amount of memory and free hard disk space on your computer

Detailed description of the install environment

Exact text of any error message given

Steps to reproduce the problem

Using the Support Portal

The Trend Micro Support Portal is a 24x7 online resource that contains the most
up-todate information about both common and unusual problems.

1.
2.

Go to http://esupport.trendmicro.com.

Select from the available products or click the appropriate button to search for
solutions.

Use the Search Support box to search for available solutions.

If no solution is found, click Contact Support and select the type of support
needed.

Note: To submit a support case online, visit the following URL:
http://esupport.trendmicro.com/srf/SRFEMain.aspx

A Trend Micro support engineer investigates the case and responds in 24 hours or less.
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Security Information Site

Comprehensive security information is available at the Trend Micro website:

3-4

http://about-threats.trendmicro.com

In the PortalProtect banner at the top of any PortalProtect screen, click the Help drop
down, then Security Info.

Information available:

List of viruses and malicious mobile code are currently "in the wild," or active
Computer virus hoaxes

Internet threat advisories

Virus weekly report

Virus Encyclopedia, which includes a comprehensive list of names and symptoms
for known viruses and malicious mobile code

Glossary of terms
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Frequently Asked Questions (FAQSs)

This section covers some of the frequently asked questions and answers regarding
PortalProtect features and functions.

Installation
Where should | install PortalProtect to protect my SharePoint environments?
For SharePoint stand-alone deployment mode: PortalProtect is installed on the

stand-alone server itself because the stand-alone server runs the Web application server
(service).

For SharePoint farm deployment mode: PortalProtect is installed to servers that are
running the Web application servers (services), in other words, the Web front-end
servers.

What is the difference between install to farm and install to stand-alone?

This depends on your SharePoint deployment mode. If SharePoint will be deployed with
farm mode, you need to select install to farm to install PortalProtect. If SharePoint will
be deployed with stand-alone mode (basic deployment), you need to select install to
stand-alone to install PortalProtect.

When install to stand-alone server is selected, PortalProtect will be installed to the
stand-alone SharePoint server without requiring the user to input a SharePoint DB
access account because the SharePoint DB is located on the stand-alone server.

How to install PortalProtect in Cluster environment?

PortalProtect does not fully support the cluster environment. When installing to a
cluster server, you can only install to one server IP in the cluster at a time.

| can’t logon the PortalProtect Management Console after installation. Why?

Check as following:

a. Open Control Panel > Administrative Tools > Internet Information
Services (IIS) Manager

b. Make sure the PortalProtect application pool, virtual site, and virtual
directories exist.

c. Make sure the IIS site is running,
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d. Make sure the IIS site properties are properly configured, and can be accessed
by your browser.

e. Make sure the PortalProtect master service is running.

f.  Make sure the logon account is a local administrator or is a member of the
Management Group; this is the PortalProtect Management Group selected
during installation.

How do | handle a password change or expiration of a DB access account?

1.

If SharePoint used Windows authentication to connect to the database and
PortalProtect used Windows authentication to connect to the database...

To change SharePoint database password or PortalProtect database password:

a. Select Administrative Tools > Service.
b. Locate Trend Micro PortalProtect for Microsoft SharePoint Master Service.
c. Change the password for the service logon account and restart the service.

If SharePoint used Windows authentication to connect to the database and
PortalProtect used SQL authentication to connect to the database...

To change SharePoint DB password:

a. Select Administrative Tools > Service.
b. Locate Trend Micro PortalProtect for Microsoft SharePoint Master Service.
c. Change the password for the service logon account and restart the service.

To change PortalProtect DB password:

a. Open the Registry and locate:
“HKLM\...\PortalProtect\ CurrentVersion\PPConfDatabasePassword”

b. Change the password and restart PortalProtect Master Service.

Note:  You can type the password in the PPConfDatabasePassword field. The password
will be encrypted when the PortalProtect Master Service restarts.
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If SharePoint used SQL authentication to connect to the database and
PortalProtect used Windows authentication to connect to the database...

To change SharePoint DB password:
a. Open the Registry and locate:

HKIM\...\PortalProtect\ CurrentVersion\SharePointDBAccessPassword

b. Change the password and restart the PortalProtect Master Service.

Note:  You can type the password in the SharePointDBAccessPassword field. The
password will be encrypted when the PortalProtect Master Service restarts.

To change PortalProtect DB password:

a. Select Administrative Tools > Service.

b. Locate Trend Micro PortalProtect for Microsoft SharePoint Master Service.
c. Change the password for the service logon account and restart the service.

If SharePoint used SQL authentication to connect to the database and
PortalProtect used SQL authentication to connect to the database...

To change SharePoint DB password:
a. Open the Registry and locate:

HKLM\SOFTWARE\ TrendMicro\ PortalProtect\ CurrentVersion\SharePoin
tDBAccessPassword

b. Change the password and restart the PortalProtect Master Service.

Note:  You can type the password in the SharePointDBAccessPassword field. The
password will be encrypted when the PortalProtect Master Service restarts.

To change PortalProtect DB password:

a. Open the Registry and locate:

HKLM\SOFTWARE\TrendMicro \ PortalProtect\ CurrentVersion\PPConfD
atabasePassword

b. Change the password and restart PortalProtect Master Service.

3-7



Trend Micro™ PortalProtect™ 2.5 Installation and Deployment Guide

Why | cannot open PortalProtect Management Console from Windows Server
2016 Start menu?

In some cases, Windows Server 2016 does not provide a default Web browse application
in Start menu. To add a Web browser, such as Internet Explorer, navigate to Settings >
Default apps, and add a link to your desired Web browser.

Which third-party software will be installed during PortalProtect installation?
PortalProtect will install the following third-party software during installation:

*  Microsoft Visual C++ 2005 Redistributable (x64)

*  Microsoft Visual C++ 2010 x64 Redistributable

*  Microsoft SQL Server 2012 Native Client

Note: A system reboot might be required by Microsoft for the installation of "Microsoft
Visual C++ 2010 x64 Redistributable" and "Microsoft SQL Server 2012 Native
Client".




Appendix A

PortalProtect Database Permission
Requirements

This appendix provides more information about the technical details required for
PortalProtect database permissions.

This chapter discusses the following topics:
*  Backgronnd on page A-2

*  Requirements for PortalProtect Confignration Database Access Acconnt on page A-4
*  Requirements for SharePoint Database Access Acconnt on page A-4
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Applications

This section describes the applications used for PortalProtect 2.5.

*  PortalProtect—Trend Micro PortalProtect for Microsoft SharePoint
*  SQL Server—SQL Server 2008, 2012, 2014 or 2016

*  SharePoint—Microsoft SharePoint Server 2010, 2013 or 2016

Background

A-2

PortalProtect must have access to the following SQL Server database sources:
*  PortalProtect Configuration Database

e SharePoint Databases

To access these databases, PortalProtect requires the following database access accounts:
*  PortalProtect Configuration Database Access Account

e SharePoint Database Access Account

Note: These database access accounts must support either Windows Authentication or SQL
Server Authentication.

If an access account is configured with SQL Server Authentication, the access account
password will be saved and encrypted in the registry.

If an access account is configured with Windows Authentication, it will be used as the
PortalProtect service log on account.

If both access accounts use Windows Authentication, they must be the same account,
and will be used as the PortalProtect service log on account. Table A-1 shows the
PortalProtect service log on account.
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TABLE A-1.

PortalProtect service log on account

PortalProtect
Configuration Database
Access Account

SharePoint Database
Access Account

PortalProtect Service
Startup Account

Windows Authentication

Windows Authentication

Both access accounts must
be the same. PortalProtect
will use these for the ser-
vice startup account

Windows Authentication

SQL Server Authentication

PortalProtect Configuration
Database Access Account

SQL Server Authentication

Windows Authentication

SharePoint Database
Access Accounts

SQL Server Authentication

SQL Server Authentication

Local System

If the access account is configured with SQL Server Authentication, the password will
be saved under the following registry key:

HKLM\Software\TrendMicro\PortalProtect\CurrentVersi

on

This registry key also contains SharePoint behavior; the password is encrypted.

Note:

- Trend Micro highly recommends you use Windows Authentication. Windows

Authentication provides a more stable environment and does not require you to save

your password in any form.
- If SQL server authentication is used by both PortalProtect and SharePoint databases,

Web content scan and manual scan in PortalProtect will not work due to feature

limitations.

- The PortalProtect service startup account must have permanent local administrator

privileges. Otherwise, the installation will fail.
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Requirements for PortalProtect Configuration Database
Access Account

Besides authentication, these access accounts also require database permissions. The
following sections will introduce the minimal permissions required for each database
access account.

PortalProtect saves data—Ilike configuration settings, logs, reports, quarantined data—
to the PortalProtect Configuration Database. For the SharePoint environment,
PortalProtect requires a database for fresh install and uses the same databases for

upgrade.

For fresh install. PortalProtect will create the following database:

*  PortalProtect_{UUID}

The following is the required database permission for the PortalProtect Configuration
Database Access Account:

*  The access account must have server role db_creator

Server role db_creator is only needed when you install PortalProtect. You can remove
this permission after the installation is complete.

Requirements for SharePoint Database Access Account

This section applies only to SharePoint farm environments. SharePoint standalone
environment keep data on the local SQL Server, and do not need to specify an access
account.

PortalProtect will fetch or modify data in the SharePoint database. You need specify a
database access account with relevant permissions. The following is a list of the required
database permissions:

*  SharePoint_Config Database: db_datareader and
WSS_Content_Application_Pools roles

*  WSS_Content Database: db_owner role

Note: If there is more than one WSS_Content database, specify this role to each
WSS_Content database.




PortalProtect Database Permission Requirements

PortalProtect needs to execute SharePoint internal stored procedures. The stored
procedutes execution permission are only granted to the db_owner. For this reason
PortalProtect needs a database role db_owner. PortalProtect will not modify the
SharePoint database schema.
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