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Preparing InterScan VirusWall to
Protect FTP Traffic

InterScan Viruswall allows you to monitor FTP traffic to safeguard security at your
network gateway. You can enable or disable scanning of FTP traffic during the
installation process or at any time thereafter through the Summary page of the
InterScan Viruswall Web console.

Available FTP services include:

 Scanning for virusessmalware in uploads and downl oads
» Spyware/Grayware detection
 Configuration of the FTP server mode and listening port

The File Transfer (FTP) tab on the InterScan Viruswall Summary screen provides
stati stics concerning the number of security risks that InterScan Viruswall FTP
scanning has detected in incoming and outgoing file traffic.
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Enabling or Disabling FTP Scanning

To enable or disable scanning of FTP file downloads and uploads, on the File
Transfer (FTP) tab on the Summary page, select or clear the Enable FTP traffic

check box.
— —
~-TREND MICRO"InterScan~VirusWall~ Log OFF |
Summary
Summary
P SMTR | [ status .| Mail (sMTP) .| Mail (POP3) .| Web (HTTP) .| File Transfer {(FTP)
b} HTTR
[] Enable FTP traffic
b FTP |
» POPE [P SHTTE T 2 Refresh
¥ outhieak Deren s Detection Summary Taday Last 7 days Last 20 days
b Quarantines Infacted files detectad o o
b Update SpywarefGrayware detected 0 [u] u]
¥ Logs
b Administration

FIGURE 1-1. Summary Screen, File Transfer (FTP) tab
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Configuring FTP Server Settings

Before InterScan Viruswall can monitor FTP traffic, you need to configure FTP
server settings on the FTP Configuration screen. You can access this screen by
selecting FTP > Configuration. The default values of fields on this screen are
already specified.

S-TREND MICRO"InterScanVirusWall Logoff | |-

| FTP Configuration

Sumrnary
R Specify configuration settings for your FTP server,
P HTTR FTP Server Configuration
Bl FTP service porti (21|
Scanning Original FTP server location:

Anti-Spyware
s @ Use user@host

Configuration
O geruer location: ] us

FPOPE

¥ Sutbreak Defenze Advanced Configuration

b Quarantines Receive greeting when connection is established,
2 Hpdate Receive log tranzaction history,

BLods Write connection message to saruice log file.

b Administration

Client Timesut: 120 |seconds

Server Timeout:  |[180 |secends [This value should be langer than Client Timeout,)

Sezgion Timeoutt 600 |zeconds

child Processes Configuration

Idle time to restart: E@EJseconds (if = 0, never restart)
Msuimum # of simultanecus child processes: |25 [iif = 0, no limit)
Marimum # of active connections per child process: IS [default = 5]

Mazimum # of connections for each child process befare being asked to restart: |S00
(if = 0, never restart)

Child procass will die if no respanse within: |8 |minutes

FIGURE 1-2. FTP Configuration screen
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To configure FTP server settings:

1. InFTP serviceport, type the listening port for FTP traffic. Make sure the port
number is not used by other programs.

2. InOriginal FTP server location, select from two options:
» Useuser @host: Select thisoption if FTP Viruswall will act as a proxy server
between the requesting client and the remote site.

e Server location: Select thisoption if FTP Viruswall will act as a sentry
standing guard in front of a specific server within the LAN.
If you choose this option and the FTP server and FTP Viruswall are on the
same machine, type the absolute path of the FTP server in the field; for
example, /usr/sbin/in.FTPd.

If on different machines, type the I P address and port of the original FTP
server; for example, 10.0.0.1 21.

Note: Refer to the online help for more information about the options in the Server
location field.

3. Select the settings you want to apply when FTP connection is established. You
have the option to:

» Receive agreeting when FTP connection is established.
» Log your FTP connections.
» Write the connection message to a service log file.

Specify connection timeouts for the FTP client and server, and the FTP session.
Specify settings for child processes.
6. Click Save.
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Preparing InterScan VirusWall to
Protect POP3 Traffic

InterScan Viruswall allows you to monitor incoming POP3 mail traffic. You can
enable or disable scanning of POP3 traffic during the installation process or at any
time thereafter through the Summary page of the InterScan Viruswall Web console.

Available POP3 services include:

Scanning for viruses/malware

Scanning of compressed executable files that could contain potentially malicious
code using IntelliTrap

Phishing site detection

Spam detection with configurable spam categories and content levels
Spyware/Grayware detection

Content filtering

Size filtering of messages and attachments

Configuration of the POP3 server port and delivery options for incoming mail

TheMail (POP3) tab on the InterScan ViruswWall Summary screen provides statistics
concerning the number of security risks, spam messages, and phishing messages that
InterScan ViruswWall POP3 scanning has detected in incoming email communication.
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Enabling or Disabling POP3 Services

To enable or disable scanning of POP3 mail traffic, on the Mail (POP3) tab on the
Summary page, select or clear the Enable POP3 Traffic check box.

FIGURE 2-1.

2-2

4 7 TREND MICRO"InterScan-VirusWall™ Log off |
Summary
Summary
b SMTP Status | Mail (SMTP) .| Mail (POP3) .| Web (HTTP) .| File Transfer (FTP) ™.
YT [] Enable POP2 traffic
» FTPR
o POP3 Summary 3 Refresh
b Qutbresk Defense idsasaoE fetrity
TS Messages pracessed since ISWW was started: 0
b Update Detection Summary Taday Last 7 days Last 30 days
F Logs Infected files detected o o o
¥ Administration Spyware/Grayware detected 0 [u] o
Spam messages detected [u] [u] [u]
Phishing incidents detected i o 0

Summary screen, Mail (POP3) tab
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Configuring POP3 Settings

Before InterScan Viruswall can monitor incoming POP3 mail traffic, you need to
configure settings on the POP3 Configuration screen. You can access this screen by
selecting POP3 > Configuration. The default values for some of the fields on this
screen are already specified.

W -
j/ TREND MICRO"InterScan~Viruswall™ Log OF | |----rrr--Help----———- v, (i) IREND
POP3 Configuration (7]
Sumrnary
If you have multiple network adapters plugged into the server where InterScan VirusWall & resides, please
b SMTP

choose the specific IP address to which the InterScan VirusWall & POP3 Proxy should bind, "all

interfaces" means binding to all the IP addresses associated with the server.

F HTTP
FFTP POP3 IP Address
P ORS, 1P | All interfaces W |

Scanning

End User Mail Client Connections

IntelliTrap

anti-Phishing Simultaneous client connections: |100 (maximum 100)

Anti-Spam

POP3 Mail Server Connection

Anti-Spyware

Connectto any POP3 server requested by end-user mail clients,
Zontent Filtering

POPE clients connect to InterScan YirusWall & on port: (110
Configuration —

b Cuthreak Defense POP3 Port Mapping
S | |port mapping mods also supports the uss of secura password authantication with mail clisnts if your POP3
2 Server SUpports it
F Update _ . . 5 .
D Enable port mapping made and specify remote inbound pap3 server IP and its service port
b Lags
¥ Administration Inbound POP3 port: BeE e

IP address: Mone

POPE serverports |

Cancel

FIGURE 2-2. POP3 Configuration Screen

This screen also allows you to enable port mapping mode. In port mapping mode,
InterScan ViruswWall acts as a port mapping server, listening for POP3 client
connections, then searching for the actual POP3 server address and port number in
the port mapping list, before finally connecting the client to the actual server. In the
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POP3 settings on the client machines, incoming mail server name and port should be
the InterScan ViruswWall server name and port number.
To configure POP3 settings:

1. Fromthe|P drop-down list, select the IP address where the InterScan Viruswall
POP3 service will bind and listen.

» All interfaces: Setsthe POP3 service to listen on all |P addresses assigned to
the machine where InterScan Viruswall isinstalled.

» 127.0.0.1: Configures the serviceto listen on the local host, leaving it
inaccessible to other machines.

o {Specific IP address}: Other machines will access the POP3 service through
this |P address.

2. Specify the maximum number of simultaneous client connections allowed.
3. Specify the following settings for POP3 mail server connections:

* If InterScan Viruswall will connect to any POP3 server requested by clients.
e The port number clients will use to connect to InterScan Viruswall.
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Specify port mapping mode settings.
a. Select the check box for enabling port mapping mode.
b. Add tuples by specifying the following information for each tuple to add:

» Inbound POP3 port: The port on which the InterScan Viruswall POP3
service listens. This port number should not be used by other programs,
and cannot be the same as the proxy server’s port number.

» |P address: The IP address of the specific POP3 server, which can either
be its domain name or its numeric | P address.

* POP3 server port

c. Click Add to add each tuple to the list on the right. To delete a specific tuple,
click the trash bin icon.

Click Save.

Note: Do not allow other programs to use the |P addresses and the ports that you specify

because the InterScan Viruswall POP3 service will fail to bind to and listen on
those ports if the ports are being used.
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Configuring FTP Virus/Malware Scan

Settings

InterScan Viruswall scans FTP uploads and downloads for virusmaware. By
default, InterScan ViruswWall will scan all scannable and compressed files, clean files
with detected viruss/malware (if cleanable), and then send users and the administrator
predefined notification messages about the virusmalware detection.

FTPvirusmalware scanning is highly configurable. The following are proceduresfor
configuring scanning settings:

» Specifying File Types to Block on page 3-3

» Specifying File Types to Scan on page 3-3

Handling Compressed Files on page 3-4

» Specifying the Action to Take When Mirus/Malware |s Detected on page 3-5
 Configuring Notification Settings on page 3-6
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Enabling FTP Virus/Malware Scanning
To enable FTP virus/malware scanning:
1. Onthe main menu, select FTP > Scanning. The Tar get tab displays.

TREND MICRO" InterScanVirusWall

FTP Scanning

Sumrmary
b SMTR Target .| Action .| Motification ™
b HTTP
Enable FTP scanning
~FTP
"~ seaning Block Selected File Types
Anti-Spyware [ audiofvides (mp2, .wav, ete) [ 1mages Caif, jpa, ete)
Configuration [] compressed Caip, tar, jar, etc) [ Java (elas=)
b POPE [] Executable Cexe, il etc) [] Microsoft documents (doc, uls, ete.)
b Quthreak Defense [ ther file types |

b Guarantines

Files to Scan (if not blocked)

¥ Update
b Logs (&) all scannable files
b &dministratian ©) IntelliScan: uses true file tppe identific ation L]

() specified file gutensions...

Compressed File Handling

(® scan all compressed files

() Do not scan compressed files

() Do not scan compressed file if
Ewtracted file count enceads: ] (0 far no limit)
Extracted file size exceeds:

Murmber of layers of campression enceads: 0 (2-20)

Entracted file sizefcomprassed file size ratio excesds: O [0-100, O far no limit)

Cancel

FIGURE 3-1. FTP Scanning screen, Target tab

2. Select the Enable FTP scanning check box.
3. Click Save.
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Configuring FTP Virus/Malware Scan Settings

Specifying File Types to Block
To specify file types to block:
1. Onthe main menu, select FTP > Scanning. The Tar get tab displays.

2. Under Block Selected File Types, select one or more file types from the
predefined lists.

3. Tohblock afiletypenot included in the list, select the Other file types check box
and type the file type extension in the Other file typesfield.

4. Click Save.

Specifying File Types to Scan
To specify file types to scan:
1. Onthe main menu, select FTP > Scanning. The Tar get tab displays.
2. Under Filesto Scan (if not blocked), select from the following options:

» All scannablefiles: Scans al files regardliess of file type. Thisisthe most
secure setting.

» InteliScan: uses“truefiletype’ identification: Allows the product to
intelligently identify the files to scan.

Note: Thisoption will pass some file types, which will result in higher performance,
but will be less secure than when scanning all files.

» Specified file extensions: Scans only certain file extensions.

To find out which file extensions will be scanned by default, or to enter
additional file extensionsyou want scanned, click the extensions... link. Inthe
new window that opens, enter additional file extensions under Additional
Extensions, and then click OK.

3. Click Save.
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Handling Compressed Files

3-4

To specify how InterScan VirusWall will handle compressed files:
1. Onthe main menu, select FTP > Scanning. The Tar get tab displays.
2. Under Compressed File Handling, select from the following options:

 Scan all compressed files: The most secure configuration.
» Do not scan compressed files: Skips scanning of all compressed files.

» Do not scan compressed filesif: Skips scanning of compressed files when
user-specified limits are exceeded. Scanning will proceed if the limits are not
exceeded.

» Extracted file count exceeds: The maximum number of files within the
compressed file (0 means no limit).

» Extracted file size exceeds. The maximum file size after decompression.
InterScan ViruswWall scans only individual files within the limit.

* Number of layers of compression exceeds: The maximum number of
compression layers. For example, if aZIP file contains a RAR file, and
that file contains another compressed file, the number of compression
layersisthree.

» Extracted file size/compressed file size ratio exceeds. The maximum
sizeratio before and after compression.

3. Click Save.



Configuring FTP Virus/Malware Scan Settings

Specifying the Action to Take When Virus/Malware
Is Detected

To specify the action to take when virus/malware is detected:

1. Onthe main menu, select FTP > Scanning, and then click the Action tab.

7 _TREND MICRO"InterScan~VirusWall Log Off | | -------= Halp--------- i | @I'FE'.'E
FTP Scanning @
Summary
b SMTR -Targat. ~ [ Action [ Notification
MR, Action on Infected Files
uflidlis (® clean
Scanning If cannot be cleaned, specify an action: | Quarantine |
AntiSpyuals ) Quarantine
Zonfiguration
i 4O elock
» POP2
- () Pass (not recammended)
¥ Outhreak Defenze
¥ Quarantines

FIGURE 3-2. FTP Scanning screen, Action tab

2. Under Action on Infected Files, select from the following options:

Clean: A file with virus'/malware will first be cleaned before delivering it to
the recipient. If the file is uncleanable, select from the following actions:

* Quarantine: Removes and quarantines infected files.
» Block: Removesinfected files without quarantining them.
» Pass (not recommended): Delivers the infected file.

Quar antine: Moves, without cleaning, the infected file to the quarantine
directory. The recipient will not receive the infected file.

Block: Deletesthe infected file. The recipient will not receive theinfected file.
Pass (not recommended): Delivers the infected file to the recipient.

3. Click Save.

Note: The default quarantine folder for FTP scanning is quarantine/ftp.
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Configuring Notification Settings

To configure notification settings:

1. Onthemain menu, select FTP > Scanning, and then click the Notification tab.

-
j'/ TREND MICRO"InterScam-VirusWall™ Log OF | |------—-telp-—-----—- v iy TREND
FTP Scanning (7]
Surmmary
F SMTP Target .| Action Notification
F HTTP User Notification
~F1P

Display the following message in the user's browser when InterScan WirusWall detects an infected file:
Scanning

1 |lrlease contact your network adrinistrator for further infarmation,

Configuration
» pOP3

F Outbreak Defense
Administrater Notification
b Quarantines
When an infected file i detected and the following item is selected, the corresponding email notification

¥ Update will be sent:
F Logs a n

Administrater  |Have detected a virus ($%DETECTEDS) in file in ftp traffic on %
¥ Administration |DATETIMES:, Action: %FINALACTICN .

Cancal

FIGURE 3-3. FTP Scanning screen, Notification tab

Under User Notification, modify the user notification message as desired.

To send notifications to the administrator, select Administrator, and then
modify the message as desired. The following tokens are supported in
administrator notification for FTP scanning:

Token Description
%DATETIME% scan date and time
%PROTOCOL% protocol
%FILTERNAME% name of the filter that performs the action
%FINALACTION% action taken
%QUARANTINE_AREA% quarantine location
%MACHINENAME% hostname of the InterScan VirusWall machine

4, Click Save.
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Configuring FTP
Anti-Spyware/Grayware Settings

Spyware/Grayware comes in many forms and often appears to be a legitimate
software program.

By default, InterScan ViruswWall will scan for all the types of spyware/grayware listed
in Table 4-1, block file transfer upon spyware/grayware detection, and then send
users predefined notification messages about the spyware/grayware detection.

FTP spyware/grayware scanning is highly configurable. The following are
procedures for configuring scanning settings:

» Setting the Spyware/Grayware Scanning Exclusion List on page 4-4

» Specifying Spyware/Grayware Types to Scan on page 4-4

» Specifying the Action to Take When Spyware/Grayware |s Detected on page 4-5
» Configuring Notification Settings on page 4-6

4-1
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4-2

TABLE 4-1. Types of Spyware/Grayware

TYPE OF GRAYWARE

TYPICAL FUNCTION

Spyware Gathers data, such as account user names and passwords, and
transmits them to third parties

Adware Displays advertisements and gathers data, such as user Web surf-
ing preferences, to target advertisements at the user through a Web
browser

Dialers Changes computer Internet settings and can force a computer to

dial pre-configured phone numbers through a modem

Joke Program

Causes abnormal computer behavior, such as closing and opening
the CD-ROM tray and displaying numerous message boxes

Hacking Tools

Helps hackers enter computers

Remote Access Tools

Help hackers remotely access and control computers

Password Cracking
Applications

Helps hackers decipher account user names and passwords

Others

Other types not covered above




Configuring FTP Anti-Spyware/Grayware Settings

Enabling FTP Spyware/Grayware Scanning
To enable FTP spyware/grayware scanning:

1. Onthe main menu, select FTP > Anti-Spyware. The Tar get tab displays.

.:'i'REND MICRO"InterScan-VirusWall

| FTP Anti-Spyware

Summary
¥ SMTR | [ Target .| action - | Metification
b HTTR
Enable FTP anti-spyware
~FTP
Spy Gray lusion List
Scanning
Enter name of spyware/grayware:
QRtiERywate | Add ** | |Spyware/Grayware Exclusion List
Configuration
None
» PoPE
¥ Cutbreak Defense
R 2 search for spywareigrayuware
» Update
b Logs
b Administration
Scan for Spy Gray
[l spunare [ adware
Dialers [#] Joke programs
Hackinq tools Remata access tools
[ password cracking applications ¥ others

FIGURE 4-1. FTP Anti-Spyware screen, Target tab

2. Select the Enable FTP anti-spywar e check box.
3. Click Save.

4-3



Trend Micro™ InterScan VirusWall™ FTP and POP3 Configuration Guide

Setting the Spyware/Grayware Scanning
Exclusion List

To set the spyware/grayware scanning exclusion list:
1. Onthe main menu, select FTP > Anti-Spyware. The Target tab displays.

2. InEnter name of spyware/graywar e, type the file names or the file extensions
to exclude from spyware/grayware scanning. For extension names, use the
asterisk (*) asawildcard character. For example, to exclude .bmp files, type
*.bmp.

3. Click Add, and then click Save.

Note: To delete entries on the exclusion list, click the trash bin icon. Click Save to finalize
changes.

Specifying Spyware/Grayware Types to Scan
To specify the types of spyware/grayware to scan:
1. Onthe main menu, select FTP > Anti-Spyware. The Target tab displays.

2. Under Scan for Spyware/Graywar e, select the types of spyware/grayware
InterScan Viruswall will scan.

3. Click Save.
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Specifying the Action to Take When
Spyware/Grayware Is Detected
To specify the action to take when spyware/grayware is detected:

1. Onthe main menu, select FTP > Anti-Spywar e, and then click the Action tab.

o .
%7 . TREND MICRO"InterScanViruswall e Halp-----o- v e
FTP Anti-Spyware @
Summary
b SMTE | Target [ Action .| wotification
P HTTP Action on Spyware/Grayware
FTP
ki O quarantine
Scanning @B\ock
Anti-5
e ) Allow download (not recommended)
Configuratian

FIGURE 4-2. FTP Anti-Spyware screen, Action tab

2. Under Action on Spywar e/Graywar e, select from the following options:

* Quarantine: Moves the file with spyware/grayware to the quarantine
directory. The recipient will not receive thefile.

» Block: Preventsthefiletransfer of spyware/grayware programs. The recipient
will not receive thefile.

» Allow download (not recommended): Delivers the file to the recipient.
3. Click Save.

Note: The default quarantine folder for FTP scanning is quarantine/ftp.
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Configuring Notification Settings

4-6

tab.

To configure notification settings:

1. Onthemain menu, select FTP > Anti-Spywar e, and then click the Notification

Anti-Spyware

Configuration

FPOPE

TREND MICRO"InterScanVirusWall~ Log Off | | -----oo-- Help-=------- | @I'?E'.‘E
FTP Anti-Spyware @
Summary
b SMTP Target . Action | Motification
b HTTR User Notification
~FTP : )
e Display the following mes=zage in the uzer's browser when zpyware/grayware iz detected:
Scanning

Trend Micro InterGcan VirusWall & has determined that the file you are attempting to
transfer contains spywars/grayware, It has taken action on the file,

¥ Cuthreak Cefense

Administrator Notification

b Guarantines

¥ Update

¥ Logs

¥ Administration

When spyware/grayware is detected and the following item is selected, the corresponding email
notification will be sent,

[ administrator [7rer

Cancal

FIGURE 4-3. FTP Anti-Spyware screen, Notification tab

Under User Notification, modify the user notification message as desired.

To send notifications to the administrator, select Administrator, and then
modify the message as desired.

Click Save.



Configuring POP3 Virus/Malware
Scan Settings

InterScan Viruswall scans POP3 mail for virussmalware. By default, InterScan
VirusWall will scan all scannable and compressed files, clean infected items (if
cleanable), and then send the administrator a predefined notification message about
the virus/malware detection.

Note: Infected items could be the email’s message body or the files attached to the email.

POP3 virusmalware scanning is highly configurable. The following are procedures
for configuring scanning settings:

» Specifying File Types to Scan on page 5-3

» Handling Compressed Files on page 5-4

» Specifying the Action to Take When Virus/Malware |s Detected on page 5-5

» Configuring Notification Settings on page 5-6
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Enabling POP3 Virus/Malware Scanning

To enable POP3 virus/malware scanning:

1. Onthe main menu, select POP3 > Scanning. The Tar get tab displays.

~TREND MICRO" InterScan~VirusWall~

Log off | |

POP3 Scanning

Sumrmary
b SMTR Target .| Action .| Motification
Y HTLE Enable POPZ scanning
» FTR
~pop3 Files to Scan
Seanning (® Al scannable files
TntelliTrap (O IntelliScan: uses e fife type identification @
Anti-Phishing () specified file gutensions...
Anti-Spam

Anti-Spyware

Compressed File Handling

Content Filtering

Zonfiguratian

¥ Qutbreak Defense

¥ Quarantines

¥ Update

¥ Logs

b Adminiztration

@ Scan all compressed files

O Do not scan compressed files

O Do not scan compressed file if
Exrracted file count enceeds:
Exrracted file size enceeds:

Mumber of layers of compression enceeds:

Extracted file size/compressed file size ratio exceeds:

0 (0 for no limit)
200 (z-zO)
I0 (0-100, O for no limit)

Cancel

FIGURE 5-1. POP3 Scanning screen, Target tab

2. Select the Enable POP3 scanning check box.

3. Click Save.
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Specifying File Types to Scan
To specify file types to scan:
1. Onthe main menu, select POP3 > Scanning. The Target tab displays.
2. Under Filesto Scan, select from the following options:

» All scannablefiles. Scans al files regardliess of file type. Thisisthe most
secure setting.

» InteliScan: uses“truefiletype’ identification: Allows the product to
intelligently identify the files to scan.

Note: Thisoption will pass some file types, which will result in higher performance,
but will be less secure than when scanning all files.

» Specified file extensions: Scans only certain file extensions.

To find out which file extensions will be scanned by default, or to enter
additional file extensionsyou want scanned, click the extensions... link. Inthe
new window that opens, enter additional file extensions under Additional
Extensions, and then click OK.

3. Click Save.
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Handling Compressed Files
To specify how InterScan VirusWall will handle compressed files:
1. Onthe main menu, select POP3 > Scanning. The Target tab displays.
2. Under Compressed File Handling, select from the following options:

» Scan all compressed files: The most secure configuration.
» Do not scan compressed files: Skips scanning of all compressed files.

» Do not scan compressed filesif: Skips scanning of compressed files when
user-specified limits are exceeded. Scanning will proceed if the limits are not
exceeded.

» Extracted file count exceeds: The maximum number of files within the
compressed file (0 means no limit).

» Extracted file size exceeds: The maximum file size after decompression.
InterScan ViruswWall scans only individual files within the limit.

* Number of layers of compression exceeds: The maximum number of
compression layers. For example, if aZIP file contains a RAR file, and
that file contains another compressed file, the number of compression
layersisthree.

» Extracted file size/compressed file size ratio exceeds. The maximum
sizeratio before and after compression.

3. Click Save.
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Specifying the Action to Take When Virus/Malware
Is Detected

To specify the action to take when virus/malware is detected:

1. Onthe main menu, select POP3 > Scanning, and then click the Action tab.

% TREND MICRO" InterScan-VirusWalt- | p——— )

POP3 Scanning @
Surnmary
b SMTR | Target " | Action .| Motification
b HTTP Action on Massages with Infacted Ttems i)
m e
B2 @  cClean infected iteme and pass
~pOP3 J— —
If cannotbe cleaned, specify an action: ;_Delata " |
seanning () Quarantine infected items and pass
IntelliTra
p ) Delete
Anti-Phishing
O Delete infected items and pass
Anti-Spam
Anti-Spywars O Pass (not recommended)
Content Filtering Cancel

Configuration

FIGURE 5-2. POP3 Scanning screen, Action tab

2. Under Action on Messages with I nfected Items, select from the following
options:

» Clean infected items and pass. Cleans infected items before delivering the
email to the recipient. If the infected item is uncleanable, select from the
following actions:

* Quarantine: Removes and quarantines infected items.
» Delete: Removes infected items without quarantining them.
» Pass (not recommended): Delivers the email with the infected items.

* Quarantineinfected itemsand pass. Automatically movestheinfected items
to the quarantine directory, then sends the email.

Note: The default quarantine folder for POP3 scanning is quarantine/POP3.
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» Delete: Automatically deletes the email with infected items.

» Deleteinfected itemsand pass: Deletes infected items before delivering the
email to the recipient.

 Pass (not recommended): Delivers the email with infected items.
3. Click Save.

Configuring Notification Settings
To configure notification settings:
1. Onthemain menu, select POP3 > Scanning, and then click the Notification tab.

STREND MICRO"InterScan-VirusWalr" Log OFf | [ --------- Help-=------- | @I'?E'.‘B

POP3 Scanning @
Sumrmary
b SMTP Target . Action | Motification
b HTTR Email Notifications
E BT When an infected message is detected and any of the following items are selected, the corresponding
J— email notification(z) will be sent:
Scanning Administrator | The wirus/malware, %DETECTED% was detected in a message sent
- frorm %SEMDERY% to %RCPTS%. The message subject is %SUBJECT%.
IntelliTrap InterScan ViruzWall & has taken the action: S%FINALACTION,
Anti-Phishing
b [ Recipient
Anti-Spyware
Content Filtering
Zonfiguratian
¥} Qutbreak Defanse Inline Notification Stamp

¥ Quarantines Select to insert the following text into all scanned messages before they are sent to recipients:

¥ Update

T [] wirus free

b Adminiztration

[ wirus detected

Cancel

FIGURE 5-3. POP3 Scanning screen, Notification tab
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2. Under Email Notifications, modify the administrator notification message as
desired. You can unselect the Administrator check box if you do not want to

send the notification.

To send email notifications to recipients, select the Recipient check box, and
modify the message as desired.

The following tokens are supported in both administrator and recipient
notifications for POP3 scanning:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message ID

%PROTOCOL% mail protocol
%FILTERNAME% name of the filter that performs the action
%DETECTED% name of the security risk found

%FINALACTION%

action taken on the message

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

4. If you want InterScan Viruswall to insert inline notifications into the message
body of an incoming email message, do the following:

» Select Virusfreeto add inline notifications to emails not infected with
virugmalware, then modify the inline notification as desired.

» Select Virusdetected to add inline notifications to emails with infected items,
then modify the inline notification as desired.
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You can use the following tokens when modifying the inline notification:

Token

Description

%VIRUSNAME%

name of the virus/malware found

%FILENAME%

name of the infected file

%CONTAINERNAME%

name of the archive or other files that contain com-
pressed files

%ACTION%

action taken on the infected attachment

5. Click Save.




Configuring POP3 IntelliTrap Settings

IntelliTrap detects in real-time potentially malicious code in compressed executable
filesthat arrive as email attachments. By default, IntelliTrap will quarantine infected
attachments, send the email to the recipient, and then send the administrator a
predefined notification message about the threat detected.

IntelliTrap scanning is highly configurable. The following are procedures for

configuring scanning settings:

» Specifying the Action to Take When Potentially Malicious Code Is Detected on
page 6-2

» Configuring Notification Settings on page 6-3

6-1



Trend Micro™ InterScan VirusWall™ FTP and POP3 Configuration Guide

Enabling POP3 IntelliTrap Scanning

To enable POP3 IntelliTrap scanning:

1. Onthe main menu, select POP3 > IntelliTrap. The Target tab displays.

~TREND MICRO" InterScan~VirusWall~ Log Off | [ ------o-- Help--------- | @I'?E'.‘E
POP3 IntelliTrap 9
Sumrmary
IntelliTrap detects potentially malicious code in real-time compressed executable files that arrive as
b SMTR email attachments, Enabling IntelliTrap allows InterScan WirusWall to take user-defined actions on
T infected attachments and to send notifications to senders, recipients, or administratars,
» FTP Target .| Action .| Hotification
~pOopP3
Enable POP3E IntelliTrap
Scanning
TorelliTran -

FIGURE 6-1. POP3 IntelliTrap screen, Target tab

2. Select the Enable POP3 IntelliTrap check box.
3. Click Save.

Specifying the Action to Take When Potentially
Malicious Code Is Detected

To specify the action to take when potentially malicious code is detected:

1. Onthe main menu, select POP3 > IntelliTrap, and then click the Action tab.

-TREND MICRO"InterScan~VirusWalr Log off | |

| POP3 IntelliTrap

Summary
IntelliTrap detects potentially malicious code in real-time comprassed exacutable filas that arrive az

P SMTR email attachments, Enabling IntelliTrap allows InterScan Wiruswkall to take user-defined actions an
S infected attachments and to send notifications to senders, recipients, or administrators,
- Target .| Action .| Notification .
~POP3 Action on Messages with Infected Attachments

Scanning @ Guarantine infected attachments and pass

IncelliTian O Delets infected attachments and pass

Anti-Phizhi

HoEnEng (O pass (not recommended)
Anti-Spam |
Anti-Spyware Sl

FIGURE 6-2. POP3 IntelliTrap screen, Action tab
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2. Under Action on M essages with I nfected Attachments, select from the
following options:;

* Quarantineinfected attachments and pass: Moves attachments to the
guarantine folder and then delivers the email without the attachments.

Note: The default quarantine folder for POP3 scanning is quarantine/POP3.

» Deleteinfected attachmentsand pass. Permanently deletes attachments and
then delivers the email.

» Pass (not recommended): Delivers the email with the infected attachments
and an inline warning.

3. Click Save.

Configuring Notification Settings

To configure notification settings:

1. Onthe main menu, select POP3 > IntelliTrap, and then click the Notification
tab.

ﬁTREND MICRO"InterScan~VirusWall~ Log OFf | | --------- T — ~| (&) Trenn

| POP3 IntelliTrap @

Summary

IntelliTrap detects potentially malicious code in real-time compressed executable files that arvive as
b SMTR email attachments, Enabling IntelliTrap allows InterScan WirusWall to take user-defined actions on
| infected attachments and to send notifications to senders, recipients, ar administrators.

b HTTP
»FTR Target .| Action .| Notification
+pop3 When IntelliScan detects a potential threat and any of the following items are selected, the corresponding
email notification(s) will be sent,
Seanning 2
; Administrator | IntelliTrap detected a potentially malicious application, %DETECTED%
IntelliTrap |
|lin a message sent frorm %SENDER % to %RCPTS%. The message
Anti-Phizhing |subject is "%SUBIECT%." InterScan VirusWall € has taken the action:
|3 FIMALACTION,
Anti-Spam |
Anti-Spyware [] recipient
Content Filtering
Caonfiguratian
¥ Qurhreak Defanse

¥ Quarantines Cancel

b Update

FIGURE 6-3. POP3 IntelliTrap screen, Notification tab
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2. Modify the administrator notification message as desired. You can unselect the
Administrator check box if you do not want to send the notification.

3. Tosend email notifications to recipients, select the Recipient check box, and
modify the message as desired.
Use any of the following tokens or tags on the message:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message 1D

%PROTOCOL%

mail protocol

%FILTERNAME%

name of the filter that performs the action

%DETECTED%

name of the security risk found

%FINALACTION%

action taken on the message

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

4, Click Save.




Configuring POP3 Anti-Phishing
Settings

Phish, or phishing, is arapidly growing form of fraud that mimics a legitimate Web
site and seeksto fool Web usersinto divulging private information. Phishing attacks
involve email messages that falsely claim to be from alegitimate established
organization. The messages typically encourage recipients to click alink that will
redirect their browsers to afraudulent Web site, where they are asked to update
personal information. Victims usually give up passwords, social security numbers,
and credit card numbers.

In atypical scenario, unsuspecting users receive an urgent sounding (and authentic
looking) email telling them that there is a problem with their account that they must
immediately fix, or the account will be closed. The email will include aURL to a
Web site that looks exactly like the real thing (it is relatively simple to copy a
legitimate email and alegitimate Web site but then change the back end—where the
collected datais actualy sent).

By default, InterScan ViruswWall will quarantine phishing messages, and then send the
administrator a predefined notification message about the phishing message.
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IntelliTrap scanning is highly configurable. The following are procedures for
configuring anti-phishing settings:
» Specifying the Action to Take When a Phishing Message |'s Detected on page 7-3

» Configuring Notification Settings on page 7-4

Enabling POP3 Anti-Phishing

To enable POP3 anti-phishing:
1. Onthe main menu, select POP3 > Anti-phishing. The Tar get tab displays.

) p—— )

47 TREND MICRO"InterScan~Viruswatl~
| POP3 Anti-Phishing (7]
Surnmary
| > smTR Target .| Action | Notification
»
| ieahns - | [“lEnable F&P3 anti-phishing
* FTP
~pop3
Scanning
IntelliTrap
Anti-Phishing
FIGURE 7-1. POP3 Anti-Phishing screen, Target tab

2. Select the Enable POP3 anti-phishing check box.
3. Click Save.



Configuring POP3 Anti-Phishing Settings

Specifying the Action to Take When a Phishing
Message Is Detected

To specify the action to take when a phishing message is detected:

1. Onthe main menu, select POP3 > Anti-Phishing, and then click the Action tab.

% TREND MICRO" InterScan-Viruswall

| POP3 Anti-Phishing

Summary

L Target .| Action .| Notification .
DI Action on Messages with Phishing Sites
} FTP
® Quarantine
~POP3
| | Opelete
Scanning
|| ©pass (et recommandad)
IntelliTrap
anti-Phishing . Cancel

FIGURE 7-2. POP3 Anti-Phishing screen, Action tab

Under Action on M essages with Phishing Sites, select from the following
options:

* Quarantine: Moves the message to the quarantine folder.
» Delete: Automatically deletes the message without delivering it.

» Pass(not recommended): Delivers the phishing message.
Click Save.
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Configuring Notification Settings
To configure notification settings:

1. Onthe main menu, select POP3 > Anti-phishing, and then click the
Notification tab.

—_—
-TREND MICRO"InterScan-VirusWall~ Log Off | |
| POP32 Anti-Phishing
Sumrmary
b SMTP Target .| Action | Notification
F HTTFE Email Notifications
E BT when a phizhing meszage is detacrad and any of the follawing items are selacred, the carrazponding email
+pop2 notification(s) will be sent:
Scanning Administrator A phishing site was detected in a message sent from %SEMDERS: to %
| RCPTS% . The message subject is "®SUBJECT®", InterScan VirusWall
IntelliTrap | & has taken the action: %FINALACTION,
Anti-Phishing
Ot Spam ] Recipient
Anti-Spyware
Content Filtering
onfiguratian
b Gutbreak Defense Report Potential Phishing URL
¥ Quarantines Submit 3 Potential Phishing URL to TrendLabs
¥ Update
b Administration

FIGURE 7-3. POP3 Anti-Phishing screen, Notification tab

2. Modify the administrator notification message as desired. You can unselect the
Administrator check box if you do not want to send the notification.
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3. Tosend email notifications to recipients, select the Recipient check box, and

modify the message as desired.

Use any of the following tokens or tags on the message:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message ID

%PROTOCOL%

mail protocol

%FILTERNAME%

name of the filter that performs the action

%DETECTED%

name of the security risk found

%FINALACTION%

action taken

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

4. Toreport suspected or known phishing sitesto TrendL abs, click Submit a
Potential Phishing URL to TrendL abs and provide the URL in an email that
you will send to antifraud@support.trendmicro.com.

TrendL abs monitors sites that obtain information for fraudulent purposes and
distributes known phishing site information as part of the automatic updates that
Trend Micro makes available to InterScan Viruswall customers.

Note: To view alist of phishing emails, go to
http://www.trendmicro.com/en/security/phishing/overview.htm.

5. Click Save.
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Configuring POP3 Anti-Spam Settings

InterScan Viruswall uses the following basic features to filter spam in POP3 email
communication:

» Approved and Blocked Senderslists: These lists filter on the sender’s email
address rather than on content.

e The Approved Senders list contains trusted email addresses. InterScan
VirusWall does not filter messages arriving from these addresses, except when
POP3 anti-phishing is enabled.

» The Blocked Senderslist contains email addresses that cannot be trusted.
InterScan ViruswWall automatically considers messages arriving from these
addresses as spam and del etes such messages. InterScan ViruswWall does not
notify anyone that it del eted the messages.

Note: The Exchange administrator maintains a separate Approved and Blocked
Senders list for the Exchange server. If an end user creates an approved
sender, but that sender is on the administrator's Blocked Senders list, then
messages from that sender will be blocked.

» When an email addressis both in the Approved Senders and Blocked Senders
lists, messages arriving from this address are considered spam and are del eted.
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e Spam filter: Administrators set a spam detection level to filter out spam. The
higher the detection level, the more messages are classified as spam.
Administrators can set aglobal detection level for all messages or set one detection
level for each spam category.

The detection level determines how tolerant InterScan Viruswall will be toward
suspect email messages. InterScan Viruswall uses the following detection levels:

Detection Level Filtering Criteria

Low InterScan VirusWall filters only the most obvious and common spam
messages, but there is a very low chance that it will filter false posi-
tives. This is most lenient level of spam detection.

Medium InterScan VirusWall monitors at a high level of spam detection with a
moderate chance of filtering false positives. This is the default setting.

High InterScan VirusWall monitors all email messages for suspicious files

or text, but there is greater chance of false positives. This is the most
rigorous level of spam detection.

Determining Spam Detection Levels

The InterScan VirusWall anti-spam engine uses heuristics and algorithmsto calculate
the spam detection level. The engine scans the message or file and assigns the
scanned item a spam score. Based on this spam score and the spam detection and
confidence levels that you specify, InterScan VirusWall determines whether the item
is spam.

The predefined threshold settings are:

Low Confidence

Medium Confidence

High Confidence

Low detection level 6 7 10
Medium detection level 4.5 6 10
High detection level 4 5 7
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e |If you specify alow detection level and the spam scoreis 6.5, then InterScan
Viruswall will perform the action specified for the low confidence level.

» |If the spam scoreis 8, InterScan Viruswall will perform the action specified for
the medium confidence level.

e |f the spam scoreis 11, InterScan Viruswall will perform the action specified for
the high confidence level.

To see a spam score, see the spam log. A sample entry might be:

2006/02/04 20:10:32, SMTP, , Stamp, Success, "LastName\, FirstName"
<FirstName.LastName@Level3.com>, "SPAM@TrendMicro.com"
<SPAM@TrendMicro.com>, FW:How are you doing?
<D7626E4452B0F745B4C7C15BC97EA052D66887@1dclexc0005 . corp.global.
level3.com>, 3.51.0.1033, 13974000, Spam, ,14.594000

Categories of Spam

InterScan ViruswWall screens spam according to seven categories and allows
administrators to specify a detection level for each category:

e Commercid

* Hedlth

*  Make money fast
* Racist

* Religion

*  Sexual content

e Others

For example, if an administrator’s clients work in a medical field, the administrator
might decide to set a high sensitivity level for the ‘Make money fast’ category, but
may decide that it would be risky to filter messages in the ‘ Health’ category. The
administrator can set alow sensitivity level for email messagesin the ‘Health’
category.
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Enabling POP3 Anti-Spam

To enable POP3 anti-spam:
1. Onthe main menu, select POP3 > Anti-Spam. The Tar get tab displays.

TREND MICRO"InterScanVirusWalt- Log Off |

POP3 Anti-Spam

Anti-Spyware

Content Filtering

Caonfiguratian

¥ Qurbreak Defenze

b Guarantines

b Update

Summary
b SMTP Target | Action | Matification
» HTTP
Enable POP3 anti-spam
»FTP
~PpOP3 Filter Tuning
Scanning @ spam-detection lavel: v
IntelliTrap ) specified spam-detaction lavel by catagory
Anti-Phishing commarcisl
Anti-Spam

Health
Make monay fast

Racist

Religian

Sexual content

Others

b Logs

Keyword Exceptions

b administration

Messages containing identified keywords will not be considerad spam. Separate multiple entries with a
camma L.

Approved Senders

Add approved sender email add ar domain names (for example: abc_company.comm.tw,
abc@hotmail.com, or @abe_company.com). Separate multiple entries with a comma ().

Blocked Senders

Add blocked sender email addreszes or domain names (for example: abe_company.com.tw,
abc@hotmail.cam, or @abe_company.com), Separate multiple entries with a comma (),

Cancel

FIGURE 8-1. POP3 Anti-Spam screen, Target tab

2. Select the Enable POP3 anti-spam check box.

3. Click Save.
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Setting the Spam Detection Level (Filter Tuning)

To specify the spam detection level:

1
2.

On the main menu, select POP3 > Anti-Spam. The Tar get tab displays.
Under Filter Tuning, select from the following options:
»  Spam-detection level: Uses one detection level for all spam categories.

» High: InterScan VirusWall is very confident that the mail message is
spam.

» Medium: InterScan ViruswWall isfairly confident that the mail messageis
spam.

e Low: InterScan Viruswall isfairly confident that the mail message is not
spam.

»  Specified spam-detection level by category: Uses any of the detection
levelsfor each spam category.

Tip: If you are getting too many false positives, set the spam detection level to alower
setting. Conversely, if users report that they are getting too much spam, adjust the
detection level to a higher setting.

To submit samples of false positives to Trend Micro, go to
http://subwiz.trendmicro.com/SubWiz/spam_mail-Form.asp.

Click Save.

Specifying Keyword Exceptions
To specify keyword exceptions:

1. Onthe main menu, select POP3 > Anti-Spam. The Tar get tab displays.

2. Type keywords that should not be considered spam in the K eyword Exceptions

text box. Separate keywordsin the exception lists with a comma.

3. Click Save.
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Maintaining Approved and Blocked Senders Lists

To maintain approved and blocked senders lists:
1. Onthe main menu, select POP3 > Anti-Spam. The Tar get tab displays.
2. Typeal email addressesin the appropriate list, separating them with a comma.

InterScan ViruswWall supports wildcard (*) matching for the Approved and
Blocked Senders lists. Sample patterns are shown in Table 8-1.

TABLE 8-1.

Wildcards (*) in the Senders Lists

PATTERN

MATCHED SAMPLES

UNMATCHED SAMPLES

john@trend.com

john@trend.com
john@trend.com.

Any address different from the pat-
tern.

@trend.com
*@trend.com

john@trend.com
mary@trend.com.

john@ms1.trend.com
john@trend.com.tw
mary@trend.comon

john@ms1.trend.com.tw
john@ms1.rd.trend.com.tw
mary@trend.com.tw.

trend.com john@trend.com john@trend.com
john@ms1.trend.com mary@mytrend.com
mary@ms1.rd.trend.com joe@trend.comon
mary@trend.com

*.trend.com john@ms1.trend.com john@trend.com
mary@ms1.rd.trend.com john@trend.com.tw
joe@msl.trend.com mary@ms1.trend.com

trend.com.* john@trend.com.tw john@trend.com

john@ms1.trend.com.
john@mytrend.com.tw

*trend.com.*

john@ms1.trend.com.tw
john@ms1.rd.trend.com.tw
mary@ms1.trend.com.tw.

john@trend.com
john@ms1.trend.com
john@trend.com.tw
john@ms1.trend.com.

*** trend.com
*xxxx trend.com

The same as *.trend,com

*trend.com
trend.com*
trend.*.com
@*.trend.com

They are all invalid.

3. Click Save.
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Specifying Actions on Messages ldentified as

Spam

To specify actions on messages identified as spam:

1. Onthe main menu, select POP3 > Anti-Spam, and then click the Action tab.

FIGURE 8-2. POP3 Anti-Spam screen, Action tab

o T 4 [vrn 1
TREND MICRO " InterScarnVirusWall Log Off | | ---=----- Help------- v| @!'35’.".3
| POP3 Anti-Spam (2]
Summary
b SMTP [ Target .| action Motification
| P HTTP Action on Messages Identified as Spam
TP Each message identified as spam has 2 confidence lsuel associated with it. For axample, if s message Is |
J— an exact match to an entry on the spam pattern, InterScan sets a confidence level of High. ¥ou can set
different actions on identified massages based on the identifying confidence lavels.
Scanning Confidence Lauel Action
Intelli Trap High: | stamp | Stamp rent Spam:
Anti-Phishing o
Anti-Spam Medium: [stamp V| stamp test [spamm:
o rvware Stamp B
Content Filtering ——
Low: Stamp V| Stamptest Sparn:
Canfiguration L -—
b Qutbreak Defense
P Quarantines
¥ Update
¥ Logs
¥ Administration

2. Under Action on M essages | dentified as Spam, specify the action to take based
on the detection confidence levels:

» Delete: Deletes the whole message.
e Quarantine: Quarantines the message.

*  Samp: Inserts a notification content stamp into the subject line of the
message. If you choose this option, type the notification message in the
provided text box.

e Pass: InterScan Viruswall does nothing to the message and it is processed

normally.
3. Click Save.
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Configuring Notification Settings

To configure notification settings:

1

2.

3.

8-8

On the main menu, select POP3 > Anti-Spam, and then click the Notification
tab.

. .TREND MICRO"InterScarVirusWall (REYT S [ Je— Help--------- v @I'?E'.‘B

POP3 Anti-Spam (7]
Summary
b SMTP Target .| Action .| Netification
P HTTP Email Notifications
F FTR When a message is detected as spam and any of the following items are selected, the corresponding email
JE— notification(s) will be sent;
Scanning [] administratar
IntelliTrap |
Anti-Phishing
SN SHam [ Recipient
Anti-Spyware
Cuontent Filtering
Configuration

b Outhreak Defense

¥ Quarantines

¥ Update

b Logs

P Administration

FIGURE 8-3. POP3 Anti-Spam screen, Notification tab

To send email notifications to the administrator, select the Administrator text
box, and modify the administrator notification message as desired.

To send email notifications to recipients, select the Recipient check box, and
modify the message as desired.
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Use any of the following tokens or tags on the message:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message 1D

%PROTOCOL%

mail protocol

%FILTERNAME%

name of the filter that performs the action

%DETECTED%

name of the security risk found

%FINALACTION%

action taken

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

4, Click Save.
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Configuring POP3
Anti-Spyware/Grayware Settings

Spyware/Grayware comes in many forms and often appears to be a legitimate
software program.

POP3 spyware/grayware scanning is highly configurable. The following are
procedures for configuring scanning settings:

Setting the Soyware/Grayware Scanning Exclusion List on page 9-4

Soecifying Jpyware/Grayware Types to Scan on page 9-4

» Specifying the Action to Take When Spyware/Grayware |s Detected on page 9-5
» Configuring Notification Settings on page 9-6
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By default, InterScan ViruswWall will scan for all the types of spyware/grayware listed
in Table 9-1, delete attachments with spyware/grayware and deliver the emails, and
then send the administrator a predefined notification message about the
spyware/grayware detection.

TABLE 9-1. Types of Spyware/Grayware

TYPE OF GRAYWARE TYPICAL FUNCTION

Spyware Gathers data, such as account user names and passwords, and
transmits them to third parties

Adware Displays advertisements and gathers data, such as user Web surf-
ing preferences, to target advertisements at the user through a Web
browser

Dialers Changes computer Internet settings and can force a computer to

dial pre-configured phone numbers through a modem

Joke Program Causes abnormal computer behavior, such as closing and opening
the CD-ROM tray and displaying numerous message boxes

Hacking Tools Helps hackers enter computers

Remote Access Tools | Help hackers remotely access and control computers

Password Cracking Helps hackers decipher account user names and passwords
Applications
Others Other types not covered above
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Enabling POP3 Spyware/Grayware Scanning
To enable POP3 spyware/grayware scanning:

1. Onthemain menu, select POP3 > Anti-Spywar e. The Tar get tab displays.

.:'i'REND MICRO" InterScanVirusWalr Log off |

Summary

b SMTR

POP3 Anti-Spyware

b HTTP

Target .| Action \| Matification

» FTP

Enable PGPS anti-spyware

*POP3

Spyware,/Grayware Exclusion List

Scanning

IntelliTrap

anti-Phishing

Anti-Spam

Anti-Spyware

Enter name of spyware/grayware:

p Search for spyware/arayware

Content Filkering

Caonfiguratian

b Cuthreak Defense

Add >> Spyware/Grayware Exclusian List

Mone

b Administration

[ Hacking tocls

[¥password-cracking applications

Scan for G
¥ Quarantines Lt L2
v v
S [ spyware [#] adware
P [ Gialers [#] 10ke programs

Remote access tools

Cthers

FIGURE 9-1. POP3 Anti-Spyware screen, Target tab

2. Select the Enable POP3 anti-spywar e check box.
3. Click Save.

9-3



Trend Micro™ InterScan VirusWall™ FTP and POP3 Configuration Guide

Setting the Spyware/Grayware Scanning
Exclusion List

To set the spyware/grayware scanning exclusion list:
1. Onthe main menu, select POP3 > Anti-Spyware. The Tar get tab displays.

2. In Enter name of spyware/graywar e, type the file names or the file extensions
to exclude from spyware/grayware scanning. For extension names, use the
asterisk (*) asawildcard character. For example, to exclude .bmp files, type
*.bmp.

3. Click Add, and then click Save.

Note: To delete entries on the exclusion list, click the trash bin icon. Click Save to finalize
changes.

Specifying Spyware/Grayware Types to Scan
To specify the types of spyware/grayware to scan:
1. Onthe main menu, select POP3 > Anti-Spyware. The Tar get tab displays.

2. Under Scan for Spyware/Graywar e, select the types of spyware/grayware
InterScan Viruswall will scan.

3. Click Save.
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Specifying the Action to Take When
Spyware/Grayware Is Detected
To specify the action to take when spyware/grayware is detected:

1. Onthe main menu, select POP3 > Anti-Spywar e, and then click the Action tab.

/% TREND MICRO"InterScan-Viruswalr Loy OF || |oreeorielpr e | () TREND

POP3 Anti-Spyware @
Summary
b SMTR | Target | action .| Motification ™
L ¥ HTTP Action on with Spy Gray
¥ FTP
- o O Quarantine spywaref/grayware and pass
~POP3
(@) Dalete spywarafgrayware and pass
Scanning
() pass (ot recommanded)
IntalliTrap
Anti-Phishing Cancel
Anti-Spam

Anti-Spyware

FIGURE 9-2. POP3 Anti-Spyware screen, Action tab

2. Under Action on Spywar e/Graywar e, select from the following options:

» Quarantine spyware/grayware and pass: Moves the attachment with
spyware/grayware to the quarantine directory. The recipient will receive the
email without the attachment.

» Delete spywar e/graywar e and pass. Permanently deletes the attachment and
delivers the email without the attachment.

» Pass (not recommended): Delivers the email with the attachment.
3. Click Save.
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Configuring Notification Settings

To configure notification settings:

1. Onthe main menu, select POP3 > Anti-Spywar e, and then click the
Notification tab.

-, TREND MICRO"InterScan-VirusWalt- Log off |

POP3 Anti-Spyware

Sumrmary
b SMTP Target .| Action .| Notification
IE F HTTFE | Email Motifications
Lo When spyware/qrayware is detecred in a message and any of the following items are selected, the
o corresponding email notific stion(s) will be sent:
Seanning Administrator  [Spyware/grayware was detected in = message sent fram %SENDER% |
|to %RCPTS%, The message subject is "% SUBJECT%", InterScan
IntelliTrap |wiruswall & has taken the action: S%FINALACTIONSG,
Anti-Phishing
S Sgen ] Recipient
Anti-Spuware
Content Filtering
Zonfiguratian

¥ Outbraak Defense ve

¥ Quarantines

FIGURE 9-3. POP3 Anti-Spyware screen, Notification tab

2. Under Email Notifications, modify the administrator notification message as
desired. You can unselect the Administrator check box if you do not want to
send the notification.

3. Tosend email notifications to recipients, select the Recipient check box, and
modify the message as desired.
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Use any of the following tokens or tags on the message:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message 1D

%PROTOCOL%

mail protocol

%FILTERNAME%

name of the filter that performs the action

%DETECTED%

name of the security risk found

%FINALACTION%

action taken on the message

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

4. Click Save.
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Configuring POP3 Content Filtering
Settings

InterScan VirusWall provides rea-time email content filtering for POP3. When you
enable POP3 content filtering, al information that enters or leaves the network
through POP3 is scanned for possible matches with the content filtering policies you
have defined. InterScan Viruswall uses policies based on either akeyword filter or an
attachment filter.

Content Filtering Policy Based on Keywords

Keyword filters allow the InterScan VirusWall administrator to evaluate and control
the delivery of email messages based on the message content itself. Use these filters
to monitor both inbound and outbound messages to check for sensitive or offensive
content. The keyword filter also provides a synonym-checking feature, which allows
you to extend the reach of your policies. The keyword filter supports scanning of
content in double-byte characters, such as messagesin Chinese or Japanese.
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Keyword Lists

10-2

The keyword list for a given keyword filter contains the words and phrases matched
to the message content. When multiple keywords are included on the same line of a
policy, a match occurs only when the message being evaluated contains all of the
keywords on that line. For example, you can use the following keywords to alist:

Example 1:
resume, position
resume, job
resume, experience
resume, enclosed

In this example, the word ‘resume’ appears with an additional word four times
instead of using it just once as a single entry. Using only ‘resume’ would probably
produce unreliable results because ‘resume’ can mean either curriculum vitae or to
start again. To minimize the chance of such false matches, it isagood ideato qualify
the primary word with additional words typically associated with it; in this example,
words that are likely to appear in ajob-seeking letter include enclosed, position, job,
and experience. Including several keyword groups will increase the reach of the
filter.

As configured in the example, messages that contain any of the keyword pairs are
considered a match.

Alternatively, the filter could trigger the configured action only when all five words
appear in asingle outbound message. To do this, include all the keywords on asingle
line.

Example 2:
Resume, position, job, experience, enclosed

Obviously, the likelihood of detecting every outbound resume on the basis of this
filter ismuch less than for a policy that contains several rule sets based upon the
word ‘resume’, as shown in Example 1.

Example 3 shows a policy wherein the occurrence of any one of the four wordsin
Example 2 triggers a match.
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Example 3:
job

resume
enclosed
position
experience

Generally speaking, keywords linked by the AND operator should not include more

than four or five words or the policy risks being overly restrictive. On the other hand,
if only one keyword appears on any given line (OR operator), the policy risks being

too permissive—too many email messages will match. Of course, as shown above, a
lot depends upon what you are filtering.

The criteria you specify are evaluated exactly as entered, including any spaces and
punctuation. Phrases delimited by commas are treated as a single unit. Only when
each word, space, and so on in the phrase appears in the message, in the order
entered, will amatch occur.

Operators on Keyword Lists

Consider the following cases for keywords and the logical operators that apply to
them based on the position of the keywords:

Case 1. Keywords appear on a single line

Apple Juice, [and] Pear, [and] Orange

Case 2. Keywords each appear on their own individual lines
Apple Juice [or]

Pear [or]

Orange [or]

Case 3. Keywords appear on a single line and synonym checking is enabled for
the word Orange

Apple Juice, [and] Pear, [and] Orange
[or] orangish
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[or] red

[or] yellow

where the words orangish, red, and yellow are included in the synonyms list.
Results

In Case 1, only messages containing all items, Apple Juice, Pear, and Orange (in any
order, anywhere in the message text) are considered a match.

In Case 2, all messages containing the phrase Apple Juice are considered a match, all
messages that contain the word Pear are considered a match, and all messages that
contain the word Orange are considered a match.

In Case 3, with synonym checking on, messages that contain the phrase Apple Juice,
the word Pear, and any of the word(s) Orange, orangish, red, or yellow are considered
amatch.

Synonym List for Keywords

InterScan ViruswWall has a predefined list of synonyms for certain keywords. You
cannot modify or add to the predefined list of synonyms.

Other Keyword Notes

10-4

Note that Apple Juice is a phrase because the words Apple and Juice are not
delimited with a comma; even if the words Apple and Juice both appear somewhere
in the message, no match will be triggered unless they occur together as Apple Juice.

The capitalization and exact-match properties of synonyms are consistent with those
defined for the keyword itself. In other words, if the word red appearsin the
synonyms list, it will trigger a match with the word Red if Exact Match is not
checked; likewise, the word red will trigger a match with the word Red in the
message text if Match Case comparison is not checked.

If auser adds multiple keywordsin asingle line separated by commas, the policy will
be triggered only when all the keywords at that line appear in the same part of the
mail. For example, if auser adds the keywords apple, pear, if apple appearsin the
subject of the message and pear appears in the body, the policy will not be triggered.
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Enabling POP3 Content Filtering

To enable POP3 content filtering:
1. Onthemain menu, select POP3 > Content Filtering.

TREND MICRO"InterScan-VirusWalt~ (TRt I — T — (v| (@ rEnD
POP3 Content Filtering @
Summary
b smMTR Content Filtering Settings
} HTTP i
I [“]Enable PORS content filtering
FFTP -
Palicies
~popP3 - -
p [ add keyword filter B8 add attachment filter [#]copy i Delste 1-10 of 22
canning oy : :
IntelliTrap (- Palicy = ) Type | Status .Action
Anti-Phishing [] Untitled Keyword Filter Keyword Filter Enabled Quarantine
Anti-Spam [ 2nd Keyword Filter Keyword Filter Enabled Quarantine
Anti-Spyware [ 2rd Keyword Filter Keyword Filter Enabled Quarantine
Sentent Filtering [ 4thkeyword Filter Feyond Pz Eabtod i
Canfi t
LRt [] SthKeyword Filter Keyword Filter Enabled Hiiaating
b Cuthresk Def
el B [ &th Keyward Fileer Keyword Filter Enabled Guarantine
¥ Quarantines
ety [ Untitled Keyword Filker Keyword Filter Enabled Quarantine
¥ Update
[ Untitled Keyword Filter Keyword Filter Enabled Quarantine
b Logs
— [ Untitled Keyword Filter Keyword Filter Enabled Quarantine
¥ Administration
- [ Untitled Keyword Filter Keyword Filter Enabled Quarantine
[E8add keyword filter [Ed add attachment filter [#]copy {if Delste
Rawsperpage| 10 Bl 1w0ofzz M A[1 vk m

FIGURE 10-1. POP3 Content Filtering screen

2. Under Content Filtering Settings, select the Enable POP3 content filtering
check box.

3. Click Save.

Note: If you disable POP3 content filtering, InterScan Viruswall will not monitor the content
of POP3 traffic. Any other POP3 scanning features that are enabled will continue to
function as specified.
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Creating a Policy Based on a Keyword Filter
To create a policy based on a keyword filter:
1. Onthe main menu, select POP3 > Content Filtering.

2. Under Palicies, select Add keyword filter. The Keyword Filter screen opens,
displaying the Tar get tab.

-TREND MICRO"InterScan-VirusWall

POP3 Content Filtering

SN ECP3 Content Filtering-# Keyword Filter
b SMTP B S—
Y HTTP Target | Action .| Motification
} FTP Policy name:  |Untiled Keyword Filter
- pop3 Policy state;
Scanning apply policy to messages' Subject Body Attachment
IntelliTrap
Anti-Phishing Falterng Citeris
prana Message Size
ArciEpyuare Filter messages based on their size (including message bady and attachment):
Content Filtering DFiIter\fmessage size is larger than |10 t

Configuration

Key
b Outbreak Defenze

Filter messages that contain certain words,
b Quarantines

New filter keywords:

| 4
Lhoats Add > (words Synonyms

¥ Logs

b Adminiztration

[Imatch case [Exact match [l syronyms

Exception keywords

Do not filter massages with the following wards (separate sach keyword with 3 comma ()

FIGURE 10-2. Keyword Filter screen, Target tab

3. Inthe Policy name text box, type a policy name.
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For Policy state, select Enable to apply the policy or Disableif you do not want
to apply it.

In Apply policy to messages', select the sections of the messages (Subject,
Body, or Attachment) to which this policy applies.

If you want the policy to block messages with attachments larger than a specified
size, select Filter if message sizeislarger than, and then specify the size limit.

Under K eywor ds, type the keywords for which you want InterScan Viruswall to
scan messages and click Add.

To specify synonyms for each keyword, do the following:

a. Click the link under the Synonyms column (default is [none]). The Edit
Synonyms screen opens.

% 7 .
7 _TREND MICRO"InterScanVirusWall™ Log Off | | --------f Help==------- ~| (@, TREND
4
Edit Synonyms @
Summ ar
i POP3 Contert Filteting->Keyword Filker-> Edit Synanyms
b SMTR
» HTTP Keyword: | filt=r
' TP Include Synenyms Exclude Synonyms
~POP3 filter
filtrate
Scanning Il
IntelliTrap separate out
Anti-Phishing filter out
Anti-Spam percolate
sink in
Anti-Spyware
permeate
Content Filtering trickle
Configuration dribible
b Outbreak Defenze
S
¥ Update
¥ Logs
¥ Administration

FIGURE 10-3. Edit Synonyms screen

b. If you have entered multiple keywords that you separated with commas, all
the keywords will appear in a drop-down box. Select the one keyword for
which you want synonyms to be displayed.

c. Select the synonyms you want to use for the keyword from the list of
synonyms in the Exclude Synonyms column, and click < to move the
synonyms into the I nclude Synonyms column.
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d. Click Save. The Keyword Filter screen opens again.

If desired, enable any of the options M atch case, Exact match, and Synonyms.

Note:  For more information in creating a keyword list for your policy, see Creating a

Poalicy Based on a Keyword Filter on page 10-6.

10. To reduce the chances of InterScan Viruswall blocking messages that should be

allowed to pass, in Exception keywor ds, type keywords that will identify these
messages. M essages that contain these keywords will not be blocked by the
policy even when a match with akeyword filter is made.

11. Click Save.

Specifying the Action on Messages That Match the
Keyword Filtering Policy

10-8

To specify the action on messages that match the keyword filtering policy:
1. Onthemain menu, select POP3 > Content Filtering.

2. Under Policies, select Add keyword filter.

3. When the Keyword Filter screen opens, click the Action tab.

i e \f3 e | /|
77 .TREND MICRO"InterScan-VirusWall T — L — | @ REND
| POP3 Content Filtering (7]
Summary
L POP3 Cortent Filtering-* Keyward Filter
b SMTP : : ]
P | | Target i | motification
AT q [ Action
S | Action on Messages Matching the Filtering Criteria
~POP3 @ Quarantine
Scanning O Delete
IntellTrap Opass
Anti-Phishing

Anti-Spywars

Cantent Filtering

Canfiguration

FIGURE 10-4. Keyword Filter screen, Action tab
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4. Under Action on M essages Matching the Filtering Criteria, select one of the
following options:

* Quarantine: Quarantines the message.
» Deélete: Deletes the entire message.
» Pass: Delivers the message.

5. Click Save.

Configuring Notification Settings When a Message
Triggers a Keyword Filtering Policy

To specify notification settings when a message triggers a keyword filtering
policy:

1. Onthe main menu, select POP3 > Content Filtering.

2. Under Policies, select Add keyword filter.

3. When the Keyword Filter screen opens, select the Notification tab.

.TREND MICRO"InterScan~VirusWall™ T — Help=-------- | @!E‘E'.‘E

| POP3 Content Filtering 7]
Summary
| POP3 Content Filtering-> Keyword Filter
b SMTP X B i
I - | Target .| Action ificati
» HTTR | g Notification
P l Email Notifications
| 'PEIPS When a message matches the filtering criteria and any of the fallowing items are selected, the
correzponding email notification(z) will be sent:
Scanning

[#] Administrator |Prohibited content was detected in a massage sent from %SENDER%
IntzlliTrap |to %RCPTS%. The message subject is "9%SUBIECTS%". InterScan
Anti-Phishing |viruswall 6 has taken the action: %FINALACTIONSS,

Anti-Spam

Anti-Gpyware [Trecipient

Caontent Filtaring

Canfiguration

b Outbreak Defense

¥ Quarantines Save ||Cancel

FIGURE 10-5. Keyword Filter screen, Notification tab

4. Modify the administrator notification message as desired. You can unselect the
Administrator check box if you do not want to send the notification.
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5. To send email notifications to recipients, select the Recipient check box, and

modify the message as desired.

Use any of the following tokens or tags on the message:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message ID

%PROTOCOL%

mail protocol

%FILTERNAME%

always MailContentScan

%DETECTED%

name of policy that is triggered

%FINALACTION%

action taken

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

6. Click Save.

Creating a Policy based on an Attachment Filter

To create a policy based on an attachment filter:

1. Onthe main menu, select POP3 > Content Filtering.

2. Under Poalicies, select Add attachment filter. When the Attachment Filter
screen opens, click the Tar get tab.
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:FREND MICRO"InterScanVirusWall~

POP3 Content Filtering

Surmmary |
EOP3 Content Filtering-> Attachment Filter
b SMTR |
Action Motification
F HTTP Target |
b FTP | |Policy name: [Untitled Attachrnent Filter
~PpOP2 Policy state:
Scanning | | Filtering Criteria
IntelltTrap Attachment Size
Anti-Phishing
| |Filter bazed on attachment size:
Anti-Spam |
| | O Fiter if atrachment s\zeislargerthan*i-'
Anti-Spyware
Content Filtering | | Message Headers

Configuration (5 apply this rule when the message hesder matches these conditions.

b Gutbreak Defense (O Do not apply this rule when the message header matches these conditions.

¥ Quarantinas | |Enter email addresses or domain names (for example: abc@hotmail.com, or @abc_company.com),
Separate multiple entries by a comma ()
¥ Update
From contains:
b Logs ‘ [[] casesensitive [] Ewact match

b Administration

To containst
[ casesensitive [| Euact match

CC contains
[[] <ase sensitive [ | Ewnactmatch

Reply-to contains;
[ casesensitive [| Ewact match

Attachment Characteristics

Filter messages based on attachment file names, MIME headers, and attachment file types, ¥ou can use
asterisks (*) a5 wildcards to define file name filters,

() File Mame

O mIME Types (3]

(5) Attachment File Types

[0 Audis/video files [ Images
[ compressed files [ Java
[ Enxecutable files [ Microsoft Office

FIGURE 10-6. Attachment Filter screen, Target tab
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In the Policy name text box, type a policy name.

For Policy state, select Enable to apply the policy or Disableif you do not want
to apply it.

If you want the policy to block attachments of messages larger than a specified
size, select Filter if attachment sizeislarger than, and specify the size limit.
Under M essage Header s, choose from the following options:

» Apply thisrule when the message header matches these conditions:
Applies the settings under Attachment Char acteristics to message headers
that match the header strings you specified.

» Donot apply thisrulewhen the message header matchesthese conditions:
When message headers match the header settings you specified, the policy will
not be applied to the message.

Specify whether you want to apply the header rule when strings in the message

header match certain conditions, including the From, To, CC, and Reply-to
fields.

Note: You can specify multiple entries in the message header text boxes and separate
each entry with a comma. For example, user1@isvw.com,user2@isvw.com.

Under Attachment Characteristics, select thefiltering criteriafor message

attachments.

» File Name: Specify afile name or a string using awildcard (*). InterScan
Viruswall will filter all attachments with file names that match the names or
the strings.

 MIME Types: Specify the MIME types to filter.

» Attachment File Types: Specify file type categories that you want to block.
InterScan ViruswWall will block all attachmentsin the specified file type
categories.

Note: To specify multiple entries in the File Name and MIME Types text boxes,
separate each entry with a comma; for example, *.jpg,*.txt or
text/plain,image/j peg.

Click Save.



Configuring POP3 Content Filtering Settings

Specifying the Action on Messages That Match the
Attachment Filtering Policy
To specify the action on messages that match the attachment filtering policy:
1. Onthe main menu, select POP3 > Content Filtering.
2. Under Policies, select Add attachment filter.
3. When the Attachment Filter screen opens, click the Action tab.

% TREND MICRQ" InterScan-Viruswalr

Summary

b SMTP

P HTTP

P FTP

~popz

Scanning

IntelliTrap

Anti-Phishing

Anti-Spam

Anti-Spywara

Caontent Filtaring

Canfiguration

b Outbreak Defense

¥ Quarantines

| POP3 Content Filtering

2]

POP3 Content Filtering-* Attachrnent Filter

Target .| Action | Motification ™.

Action on Messages Matching the Filtering Criteria

@ Quarantine
Opass
O [relete attachment and pass

insertthe following notification in the message:

Save Cancel

FIGURE 10-7. Attachment Filter screen, Action tab

4. Under Action on M essages M atching the Filtering Criteria, select one of the

following options:

* Quarantine: Quarantines the message.
» Pass: Delivers the message
» Ddete attachment and pass. Removes the attachment and delivers the

message.
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5. Toinsert anctification into the body of the message, select I nsert the following

notification in the message:. You can modify the text of the message that you
insert and use the following tokens:

* %FILENAME%: the name of the removed attachment
* %RULENAME%: the name of the policy
6. Click Save.

Configuring Notification Settings When a Message
Triggers an Attachment Filtering Policy

To specify notification settings when a message trigger an attachment filtering
policy:

1. Onthe main menu, select POP3 > Content Filtering.
2. Under Palicies, select Add attachment filter.
3. When the Attachment Filter screen opens, select the Notification tab.

i — .,
- e - [vra ||
TREND MICRO"InterScanVirusWall Log OFf | | --------- Help--------- | gy IRENR
| POP3 Content Filtering (7]
Summary
- POP3 Content Filtering-> Attachrnent Filter
F SMTR o - =1
i - | Target .| Action ificati
¥ HTTE | q | Notification
e Email Notifications
P | |when 2 message matches the filtering criteria and any of the following itemns are selected, the
~POP3 : Sl :
corraspanding email netification(s) will be zant
Scanning i ;
[#] administrator |Prohibited content was detected in a message sent from %SENDER% |
IntelliTrap |ta %RCPTS%, The message subject is "% SUBJECTS%", InterScan
Anti-Phishing |viruswiall & has taken the action: % FINALACTIONS:,
Anti-Spam led]
Anti-Spyware [ recipient
Content Filtering
Canfiguration
» Qutbreak Defenze
DTS

FIGURE 10-8. Attachment Filter screen, Notification tab
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Modify the administrator notification message as desired. You can unselect the
Administrator check box if you do not want to send the notification.

To send email notifications to recipients, select the Recipient check box, and

modify the message as desired.

Use any of the following tokens or tags on the message:

Token Description
%SENDER% sender address
%RCPTS% recipient address
%SUBJECT% mail subject
%HEADERS% mail headers

%DATETIME%

scan date and time

%MAILID%

mail message ID

%PROTOCOL%

mail protocol

%FILTERNAME%

always MailContentScan

%DETECTED%

name of policy that is triggered

%FINALACTION%

action taken

%QUARANTINE_AREA%

quarantine location

%MACHINENAME%

hostname of the InterScan VirusWall machine

6. Click Save.
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Copying or Deleting a POP3 Content Filtering
Policy

To copy or delete a POP3 content filtering policy:

1. Onthe main menu, select POP3 > Content Filtering.

2. Under Policies, select apolicy and click Copy or Delete.

3. Click OK on the message box to finalize changes.
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