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(IMSS) is intended to provide you with instructions on how to configure and
administer IMSS to ensure that your network is well-protected against various
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Guide.
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Preface

Welcome to the Trend Micro™ InterScan™ Messaging Security Suite 7.0
Administrator's Guide. This manual contains post-installation information to get
InterScan Messaging Security Suite (IMSS) up and running. Please refer to the
Online Help in the Web management console for detailed information on each field
on the user interface.

This preface discusses the following topics:

*  InterScan Messaging Security Suite 7.0 Documentation on page vi

*  Audience on page vi

*  Document Conventions on page vii
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InterScan Messaging Security Suite 7.0
Documentation

The InterScan Messaging Security Suite 7.0 (IMSS) documentation consists of the
following:

Installation Guide—Contains introductions to IMSS features, system
requirements and provides instructions on how to deploy and upgrade IMSS in
various network environment.

Administrator’s Guide—Helps you get IMSS up and running with
post-installation instructions on how to configure and administer IMSS.

Online Help—Provides detailed instructions on each field and how to configure
all features through the user interface. To access the online help, open the Web
management console, then click the help icon ( ).

Readme Files—Contain late-breaking product information that might not be
found in the other documentation. Topics include a description of features,
installation tips, known issues, and product release history.

The Installation Guide, Administrator’s Guide and readme files are available at
http://www.trendmicro.com/download.

Audience

The InterScan Messaging Security Suite documentation is written for IT managers
and email administrators in medium and large enterprises. The documentation
assumes that the reader has in-depth knowledge of email messaging networks,
including details related to the following:

vi

SMTP and POP3 protocols
Message transfer agents (MTAs), such as Postfix
LDAP

Database management

The documentation does not assume the reader has any knowledge of antivirus or
anti-spam technology.
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Document Conventions

To help you locate and interpret information easily, the IMSS documentation uses the

following conventions.

CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain
commands and keys on the keyboard
Bold Menus and menu commands, command buttons,
tabs, options, and other user interface items
Italics References to other documentation
Monospace Examples, sample command lines, program code,
Web URL, file name, and program output
Configuration notes
Note:
Recommendations
Tip:
Reminders on actions or configurations that must be
WARNING! avoided

vii
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Chapter

Getting Started

This chapter explains how to logon to the Web management console and provides
instructions on what to do immediately after installation to get IMSS 7.0 up and
running.

Topics include:

Opening the IMSS Web Management Console on page 1-2

Viewing the Web Management Console Using Secure Socket Layer on page 1-3
Performing Basic Configuration with the Configuration Wizard on page 1-4
IMSS Services on page 1-12

Opening the End-User Quarantine Console on page 1-14

1-1
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Opening the IMSS Web Management Console

You can view the IMSS management console with a Web browser from the server
where you installed the program, or you can view the management console remotely
across the network.

To view the console in a browser, go to the following URL:
* httpsi//<target server IP address>:8445

An alternative to using the IP address is to use the target server’s fully qualified
domain name (FQDN).

The default logon credentials are as follows:

e  Administrator user name: admin

¢ Password: imss7.0

Type the log on credentials the first time you open the management console and click
the Enter button.

Note: If you are using Internet Explorer (IE) 7.0 to access the Web management console,
IE will block the access and display a popup dialog box indicating that the
certificate was issued from a different Web address. Simply ignore this message
and click Continue to this Web site to proceed.

Tip: To prevent unauthorized changes to your policies, Trend Micro recommends
changing the password regularly.

Using the Online Help

1-2

The IMSS Web management console comes with an Online Help that provides a
description of each field on the user interface.

To access page-specific Online Help from the IMSS Web management console, click
the Help *# icon located at the top right corner of the page.

To access the table of contents for the Online Help, click the Help * icon next to the
Log Off hyperlink on the right of the page header.
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Viewing the Web Management Console Using
Secure Socket Layer

The IMSS Web management console supports encrypted communication, using SSL.
After installing IMSS, SSL communication should work because the installation
contains a default certificate. Trend Micro suggests creating your own certificate to
increase security.

If you want to use your own certificate, replace the following:

$IMSS HOME/UI/tomcat/sslkey/.keystore

Creating an SSL certificate
Do the following:

1.

Create the Tomcat SSL certificate as follows:

keytool -genkey -alias tomcat -keyalg RSA -keystore
/opt/trend/imss/UI/tomcat/sslkey/.keystore

For more details on SSL configuration in Tomcat, please visit:

http://tomcat.apache.org/tomcat-5.5-doc/ssl-howto.html

Create the Apache SSL certificate as follows:

a.

Generate a Private Key and Certificate Signing Request (CSR)

openssl reqg -new > new.cert.csr

Remove pass-phrase from the key

openssl rsa -in privkey.pem -out new.cert.key
Generate a Self-Signed Certificate

openssl x509 -in new.cert.csr -out new.cert.cert -req
-signkey new.cert.key -days 1825

Copy the certificate and key to the Apache path

Cp new.cert.cert
$IMSS HOME/UI/apache/conf/ssl.crt/server.crt

cp new.cert.key
$IMSS HOME/UI/apache/conf/ssl.key/server.key

1-3


http://tomcat.apache.org/tomcat-5.5-doc/ssl-howto.html

Trend Micro™ InterScan™ Messaging Security Suite 7.0 Administrator's Guide

Performing Basic Configuration with the
Configuration Wizard

IMSS provides a configuration wizard to help you configure the basic settings
required to get IMSS up and running.

The configuration wizard guides you through seven (7) steps of configuring the
following settings:

Step 1:
Step 2:
Step 3:
Step 4:
Step 5:
Step 6:
Step 7:

Notification settings

Update source

LDAP settings

Internal addresses

Control Manager server settings
Product settings

Settings summary

Accessing the Configuration Wizard

Access the wizard using one of the following methods:

1-4

*  Logonto the Web management console and make sure the Open Configuration
Wizard is selected on the log on screen, and then log on. The wizard opens.

* Ifyou are already logged on to the Web management console, choose
Administration > IMSS Configuration > Configuration Wizard. The wizard
opens in a new window.
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s TREND MICRO"InterScan iViessaging Security Suite™|
ﬁ" Configuration Wizard

Configuration Wizard Log Off

Welcorme to the IMSS Configuration Wizard for localhost.localdomain

The configuration wizard will walk vou through the steps necessary to configure thiz server
to get IMSS up and running.

If vou terminate the wizard before configuring all settings, IMSS will not save vour changes,

Step 1: Configuring the Notification Settings

1. After you read the welcome screen, click Next. The Notification Settings screen
appears.

“centralcontrotfer™
Step 10f 7 u

Notification Settings

Configure email and SHMP trap notifications for system and policy event notifications

Email Settings

To address(es):* |bob@imsstest.com |
Use a sernicalon ;" to separate multiple addresses
Sender's email address:® |pestrastergimss. superlab.cam |

Server name of IP addressi® | |

SMTP server porki®
Preferrad charset:* [ English (us-ascii) v

Mazsags haader: [ |

Mazsags footar: [ |

SNMP Trap

Server nama (IF or FQDNY: | |

Community: [public |

2. Configure the following notification settings, which IMSS will use for all default
system and policy event notifications:

*  Email Settings—Type the sender and receiver addresses, the name of the
server that IMSS delivers mail to, the SMTP server port, the language
character set, and any additional headers or footers to add to the message.

1-5
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*  SNMP Trap—Ifyou have an SNMP server on your network, type the server
name and the community name.

Step 2: Configuring the Update Source

1-6

1. Click Next. The Update Source screen appears.

Step 2 of 7 n

Update Source

Select an update source and configure proxy settings to ensble IM35 to update components
and activate product licenses,

Source

(&) Trend Micra's ActiveUpdate server
) other Internet source
[httpess

Proxy Settings

Use a prowy server for pattern, engine, and license updates

Praxy typa::# HTTP L

Proxy server® [

Parti

Password: [recennas ]

2. Configure the following update settings, which will determine from where IMSS

will receive its component updates and through which proxy (if any) IMSS needs
to connect to access the Internet:

*  Source—Click Trend Micro ActiveUpdate (AU) server to receive updates
directly from Trend Micro. Alternatively, click Other Internet source and
type the URL of the update source that will check the Trend Micro AU
server for updates. You can specify an update source of your choice or type
the URL of your Control Manager server, if applicable.

*  Proxy Settings—Select the Use proxy server check box and configure the
proxy type, server name, port, user name, and passwords.
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Step 3: Configuring the LDAP Settings
1. Click Next. The LDAP Settings screen appears.

central Controfler
Step 3 of 7 u
LDAP Settings

Enter LDAP settings only if you will use LDAP for user-group definition, administrator privileges,
or web quarantine authentication, You must enable LDAP to use the web quarantine taol,

LDAP Settings

LDAP server type:* Microsoft Active Directory %

Enzble LDAP1

LDAP serveri® I

Exarnple: example.corn or 123,123,123,1232

Listening part nummberi® (389 |

[] Enable LDAP2

LDAP server:™®

Example: example.com or 123,123.123.123
Ustening port rurnbars [0 ]
LDAP cache expiration for policy services and EU} services

Time to Live in minutes: * 1440

LDAP admin

LDAP admin account:™

adrnin@irnss-superlab, corm |

Password:* [os

Base distinguished name:* ‘dc:imss's“'perlab'dc:“m |
Example: DC=foo, DC=foonet, DC=org
Authertication methodi*  (3) Sirmple &

() Advanced: using Kerberos authentication
far Active Directory

Kerberos authentication default realm:

Default dormain:

KD and admin server:

KDC part number:

L]

2. Do the following to enable LDAP settings:
a. Nextto LDAP server type, select one of the following:
*  Microsoft Active Directory
*  Domino

1-7
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*  Sun iPlanet Directory

b. To enable one or both LDAP servers, select the check boxes next to Enable
LDAP 1 or Enable LDAP 2.

Type the names of the LDAP servers and the port numbers they listen on.

d. Under LDAP Cache Expiration for Policy Services and EUQ services,
type a number that represents the time to live next to the TTL in minutes
field.

e. Under LDAP Admin, type the administrator account, its corresponding
password, and the base-distinguished name. See Table 1-1 for a guide on
what to specify for the LDAP admin settings.

LDAP LDAP Admin BaseDistinguished |  Authentication
Server (examples) Name (examples) Method
Active Direc- | ® Without Kerberos: dc=imsstest, * Simple
tory 1@imsstest. dc=com .
user! @imsstest.co » Advanced (with
imsstest\user1 Kerberos)
* With Kerberos:
user1@imsstest.co
m
Domino user1/imsstest Not applicable Simple
Sun iPlanet uid=user1, ou=peo- dc=imsstest, Simple
Directory ple, dc=imsstest, dc=com
dc=com
TABLE 1-1. LDAP admin settings

f. Nextto Authentication method, click Simple or Advanced authentication.
For Active Directory advanced authentication, configure the Kerberos
authentication default realm, Default domain, KDC and admin server, and
KDC port number.

Note:  Specify LDAP settings only if you will use LDAP for user-group definition,
administrator privileges, or Web quarantine authentication. You must enable

LDAP to use End-User Quarantine.

1-8
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Step 4: Configuring Internal Addresses
1. Click Next. The Internal Addresses screen appears.

Internal Addresses

Define your internal domains (known users o domains). IMSS uses these to determine which
policies and events are "Incoming" and "Dubgoing™ for reporting and rule creation.

Internal domains and usergroups

| Entar dormain v Selected

[ | == [« il
. LDAP: IM3S-

LIS a

LDAP: IMSS-SUPERLAB\valumelDn ﬁ

2. IMSS uses the internal addresses to determine whether a policy or an event is
inbound or outbound.

» Ifyou are configuring a rule for outgoing messages, the internal address list
applies to the senders.

* Ifyou are configuring a rule for incoming messages, the internal address list
applies to the recipients.

To define internal domains and usergroups, do one of the following:

*  Select Enter domain from the drop-down list, type the domain in the text
box, and then click >>.

*  Select Search for LDAP groups from the drop-down list. A screen for
selecting the LDAP groups appears. Type an LDAP group name for which
you want to search in the text box and click Search. The search result
appears in the list box. To add it to the Selected list, click >>.

1-9
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Step 5: Configuring Control Manager Server Settings
1.

Click Next. The TMCM Server Settings screen appears.

Step 5of 7 u

TMCM Server Settings

TMCM Server Settings

settings.
Enable TMCM Agent

Server®

Communication protocal:®

web server authentication:
User name: (3

Password:

To manage IM35 with Control Manager, enable the TMEM agent and configure all TMEM server

@ HTTE Port:
O HTTPS Ports

Proxy Settings

[ enable praxy
Proxy typer®
Proxy sereer®
Port:*

User name!

Password:

e

If you will use Control Manager to manage IMSS, do the following:

a.
b.

C.

Select Enable TMCM Agent (installed with IMSS by default).
Next to Server, type the TMCM IP address or FQDN.

Next to Communication protocol, select HTTP or HTTPS and type the
corresponding port number. The default port number for HTTP access is 80,
and the default port number for HTTPS is 443.

Under Web server authentication, type the user name and password for the
Web server if it requires authentication.

If a proxy server is between IMSS and TMCM, select Enable proxy.

Type the proxy server port number, user name, and password.
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Step 6: Configuring Product Settings
1. Click Next. The Product Settings screen appears. You must activate the
Antivirus and Content Filter to enable scanning and security updates. To obtain
an Activation Code, register the product online using the supplied Registration

Key.
. arco offe
Stap 6 of 7 u
Product Settings

You must activate the IMS5S Antivirus and Content Filter to enable scanning and to update
compenents, For added spam protection, activate Spam Prevention Solution and the IP Filter,

To obtain an Activation Code, register the product online using your Registration Key.

Register Online

Activate
Trend Micro Antivirus and Content Filter: |KK'HKKN'KKKKK*XNKXK'KXNKX'HKKNK*KKKKH ‘
Spam Prevention Solution: |xx-><xx><-><x><xx-xxxxx-xxxxx-xxxxx-xxxxxl ‘

2. Type the Activation Codes for the products you want to activate. If you do not

have an Activation Code, click Register Online and follow the directions at the
Trend Micro Registration Web site.

Step 7: Verifying Settings Summary

1. Click Next. A Summary screen appears.
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Step 7 of 7 n

Settings Summary

vou have finished configuring the central contraller on. sun-sol10-37

Review your settings and click Finish to save and apply them or click Back to make changes.

New Setting: ~
1. Notification Settings

Email Settings:

To address(es): bob@imsstest.corn

Sender's email address:  postrnaster@imzs.superlab,comn

SMTP Address:

Preferred charset: English [us-ascii]

Message header:

Message footer: b

< >

2. Ifyour settings are correct, click Finish.

To modify any of your settings, click Back and keep moving through the screens
until your settings are complete.

IMSS Services

The scanner and policy services must be started in order to start protecting your
network using IMSS. You can however, choose whether to install or start the EUQ
service.

*  Scanner Services—Performs scanning of SMTP/POP3 traffic.

*  Policy Services—Acts as a remote store of rules for the scanner services to
enhance rule lookups.

« EUQ Services—Hosts a Web-based console to enable end-users to view, delete
and release spam messages addressed to them.

For more information on these services, refer to the IMSS Installation Guide.
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Starting or Stopping Services

After you have successfully installed IMSS and configured the various settings, you
have to start the services to begin scanning for malware and other threats. Likewise,
you may need to stop IMSS services prior to performing an upgrade or backup
function.

1. Choose Summary from the menu. The Summary screen appears with the default
System tab selected.

Summary
Trend Micro Antivirus and Content Filter has not been activated.
0 You must activate your product to enable scanning and security Mare infa
updates.
Spam Prevention Solution (5PS) has notbeen activated.
0 You must activate your product to enable scanning and security Mare infa
updates.
System Statistics
Enable Connections
Accept SMTP connections Enable IP Filtering
D Accept POP3 connections MRS IP Profiler
Components Last refreshifug 2, 2007 6:57:21 PM (g Refresh
[ Mame Current Yersion Availability Update Schedule
Scan engine £.310,1002 $.500.1001 0 hourly
Wirus pattern 4,459,00 4.620.90 0 hourly
Spyware/grayware pattern 0.491.00 0.515.00 0 hourly
IntelliTrap pattern 0,103,00 0.106.00
IntelliTrap exceptions 0.199.00 0.221.00 0 hourly
Anti-sparmn engine 3.8.1026 3.8.1026 0 hourly
Spam pattern 15164000 15337.000 0 hourly
Kss gjirlsdij?in?dgiaosl R R
Managed Server Settings
Hostnare Connection Scanner Service  Policy Service Web Quarantine
nj-allen-wang2 o ° ° °

2. Under the Managed Server Settings section, click the Start or Stop buttons for
the service(s) that you would like to start or stop.



Trend Micro™ InterScan™ Messaging Security Suite 7.0 Administrator's Guide

Opening the End-User Quarantine Console

Before you can access the EUQ Web console, ensure that you have done the
following:

1. Configured the LDAP settings. See Step 3: Configuring the LDAP Settings on
page 1-7.

2. Enabled User Quarantine Access. See Configuring User Quarantine Access on
page 4-20.

You can view the EUQ Web console from the computer where the program was

installed or you can view the EUQ Web console remotely across the network.

To view the console from another computer on the network, go to:

*  Primary EUQ service—https://<target server IP address>:8447

. Secondary EUQ service—https://<target server IP address>:8446

WARNING! To successfully access all Web consoles on secondary EUQ services, you must
synchronize the system time of all EUQ services on your network.

An alternative to using the IP address is to use the target server’s fully qualified
domain name (FQDN).

Log On Name Format

The format of the user log on name for accessing the EUQ Web console differs
according to the LDAP server type you have selected when configuring LDAP
settings. Following are some examples of the log on name format for the three (3)
types of supported LDAP servers:

*  Microsoft Active Directory

¢ Without Kerberos—userl@imsstest.com (UPN) or
imsstest\userl

e With Kerberos—userl@imsstest.com
¢  Domino—userl/imsstest

*  Sun iPlanet Directory—uid=userl, ou=people, dc=imsstest, dc=com



Chapter

Configuring IMSS Settings

This chapter provides general descriptions on the various configuration tasks that you
need to perform to get IMSS up and running. For more details, please refer to the
Online Help accessible from the Web management console.

IP Filtering Service on page 2-2

Scanning SMTP Messages on page 2-12

Scanning POP3 Messages on page 2-19

Managing Policies on page 2-23

Updating Scan Engine and Pattern Files on page 2-55
Configuring Log Settings on page 2-59
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IP Filtering Service

The IP Filtering service has two individual components: Network Reputation Service
and IP Profiler.

*  Network Reputation Service filters spam senders at the connection layer.

* IP Profiler helps protect the mail server from attacks with smart profiles (SMTP)
Intrusion Detection Service (IDS).

Tip: Trend Micro recommends deploying IP Filtering as the first line of defense in your
messaging infrastructure.

Although most email messaging systems have a multi-layer structure that often
includes some pre-existing IP blocking, spam filtering, and virus filtering, Trend
Micro recommends completely removing other IP blocking techniques from the
messaging environment. [P Filtering should act as the precursor to any application
filtering you might use.

Using Network Reputation Services

Trend Micro maintains a list of [P addresses belonging to known spam senders in a
central database. Network Reputation Services (NRS) filters spam by blocking the IP
addresses stored in this database.

Using the SPS Activation Code

2-2

IP Filtering Service, which includes NRS and IP Profiler, uses the same license as
Spam Prevention Solution (SPS). If you purchase the full SPS service package, you
will receive a registration key that will allow you to create a customer account with
Trend Micro and upon completion of the registration process, you will receive your
Activation Code.

The Activation Code enables you to access the level of services according to your
registration. When you activate SPS, the licensing information for IP Filtering will
then appear.

For details on configuring NRS, see Configuring IP Filtering on page 2-5
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Preparing Your Message Transfer Agent for use with
Network Reputation Services

To prepare your MTA for use with NRS:

RBL+ Service—Configure the MTA to reject connections that have a 550 level
error code (connection refused). This error code indicates that a positive response
was received from the RBL+ database. Listings in the RBL+ database are known
to be spammers or sources that should not be sending email. Therefore, the
standard method for handling these spammers is to reject the connections
outright.

For more information, see the following URL:
www.trendmicro.com/en/products/nrs/rbl/use/configure.htm

Network Anti-Spam Service—Configure your MTA to make 2 potential DNS
queries, first to the QIL database and then to the RBL+ database.

The QIL (Quick IP Lookup) database is a real-time dynamic database that
contains a list of suspicious IP addresses that are sending spam. These IP
addresses will be removed from the QIL database once spam stops coming from
these addresses. If the QIL database does not receive a positive response, the
MTA will need to make a second query to the RBL+ database, which contains a
more stable list of blacklisted IP addresses.

The MTA should temporarily deny connections that have a 450 level error code
(server temporarily unavailable, please retry), when a positive response is
received from the QIL database. The IP listings in this database are occasionally
legitimate mail servers that may have compromised hosts behind them
temporarily sending spam. If the connection request is from a legitimate mail
server, it will re-queue and try sending the message at a later time. This will
cause a short delay in mail delivery until the listing expires, but will not
permanently block the mail.

For more information, see the following URL:

www.trendmicro.com/en/products/nrs/nas/use/configure.htm
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Using the NRS Management Console

Log on to the Network Reputation Services management console to access global
spam information, view reports, create or manage Approved Sender IP and Blocked
Sender IP lists, and perform administrative tasks.

This section includes basic instructions for using the NRS console. For detailed
instructions on configuring the settings for each screen, see the NRS console online
help. Click the help icon in the upper right corner of any help screen to access the
online help.

To use the NRS Management Console:
1. Open a browser and access the following address:
https://nrs.nssg.trendmicro.com/

Select Global Spam Update from the menu.
Click any of the following tabs:

*  Spam Alert—Provides a brief overview and discussion of current
spamming tactics and the implications for organizations. It also describes
how new tactics are deployed, how they evade Trend Micro systems, and
what Trend Micro is doing to respond to these new threats.

* ISP Spam.x—The total spam volume from the top 100 ISPs for a specific
week. The networks that are producing the most spam are ranked at the top.
The ranking of the ISP’s will change on a daily basis.

4. To view reports that summarize the query activity between your MTA and the
Network Reputation Services database servers, do the following:
a. Select Report from the menu.
b. Click Percentage queries, Queries per hour, or Queries per day.

5. To create or manage Approved Sender IP and Blocked Sender IP lists, choose
Policy from the menu. You can define your Approved Senders by individual IP
address and CIDR by Country, or by ISP.

6. To add an ISP to the list, choose New ISP from the menu.

To change your password or Activation code, choose Administration from the
menu.
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Configuring IP Filtering
To completely configure IP Filtering, perform the following steps:
Step 1: Enable NRS and IP Profiler
Step 2:  Enable IP Profiler Rules
Step 3: Configure NRS
Step 4: Add IP Addresses to the Approved List
Step 5:  Add IP Addresses to the Blocked List

Step 1: Enable NRS and IP Profiler
To enable NRS and IP Profiler:

1. Choose IP Filtering > Overview from the menu. The IP Filtering Overview
screen appears.

IP Filtering Overview

Enable IP Filtering

nrs [ 1P profiler |

Blocked Domains IP Addresses ‘?.; Refraszh Last 1 day (Last 24 hours) v|

DHA Attack [i]

Domain 1P Dropped Connections

Mo malicious domains or IP addresses have been found for the last 1 day(s),

Bounced Mail

Domain 1P Dropped Connections

Mo malicious domains or IP addresses have been found for the last 1 day(s),

¥Yirus

Domain 1P Dropped Connections

Mo malicious domains or IP addresses have been found for the last 1 day(s),

Spam

Domain 1P Dropped Connections

Mo malicious domains or IP addresses have been found for the last 1 day(s),

Manual

Domain 1P Dropped Connections

Mo malicious domains or IP addresses have been found for the last 1 day(s),
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2. Select the Enable IP Filtering check box. This will select both the NRS and IP
Profiler check boxes.

3. Clear the NRS or IP Profiler check box, if you do not require them.
Click Save.

Note: If you decide to disable IP filtering subsequently, please uninstall NRS and IP
Profiler manually. Disabling IP filtering from the Web management console merely
unregisters IP Profiler from IMSS but does not stop NRS and IP Profiler from
running. For more information on uninstalling NRS and IP Profiler, see
Uninstalling Network Reputation Services and IP Profiler section of the IMSS
Installation Guide.

Step 2: Enable IP Profiler Rules
IP Profiler can defend against 4 types of attacks.

2-6
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To enable IP Profiler rules:
1. Choose IP Filtering > Rules from the menu. The Rules screen appears with 4
tabs, one for each type of threat.

Rules: IP Profiling Settings (IP Behavior Monitor)

Rules are set to rmonitor the behavior of all IP addresses and block them according to the
threzhald setting,

Spam Wirus DHA Attack Bounced Mail
[“lenable

Duration to monitor: 20 hour(z)

Rate (%] a0 a

Total mails: 1000

Triggering action: Black ternporarily %

Spam Yirus .| DHA Attack Bounced Mail

[ Save ] [Cancel ] [Restore Defaults ]
enable
Duration to manitor: 20 |hour(s)
Rate (%) |
Total mails: 1000
Trigaering action: Block tempararily %

Spam Virus DHA Attack Bounced Mail Spam Virus DHA Attack Bounced Mail

Cenable Setting exsmple [enable

Duration to monitor: 20 |hour(s) Duration to manitor: 20 |hour(s)

Rate (%) 80 % Rate (%): a0 s

Total mails: 1000 | mails Total rmails: 1000

sent to mare than: 100 frecipients Triggering action: Black tarnpararily | ¥

. ) 0 recipients
non-existing redpients exceeds:
(i LDAP service is running) save | [Cancel | [Restore Defaults

Block temporarily ¥ |

Triggering action:

Select the desired tab to configure the rule settings for that threat.

Select the Enable check box.
Specify the required parameters (consult the online help for details).

. Click Save.

n A W N

Step 3: Configure NRS

To configure NRS:
1. Choose IP Filtering > NRS from the menu. The NRS screen appears.

2-7
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NRS

Metwork Reputation System Setting
Enable
(&) Default intelligent action
Permanent denial of connection [550) for REL+ matches
Ternporary denial of connection (450) for Zombie matches
(O Take customized action for all matches
SMTP error code:

SMTP error string @ (alphanumeric letters)

Save Cancel

2. Select the Enable check box.
3. Click a radio button next to one of the following:

*  Default intelligent action—NRS permanently denies connection (550) for
RBL+ matches and temporarily denies connection (450) for Zombie
matches.

¢ Take customized action for all matches

*  SMTP error code—Reject any connections that have a certain SMTP
code. Type an SMTP code.

*  SMTP error string—Type the message associated with the SMTP
error code.

Note:  The above SMTP error code and error string will be sent to the upstream
MTA that will then take the necessary preconfigured actions, such as
record the error code and error string in a log file.

4. Click Save.

Step 4: Add IP Addresses to the Approved List
IMSS does not filter IP addresses or domains that appear in the Approved List.
To add an IP address to the approved list:

1. Choose IP Filtering > Approved List from the menu. The Approved List screen
appears.

2-8



Configuring IMSS Settings

Approved List
[Fa4dd {fj Delete 1-1af1 M4 page of1 M M
[] Domain IP Addresses Tirnestamp * Status
I:‘ trendrnicro.corm [T Dec 25, 2006 7:01:26 AM 0

Dizplay: |15 per page %

2. Click Add. The Add IP/Domain to Approved List screen appears.

Add IP/Domain to Approved List

Enable
@ Comain: |abc.c0m |

O IP Address: | |

Save Cancel

3. Select the Enable check box.
4. Type the domain or IP address that you would like to add to the Approved List.
5. Click Save. The domain or IP address appears in the Approved List.

Step 5: Add IP Addresses to the Blocked List
IMSS blocks IP addresses that appear in the Blocked List.
To add an IP address to the Blocked List:

1. Choose IP Filtering > Blocked List from the menu. The Blocked List screen
appears.
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2-10

Blocked List

Add ﬁ Delete E.pSend to Approved List

1-1afl H ‘page of 1 B M

[] Domain L=

o Type  Action Timestarnp = Status
Addresses
. Block Dec 25, 2006 6:59:54
|:| trendmicro.com | MAA rmanual ternporarily AN o

15 par page W

2. Click Add. The Add IP/Domain to Blocked List screen appears.

S v A W

Add IP/Domain to Blocked List
Enable
@ Darmain |abC-C0ml |

O IF Address: |

Auckion: | Block ternpaorarily V|

Save Cancel

Select the Enable check box.
Type the domain or IP address.

Select Block temporarily or Block permanently.
Click Save. The domain or IP address is added to the blocked list.
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Querying IP Filtering Logs

IP Filtering records events on your network as the events occur. You can query the IP
Filtering action history.

To query IP filtering:

1. Choose Logs > Query from the menu. The Log Query screen appears.
2. For Type select IP Filtering.

Log Query
Criteria
Type Select -

Select

Message Tracking
Systern events
Policy events
MTA events

1F filtering

3. Specify the search data (leave blank to show all data). IMSS performs an exact
match by default. Separate multiple conditions with a semicolon “;”.

4. Click Display Log to see the results.

Log Query
Criteria
Type | 1P filtering DRI ~
pates, 0271872007 | [ 06 v [0¢ v, [0arza2007 | [07 v [ 0e v
" mm/ddivgee hh i rarn/ddfyyvy hh rarm

To specify an exact ratch, just type the keyword. For 5 partial match, use the asterisk wildesrd "#", For exarnple, "#usernarme" searches for
any character string that ends with "username",

Display Log

IP Filtering

Results per page: |20 %

gprmt current page @Expmt to CSV

Beqin Time Blocked Last Time Blocked Comain P Dropped Connections ~
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Scanning SMTP Messages

IMSS supports three types of Message Transfer Agents (MTA). They are Postfix,
Sendmail, and Qmail.

If you are using Postfix with IMSS and have deployed multiple scanner services, you
can manage the SMTP routing settings for the scanner services centrally. From the
IMSS Web management console, you can configure the SMTP settings and apply the
same settings to all scanners.

If you are using Sendmail or Qmail, you will need to manually configure the SMTP
settings in the respective MTA configuration files. For details, see Preparing Message
Transfer Agents section of the IMSS Installation Guide.

Enabling SMTP Connections

Before IMSS can start scanning incoming and outgoing traffic on your network, you
need to enable SMTP connections.

To enable SMTP connections:

1. Choose Summary from the menu. The System tab appears by default.
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Summary
Trend Micro Antivirus and Content Filter has not been activated.
0 You must activate your product to enable scanning and security Mare infa
updates.
Spam Prevention Solution (5PS) has notbeen activated.
0 You must activate your product to enable scanning and security Mare infa
updates.
System Statistics
Enable Connections
Accept SMTP connections Enable IP Filtering
Accept POP3 connections MRS IP Profiler
Components Last refreshiAug 10, 2007 9:24:08 aM  (ZRefresh
[ Mame Current Yersion Availability Update Schedule
Scan engine £.310,1002 $.500.1001 0 hourly
Wirus pattern 4,459,00 4.644.90 0 hourly
Spyware/grayware pattern 0.491.00 0.517.00 0 hourly
IntelliTrap pattern 0,10%.00 0.106.00
IntelliTrap exceptions 0,199,00 0.222.00 0 hourly
Anti-zpam engine 3.8.1026 3.8.1026 0 hourly
Spam pattern 15164000 15348.003 0 hourly
Kss gjirlsdij?in?dgiaosl R R
Managed Server Settings
Hostnare Connection Scanner Service  Policy Service Web Quarantine
nj-allen-wang2 o ° ° °

2. Select the check box next to Accept SMTP connections.
3. Click Save.

Configuring SMTP Routing
Configuring SMTP routing involves four steps as follows:
Step 1:  Configure the SMTP settings
Step 2: Configure the Connections settings
Step 3: Configure the Message Rule settings
Step 4: Configure the Domain-based Delivery settings

2-13



Trend Micro™ InterScan™ Messaging Security Suite 7.0 Administrator's Guide

Configuring SMTP Settings
To specify the SMTP settings:

1. Choose Administration > IMSS Configuration > SMTP Routing from the
menu. The SMTP Routing screen appears.

SMTP Routing

SMTP Connections Message Rule Domain-based Delivery

Apply settings to all scanner
I:l.m:vpll,I settings to all scanner
Greeting Message

SMTP server greeting message:

ESMTF Postfix

Mail Processing Queue
The Mail Proceszing Queue is used to save messages prior to scanning or delivery,

Path: |fvarspoolfpostfix

Exarmple: fvar'spool/postfix

Save Cancel

Select the Apply settings to all scanner check box.

Specify SMTP server Greeting Message (displays when a session is created).
Specify the Mail Processing Queue Path.

Click Save.

A S

Configuring Connections Settings
To specify the Connections settings:

1. Choose Administration > IMSS Configuration > SMTP Routing from the
menu.

2. Click the Connections tab. The Connections screen appears.
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3.
4.
S.

SMTP Routing

SMTP | Connections | Message Rule | Domain-based Delivery

SMTP Interface

IF address: All interfaces W

Port:

Disconnec after: rminutes of inactivity

Simultaneous connections: O Ma limit

@ Allow up to connedkions

Connection Control

“fou can either permit or deny cornputers to connect with the server,

@Accept all, except the following list

O Single cornputer
e.g., 123,122,123,123
O Group of cormnputers
Subnet addressz

L ]

e.g.,10,123,123,123

Subnet mask

L ]

e.g., 255,255.255.0

Import frarm File

O Ceny all, except the follawing list

Transport Layer Security Setting

D Enable Transport Layer Security
Only accept SMTP connection by TLS
CA certificate: l:l
Private key: l:l
SMTP server certification: l:l

Specify the SMTP Interface and Connection Control parameters.

Specify the Transport Layer Security Setting parameters.

Click Save.
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Configuring Message Rule Settings

To specify the Message Rules:

1. Choose Administration > IMSS Configuration > SMTP Routing from the
menu.

2. Click the Message Rule tab. The Message Rule screen appears.

SMTP Connections [ Message Rule Domain-based Delivery

Message Limits
Maxirmum message size (1MB to 43MB): i ME

Maximum number of recipients (1 to unlimited);  |1000

Relay Domains

Mail can be delivered from any host to the following domains, Typically, you add all the mail
servers in your intranst,

Add Domain

Faor example: example.cam
i

Permitted Senders of Relayed Mail

The following hosts can relay mail to all domains and are excluded from the above relay
restriction,

O Hast only
@ sarne subnet as the host
) sarme TP dass as the hast

O specfied 1P addressas:

Single computer

e.g., 122.122.122.123
Group of computers

Subnet address

e.g., 10,123.123.123

Subnet rmask

e.g., 255,255.255.0

Sauve Cancel

3. Specify the Message Limits parameters.
4. Specify the Relay Domains. IMSS relays the messages to the listed domains.



Configuring IMSS Settings

5. Specify the Permitted Senders of Relayed Mail.
6. Click Save.

Configuring Domain-based Delivery Settings

Specify settings for the next stage of delivery. IMSS finds the recipient mail domain
and sends the mail to the next SMTP host for the matched domain.

To specify the Domain-based Delivery:

1. Choose Administration > IMSS Configuration > SMTP Routing from the

menu.
2. Click the Domain-based Delivery tab. The Domain-based Delivery screen
appears.
SMTP Routing
SMTP Connections Message Rule | Domain-based Delivery

Domain Based Delivery

Add ﬁDelete Importfrom File 0-0cf0 M 4paga|l % FH
[] Domain Delivery Method

15 per page ¥

Save Cancel

3. Click Add. The Destination Domain screen appears.

Destination Domain
Marne:

Delivery Method

Configure the delivery method to use for the destination domain.
Forward rnail to the fallowing SMTP server:

Server address Port

4. Specify the Destination Domain and Delivery Method.
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5. Click OK.
6. Click Save.

2-18
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Scanning POP3 Messages

In addition to SMTP traffic, IMSS can scan POP3 messages at the gateway as clients
in your network retrieve them. Even if your company does not use POP3 email, your
employees might access their personal POP3 email accounts using mail clients on
their computers. Hotmail® or Yahoo® accounts are some examples of POP3 email
accounts. This can create points of vulnerability on your network if the messages
from those accounts are not scanned.

Understanding POP3 Scanning

The IMSS POP3 scanner acts as a proxy server (positioned between mail clients and
POP3 servers) to scan messages as the clients retrieve them.

L Firewall

| i ]|

POP3 cuer‘nt\.
[ p—

| e | E

_ | |

POP3 Cliely —
InterScan MSS

[l for SMTP
POP3 Scanner
| s ]|

/ POP3

Server A

Internet

N

POP3 Client POP3
Server B

FIGURE 2-1 Scanning POP3 messages
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To scan POP3 traffic, configure your email clients to connect to the IMSS server
POP3 proxy, which connects to POP3 servers to retrieve and scan messages.

You can set up the following connection types:

*  Generic—Allows you to access different POP3 servers using the same port,
typically 110, the default port for POP3 traffic.

*  Dedicated—Accesses the POP3 server using a specified port. Use these
connections when the POP3 server requires authentication using a secure logon,
such as APOP or NTLM.

Requirements

For IMSS to scan POP3 traffic, a firewall must be installed on the network and
configured to block POP3 requests from all the computers except IMSS on your
network. This configuration ensures that all POP3 traffic passes through the firewall
only to IMSS and that IMSS scans the POP3 data flow.

Enabling POP3 Scanning

2-20

Before IMSS can begin scanning POP3 traffic, you will need to enable POP3
scanning and configure POP3 settings.

To enable POP3 scanning:

1. Choose Summary from the menu. The System tab appears by default.
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Summary
Trend Micro Antivirus and Content Filter has not been activated.
0 You must activate your product to enable scanning and security Mare infa
updates.
Spam Prevention Solution (5PS) has notbeen activated.
0 You must activate your product to enable scanning and security Mare infa
updates.
System Statistics
Enable Connections
Accept SMTP connections Enable IP Filtering
Accept POP3 connections MRS IP Profiler
Components Last refreshiAug 10, 2007 9:24:08 aM  (ZRefresh
[ Mame Current Yersion Availability Update Schedule
Scan engine £.310,1002 $.500.1001 0 hourly
Wirus pattern 4,459,00 4.644.90 0 hourly
Spyware/grayware pattern 0.491.00 0.517.00 0 hourly
IntelliTrap pattern 0,10%.00 0.106.00
IntelliTrap exceptions 0,199,00 0.222.00 0 hourly
Anti-zpam engine 3.8.1026 3.8.1026 0 hourly
Spam pattern 15164000 15348.003 0 hourly
Kss gjirlsdij?in?dgiaosl R R
Managed Server Settings
Hostnare Connection Scanner Service  Policy Service Web Quarantine
nj-allen-wang2 o ° ° °

2. Select the check box next to Accept POP3 connections.
3. Click Save.

Configuring POP3 Settings

You can specify the IMSS server ports that clients will use to retrieve POP3 traffic.
The default POP3 port is 110. However, if your users need to access a POP3 server
through an authenticated connection, (through the APOP command or using NTLM)
you may also set up a dedicated connection with a customized port assignment.

To add a POP3 connection:

1. Choose Administration > IMSS Configuration > Connections from the menu.
The Components tab appears by default.

2-21
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2. Click the POP3 tab.
3. Do one of the following:

*  To accept any POP3 server requested by user, type the incoming IMSS port
number, if it is different from the default port 110.

*  To access the POP3 server using a specific port for authentication purposes,
click Add to create a new dedicated POP3 connection. Provide the required
information and click OK.

Connections

Components LDAP POP3 | Database | TMCHM Server

Generic POP3 Connection

Any POP3 server requested by user

Incoming IMSS port: @

Dedicated POP3 Connections
Add ﬁ Delate

Incarning POP3 Part POP3 Server POP3 Server Port

Message Text

The follawing text will be sent to users if messages they are trying to receive trigger a filter,

The notification will be sent using the character set you choose on the Motifications Delivery
Settings screen,

Configure POP3 Connection - Microsoft Internet Explorer

Dedicated POP3 Connection

IMS5 incorming POP3 port number: IE‘ l:l

POPY server name or IR [

Exarnples: 123.12.12,123

Port number: l:l

4. Click Save.
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Managing Policies

IMSS policies are rules that are applied to incoming/outgoing email messages. Create
rules to enforce your organization’s antivirus and other security goals. This section
gives you an overview of how the policy manager enables you to manage IMSS
policies.

How the Policy Manager Works

You can create multiple antivirus and other types of rules to filter and reduce security
and productivity threats to your messaging system.

An IMSS policy has the following components:

The Route—A set of sender and recipient email addresses or groups to which the
policy is applied. You can use the asterisk (*) to create wildcard expressions and
simplify route configuration.

The Filter—A rule or set of rules that apply to a specific route, also known as
scanning conditions. IMSS contains predefined filters that you can use to combat
common virus and other threats. You can modify these predefined filters or
define your own filters.

The Action—The action that IMSS should take if the filter conditions are met.
Depending on the filter result, a filter action is performed that determines how
the message is finally processed.

For more information on how to create a policy, see Adding Policies on page
2-34.
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Understanding Address Groups
An address group is a list of email addresses to which your policy applies.

For example, suppose that you have identified three types of content that you want to
block from being transmitted through your company’s email system and have defined
three filters (in parentheses) to detect these types of content:

*  Sensitive company financial data (FINANCIAL)

*  Job search messages (JOBSEARCH)

*  VBS script viruses (VBSCRIPT)

Now consider the following address groups within your company:

*  All Executives
e All HR Department
* Al IT Development Staff

The filters that you use in the policies will be applied to these groups as follows:

Address Groups FINANCIAL JOBSEARCH VBSCRIPT
All Executives Not applied Applied Applied
All HR Department Applied Not applied Applied
All IT Development Staff Applied Applied Not applied

Executives, HR staff, and IT developers have legitimate business reasons to send
financial information, job search-related correspondence and VBS files, respectively,
so you would not apply some filters to those groups.

In IMSS, email addresses identify the different members of your organization and
determine the policies that are applied to them. Defining accurate and complete
address groups ensures that the appropriate policies are applied to the individuals in
those groups.
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Managing Address Groups

Address groups allow you to organize multiple email addresses into a single group
and apply the same policy to every address in the group.

Adding an Address Group

You can create an address group when specifying the route during policy creation.
You can also add an address group when modifying an existing policy. This can be
done by adding email addresses individually or importing them from a text file. The
following provides instructions on adding an address group when creating a new
policy.

To add an address group:
1. Choose Policy > Policy List from the menu.
2. Click the Add button.

3. Select Antivirus or Other from the drop-down list to create an antivirus rule or a
rule against other threats respectively.

4. Click on the Recipients or Senders link. The Select Addresses screen appears.

Incoming Message To

Add Rule = Incoming Message To

Save Cancel

Select addresses

O Anyone
@ Any of the selected addresses

Selected

......................... |

rz or groups
ddress groups

5. Choose Select Address Groups from the drop-down list.
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Incoming Message To

Add Rule = Incoming Message To

Save Cancel

Select addresses

O Anyone

@ Any of the selected addresses

| Select address groups w

Selected

test

add | [ Edit | [Delete]

Click the Add button. The Add Address Group screen appears.

Add Address Group

Add Rule = Incoming Message To

Address groups can contain email addresses or wildcarded dormains (examples:
*@example com, *@* example.com....]

Address group | |

nare:

Addresses: |[ Add ]
Import

7. Type a group name, then do any of the following:
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*  Type an email address and click Add to add email addresses individually.
You can also use wildcard characters to specify the email address. For
example, *@hr.com.

*  Click the Import button to import a text file containing a list of predefined
email addresses.

Note: IMSS 7.0 can only import email addresses from a text file. Ensure that the text
file contains only one email address per line. You can also use wildcard
characters to specify the email address. For example, *@hr.com.

Click Save.

Editing or Deleting an Address Group

2-28

You can edit or delete an address group by editing an existing policy.

To edit or delete an address group:

1.

2.
3.
4

Choose Policy > Policy List from the menu.

Click the link for an existing policy.

Click the If recipients and senders are link.

Click the Recipients or Senders link. The Select addresses screen appears.
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Incoming Message To

Default spar rule = Incoming Message To

Select addresses

O Anyone
@ Any of the selected addresses

| Enter ernail addresz v|

[(add = ]

Selected

# g

test@imssrd. carmn

2 &

5. Choose Select address groups from the drop-down list.

Incoming Message To

Default spar rule = Incoming Message To

Save ancel

Select addresses

O Anyone
@ Any of the selected addresses

| Select address groups v|

S —

add | [ Edit | [Delete]

Selected

# g

test@imssrd. carmn

2 &
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6. Select the desired address group and click the Edit or Delete button accordingly.

Searching for an LDAP user or group

2-30

When specifying the route for a policy, instead of entering an individual email
address or address group, you can also perform a search for a Lightweight Directory
Access Protocol (LDAP) user or group.

IMSS supports the following three (3) types of LDAP servers:

+  Microsoft™ Active Directory 2000 or 2003

+  IBM Lotus™ Domino™ 6.0 or above

+ SUN™ One LDAP

The following steps provide instructions on adding an LDAP user or group when
creating a new policy.

To add an LDAP user or group:

1. Choose Policy > Policy List from the menu.

2. Click the Add button.

3. Seclect Antivirus or Other from the drop-down list to create an antivirus rule or a
rule against other threats respectively.

4. Click on the Recipients or Senders link. The Select Addresses screen appears.

Incoming Message To

Add Rule = Incoming Message To

Save Cancel

Select addresses

O Anyone

@ Any of the selected addresses

Enter ernail addresz e’ Selected

|Enter ernail address

Select address groups




Configuring IMSS Settings

5. Choose Search for LDAP users or groups from the drop-down list.

Incoming Message To

Add Rule = Incoming Message To

Save Cancel

Select addresses
O Anyone

@ Any of the selected addresses

Search for LDAP users or groups v|
| [Search ]

Selected

6. Type the LDAP user or group that you are looking for.

Note: 1. You can use the asterisk wildcard when performing a search. See Using
the Asterisk Wildcard on page 2-53.

2. You can also search for LDAP groups when adding internal addresses. For
more information, see Configuring Internal Addresses on page 2-32.

Click the Search button.

IMSS will display the LDAP user or group if a matching record exists on the
LDAP server.

Select the user or group and click the Add button to add it to the recipient or
sender list.
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Configuring Internal Addresses

For reporting and rule creation, IMSS uses internal addresses to determine which
policies and events are Inbound and Outbound.

Senders and recipients must be on the Internal Addresses list if you select incoming
messages or outgoing messages when adding a new rule or modifying an existing
rule:

» Ifyou are configuring a rule for outgoing messages, the Internal Address list
applies to the senders.

* Ifyou are configuring a rule for incoming messages, the Internal Address list
applies to the recipients.

To set internal addresses:

1. Choose Policy > Internal Addresses from the menu. The Internal Addresses
screen appears.

Internal Addresses

Mote: Please specify a "known" set of users or domains, These shall encompass Incoming and
Qutgoing addresses for reporting and rule-creation purposzes,

Internal domains and usergroups

Ertar dornain b’ Selected

Import fram File

Save Cancel

2. Do any of the following:
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*  Type an internal domain name and click the >> button to add the domain to
the list of internal addresses.

Note:  You can also search for LDAP groups when adding internal addresses. For
more information, see Searching for an LDAP user or group on page 2-30.

e Click the Import from File button to import a list of internal domains from
a text file.

3. Click Save.

2-33



Trend Micro™ InterScan™ Messaging Security Suite 7.0 Administrator's Guide

Adding Policies

Before creating a policy, ensure that you have configured the internal addresses. For

more information, see Configuring Internal Addresses on page 2-32.

Creating a policy involves four (4) steps:

Step 1:  Specifying a Route

Step 2: Specifying Scanning Conditions

Step 3:  Specifying Actions

Step 4:  Specifying Priority

Tip: To prevent a virus leak and ensure that all messages are scanned, Trend Micro

recommends that you maintain at least one antivirus rule that applies to "all
messages". Select "all messages" from the drop-down list when specifying the
route for an antivirus rule.

Specifying a Route
To add a new policy:

1. Choose Policy > Policy List from the menu. The Policy List screen appears.
2. Click Add.

3. Select Antivirus or Other from the drop-down list.

Policy

L Filter by: | Al routes || all types

Add* @Copy ﬁ Delete

¥l l=d

|| all Groups

1-3af3 M 4paga|1 (¥|F M

[Ea Antiviru= Action Order + Modified Status
[[Eaother s rule Adive action 1w August30 g
I:‘ User-defined Content filter rule Eﬂienr::pt 2 v oa g:agtoeon;ber 0
I:‘ Default sparm rule Quarantine 32 g:agtoeon;ber 0

Add* @Copy a Delete

1-3af3 M 4paga |1 (¥ |F M

15 per page ¥
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Note: The Antivirus rule scans messages for viruses and other malware such as
spyware and worms.

The Other rule scans spam or phishing messages, message content, and other
attachment criteria.

4. The Add Rule screen appears.

Add Rule

Paolicy List = Mew Rule

* Step 1: Select Recipients and Senders Step 2 Step 3 Step 4

This rule will apply to

To Recipients
Fram Sendars
Exceptions Sender to Recipient
Outgoing Message From

If recipients and senders are £dd Rule > Outgaing Message From

incorning
to
AND Select addresses

from Anvans @ Anyons

3 Any of the selected sddresses

Selected

(Lcar (oame ) (Eancal

5. Select the policy route type from the drop-down list next to This rule will apply
to.

*  incoming messages

*  outgoing messages
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*  both incoming and outgoing messages

« POP3

* all messages (only available when creating an antivirus rule)
6. Select the recipients and senders:

*  For incoming messages, specify the recipient’s address, which is in range of
the internal addresses. (for example: internal address is *@imsstest.com,
valid recipients include jim@imsstest.com, bob@imsstest.com)

»  For outgoing messages, specify the sender’s address, which is in range of the
internal addresses. (for example: internal address is *@imsstest.com, valid
senders include jim@imsstest.com, bob@imsstest.com)

*  For both incoming and outgoing messages, the rule applies to senders or
recipients that match the mail address.

Note: 1. You can use the asterisk wildcard when specifying an email address. For
more information, see Using the Asterisk Wildcard on page 2-53.

2. If you you selected POP3, you cannot configure the route. The rule applies
to all routes.

3. If you selected “all messages” for an antivirus rule, the rule also applies to
messages from any sender to any recipient.

Specifying Scanning Conditions
To specify scanning conditions:

1. Click Next. The Step 2: Select Scanning Conditions screen appears.

2. Select the check boxes as desired. The categories of scanning conditions for the
Antivirus and the Other rule types vary as follows:
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add Rule @

Policy List = Mew Rule

Step 1 »»» Step 2: Select Scanning Conditions Step 3 Step 4

[ < Previous ][ Mext = ] [ Cancel ]

Files to Scan

Select a method to scan viruses, spyware, worms, trojans, and other malicious codes:
@ all scannable files

O IntelliScan: uses "true file type" identification IE‘

O Spedific file types

IntelliTrap Settings
IntelliTrap @

D Send the IntelliTrap samples to TrendLab

SpywarefGrayware Scan

D Spyware D Adware

D Dialers D Jake Programs

D Hacking Tools D Remote Access Tools
D Password Cracking Applications D Others @

If recipients and senders are
outgaing
to Anyone
AMD

from Anvone

[ < Previous ][ Mext = ] [ Cancel ]

Antivirus rule

*  Files to Scan—Sets the default method for scanning messages and
specific file types containing viruses and other malware. Also uses
IntelliScan to identify malicious code that can be disguised by a
harmless extension name.
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* Intellitrap Setting—Scans compressed files for viruses/malware and
sends samples to TrendLab for investigation.

*  Spyware/Grayware Scan—Scans other types of threats such as
spyware and adware.
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Add Rule

Policy List = Mew Rule

Step 1 »»» Step 2: Select Scanning Conditions Step 3

Take rule action when: | all condition matched (AND) %

[ < Previous ][ Mext = ] [ Cancel ]

Step 4

Spam/fphishing emails
[ spam detection settings
[ Phishing emails
Attachment

I:‘ Marme or extension

MIME content tvpe

Size iz | = M ||5

O

[ True file type
O ME %
O

Murnber of attachments | > % | |20
D Mezsage size is | = ¥ ||10 MB %

Subject keyword expressions

Subject is blank

Header keyword expressions

|
O
[] Body kevword expressions
O
O

Attachrnent content keyword expressions

Mumber of recipients iz | > % |50

Received time range

If recipients and senders are
outgaing
to Anyone
AMD

frorm *i@test.com

[ < Previous ][ Mext = ] [ Cancel ]

Other rule

*  Spam/phishing emails—Scans messages identified as spam and
phishing messages. Spam messages are generally unsolicited messages
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containing mainly advertising content. Phishing messages, on the other
hand, originate from senders masquerading as trustworthy entities.

*  Attachment—Scans messages for file attachments that match the
selected criteria, such as attachments with specific extensions or
belonging to a certain true file type.

*  Size—Scans messages that match the specified message size.

»  Content—Scans messages containing the keyword expressions that
match those expressions specified in the subject, body, header or
attachment content keyword expressions links.

*  Others—Scans messages in which the number of recipients match the
specified number. Also scans messages that are received within the
specified time range.

Specifying Actions
To set the actions:

1. Click Next. The Step 3: Select Actions screen appears.

Note:  The user interface that appears in this step depends on the type of rule that you are
creating. The antivirus rule contains two tabs that allow you to configure the main
actions and the actions for special viruses.

2. The main actions for both the Antivirus and Other rule are similar, although there
are minor differences in the options listed. Select the desired action(s) from the
following categories:

e Intercept—Allows you to choose whether you would like IMSS to intercept
the messages and prevent them from reaching the recipients. Choosing the
intercept option allows you to specify an action for IMSS to take on
intercepted messages.

*  Modify—Instructs IMSS to make some alterations to the messages or the
attachments, such as inserting a stamp or tagging the subject.

e Monitor—Instructs IMSS to send a notification, archive or blind copy the
messages if you would like to further analyze them.

To specify actions for an Antivirus rule:

Specify the main actions or actions for special viruses by clicking the respective tabs.
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1.

2.

Add Rule

Main Actions—Allows you to specify the default actions that IMSS takes when
messages match the scanning conditions specified in Step 2: Scanning
Conditions.

Policy List = Mew Rule

Step 1 step 2 »»¥ Step 3: Select Actions Step 4

[ < Previous ][ Mext = ] [ Cancel ]

Main Actions Special Viruses

Intercept
@ Do not intercept messages

O Delete entire message

(O Quarantine to Default Quarantine %

O Change recipient to

Modify
[] 1f InterScan MSS finds a virus:
O Use Activedction - recormmended actions by file type IE‘

O Atternpt to clean
attachrnents. If unable to
clean:

Delete matching attachrent %

O Delete attachments Delete matching attachrent %
I:‘ Insert stamp in body Unscanned attachment %

Insert zafe stamp for clean -
O rmails Unscanned attachment %

[ Tagsubject
I:‘ Postpone delivery to hour of | 00 % | |00 %

() Handoff Haost: Port:

If recipients and senders are
outgaing
to Anyone
AMD
from Anvone

And scanning conditions match
Wirus , IntelliTrap

[ < Previous ][ Mext = ] [ Cancel ]

Special Viruses—Allows you to specify the actions that IMSS takes if the
messages match any of the following criteria. The actions specified on this screen
will override the default actions specified on the Main Actions tab.
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*  Mass mailing—IMSS takes the actions specified in this section if it detects
mass mailing messages.

*  Spyware/grayware—Allows you to specify the corresponding actions if
you have selected any of the Additional Threats Scanning options on the
Scanning Conditions screen in step 2. See Specifying Scanning Conditions
on page 2-36. If IMSS detects spyware/grayware in a message, it takes the
actions that are specified here.

Note:  IMSS takes the default action for messages matching the Additional
Threats Scanning conditions if you do not select alternative actions.

« IntelliTrap—Allows you to specify the corresponding actions if you have
selected the IntelliTrap Setting options on the Scanning Conditions screen in
step 2. See Specifying Scanning Conditions on page 2-36.

Note:  IMSS takes the default action for messages matching the IntelliTrap
conditions if you do not select alternative actions.

add Rule

Policy List = Mew Rule

Step 1 step 2 »»¥ Step 3: Select Actions Step 4

[ < Previous ] [ Mext = ] [Cancel]
Main Actions Special ¥iruses

[ Enable mass-mailing behavior: this will overwrite all other actions ¥

D Enable spyware /grayware: this will overwrite all other actions™

[ Enable IntelliTrap behavior: this will overwrite all other actions™

[ < Previous ] [ Mext = ] [Cancel]

To specify actions for the Other rule:

The Select Actions screen when creating an Other rule appears as follows.

2-42



Configuring IMSS Settings

Add Rule

Policy List = Mew Rule

Step 1 »» > Step 2 »»» Step 3: Select Actions Step 4

[ = Previous | [Mext = | [ Cancel ]

IMSS logs all messages that meet rule condition(s).

Intercept

Do not intercept messages

Delete entire message

Quarantine to Default Quarantine %

Change recipient ta [

0000 ®

Handaff Host: | [pare: | |

Modify

[ rcelete attachment Matching attachments

[ tnsert stamp in body
[] Tagsubject

[ Postpone delivery ta hour of

Monitor

[ send notifications

[] archive modified to
[] ecc [

If recipients and senders are
autgaing
ta Anyone
AND
frarn *@test com

And scanning conditions match
Subject is blank

[_<rprevious | [MHext>] [cCancal

Specifying Priority

Setting the priority of a rule allows you to control the order in which IMSS matches
the messages against a list of policies that you have created.

To specify a priority:
1. Click Next. The Step 4: Name and Order screen appears.
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Add Rule

Palicy List > Mew Rule

Step 1 Step 2 =tep 3 »»» Step 4: Name and Order

[ = Previous | [Finish | [ cancel |

Rule Notes

[ Enable
Rula Mame: Tast autgeing rmails
Crder Murnber:

Order Existing Rules Action Modified Status

1 Global antiviens rule Active actian Decernber 25, 2006 []

2 Befoull: spom fwle Guarantine December 25, 2006 ]

If recipients and senders are
outgoing
to Anyone
AND
frorm *@test.com

And scanning conditions match
Subject is blank

Then action is
Quarantine message

[ = Previous | [Finish | [ cancel |

Select the Enable check box to activate the rule.
3. Type a name for the rule in the Rule Name field.

In the Order Number field, specify the priority in which IMSS will perform the
scan. IMSS applies the rule to messages according to the order you specify.

5. Click the Notes tab. The Notes screen appears.
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Add Rule
Policy List > New Rule

Step 1 Step 2 Step 3 »»» Step 4: Name and Order
[ = Previous | [Finish | [cancel |

Rule | Notes

Created:
Last rnodified:

Notes: Elocks outgoing email messages from test com

[T previous | [Fnish | [(Gancel ]

Type a note to distinguish the new rule from other rules.
Click Finish.

Example 1

How do I create a rule to delete attachments with specific file names or
extensions and then stamp the affected incoming message with an explanation to
the recipients?

Step 1: Specify the Route
1. Choose Policy > Policy List from the menu.
2. Click Add.

3. Select Other from the drop-down list. The Step 1: Select Recipients and Senders
screen appears.

4. Next to This rule will apply to, select incoming messages from the drop-down
list.

5. Click the Recipients link. The Select addresses screen appears.

a. To apply this rule to any recipients, select Anyone.

2-45



Trend Micro™ InterScan™ Messaging Security Suite 7.0 Administrator's Guide
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b. To apply this rule to specific recipients, choose Any of the selected
addresses, and then specify the target email address or group.

c. Click Save. The Step 1: Select Recipients and Senders screen re-appears.

Incoming Message To

Add Rule = Incoming Message To

Save Cancel

Select addresses

O Anyone

@ Any of the selected addresses

Enter ernail addresz e’ Selected

Search for LDAP users or groups
Select address groups

Step 2: Specify the Scanning Conditions

1.

2.
3.
4

Click Next. The Step 2: Select Scanning Conditions screen appears.

Next to Take rule action when, select any condition matched (OR).

To enable the Name or extension condition, select the check box next to it.
Click Name or extension. The Attachment Name or Extension screen appears.
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Attachment Name or Extension

Mew Rule > Attachrment Mame or Extenzion

Save Cancel

Select: | Selected attachment names A

D File extensions to block (recarmmended)™

D File extensions to consider blacking (more commonly exchanged)™

[ attachrnents named

(Use a semicolon (3] to separate the value)

Save Cancel

5. Select the file extensions to block or consider blocking.

6. Click Save. The Step 2: Select Scanning Conditions screen re-appears.

Step 3: Specify the Actions
1. Click Next. The Step 3: Select Actions screen appears.

2. Under Modify, to enable the Delete attachment action, select the check box next

to it.

Select Matching attachment from the drop-down list if it is not already selected.
4. Select the check box next to Insert stamp in body.

If there is no suitable stamp available from the drop-down list, click Edit. The
Stamps screen appears.
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Stamps
Mew Rule > Stamps

U d sttachment [Ladd J

delete attachment

delete bin files

6. Click Add to create a new stamp. The New Stamp screen appears.

New Stamp

Mew Rule > Stamps > Mew Starmp

Save Cancel
Marne: |

Insert ot (2) End of rnessage body

O Beqginning of message body
Text: Variables list

Do not starnp THEF-encoded rmessages or digitally signed messages,

Save Cancel

7. Provide the required information.
8. Click Save. The Stamps screen re-appears.
9. Click Done. The Select Actions screen re-appears.

10. Select the newly created stamp from the drop-down list.

Step 4: Specify the Priority
1. Click Next. The Step 4: Name and Order screen appears.
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2. Type the rule name and order number.
3. Click Finish. The newly created rule will appear highlighted in the Policy list
screen.
Example 2

How do I create a rule that quarantines messages containing specific keywords
in the subject or body and then apply this rule to all recipients except
administrators?

Step 1: Specify the Route

1.
2.
3.

ol B AN

Choose Policy > Policy List from the menu. The Policy List screen appears.
Click Add.

Select Other from the drop-down list. The Step 1: Select Recipients and Senders
screen appears.

Next to This rule will apply to, select incoming messages from the drop-down
list.

Click the Recipients link. The Select addresses screen appears.
Select Anyone.
Click Save. The Step 1: Select Recipients and Senders screen re-appears.

Click the Sender to Recipient link next to Exceptions. The Exceptions screen
appears.
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9.

10.
11.
12.
13.

Incoming Message Except

Add Rule = Incoming Message Except

Save Cancel

Select addresses

Fram (zender) Tao (recipient)

Enter ernail addresz b Enter ernail addresz b

From To

Save Cancel

Under From (sender), type *@* to specify any sender.
Under To (recipient), type the administrator’s email address.
Click Add. The sender-recipient pair appears in the list.
To add other administrators or recipients, repeat steps 9 to 11.

Click Save after you finish adding all the desired recipients. The Step 1: Select
Recipients and Senders screen re-appears.

Step 2: Specify the Scanning Conditions

1.
2.
3.

Click Next. The Step 2: Select Scanning Conditions screen appears.
Next to Take rule action when, select any condition matched (OR).

To enable the Subject Keyword Expressions condition under Content, select
the check box next to it.

Click Subject Keyword Expressions. The Keyword Expressions screen
appears.
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Keyword Expressions

Mew Rule = Keyword Expressions

Available

[(Aadd [ Edit |[ copy | [Delete]

Profanity

HOAKES

Chainmail

Sexual Discrimination
Facial Discrimination
HTML and script rmessages
Credit Card Mumber

Social Security Mumber
Bounce Mail

Selected

Save Cancel

If the desired keywords are not available from the existing list, click Add to
create a new keyword list. The New Keyword Expression screen appears

New Keyword Expression

Mew Rule > Kewword Expressions > Mew Keyword Expression

List narme: | |
Match: |Anl,l specified v|
Add a Delete
il kKeywords/regular expressions (s:ealﬂs;tive

6. Specify the required information.

7. To add an individual keyword expression, click Add. The Add Keyword
Expressions screen appears.
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10.

11.
12.
13.

14.
15.
16.

Add Keyword Expression

Mew Rule > Kewword Expressions > Add Keyword Expression

Save Cancel

“fou may use any combination of keywords and regular expressions to define a keyword
expression,

Type a backslash Y imrmediately before the following charackers: A\ | (L3 [ ] ¢ % +or ?
joke|

Save Cancel

Type the desired keyword expression and click Save. The New Keyword
Expression screen re-appears.

Repeat steps 7 and 8 for additional keyword expressions.

After you have added all the required keyword expressions, click Save. The
Keyword Expressions screen re-appears with the newly created keyword list.

Select the new list and click >> to insert the list into the Selected box.

Click Save. The Step 2: Select Scanning Conditions screen re-appears.

To enable the Body Keyword Expression condition, select the check box next to
it.

Click Body Keyword Expression. The Keyword Expressions screen appears.
Select the new keyword list and click >> to insert the list into the Selected box.

Click Save. The Step 2: Select Scanning Conditions screen re-appears. Ensure
that both the Subject keyword and Body keyword expressions are selected.

Content

Subject keyword expressions
Subject is blank

Body keyword expressions

Header keyword expressions

OO0EOX™

Attachrnent content keyword expressions
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Step 3: Specify the Actions
1. Click Next. The Step 3: Select Actions screen appears.
2. Under Intercept, select Quarantine to.

3. Accept the Default Quarantine area or click the drop-down list to select the
desired quarantine area.

Step 4: Specify the Priority
1. Click Next. The Step 4: Name and Order screen appears.
2. Type the rule name and order number.

3. Click Finish. The newly created rule will appear highlighted in the Policy list
screen.

Using the Asterisk Wildcard

You can use the asterisk (*) as a wildcard in email addresses when defining routes
and in file names.

Wildcards in Email Addresses

Wildcards can appear in the name or domain sections of an email address. The
following are valid examples:

«  *—Valid representation of all email addresses.

*  *@domain.tld, name@*.tld—Valid representation of the whole name or the
domain (not the top level domain (TLD)).

o *@*.tld—Valid representation of both the name and the domain (not the TLD).
Wildcards cannot appear in a subdomain or the top-level domain. Wildcards also

cannot appear with other letters; they must appear alone. The following are invalid
examples:

*  name@domain.*.tld—Invalid representation of a subdomain.
* name@domain.*—Invalid representation of a TLD.

*  “*name@domain.tld—Invalid use in conjunction with a name.

Wildcards in File Names

You can use wildcard characters in file names the same way you can use them in
email addresses. Use an asterisk in the name or the extension sections of a filename,
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but not in conjunction with a partial name or extension. The following are valid
examples:

o ** _Valid representation of all files.

+  *.extension—Valid representation of all files of a certain extension.

*  name.*—Valid representation of files with a specific name but with any
extension.

The following are invalid examples:

*  ‘*pame.*—Invalid representation of a name.

* name.*extension—Invalid representation of an extension.
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Updating Scan Engine and Pattern Files

To ensure that your network is constantly well-protected against the latest malware,
ensure that you update IMSS components such as the scan engine and virus pattern

files on a regular basis. You can choose to perform a manual or scheduled update of
the components.

Specifying an Update Source

Before you can update the IMSS scan engine and pattern files, you need to specify
the update source. By default, IMSS downloads components from the Trend Micro
ActiveUpdate server, which is the only source for up-to-date components. However,
if you are using Trend Micro Control Manager (TMCM) to manage IMSS, you can
update the components from the Control Manager server.

If you did not specify the Update Source when configuring IMSS using the
Configuration Wizard, enter the update source and/or any proxy settings as follows:
1. Choose Administration > Updates from the menu. The Updates screen appears.
2. Click the Source tab.

Updates

Schedule Source

To update components, select an update source, If IMSS needs to access a proxy server on
your netwaork, configure proxy settings.

Source
@ Trend Micra's ActiveUpdate server
O other Internet source

http: /¢

Proxy Settings

D Use a proxy server for pattern, engine, and license updates
Proxy type:

Proxy server:

Port:

User narne:

Paszword:

Save Cancel

3. Make your selection and provide the required information.
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4. Click Save.

Performing a Manual Update

You may perform a manual update of IMSS components under the following
circumstances:
* Ifyou have just installed or upgraded IMSS.

» Ifyou suspect that your network’s security is compromised by new malware and
would like to update the components immediately.

To perform a manual update:

1. Choose Summary from the menu. The Summary screen appears with the
System tab selected by default.

Summary
System Statistics
Enable Connections
[ accept SMTP connections Enable IP Filterin :
| Accept POP3 connections NRS IP Profiler :
Components Last refreshifug 2, 2007 3:12:17 M (Refresh
Update Raollback
[ Mame Current Yersion Availability Update Schedule
[ scan engine Unknown Unknown
[ wirus pattern Unknown Unknown
I:‘ Spyware/grayware pattern Unknawn Unknown
D IntelliTrap pattern Unknown Unknown
IntelliTrap exceptions Unknown Unknown
I:‘ Anti-sparmn engine Unknown Unknown
I:‘ Spam pattern Unknown Unknown
Version 7.0-
Kss Build_Linux_3057 R R
Managed Server Settings
Hostnare Connection Scanner Service  Policy Service Web Quarantine

2. To update all components, select the first check box on the column header next to
the Name field. Otherwise, to update specific component(s), select the check box
next to the desired component.
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3. Click the Update button.

Rolling Back a Component Update

If you encounter any system issues after updating IMSS components, you can roll
back to the previous version.

To roll back a component update:

1. Choose Summary from the menu. The Summary screen appears with the
System tab selected by default.

2. Toroll back all components to the previous versions, select the first check box on
the column header next to the Name field. Otherwise, to roll back specific
component(s), select the check box next to the desired component.

3. Click the Rollback button.

Configuring Scheduled Update

To have IMSS automatically update the components at specified intervals, configure
the update schedule.

To configure a scheduled update:

1. Choose Administration > Updates from the menu. The Updates screen appears
with the Schedule tab selected by default.
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Updates

Schedul Source

D Enable scheduled update

Update Component

D Scan engine
Virus pattern
D Spyware/grayware pattern file

D IntelliTrap pattern
IntelliTrap exceptions

D Anti-sparn engine
D Sparn pattern

Update Schedule

O Minutes intervals: 15 v
O haurly

C)weel-&ll,I |Sundal,l VHD V|:|DD v|

Save Cancel

2. Specify the required information.
3. Click Save.
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Configuring Log Settings
To define the duration for which IMSS retains database logs for query and
application logs for troubleshooting purposes, configure the log settings.
1. Choose Logs > Settings from the menu. The Log Settings screen appears.

Log Settings

Reporting Logs (Stored in Database)

Database log update interval: 01 % | minutes

Murmber of days to keep logs for query: l:l days

Log Files
Application log detail level: Marmal w IE‘
D Mumber of days to keep log files: l:l days

D Maximum log file size for each service: l:l ME

2. Specify the required information.

3. Click Save.
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Chapter

Backing Up, Restoring, and
Replicating Settings

This chapter provides instructions on how you can back up and restore IMSS
configuration settings as a precaution against system failure. If you have deployed
multiple IMSS scanners and are using Trend Micro Control Manager simultaneously,
you can also replicate IMSS settings without having to reconfigure settings for each
new scanner.

Topics include:

*  Backing Up IMSS on page 3-2

*  Restoring IMSS on page 3-4

*  Replicating Settings on page 3-5
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Backing Up IMSS

After you have installed IMSS and configured the required settings, it is always
prudent to create backups of the settings so that you can restore IMSS quickly in the
event of a system failure.

3-2

You can choose to perform a full or minimal backup of IMSS as follows:

*  Full—Backs up all IMSS local configuration and binary files stored in
/opt/trend and database-related files in /var/imss.

*  Minimal—Backs up only IMSS configuration settings stored in
/opt/trend/imss/config.

Note:

1. The backup and restore instructions in this manual are targeted at the all-in-one
deployment of IMSS. In the case of distributed deployment, you need to backup
the following:

a. The database files or tables on the computer(s) where you installed the
databases.

b. The local binary and configuration files on every computer where you installed
IMSS components.

2. If you perform a minimal backup, you may need to install previous hotfixes,
patches, or service packs after restoring IMSS.

To perform a full backup:

1. Stop all IMSS-related processes:

/opt/trend/imss/script/S99ADMINUI stop
/opt/trend/imss/script/S99IMSS stop
/opt/trend/imss/script/S99POLICY stop
/opt/trend/imss/script/S99MANAGER stop
/opt/trend/imss/script/S99CMAGENT stop
/opt/trend/imss/script/S99EUQ stop
/opt/trend/imss/script/S99SCHEDULED stop
/opt/trend/imss/script/S99FOXDNS stop

Stop Postfix.
3. Back up the folder /opt/trend/ and /var/imss/.

Back up Postfix configuration file main.cf and master.cf.
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Start Postfix.

Start all IMSS-related processes:

. /opt/trend/imss/script/S99ADMINUI start

. /opt/trend/imss/script/S99IMSS start

. /opt/trend/imss/script/S99POLICY start

. /opt/trend/imss/script/S99MANAGER start

. /opt/trend/imss/script/S99CMAGENT start

. /opt/trend/imss/script/S99EUQ start

. /opt/trend/imss/script/S99SCHEDULED start
. /opt/trend/imss/script/S99FOXDNS start

To perform a minimal backup:

1.

AN Sl

Stop all IMSS-related processes. For details, see To perform a full backup: on
page 3-2.

Stop Postfix.

Back up /opt/trend/imss/config folder.

Back up all database tables.

Start Postfix.

Start all IMSS-related processes. For details, see To perform a full backup: on
page 3-2.
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Restoring IMSS

In the event of a system failure, you can restore IMSS depending on whether you
have performed a full or minimal backup previously.

To perform full restoration:

1. Install a new IMSS on one computer, ensuring that the IP address, database user
name and password are the same as original.

2. Stop all IMSS-related processes. For details, see 7o perform a full backup: on

page 3-2.

Stop Postfix.

Restore the folders /var/imss/ and /opt/trend/ using the previous backup.

Restore Postfix configuration files.

Start Postfix.

Start all IMSS-related processes. For details, see To perform a full backup: on
page 3-2.

NS AW

To perform minimal restoration:

1. [Install a new IMSS on one computer, ensuring that the IP address, database user
name and password are the same as original.

2. Stop all IMSS-related processes. For details, see To perform a full backup: on
page 3-2.

Stop Postfix.

Restore the /opt/trend/imss/config/ folder using the previous backup.
Restore Postfix configuration files.

Import the previous database table backup into the new database.

I S

Start all IMSS-related processes. For details, see To perform a full backup: on
page 3-2.
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Replicating Settings

If you have installed multiple IMSS scanners that do not share the same admin
database, you can use the Trend Micro Control Manager to replicate settings across
these scanners without having to configure each scanner separately. If the scanners
share the same admin database, it is not necessary to replicate settings.

Do the following if you intend to replicate settings using Control Manager:
Stepl: Back up IMSS settings. For details, see Backing Up IMSS on page 3-2.
Step2:  Enable the Control Manager agent.

Step3:  Replicate settings from the Control Manager Web console.

Enabling Control Manager Agent

IMSS automatically installs the Trend Micro Control Manager agent during
installation. To integrate with Control Manager, all you need to do is provide the
Control Manager server details and enable the agent from the Web management
console.

To configure Control Manager Server settings:

1. Choose Administration > Connections from the menu. The Components tab
appears by default.

2. Click the TMCM Server tab. The TMCM Server Settings screen appears.
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Connections

Components LDAP POP3 | Database | TMCM Server

TMCM Server Settings

To manage IMSS with Control Manager, enable the TMCM agent and configure all TMCM server
settings,

Un-register All Agents

Enable TMCM Agent

Server: ||

Cormmunication protocol: @ HTTPE Port:
O HTTPS Port:
Wweb server authentication:

User narne: @ | |

Paszword: |oooooooo |

Proxy Settings

D Enable proxy
Proxy type:

Proxy server:

|

Port: l:l
|
|

User narne:

Paszword:

Save Cancel

3. Provide the required information.
4. Select the check box next to Enable TMCM Agent.
5. Click Save.

Replicating Settings from Control Manager

3-6

After enabling the Control Manager agent from the IMSS Web management console,
you can start to replicate IMSS settings by logging on to the Control Manager Web
console.

To replicate IMSS settings:

1. Choose Products from the Control Manager menu.

2. Locate the source IMSS scanner from the Product Directory on the left of the
user interface.

3. Click the Tasks tab.
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4. Select Configuration Replication from the drop-down list.
1 A
REND MICRO Control Manager™

Home | Services | Products Administration

Product Status \I Configuration \I Tasks \l?gs\

( Serch  AEDRefresh

IManaged Praducts 'IEI

Add/Remaove Product Agents

2 Select task:
Directory Manager
| configuration Replicstion |
Supported products:
InterScan Messaging Security Suite for UNIX (7.0) =]

[Command set version: 3.0]

-Praduct Directary
iy Root falder
= Mew ertity =l

Mexts= I

5. Click Next.

6. Select the check box next to the target server.
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Product Status \! Configuration \I Tasks . |Logs

I
Task: Replicate the current settings to other server

Select an entity or a folder

23 [ Iocalhostlocaldomain_IMSS
155 [HAY lhost o

Replication |
7. Click the Replication button.



Chapter

Maintaining IMSS

This chapter provides you with general instructions on the tasks that you need to
perform for the day-to-day maintenance of IMSS. For more information on each field
on the Web management console, please refer to the Online Help.

Topics include:

Monitoring Your Network on page 4-2

Logs on page 4-14

Quarantine and Archive on page 4-16

Event Notifications on page 4-24

Managing Administrator Accounts on page 4-29
Configuring Scanner and Policy Connections on page 4-32
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Monitoring Your Network

IMSS provides a complete set of tools that enable you to monitor your network
traffic. You can obtain useful information such as the statistics on the performance of
IMSS components, or generate reports that display a breakdown of messages
matching various scanning conditions.

Viewing Statistics

4-2

You can obtain up to the last seven days’ of statistics on the performances of IMSS
scanners and IP profilers. These statistics provide useful information to help you
better manage your IMSS policies and enhance the security of your network.

To view the statistics:

1. Choose Summary from the menu. The System tab appears by default.
2. Click the Statistics tab.
3. Select the desired last # days from the Show drop-down list.

Note: IMSS automatically updates these statistics in its database at a quarter past every
hour. You can click Refresh to update the screen, but any newly updated statistics
in the database will not display on the screen until IMSS has completed the next
hourly database update.

For example, if you click Refresh at 4pm, IMSS will only update the database at
the next hourly update at 4:15pm. Assuming IMSS takes 2 minutes to process your
request, you will only see the results at 4:17pm.
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Interpreting the Statistics

IMSS presents performance statistics in both graphical and table formats. This
section explains how the values are derived and helps you to understand the
information by breaking down the Statistics tab into the three main sections, which
are Performance Overview, Scan Performance, and IP Filtering Performance.

Note: 1. The values (in percentages) for the same type of threat shown in the chart and
table are computed differently.

2. In the table, the total number of messages matching each scanning condition or
IP filtering type consists of overlaps. For example, if a message matches more than
one scanning condition, such as spam and attachment, this message will be counted
twice, once in the total number for spam and a second time in the total number for
attachment. Values in the chart, however, do not include such overlaps.
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Performance Overview

This section shows the total number of incoming and outgoing messages in your
network and their corresponding values measured as percentages of the total. The
total number includes messages blocked by the following components in ascending

order:
e [P Profiler
« NRS

*  Scan engine

Summary

IMSS autornatically updates these statistics in its database every hour, ou can dick Refresh to
update the screen, but any newly updated statistics in the databasze will not display on the
screen until IMSS has completed the next hourly database update,

System | Statistics

Show: | Last 2 days (Last 48 hours) v| Q)RefrESh IElli‘rint

Performance Overview

7%
3%
® Incoming @ Outgoing

Messages Processed Total o Average Speed {msgs/min}
Total 200 100% 0.10&
Incoming 280 93.33% 0,099
Dutgeoing 20 E.67% 0,007
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Scan Performance

This section shows a breakdown of the number of messages matching various types
of scanning conditions specified in the policy rules, and their corresponding values in

percentages.
e Chart

Value = Number of messages matching the specific scanning condition divided
by the number of messages matching all scanning conditions.

Example:

Percentage of spam messages: 71% = 66/ 93

* Table

Value = Number of messages matching the specific scanning condition divided
by the total number of messages processed.

Example:

Percentage of spam messages: 22% = 66 / 300

Scan Performance

® Spam @ Malicious code Spywarelgrayware Attachment @ Cantent
@ Scanning exceptions @ Others ® Phish © Size

Seanning Conditions Total %
Maliciaus code 4 1.33%
Spyware/grayware 3 1%
Spam 66 22%
Phish 2 0.67%
Attachrnent 2 0.67%
Size 3 1%
Content 10 3.33%
Others 2 0.67%
Scanning exceptions 1 0.33%
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IP Filtering Performance

This section shows the number of connections blocked by the following:

*  The four types of IP Filtering rules, namely, spam, virus, DHA attack, and
bounced mail

* [P addresses that you have manually entered
* NRS

Values in the chart and table are computed as follows:

Value = Number of messages matching the specific IP filtering rule divided by the
total number of messages blocked by IP Profiler and NRS.

Example:
Total number of messages blocked by IP Profiler and NRS = 360

Percentage of spam messages: 22% = 80 / 360

IP Filtering Performance

@ Malicious code (IP Profiler) @ Spam Eounced mail {IP Profiler) DHA attack (IP Profiler)
® Manual (IF Profiler) @ Network Reputation Services

_IP Filtering Type i Total Blocked Connection. i Blocked %
:i'ota| i 360“" 100%.
Spam [IP Profiler) 0 22.22%
Malicious cade [IP Profiler) 30 8.33%
DHA attack (IP Profiler) 30 8.33%
Bounced rail (IP Profiler) 30 8.33%
Manual (IP Profiler) 30 8.33%
Metwork Reputation Services 1s0 44,44 %
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Generating Reports

Depending on your needs, you can choose to generate a one-time report on demand
or schedule a report to be run at specific intervals. IMSS offers you the flexibility of
specifying the content for each report and the option of viewing or saving the result

in HTML or CSV format.

Types of Report Content

You can choose from the following types of content to be included in the report:

Report Content

Descriptions

Policy and traffic summary

Shows the total number and size of incoming
and outgoing messages. Also shows the
number of messages matching specific
scanning conditions.

Virus and malicious code summary

Shows a summary of the virus message count
by actions.

Spam summary

Shows a summary of the total spam message
count by anti-spam engine, NRS, IP Profiler,
and actions.

Sender IP address blocking summary

Includes "IP Profiler Blocking Summary" and
"NRS Blocking Summary". The former shows a
summary of the total number of sender
connections that reached IP Profiler and are
blocked by the different IP Filtering rules. The
latter shows the total sender connections that
reached NRS and are blocked by NRS.

Top 10 traffic email addresses

Shows the top 10 email addresses ranked by
the total sent and received message count.

Top 10 virus names

Shows the top 10 virus names ranked by their
detected count.

Top 10 IP addresses for DHA attack
addresses

Shows the top 10 IP addresses ranked by the
blocked count for DHA attack.

Top 10 IP addresses for bounced
mail attack addresses

Shows the top 10 IP addresses ranked by the
blocked count for bounced mail attack.

Top 10 virus recipients and senders

Shows the top 10 virus recipients and senders
ranked by their total received and sent virus
message count respectively.

TABLE 4-1.

Report content descriptions
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Report Content

Descriptions

Top 10 most frequently triggered rule
names

Shows the top 10 rule names ranked by the
number of messages that triggered each rule.

Top 10 spam recipients

Shows the top 10 spam recipient addresses
ranked by their total received spam message
count.

Top 10 IP addresses blocked by NRS

Top 10 blocked IP addresses ranked by the
number of connections dropped by NRS.

Top 10 IP addresses blocked by
spam

Top 10 IP addresses ranked by the blocked
count for spam.

Top 10 IP addresses blocked by
viruses or malicious code

Top 10 IP addresses ranked by the blocked
count for viruses.

TABLE 4-1.

Adding One-time Reports

Report content descriptions

You can generate one-time reports on demand to help monitor the traffic on your

network.

To create a one-time report:

1. Choose Reports > One-time Report from the menu.

One-time Reports

Add aDelete

D Beport Narme

Date « Cutput

10 per page ¥

2. Click Add.
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Add one-time Report

Marme: |Palicy and traffic sumrmary

12/z4/z008| [ oo v 1o [12/25/2008 El oo
rarnf ddfyyoy kh rarnd dddyygy kh
Report Content

Policy and traffic surmmary

L
I:‘ Wirus and malicious code surmmary
I:‘ Spam summary
D Sender IP addresz blocking surnmary
D Top 10 traffic ermnail addresses
D Top 10 virus names
I:‘ Top 10 IP addresses for DHA attack addresses
I:‘ Top 10 IP addresses for bounced mail attack addresses
D Top 10 virus recipients and senders
D Top 10 most frequently triggered rule names
I:‘ Top 10 spam recipients
Top 10 IP addresses blocked by NRS
D Top 10 IP addreszes blocked for spam

D Top 10 IP addresszes blocked for viruses or malicious code

3. Provide the required information.

4. Click Save. The report takes several minutes to generate. The message In
progress appears in the report table.

One-time Reports
[Eaadd [ Celet= 1-10f1 M 4 page |1 %] » m
[] Report Name Date Output
D Policy & traffic surnrmary Decernber 25, 2006 9:11:58 AM In progress
10 per page W

After the report generates, the hyperlinks HTML and CSV display in the report
table.
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One-time Reports
[Epadd|  fff Delete 1-30f3 M 4 Page » oM
[ Report Mame Date ~ Qutput
D Top 10 traffic ernail addr December 25, 2006 9:17:30 AM HTML 25y
[ wirus and malicious code Decernber 25, 2006 9:17:05 AM  HTML L8V
D Policy and traffic surnrmary December 25, 2006 9:15:47 AM HTML 25y
10 per page W

5. Click HTML to display the report in HTML format.
6. Click CSV to export the report data to a csv file.
Policy and Traffic Summary
o6 %
Traffic Surmmary Total Incoming Qutgoing
Total # of messages 460 440 20
Taotal size of messages (MB) 4,558 3,374 1.154
Note: Report generation occurs once every five minutes. This means that report

generation could require as much as five minutes in addition to the time required to

aggregate reporting data and make the necessary calculations.

Configuring Scheduled Reports

Scheduled reports generate automatically according to the intervals you configure.

4-10

To create a scheduled report:

1.

Choose Reports > Settings from the menu. The Scheduled Report Settings

screen appears.
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Scheduled Report Settings
Report Type Status  Schedule Configure # to Save
Daily repaorts o Z:00 Settings &0
Weeakly reports o Sunday at 2:00 Settings z0
Manthly repaorts e Date Oat 2:00 Settings 5

2. Click the Settings link for one of the following report types:
*  Daily reports
*  Weekly reports
*  Monthly reports
The Report Settings screen appears.

Daily Report Settings

Scheduled Report Settings > Daily Report Settings

Generate daily reports

Start tirme: | 14 %
hh

DReport Content
Policy and traffic surmmary
Wirus and malicious code surmmary
D Sparn surnrary
Sender IP address blacking surnmary
D Top 10 traffic email addresses
D Top 10 virus names
D Top 10 IP addresses for DHA attack addresses
D Top 10 IP addresses for bounced mail attack addresses
D Top 10 wirus recipients and senders
D Top 10 most frequently triggered rule names
D Top 10 sparm recipients
Top 10 IP addresses blocked by NRS
D Top 10 IP addresses blocked for spam

D Top 10 IP addresses blocked for viruses or malicious code
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3. Specify your settings for the report.

Note:  When configuring monthly report settings, if you choose to generate the report
on the 29th, 30th, or 31st day, IMSS will generate the report on the last day of
the month for months with fewer days. For example, if you select 31, IMSS
will generate the report on the 28th (or 29th) in February, and on the 30th in
April, June, September, and November.

4. Click Save. The report status changes.

Scheduled Report Settings
FReport Type Status  Schedule Configure # to Save
Doaily reports & 1200 Settings &0
Weekly reparts e Sunday at 2:00 Settings pedu}
Monthly reports e Date Oat 2:00 Settings 5

5. Specify the number for each type of report that you would like to retain. Click
Save.

6. Choose Reports > Scheduled Reports from the menu. The Scheduled Reports
screen appears.

Note: The report has not generated yet.

Archived Scheduled Reports
Daily Weekly Monthly
ﬁDelete
[ archived Reports Output
10 per page W

7. After the report generates, you can click HTML or CSV to view the report.
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) Archived Scheduled ;tepurts

Daily | wWeelly | Monthly
o| i Pelete 1-10f1 M { pags |12] » M |
[T Archived Reports Output

HTML C5W

[T 3zmuzry 22, 2007
10 per page ;l
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Logs

Qu

Logs are a useful means of enabling you to monitor various types of events and
information flow within IMSS. They also serve as an important resource for
troubleshooting purposes.

To enable logs and benefit from the information, do the following:

Step 1: Configure the log settings. For details, see Configuring Log Settings on
page 2-59.

Step 2: Perform log query.

erying Logs
You can perform queries on five types of events or information:
*  Message tracking—Records message details such as the sender, recipient(s),

message size, and the final action that IMSS has taken. In the case of quarantined
messages, the query result will also indicate the name and type of the policy rule

that was triggered.

*  System events—Tracks the time of system events such as user access,
modification of rules, registration of Control Manager agent and so on.

* Policy events—Provides details on the policy rules that were triggered, the
actions taken, and the message details.

*  MTA logs—Provides connection details of Postfix on the local computer where

the central controller is installed.

* IP Filtering—Provides the time when IMSS started and stopped blocking email

messages from the queried IP address.

For most log queries, IMSS supports wildcards (*) and exact matches (for example,
to view mail recipients whose name includes A or B, set the recipient(s) to
“xp*;*B*”). IMSS uses exact matching by default. Leaving the search condition

blank displays all logs. For multiple-conditions items, use semicolons (;) to separate

the entries for recipient(s) and attachment(s).

To query logs:

1. Choose Logs > Query from the menu. The Log Query screen displays.
2. Select the type of logs to query from the Type drop-down list.
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4.

Log Query

Criteria

Tupe

Palicy events
MTA events
IP filtering

Specify the query details.
Click Display Log.

Log Query
Criteria
Type: Systern events || all events || &l compaonants W
Dates: 12/25/2006 |[E][0s |58+ o |12/25/2006 [E [07 ~|[58 >
rarnd ddfwyyy hh mrn rarnd ddfyyyy hh M
keyword:
To specify an exact match, just type the keyword, For & partial rmatch, Use the asterisk wildeard "**, For example, "*username® searches for
any character string that ends with "usernarme",
System events Results per page: 15 ¥
L5 Print current page =port to CSV 1-15cf34 M 4 page: (1 v b M
Timestamp = Component Description
Decernber 25, 2006 7:57:0% AM sunvz40 Schedule update - Unable to download 5P5 engine.
Decemnber 25, 2006 7:57:09 AM sunvz40 Schedule update - Unable to download 3PS pattern,
Decernber 25, 2006 7151105 AM sunw240 Schedule update - Unable to download Antivirus engine,
Decernber 25, 2006 7:51:05 AM sunvz40 Schedule update - Unable to download Antivirus patterm,
Decemnber 25, 2006 7:51:05 AM sunvz40 Schedule update - Unable to download spyware pattern.
December 25, 2006 7:51:05 AM sunv240 Schedule update - Unable to download intellitrap pattern,
Decernber 25, 2006 7:51:05 AM sunvz40 Schedule update - Unable to download intellitrap exception,
Decemnber 25, 2006 7:43:39 AM sunvz40 Schedule update - Unable to download SPS engine.
December 25, 2006 7:43:32 AM sunw240 Schedule update - Unable to download $P$ pattern,
Decernber 25, 2006 7:37:35 AM sunvz40 Schedule update - Unable to download Antivirus engine,
Dacernbar 25, 2006 7:37:35 AM sunv240 Scheduls update - Unable to download Antivirus patterm,
Decernber 25, 2006 7:37:35 AM sunw240 Schedule update - Unable to download spyware pattern,
Decernber 25, 2006 7:37:35 AM sunvz40 Schedule update - Unable to download intellitrap pattern,
Dacernbar 25, 2006 7:37:35 AM sunv240 Schedule update - Unable to download intellitrap exception,
December 25, 2006 7:31:35 AM sunw240 IMES Daemon Service starts running ...
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Quarantine and Archive

Quarantine and archive are among some of the actions that you can configure IMSS
to take when messages match certain rules. Generally, you configure IMSS to
quarantine messages that you would like to analyze before deciding whether to delete
or release to the intended recipient(s). Archive, on the other hand, allows you to store
messages for future reference.

Note: In order to use End-User Quarantine, you must first configure the LDAP settings.
For more information, see Step 3: Configuring the LDAP Settings on page 1-7.

Configuring Quarantine and Archive Settings

Quarantine and archive settings allow you to manage these areas and allocate the
amount of disk space per scanner for storing quarantined or archived messages.

To configure quarantine and archive settings:

1. Choose Quarantine & Archive > Settings from the menu. The Quarantine and
Archive Settings screen appears.

Quarantine and Archive Settings

Quarantine Archive

Disk quota (per scanner): |10 GE W

Add a Celete

Area Expiration Size Items
I:‘ Default Quarantine 15 day(=) OME o

2. Specify the disk quota per scanner.
3. Click Add. The Add Quarantine screen appears.
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Add Quarantine

Marne: | |

Delete messages older than : |15 days

Save Cancel

4. Specify the required information.

5. Click Save. To configure archive settings, click the Archive tab accordingly.
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Querying Quarantined and Archived Messages

You can perform a query on quarantined and archived messages before deciding on
the action to be taken. After viewing the message details, you can choose to release
or delete the quarantined messages, or delete archived messages from IMSS.

To manage quarantined or archived email:

1. Choose Quarantine & Archive > Query from the menu. The Quarantine and
Archive Query screen appears.

2. In the Quarantine tab, specify the search criteria.
3. Click Display Log.

Quarantine and Archive Query
Quarantine Archive

Criteria

Search: Any quarantine * || Any reason & || Any scanner ¥

Dates: 1z/25/2006 E 08 (¥|[51 %] 04/23/2007 E 07 ¥ | 51 %

rmddd/yuyy hh rarn rorndddiyyyy hh rmm
Senden: Subject:
Recipient(s): attachrent!s):
Ruls: Message ID:
Display Log
[ il 2 Entries) [ Relesse [ Delete 1-2c6f2 MApage|l ¥[FH

Result as of December 25, 2006 7:51:32 AM

[] Timestamp + Sender Recipient(s) Subject Reason
[] ecember 25, 2006 732141 AM cec@test.com bob@irnsstest. com Eye Gelllll sparn/Phish
[] ecember 25, 2006 7:32:40 AM cc@test.com bob@irnsstest.com test email Sparn/Phizh

Dizplay: | 15 per page %

4. Click on the timestamp hyperlink for a result item. The item details display in the
Quarantine Query screen.
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Quarantine Query .

Tirnestarnp: Decernber 25, 2006 7:32:40 Meszage ID:  Z0040304005243, 7290, SHIN-W
AN @cb3 so-net.ne.jp

Sender: coi@test, carmn Reaszon: SpamiPhizh

Recipient: bob@imsstest, cam Rules: Default spar rule

Subject: test email Scanner: sunw240

Size: 0,002 MB Internal ID 14ZED4F2-2AF0-FB23-F20A-CCE

0SETAFDIE

Attachrments:

Message View: Header | Message(lUp to SK)

Frarm: "good try" <godd@goadtry, com> -
Tao: "gee" <cool@test, com.tw>

Subject: test email

Crate: Thu, 04 Mar 2004 00:52:56 +0900

MIME-Yersion: 1.0 (praduced by Redermption)

#-railer: Redernption MIME converter ver, 3. 4,0,325

H-Priority: 3

Message-ID: <20040304005243, 7290, SHIMN-W@ch3, so-net.ne.jp>

Received: from udcexbh04, udctrendrmicro.com [[£6,35.252,.74]) by
twexmaildl.tw.trendnet. arg with Microsoft SMTPSVC(S.0,2195.6713);

Tue, 1 Jun 2004 16:232:41 +0200

Received: from UDCIScan04,udctrendmicro.corn ([66.35,.252.79]) by
udcexbhiOd4,udctrendmicro, carn with Microsoft SMTPSVC(S5.0,2195.6713);

Tue, 1 Jun 2004 01:232:24 -0700

Received: from localhost-imss, udetrendricra, com (localhost localdomain b

[ Back to List ] [ Release ] [ Delete ] [ Download ]

Click Release or Delete to release or delete the email from the quarantine

respectively.

To query archived messages, click on the Archive tab on the Quarantine &

Archive screen, then specify the search criteria accordingly.
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Configuring User Quarantine Access

You can grant all users or selected end-users access to the EUQ Web console so that
they can manage the spam messages addressed to them by visiting
https://<target server IP address>:8447.

To configure user quarantine access:

1. Choose Administration > User Quarantine Access from the menu. The User
Quarantine Access screen appears.

User Quarantine Access

These groups can access quarantined spam iterns and will use LDAP authentication with the
designated IMSS sarver

Enable accass )
Keep quarantined spam for:

Set maximum number of approved senders

Maximum approved senders per end-user: | 50 %

Specify login page greeting

Enter the greeting displayed to the user after logen, Specify a new line using <BR>, Sptionally
use HTML to specify the gresting text farmat,

Select LDAP groups to enable access
[lenable Al

Select groups from LDAR Search below.

Selected Groups

2. Specify the desired settings.
3. Select the Enable access check box to activate the feature.
4. Click Save.
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Adding/Removing an EUQ Database

If you have an existing EUQ database, you may add new EUQ databases if you want
to do the following:

*  To perform load balancing

*  To allow more end-users to access EUQ.

Alternatively, you may choose to reduce the number of EUQ databases.

Adding an EUQ Database
Perform the following to add an EUQ database.

Step 1:  Set up the EUQ database
Step 2: Rebuild end-user data

Step 1: Set up the EUQ database

You may register an EUQ database from the Web management console if the
database was already installed but unregistered. Otherwise, please run the IMSS
installation program to add a new EUQ database to the system.

To register an EUQ database:

1. Choose Administration > IMSS Configuration > Connections from the menu.
The Components tab appears by default.

Click the Database tab.
Click the Register button. The EUQ Database Settings screen appears.
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Connections

Compaonents | LDAP POP3 | Database | TMCHM Server

IMSS Database

Database type: PostgreSQL
Server: 127.0.0.1
User narne: sa

EUQ Database
Register ﬁ Un-register
[ server

2} EUQ Database Settings - Microsoft Internet Explorer,

EUQ Database Settings

Server: | |

4. Provide the required information.
5. Click OK.

Step 2: Rebuild end-user data

To retain the original end-user's data, run the eugtrans script from the
<IMss>\script directory of the Central Controller to re-balance the EUQ databases.
This script does the following:

»  Transfer the Approved List

e Transfer information about the quarantined emails

Note: If you do not run the euqtrans script after adding the new EUQ Database, some
previously quarantined mail messages may not be available to the end-users.
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Removing an EUQ Database
Perform the following to remove an EUQ database.

Step 1: Remove the EUQ database
Step 2: Rebuild end-user data

Step 1: Remove the EUQ database

You can unregister but not delete the EUQ database from the system via the Web
management console. Unregistering a database means that the database will still be
there, but it will not be used by IMSS.

To unregister an EUQ database:

1. Choose Administration > IMSS Configuration > Connections from the menu.
The Components tab appears by default.

Click the Database tab.
Select the check box next to the unwanted EUQ database server.

Click Unregister.

A

Click OK to confirm the unregistration.

Step 2: Rebuild end-user data

Run the eugtrans script from the <1Mss>\script directory of the Central
Controller to move the Approved Senders List and information about the quarantined
mail messages from this database to other databases and re-balance the other
databases.

Command-line options for euqtrans tool
The command-line options for the euqtrans script are as follows:

all—Transfer the individual Approved Senders Lists and information about the
quarantined mail messages from the database that was removed to the new location
(database) based on the updated Table and Database mapping.

approvedsender—Transfer the individual Approved Senders Lists from the database
that was removed to the new location (database) based on the new mapping.
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Event Notifications

You can configure IMSS to send an email or SNMP notification to you or specific
email users upon the occurrence of the following categories of event:

*  System Status—Informs you when certain IMSS performances fall below the
desired level. For example, when a scanner service stops working, or when the
number of messages in the delivery queue exceeds the desired quantity.

*  Scheduled Update Event—Alerts you when IMSS is able or unable to perform
a scheduled update of the scan engine or pattern files from the update source onto
the admin database.

e Scanner Update Result—Alerts you when IMSS is unable to update the engine
or pattern files on any scanner.

Note: Component update is a 2-step process:
1. At the scheduled time, the IMSS admin database will first check the update
source for new engine or pattern files.
2. IMSS scanners will then check the admin database at regular intervals for
updated components. The default interval is three (3) minutes.
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Update | €)) Scheduled Event Update N. =
Source b v ""—"
— —

Admin Database
#) Scanner Update Result

/LA

=l E

=

Scanner 1 Scanner 2 Scanner 3

FIGURE 4-1 Scan engine and pattern file updates

Configuring Delivery Settings

The delivery settings allow you to specify the sender, recipient(s) and other settings
required for delivering the notification message when certain events are triggered.

To configure the delivery settings:

1. Choose Administration > Notifications from the menu. The Events tab appears

by default.
2. Click the Delivery Settings tab.
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MNotifications

Events [ Delivery Settings ™| Web EUQ Digest

Email Settings

To addressies]: |postmaster@g|0r9.co.jp |
Use a semicolon ";" to separate multiple addresses
Sender's email address: |"InterScan MSS Motification” <postmaster@g|0r9.co.|

Server name or IP address: | |

SMTP zerver port:
Preferred charset: |Japanese [iso-2022-jp) w

Mezzage header: | |

Mezsage footer: | |

SNMP Trap

Server name (IP or FQDM): || |

Cornmunity: |pub|ic |

Save Cancel

3. Provide the required information.
4. Click Save.

Configuring Event Criteria and Notification Message

You can set the criteria under which IMSS will trigger a notification message and
also customize the message content for each event.

To configure the criteria and message content:

1. Choose Administration > Netifications from the menu. The Events tab appears
by default.

4-26



Maintaining IMSS

MNotifications

Events Delivery Settings Web EUQ Digest

System Events Notification

Systern Status

Motify every (10 minutes

Service on any scanner stops for more than 10 rinutes
Free disk space on any scanner is less than 100 MEB
Celivery queus contains more messages than 300 messages
Eetry queue folder contains more messages than 10000 messages

Scheduled Update Event

Scheduled virus, spyware/grayware or IntelliTrap
pattern and exceptions update is:

Unzuccessful
Successful

Scheduled scan engine update is:
Unzuccessful
Successful

Scheduled spam engine or pattern update is:
Unzuccessful
Successful

Scanner Update Result

Applying engine or pattern update fails on any scanner

OFEEA

Ernail

E &

E &

m
E
Bz BE

SNMP

OFEEA

SNMP

E &

E &

(]
=
SO E

Specify the desired criteria under the System Status section.

Select the Email and/or SNMP check boxes according to how you would like to

receive the notification.

To customize the message content, click on the hyperlink for the specific event.

The Message Edit screen appears.
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[Service on any scanner stops] Message Edit

The notification will be sent using the character set you choose on the Motifications Delivery
Settings screen.

Event: Service on any scanner stops
Email: Variables list

Subject: Scanner service stopped

Message!  |1Mss scanner has stopped working|
SNMP Trap

Meszage:

Save Cancel

5. Type the required information.
6. Click Save.
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Managing Administrator Accounts

To reduce bottlenecks in administering IMSS, you can delegate administrative tasks
to other staff by creating new administrator accounts and assigning the desired
permissions to the various areas of the Web management console.

Adding Administrator Accounts
To add administrator accounts:

1. Choose Administration > Admin Accounts from the menu. The Admin
Accounts screen appears.

Admin Accounts

Add a Celete
User name Status

admin o

2. Click Add. The Add Administrator Account screen appears.

Add Administrator Account

Authentication | Permissions

Enable account

Authentication:

(®) IMSS Authentication

User narne: | |

Mew password: | |

Confirm: | |

Mote: Passwords must be between 4-32 alphanumeric characters,

() LDAP authentication

LDAP user name: |

Save Cancel

3. Provide the required information on the Authentication tab.

4. Click the Permissions tab. The Permissions screen appears.
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Add Administrator Account

Authentication | Per

Access Areas Full Read MNone
Surnrmary
Policy

IP Filtering
Reports
Logs

Guarantine & Archive

QOO0 00
QOO0 00
IONONONONONONC]

Adrninistration

Save Cancel

5. Select the desired permissions to the various access areas of the Web
management console.

6. Click Save.

Note: 1. Only the default IMSS administrator account can add new administrator
accounts. Delegate administrator accounts cannot do so even if you assign full
permission to the Administration area.

2. Delegate administrator accounts with full administration rights can only change
their own IMSS passwords. If you forget the default administrator account
password, please contact Trend Micro’s technical support to reset the password.

Editing or Deleting Administrator Accounts

4-30

You can change or delete the permissions of a delegate whenever there is a revision
of roles or other organizational changes.

To edit an administrator account:

1. Choose Administration > Admin Accounts from the menu. The Admin
Accounts screen appears.

To edit an administrator account, click the account name hyperlink.
3. Make the required changes.
Click Save.
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To delete an administrator account:

1. To delete an administrator account, select the check box next to the account to be

removed.
Click Delete.

3. Click OK to confirm the deletion or Cancel to withdraw.

Admin Accounts

Add a Delete

\_‘?/ Are you sure wank ko delete the account(s)?

[ Ok H Cancel ]

User name Status
admin o
adminZ Microsoft Internet Explorer. 9

Note:  You can only delete the delegate administrator account but not the default
IMSS administrator account.
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Configuring Scanner and Policy Connections

To enable the scanner to receive messages and also enhance the performance of rule
lookups by the policy services, configure the connection settings.

To configure scanner and policy connections:

1. Choose Administration > IMSS Configuration > Connections from the menu.
The Components tab appears by default.

Connections
Comp ts . LDAP | POP3 .| Database “.| TMCM Server

Settings for All Scanners

IMSS rmanager port: IE‘ 15505

Settings for All Policy Services

Policy service port: IE‘ S0&0

Protocol: HTTP %

Keep-alive: DEnabIe

Maxirmurn number of backlogged requests:

Save Cancel

2. Specify the required settings.
3. Click Save.
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Troubleshooting, FAQ, and Support

This chapter explains how to troubleshoot common IMSS issues, search the Trend
Micro Knowledge Base, and contact support.

Topics include:

*  Troubleshooting on page 5-2

o Frequently Asked Questions on page 5-9

o Using the Knowledge Base on page 5-24

*  Contacting Support on page 5-24
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Troubleshooting

Table 5-1 shows common troubleshooting issues you might encounter with the
configuration and administration of IMSS. Read through the solutions below. If you
have additional problems, check the Trend Micro Knowledge Base.

For troubleshooting and FAQ information pertaining to IMSS deployment, refer to
the IMSS Installation Guide.

Issue

Suggested Resolution

General

Unable to access the
Web console or other
components.

The target port is not in the firewall approved list. Open the ports as

shown in Table 5-2 on page 5-8 in the firewall.

If you are unable to access the Web console, do the following:

1. Start the database process, dbctl. sh, before starting the
Central Controller process, S99ADMINUI.

2. If you are still unable to access the Web console, restart the
Central Controller process, S99ADMINUTI.

For more details, refer to Invoking IMSS Scripts on page A-2.

No access to the Web
console

The Web console URL is not a trusted site in Internet Explorer. Add
the URL to the trusted sites.

The imssps daemon
is running but
refusing connections.

If the imssps daemon is running, the policy service is working.
Check the connection between the policy service and scanner
service and verify your LDAP settings.

Unable to activate

If a proxy server is on your network, verify your proxy settings.

products
(Antivirus/eManager, To activate NRS, IMSS needs to connect to Trend Micro. This
SPS, NRS, IP process requires a DNS query. Therefore, if a DNS server is not
Filtering) or update available or has connection problems, activation will fail.
components Verify your DNS server settings.

To verify your DNS settings from the Web console:

1. Choose Administration > Updates from the menu. The

Schedule tab displays by default.

2. Click the Source tab.

3. Configure the proxy settings.

4. Click Save.

TABLE 5-1. Troubleshooting issues
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Issue

Suggested Resolution

Email notifications do
not display properly.

If your computer is running a non-English operating system and the

notification message was not written in English, it may appear

distorted. Modify the character set through the Web console.

To modify the character set:

1. On the Web console menu, choose Administration >
Notifications > Delivery Settings.

2. Next to Preferred Charset, select the language in which the
messages will be encoded.

Cannot query
message logs in
IMSS.

IMSS scanner records the log with local time. To query message
logs, synchronize the date/time for all machines with IMSS.

Server displays as
disconnected in the
Summary screen.

A managed server could become disconnected for any of the
following reasons:

¢ The scanner was removed from your network.
¢ The IMSS manager service has stopped.

* Network connection issue.

Check your firewall settings for the Manager Service listening port.
Click Administration > IMSS Configuration > Connections >
Components > IMSS Manager Port.

When viewing
detailed information
for quarantined or
archived email,
attachment
information is
sometimes not
available.

IMSS records attachment information only when the triggered rule is
for an attachment.
Please check the reason why IMSS quarantined the email.

IMSS does not
receive email.

1. Check if the IMSS scanner service is running.
2. Check if a different application is using the required port. Free
up port 25.

Services are not
running normally.

The database has not been started or the database was started
after the IMSS services started. Restart all IMSS services.

TABLE 5-1.

Troubleshooting issues
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Issue

Suggested Resolution

End-User Quarantine Issues

Unable to access the
EUQ Web console

Do the following:

1. Verify that you are using the correct URL and port number.

To view the console from another computer on the network, go to:
¢ Primary EUQ service—https://<target server IP
address>:8447

¢ Secondary EUQ service—https://<target server
IP address>:8446

2. Verify that the system time of each EUQ service on your
network is synchronized.

The first instance of the EUQ service, the primary EUQ service, runs

Apache Web Server (httpd) while listening on port 8447 (HTTPS).

This Web Server serves as a connection point for

the EUQ clients and for load balancing for all EUQ services. If the

Apache server is down, users will not be able to access EUQ

console from the normal IP address:

https://{Primary EUQ Service IP address}:8447/.

TABLE 5-1. Troubleshooting issues
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Issue Suggested Resolution
Users are unable to Do the following:
log on to EUQ Web 1. On the LDAP server, verify that the user accounts are in the
console correct group. Only user accounts in the approved group can
access EUQ.

2. Verify LDAP and User Quarantine Access settings through the
IMSS Web console:
a. Choose Administration > IMSS Configuration >
Connections > LDAP from the menu.
b. Verify all settings, especially the LDAP type and server
information. If you are using Kerberos authentication, ensure
that the time for all IMSS computers and the LDAP server is
synchronized.
c. Choose Administration > User Quarantine Access from
the menu.
d. Enable User Quarantine Access.
e. Verify that the correct LDAP groups appear under Selected
Groups and that the user account belongs to the selected
groups.

3. Verify that your users are using the correct log on name and
password. For more information, see Log On Name Format
on page 1-14.

4. If the issue persists even after verifying the above settings, do
the following:
a. Choose Logs > Settings from the menu.
b. Set the application log level to Debug.
c. Choose Summary from the menu. From the System tab,
restart the Web EUQ service.
d. Request the user to try logging on to the EUQ Web console
again.
e. Send the log file imssuieuq. yyyymmdd located in
/opt/trend/imss/logs to Trend Micro’s technical
support.

The EUQ Web digest | Verify that the correct character set is selected:
does not display 1. Choose Administration > Notifications > Delivery Settings.
_quarantl_ned email 2. Next to Preferred charset, choose the character set that will
information correctly ) . . .

properly display the digest information.

TABLE 5-1. Troubleshooting issues
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Issue

Suggested Resolution

Some quarantined
email messages are
not appearing on the
EUQ Web console

The EUQ Web console can only access email that IMSS identifies
as spam or phishing attempts.

From the EUQ Web console, you cannot view quarantined email
that violated other rules, such as the antivirus rule.

Cannot enable LDAP
with Kerberos
authentication.

Kerberos protocol requires time synchronization between the
Kerberos server and IMSS.

Synchronize the date/time for all computers with IMSS.

IP Filtering Issues

FoxProxy cannot start
up

There are several reasons why FoxProxy might not start. To find out
the reason, view the IP Profiler logs.

To view IP Profiler logs:

1. Go to the directory where IP Profiler is installed (by default:
/opt/trend).

2. Open foxproxy.ini.

Change the value for 1og level to 4.

4. Restart FoxProxy by typing the following:
/opt/trend/ipprofiler/script/foxproxyd restart

5. Open the log file by typing the following:
/opt/trend/ipprofiler/logs/foxproxy-genera

d

1w

Unable to connect to
FoxProxy

Verify that FoxProxy is running and that it is binding on port 25.

FoxProxy processes
email messages
slowly

When FoxProxy receives email, it performs a DNS query on
FoxDNS. If Bind is not running, FoxProxy continues to wait until the
DNS query times out.

Verify that the bind service is running on the computer where
FoxDNS is installed:

1. Type the following command:
ps —ef | grep named
2. Start the service if it is not running.

Unable to view
connections that
FoxProxy is blocking

Every five (5) minutes, FoxProxy sends information about blocked
connections to the IMSS server.

Wait for at least five minutes before viewing the connection
information.

To change this time value:

1. Open foxproxy.ini.
2. Modify the value for report send interval.

TABLE 5-1.

Troubleshooting issues
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Issue Suggested Resolution
FoxDNS is not Verify that BIND service is running:
functioning 1. Type the following command:

ps —ef | grep named
2. Start the service if it is not running.

No IP Profiler log The following IP Profiler-related log files are in the IMSS admin
information exists database:
* foxmsg.****

* foxnullmsg.*™™*

* foxreport.*™™*

Verify that the log files exist:

1. Go to the log directory on the where IMSS is installed (by
default: /opt/trend/imss/log/).

2. If the files are not present, use the following command to check
if imssmgr is running:
ps —ef | grep imssmgr

3. Check if FoxProxy is running:
ps —ef |grep foxproxy

4. Verify that IP Profiler is enabled. In table
‘t foxhuntersetting’, the following should exist:

record: ‘Type’ = 1and’enable’ = TRUE
NRS does not work NRS may not work due to the following reasons:
after being enabled * Spam Prevention Solution (SPS) was not activated. NRS

from the Web

console. shares the same AC code with SPS. If SPS has not been

activated, please activate SPS and then activate NRS.

¢ The computer on which the scanning service is installed cannot
access the Internet. MTA cannot get a response for the DNS
query for AC validation. Please confirm that the computer where
the scanner service is installed has access to the Internet.

Please activate SPS and confirm that the computer with SPS
installed can access the Internet.

The MTA settings on By default, the settings on the SMTP routing screen cannot be
the SMTP Routing written to Postfix. Enable this function using the following steps:
Web console screen Go to the IMSS configuration directory (by default:

are not being written /opt/trend/imss/config).

into the Postfix Open the IMSS configuration file imss.ini

configuration files Change the value for enable postset thd to yes or leave the
value empty.

Restart IMSS manager using the following command:
/opt/trend/imss/script/S99MANAGER restart

TABLE 5-1. Troubleshooting issues
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Issue Suggested Resolution
IP profiler does not The changes required about one (1) minute to take effect.
block IP addresses in | Please wait one (1) minute.
the Blocked List.
Blocked IP address The Overview page displays the top 10 blocked IP addresses by
does not display in type for the last 24 complete hours. For example, at 16:12 today the
the Overview page Overview page displays data from 16:00 yesterday to 16:00 today.
Please view the Overview page after an hour.
TABLE 5-1. Troubleshooting issues
Module Port Description
Admin Ul 8445 Tomcat listen port (HTTPS)
Bind 53 Name-domain server
EUQ UI 8009 Tomcat AJP (load balance) port
EUQ UI 8446 Tomcat listen port
EUQ UI 8447 Load balancer
Manager 15505 SOAP server
MTA 25 SMTP
MTA 465 SSMTP (SSL)
Folicy 5060 SOAP listen port
Scanner 10024 POP3 listen port
TABLE 5-2. Component ports
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Frequently Asked Questions

Postfix MTA Settings

If I deploy multiple scanners with Postfix, how can I manage these Postfix
instances centrally? Can I make an exception on the settings for some Postfix
instances separately?
If you want to control all the Postfix computers from the Web management
console, you should enable the "Apply settings to all scanners" option. Choose
Administrator > SMTP Routing > SMTP from the menu.
If you want to make an exception for some Postfix settings, you can search for
the key "detach key postfix"in imss.ini, and add the keys that you do not
want to apply from the Web management console. For example:
detach key postfix=smtpd use tls:smtpd enforce tls:queue direct
ory

How can I change my MTA settings without using the Web console?

You can modify the IMSS configuration file and add the following key.
1. Open imss.ini.

2. Make the following modification:

detach key postfix=smtpd use tls:queue directory:{Parameterl:{P
arameter?2}:..:: {Parameter n}

The parameters above will not be overwritten by any settings that you configure
through the Web console. You can modify main.cf manually.

Note:  “{Parameterl:{Parameter2}:...::{Parameter n}" means you can use one or
more parameters by separating them using colons.

WARNING! Use extreme caution when modifying the configuration file.

IMSS Components

Can I move the Central Controller from one computer to another?
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Yes. First, run the IMSS installation script to uninstall the Central Controller
from the computer. Next, run the IMSS installation script and install the Central
Controller on the other computer.

How can I set up and maintain the database?
The following commands can help you maintain the database:
* pg dump imss > YYMMDD.HHMMSS.backup—Back up the database.

e psqgl imss < YYMMDD.HHMMSS.backup—Retrieve the latest data if errors
occur.

*  vacuum—Clean up the database on tables that are frequently accessed or on
tables that have large amounts of data. Use when email traffic is low or when
the device is not connected to your network.

*  vacuumfull—Clean up the entire database when the database is not being
heavily utilized or when the device is not connected to your network.

* redirect stderr= and log rotate ***= Turn on these options in
postgresql.conf to redirect old database log entries to the system log,
which is rotatable. You can name the log-file to start with a dash “-”.

You can also delete some IP-Filtering and log data using SQL and modify the
logs settings on the Logs > Settings screen.

Is IMSS policy service able to work if LDAP is down?
Yes, the policy service still works even if the LDAP server is down.
Following are three scenarios of such a situation.
*  IMSS continues to work as usual.

» Ifthe LDAP server is active but the port of the LDAP server is
inaccessible.

* Ifthe policy server has the non-expired cache of the LDAP user or
group.
*  The policy server will bypass the LDAP-related rules and continue to
process other rules.

» Ifthe LDAP server is active, but the port of the LDAP server is
inaccessible.

« If'the policy server has no valid cache for the rule.



Troubleshooting, FAQ, and Support

IMSS will spend about one minute to perform each rule query. This may
slow down the message scanning and result in long mail queues.

e Ifthe LDAP server is down.

» Ifthe policy server has no valid cache for the rule.

Network Reputation Services

How do I configure Network Reputation Services (NRS) to not block certain IP
addresses or domains?

Add the IP addresses / domains to the NRS approved list by doing the following:

Log on to the Web console.
Click IP Filtering > Approved List.

Add the IP addresses or domains that you do not want blocked to the
Approved List.

How do I enter the Activation Code (AC) for NRS?

You can enter the AC during installation, or you can modify it after installation.

To modify the AC, edit the Postfix configuration files located in the same
computer as NRS. These files are main.cf, imss_rbl reply, and
imss rbl reply.user.

Note: The imss_rbl reply.user file may not exist. If it exists, please modify it.

Otherwise, you can omit it.

After installing NRS, you should see similar contents in the three configuration
files as follows:

main.cf

smtpd client restrictions = reject rbl client
APRSJFK8BDTM2EEDBJY3LHS5RJZ5CROR. r.mail-abuse.com, reject rbl
client APRSJFK8BDTM2EEDBJY3LH5RJZ5CROR.g.mail-abuse.com
imss_rbl reply
APRSJFK8BDTM2EEDBJY3LH5RJZ5CRI9R.g.mail-abuse.com 450 Service
temporarily unavailable; $rbl class [Srbl what] blocked
using Trend Micro Network Reputation Service. Please see
http://www.mail-abuse.com/cgi-bin/lookup?ip address=$rbl wha
t${rbl reason?; $rbl reason}
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APRSJFK8BDTM2EEDBJY3LH5RJZ5CROR . r.mail-abuse.com 550 Service
unavailable; $rbl_class [$rbl_what] blocked using Trend
Micro RBL+. Please see
http://www.mail-abuse.com/cgi-bin/lookup?ip address=$rbl wha
t${rbl reason?; $rbl reason}

. imss_rbl reply.user
APRSJFK8BDTM2EEDBJY3LH5RJZ5CRI9R.g.mail-abuse.com 450 error
message; $rbliclass [$rbliwhat] blocked using Trend Micro
Network Reputation Service. Please see
http://www.mail-abuse.com/cgi-bin/lookup?ip address=S$rbl wha
t${rbl reason?; $rbl reason}
"APRSJFK8BDTM2EEDBJY3LHS5RJZ5CROR. r.mail-abuse.com 450 error
message; $rbliclass [$rbliwhat] blocked using Trend Micro
RBL+. Please see
http://www.mail-abuse.com/cgi-bin/lookup?ip address=S$rbl wha
t${rbl reason?; $rbl reason}

Replace the old AC with your new AC in these three files. The old AC shown in
the above examples is APRSJFKSBDTM2EEDBJY3LHSRJZ5CROR.

Note:  You do not need to type the dash ‘-’ for the AC.

After editing the configuration files, restart Postfix using the commands:
# postfix stop
# postfix start

IP Profiler
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How can I purge the FoxProxy log?

A log purge program exists in the IP Profiler installation directory (by default:
/opt/trend/ipprofiler/bin/TmFoxPurgelLog).

The settings about log purge function are in the configuration file
foxproxy.ini. The keys are as follows:

. log purge

. log purge unit

. log _purge num
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‘Who will monitor FoxProxy’s status? Who will rescue it when it shuts down?

FoxProxy is a multiple-process program. The main process only monitors child
processes. If child processes are dead, the main process rescues them. But if the
main process is dead, the child processes cannot be rescued.

If you are experiencing any problems with FoxProxy, verify that the main
process is running.

How are DNS queries performed?
The DNS queries are performed directly by FoxProxy.

A DNS server is automatically installed on the Central Controller if the installer
does not detect any existing DNS server. When you install IP Profiler, the
installer will prompt you for the IP address of the Central Controller.

Why is the domain name of an IP address that was added to the
blocked/approved list always N/A?

IMSS does not determine the domain name of an IP address that was added to the
blocked/approved list (IMSS does resolve the IP address of an added domain
name).

Why does the IP Filtering Suspicious IP screen also display the connection
information of blocked IP addresses?

The IP Filtering > Suspicious IP screen shows all information for successful
connections. Therefore, although an IP address is now in the blocked list, the
previous connections for this IP address, which have not been blocked, are
shown.

How does IP Profiler process email?

The IP Filter decides if the source IP address is a safe IP address. IMSS scanner
service queries matched policies from the IMSS policy service. The policies are
applied to the email in the required order. If a policy specifies that an email
should be quarantined, deleted or delivered, then the action is taken and the
remaining policies are not applied.

Can the IP Profiler use an existing BIND server?

Yes. The IP profiler requires a BIND server. When a user installs IMSS, if a
BIND server is already present on the machine, the IP profiler will use this BIND
server. If a BIND server is not present, then IMSS installs a new BIND server.
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How can I configure BIND version 9.x to make sure IP Profiler works well?

If you did not install BIND version 9.x during installation or migration, but you
want to use IP Profiler later, please do the following:

a.

If an old BIND server exists, uninstall it on the target machine if the version
is lower than 9.x.

Run the command tar -xvf imss.tar to getthe bind.tar file.
Copy bind.tar to a specified folder.
Run the command tar -xvf bind.tar to extract the file.

Type the cd command to change to the bind folder. Outside the folder, you
can view the following:

bash-2.03#% pwd
/export/home/bob
bash-2.03# 1s
bind bind.tar

Run the following commands:

chgrp -R imss bind
chown -R imss bind
chmod -R 555 bind

cp -f bind/named.conf /etc
cp -f bind/rndc.key /etc

mkdir -p /var/named
chmod 770 /var/named

If there is no named group or user, run the following command:

groupadd named

useradd -g named -s /bin/false -d /var/named named
Run the following commands to configure BIND server:

chown named:named /var/named
mkdir -p /var/run/named

chmod 770 /var/run/named
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k.

chown named:named /var/run/named

chown named:named /etc/named.conf
chown named:named /etc/rndc.key
chmod 555 /etc/named.conf

chmod 555 /etc/rndc.key

Modify foxdns.ini as follows:

vi $IMSS HOME/config/foxdns.ini

#SIMSS HOME is /opt/trend/imss/ by default.
#modify the following item:

# /export/home/bob/bind is the folder for bind
dig path=/export/home/bob/bind/dig
rndc_path=/export/home/bob/bind/rndc

named pid path=/var/run/named/named.pid

named db path=/var/named/ipprofiler

Type bash-2.03#% /export/home/bob/bind/named to run the BIND
SCrver.

Restart SO9FOXDNS at $IMSS HOME/script.

When does IMSS 7.0 send an email to "Foxhunter proxy@domain'?

IMSS will send an email to "Foxhunter proxy@domain" under the following
three conditions:

When FoxProxy receives an "Incomplete” message.
When FoxProxy receives a "Null" message.

When FoxProxy rejects a connection, it will send a statistics mail every 5
minutes. You can configure the time interval by modifying the
report send interval (unit in seconds) setting in foxproxy.ini.

Is the LDAP service mandatory for analyzing whether an incoming traffic is a
form of DHA attack?
Technically, LDAP service is not a must-have. The DHA rule of IMSS 7.0 relies
on the result returned from Postfix, which in turn passes the result to FoxProxy, a
sub-module of IP Profiler, for analysis. The LDAP server is just one of the many
means by which Postfix checks for the existence of a recipient’s mailbox.
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Quarantine and Archive

What special characters can be used for searching?

Use an asterisk (*) as a wildcard and a semicolon (;) to separate recipients or
attachments.

Why is there a quarantined message without message-id when the user views the
message detail?
IMSS will reprocess notification mails for security reason. Therefore, if a
notification mail was quarantined due to the policy settings, then this notification
mail generated by IMSS would not have a message-id.
If you do not want IMSS to scan the notification mails, you can disable
notification mail scanning as follows:
a. Modify the following setting in the [general-notification] section of the
imss.ini:
NotificationSkipScan=1
b. Restart IMSS daemon by typing the command
SIMSS Home/script/S99IMSS restart.

WARNING! Trend Micro does not recommend that you disable the scanning for
notification mails as there is the risk of a security leak caused by
the policy settings.

End-User Quarantine
If I am using Kerberos, why are users unable to log on to the EUQ console with
a short name: “domain\user_name”?
Kerberos servers cannot accept user names in the format: bomain\user name.
Kerberos requires the format user name@domain.xxx
If I installed Exchange Server, and have set multiple mail addresses for each
user, how do I enable EUQ to check multiple mail addresses for one user?

If you installed one Exchange Server together with the Active Directory, you can
do the following:

a. Open the table tb_global setting in IMSS administrator database and
replace the value of LDAP-->mail attr from "mail" to "proxyAddresses".
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b. Restart all IMSS services.
How do I send a Chinese EUQ digest?

Do the following:
a. In the Web console, click Administration > Notifications >Web EUQ
Digest.

The Web EUQ Digest screen appears. Type the EUQ subject or content in
Chinese.

b. Click Administration > Notifications > Delivery Settings.

The Delivery Settings screen appears. Select Chinese as the Preferred
charset.

How can I speed up my LDAP access if the LDAP server is Active

Directory?
There are two methods to speed up your access. The method you use depends on
the port number you can use: port 389 or port 3268.

Active Directory uses 3268 for the Global Catalog. LDAP queries that are
directed to the global catalog are faster because they do not involve referrals to
different domain controllers.

Tip: Trend Micro recommends using port 3268 for LDAP queries.

Active Directory uses port 389 for LDAP query. If one item cannot be queried in
one domain controller, it uses the LDAP referral mechanism to query another
domain controller. Use port 389 if your company has only one domain or if port
3268 is unavailable.

To use port 3268 for LDAP queries:

a. Click Administration >IMSS Configuration > Connections. The
Connections screen appears.

b. Click the LDAP tab.
c¢. Configure the LDAP listening port as 3268.
To use port 389 for LDAP queries:
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a. Click Administration >IMSS Configuration > Connections. The
Connections screen appears.

b. Click the LDAP tab.
Configure the LDAP listening port as 389.

d. Add the following key into the imss.ini file, which is at
$IMSS HOME\config.

[LDAP-Setting]

DisableAutoChaseReference=yes

e. Restart all IMSS services.

What user logon name formats does IMSS support for Active

Directory?

Active Directory supports the following logon name formats:

+ Example 1: bob@imsstest.com

Note: The logon name is not email address (though it appears as one).

*  Example 2 (pre-Windows 2000): IMSSTEST\bob

Note: The pre-Windows 2000 format is not supported by Kerberos authentication.

Spam Protection Service

How is the spam catch rate determined?

Specify a threshold value between 3.0 and 10.0 for IMSS classification of an
email message as spam. A high threshold value means that a message must be
very "spam-like" to be classified as spam (this decreases the spam catch rate but
reduces the likelihood of false positives). A lower threshold value means that a
message only needs to be slightly "spam-like" to be classified as spam (this
increases the spam catch rate and may lead to more false positives).
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ActiveUpdate

How do I roll back a pattern file?
Click the Rollback button on the Summary page.

Others

What do I have to do to use SMTP over Transport Layer Security (TLS)?
Upload the certificate for TLS and enable it on the Administration > IMSS
Configuration > SMTP Routing screen.

IMSS 7.0 uses the Postfix TLS function. All settings are written to the
configuration file main.cf. For more information, see:

http://www.postfix.org/TLS README.html

Can the database server be referenced by hostname?

Yes.You can specify the "IP\Instance" or "Hostname\Instance".

Can the server IP address be changed?

Yes.

To change the server IP address:

a. Stop all IMSS services by running the $IMSS Home/script/imssstop.sh
stop command or stop the services individually with the following scripts:
S99IMSS stop
S99Policy stop
S99EUQ stop
S99CMAGENT stop
S99ADMINUI stop
S99FOXDNS stop
S99MONITOR stop
S99MANAGER stop
dbctl.sh stop

Refer to Appendix B for details of each script.
b. Change the server IP address.

c. Change the IP address in 0DBC. ini and EUQ. ini in the IMSS configuration
folder.
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d. Change the database URL and user name/password in
$IMSS_ HOME%\uil\adminUI\webapps\ROOT\WEB-INF\struts-config-c

ommon . xml
e. Change the following database data:
* tb _component list: Specify the computer name and all scanner IP
addresses.
* tb euqg db_info: Specify the EUQ database computer settings.
* tb global setting: In section [cmagent] name [ConfigUrl], change
the Web console URL.
f. Restart all IMSS services with the scripts located in $IMSS_Home/script.
Begin with the following scripts:
dbctl.sh start
S99MANAGER start

The remaining services can be restarted in any order:
S99IMSS start

S99Policy start

S99EUQ start

S99CMAGENT start

S99ADMINUI start

S99FOXDNS start

S99MONITOR start

How does IMSS process a partial email?

IMSS rejects partial email as a malformed message if
BypassMessagePartial=no in the imss.ini file (default setting).

If the key is set to yes, IMSS will bypass the partial mails. Trend Micro does not
recommend changing the item "BypassMessagePartial" to yes as this may cause
virus leak.

‘What file format can IMSS import when configuring policy settings?

IMSS can only import .txt file containing only one item per line. Following are
examples of how you can import a text file from the Web management console:

a. When specifying the attachment to be scanned

*  Click Policy > Policy List from the menu.
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*  Click on the link of an existing rule to edit a rule.

*  Click on the And scanning conditions match link.

*  Click the Name or extension link under the Attachment section.

*  Select the check box next to Attachment named.

*  Click Import. The imported file should be a text file containing one file
name or extension per line.

b. When configuring the spam detection settings

e Click Policy > Policy List from the menu.

*  Click on the link of an existing rule to edit a rule.

e Click on the And scanning conditions match link.
*  Click the Spam detection settings link.

e Select the check box next to Approved sender list or Blocked sender
list.

*  Click Import. The imported file should be a text file containing one
email address per line.

Why can’t newly created administrator accounts access the User Quarantine
Access, Admin Accounts and Product License pages?

Only the default IMSS admin account has the permission to access the User
Quarantine Access, Admin Accounts and Product License pages. Delegated
admin accounts cannot access these pages.

Why are changes to the IMSS configuration settings not effective immediately?

There is a lapse between the time you modify the configuration settings from the
Web management console and the time modifications are actually updated on the
IMSS server.

Policy settings will be reloaded in no longer than three (3) minutes. If you want
the settings to load faster, please modify the

policy server=>dbChangePollIntervalInSecs setting in the

tb global setting table of the IMSS administrator database as desired.

For other general settings, imssmgr will take no longer than one (1) minute to
reload the new settings modified from the Web management console.

Trend Micro recommends that you do not send mail to IMSS immediately after
modifying the configuration settings from the Web management console.
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Is there any limit on the maximum number of the following items?

e Senders and recipients for each rule

*  Mail addresses in one address group

*  Approved/Block Senders for SPS rule
Technically, there is one limitation on the total size of each rule, which is 640kb.
The total size includes the rule route (senders/recipients), rule filter (scanning
condition), and rule action. Assuming that each email address/LDAP account
consists of 20 characters, IMSS can support at least 10,000 senders/recipients for
the rule route.
The maximum number of mail addresses for one address group is 10,000.
The maximum number of Approved/Block Senders for SPS rule is 5000.

How can I modify the log paths?
If you want to modify some log paths, please locate the following keys in
imss.ini and change the default settings as desired.
[general]
sys_log path=/opt/trend/imss/log
event log path=/opt/trend/imss/log
policy evt log path = /opt/trend/imss/log
[policy server]

log path = /opt/trend/imss/log

[logs]

log path=/opt/trend/ipprofiler/logs
Can IMSS 7.0 configure its own relay restrictions if a third-party upstream
server is not installed?

No. IMSS 7.0 cannot configure its own relay restrictions as it does not have its
own MTA on the Unix platform. You can only configure relay restrictions using a
third-party MTA.

How can I modify the Access Control List (ACL) for the IMSS scanner?
You can modify the following settings in imss.ini.
*  Add the target IP address to the parameter smtp_allow client ip.
*  Alternatively, disable ACL check by setting

open_to all connections=yes.
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*  To ensure that other computers are able to connect to the scanner, insert the
target [P addresses in the parameter proxy smtp server ip.

For more details, please refer to the comments in imss.ini.

Mails from some senders are always received as attachments. The mail body is
also replaced by the disclaimer or stamp. Why is that so?

When the charset of the stamp is different from the charset of the mail content,
IMSS will encounter issues inserting the stamp into the mail body after scanning
the mail. In this situation, IMSS will create a new mail, insert the stamp into the
mail body and attach the original message. The mail content, however, will not
be changed.

How can I specify a keyword expression to represent a blank header for
matching fields such as “from”, “to”, or “subject” when creating rules with
content filter?

If you are going to use a regular keyword expression to represent a blank header,
Trend Micro recommends that you use “~ (\s) *$” (without the quotation marks).
The expression “~ (\s) *$” (without the quotation marks) represents a blank
header or whitespace characters.

For example, if you want to check if a mail’s “from” header is blank, you can
edit a rule’s scanning condition as follows:

On the Web management console, click Policy>Policy List.

b. Click the link for an existing rule to edit the rule.

c. Click And scanning conditions match.

d. Click Header keyword expressions under the Content section.
Click Add to create a new keyword expression.

f.  Add the content as “~ (\s) *$” (without the quotation marks).
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Using the Knowledge Base

The Trend Micro Knowledge Base, maintained at the Trend Micro Web site, has the
most up-to-date answers to product questions. You can also use Knowledge Base to

submit a question if you cannot find the answer in the product documentation. Access
the Knowledge Base at:

http://esupport.trendmicro.com

The contents of the Knowledge Base are updated continuously, and new solutions are
added daily. If you are unable to find an answer, however, you can describe the
problem in email and send it directly to a Trend Micro support engineer who will
investigate the issue and respond as soon as possible.

Contacting Support
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Trend Micro provides technical support, virus pattern downloads, and program
updates for one year to all registered users, after which you must purchase renewal
maintenance. If you need help or just have a question, please feel free to contact us.
We also welcome your comments.

Trend Micro Incorporated provides worldwide support to all of our registered users.
Get a list of the worldwide support offices:

http://www.trendmicro.com/support
Get the latest Trend Micro product documentation:
http://www.trendmicro.com/download
In the United States, you can reach the Trend Micro representatives via phone, fax, or
email:

Trend Micro, Inc.
10101 North De Anza Blvd.
Cupertino, CA 95014

Toll free: +1 (800) 228-5651 (sales)
Voice: +1 (408) 257-1500 (main)

Fax: +1 (408) 257-2003

Web address: www.trendmicro.com
Email address: support@trendmicro.com



Appendix

IMSS Scripts

This appendix provides you with a list of IMSS scripts and their respective
parameters that you can invoke from the command line.

Topics include:

*  Invoking IMSS Scripts on page A-2
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Invoking IMSS Scripts

IMSS scripts provide a convenient and alternative means of performing
administrative tasks from the command line.

See Table A-1 for a list of the scripts, their respective parameters and the functions
they perform.

Note:  All scripts listed in the table are located in /$IMSS Home/imss/script,
except foxproxyd, which is located in
/$IMSS Home/ipprofiler/script.

Scripts Parameters Descriptions
foxproxyd start / stop / restart IP Profiler service
dbctl.sh start / stop / restart Postgres database service
imsstop.sh Forces all IMSS services to stop.
postfixctl.sh start / stop / reload / restart | Postfix daemon
regippro.sh reg / unreg Register or unregister IP Profiler to or

from the admin database.

S99ADMINUI start / stop / restart Central Controller
S99CLEANEUQ Removes expired quarantined data

from the EUQ and admin databases
as configured under the
Administration > User Quarantine
Access area of the Web
management console.

S99CLEANEXPIRE

Removes expired quarantined and
archived data from the EUQ and
admin databases as configured
under the Quarantine & Archive >
Settings area of the Web
management console.

S99CMAGENT start / stop / restart CMAgent service
S99DIGEST Sends the EUQ digest message
S99EUQ start / stop / restart EUQ service

TABLE A-1. IMSS scripts




Scripts

Parameters

Descriptions

S99FOXDNS start / stop / restart Foxdns service
S99IMSS start / stop / restart IMSS scanner service
S99MANAGER start / stop / restart Manager service
S99MONITOR start / stop / restart Manager monitor service
S99POLICY start / stop / restart Policy service
S99REPORT [option] start / stop / restart | Used by S99SCHEDULED to
[option]: generate related reports.
* -s—generates
centralized reports Note: Do not run this script on its
(covers all one-time and own
scheduled reports )
configured on the Web
management console)
* -h—qgenerates hourly
individual traffic data
» -t—generates hourly
traffic data
» -d—-performs database
log maintenance
S99UPDATE start / stop Used by S99SCHEDULED to run the
scheduled update.
Note: Do not run this script on its
own.
S99SCHEDULED Starts the scheduled task.

forceUpdate.sh

DBDSN username
password

Notifies the policy server to reload
the policy settings

euqtrans

Transfers EUQ database data

TABLE A-1.

IMSS scripts
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Default Directory Locations

This appendix provides information on the default directory locations that IMSS uses
for mail processing.

Topics include:

*  Default Mail Queues on page B-2

*  eManager, Virus and Program Logs on page B-3
*  Temporary Folder on page B-3

*  Notification Pickup Folder on page B-3

B-1



Trend Micro™ InterScan™ Messaging Security Suite 7.0 Administrator's Guide

Default Mail Queues

Table B-1 shows the various mail directories that store the mail messages managed

by IMSS.
Queues“;girlgegular Queuela;ic:; Large Descriptions

queue_malform=/opt
/trend/imss/queue/m
alform

Stores malformed messages.

queue_archive=/opt/
trend/imss/queue/ar
chive

Stores archived messages.

queue_quarantine =
/opt/trend/imss/queu
e/quarantine

Stores quarantined messages.

queue_notify=/opt/tr
end/imss/queue/notif
y

queue_notify big=/o
pt/trend/imss/queue/
notifybig

Stores notification messages.

queue_postpone=/o
pt/trend/imss/queue/
postpone

queue_postpone_bi
g=/opt/trend/imss/qu
eue/postponebig

Stores postponed messages.

queue_deliver=/opt/t
rend/imss/queue/deli
ver

queue_deliver_big=/
opt/trend/imss/queu
e/deliverbig

Stores messages for final delivery.

queue_reprocess=/0
pt/trend/imss/queue/
reprocess

queue_reprocess_bi
g=/opt/trend/imss/qu
eue/reprocessbig

Stores messages pending
reprocessing.

queue_handoff=/opt/
trend/imss/queue/ha
ndoff

queue_handoff_big=
/opt/trend/imss/queu
e/handoffbig

Stores messages pending handoff.

queue_undeliverable
=/opt/trend/imss/que
ue/undeliverable

Stores undeliverable messages.

queue_unnotify=/opt
/trend/imss/queue/u
nnotify

Stores undeliverable notification
messages.

TABLE B-1.

Default IMSS Mail Locations




eManager, Virus and Program Logs

Many modules in IMSS write log information for troubleshooting purposes to the
following folder:

/opt/trend/imss/log

Temporary Folder

IMSS stores all application-generated temporary files in the temporary folder:

/opt/trend/imss/temp/

Note:  This directory is not configurable.

Notification Pickup Folder

IMSS stores all notification messages and picks them up from the following folders,
then delivers them to a specified SMTP notification server:

/opt/trend/imss/queue/notify/ and
/opt/trend/imss/queue/notifybig

To configure the SMTP notification server:

Choose Administration > Notifications > Delivery Settings from the menu.

Note: The queue notify big queue is for large mail messages.
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