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3&)-,0 5 )QHY,  &<7

*#3 (1, L) # && 3#*&' (- X #Q# #,1 &&/&- ) (., +HH#, )I# #)( M- ) (- )-#(
* | #.3 &35 1(- ( *&#( -7
Network Communication

VI# H#)( 1 ( o+ 1#3 (!, ( * [#3 &3B(& (-5 1(-9 =&H#(- ( "3*0#)- /|--
") - 3 4&T(), , ), *  I#3 1(9 *&H#(  *&) (- ) o —1& 3 - (M. Y|
L &0 M- y toor @3 (1, ( &38(& (. TUH ' 3,4, M. * #3 (), ( &38
(& (). ~-" 0 (,3), ((L3#(." T(9O*&#( )™. @-")-.- Q#& 7

). 6 VO1#&& % ), #-")-.( SEL)y R g 3 (0 B &&H(Y) I/, T 3 )0 "0 5 (, (

— L. " H#H(- && H#)(T
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Reliable Time Stamps

What You Will Need (VMware NSX)

&& ). - ) 1'#" v g3 )1, #N(# )& S3(U, )#A 1#" L &#& H ), T ), 2%&5 Y&, &
NG (A ), % # ., ))& <-,0 7
Performance Recommendations
% )&( - # & &3$&"# 0& '2% ;=37
Deep Security Manager and Database Hardware
(3 * 1#3 (!, ., #HE -t - * - ( ) (#)( (-< , +#, "#" ( 0,3 M, T (0 #))
C)- (0 0 ), ), - (-Q##( #"#  "-& ( O (-7
)& #-.8& )", 1, M. #+&)), L HQE () #3107 ),
* ) ( oL )& " 0 J8CH ) ( - = )" &&), (1) %." ), 17 (0, N-#&
HH-., D& (& ) - ) QY #HO . . --0 C(H (( *& ()& *I.#( .7
)Y, #()) #HEG- (" %!$  # SH & ($# 2% 5<37
Dedicated Servers
o #3 (!, « " . (  #(-.&&% ). - )., #3), Q#(&*&) 3'(. #(. 2*. ) 2  CBBB
¥, &), O#,/&<7 3) "#(%3) ' 3 2 CBBB)*. 5. * [#3 (!, ( - )& #(-. 8&&
O# . -0 7 L # &) #),.( . « " o  I#3 (1, ¥8&) . )( . (1), %#" C
WO ) L ICH#, VI #)( 1 (. T ot ) #HM(& ¢ 143 (1, y -7 1)
He&H- ) &. (3), . #, ) ( LA, ) (. )L -7
High Availability Environments
3/ - 1, @# " O#& #&#B< I, 5'% -, (O#)( (. #--. &#-" ), 3 W( #H-. &&H#( *  I#3 7
* [ #3 - *) 3 ) & #"3*,0#),- #&IHI M )N- - ), L) 0,3 ), #(-<7 *&) (! * [#3 ) &&
"3* O#-),- 1H&& (-1, "% ). #)(, #H-# ) 0,3), #)(7
). 6 "( #.0& &H#( # *€) 3 #( 1 (0#)( (. % - ) 1, #H ), " &,
BHAHY), (0 B&#E( ) -0 1.0 &) IR OHJ&T M- - %, ) *) -7
#& *E&H( -I-. SHI( > ) %L H#I&, #-,0,7) Y- #O &3"(! SLH- ), &&" #.1&
HgH( =) > (& ), >H &> 5 ) ( 93 k. 0)H( 3. T #U& M&H(
D) (B0#.&" #( - #-. ) >#&>50 (., ,0, ) -0 #, . . O#J&" "H( ), *)0# #H, #)(
C) (B ), BT #-%0L( - S*(H(> . O#,J &' “H( ) #e, W, - T # ) ),-
Y (), #I& &H( - #( (O8)( (. 7 ( &,(#0 #.) *&)3." #./& *=&#( ).) & &-.), !
Y-y, ) LT #& & ( #-*&)3 ))& &), # (). 0).#)( 3 7)) I.",
#()," #)()( ( *#((#(' O#,./ & "#H(-.) X #IH #-,0,5*& - )(-/& 3)/, 1 )/ (. )7
). 6 o#,./&" "#( #-0).#) 3 D #%). . 3 ) ##Q. ). . 3 5.
O#,/ &' "#( 1#&& ) /(*, ). . T . O#.J&' #( #--/-+( &D)H) %) " ) HH(&  #5H.1#&Q.
L)y # &&3 *). . | #( /(& -3/ "0 ( 0(8- %.) #0. ( %) . ). "0 (
0)#)( ) ( #w"(o#& & 7)) #), #HE nox (1 ) L )&H( &),
HH-, )= T
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Database Deployment Considerations

L) 3L - R )0# @) (N Y, #J B )N . - #-&& B (&) 3 [ %* " )&&IH(
Ye#, BEHCHC L HC L BRS¢ I#3 T

Version

834 - #))). 0 ,DBCD, DBBJ , & .- CCl), CBl), (. *# *& 3(-7 * [#3 (!,
Y- oamr (O 3 o #)&3- & ), 0& M HM--T ) O M, )Rt 3)

Install before Deep Security

Moo #(-. &&" . - )1 ,5, . - #-.( ), *  I#3 #3, , 0. #0 " 1&. #(-. ( <5 (
-, I ), * [#3 ), J/#H-.&& * I#3 (!, 7
Location
'I-. & . ) -t (1)%- o 1#3 (!, wr (s ) C9-)0, 7;

O A 0., »eru<

Dedicated Server

L& #H(- && ) -*, Lo#L T
Microsoft SQL Server
(&A ). (O AT
(. /- 3. % @3 (), 0 ?2( 0+ #"-7
I#( 1&H#8  ((3 5. . - (I 3.0 @3 (1, 0 + - (+#"-7
& ."A#*& A,) 03" &% .3 ),3), .-7; “*699. "(L 7'#.)-). 7)'9(8/-9&#, ,39-CIKDID7-* 2<
Oracle Database
LA, & H (A-0# (% o, #o*- (AT
(. - 3 x [ #3 (- Lo ( D& - (
5 ( 23 OH& AT
I#( 1&#8 ((3 5" . - Y - 3 x @3 (1, ) (A G 5 5
5 ( 3R H O#& -7
Transport Protocol
> M..% )))&# 7
#( & S T I [(G | 0,5 * ), &L (#. #,)) . #() 1- )¢ #)( (& - 0#& &
A (3L (0 - T ' 3& 3 2#-.#6
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0 LEN( - - I#3 (1, 7
R D R
e & 2. 1 (M1 )")-eT

01" )I# #H( " (&# 0#& &5 * I#3 (!,1#8&(). & . ) )G D000 )0, (0 T

Connection Settings Used During Deep Security Manager Installation.

IHY o I#3 (1, H#(-.&& #)(53) 1#&& % ), . - (OB HT (- ) I,
A»-(" A(r* 8, . .- ) * I#3IC, AL - A7

#(-. && H)( ). )" ( #0) 1- 1"(# BT " #0 #) 1- 1"H#HE &HR " AO(A L))
#*& 3 #H(&)H(CT " -, ") 0 1-( 2™& ), WO A ) (1 #HC (A H#O) 1- 1 (# #)(

Avoid special Characters for the database user name (Oracle)

&N T, & &RL-*H& M, . - 1U( ) Q#H! M . - -, )$ . B3, -, 3+). 7 * I#3 )- (.
TR Y D W A 7

Keep the database Name Short (SQL Server)

F#( I&HB ((3 S%rH( M H( . - (). 1H&R% #. -#, ), - (- ) 3L (T #HT
#A A5 " Q#- ((@ .- (' 1#&& A ?CA5 " - ) ((@ .- (' 1#&& A ?DA5 ( -
)7 <

Oracle RAC Support

x| #.3-1),.6

#/2(  *# 0 ,CC Cl#", &  CC! D;0CC7D7B7C7B<
L H(2 (. *# 0 ,G7J1#", &  CC! D;0CC7TD7B7C7B<
). 6 &M & #U2 , 0, *  [# 3)&HS). & (0 -V& (. [ (3)U#  #( #- - 18"
& ). 2 s s (&, -, O#-7) 10, #3 2% #(  #-1 5,3/~ YHAH(! " # 1 &&
SH- ) H() ), - MR, & )G HG) # &H(. " # 1 && & ", T

High Availability

*I#3 .- #)YH& 1R . - #P, ). B )& -0 &, B , D IS S
2485-) . -, & #)(. "0QMH- &L ) I T (W &t M1 "B (,  -1& #H( HH & H&I T
) e )6 . -, YEC#, ) () 0, . -, *&# #(7
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Installing the Deep Security Manager

Before You Begin

Database

) 3 #-.&&* I#3 (!, ) - #-&&. - )L, 5, . .- (&, O ) * I#3 (1, )
-7 ) #0) BHOHE 8&H#(! . -5- (' %I$  H( SH & ($# 2% 5<37

Co-Located Relay-enabled Agent

o #3 *&)3'( L, HH - . &- ) *  I#3  &3; *  [#3 1( 14" &3 /(#H(&H#3 (& <7 &3
o #L )Y1, ( I#3F L o) L 9mEH(- 1M %* 3, %) (KD LT L ( #,),)(- #(-. &&H(!
&38(& (). - ). N N YR ). L) ) Y- & & &3
LH( " #-&& () S * I#3 (I, B #(-. &&, 1HEB)WH(#.-8) & #, . )3 ), ( '( H(-.&& % | " [&84H#*
*6 15 (). $- " ), (. H(-&& <7 #.)-( @QH( ( H(-.&& %! &) &&BHI#&E . ) )(. ). . ( #,)) 1&
G0, G (& (I H-&& W T H#E&) .- ((H-&& %! H(H', ) M- &) (5 #1#8&0 3/
COH)( ) #(-. && )88) . &38(& (. LH " HC-.&&H() S I#3 (1, T 1 #H-&&Z W !-
#)" &) M5 &~ ) M )0, 1H&& -& . T<" I (- M) . J#3 (1, ")t #(5
"1 0, #IHLBHHA B #(-.&& 1#")&3." &3)/& (&7 ) (& *). #( 3 1#&& 0 ) *&3 ( ** Y #. [#3
&t 3
O 1( H#(-.8&8& % ! # O#& &5" #(-.&&.#)() . * I#3 (!, 1#&&)  1#"). #:/. 3)/ 1#88 0 ) #(-. && &38
(& 1(. &. <7
). 6 (#0 )L (OB 5 HM(& &38(& (- ( H-8&& . &., HT 1) #.] B ) H &&H(!

&38(& (. 5- #(U#E( % )&( - #(2% 6<3 (  $#? )&# 1 -2% 7:37;

Proxy Server Information

*J#3 1#&& ) %)23-0,0)(. ) ,( #,)*. 0 -)0," (., 5083/ *)23-0, , -5
9. 5 (&)#(, (#&, 3

Multi-Node Manager

*I#3 (1, (I - UEHE& () - ), HO H(*, &&&H! #(& . -7  KHEH! " (), - I&#& () -
*VOH -#(, -, & #&HS3 I( (. O#& HEHSOH, | 8BI(&HH. - & #&H#35 ( .. ,*, )'(7

0 #*& ) &% ( 00 #9) #.( " (3) " )"-7 - (-#(#) (30 ) .3 ) "# .-%7

#,) (30 (0-& . ) (3.%(. #! .# ). 7" #&,) (30 (0.& . ).&-)( 3.7

0 - JEEC ot 0 ) (Y, L T R, )R (M, Yo, )., 5" Q#-.(!,
DM, 1#88% )0, && *  [#3 (!,  I#- ( L)1 &&" )M, [#3 (!, (-7 " 31#8&
A) QEHH(." -0 (+$ ) 01 M2 4 H(M 2-&  M2%(& ) S 2-& C(H&-C *LOIH" (H#HH B . (
/1, HeHE T - M ML - )M, 0B 31#R& )Y #&& 3 L) % )&H( (W A0 #(
% 7
( ) A2 O (20 % B (Y, H(-.&&F %L ) (1 ). L, 7( %) 5.3% ¢
& #H() ( &)W, (#& ), " . - #1O-7 (" HC&&L)(~- ) -5 3 (%) & HC M ()
D37
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). 6 Y- 1O # 0,),, & . -. )Jl&#&() -7
). 6 CO OHC W& ), (N H () H-&&, JHC . - HT OO ) (& I, #. &, &
H&IH(! )W) . . -7

Download the the Installer Package

) L& & 0 ) ¢ L#E3 (1, (0 )H(&3.N * I#3 I1(< ), L) (0 #,)) L&
( .6

".*699) 1(&) (. 7.(C# )7)'9

Install the Deep Security Manager for Windows

C7 3. * [#3 (1, HC-&,*%! ). L. UUE(T .. " % [#3 (!, #(-.&&, 3)/&8

& YoH(! " H#(-. &&* %! 7

D7 " Y,  + &6 YL ) e ) &#(- ) 5&. Yol o4& (1 o+ e (%

E7 '~%%-"( -6 & .. )& ,1 ", * [#3 (!, 1#8& #(-.&& ( &#% 1-7
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F7 - .6 &." . -3 ) #(-. && *,  O#)I-837
3, . -# 0 C(3 ), (O (CH(C (5 &% /" ) (L HQE-T

G7 +(.- 16 (o, 3, HOH( ) <T () ), &&L ). B )& ), Y- ), #(HO#I &
YI&- ), 1" 3 "0 M, - & (-7 ) () 1. #C (3)5 L0C ) L) B )&
1488 O#& & ), -7 ) ( (., 3, Q#-), ##H(& )- ., #-&&H() " * I#3 (I, 3#(I )
&+ CLt o, T7<

H7  + +6 ( ,." (5 5 ), L) LT (O, R #', &0 &
"-('5 188+ &#Q# Y #(  ('5 ), ( - #-(). O#& & #(3)/, (O#)( (. 5), #-) ). - |
(& )1~ 5 Q#2 , = & - #- ) (7 *#H(&&FB( . 1&. YI# #)( #),.-6
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A (!, ) A#S N, )1 ()@- ,)1-,8 - # #& )t 7 AL L) AR
N, (1 # (), &#- - ))I#E A, )y (-9 & (-7
7 &+ -+ (-6 (., FC ( *-1, )" - HE, L) I T &AL (), -
*o 1), - 5 ) (< JHE, - - (0 L, B#-., L), *-- 1), - ) #& I, ( &L 8- &..,5()(8
& (' # ", 5 (5 (. ), HH, O CHET ) T, Y
). 6 3/ "0 CHC A- ) Y M-t (B3 (L - ( Y *-1), [#( ." dsm_c -
action unlockout -username USERNAME -newpassword NEWPASSWORD ) (7
7 @& )- 6 &H#H "+ - 1% $ ) 1H&E . " & %.) [ ) # &3, . # 0" &.-
B3 ()1, . - ) #)) (O ##L ), (- (0 M&#(-T ) (O NQ#, .
&., [#( ¥ #3 (!, 7<% 1#3 (!, WM& ) ) - *)23) ) ). ) (0 #,)
*. -0 ,-)0," (.. 5&. , +(12 + +0!" (*-" -+ "t ((rs A2 ), |
(- ,3),% )23 #(), #)(T
K7 (8(- %28"' % -6 (' #--&&F %! # 0#& & #", #(." & &)&, ), ) " ,( #,)
) & (. ,53) 1#&& HO( " ) ) #(-. && )8&) . &38(& (. 7(3 * I#3 #(- && H)(, +H#, -

L&) &3) )& ( ##L I#3 ()1, *. 7T 3 ) @-&& &3B(& (. () 153/
#8&( ))) . &. L H#T

). 6 (. &&H#( )88).  &38(& ! (#-,)(&3, )'( 7
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CB7 &+ +(- " -0 (+$6 & . 1", 3/ 1( ) (& ,( #,) . % ) ( <7 (& ),
QI .. % &, [#(0 " * I#3  (1.<7  *#(&&3 (. , 3, #(-.3 3-& # ) " ,)*8) 1
&#

CC7 ' %% -"( ' (+& (6 H3UHO)L B3 )N, (&H% -%%.) )(HIT
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CD7 & . .'! ) A2+ % D) 1 )1-, ) o w3 (1, 1"( - #
)*& . T &HW™) ) &)- " IF1#4, 7
= [#3 (1, - 0# 1#8&&, 1"( - #)*&. T" #(-.&&,*& - ). [ ) * [#3 (1, #." o),
WTON& % (. ) - #3 )1 (L) - (L, Y .o & (T
Installing the Deep Security Manager for Linux
SH () - ), #-&&H#( Y I#3 (), ) #(U2 1wt #() 1 03, 0t - - M- - ), #() 1-
7)) 0<7),#( ), #HO(*, ) H(D H#HE& (B2 #(-. && #)(5 - TH(C#( 'S % )&( - # &2% ;437
"o & -) &&L ., J#

). 6 I, H#H-.&&H( Y I# 3 (1 ) H21#"# & - (&5 3 1#&E& ) )(I#,

) *),.- DAAI ( DAB@7

Starting Deep Security Manager

* 1#3 (!, -0# - - L) #&& 3 ., #(-.&& HT" -0# ( 5 ( - ) #,))
O# - (1'(C)H&T7 " -,08 (" #A ,(#, ) * I #3 (AT
)" 8- (I'( YO&S5 N ) e ()L L) R L s #() 1<), 8 (1 #() 1<
( &#% ) A2+ 7
)" 8- "(M"( )& , ) )™/ ,3)1#&&"0 .)'% (). ) ." 6

1--),699<!(,-' & =6<)(+-=9

1", <U(-&= # -0 ) -0, ) 1UHT 3 "0 #-&& * I#3 (!,  ( Q@-=#" A, )A3

> HQH# #(- *J) " #(- && #H)(;FCCK 3 [&.<T

e (S ST AN YO&  H&E& |, +HH, ) I #(IH" M# -, M (#&T7 ;" (H&
1#0 " #-. && #)( (I . YENH( (., . ), -, M(T<
). 6 o # 3 (1 L, . - A@S83 - &S8#I( LHIH. ), . ) (- 1" 1 (-9 ™&#( 5 &35 - ,-=
1 ,)1--7)10,5), T S T G S T N S US4 AL L3
SST st AL -, CHCO#( ., Y I 3 (0 L M T ) #OS () . ) 5
&(# # YCH( ($# &(? ( 2% <537

Manually Importing Additional Deep Security Software

* #3 M-  ( "# -P)# )1 % ( #%),. ) LR 1#3 (!, . &+
L)y- ,L (-0 + L (0% Lol )1, % - #%),. "f&& 3,) "L ( #,)) 1U&) @
1 -# ;".%99) 1(&) (. 7.(# )7)9 <7

(&" %% 2"&)(+ "-"(% ) A+"2,(-0  + -(-! ) A2 +6
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C7T)1& "1 L)y L (# ))& (.1 # ) &&# .)37

D7 (" * [#3 (!, B .) &+ " L)- ,L(0+ L(% ( &HYR)+ TA." )&, .) #*&3."
&)+ (-0 + 1#4,7

E7 - +(0, 7770#)0.( 0#. .)(-&.3 ),) 1& 2.1 ,7
F7 &#% 1-(."( ™ L) 2% M ama, 7
A, #01#Y),. #() * I#3 (1, 7
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Installing the Deep Security Agent

oo (- H# - 1)#-&& ( # 0. * [#31(-(" 1) (& &3 I(#H(&H#3:# , +#, <7

Importing Agent Software

O #3 1( H-HEH S && 1#" ), I(#)(&#3 )&ST. #)&31"( ). #H( )& #(& ) ( '(

&MIBH(- , +H, ), . )&, ) 1&) ( #-.8& 7)), ", )6 ' ( ).1, * W - #W. #) * I# 3
(U ), B HE&R" V() )M LT o L ) ERE () r I3 (L, #), " ) 0@ (
) #( & . ) H#&3 2., .. 1(#(-.&&,, )VH#HI#(. * [#3 (1.@ 7<
("&)(+ -.,(-0 +)% .- () +"-26
C7 ( * I#3 (!, 8 ) &"-+ ¢ L)- ,L(-0+ L(0% - +7" (0% - +* #*&3
M&. -0 H-&& ()L, O#& & ), (#, )7
D7 &. 3 (. .1, *% ! )y M o&#.( &HWE&H #H( U, T *  I#3 1H&&W( ) ) 1(&)
DL, (#E ))& (L) I#ES (L, 7
E7 "(" 9.1 CUSQEM" ) L& H(I5 L, (" %', %', %I#&& ** H#(." &)+ &M )1 7
( D1 =" - %% +6
c7 ( * I#3 (1, 51.) &"-+ (L) - L (0 +L(% 7
D7 & .3), 1(, ). &% (-&. 1L I+ "-%%+ 7770 , 7
). 6 "0 N&, 08 ) . L) - *&L)E &0 ) ).1, 1#&RO L (" %

LowH (ORI
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E7 0. I(#(&&,. ) & & )& ,7

). 6 (831~ " 2%, 1 (. #(N&* W Lt T-#), . T JH&) #-)L( ) H(-.&&" *  I# 3 1( 73 2, .
18&Y (A o (IO (R &&L L) - )&, &= ), A (L )®)((-5
&&" I#. 3)I& - 1#&& #(-.&& /. (. L )T I - ), 1 (. H(-. &&SH(#O#I& )I& - 1#&&
Y& , ) * I 3 (!, (#(. && ) (-8(  -#5'HEHAH( . ). "&) &) T
#3110 AMAQHE: 0#& &) " L ( #,)) L& (., )l 1M )(U&& 3#W,. M I(-
#O) M#* I#3 (OB (. M I#3 (1, ##SIY (0 (0. (. # &3). ) 1& (.
1 #7-- 1" % I#3 (1, #& ). )" )& (., 8O N ) #EN,. MHE I ),
*op L. [ I#3 (1, #(, T LR ) HE&&( I 1M ), MHEC )1, %l - . (
N, ) % I#3 (1, (& . Y- #)-#-l -7

Installing the Windows Agent

C7 )% 3. I( #(-&&,Q#& " ., 1. ""#( ( )&BE&H%." #(- && H)(QH& J( " #(-. && ,* % !7 .. &)
. (5 &#% 1-.) W(." #(-. && #)(T7

D7 '8,+ " ' + &6 N ) ) (- ), T 5&. Y -l o4& (1 %"
+ & (&% 17

E7 - (% +6 & .." & #)(1 ", 3)1 )& &#% * [ #.3 I(.. ) #(-.&& ( &#% 17
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F7 2("-%% + "+ () A2 6 &HW,-%%.) %) 1# H#(-. && #H)(T
G7 (&%- 6 1"(." #(-.&& #)("- )*&. - --18& 3B &HW T
* #31(#( 1#(-. && ( J(#()("#- ). .5 (1#8&&-.,. 0,3 .4 "' "#( )).-7
). 6 L#( ( #(-. &&B. 1), WH(., - 1#&& -I-*( Yy 1= - ), # o, -), 7T 3, I# 5 (1
JH - 1#&& I(, . 5%). (#&&3,-&#(IH#( (1 D () ¢4
). 6 (- &&#H(M." *  J#. 3 (. )0, #) 1- ). %)* #- C)( ) ), 38)-)
)( #O#. 3 [#( . #(-. &&,) -7) 10,5-#( ." )&&#H(! )" ( &H(-1#. " 1" ( - H# ). %)% 1#H&&
&L " OH(- &), T ) )HIC ) -, 0, L, (A #&-7( #() 1- , 0, B@@H #() 1- #. A
(&. ,),#) 1- C(&. ,5/-6

mstsc.exe /admin
(, &#,0-#)(-) #() 15/-6

mstsc.exe /console
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Installing the Red Hat, SUSE, or Oracle Linux Agent

Installing the Deep Security Agent

). 6 "O)&&IH(! H#H(-. B (- &3 ) . 515 ( , & #(27 ) #(--&8( | ), , & #(25-/-#1. " | ),
& #(2 (' #(*& ) .7
). 6 V- &) 1 )(->, N> ) #H(C &R 1 (T &, (H#H0 &BY (/- >-1)>7
C7 )* 3." #(-. && #)(QH#&)." ., 1." "#(7
D7 - A¥8#A. )#(-.&&." 21(*% 16
# rpm -i <package name>
Preparing... #HH A AR [100%]
1:ds_agent #H#HHHHHIHHHHHHHHHEHA AR A [100%]
Loading ds_filter_im module version ELx.x [ OK ]
Starting ds_agent: [ OK ]
- AMBAL )M, c) R OB H#(- &&T - M%) M 1#&&*, -0 3),*, )Q#H& - .#(-<
E7 " * [#3 (. 1#&&-.,. I ) # && 3 /*)(#(-. && #)(7
Installing the Ubuntu Agent
YH#H(-. &&)( (/5 ) 3. H#H(- && H)(Q#H&)." ., LUUH( (- )&&J#H(! )" (6
sudo dpkg -i <driver_deb_pkg>
1", <driver_deb_pkg>  #." #(*% l1#"" # 0,".1 - [#& (*& #(." O P9-, 9-91(9 9 # . )37
Starting, stopping and resetting the Agent on Linux:
Command-line options:
)-...." (6
[etcl/init.d/ds_agent start
)= )F (e
/etc/init.d/ds_agent stop
letc/init.d/ds_filter stop
), -.." (6
/etc/init.d/ds_agent reset
), -, (6
/etc/init.d/ds_agent restart
Using Deployment Scripts to Install Agents
#) L )3, &#) *). . L, - #(OF I#3 ( #R&(H( ). B #H I&HEB- K F) T ) ) - -k
( ) &) && ) " ) ( &#C)C . )., (), -7 * #3 (! @- *&) 3'(.
G ) ( -, ». (V@ & (/7
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17
). 6 ") 3 -l (L, . 3 @ 3 (0 L), #O) 1- (- - JCH#H(H) 1- )1, &&,-#)( B7@
)&, T 1, && - ( #@#-., .), (3 )'3"0 D0 )&&#H( ) (. ) & . ).JI(-#.-6
Set-ExcecutionPolicy RemoteSigned
). 6 ( 1#() 1-*  "#( -5 *&) 3 (. - # I#H&R . -t *)23-.#(- - . &) &), #( -3-.7 .U &) &), #(
S3- @)Y, - *)23( o I# 3 () L # #&)&3 M #. N HGE " &) 3.
- HE1H&&H&T

Iptables on Linux

*&-)&H#H(I2, -1, (, '"#- (& WH"KIG)& 37 3" 0 ()&, !(.3 Wi-* )y - -# &) 16
I L #3(C#). H(# &5, . )&&IH( *3Q#H&6
/etc/use_dsa_with_iptables

* JH31(. S o) N QER S HE. & - 1HEE (). .1 (" ds_filter - 0# -.,.-7
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#6

[etc/init.d/jexec

# Required-Start: $local_fs
M &#H(6

# Required-Stop:

Activating the Agent

S N 0. , ). * [#3 (!, ), # () (Q#, L) .- &3),.)% ). )= )L 7
(" /--1" 0®"-%% '6
C7 (" * I#3 (!, 51).)." ). ~*(&#H% OL 0 (&.- +77J#*&3." 0 (&.- + "3+ 7
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#*& 3A (! (&H(<AT

Enabling Relay Functionality

(3 #0. HF8#H#() 1-), #(2 '( ( Q#/, ) . - &>B)L& # ( #.#I# 1#3 ( )1 , *. -7

). 6 ( (&) ( 1(.5 &3 [(#(&*3 (). # &7

(" % %2 (" %"-26

C7 (. * I#3 (!, 5) ). (&~ + *I5 J&B&H%. )., 1#" . (1 & #0. (. ) #*&3#-
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W &3B(& (. <T&H%R" + " 0O #)( ) #*&3. , o#1 (1", 3y (- (", ) *.
)9 &3)/& #-, 3) ##l 7
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Installing and Configuring a Relay-enabled Agent
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&3)%*3),% ). (. ) . T

Install and Activate a Deep Security Agent
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#( 2%
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Enable Relay Functionality on a Deep Security Agent
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Deploying Agentless Protection in an NSX Environment

Requirements

Deep Security Requirements
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A Note About Adding Additional Hosts to Your NSX Cluster After Deep Security
Integration

(1 #-0,.) &l-. ) . 3% [#3Y- ) H#H( Y&&LH(1 -+ ( 6

C7 ). )L L L0 # . &3)." &, 7
D7 )((.." )-. ). 1#4."7
E7 ) 0. ) #(. ). &- ,7

() #) 0 #(.)." &-. ,5." * [#3-0# 1#&& *&) 3/ )#&& T

Apply Deep Security Protection to Your VMs

Y (01,40 ) *  I#3 (1, )O& 1", 3 ( #0. - # #%,. 0( , ( &3 * /#3
WE##-) T ), #O) A ) H * I#3 ) %) L3, 5 -t —@ - )" #3 (1,@-
Y&H( "&BH(* #I&, 5. " (&) + ()% 2" + (- (- #H)(T

VMware NSX Security Tags

*I#3  ( *&3 R T Y TG (R R I#3 - (- 1" O#
Y-, ) LY. LB %It B, 2%&5 +, (HEC H( . T ) ), #OO B0 )X I#3 15 )& 3),
1, VI T

I#3 - xL )y 1 0, (o8¢ (., 0. ) U 1"+ [#3  0( 7))
#0, HO( * 1#3 0( WS- [ " (M -.@ - #)() " )&H( &M<
) )NQ#Y, " &# #)() I#3  150).) (&- +9 (%"2 "-(+L'-"8% 0+ L /' L 427
Yo () ) )&3 *&3." 3 L #N Es( B . 3.0 (#B &L, (W H&T" ' #.#)(
B # . 3" &1, ( )QH #H( . ##( .7T)- 1"H" &1, ( )QH#/ #( ## .5) ).
(&)- +9 (%"2 "(+L'"8% 0+ L '+ % (" %." %8"& ' 5% C5( 1% .
Y (&)™) )"0 #3100 # -+ &1, ( )- 0. . . (3'&1,7) & )&3/- .#
SH0H && &1, (-1H&& ) . - %H(T

46



Deep Security 9.5 Installation Guide (Vmware NSX) Installing the Deep Security Notifier

Installing the Deep Security Notifier
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Upgrading from a vShield to an NSX Environment
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Upgrade your vCenter to NSX 6.1
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Upgrade Deep Security Agents and Relays
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Yy 1. 3 %013, &3 ( ). Wwrr ox. -0 B3 Y& L, . "I& 91"#" 1H&RVE&, &, .# 0 (
##l - I#3 Y. 7

) ) &M+ ¢ L% $, 7", 3 & - &= ) "R % && % !'$ (+ 42 )- , $6
V&SBE&HW " " & 9% )O#1#- +()+", 1#() 16



Deep Security 9.5 Installation Guide (Vmware NSX) Quick Start: System Configuration

V# O H( - o< "%21$ (¢ A2) -, S H#-L )k, ) L #3 0,3 3 .CD6GG7
). 6 9 NS "0 = $& )&( - % (1 HIY, &HBY (. . ) 3 &) + ). IR
*l D&, ( )&&IH( . " HS HCH(. "+ ) N E N

Updates Configuration in the System Settings

) NQH#Y, " Q#H(, .#&) * . OB H( ¢ I#3 (1, 50 Y-, # &+ (L 2-& M, 7
(" A2y -3 (O)Q#, L )R&IH(F B & & - #(-, . )'( <6
+& 42 ) - (4 B.-#" ), M. &3FH(&& &3, ) N ) ), * [#3 & ( ( *

LU "3 (M ##L ) (- (& ME&E(T (&3 E#I "0 ( H-. ) ")’-) 3.3)/,
SRR YO L T<

- #6 (-, - 3 (#8& 1, )I&T " [&. - H(- *j#- V(- ( #J& ™&E(- ) ) L&)
(L - # &3 #3 I#3 . ) ) 0<#) ) L 30 ). &3), "
* I#3 (1, 70) 2%& 1) &) & )( # O#3#--1-5), # " V. # |, )HI&* )<

57



Deep Security 9.5 Installation Guide (VMware NSX) Quick Start: System Configuration

Y B F. - ) #3 [&- - 3. # 1 &&FJH( ., 0OHG ) (< HG (L3 @ )HC
D) B )& B L #() )&H#-. M I#3 (1, &0& ), M3 (- ) '(-
( #.J& *&H(-T "# - #H(1 ) 3 &< ) H# & 3H(, .- & *. - 1#" " &##-#H(" * |43
(r, 7
). 6 (" L 3 )&HB, # ., - #( c&)) 3 & ) L) # &&F . ). - 1"( .,
(") L 3 )&HB. HH(-T “H - #( #)I( #( )&M), #), .t (U
W) L# (#'> $w)( &> # $ - # o -7
%26 " 1) - #(- I, &3 . H( # *  I#£3 1#&&™),. . - ), )&, K7B( , &#.,0,-#)(- ) ."
Lo ( ™&H#(-T I#3 * . A "o (0 - (H&& 3#( KTB( M ) - ) M orL o), KTB(
K7G, # , (7) 0. )L& *. - ))&, (- #3/ ) Q. . - "#-1)& ) K .3 ( 1#.
(=), 0+ 7 #He, &)&3) L&) . () &A WA ;. H( 3&(/I< #3) "0 1(- ), T&H( -
JHO #OI&HE (T OB H (I % LH&&-#L )& * % ! (), W #(L"#" 3,

* I#3 () HH#-. 88 T

(" (-0 + )= L 3) ()@Y, )&IH()RH(- &N 1& - . #(-, , )'( <6
+ e (0% Y46 3 /&5 *  [#3 1#&AL) #&& 3 ) L& . - )#Y. )1, A, (
#, ) 1HERH) # &&3#H--| [* . H&-) & 3, & - L( ( M&H( )1, T .H( #1484 ) # && 3
YL& . -) (31, .3 "0 & 3#HN. ) *  [#3 0##&) " &+ ¢ L)- L
(0 + L(% *'< )y " ,( #))U& ( ,:" )1, o0#&&,) " ,( #,))U& (., (
s &+ (L)- L (0 +L( 0% - +*I7<
). 6 COHC&&H() .1, ) #U- ()& - #HH#. (1883 T"H# &-.-.* (0.
Ly. 7
(" "% )% +'C -+ % HG Y () &S 0 ) L) B )&, #-.&& ) (1 & #0.
HU& FEH(T X IH3 #0& MEH( HWH IR # 08(- ) L) ()& F&NSH(T" H&H(, &#-
YO ORENSH(- ., e I#M U HF8#. . 1( )L, *% L ), *. -7 3 [&5" *&H#( 1#&R " &.-. 0,#)
)y DRl Mt (#M. ) r I#3 (M ) - L, L (0 + L(%*I7<) 10,3/ " 31%")). )&
Y0, 0 (), ). A()I&-1 . H#H(-.&& (3 Vo) - BT
). 6 %) HOSA( L YOHIL, B P O #& & ) L 5 . )&H( " &F), HH( *
I# 3 (¢ 7

Set up email notification of important events

B3 &, L H# 1 AL )M R #& L (BT &.- (L # ] )-I#3 0(- 4" -
ACY &1, ) ( 0/& - ) K)o B, M3 (0 -3 0(- &H%' ¢ [#3 (1,

QL) #%-* 7 * [#3 ( )Q#Y, . )-( 'H&OHQH #)(-1 (- HQH# &,.-, , # T

) NQ#Y, 1#" &,.- 1#&&(, . ( '#& (0H#Q# #H(B!) ). Y%+, ¥l ( &HW(M' .+ % +-T77) #*& 3. &#) *

I#3 &,-6

58



Deep Security 9.5 Installation Guide (Vmware NSX) Quick Start: System Configuration

Y&BEHW) ((&,.- #-  +(+", () 11", 3) (3 ) (-.." &.)H)( ), #& ()HQH# #)( 6
)L () )Q#, 3 -, M ), #O M H& (0HQH #( * I#3 1#8&&( ). 7) ) &M+ (L ,+
e Lo+ ( )&8&H%) 3, -, M .) #*&3#-+(0+", 1#() 17) ). (-- G¢&C . ( (.
(#& , - (-8& . "I %+ &%, )*H)( 6

59



Deep Security 9.5 Installation Guide (VMware NSX) Quick Start: System Configuration

(), ) *  I#3 ) -( #H& 0HQE M(H- ) & L) )I# . 1" ( -0, - ) ( -0, #
CHEC(), TH& QHQE B(<T) ). L#3 (Y, ) 3, -0 ,8) ). &M+ (L 2-& -
L . 6

)R&L M QE&H( N - )L ) ) kL At @, (7 3 Mk

"-"C- 0 + -l 6

60



Deep Security 9.5 Installation Guide (Vmware NSX) Quick Start: System Configuration

). 6 &, ) )(.14 "3), -, 0,5% ." (' ., ( )N(.1#% "." -, 0,)(*,.BE7

Basic Configuration is complete

“eOY*& . - * #3300 WQ#, #(T * I#3 #01 )QH#/, ), Y&, 8).. ,( #,) ) -I#3
o #H#L M- 2L o)L V&, #5 ( #AH&&( 3 '#& O0HQH #)(-1"( &,.- , #T7 )13 ( ) &3
3 %) ()3, L T )N, #OSDC R B )L L L L 5 ) (&0 &S$( (# $'%)( &
2% 637

61



Deep Security 9.5 Installation Guide (VMware NSX)

Quick Start: Protecting a Computer

Quick Start: Protecting a Computer

V&EIH#( - # -7 1)/~ * [#3. Yy ). . #) 1- ,0 ,DBBI)*. ,7
C1#8& BI80 " )&&LH(1-. *-6
C7  #(." ). L) L#3(, 7
D7 )(QHUH(! ( (@ ) (#(
E7 1) # && 3#*&"'(#(- (, ) (H#)(-
7, . & Y)*, ), Y&, )
G7 )#. )#(1  #O#3 #(." * I#3 (!,
). 6 1#&&-I' .3 "0 & 3 #(-.&& .M * 1#. 3 (! D [ o) AT #( () (!
. o # 3 L(- ML 3)L (1), %7 1H#&&S) I . -$) #CN2)#( (*(3 %
& ( - H#HSH( %) &-B) +' (SW&( (7 ( IH&E 1#&&/ "3/ "0 *  /# 3 &30#& &
D1t r # 03 ()& S &.- I# 3* . T (3) .-, HH# (- 0. #(*& 5 )(-I& ."
(- && H)( ) H#H B ) L) H- T
Adding the computer to the Deep Security Manager
-0, &13) #()*. -) o #3 (1@ &)+ *17 ) (). - 36
#( ). ~H(HOHI&B ) &) & (.1 ), % 3+ #3#(1."#, =) - -
#) 0,#(1 ). SNC& &L ) %3-(# (1 )%
(O #(. ) #, )).  #HO# )3 (#9,.#(0 &#-.) ).
WOH#(. ) 1, 0( |, (#9,.#0 &#-.) ).
(O #C. ) YH#C, D, -, )" )&&IH#( &), )O# - O# 6
"4)( D
1, 0&)
), M H)-- ) "% 2, #- 51 1#&& ). s L) &) &(.1 ), %/ ) ). , B D, 5" ). #)(
Y, -, P,&=)1 ", ") H#-8) . T
( (&).- + +(& %(%'-0 (+$6
c7 (. *  I#3 (!, YO&S5 D) ) (&) 4 *L ( &#% 0O #H( D&, ( -&. 0 (&).- +777)

tLo8)

62



Deep Security 9.5 Installation Guide (Vmware NSX) Quick Start: Protecting a Computer

D7 (" 0 (&- +1#4,5( ,." "-(' ) L) M (<& . (M ). - I#3 )&H#3) &3
O &#3 L #H( L 8 10 (T (S - 1 1#8&-& ." ™( 0, + +DBBI )&#3J< &#% 1-7
E7 " 1#4, 1#8&8(.. . Y*. 5 #.). Y. - %15 . . " J(# 0. (. 5.#0. #5( *&3." -&.

V&# T &H W T

). 6 (VG ()@Y, ) L) #  &&BHH. #-)1( HO H)( M) H- && #)(7), . #&5 $"#1
# 0 R (- B0 . &R &

F7 " (. ). e (4, 1488& #-*83 )Q#' #)('--16

G7 -&." ) (&) + "% (@%, @H(( &% %( 7
"y, JO L SH(M * I#3 (1,@-&#-) (1 ). S @)+ 17
* [ #3 1#8&. ) # && 3 ) 1(&) M &.- [#3 *. - )" ) . ., HO#(T - 1&5 "( 0, + + DBBI
&HBN L Lo () YL e (VA3 ) )H (& () #AH&&,. ) & ( ( L#3 )H )H( -&H#( ), "
YH. LT (- # Of#E- [, (&3 H( L LHC - - )" (1) 16

63



Deep Security 9.5 Installation Guide (VMware NSX) Quick Start: Protecting a Computer

(% I#3 (1,"-)*&. HoHHH&N)-8 HOM(. % 5. ). @---, )& #*& 3 - ' %" 7

). 6 ) H(), H)(H- 0 H& & ), "l #(." * I# 3 (1, 3&BeH(" 1%L )#H."'(¢ ., 7

Configuring and Running a Recommendation Scan

SI#3 0 )&#E3N. 1 () YN ) )&& () & ( -.#(0- A ), ) e
#() 1- 0 , DBBY)*, #( -3.'7 )1 0,5-# )&#3( )N &8 ) . 7"# ( ) (191, # #-&&
YOO B(1 )%, #( -3 O/&(, #&H#- #( #-)0, ), 1" L ( #,)"- . . (1 *). #( [&-5), 0

- X O#)- O/&(, #&#.3L- ), . 3 (), H#( -3 ) )L, -0# *%7 [ ). 3% (4, ). -I#3
CHE G- ) ) B Y& L&, & )" (A ( LUHT A&~ L, (- ) YL (),
#OUH- &, - I#3% ). B()I& . S)-# M, (-l#3 )&H#3(-. ) K. 7

YA (% D N C ) )&&YH( Y, ). #)() & -6

ST
Lo
(1)
(+ (&&" - (2 (+ (&).- +6
C7 ). ). ). SEURCM U F TES (1,)O& 1#() 17
D7 #"8&#%)(I, ).  , (-&. oL (+ &&" -"(, 6

64



Deep Security 9.5 Installation Guide (Vmware NSX)

Quick Start: Protecting a Computer

LEL ) 5 3, ). @-.) 14&H*&3 ™ + @&& 7" - ( HQH@-" S# ¢
I#3"- (3, ) (A, )'% 53/1#8&- (&, )(." &,--, G
(, 1+ % (- (&&"' - '6
C7 *(." ). VALY LB s TTE(S (&) L L) Y. H "8&#H%(/7<
D7 (" ). CH ) L) 150 ) S+ L )& *T
(. &&" -"(, L )" '+ % 53)/@8&- " ,-&-) " - (6
A e, L&&LM L (&3CIK (L O( & - . )Y T
e &&" -"(, L &&1-". " &-- (. )%*& ) ' ,CJ."5DBCDS5 .BK6CF7
(%! (&8 -"(, L&&H ML - &) M - (B ¢ I#3 ) (- HE! ( #H(& DI, 0(H)
1&- ( I(—-#I(#( CCC /, (&3 —#(  [&-7
- #0))- /- . cco . of&-, ) ) I (. (&8 M - #A( )<t 0 (- )&# 38.0 &
DM # &3M, ) )., &O0&<TI&- . M0 ( -#( . &O&"#™, M )&#3., ()& I(—#(
#(" )&#31", " 31, -#( S8("#- -5 . #) 1- ,0 ,DBBI)&#JF 1 " Y( . "™( 0, + +DBBI )&#3
#.),511)&" 0-(."-", Y (- (1 Y& "0 (- Yo, T<
&) D& ML) &= ) ) =H#IC (. (@ [ )#&&3-#(7 -1&83."- , #", [&-
N, )QEY, (), 1&- ., %)) & M#HO0- ( 1")- " O#),-")&  )-.0  #( . .8)(&3 #1 #(

65



Deep Security 9.5 Installation Guide (VMware NSX) Quick Start: Protecting a Computer

66

(), #* 0C )7 Y- 1'#" [&-"0 ( ,)( Y #IC(  5&H%,"'9  'LTTT ) #*& 3. Y%, J&

—#( () & 1#() 17 "(-& . )'( Y <#CC, ), )*8) 1( Q#&, &#-.6

1&- " )QHY, #)( ., # (HQ#E 3 ( #) 14" &8 )QH, #( ! <7)- " )Q#I, & Y#(- ), /&5
V&SB&HW " & )V ( #-+(+", 1) 1 #& & ##(! V< (N ) (M .+ ¢ .7 ) -#( /&5-& . "

"0 ) 2( 2. )#-('7

YO#L I&- ., ) ( ), I(~#IC (. 5Q#&." &#-) [&- 3-& #( (&&" + & )

)8 1(&#-T ) I(—#I( &5 -& " "% ) 2( 2. )#-('7

). 6 18- #( L) ). - 30 (- #( O )&ESMM, o M&#3., (= I(-#(
&) &&B" )&31 3 .) [(-#( - " [&-#) # . )&H31", "3 1, )HH(&&3-#(  ( I(-#( . )
U7, HOS () H%H() & HC# (5 S L H&(# # *&& #H(" L (- #)()
SO)NEH( " &

Automatically implement scan recommendations

Yo )Q#I,  * I#3 ) LY #&& 3 - (-8 & ., ) (#)( 7)) B ).

) V&HE3 #), (1) ) HHORI& ). A V& Kl Moy ) (#)( C GG, 0BG (143

YH HS () (BT () (# o) (&5 - (& %%2 &% & -+
&&" (.0 1 %6 ) -7

Create a Scheduled task to perform regular Recommendation Scans

C)E L U&, ) () G (- R Y - %) . 3N & ,&0( & - (.M
08&)(,, +# ., ., 07 ) (, . "I& ) 3. % [ ) H# && 37
(+ - 1% ,$6

C7 (" #( * I#3 (1, 1#() 151)) &+ (L | .% 3,

D7 (" '( , 58&#%0 .) #*& 3." 0 !'% $ 1#4, 7



Deep Security 9.5 Installation Guide (Vmware NSX) Quick Start: Protecting a Computer

E7 &. ' (&).- + (+  (&&' -(, S (3 (-&. $%2, 1, (7 &#% 1-7
F7 & . -, #5-&. 03C1 %5 (-&. 3) "1 %7 &#% 1-7
G7 "( *#3#( 1"#" Y. - ) (5 -&. " &-P#H( ; &).- +<( -&. . #) 1- ,0 , DBBI)*. , 1
L% ). BT &#% 17
H7 3 () " (1 "/& %7 0 - @™@"% ;o 1 $-.,( ) #( (<7
&HU™ 7
(1 "/&  .-%(01*™ - #." &#) "I/& 7. 1488 ) 1 %.)-( L ), (% L) (H
%A YL T30 -, - (& %%2"€)% & - (&&" ", Yt ) R ()& M. Y, #5
14,3 14#8&E& --#1( ( I( —H#)( 1&-, |, H#, T 1&-, # (HQH# ., +H, < #& . (HG (&, 1#8& , # . )0#33)7

Schedule Regular Security Updates

3 N&&L " - - # #() (&1 (" $#? )& ($# 2% 9833, )*. , 1#&Q 1 ,U&, &F . 14" &.-.
) A0,y S C# )T

Monitor Activity Using the Deep Security Manager

The Dashboard

LML (- #3( - MHC ), 1UHE ) 1#&& (), O#1 . HO#3)( . )M 7"
Q#-*& ) 1) ), O#1 #O#3#" ), 7" "), L0 3#(),) B (& ALHIA< M. #&3# (0 .3%- )
O HEL. ) e ) B3 (1, () - (T

LRy oy 15 8#% 9 &/ " -, )O#HL1. &#-.) 1#!.- OH& & ), #*& 37

10 1511#8& " &&I#(I#!.-, ). "+ 0 %%.#)6

# 1 && #O#.3:, 0( <
# 1 &&  HO#3;, O( <
# 1 &&0(. #. ),3=D2C>

& . M % )2 # ) MM A5 (O &H% 7" 1#l.- 1#&&*, ) ), 7.t 3.%  #) # )
0, .o LT<
0 %% -2 4 [ A#L. #*& 3 &) ) YN L ) *% .- ) (# . #58)%
DL MO ML, 3 G ) ) < &)W (P, ) F% -t L, @ T #(H GH1HEE
#,.3%-) %. $.HC)H L1 &&I&-T "A, ) A#- &L ), NHI&- ). # % .7
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0 %% M2+ /- A#D. #& 3 &#) ) ) ), S) @ F% -7 HH&, )
"0 %% -2+ /- 1#1. 5 "), HO&H% )" ), )H(&)-T
"+ 0 %%/ - - (+2 <DICA#!. #*&3 , I, * ## H! ")1'( 3*% .- 1, &% #." &-. DF"),
) ), - 0( 3F#) cr(#(0 ) M O#L-& . <7 &HWH( , 1#&&-*& 3. ), N)(#H( & ), . *#H)
¢ 3,7
). 6 Yoo L HHE)-(2) . (P H 08& -H#( &+ N (*(-28*#( 3 ( &+ U (*(-28&* # 3
WY -7 (1, ), YA(1, HHHC H(& #(# . - ()0, &&#(, - ), ., - )0, . *#H # *#H5 (

I& . &H( H(H#. - -HEM (. "(Q T

Logs of Firewall and Intrusion Prevention Events

)1 #&&BYL( ). &), NHC ) )L ), @ % .6 #(." "+ 0 %% -"/2 i+ [ 0" - S5&H#Y% Q#-.
D), # * % T H-1#8&.UB) . ). 0 %% -, *17

00606 -, %1 THREE 3 &&H 1 &&O(- 1", " ¢ )& (3 ) (- ) QFe (L) "t 0 %%
20+ - 0" - AL ) &&)L )&# 3A<7 &)!- , Q#&. ) #-*& 3)(&3.")- o(- ". )/, [#(I " O0#1*#)
) oy, DFY,- ) &-.- O(  3<7/.", #0),#( ) " "0 %% - ( -wC o+ [C [ %
(O OCH Ry ) * T
). 6 Y@ ) # L (% %L S, N5 - &+ % HC ( HEYSE &% H(SH *HC H(, (
-0 " )EH( " &
Reports
(5 "HI"8& 0&OKL) " &) . # # 51", " #OSH( HlHES (% -( # ) #&BI( - ) ). T
T QHEE )RSEEM(! I/ ) #*E3 A& S A () 5 #L8&( (M . O(H( O( )5 O(5
&.-5. 7 (" )+ *153) (-&.0 MERAC ), D) 1 .7
148&(, . ¢ O %%)(k SLUHT HA& 3 L), ) # 1 &&/& ( # 1 &&. [& )QHI, #)( #0#30, )QHI, &
COT &L R OW) ) e, )B) A7 &%+ - &I, N (1) 17
3, o#1#(! -" 1& y - "0 (0 '#& 3" * I#3 (1, ) o5 BRI H) T 3 ()&
Sy, B 3%, ) . #H&  HO-H# H)(- 3 HEEH(BN( ) * HQH&)-5( 3 )QHLH( &,.- .) 0#3 - ) H# & 0(-5
Y, H(H ) SN (- ) 3 V(4 ), %7
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Silent Install of Deep Security Manager

Windows

("% - %0 (M ( 0,6

Manager-Windows-<Version>.x64.exe -q -console -Dinstall4j.language=<ISO code> -varfile

<PropertiesFile>

Linux
(- J'% - - %% (.16
Manager-Linux-<Version>.x64.sh -q -console -Dinstall4j.language=<ISO code> -varfile <PropertiesFile>
Parameters

CABA-H( ), -H#(- &&FS$) 2. #(I(.. ( H&(<)T

CABC% A-#( ), --le. )P H( )& - ).<7
-Dinstall4j.language=<ISO code> y*#)(- &.-3)/ )0, # . 1&. #(-. && H)(& (1! (1 &H-"H)N, &(!-
O#& &7 * #3 & (/! [#(-.( , & (I # (HQ# 6
(-6 #)

HEHQH "#(-6 312

UKEQHL %L LU B )& 9 &L K ) - ( 0 * )%, #- QH#&T *)*,.3 ## (#O# 3#.- +#0&(
(- #O) 1 ¢ I#3 (), H#-&&M(; - # ) 0<7), 2%&5 " * [#3 (!, -
WA L - )A-, (#-*#HQ# 6

AddressAndPortsScreen.ManagerAddress=

Yo ) R H- H(H-QHE O % & - (' 3 YH. T " )&3,+H# 0&- ), -#*& #(-. && H)(/IH#( (
- 6

LicenseScreen.License
CredentialsScreen.Administrator.Username
CredentialsScreen.Administrator.Password

), )& S H() OH& & -.#(-5- % )&( - # & ((#'& $%&('! 2% 637

Sample Properties File

&&IH(# ( 2%& ) " ). () .3* &* )% #-QH&S6

AddressAndPortsScreen.ManagerAddress=10.201.111.91
AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False
LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE
DatabaseScreen.DatabaseType=0Oracle
DatabaseScreen.Hostname=10.201.XXX.XXX

DatabaseScreen.Transport=TCP
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DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Silent Install of Deep Security Manager
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Deep Security Manager Settings Properties File

e A HC HOS A S ) () S B QgL (k) (8&H( (. 8& M(HE(. (. 8&S)
C#3 (L Ti (R NS % )&( - # &2% 437<

Settings Properties File

M)t GBH( - (- )* .3 Q#& #-6
<Screen Name>.<Property Name>=<Property Value>

CH(-*, )L H-QH& M-, HH, (&0 &-T

). 6 1) H)(& (H#  -5-1&3#( (#(0&# 0&/ 1#&& -I& #("  1&.08& #(/- 7

Required Settings

LicenseScreen

+()+-2 ("% %., Y% %. -,

# (-, (7# (-78CNOO & P 0 ) &&"I&-P & (%

+()+-2 ("%  %., Y% %. -,

# (-, (7# (-7BNOO &P O ) (#8& 1,P & (%

# (-, (7# (-7CNOO & P O ) # 1 &89 P & (%

# (-, (7# (- 7DNOO &/ P O ), ( L#3)# )H#HIP & (%

# (-, (7# (-7ENOO &/ P O ), ) (+ #HP & (%

CredentialsScreen

+() +-2 ("% %., % %. E ,
(#& , (7 ‘#@#-., .),7-.('NO0 &P ol- (" )., CH#-, )P & (%
(#& , (7 ‘##-., .),7 - 1), NOO&/ P O*--1), ),."'- , ##., .)P & (%

Optional Settings

LanguageScreen
+(0+-2 ("% %., K- % .
o(/&&P
#(-. &&F$7& (I/ ' NOO &/ P $* O(/&&P AAN (1&#-"5 ABN *(-5A4"2 AN #*&#Q# "#(-
4"?
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UpgradeVerificationScreen

Deep Security Manager Settings Properties File

). 6 o (9-. #0# 0., . ( & = ( 2H-HOHC- & B(H . . T
+() +-2 ("% %., % %. -,
*, #OQ# #)(, (70 ,1# NOO& P ’;_ &-
). 6 LH(OL H-08&1 L) ) IH&E&)D, 1#. (3 2#-#(1 . #(." -7 CAH&& ). H-A#Y). (3 1., %, )R-T
DatabaseScreen
-, (QH(- L - 3 () H)(&& 3. ~C ) - LH(. - 36T
). 6 COH(, HO H.&&)0H - (>0 ( > #& ) . E-( ¢ ( YE ) #, ). -,0,5/.
"I #(- && ) -0, #&)-. - (-, #& #(." = . (-.#(0- &17
+()+-2 ("%  %., % %. |,
#,)).
. - 3*NO0&/ P #,)9). 0 .
. & T
. “ ) ()
(7)-.(*NOO &P R ¢
Ly () (
(7. - 'NOO &P ( 3-.#(0 ), HE ),
(7 ,(*),NOO &P S C o H#, ), 0 ,)@&3
(7-.('NOO &P ). HE ),
(7 - 1), NOO&/ P & (% ). HE ),
. 0 .76.(NOO &P & (Yo #*8&H - 1&H(-. (T *#H)(&5, +H# ),
0 ,)(&3
(7 0 ,7)#NOO &P *#)(&5, +#, ), 0 ,)&3
7 0 ,7-  1&)&& #)(NOO&/P ’; & *#)(&5, +#, ), 0 ,)&3
AddressAndPortsScreen
e (O Q#(- . M-('S 5 ), Co ) EL L Q#(- M ) (Y, TN H(, HO B &&,H-, (
&)-),- " ##H() (1 (!,. Y (O 2#-#(1 . -5 [ EH(# Q. ), #I. ( #(- &&T
("% Y%-
*0+2 %. , w |C
0"-('5
) o/, (
—( Y-, (7O, . ~NOO&P| , -) “)-.
t( ('pP
)P
~( - 7 (! ),.NO0 &/ P 00&# 7).. FCCK
. 1 . e
7 NOO0 &/ P 00&# 7).. FCDB
~( e (T ). .
R C (H#(-. &8 #H- (1() 7 " #(-. &&, Q#(-  2#-#( . #(
A L -B# 1H8&  H-H#(-.&& W) - (1() T/&H#B() - [ #- & 13
-( ), (T1)NOO &P &
& H&(H(-.88<T )6 " A 1) AH(-. && B)(#), B ). " 24-#(0 . -
) % )0o# O# L -, (%, ), #-7
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Deep Security Manager Settings Properties File

CredentialsScreen
+() +-2 ("% %., Y- %. | (-,
(#& , (7-. ) -1), -NOO&P ’/&_ & J#(# & - IE Y( ) - )(F- 1), -
SecurityUpdateScreen
("% Y%-
+() +-2 o % ¢,
J J## . -M3 )1 (O * L#3 (. VI ) # &8 3,.#0."
|#3% . (7*.  )*)((-NOO &P Nl
& &.- (-
43 @ . )1 . NOOE/P J , J## . -3 )L (L)-F % )L ) # &3 % ), (1
&- 1,7
SmartProtectionNetworkScreen
Mo, (Q#(-1 "3 V1 (L) (& L (#, ). % (*#)(&& 33 #(I-3 7
+()+-2 ("%  %., % % | (-
Y #(1 )%, (7(& %NO0 &/ P '(/&_ & J (&- (#, ) %7
). % #QH#
(%t(!
YI# (- (' #
1 #)(
(, 13
-8) o#(1 )", ) - <
#(#&
» (0,1
) 0.0¢
&." ,
0 * (-/’ ( 0 0, * *
). #(.1 )%, (7(/,3 3*NO0&P ¢ & (% & (% ), *)(-. )). -*#Q#
. H&
#
#8 (! -
& -..
L H&
"()&)!3
& VI# #H)(-
(4, #)(
HEHH -
Sample Properties Files
"R H- (2% ) ) () 3% &* ) .#-Q#H&6

AddressAndPortsScreen.ManagerAddress=10.201.111.91

AddressAndPortsScreen.NewNode=True

UpgradeVerificationScreen.Overwrite=False

LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE

DatabaseScreen.DatabaseType=0Oracle

DatabaseScreen.Hostname=10.201.XXX.XXX
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DatabaseScreen.Transport=TCP
DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Installation Output

"O)&&IH( #- =& M. ) - /& #(-.8&&D&&Y 3 ( 2"& A ) #& #(-. &&H(O&H &H (-<7" =,)>.!
B OW# . - H&ILT

Successful Install

RO L (#, ) * I#3 (1, 0# 777

H#(1* O#)-0 #)(C) L (#, ) * I#3 (!, 777
*, H#HQH# H#)( , (-.#(- * 777
- (-.#(- * 777
# (-, (-.#(0- o~ 777
- ( Yom o (-H(O- 777
L (#H& (-0 777

&&-.#(0- *. 5, 3) 2/ 777
(H(-. &&H(*,  O#)- 0 -#)(

YO8 -
2., #H( QW& -TT7

LH( *TTT

WO #C. ). =777

LA - T

B0 - L TTT
(" GRS (R & ¢

), #( #1777
COH™), 3#, .)3777
(. &&H#(  ¥),.-TT7
. OH & 3777
H#0 & - 1), )&#377

WH1 2 & I#3 ., )QH&-TTT
g (I #3777

HIH) #H& -.) 2 & IH#3,  )QH&-TTT
Y HO ). ) (Y, I#3 YQH& 777
Yo HOS ). #- ) (1, 777

LOHO #-. )10, 777

LOH & %-777

COHO - (H-TTT
L OHO I#), )&TTT
| ##0777

* HHAH(TTT

) #( (- && #)(TT7
LM, ) H- H&TTT
LOHOM,. 1 TT7
YQH#ILH( 777
)Q#I#( 08 777
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76

Deep Security Manager Settings Properties File

Q#I#! 0 [#3 777
WQ#IA(! 0 (777

& (#(1 *777

LA I#3 (L, 777
HH-H( H(-. &8 #)(TTT

Failed Install

2%& ) L)AL, YR

- Q& ) H#( (#(

08&# &# (- -..#(6

(L (#, ) * I#3 (), 08 777

HI* O OB-0 () L (#, ) * I#3 (1,

I, #Q# #)( (- H0- 777
(-.#0- * 777
- B (-.#0- * 777
= >"&H(-)3 )" 0 ( , #H#HO&HT
= >#(, (-.#0-, $. 777

V&&H( % " (1-777
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Deep Security Manager Memory Usage

Configuring the Installer's Maximum Memory Usage

#(-. && #-)Q#Y, ) /- C ) )HEN- )3 3 & T M H(-.&&, #&) J( 3 ( .3 )QHIH( " #(-. &&,) I

&-'3 7
( (M + - &C-( 1 "% % -(-! - %% +6
C7 ). )" # .)31", "#-88&,#8& . 7
D7 , . (1 .2.Q#8&&& A (!8#() 1-8K7G7222272HF70)* #)EAA (! ,8#(2  8K7GT7222272HFT0)* #)(-AB#(!
)3, #(-. && H)(*&. )1 ", A2222A#- " [H& (I' ) . #(-. && <7
E7 # . Q#& 3 #(!." &#(6A8'2JBB' A #(."#- 2*&5JIBB ) '),3 1#&& ' O#H& & )" #(-. && , 7<

F7 0. Q#& (&I("." #(-.&&, 7

Configuring the Deep Security Manager's Maximum Memory Usage

* I#3 (1, & - #( )" *')3IVHEF T HN-HE . )" - #(7
( (M + - &C-( 1 "% % (- ) 412 46
C7 ). )" * I#3 (1, #(- && #, D)3 # )3 - ¢ I#3 (1, 2/ &<7
D7 , . (LQH&T *(#()(." *&. )5 0 # " )&&IH( (6
"( 0,6A * [#3 (!, 70')* #)(-A7

“16 A-"2-70)*#)(-A7

E7 # " Q#&3 #( " &H(6A-Xmx10g A#(."# 2"&5 ACBIA#&&% CB '"3 o#& & ) " *  |#3
(1, 7<

F7 0. Q#& (, -..." * I#3 (!, 7

G7 ) (0#3." (1 -.#0 3)H! ) &™-+ C L 2-& '(+&-"C  ( #(" 3 . #& , 5 2¢( ' +
(L &H+2 7" 2#I )30 & & () L#(# . M (1)Q#I,  #H(-.#(7
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Deep Security Virtual Appliance Memory Usage

&&IH( . & &H-HE! L)' ( o #3 #1& T&H( )3 & M - N0, ) - #
*). . 6
& +( [ %& ", ")+ - 21 ) A2 e % )% (88" &&(+2 %%( -(
C8ED
EE8HF
HGM CB

Configuring the Deep Security Virtual Appliance's Memory Allocation

). 6 COH L F . 3 #& M&H( =), 3 &8) M) - H(- -1 #1 ) 0I& #(7
#8&' B -0, &&3* ). . 3" #.J& &H( H&E& I(*,). . [(H&# #-N)1, % )(7
( (M + - ) A2 % )% @, & &(+2 %%( (6
C7 (3), 1 , 0*, &# (. 5 HL.8&H Y )(." (-&. (0+Ll-( O.- 7
D7 # ".8&#%)(." Do#((-&. " =777 #U& H +O0+", -, (#r& 3T
E7 (" + 0+ .5-&. &+*2 ( "(.""')3 &8 #)(. )" H# 0 &7
F7 &#% 7
G7 #1"8&H#%." D#((-&. (0+L (0+' 7
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Deep Security Manager Performance Features

Performance Profiles

@3 (1, J-- ()HEHE ), (%) " I&, M. )#H L oo )t $) ) 5. - ( 19
e (-7 3 [&5(1 H(- && H)(- /- " Al -—#0 A*, ),( *O)QHEL"H" #-)HHA ), # . (r, 7 M o+
143 (1, ##-.&& ) -3 "), L, B#H((#0 .1, #03 * & ) " A, A*,)(
*QH&T *, )'( *QH& (1 "( 3CoMH! ) &+ ¢ L+ (, 7. M-, (-&. (, 0
Or +O+", () 17, ), )H& (T o# )*8) 1(' (7

) D)QH&&) ), )& (1, ) 1(9 me#(SEEH. (M- . (1, 1#H&&*. T" 1&.)
YR ) (R )Q#&-  #08 &( - () * 5&3(, $. ", .7

Low Disk Space Alerts

Low Disk Space on the Database Host

*I#3 (1, , #0- A#H%E&EA, ) '-! )L -5 #1#8&,. ) 1# 0(- ) #-)L( ", #0 ( 1#8&
S (H& . ) && - - #( )H() M BT E 0#), #- (). )(Q#!l, &7
3, N &#E& (!, (-5 . O(- 1#8& L#.( ) 1" 0, (0 #"(&H( M 0C T ) #O. M X
S 18 & () -5- 1&#8) (1, #(." C (- B0 T )EH( &), " HH-., )@ # T<
(" #%* # )" - &0 5. (1, 1#8& 1% " &) &&3-), .. ). . -7

Low Disk Space on the Manager Host

o#& & #%* ) " (!, &8-&) 1 CBLE" (!, I(, .- )1 #%* &,.7"% &, #*.)." 0'& &,
30 #)QHY, & &H%(3), 7). ), #O) (N &,.5- %+ (M4 COH (MU ¢ &
- () S N&H( &), HH-, L)@ # T<
3, JH(I&HE (1,() 5. () 1H&E # (HQH H#H(. &, 7
(O (1,@  OH& & #%*  && & 1G5 " (I, 1#&&( ( '#& -1 ) && - (" (!, 1#&&l. ) A7
(O . (H&"  O#H& & #W% -+ #-1, ., "(G7
Y-, -t (L && 37
3, JHEO U&HE& ()5 Y& () . - () #%-x 1H&&Y. ) LT " )M, (1, 0 - 1#&&(H(
Y. #(17

Agentless Protection

Scan Caching

( "#( #*% )0- " Q##(3) )B'( o)) 3 HI& PEH(T . &HH(. - (-3 - (# )
#(H&) (, )-U&HE -#(&, 1 1, *& 3'(-7
( ##(5

(3@ )HEO- ( HOK - ( L#3)H )H#(- (- 3 VE3)E )H(-(, &
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(#8 & 1, )8 '( "#(!-* -I*- (-)(--+( &( 9-##&, -
(#8 & 1,  &B# "#(I-* -I* ). ( ™&H# #H)( - #
)4, &N-1.N)) 0, &&- (# #% )0'(. 3 &&IH(I&#E& . ) - (( )/, (&3

High Availability Environments

I H.( )%  O(! ) 1, #" OH#H& #E&HI< *H&HH-5' % -, . " (OH)( (. # - &#-" ), 3
W #(. &&H( *  I#3 T&& #"3*0#)- /- ), ,) 03 ), #( - . #) Y 183 (1, 18T
0( ,5" 3/ A* % A5 ( O I#3 #18& W&H#( - #-.&& ) " N7 H(C (o8 ( #(#-1 3
148& (1, . * [#3*% ). H)(1H&E& ' #(#( S, )03, BT
). 6 O #1& M&H( H- )3 H( 1, (O0HC(C L% - ) 1 ## I, " I&,
BHAHY). (. MEHE( ) -0 1. 0)( &) LHM L ORJ&' H(- - . ) " x) -7
#.& &H( -'l- (> ) # < H#I&,  #-,0,7) - #0 &3"( . SH(- ), &&" #.1&
wgd () > (&> ), SH &> 5 ) ( 93 1#88. 0)#)( 3.0 7 #I& *&H(
D, (30#./&' "H( - #H-. ) >#&>50 (., ,0, ) -0. # . . O#J& H( ), *)0# #, #)(
C ) B ), HT - #90L( - SM(HEC> " O#J &' B ) #e, W, M- T #0 ) ),
) (), #I& &H( - (OH)(C( 7 ( &, (H0 #.) *&)3." #/8& *&#( ).) & &-),
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Creating an SSL Authentication Certificate
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C:\Program  Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -genkey -alias tomcat -

keyalg RSA -dname cn=dsmserver
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C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

J7H )&M) (. )y, . %3), . )-#(6

C:\Program  Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -certreq -keyalg RSA -
alias tomcat -file certrequest.csr
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C:\Program Files\ Trend Micro\ Deep Security Managen\ jre\ bin>keytool -import -alias root -
trustcacerts -file cacert.crt -keystore "C:\Program Files\ Trend Micro\ Deep Security Manager\

jrellib\security\cacerts"

CC7 1" )&&IH( )" ( . YHR,. L HQH #(3), % 3-.), 6

C:\Program Files\ Trend Micro\ Deep Security Managen jre\ bin>keytool -import -alias root -
trustcacerts -file cacert.crt
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C:\Program  Files\ Trend Micro\ Deep Security Managen\ jre\ bin>keytool -import -alias tomcat -
file certreply.txt
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C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v
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keystoreFile=C\:\\\\Program Files\\\Trend Micro\\\Deep Security Manager\\\.keystore

port=4119
keystorePass=$1$85ef650a5¢c40bb0f914993ac1ad855f48216fd0664ed2544bbec6de80160b2f

installed=true
serviceName= Trend Micro Deep Security Manager
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keystorePass=xxxx
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Minimum VMware Privileges for DSVA Deployment (NSX)
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Installing a vSphere Distributed Switch
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Preparing ESXi servers
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Installing the Guest Introspection Service
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Creating NSX Security Groups
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