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: ��&��.# 0����*&) 3'�(.�) ��, ). ��.#)(��)�/&�-�. )��!�(.-���-���)(����/,#.3�� )&#�3�,�+/#, �'�(.-�, �-/&.-�#(�-'�&&�,��!�(.� )).*,#(.

: � /. )'�.#��-/**),.� ),�(�1�
#(/2�� �,(�&-

Trend Micro Control Manager Enhancements

: �), ����-"�)�, ��1#�!�.-�1#."��,#&&8�) 1(���*��#&#.3

: � /&&��0�(.-� ),��(.#8��& 1 �, ���(��� ���� �*/.�.#)(���,0#��

Linux Support

: ��1��#-.,#�/.#)(-6��&)/�
#(/25��, ��&���(�, ��%��&�

: �(8��'�(���(.#8��& 1 �, ��-��((#(!� ),��&&��#-.,#�/.#)(-

: � ��&8�#'���(.#8��& 1 �, �� ),�� ���	�.��(���/��

� ), � &#-.) -/**),. �� ���* ���/,#. 3  ��./, � - � 3 -) . 1 �, � *&�. ),'5 -�� ."� �)�/'�(. .#.&�� ���% ���)&�( - =09� )%%$&(��
� ��()& � ' �#� �!�( �$&"' 7� ), � &#-.) -*��#J#� 
 #(/2 %�,(� &--/**),. ��  ), ��� " *&�. ),'5 -�� ."� �)�/'�(. .#.&�� ���% ���)&�( -
=09��)%%$&(���� �#),�� �&#� !' 7

Improvements to Security and Software Update Management

: 
'*, ) 0���0#-#�#&#.3�#(.)����/,#.3��(���) .1 �, ���*��. ��-.�./-

: 
'*, ) 0�������--#�#&.3�. )��) .1 �, ���*��. �-

Multi-Tenant Improvements

: �#!(�#(��-���� �(�(.

: ���/,#.3��)��&��-�!��� �*),.

�). �6
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Preparation



System Requirements

Deep Security Manager

: 
�&(+26 J��5�1 "#�"�#(�&/��-6
� F���"��*�'�'),3

� C7G�������) 0�, "���

� D���)*�, �.#(!�- 3-. �'�) 0�, "���

: �",$��)�� �6 C7G���;G���, ��)''�(���<

: �)�+ �-"' �� 2,- �&6
� �#(�) 1 -���,0 �,�DBCD�;HF8�#.<5�#(�) 1 -���,0 �,�DBCD��D�;HF8�#.<

� �#(�) 1 -���,0 �,�DBBJ�;HF8�#.<5��#(�) 1 -���,0 �,�DBBJ��D�;HF8�#.<

� �#(�) 1 -�DBBE���,0�,���D�;HF8�#.<5��#(�) 1 -�DBBE���,0�,��D�;HF8�#.<

� � ���	�.�
#(/2�G9H�;HF8�#.<

: ��-���,�6
� �, ��&��CC!5��, ��&��CC!��2*, �--

� �, ��&��CB!5��, ��&��CB!��2*, �--

� �#�, )-) .���
���,0 �,�DBCF5��#�,)-) .���
���,0 �,�DBCF��2*, �--

� �#�, )-) .���
���,0 �,�DBCD5��#�,)-) .���
���,0 �,�DBCD��2*, �--

� �#�, )-) .���
���,0 �,�DBBJ5��#�, )-) .���
���,0 �,�DBBJ��2*, �--

� �#�, )-) .���
���,0 �,�DBBJ��D5��#�, )-) .���
���,0 �,�DBBJ��D��2*, �--

: � �� �+ ( 0 ,�+6 �#, � ) 2 DFM5
(. �,(�. �2*&), �, K725
(. �,(�. �2*&), �, CB725
(. �,(�. �2*&), �, CC725�", )'� EEM5�� �,# HM7;�))%#�-
�(��&��7<

� 
('"- (+6CBDF�2�IHJ�,�-)&/.#)(��.�DGH��)&),-�),�"#! "�,

Deep Security Agent

: 
�&(+2 6
� 0"-!��'-"8
�% 0 �+ ��)+ (- ��-"('6 GCD��

� 0"-!(.-��'-"8
�% 0 �+ ��)+ (- ��-"('6 CDJ��

: �",$��)�� �6
� 0"-!��'-"8
�% 0 �+ ��)+ (- ��-"('6 C��

� 0"-!(.-��'-"8
�% 0 �+ ��)+ (- ��-"('6 GBB��

� 0"-!�� �%�2��.'�-"('�%"-2��'��%��6 J��

: �"'�( 0 ,6
� �#(�) 1 -���,0 �,�DBCD�;HF8�#.<5��#(�)1 -���,0 �,�DBCD��D�;HF8�#.<

� �#(�) 1 -�J7C�;ED8�#.��(��HF8�#.<

� �#(�) 1 -�J�;ED8�#.��(��HF8�#.<

� �#(�) 1 -�I�;ED8�#.��(��HF8�#.<

� �#(�) 1 -���,0 �,�DBBJ�;ED8�#.��(��HF8�#.<5��#(�) 1 -���,0 �,�DBBJ��D�;HF8�#.<
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� �#(�) 1 -��#-.��;ED8�#.��(��HF8�#.<

� �#(�) 1 -���,0 �,�DBBE���C�;ED8�#.��(��HF8�#.<�1#."�*�. �"�A�#(�) 1 -���,0 �,�DBBE����&��&����.1 ), %#(!����%A

� �#(�) 1 -���,0 �,�DBBE���D�;ED8�#.��(��HF8�#.<

� �#(�) 1 -���,0 �,�DBBE��D���D�;ED8�#.��(��HF8�#.<

� �#(�) 1 -����;ED8�#.��(��HF8�#.<

� �"-!�� �%�2��.'�-"('�%"-2��'��%��6 �&&�HF8�#.��#(�) 1 -�0�,-#)(-���) 0�

: �"'.16
� � ���	�.�G�;ED8�#.��(��HF8�#.<

� � ���	�.�H�;ED8�#.��(��HF8�#.<

� �, ��&��
#(/2�G�;ED8�#.��(��HF8�#.<

� �, ��&��
#(/2�H�;ED8�#.��(��HF8�#.<

� ��(.���G�;ED8�#.��(��HF8�#.<

� ��(.���H�;ED8�#.��(��HF8�#.<

� �/���CB���E��(����F�;ED8�#.��(��HF8�#.<

� �/���CC���C5���D5��(����E�;ED8�#.��(��HF8�#.<

� �&)/�
#(/2�G�;ED8�#.��(��HF8�#.<

� �&)/�
#(/2�H�;ED8�#.��(��HF8�#.<

� �'�4)(�� ���	�.��(. �,*,#-��H���D�;ED8�#.��(��HF8�#.<

� �'�4)(��/���CC���D�;ED8�#.��(��HF8�#.<

� �'�4)(���/(./�CD���D�;ED8�#.��(��HF8�#.<

� �'�4)(���
�
#(/2���D�;ED8�#.��(��HF8�#.<

� ��/(./�CB7BF�
 ���;HF8�#.<

� ��/(./�CD7BF�
 ��;HF8�#.<

� ��/(./�CF7BF�
 ���;HF8�#.<

� �"-!�� �%�2��.'�-"('�%"-2��'��%��6 �&&�HF8�#.�
#(/2�0�,-#)(-���) 0�

�"� � �(.�� � ! �(. -) . 1 �, � #-#(�&/��� #( ."� � �� 	�. � ! �(. -) . 1 �, � *�� %�! �7� ) #(-.�&&� ���* ���/,#. 3 � ! �(. )( � �(.��5 /-� ."�
� ���	�.�� ! �(.�#(-. �&&�,7

� ), � &#-.) -/**),. �� ���* ���/,#. 3  ��./, � - � 3 -) . 1 �, � *&�. ),'5 -�� ."� �)�/'�(. .#.&�� ���% ���)&�( - =09� )%%$&(��
� ��()& � ' �#� �!�( �$&"' 7� ), � &#-.) -*��#J#� 
 #(/2 %�,(� &--/**),. ��  ), ��� " *&�. ),'5 -�� ."� �)�/'�(. .#.&�� ���% ���)&�( -
=09��)%%$&(���� �#),�� �&#� !' 7

Deep Security Virtual Appliance

: 
�&(+26 F���;��'),3�, �+/#, �'�(.-���(�0 �,3���*�(�#(!�)(�."��(/'��,�) ���-���#(!�*, ). ��. ��<7

: �",$��)�� �6 DB��

: �
0 �+ ���' /"+('&�'-6
� �� ���' /"+('&�'-6 ��1 �, ��0��(. �,�G7G5�1#."����#�G7G

� /�!"�%���' /"+('&�'-6 ��1 �, ��0��(. �,�G7B5�G7C5�),�G7G5�1#."����#�G7B5�G7C5�),�G7G

: � ��"-"('�%��
0 �+ ���-"%"-"�,6
� �� ���' /"+('&�'-6 ��1 �, ��� ))&-5���1 �, ��0��(. �,���,0 �,��**&#�(���G7G5���1 �, ���� ����(�!�,�H7C

�). �6

�). �6
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� /�!"�%� �' /"+('&�'-6 ��1 �, � � ))&-5��1 �, � 0�"#�&� ��(�!�, G7B5G7C5), G7G5��1 �, � 0�"#�&� �(�*)#(. ���/,#.3 G7B5
G7C5�),�G7G�;���#G�*�. �"��� �#GBB8DBCCBKBBC�),�&�.�,� ),�0�"#�&���(�*)#(.��,# 0�,<

: �
0 �+ ���'�)("'-��+ (- ��-"('�,.))(+- ��� .�,-�)%�-�(+&,6
� �"'�( 0 ,6

� �#(�) 1 -���,0 �,�DBCD�;HF8�#.<5��#(�)1 -���,0 �,�DBCD��D�;HF8�#.<

� �#(�) 1 -�J7C�;ED8�#.��(��HF8�#.<

� �#(�) 1 -�J�;ED8�#.��(��HF8�#.<

� �#(�) 1 -�I�;ED8�#.��(��HF8�#.<

� �#(�) 1 -��#-.��;ED8�#.��(��HF8�#.<

� �#(�) 1 -���,0 �,�DBBE���D�;ED8�#.��(��HF8�#.<5��#(�) 1 -���,0 �,�DBBE���D��D�;ED8�#.��(��HF8�#.<

� �#(�) 1 -������D�;ED8�#.��(��HF8�#.<

� �"'.16
� � ���	�.��(. �,*,#-��G�;ED8�#.��(��HF8�#.<

� � ���	�.��(. �,*,#-��H�;ED8�#.��(��HF8�#.<

� ��(.���G�;ED8�#.��(��HF8�#.<

� ��(.���H�;ED8�#.��(��HF8�#.<

� �, ��&��
#(/2�G�;ED8�#.��(��HF8�#.<

� �, ��&��
#(/2�H�;ED8�#.��(��HF8�#.<

� �/���CB���E5���F�;ED8�#.��(��HF8�#.<

� �/���CC���C5���D5���E�;ED8�#.��(��HF8�#.<

� ��/(./�CB7BF�
 ���;HF8�#.<

� ��/(./�CD7BF�
 ��;HF8�#.<

� ��/(./�CF7BF�
 ���;HF8�#.<

� �&)/��
#(/2�G�;ED8�#.��(��HF8�#.<

� �&)/��
#(/2�H�;ED8�#.��(��HF8�#.<

� )/, ��1 �, � 0� �(. �, '/-. �� �#."�, �( �� � �( 0#,)('�(. ), � 0�"#� &� �( 0#,)('�(. 5(). � '#2 ./, � ) ."� .1 )7
 3)/ 1 �(. .) /-�
�). "��� ���(��0�"#� &�5�."�3�'/-.����#(�-�*�, �. ��0� �(. �,-7�� )/�� �(�����'), ��. "�(�)(��0� �(. �,�. )����*����/,#. 3���(�! �, 7

�"� ���* ���/,#. 3 �#,./�& � **&#�(� � /-� - FD8�#.� �(.��9 � �� 	�. :#(� &/��� #( ."� �#,./�& � **&#�(� � -) . 1 �, � *�� %�! �;7 ��� �/-�
."� ���* ���/,#. 3�#,./�& � **&#�(� � /-� - ."� -�'� �, ). ��.#)( �)�/&� *&/!8#(- �- ���* ���/,#. 3� ! �(.-5 #'*),.#(! �( /*��. � .) ."�
FD8�#.� �� 	�. � ! �(. -) . 1 �, � � �( &��� .) � ().#J#��.#)( ."�. (�1 -) . 1 �, � #-�0 �#&��&�  ), ."� �#,./�& � **&#�(� � �-  ), � �� 	�.
� ! �(.-7


 �/-#(! 
���=444 :$/'�)� , �'� -;5�3)/�'/-.�/-��� � �#��/#&��E7E7@7AGIGGEF�),�&�.�, 7

� ), � &#-.) -/**),. �� ���* ���/,#. 3  ��./, � - � 3 -) . 1 �, � *&�. ),'5 -�� ."� �)�/'�(. .#.&�� ���% ���)&�( - =09� )%%$&(��
� ��()& � '��#���!�( �$&"' 7

ESXi Requirements for the Deep Security Virtual Appliance


(����#.#)(�. )�."���� �#�-.�(��, ��- 3-. �'�, �+/#, �'�(.-5�."�� )&&)1#(!�-*��#Q#��.#)(-�'/-.����'�.6

: ���6 HF8�#.5�
(.�&8���),����8��*, �-�(.��(���(��&���#(��
��

: �.))(+- ���/� 0"- �!�,6
� �� �6 0�*"�, ���#-.,#�/. ���� 1#.�"�;0��<

�). �6

�). �6

�). �6

�). �6
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� /�!"�%�6 0�*"�, ���.�(��, ��� 1#.�"�;0��<�),�."#, ��*�,.3�0� 1#.�"�;�#-�)��� 2/-�CBBB0<

��1 �, � �)� - (). -/**),. ,/((#(! (� -. �� � � �# -�, 0�,- #( *, )�/�.#)( �( 0#,)('�(.-7 � ), '), � #( ),'�.#)(5 -�� ."#- ��1 �, �
� () 1 &��! ����-���,.#� &�7

Deep Security Notifier System Requirements

: �"'�( 0 ,6 �#(�) 1 - ��,0 �, DBCD�D ;HF8�#.<5�#(�) 1 - ��,0 �, DBCD;HF8�#.<5�#(�) 1 - J7C;ED8�#.�(� HF8�#.<5�#(�) 1 - J ;ED8�#.
�(� HF8�#.<5�#(�) 1 - I ;ED8�#.�(� HF8�#.<5�#(�) 1 - ��,0 �, DBBJ�D ;HF8�#.<5�#(�) 1 - ��,0 �, DBBJ;ED8�#.�(� HF8�#.<5�#(�) 1 -
�#-.� ;ED8�#.�(� HF8�#.<5�#(�) 1 - ��,0 �, DBBE��D ;ED8�#.�(� HF8�#.<5�#(�) 1 - ��,0 �, DBBE�D ;ED8�#.�(� HF8�#.<5�#(�) 1 - ��
;ED8�#.��(��HF8�#.<

�( ��- *, ). ��. �� � 3 � �#,./�& � **&#�(� �5."� � (.#8��&1 �, � ')�/&� '/-. �� &#��(-�� �(� �(��&�� )( ."� ��  ), ."� ���* ���/,#. 3
�).#J#�,�. )��#-*&�3�#( ),'�.#)(7

�). �6

�). �6
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What You Will Need (VMware NSX)

Deep Security Software Packages

�) 1(&)���."�� )&&)1#(!�-) .1 �, ��#(-.�&&�*��%�!�-� , )'�."��� , �(���#�, )��) 1(&)�����(. �,6

: ���)�� ��.+"-2�
�'� �+

: ���)�� ��.+"-2�� "+-.�%�� ))%"�'� �

: ���)�� ��.+"-2�� �'-

� ( 3 ���* ���/,#. 3 #(-.�&&�.#)(5, �! �, �&�-- ) 1 "�. "�, #.#-*, ) 0#�#(! � ! �(. &�-- ), � ! �(. 8��-�� *, ). ��.#)(5 , �+/#, � - �.
&��-. )(� � � &�38�(��&�� � ! �(. .) �� #(-.�&&�� .) �) 1(&)�� �(� �#-.,#�/. � ���/,#. 3 �(� �) . 1 �, � �*��. � -7� ( 3 FD8�#.
�#(�) 1-�),�
 #(/2�� ! �(.�� �(�*, ) 0#���� � &�3� /(�.#)(�&#. 37

: ���)�� ��.+"-2��(-"M"�+

�"���) 1(&)�����(. �,�#-�&)��. ����.6

"..*699�) 1(&)����(. �, 7.,�(�'#�, )7�)'9

� ) '�(/�&&3 � )(J#,' ."�. 3)/ *)--� -- � &�!#.#'�. � 0�,-#)( ) ��� " #(-.�&&*�� %�! �5 /-� � "�-" � �&�/&�. ), .) � �&�/&�. � ."� "�-"
0�&/��) �. "���) 1(&)�����-) . 1 �, ���(��� )'*�, ��#.�.)�. "��0 �&/��*/�&#-"���)(�. "��� , �(���#�, )��) 1(&)���� �(. �,�� � ��-#.�7

�(�� ."� ���* ���/,#.3 ��(�!�, #-#(-.�&&��53)/ 1#&&(��� .) '�(/�&& 3 #'*),. ."� �#,./�& �**&#�(��  , )' � &)��&�#, ��. ),3 #(.) ."� ��(�!�, 7
;� )���*&) 3�."�����*����/,#.3�-�,0#���. )�3)/,�0��(. �, 5�."���**&#�(���'/-.����#'*),. ���. )����*����/,#.3���(�!�, 7<

� (�"&)(+-�-!�����)�� ��.+"-2�� "+-.�%�� ))%"�'� ��,(�-0 �+ �6

C7 �) 1(&)�� ."� ���* ���/,#.3 �#,./�& �**&#�(�� -) .1 �, � *��% �!�  , )' ."� � , �(� �#�, ) �) 1(&)�� ��(. �,
; "..*699�) 1(&)����(. �, 7.,�(�'#�, )7�)' <�.)�."�����*����/,#.3���(�!�,�")-.�'��"#(�7

D7 
( ."� ���* ���/,#.3 ��(�!�, 5!) .) ."� � �&"'",-+ �-"(' L �)��- �, L � (�-0 �+ � L �(��% *�!� �(� �&#�%
&)(+- 777#( ."� .))&��, �(�
#'*),. ."� -) .1 �, � *��% �!� .) ���* ���/,#.3 7;�"� ���* ���/,#.3 '�(�!�, 1#&&."�( �/. )'�.#��&& 3 �) 1(&)�� ."� &�.�-. HF8�#.� ��
	�.��!�(.�-) .1 �, ��*��% �!��1 "#�"�1#&&�&�.�,����/-���. )�/*!, ����."���#,./�&��**&#�(�� @-��,). ��.#)(��)�/&�-7<

� ( "&)(+- -!� ���) � ��.+"-2 � �'- ,(�-0 �+ � 5-�� 
#'( �!!�#� (�� ���% ���)&�( - � � �#( 2%�� � 6<3�(� 
#'( �!!�#� �#� � $#?��)&�#� � � � !� -1
�#��!���� � �#( 2%�� ��7:3 7

�"� ���* ���/,#.3 �).#Q#�, #- �( )*.#)(�& �)'*)(�(. ."�. 3)/ ��( #(-.�&&)( 3)/, *, ). ��. �� �#(�) 1 - ��-7 
. �#-*&�3- &)��& ().#Q#��.#)(- ) 
-3-. �'�� 0�(.-�#(�."��().#Q#��.#)(��, ��7

License (Activation Codes)

� )/ 1#&&, �+/#, � ���* ���/,#.3 � �.#0�.#)( �)��-  ), ."� *, ). ��.#)( ')�/&�- �(� � -�*�, �. � � �.#0�.#)( �)��  ), �/&.#8� �(�(�3 # 3)/ #(.�(� .)
#'*&�'�(.�#. 7

;��1 �, ��
#��(-�-�1#&&��&-)����, �+/#, ��� ),���1 �, ���)'*)(�(.-7<

Administrator/Root Privileges

� )/�(����. )�"� 0��� �'#(#-., �. ),9� )).�*,# 0#&�!�-�)(�."���)'*/. �,-�)(�1 "#�"�3 )/�1#&&�#(-.�&&����*����/,#.3�-) .1 �, ���)'*)(�(.-7

�). �6

�). �6
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SMTP Server

� )/�1#&&�(�����(������-�,0 �,�. )�-�(���&�,.��'�#&-7��"������/-�-�� ),.�DG�� 3��� �/&.� ),��)((��.#)(�. )�."���������,0 �, 7

Available Ports

�'�-!�����)�� ��.+"-2�
�'� �+�	(,-

� )/�'/-.�'�% ��-/, ��."�� )&&)1#(!�*),.-�)(�."��'��"#(��")-.#(!����*����/,#.3���(�!�,��, ��)*�(��(��().�, �-�,0 ��� ),�)."�,�*/,*)-�-6

: � (+- FCDB6�"� A"��,. ���.A *),. 5/-�� � 3 ���* ���/,#.3 �!�(.- �(� �**&#�(��- .) �)''/(#��. � 1#." ���* ���/,#.3 ��(�!�,
;�)(Q#!/, ��&�<7

: � (+- FCCJ6�-�� � 3 3)/, �, ) 1 -�, .) �)((��. .) ���* ���/,#.3 ��(�!�, 7�&-) /-��  ), �)''/(#��.#)(  , )' �� �# �(� , �+/�-.-  ),
���/,#.3��*��. �-�� 3�."���� � ��;�)(Q#!/, ��&�<7

: � (+-�CGDC6�#8�#,��.#)(�&��, ��&����.���-��-�,0 �,�*),. 7

: � (+-,�CFEE��'��CFEF6 �#8�#,��.#)(�&��#�, )-) .���
���,0 �,���.���-��*),.-7

: � (+-,�EIJ5�HEH5��'��EDHI6 �)((��.#)(�. )��(�
� �����,0 �,� ),�� �.#0���#, ��. ),3�#(. �!, �.#)(�;�)(Q#!/, ��&�<7

: � (+-�DG6�)''/(#��.#)(�. )����������,0 �,�. )�-�(���'�#&��&�,.-�;�)(Q#!/, ��&�<7

: � (+-�GE6� ),�����
))% /*7

: � (+-�GCF6�#8�#,��.#)(�&��)''/(#��.#)(�1#."���� 3-&)!�-�,0 �,�;�)(Q#!/, ��&�<7

: � (+-�FFE6�)''/(#��.#)(�1#."���1 �, ��0�&)/�5�0��(. �, 5�0�"#�&�9�� ����(�!�,��(���'�4)(�� ��7

� ), '), � ��. �#&-��)/. ") 1 ��� " ) ."� -� *),.- �, � /-�� � 3 ���* ���/,#. 35-�� � $&(' �'�� � - ���% ���)&�( - #( ."� � � �, �(� �
-��.#)(�) �. "��)(&#(��"� &*�),�."��� �'#(#-., �. ),=-��/#��7

�'�-!�����)�� ��.+"-2�� �%�25�� �'-,5��'��� ))%"�'� �,

� )/�'/-.�'�% ��-/, ��."�� )&&)1#(!�*),.-�)(�."��'��"#(��")-.#(!����*����/,#.3�� �&�3��, ��)*�(��(��().�, �-�,0 ��� ),�)."�,�*/,*)-�-6

: � (+-�FCDD6� �&�3�.)��!�(.9�**&#�(����)''/(#��.#)(7

: � (+-�FCCI6��(�!�,8. )8�!�(.��)''/(#��.#)(7

: � (+-�FCDE6�-��� ),�#(. �,(�&��)''/(#��.#)(7��")/&��().����)*�(�. )�."��)/.-#��7

: � (+-�IB5�FFE6�)((��.#)(�. )�� , �(���#�, )��*��. ����,0 �,��(���'�,.��, ). ��.#)(���,0 �, 7

: � (+-�GCF6�#8�#,��.#)(�&��)''/(#��.#)(�1#."���� 3-&)!�-�,0 �,�;�)(Q#!/, ��&�<7

�"� ���* ���/,#.3 ��(�!�, �/. )'�.#��&& 3 #'*&�'�(.- -*��#Q#��#, �1 �&&� /&�- .) )*�( ."� , �+/#, �� �)''/(#��.#)( *),.- )( '��"#(�- ")-.#(!
���*����/,#.3�� �&�3-5��!�(.-��(���**&#�(��-7

Network Communication

�)''/(#��.#)( ��.1 ��( ���* ���/,#.3 ��(�!�, �(� ���* ���/,#.3 � �&�38�(��&�� �!�(.-5 �!�(.-9 �**&#�(��- �(� " 3*�,0#-),- /-�- ���
")-.(�'�- � 3 �� �/&. 7
( ), ��,  ), ���* ���/,#.3 �!�(.9 �**&#�(�� ��*&) 3'�(.- .) �� -/���-- /&5 3)/ '/-. �(-/, � ."�. ���" �)'*/. �, ��(
, �-)&0� ."� ")-.(�'� ) ."� ���* ���/,#.3 ��(�!�, �(� � � �&�38�(��&�� �!�(. 7�"#- '� 3 , �+/#, � ."�. ."� ���* ���/,#.3 ��(�!�, �(� � �&�38
�(��&����!�(.��)'*/. �,-�"� 0���������(.,3�),��(��(.,3�#(�."���!�(.9�**&#�(����)'*/. �,@-�")-.-�Q#&�7

� )/ 1#&&�� �-%��  ), ."#- ")-.(�'� �- *�,. ) ."� ���* ���/,#. 3 ��(�! �, #(-.�&&�.#)( *, )� ��/, �7
 3)/ �) (). "�0 � ���5 �(. �, �(

�����, � --��/,#(!�. "��#(-. �&&�.#)(7

�). �6

�). �6
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Reliable Time Stamps

�&&�)'*/. �,- )( 1 "#�" ���* ���/,#.3 �) .1 �, � #- ,/((#(! -")/&� �� -3(�", )(#4�� 1#." � , �&#��&� .#'� -)/, ��7 � ), � 2�'*&�5 , �!/&�, &3
�)''/(#��.#(!�1#."�����.1 ), %��#'���, ). )�)&�;���<�-�,0 �, 7

Performance Recommendations

��� ���%����)&�( -�
�#�� �&�� �&�$&"�#� ��� ��()& � ' 2%�� ��;=3 7

Deep Security Manager and Database Hardware

��( 3 ���* ���/,#.3 ��(�!�, )*�, �.#)(- ;-/�" �- �*��. �- �(� � ��)''�(��.#)( ���(-< , �+/#, � "#! " ��� �(� ��'),3 , �-)/, ��-7 � , �(� �#�, )
, ��)''�(�-�."�.����"���(�!�,�()���"� 0�� )/,��), �-��(��-/ Q#�#�(.�����#(�"#! "�-��&���( 0#,)('�(.-7

�"� ��.���-� -")/&� �� #(-.�&&�� )( "�, � 1 �, � ."�. #- �+/�& .) ), ��.. �, ."�( ."� -*��#Q#��.#)(- ) ."� ��-. ���* ���/,#.3 ��(�!�, ()��7 � ),
."� ��-. *�, ),'�(�� ."� ��.���-� -")/&� "� 0� J8CH�� ) ��� �(�  �-. ����-- .) ."� &)��&), (�.1 ), %�..��"�� -. ), �!�7 �"�(� 0�, *)--#�&� �
��.���-����'#(#-., �. ),�-")/&������)(-/&. ���)(�."����-.��)(Q#!/, �.#)(�) �."����.���-��-�,0 �,��(����'�#(. �(�(���*&�(�-")/&�����*/.�#(��  ��. 7

� ),�'), ��#( ),'�.#)(5�-�� ��( ���'����%!$ -"�#(�� $#'���& �(�$#' 2%�� ��5<37

Dedicated Servers

�"� ���* ���/,#.3 ��(�!�, �(� ."� ��.���-� ��( �� #(-.�&&�� )( ."� -�'� �)'*/. �, # 3)/, Q#(�&��*&) 3'�(. #-(). � 2*��. �� .) � 2���� CBBB
�)'*/. �,- ;, ��& ), 0#,./�&<7
 3)/ ."#(% 3)/ '� 3 � 2���� CBBB�)'*/. �,-5 ."� ���* ���/,#.3 ��(�!�, �(� ."� ��.���-� -")/&� �� #(-.�&&��
)( ���#��. �� -�,0 �,-7 
. #- �&-) #'*),.�(. ."�. ."� ��.���-� �(� ."� ���* ���/,#.3 ��(�!�, �� �)8&)��. �� )( ."� -�'� (�.1 ), %1#." � C��

�� �)((��.#)( .) �(-/, � /("#(��, �� �)''/(#��.#)( ��.1 ��( ."� .1 )7�"� -�'� �**&#�- .) ���#.#)(�& ���* ���/,#.3 ��(�!�, �)��-7 � .1 )
'#&&#-��)(��&�. �(�3�),���.. �,�#-�, ��)''�(���� ),�."���)((��.#)(� , )'�."����(�!�,�. )�."����.���-�7

High Availability Environments


 3)/ /-� ��1 �, � @-	#! " � 0�#&��#&#.3;	�<  ��./, �-5 '�% � -/, � ."�. ."� 	� �( 0#,)('�(. #-�-.��&#-"�� �� ), � 3)/ ��!#( #(-.�&&#(!���* ���/,#.3 7
���* ���/,#.3 '/-. �� ��*&) 3�� )( �&&�� �# " 3*�,0#-),- ;#(�&/�#(! ."� )(�- /-��  ), , ��) 0�,3 )*�, �.#)(-<7 ��*&) 3#(! ���* ���/,#.3 )( �&&
" 3*�,0#-),-�1#&&��(-/, ��."�.�*, ). ��.#)(�, �'�#(-�#(��  ��.�� . �,���	��, ��) 0�,3�)*�, �.#)(7

�"�( � �#,./�& � **&#�(� � #-��*&) 3�� #( � ��1 �, � �( 0#,)('�(. ."�. '�% � - /-� ) ."� ��1 �, � �#-.,#�/. �� � � -)/, � � �� "��/&�,
:�� �;5 #.#-#'*),. �(. ."�. ."� � **&#�(� � �)� - (). ! �. 0�).#)(�� �&)(! 1#." ."� 0#,./�& '�� "#(� - �- *�,. ) ."� �� � *, )� � --7
�#,./�& � **&#�(� � - '/-. �� >*#((��> .) ."�#, *�,.#�/&�, � � �# -�, 0�, 7� )/ '/-. ��.#0 � &3� "�(! � ."� �� � -�..#(!-  ), �&&."� �#,./�&
� **&#�(� � - .) >��(/�&> ), >�#-��&��> :, �� )''�(���; -) ."�. ."�3 1#&&(). �� 0�).#)(�� � 3 ."� �� �7 
 � �#,./�& � **&#�(� �
:), �( 3 0#,./�& '�� "#(� -; #- -�. .) >�#-��&��>5 0� �(. �, ��, 0�, �)� - (). '#!, �. � ."�. 0#,./�& '�� "#(� ), *, ) 0#�� '#!, �.#)(
, �� )''�(��.#)(-  ), #.7�"#- #-%()1( �- >*#((#(!> ."� 0#,./�& '�� "#(� .) #.- , �!#-. �, �� ")-. 7�"#- #-."� , �� )''�(��� � )/,-�
) ��.#)(  ), �#,./�& � **&#�(� � - #( � �� � �( 0#,)('�(. 7� ( �&.�,(�.#0 � #-.) ��*&) 3 ."� �#,./�& � **&#�(� � )(. ) &)��& -. ), �! � �-
)**)-�� .) -"�, �� -. ), �! �7�"�( ."� �#,./�& � **&#�(� � #-��*&) 3�� )(. ) &)��&-. ), �! � #.� �((). �� 0�).#)(�� � 3 �� �7 � ),  /,. "�,
#( ),'�.#)(�)(��� ���(��*#((#(!�0#,./�&�'�� "#(� -�.)���-*��#J#��� � �#�-�, 0�, 5�*&��-��� )(-/&.�3 )/,���1 �, ���)�/'�(. �.#)(7


 � 0#,./�& '�� "#(� #-0�).#)(�� � 3 �� �  , )' �( � � �# *, ). ��. �� � 3 � �� � � .) �( � � �# ."�. #- (). *, ). ��. �� � 3 � �� � �5 ."�
0#,./�& '�� "#(� 1#&&��� )'� /(*, ). ��. ��7 
 ."� 0#,./�& '�� "#(� #--/�-�+/�(. &30�).#)(�� ��� %.) ."� ),#!#(�& � � �#5#.1#&&().
�/. )'�.#� �&&3�� *, ). ��. �� �! �#( /(&� -- 3)/ "�0 � �, ��. �� �( �0 �(. 8��-�� � �-% .) ��.#0 �. � �(� *, ). ��. � )'*/. �,- ."�. "�0 � ���(
0�).#)(�� .) �( � � �# 1#." �( �0 �#&��&� �� � �7 � ), '), � #( ),'�.#)(5 -�� ."� �* �#( 1��'�� � �' ' -��.#)(- ) ."� )(&#(� "� &*), ."�
� �'#(#-., �. ),=-��/#��7

�). �6

�). �6
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Database Deployment Considerations

� � �, .) 3)/, ��.���-� *, ) 0#��,@- �)�/'�(.�.#)(  ), #(-.,/�.#)(- )( ��.���-� #(-.�&&�.#)( �(� ��*&) 3'�(. �/. %��* ."�  )&&)1#(!
�)(-#��, �.#)(-�#(�'#(�� ),�#(. �!, �.#)(�1#."����*����/,#.3 7

Version

���* ���/,#.3 , �+/#, �- �#�, )-) . ��
 ��,0 �, DBCD), DBBJ5), �, ��&� ��.���-� CC!), CB!  ), �(. �,*,#-� ��*&) 3'�(.-7 ���* ���/,#.3 ��(�!�,
�)'�- 1#." �( �'������ �*��"� ��, � 3 ��.���-� �/. ."#- #-)(&3 -/#.��&�  ), � 0�&/�.#)( */,*)-�-7 ;� )/ ��((). /*!, ���  , )' �*��"� ��, � 3 .)
��
���,0 �,�),��, ��&����.���-�7<

Install before Deep Security

� )/ '/-. #(-.�&&."� ��.���-� -) .1 �, �5 �, ��. � � ��.���-� #(-.�(��  ), ���* ���/,#.3 ;# 3)/, �, � (). /-#(! ."� �� �/&. #(-.�(��<5 �(� �, ��. � �
/-�,����)/(.� ),����*����/,#.3 �� ), � 3)/�#(-.�&&����*����/,#.3���(�!�, 7

Location

�"� ��.���-� '/-. �� &)��. �� )( ."� -�'� (�.1 ), %�- ."� ���* ���/,#.3 ��(�!�, 1#." � �)((��.#)( -*��� ) C��9 - ) 0�, 
�� 7;� ��
�)((��.#)(-��, ��().�, ��)''�(���7<

Dedicated Server

�"����.���-��-")/&�����#(-.�&&���)(���-�*�, �. �����#��. ���'��"#(�7

Microsoft SQL Server

: �(��&��A� �'). ��� ����)((��.#)(-A7�;��� "..*699'-�(7'#�, )-) . 7�)'9�(8/-9&#�, �,39��KBKICD;0N0 -7KB<7�-*2<

: �"����.���-�����)/(.�/-���� 3�."�����*����/,#.3���(�!�,�'/-.�"� 0� ��?( 0'�+ ,#!".-7

: 
 �/-#(!��/&.#8� �(�(�3 5�."����.���-�����)/(.�/-���� 3�."�����*����/,#.3���(�!�,�'/-.�"� 0� ���+ ��- (+ ,#!".-7

: ��&��.�."��A-#'*&� A�,��) 0�,3�')��&�*, )*�,.3� ),�3 )/,���.���-�7�;��� "..*699. ��"(�. 7'#�, )-) . 7�)'9�(8/-9&#�, �,39'-CJKDID7�-* 2<

Oracle Database

: �.�,.�."��A�, ��&��
#-. �(�,A�-�,0#����(��'�% ��-/, ��#.�����*.-�� ����)((��.#)(-7

: �"� ��.���-� ���)/(. /-�� � 3 ."� ���* ���/,#.3 ��(�!�, '/-. �� !, �(. �� ."� � ���� �� �(� ������ �� , )&�- �(� ��� � ��
�� ������ 5��� � ���� ���� �(� ��� � �����
���� -3-. �'�*,# 0#&�!�-7

: 
 /-#(! �/&.#8� �(�(�3 5."� ��.���-� ���)/(. /-�� � 3 ."� ���* ���/,#.3 ��(�!�, '/-. �� !, �(. �� ."� ��� � �� ���� 5�� �� ���� 5
�� �������� 5������������
�
�� �� �(� ����������� ��� -3-. �'�*,# 0#&�!�-7

Transport Protocol

�"��, ��)''�(����., �(-*),.�*, ). )�)&�#- � �� 7


 /-#(! ��&�� �")�, .) �)((��. .) � ��
 ��,0 �, 5� *, )*�, &3 �/."�(.#��. �� �#�, )-) . �#(�) 1 - �)''/(#��.#)( �"�((�& '/-. �� � 0�#&��&�
��.1 ��(����*����/,#.3���(�!�,�")-.��(��."����
���,0 �,�")-. 7��"#-�'� 3��&,��� 3�� 2#-.�# 6
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: �"����
���,0 �,�#-�)(�."��-�'��")-.��-����*����/,#.3���(�!�, 7

: �)."�")-.-��, ��'�'��,-�) �."��-�'���)'�#(7

: ��.,/-.�, �&�.#)(-"#*�� 2#-.-���.1 ��(�."��.1 )�")-.-7


 �()�-/�"��)''/(#��.#)(��"�((�&�#-�� 0�#&��&�5����*����/,#.3���(�!�,�1#&&�().������&��. )��)''/(#��. ��. )�."����
���,0 �,�) 0�,�(�'���*#*�-7

Connection Settings Used During Deep Security Manager Installation.

�/,#(! ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)(53)/ 1#&&�� �-%��  ), ��.���-� �)((��.#)( ��.�#&-7 �(. �, ."� ��.���-� ")-.(�'� /(��,
A	)-.(�'� A��(��."��*, �8�, ��. �����.���-�� ),����*����/,#.3�/(��,�A��.���-����'� A7

�"� #(-.�&&�.#)( -/**),.- �)." ��
 �(� �#(�) 1 - � /."�(.#��.#)(7 �"�( /-#(! �#(�) 1 - � /."�(.#��.#)(5 �&#�%)( ."� A� � 0�(���A �/.. )( .)
�#-*&�3����#.#)(�&�)*.#)(-7��"��-�, ��(-").���) 0��-") 1 -��(�� 2�'*&�� ),��)((��.#(!�. )���(�'�����
�#(-.�(���/-#(!��#(�) 1 -�� /."�(.#��.#)(

Avoid special Characters for the database user name (Oracle)

�&.")/! " �, ��&� �&&)1 - -*��#�& �"�, ��. �,- 1 "�( �)(Q#!/,#(! ."� ��.���-� /-�, )�$��. 5# ."� 3 �, � -/,, )/(��� � 3 +/). �-7 ���* ���/,#.3 �)�- ().
-/**),.�-*��#�&��"�, ��. �,-� ),�."����.���-��/-�, 7

Keep the database Name Short (SQL Server)


 /-#(! �/&.#8� �(�(�3 5%��*#(! ."� '�#( ��.���-� (�'� -"),. 1#&&'�% � #.��-#�, .) , ��� ."� ��.���-� (�'�- ) 3)/, � �(�(.-7 ;#�7
 ."� '�#(
��.���-� #-A��
���A5 ."� Q#,-.� �(�(.@- ��.���-� (�'� 1#&&�� A��
���?CA5 ."� -��)(� � �(�(.@- ��.���-� (�'� 1#&&�� A��
���?DA5 �(� -)
)(7�<

Oracle RAC Support

���*����/,#.3�-/**),.-6

: �����
#(/2��(. �,*,#-����,0 �,�CC���C�1#."��, ��&���� ��CC!��D�;0CC7D7B7C7B<

: � ���	�.�
#(/2��(. �,*,#-����,0 �,�G7J�1#."��, ��&���� ��CC!��D�;0CC7D7B7C7B<

� **&3#(! ."� �� �/&. 
 #(/2 ��, 0�, ���* ���/,#. 3 � )&#�3 .) ."� �, �� &��� � ()�� - -")/&� (). � �/-� �( 3 � )''/(#� �.#)( #--/� - 1#."
�, �� &�� /. )'�. �� � .), �! � ��(�! �'�(. :� ��; �(� � &/-.�, -�, 0#�� -7	) 1 �0 �, # 3)/ � 2*�,#�(� � #--/� -5., 3�/-. )'#4#(! ."� �#, �1 �&&
-�..#(!-��� � ), �#(!�. )�. "��*),.�, �+/#, �'�(.-� )/(��#(��, �� &���� ���)�/'�(. �.#)(5�),��#-��&#(!�. "���#, �1 �&&��&.)! �. "�, 7

"..*699�)�-7), �� &�7�)'9� �9�AAHHB<@A9#(-.�&&7AAB9�DAIFB9*),.-7".'?���� ����

High Availability

�"� ���* ���/,#.3 ��.���-� #- �)'*�.#�&� 1#." ��.���-�  �#&)0�, *, ). ��.#)( -) &)(! �- () �&.�, �.#)(- �, � '��� .) ."� ��.���-� -�"�'�7 � ),
� 2�'*&�5�-)'����.���-��, �*&#��.#)(�. ��"()&)!#�-������)&/'(-�. )�."����.���-��.��&�-��/,#(!�, �*&#��.#)(�1 "#�"���(�, �-/&.�#(��,#.#��&� �#&/,�-7

� ),�."#-�, ��-)(5���.���-��'#,, ),#(!�#-�, ��)''�(����) 0�,���.���-��, �*&#��.#)(7

�). �6

Deep Security 9.5 Installation Guide (Vmware NSX) Database Deployment Considerations

19

http://docs.oracle.com/cd/E11882_01/install.112/e41962/ports.htm#BABECFJF


Installation



Installing the Deep Security Manager

Before You Begin
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Manually Importing Additional Deep Security Software
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Installing the Deep Security Agent
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Importing Agent Software
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Installing the Windows Agent
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�(��&�. �,�),��#(�) 1-������C��(��&�. �, 5�/-�6

mstsc.exe /admin

�(���, &#�,�0�,-#)(-�) ��#(�) 1-5�/-�6

mstsc.exe /console
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Installing the Red Hat, SuSE, or Oracle Linux Agent

�"�  )&&)1#(! #(-.,/�.#)(- �**&3 .) � �� 	�. 5� /��5 �(� �, �� &� 
 #(/27� ) #(-.�&&)( � /�� ), �, �� &� 
 #(/25-/�-.#./. � ."� � /�� ),
�, �� &��
#(/2�����(�'��#(�*&�� ��) �� ���	�. 7
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D7 �-��A,*'�8#A�. )�#(-.�&&�."���-?�!�(.�*��% �!�6

# rpm -i <package name>

Preparing... ########################################## [100%]

1:ds_agent ########################################## [100%]

Loading ds_filter_im module version ELx.x [ OK ]

Starting ds_agent: [ OK ]

;�-��A,*'�8�A�. )�/*!, ���� , )'���*, � 0#)/-�#(-.�&&7��"#-��**, )��"�1#&&�*, �-�,0 ��3 )/,�*, )Q#&��-�..#(!-<

E7 �"�����*����/,#.3��!�(.�1#&&�-.�,.��/. )'�.#��&& 3�/*)(�#(-.�&&�.#)(7

Installing the Ubuntu Agent

� )�#(-.�&&�)(���/(./5��)* 3�."��#(-.�&&�.#)(�Q#&��.)�."��.�, !�.�'��"#(���(��/-��."�� )&&)1#(!��)''�(�6

sudo dpkg -i <driver_deb_pkg>

1 "�, � <driver_deb_pkg> #-�."�����#�(�*��% �!��1#."�."���,# 0�,�."�.�1 �-��/#&.��(��*&�����#(�."��O��P9-, �9�-�9�!�(.9���9��#, ��. ),3 7

Starting, stopping and resetting the Agent on Linux:

Command-line options:

� )�-.�,.�."���!�(.6

/etc/init.d/ds_agent start

� )�-. )*�."���!�(.6

/etc/init.d/ds_agent stop

/etc/init.d/ds_filter stop

� )�, �-�.�."���!�(.6

/etc/init.d/ds_agent reset

� )�, �-.�,.�."���!�(.6

/etc/init.d/ds_agent restart

Using Deployment Scripts to Install Agents
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Set-ExcecutionPolicy RemoteSigned

�( 1#(�) 1- '�� "#(� -5."� ��*&) 3'�(. -�,#*. 1#&&/-� ."� -�'� *, ) 23-�..#(!- �- ."� &)��&)*�, �.#(! -3-.�'7 
 ."� &)��&)*�, �.#(!
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Iptables on Linux
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/etc/use_dsa_with_iptables
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� ), �.���CC 5�)(�."��.�, !�.�'��"#(���� ), ����!#((#(!�."��#(-.�&&�.#)(�*, )���/, �6

#(6

/etc/init.d/jexec

� . �,

# Required-Start: $local_fs

����."��&#(�6

# Required-Stop:

Activating the Agent
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Installing and Configuring a Relay-enabled Agent

�"� ���* ���/,#.3 � �&�3 #- � ���* ���/,#.3 �!�(. 1#." � �&�3  /(�.#)(�&#.3 �(��&��7 � �&�3- �) 1(&)�� �(� �#-.,#�/. � ���/,#.3 �(� �) .1 �, �
�*��. �-�. )�3)/,����*����/,#.3��!�(.- �(���**&#�(��- 7��)/�'/-.�"� 0���.�&��-.�)(�����*����/,#.3�� �&�3�.)�%��*�3 )/,�*, ). ��.#)(�/*�. )���. �7

Install and Activate a Deep Security Agent


 3)/ �) (). �&,��� 3 "� 0� �( �!�(. #(-.�&&�� )( � �)'*/. �, 5�) -) � 3  )&&)1#(! ."� #(-.,/�.#)(- #( 
#'( �!!�#� (�� ���% ���)&�( - � � �#( 2%�� �
6<37��)/�-%#*��"����. )�."��-��.#)(�)(�A��(/�&�
(-.�&&�.#)( A7

�(���."���!�(.�#-�#(-.�&&��5�3 )/�(����. )�� �.#0�. ��#.7

� (�� �-" / �- ��-!��� �'- 5

C7 
(�."�����*����/,#.3���(�!�, 5�!)�.)�."���)'*/. �,-�*�!�7

D7 
(�."��'�(/���, 5��&#�%�� 0�L��� 0�� (&).- �+777.)��#-*&� 3�."� �� 0�� (&).- �+ �#4�, �7

E7 � ), 	(,-'�&� 5��(. �,�."��")-.(�'��),�
�����, �--�) �."���)'*/. �,�)(�1 "#�"�3 )/�$/-.�#(-.�&&���."���!�(. 7

F7 � ), � (%"�25�-�&��.���� )&#�3���-���)(�."��)*�, �.#(!�- 3-. �'�) �3 )/,��)'*/. �, 7

G7 � ), �( 0'%(���� ��.+"-2��)��- �,�� +(& 5�&��0��."���� �/&.�-�..#(!�;�� �/&.�� �&�3��, )/*<7

H7 �&#�%�"'",! 7����*����/,#.3���(�!�,�1#&&�#'*),.�."���)'*/. �,�. )�#.-��)'*/. �,-�*�!���(����.# 0�. ��."���!�(. 7

Enable Relay Functionality on a Deep Security Agent

� (��'��%��� �%�2��.'�-"('�%"-2�('��'�"',-�%%������)�� ��.+"-2�� �'-6

C7 �"� � ��#(! � (�1 �)'*/. �, �(� ��.# 0�.#)( *, )��-- -")/&� "� 0� Q#(#-"�� � 3 )*�(#(! ."� �)'*/. �,@-� �"- (+ 1#(�) 1 7
 #."�-( @.5
 )&&)1�-. �*�.1 )�;��&) 1<�.)�)*�(�."��1#(�) 1 7

D7 
( ."� ���* ���/,#.3 ��(�!�, 5!) .) ."� � (&).- �+, -�, ��(5 Q#(�."� �!�(. )( 1 "#�" 3)/ 1 �(. .) �(��&� � �&�3  /(�.#)(�&#.3 �(�
�)/�&�8�&#�%�#.�.)�)*�(�#.- � (&).- �+�� �"- (+ 1#(�) 1 7

E7 
(�."� � (&).- �+�� �"- (+ 1#(�) 1 5�!)�.) �/ �+/"� 0�L�� �-"(',�L�� (�-0 �+ � �(���&#�% �'��%��� �%�27


 3)/ �) (). -�� ."� �#��!� � � !� - �/.. )(5 ! ) .) � �"�#�'(& �(�$# > �%��( � ' > �$�( + �&� > �$� �! .) � "�� %1 "�. "�, ."�
� ),, � -*)(�#(!�*�� %�! ��"�-����(�#'*),. ��7�� &-)��(-/, ��. "�.�. "��� )'*/. �,�,/((#(!���FD8�#.�0 �,-#)(�) �. "��� ! �(. 7

���*����/,#.3���(�!�,�1#&&�#(-.�&&�."��*&/!8#(-�, �+/#, ���� 3�."��� �&�3��)�/&�5��(��."���!�(.�1#&&���!#(�. )� /(�.#)(��-������*����/,#.3�� �&�37


 3)/ �, � ,/((#(! �#(�) 1- �#, �1 �&&), #*.��&� -53)/ �&-) (��� .) ��� � �#, �1 �&&� /&� ."�. �&&)1- � ��9 
� ., � J#� )( *),. DABB)(
."��� � &�37

� � &�3-�, � ), ! �(#4�� #(.) � � !� - �& $)%' 7��1 � � &�3-�, � �/. )'�.#� �&&3�--#!(�� .) ."� ����)!( � � !� - �& $)%7�"� �� �/&. � � &�3
�, )/* #- � )(J#!/, �� .) , �.,#�0 � ���/,#. 3 �(� �) . 1 �, � �*��. � -  , )' ."� �,#'�, 3 ���/,#. 3 �*��. � �)/, � � ��J#(�� #( ."� ���*
���/,#. 3 ��(�! �, )( ."� � �"�#�'(& �(�$# > � - '( �" ��((�#�' > �%��( � ' .��7 :�"� �,#'�, 3 �*��. � �)/, � � � 3 �� �/&. #-� , �(�
�#�, )=-��*��. ����, 0�,-5��/.�. "#-��)(J#!/, ��&�7;

�). �6

�). �6

�). �6

Deep Security 9.5 Installation Guide (VMware NSX) Installing and Configuring a Relay-enabled Agent

36



Deploying Agentless Protection in an NSX Environment
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A Note About Adding Additional Hosts to Your NSX Cluster After Deep Security

Integration
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Installing the Deep Security Notifier
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Upgrading



Upgrading from a vShield to an NSX Environment
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Remove Deep Security 9.0 from the vShield vCenter
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Remove the old vShield Manager from Deep Security and add the new NSX

Manager
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Upgrade Deep Security Agents and Relays
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Protection Module State after Upgrade
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Upgrade a Relay on Linux
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Quick Start



Quick Start: System Configuration
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Make sure your Relay-enabled Agent is operational
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Configure Deep Security's ability to retrieve Updates from Trend Micro
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Check that you have a Scheduled Task to perform regular Updates
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Updates Configuration in the System Settings
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Set up email notification of important events
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Basic Configuration is complete
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Quick Start: Protecting a Computer
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Adding the computer to the Deep Security Manager
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��. ��, �(!�7���&��. �"+ � 0 �%%���)(+-  , )'�."��� �*),.��, )*8�) 1(7��&#�%��'�+ �- � .)�&�/(�"�."��, �*),.�#(���(�1�1#(�) 1 7

� 3 , � 0#�1#(! -�"��/&�� , �*),.- ."�. "� 0� ���( �'�#&�� � 3 ."� ���* ���/,#.3 ��(�!�, .) �-�,-5 � 3 &)!!#(! #(.) ."� -3-. �' �(� �)(-/&.#(! ."�
��-"�)�, �5 � 3 *�, ),'#(! ��.�#&�� #(0�-.#! �.#)(- � 3 �,#&&#(!8�)1( .) -*��#Q#�&)!-5�(� � 3 �)(Q#!/,#(! �&�,.- .) ().# 3 �-�,- ) �,#.#��& � 0�(.-5
3)/���(�, �'�#(��**,#-���) �."��"��&."��(��-.�./-�) �3 )/,�(�.1 ), %7

�). �6

�). �6
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Appendices



Silent Install of Deep Security Manager

Windows

� (�"'"-"�- ����,"%�'-�"',-�%%�('��"'�( 0 ,6

Manager-Windows-<Version>.x64.exe -q -console -Dinstall4j.language=<ISO code> -varfile

<PropertiesFile>

Linux

� (�"'"-"�- ����,"%�'-�"',-�%%�('��"'.16

Manager-Linux-<Version>.x64.sh -q -console -Dinstall4j.language=<ISO code> -varfile <PropertiesFile>

Parameters

�"��A 8*A�-�..#(!� ), ��-�#(-.�&&F$�.)�� 2��/. ��#(�/(�.. �(����;-#&�(.<�')��7

�"��A 8�(',(%� A�-�..#(!� ), ��-�'�--�!�-�. )��**��,�#(�."���)(-)&��;-. �)/.<7

�"� -Dinstall4j.language=<ISO code> )*.#)(- &�.- 3)/ ) 0�,,#�� ."� �� �/&. #(-.�&&�.#)( &�(!/�!� ;�(! &#-"<# )."�, &�(!/�!�- �, �

� 0�#&��&�7��*��# 3���&�(!/�!��/-#(!�-.�(��, ��
���&�(!/�!��#��(.#Q#�,-6

: ��*�(�-�6 #)

: �#'*&#Q#����"#(�-�6 3!?��

�"� K�+ ()�+-"�,�"%�L �, !/'�(. #-."� �)'*&�. �9 ��-)&/. � *�." .) � -.�(��, � �� 0� *, )*�,.#�- Q#&�7���" *, )*�,.3 #-#��(.#Q#�� � 3 #.- �+/# 0�&�(.
��
 -�, ��( �(� -�..#(! #( ."� �#(�) 1 - ���* ���/,#.3 ��(�!�, #(-.�&&�.#)( ;��-�,#��� ��) 0�<7� ), � 2�'*&�5 ."� ���* ���/,#.3 ��(�!�, ���, �--
)(�."��A � ��, �--��(��� ),.-A�-�, ��(�#-�-*��#Q#����-6

AddressAndPortsScreen.ManagerAddress=

�)-. ) ."� *, )*�,.#�- #( ."#- Q#&�"� 0� ����*.��&� �� �/&.- �(� '� 3 �� )'#.. ��7 �"� )(&3 , �+/#, �� 0�&/�-  ), � -#'*&� #(-.�&&�.#)( /-#(! �(
�'���������.���-���, �6

LicenseScreen.License

CredentialsScreen.Administrator.Username

CredentialsScreen.Administrator.Password

� ),����)'*&�. ����-�,#*.#)(�) �� 0�#&��&��-�..#(!-5�-�� ���%����)&�( -�
�#�� �&���((�#�'��& $%�&(��'���!� 2%�� ��;63 7

Sample Properties File

�"�� )&&)1#(!�#-��(�� 2�'*&��) �."���)(. �(.�) ���.3*#��&�*, )*�,.#�-�Q#&�6

AddressAndPortsScreen.ManagerAddress=10.201.111.91
AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False
LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE
DatabaseScreen.DatabaseType=Oracle
DatabaseScreen.Hostname=10.201.xxx.xxx
DatabaseScreen.Transport=TCP
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DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False
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Deep Security Manager Settings Properties File

�"#- -��.#)( �)(.�#(- #( ),'�.#)( ��)/. ."� �)(. �(.- ) ."� �, )*�,.3 Q#&�."�. ��( �� /-�� #( � �)''�(�8&#(� #(-.�&&�.#)( ;-#&�(. 
(-.�&&<) ."�
���*����/,#.3���(�!�, 7�;��� � �!�#(�
#'( �!!�$�����%����)&�( -�
�#�� �& 2%�� ��;43 7<

Settings Properties File

�"�� ),'�.�) ����"��(.,3�#(�."��-�..#(!-�*, )*�,.3�Q#&��#-6

<Screen Name>.<Property Name>=<Property Value>

�"��-�..#(!-�*, )*�,.#�-�Q#&��"�-�, �+/#, ����(��)*.#)(�&�0 �&/�-7

� ),�)*.#)(�&��(.,#� -5�-/**&3#(!��(�#( 0�&#��0�&/��1#&&�,� -/&.�#(�."���� �/&.�0�&/����#(!�/-��7

Required Settings

LicenseScreen

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,


#��(-���, ��(7
#��(-�78CNO0 �&/�P O� �� ),��&&�')�/&�-P �&�(%

��

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,


#��(-���, ��(7
#��(-�7BNO0 �&/�P O� �� ),��(.#8��& 1 �, �P �&�(%


#��(-���, ��(7
#��(-�7CNO0 �&/�P O� �� ),��#, �1 �&&9��
P �&�(%


#��(-���, ��(7
#��(-�7DNO0 �&/�P O� �� ),�
(. �!,#.3��)(#. ),#(!P �&�(%


#��(-���, ��(7
#��(-�7ENO0 �&/�P O� �� ),�
)!�
(-*��.#)(P �&�(%

CredentialsScreen

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,

�, ���(.#�&-��, ��(7� �'#(#-., �. ), 7�-�,(�'�NO0 �&/�P O/-�,(�'�� ),�'�-. �,���'#(#-., �. ),P �&�(%

�, ���(.#�&-��, ��(7� �'#(#-., �. ), 7��-- 1 ), �NO0�&/�P O*�-- 1 ), �� ),�."��'�-. �,���'#(#-., �. ),P �&�(%

Optional Settings

LanguageScreen

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,

�#(-.�&&F$7&�(!/�!�NO0�&/�P

O(/&&P

$*

4"?��

O(/&&P AA�N��(!&#-"5�A$*A�N���*�(�-�5�A4"?��A�N��#'*&#Q#����"#(�-�

�). �6
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UpgradeVerificationScreen

�"#-�-�, ��(9-�..#(!�#-�().�, � �, �(� ���/(&� --��(�� 2#-.#(!�#(-.�&&�.#)(�#-���. ��. ��7

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,

�*!, ���� �,#Q#��.#)(��, ��(7�0 �,1,#. �NO0�&/�P
� ,/�

� �&-�
� �&-�

��..#(!�. "#-�0�&/��. )�� ,/��1#&&�)0�, 1,#.���( 3��2#-.#(!���. ��#(�. "����. ���-�7�
.�1#&&��)�. "#-�1#.")/.��( 3� /,. "�,�*, )'*.-7

DatabaseScreen

�"#-�-�, ��(���Q#(�-�."����.���-��.3*���(��)*.#)(�&& 3�."��*�, �'�. �,-�(������. )�����--���,.�#(���.���-��.3*�-7

�"� #(.�, ��.#0 � #(-.�&&*, ) 0#��- �( >� �0 �(� ��> �#�&)! .) ��J#(� ."� #(-.�(� � (�'� �(� �)'�#( ) � �#�, )-) . ��
 -�, 0�, 5�/.
��� �/-��. "��/(�.. �(����#(-. �&&��)� -�().�-/**),.��#�&)!-�. "� -���, !/'�(.-��, ��#(� &/����#(�. "����. ���-���, ��(�-�..#(!-��� &)17

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,

��.���-���, ��(7��.���-�� 3*�NO0�&/�P

�'������

�#�, )-) .���
���,0 �,

�, ��&�

�#�, )-) .���


��,0 �,

��.���-���, ��(7	)-.(�'�NO0 �&/�P

�"��(�'��),�
�����, �--�) �."�

��.���-��")-.

� /,, �(.�")-.�(�'�

� /,, �(.�")-.

(�'�

��.���-���, ��(7��.���-���'�NO0 �&/�P �( 3�-.,#(! �-' �).�, �+/#, ��� ),��'������

��.���-���, ��(7� , �(-*),.NO0 �&/�P
��'����#*�-

� ��
��'����#*�- � �+/#, ��� ),���
���,0 �,�)(& 3

��.���-���, ��(7�-�,(�'�NO0 �&/�P �).�, �+/#, ��� ),��'������

��.���-���, ��(7� �-- 1 ), �NO0�&/�P �&�(% �).�, �+/#, ��� ),��'������

��.���-���, ��(7��
 ��,0 �, 7
(-.�(��NO0 �&/�P
�&�(%�#'*&#�-��� �/&.�#(-.�(��7��*.#)(�&5�, �+/#, ��� ),

��
���,0 �,�)(& 3

��.���-���, ��(7��
 ��,0 �, 7�)'�#(NO0 �&/�P �*.#)(�&5�, �+/#, ��� ),���
���,0 �,�)(& 3

��.���-���, ��(7��
 ��,0 �, 7�-��� �/&.�)&&�.#)(NO0�&/�P
� ,/�

� �&-�
� �&-� �*.#)(�&5�, �+/#, ��� ),���
���,0 �,�)(& 3

AddressAndPortsScreen

�"#- -�, ��( ��Q#(�- ."� ")-.(�'�5 ��
5 ), 
� ���, �-- ) ."#- �)'*/. �, �(� ��Q#(�- *),.-  ), ."� ��(�!�, 7
( ."� #(.�, ��.# 0� #(-.�&&�, ."#- -�, ��(
�&-)�-/**),.-�."�����#.#)(�) ���(�1���(�!�,�. )��(�� 2#-.#(!���.���-�5��/.�."#-�)*.#)(�#-�().�-/**),. ���#(�."��/(�.. �(����#(-.�&&7

�+ ()�+-2
� (,,"�%�

� �%.�,

����.%-

� �%.�
�(- �,

� ��, �--�(�� ),.-��, ��(7��(�!�,� ��, �--NO0�&/�P

O")-.(�'�5

��
�),�
�

���, �--�) 

."����(�!�,

")-.P

O�/,, �(.

")-.

(�'�P

� ��, �--�(�� ),.-��, ��(7��(�!�,� ),.NO0�&/�P
O0�&#��*),.

(/'��,P
FCCK

� ��, �--�(�� ),.-��, ��(7	��,. ���.� ),.NO0�&/�P
O0�&#��*),.

(/'��,P
FCDB

� ��, �--�(�� ),.-��, ��(7��1�)��NO0 �&/�P
� ,/�

� �&-�
� �&-�

� ,/��#(�#��. �-�."�.�."���/,, �(.�#(-.�&&�#-���(�1�()��7�
 �."��#(-.�&&�,�Q#(�-�� 2#-.#(!���.��#(

."����.���-�5�#.�1#&&�����."#-�#(-.�&&�.#)(��-���(�1�()��7�;�/&.#8()���-�./*�#-��& 1 � 3-��

-#&�(.�#(-.�&&<7��).�6��"��A��1��)�� A�#(-.�&&�.#)(�#( ),'�.#)(���)/.�."��� 2#-.#(!���.���-�

.)����*, ) 0#����0#��."����.���-���, ��(�*, )*�,.#�-7

�). �6

�). �6

�). �6
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CredentialsScreen

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,

�, ���(.#�&-��, ��(7�-��., )(!� �-- 1 ), �-NO0�&/�P
.,/�

� �&-�
� �&-� � ,/��#(�#��. �-�."������-")/&�����-�.�/*�. )��( ), ���-., )(!�*�-- 1 ), �-

SecurityUpdateScreen

�+ ()�+-2
� (,,"�%�

� �%.�,

����.%-

� �%.�
�(- �,

���/,#.3�*��. ���, ��(7�*��. ��)'*)(�(.-NO0 �&/�P
� ,/�

� �&-�
� ,/�

� ,/��#(�#��. �-�."�.�3 )/�1 �(.����*����/,#.3���(�!�,�. )��/. )'�.#��&& 3�,�.,#� 0��."�

&�.�-.��)'*)(�(.-

���/,#.3�*��. ���, ��(7�*��. ��) .1 �, �NO0�&/�P
� ,/�

� �&-�
� ,/�

� ,/��#(�#��. �-�."�.�3 )/�1 �(.�. )�-�./*���.�-%�. )��/. )'�.#��&& 3��"��%� ),�(�1

-) .1 �, �7

SmartProtectionNetworkScreen

�"#-�-�, ��(���Q#(�-�1 "�."�,�3 )/�1 �(.�. )��(��&��� , �(���#�, )��'�,.�� ������%��(��)*.#)(�&& 3�3)/,�#(�/-.,3 7

�+ ()�+-2 � (,,"�%��� �%.�, ����.%-�� �%.� �(- �,

�'�,.�, ). ��.#)(��.1 ), %��, ��(7�(��&�� ������%NO0 �&/�P
� ,/�

� �&-�
� �&-� � ,/���(��&�-�� , �(���#�, )��'�,.�� ������%7

�'�,.�, ). ��.#)(��.1 ), %��, ��(7
(�/-.,3� 3*�NO0�&/�P

�).�-*��#Q#��

��(%#(!

�)''/(#��.#)(-��(��'��#�

� �/��.#)(

�(�, !3

� �-.8') 0#(!��)(-/'�,�!))�-�;��� �<

�#(�(�#�&

� ))���(���� 0�, �!�

�) 0�,('�(.

	��&."��, �


(-/, �(��

��(/ ��./,#(!

��. �,#�&-

���#�

�#&��(��! �-

� ��&��-.�. �

� �.�#&

� ��"()&)!3

� �&��)''/(#��.#)(-

� , �(-*),.�.#)(

�.#&#.#�-

�."�,

�&�(% �&�(%��),, �-*)(�-�. )��).�-*��#Q#��

Sample Properties Files

�"�� )&&)1#(!�#-��(�� 2�'*��) �."���)(. �(.�) ���.3*#��&�*, )*�,.#�-�Q#&�6

AddressAndPortsScreen.ManagerAddress=10.201.111.91
AddressAndPortsScreen.NewNode=True
UpgradeVerificationScreen.Overwrite=False
LicenseScreen.License.-1=XY-ABCD-ABCDE-ABCDE-ABCDE-ABCDE-ABCDE
DatabaseScreen.DatabaseType=Oracle
DatabaseScreen.Hostname=10.201.xxx.xxx
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DatabaseScreen.Transport=TCP
DatabaseScreen.DatabaseName=XE
DatabaseScreen.Username=DSM
DatabaseScreen.Password=xxxxxxx
AddressAndPortsScreen.ManagerPort=4119
AddressAndPortsScreen.HeartbeatPort=4120
CredentialsScreen.Administrator.Username=masteradmin
CredentialsScreen.Administrator.Password=xxxxxxxx
CredentialsScreen.UseStrongPasswords=False
SecurityUpdateScreen.UpdateComponents=True
SecurityUpdateScreen.UpdateSoftware=True
RelayScreen.Install=True
SmartProtectionNetworkScreen.EnableFeedback=False

Installation Output

�"�  )&&)1#(! #-� -�'*&� )/.*/.  , )' � -/���-- /& #(-.�&&5 )&&)1 �� � 3 �( � 2�'*&� )/.*/.  , )' �  �#&�� #(-.�&&;#(0�&#�&#��(-�<7�"� =�,, ),> .�!
#(�."��., ����#(�#��. �-��� �#&/,�7

Successful Install

�. )**#(!�� , �(���#�, )����*����/,#.3���(�!�,���,0#��777

��. ��.#(!�*, � 0#)/-�0 �,-#)(-�) �� , �(���#�, )����*����/,#.3���(�!�, 777

�*!, ����� �,#Q#��.#)(���, ��(�-�..#(!-�����*. ��777

��.���-����, ��(�-�..#(!-�����*. ��777


#��(-����, ��(�-�..#(!-�����*. ��777

� ��, �--��(��� ),.-���, ��(�-�..#(!-�����*. ��777

�, ���(.#�&-���, ��(�-�..#(!-�����*. ��777

�&&�-�..#(!-�����*. ��5�, ��� 3�.)�� 2��/. �777

�(#(-.�&&#(!�*, � 0#)/-�0 �,-#)(

�. )**#(!���,0#��-

�2., ��.#(!�Q#&�-777

��..#(!��*777

�)((��.#(!�. )�."����.���-�777

�, ��.#(!�."����.���-����"�'�777

�*��.#(!�."����.���-����.�777

�, ��.#(!���-. �,� �'#(�� ��)/(. 777

� ��), �#(!���..#(!-777

�, ��.#(!�� �'*), �,3��#, ��. ),3 777


(-.�&&#(!�� �*),.-777

�, ��.#(!�	�&*�� 3-. �'777

��..#(!��� �/&.�� �-- 1 ), ��� )&#�3777


'*),.#(!��2 �'*&�����/,#.3��, )Q#&�-777

�**& 3#(!����/,#.3��*��. �777

�--#!(#(!�
����#&. �,-�. )��2 �'*&�����/,#.3��, )Q#&�-777

�),, ��.#(!�."��� ),.� ),�."����(�!�,����/,#.3��, )Q#&�777

�),, ��.#(!�."��� ),.�
#-.� ),�."����(�!�, 777

�, ��.#(!�
��
#-.�. )�
!(), �777

�, ��.#(!���"��/&���� �-%-777

�, ��.#(!��--�.�
'*),.�(����(.,#�-777

�, ��.#(!�� /�#. ),�� )&�777

� /�#.#(!777

�*.#'#4#(!777

� ��), �#(!�
(-.�&&�.#)(777

�, ��.#(!��, )*�,.#�-��#&�777

�, ��.#(!��"),. �/. 777

�)(Q#!/,#(!���
777

�)(Q#!/,#(!���,0#��777
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�)(Q#!/,#(!��� 0�����/,#.3 777

�)(Q#!/,#(!��� 0��
)!!#(!777

�&��(#(!��*777

�.�,.#(!����*����/,#.3���(�!�, 777

�#(#-"#(!�#(-.�&&�.#)(777

Failed Install

�"#-�� 2�'*&��-") 1 -�."��)/.*/.�!�(�, �. ���1 "�(�."��*, )*�,.#�-�Q#&���)(.�#(����(�#( 0�&#��&#��(-��-.,#(!6

�. )**#(!�� , �(���#�, )����*����/,#.3���(�!�,���,0#��777

��. ��.#(!�*, � 0#)/-�0 �,-#)(-�) �� , �(���#�, )����*����/,#.3���(�!�, 777

�*!, ����� �,#Q#��.#)(���, ��(�-�..#(!-�����*. ��777

��.���-����, ��(�-�..#(!-�����*. ��777

��.���-���*.#)(-���, ��(�-�..#(!-�����*. ��777

=��� ��>��"��&#��(-���)���3 )/�"� 0���(. �, ���#-�#( 0�&#�7

=��� ��>�
#��(-����, ��(�-�..#(!-�, �$��. ��777

� )&&#(!����%��"�(!�-777
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Deep Security Manager Memory Usage

Configuring the Installer's Maximum Memory Usage

�"� #(-.�&&�, #-�)(Q#!/, �� .) /-� C�� ) �)(.#!/)/- '�'),3 � 3 �� �/&. 7
 ."� #(-.�&&�,  �#&-.) ,/( 3)/ ��( .,3 �)(Q#!/,#(! ."� #(-.�&&�, .) /-�
&�--�'�'),3 7

� (�� ('M" .+ ��-!���&(.'-�(����
�� / �"%��%��-(�-!��"',-�%%�+6

C7 �)�. )�."���#, ��. ),3�1 "�, ��."��#(-.�&&�,�#-�&)��. ��7

D7 �, ��. � � (�1 .� 2. Q#&���&&�� A��(�!�,8�#(�) 1 -8K7G7222272HF70')*.#)(-A), A��(�!�,8
#(/2 8K7G7222272HF70')*.#)(-A5��*�(�#(!
)(�3 )/,�#(-.�&&�.#)(�*&�. ),'�;1 "�, ��A2222A�#-�."���/#&��(/'��,�) �."��#(-.�&&�,<7

E7 � �#.�."��Q#&���3����#(!�."��&#(�6�A8�'2JBB' A�;#(�."#-��2�'*&�5�JBB���) �'�'),3�1#&&����'����� 0�#&��&��.)�."��#(-.�&&�, 7<

F7 �� 0��."��Q#&���(��&�/(�"�."��#(-.�&&�, 7

Configuring the Deep Security Manager's Maximum Memory Usage

�"�����*����/,#.3���(�!�,��� �/&.�-�..#(!� ),�"��*�'�'),3�/-�!��#-�F��7�
.�#-�*)--#�&��. )��"�(!��."#-�-�..#(!7

� (�� ('M" .+ ��-!���&(.'-�(����
�� / �"%��%��-(�-!�����)�� ��.+"-2�
�'� �+6

C7 �)�. )�."�����*����/,#.3���(�!�,�#(-.�&&��#, ��. ),3�;."��-�'���#, ��. ),3��-����*����/,#.3���(�!�,�� 2��/.��&�<7

D7 �, ��. ����(�1�Q#&�7���*�(�#(!�)(�."��*&�. ),'5�!# 0��#.�."�� )&&)1#(!�(�'�6
� �"'�( 0 ,6A���*����/,#.3���(�!�, 70')*.#)(-A7

� �"'.16 A�-'?-70')*.#)(-A7

E7 � �#. ."� Q#&�� 3 ���#(! ."� &#(�6A-Xmx10g A;#( ."#- � 2�'*&�5 ACB!A1#&&'�% � CB�� '�'),3 � 0�#&��&� .) ."� ���* ���/,#.3

��(�!�, 7<

F7 �� 0��."��Q#&���(��, �-.�,.�."�����*����/,#.3���(�!�, 7

G7 � )/ ��( 0�,# 3 ."� (�1 -�..#(! � 3 !)#(! .) � �&"'",-+ �-"(' L � 2,- �& 
'�(+&�-"(' �(� #( ."� � 3-. �' ��.�#&- �, ��5 � 2*�(� 
�'� �+
�(���L�
�&(+2 7��"����2#'/'���'),3�0 �&/��-")/&��() 1�#(�#��. ��."��(�1��)(Q#!/, �.#)(�-�..#(!7
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Deep Security Virtual Appliance Memory Usage

�"�  )&&)1#(! .��&� &#-.-'#(#'/' , ��)''�(��� ���* ���/,#.3 �#,./�& �**&#�(�� '�'),3 �&&)��.#)( ��-�� )( ."� (/'��, ) ��- ��#(!
*, ). ��. ��6

�.&��+�(��/"+-.�%�&��!"'�,���"' �)+ (- ��- ���� 2�-!�����)�� ��.+"-2�� "+-.�%�� ))%"�'� � � �� (&&�'����&�&(+2��%%(��-"('

C8ED F��

EE8HF H��

HGM CB��

Configuring the Deep Security Virtual Appliance's Memory Allocation

�"�(!#(! ."� ���* ���/,#. 3 �#,./�& � **&#�(� �=- '�'), 3 �&&)��.#)( -�..#(!- , �+/#, � - *) 1 �,#(! )  ."� �� � � 0#,./�& '�� "#(�7
�#,./�&�'�� "#(� -�(),'�&&3�*, ). ��. ���� 3�."���#,./�&�� **&#�(� ��1#&&����/(*, ). ��. ���/(.#&�#.�#-�*)1 �, ������ %�)(7

� (�� ('M" .+ ��-!�����)�� ��.+"-2�� "+-.�%�� ))%"�'� � @,�&�&(+2��%%(��-"('6

C7 
(�3 )/,���1 �, ��0�*"�, ��� ����&#�(. 5�,#!".8�&#�%�)(�."���� � ���(��-�&��. � ( 0 �+�L��!.-��( 0'��.�,- 7

D7 �#! ".8�&#�%�)(�."���� � ���! �#(��(��-�&��. � �"-�� �--"' ,777 �"���#,./�&����"#(� �+ ()�+-"�, -�, ��(��#-*&� 3-7

E7 �(�."� 	�+ � 0 �+ � .��5�-�&��. 
�&(+2 �(���"�(!��."��'�'),3��&&)��.#)(�. )�."����-#, ���0 �&/�7

F7 �&#�%�� 7

G7 �#! ".8�&#�%�."���� � ���! �#(��(��-�&��. � ( 0 �+�L�� ( 0 �+��' 7

�). �6
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Deep Security Manager Performance Features

Performance Profiles

���* ���/,#.3 ��(�!�, /-�- �( )*.#'#4�� �)(�/,, �(. $)� -�"��/&�, ."�. �)(-#��,- ."� #'*��.- ) ���" $)� )( ��� 5��.���-� �(� �!�(.9
�**&#�(��-7 � 3 �� �/&. 5(�1 #(-.�&&�.#)(- /-� ."� A�!!, �--#0� A*�, ),'�(�� *, )Q#&�1 "#�" #- )*.#'#4��  ), � ���#��. �� ��(�!�, 7
 ."� ���*
���/,#.3 ��(�!�, #- #(-.�&&�� )( � -3-. �' 1#." )."�, , �-)/, ��8#(. �(-# 0� -) .1 �, � #. '� 3 �� *, � �, ��&� .) /-� ."� A�.�(��, �A *�, ),'�(��
*, )Q#&�7�"� *�, ),'�(�� *, )Q#&���( �� �"�(!�� � 3 (� 0#!�.#(! .) � �&"'",-+ �-"(' L 
�'� �+ �(��, 7� , )' ."#- -�, ��( -�&��. � ��(�!�, ()��
�(��)*�(�."� �+ ()�+-"�, 1#(�) 1 7��, )'�"�, ��."��� �, ),'�(����, )Q#&����(�����"�(!���0#��."���, )*8�) 1(�'�(/7

�"� � �, ),'�(�� �, )Q#&��&-) �)(., )&- ."� (/'��, ) �!�(.9 �**&#�(��8#(#.#�. �� �)((��.#)(- ."�. ."� ��(�!�, 1#&&����*. 7�"� �� �/&. ) ���"
) �."��*�, ),'�(���*, )Q#&�-��  ��.# 0�&3���&�(��-�."���')/(.�) �����*. ��5���&� 3����(��, �$��. ���"��,. ���.-7

Low Disk Space Alerts

Low Disk Space on the Database Host


 ."� ���* ���/,#.3 ��(�!�, , ���# 0�- � A�#-% /&&A�,, ), '�--�!�  , )' ."� ��.���-�5 #.1#&&-.�,. .) 1,#. � � 0�(.- .) #.- ) 1( "�, � �,# 0� �(� 1#&&
-�(���(��'�#&�'�--�!��. )��&&��-�,-�#( ),'#(!�."�'�) �."��-#./�.#)(7��"#-���"� 0#),�#-�().��)(Q#!/, ��&�7


 3)/ �, � ,/((#(! '/&.#*&� ��(�!�, ()��-5 ."� � 0�(.- 1#&&�� 1,#.. �( .) 1 "#�"� 0�, ()�� #- "�(�&#(! ."� � 0�(. 7;� ), '), � #( ),'�.#)( )(
,/((#(!�'/&.#*&��()��-5�-����/&.#8�)�����(�!�,�#(�."��� � �, �(���-��.#)(�) �."��)(&#(��"�&*�),�."��� �'#(#-., �. ),@-��/#��7<

�(���."���#-%�-*����#--/��)(�."����.���-��"�-����(�, �-)&0��5�."����(�!�,�1#&&�1,#. ��."��&)��&&3�-.), �����.��. )�."����.���-�7

Low Disk Space on the Manager Host


 ."� � 0�#&��&� �#-%-*��� )( ."� ��(�!�,  �&&-��&) 1 CBL5."� ��(�!�, !�(�, �. �- � 
) 1 �#-%�*��� �&�,. 7�"#- �&�,. #-*�,. ) ."� (),'�& �&�,.
-3-. �' �(� #-�)(Q#!/, ��&� &#%� �( 3 )."�, 7;� ), '), � #( ),'�.#)( )( �&�,.-5 -�� �%�+- � ('M" .+ �-"(' #( ."� � ('M" .+ �-"(' �'� 
�'� �&�'-
-��.#)(�) �."��)(&#(��"�&*�),�."��� �'#(#-., �. ),@-��/#��7<


 �3)/��, ��,/((#(!�'/&.#*&����(�!�,�()��-5�."��()���1#&&����#��(.#Q#���#(�."���&�,. 7

�"�( ."� ��(�!�,@- � 0�#&��&� �#-%-*���  �&&-��&) 1 G��5 ."� ��(�!�, 1#&&-�(� �( �'�#& '�--�!� .) �&&�-�,- �(� ."� ��(�!�, 1#&&-"/. �) 1(7
�"����(�!�,���(().����, �-.�,. ���/(.#&�."��� 0�#&��&���#-%�-*����#-�!, ��. �,�."�(�G��7

� )/�'/-.�, �-.�,.�."����(�!�,�'�(/�&& 37


 3)/ �, � ,/((#(! '/&.#*&� ()��-5 )(&3 ."� ()�� ."�. "�- ,/( )/. ) �#-%-*��� 1#&&-"/. �) 1(7 �"� )."�, ��(�!�, ()��- 1#&&�)(.#(/�
)*�, �.#(!7

Agentless Protection

Scan Caching

���( ���"#(! #'*, ) 0�- ."� � Q#�#�(�3 ) )(8��'�(� -��(- *�, ),'�� � 3 ."� �#,./�& �**&#�(��7 
. �&#'#(�. �- ."� /((���--�,3 -��((#(! ) 
#��(.#��&��)(. �(.���, )--�'/&.#*&����-�#(�&�, !����1 �, ����*&) 3'�(.-7


(����#.#)(5

: 
(. �!,#.3��)(#. ),#(!�-��(����"#(!�-*���-�/*�
(. �!,#.3��)(#. ),#(!�-��(-�� 3�-"�,#(!�
(. �!,#.3��)(#. ),#(!�-��(�, �-/&.-
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: �(.#8��& 1 �, ��)(8��'�(�����"#(!�-*���-�/*�-��(-�)(�-/�-�+/�(.��&)(��9-#'#&�,���-

: �(.#8��& 1 �, ��� ��&8.#'�����"#(!�-*���-�/*�����)).��(���**&#��.#)(�����--�.#'�

: �)(�/,, �(.����(� ��./, ���&&)1 -� /,."�,�) 0�, �&&�-��(�.#'��#'*, ) 0�'�(.�� 3��&&)1#(!�'/&.#*&����-�. )����-��((����)(�/,, �(.&3

High Availability Environments


 3)/ #(.�(� .) .�%� �� 0�(.�!� ) ��1 �, � 	#! " � 0�#&��#&#.3;	�< ��*��#&#.#�-5 '�% � -/, � ."�. ."� 	� �( 0#,)('�(. #- �-.��&#-"�� �� ), � 3)/
��!#( #(-.�&&#(!���* ���/,#.3 7�&&�� �# " 3*�,0#-),- /-��  ), , ��) 0�,3 )*�, �.#)(- '/-. �� #'*),. �� #(.) ."� ���* ���/,#.3 ��(�!�, 1#." ."�#,
0��(. �, 5."� 3 '/-. �� A*,�*�, ��A5 �(� � ���* ���/,#.3 �#,./�& �**&#�(�� '/-. �� #(-.�&&�� )( ���" )(�7 ��..#(! /* ."� �( 0#,)('�(. #( ."#- 1 � 3
1#&&��(-/,��."�.����*����/,#.3�*, ). ��.#)(�1#&&�,�'�#(�#(��  ��.�� . �,���	��, ��) 0�,3�)*�, �.#)(7

�"�( � �#,./�& � **&#�(� � #-��*&) 3�� #( � ��1 �, � �( 0#,)('�(. ."�. '�% � - /-� ) ."� ��1 �, � �#-.,#�/. �� � � -)/, � � �� "��/&�,
:�� �;5 #.#-#'*),. �(. ."�. ."� � **&#�(� � �)� - (). ! �. 0�).#)(�� �&)(! 1#." ."� 0#,./�& '�� "#(� - �- *�,. ) ."� �� � *, )� � --7
�#,./�& � **&#�(� � - '/-. �� >*#((��> .) ."�#, *�,.#�/&�, � � �# -�, 0�, 7� )/ '/-. ��.#0 � &3� "�(! � ."� �� � -�..#(!-  ), �&&."� �#,./�&
� **&#�(� � - .) >��(/�&> ), >�#-��&��> :, �� )''�(���; -) ."�. ."�3 1#&&(). �� 0�).#)(�� � 3 ."� �� �7 
 � �#,./�& � **&#�(� �
:), �( 3 0#,./�& '�� "#(� -; #- -�. .) >�#-��&��>5 0� �(. �, ��, 0�, �)� - (). '#!, �. � ."�. 0#,./�& '�� "#(� ), *, ) 0#�� '#!, �.#)(
, �� )''�(��.#)(-  ), #.7�"#- #-%()1( �- >*#((#(!> ."� 0#,./�& '�� "#(� .) #.- , �!#-. �, �� ")-. 7�"#- #-."� , �� )''�(��� � )/,-�
) ��.#)(  ), �#,./�& � **&#�(� � - #( � �� � �( 0#,)('�(. 7:� ( �&.�,(�.#0 � #-.) ��*&) 3 ."� �#,./�& � **&#�(� � )(. ) � &)��& -. ), � �-
)**)-�� .) � -"�, �� -. ), �7�"�( ."� �#,./�& � **&#�(� � #-��*&) 3�� )(. ) � &)��&-. ), � #.� �((). �� 0�).#)(�� � 3 �� �7; � ),  /,. "�,
#( ),'�.#)(�)(��� ���(��*#((#(!�0#,./�&�'�� "#(� -�.)���-*��#J#��� � �#�-�, 0�,�� )(-/&.�3 )/,���1 �, ���)�/'�(. �.#)(7


 � 0#,./�& '�� "#(� #-0�).#)(�� � 3 	�  , )' �( � � �# *, ). ��. �� � 3 � �� � � .) �( � � �# ."�. #- (). *, ). ��. �� � 3 � �� � �5 ."�
0#,./�& '�� "#(� 1#&&��� )'� /(*, ). ��. ��7 
 ."� 0#,./�& '�� "#(� #--/�-�+/�(. &30�).#)(�� ��� %.) ."� ),#!#(�& � � �#5#.1#&&().
�/. )'�.#� �&&3�� *, ). ��. �� �! �#( /(&� -- 3)/ "�0 � �, ��. �� �( �0 �(. 8��-�� � �-% .) ��.#0 �. � �(� *, ). ��. � )'*/. �,- ."�. "�0 � ���(
0�).#)(���. )��(�� � �#�1#."��(��0 �#&��&���� � �7�� ),�'), ��#( ),'�.#)(5�-���>�0 �(. 8��-���� �-%->�#(�."�����*����/,#. 3���(�! �,�	� &*7

�). �6

�). �6
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Creating an SSL Authentication Certificate

�"� ���* ���/,#.3 ��(�!�, �, ��. �- � CB83��, -�& 8-#!(�� ��,.#Q#��.�  ), ."� �)((��.#)(- 1#." �!�(.-9 �**&#�(��-5 � �&�3-5 �(� �-�,-@ 1 ��
�, ) 1 -�,-7 	) 1 � 0�, 5 ), ����� -��/,#.3 5."#- ��,.#Q#��.� ��( �� , �*&���� 1#." � ��,.#Q#��.�  , )' � .,/-. �� ��,.#Q#��.� �/."),#.3 ;��<7 ;�/�"
��,.#Q#��.�-��, ��'�#(.�#(���� . �,������*����/,#.3���(�!�,�/*!, ���7<

�(�� !�(�, �. ��5 ."� �� ��,.#Q#��.� '/-. �� #'*),. �� #(.) ."� 7%� 3-. ), � #( ."� , )). ) ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)( �#, ��. ),3 �(� "� 0�
�(��&#�-�) �A. )'��.A7��"�����*����/,#.3���(�!�,�1#&&�."�(�/-��."�.���,.#Q#��. �7

� (��+ ��- ��2 (.+������.-!�'-"��-"('�� �+-"M"��- �6

C7 �) .) ."� ���* ���/,#.3 ��(�!�, #(-.�&&�.#)( �#, ��. ),3 ; ), ."� */,*)-� ) ."�-� #(-.,/�.#)(-5 1 � 1#&&�--/'� #.@-A�6>�+ ( + �&
�"%�,>� +�'��
"�+ (>���)�� ��.+"-2�
�'� �+ A<��(���, ��. ����(�1� )&��,���&&�� ���$ .)$ � 2,- (+�

D7 �)* 3 7$� 2,- (+� �(� � ('M" .+ �-"('7)+ ()�+-"�, .)�."��(�1 &3��, ��. ��� )&��, ���$ .)$ � 2,- (+�

E7 � , )'����)''�(��*, )'*. 5�!)�.)�."�� )&&)1#(!�&)��.#)(6 �6>�+ ( + �&��"%�,>� +�'��
"�+ (>���)�� ��.+"-2�
�'� �+>#+ �>�"'

F7 � /(�."�� )&&)1#(!��)''�(��1 "#�"�1#&&��,��. ����-�& �-#!(�����,.#Q#��. �6

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -genkey -alias tomcat -

keyalg RSA -dname cn=dsmserver

G7 �"))-��*�-- 1 ), �6 �!�' �"-

�� ��6 1�#�"� #-."� � )'')( (�'� ) ."� � �,.#J#��. � 3)/, �� 1#&&-#!(7�)'� ��- , �+/#, � � -*��#J#� (�'� .) -#!( ."�
� �,.#J#��. ��� #!(#(!�� �+/� -.�:���;7��&��-��� )(-/&.�3 )/,����� �'#(�. )�-���# �3 )/�"�0 ��. "�.�*�,.#�/&�,�, �+/#, �'�(. 7

H7 �"�, � #- � (�1 %� 3-. ), � Q#&��, ��. �� /(��, ."� /-�, ")'� �#, ��. ),3 7
 3)/ �, � &)!!�� #( �- A� �'#(#-., �. ),A5� )/ 1#&&-�� ."�
7$� 2,- (+� Q#&��/(��, �6>�(�.&�'-,��'��� �--"' ,>� �&"'",-+ �- (+

I7 �#�1�."��(�1 &3�!�(�, �. �����,.#Q#��. ��/-#(!�."�� )&&)1#(!��)''�(�6

C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

J7 � /(�."�� )&&)1#(!��)''�(��. )��, ��. ����� ��� ),�3 )/,����. )�-#!(6

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -certreq -keyalg RSA -

alias tomcat -file certrequest.csr

K7 ��(� ."� � �+-+�*.�,- 7�,+ .) 3)/, �� .) -#!(7 
( , �./,( 3)/ 1#&&!�. .1 ) Q#&�-7�(� #- � A��,.#Q#��.� , �*&3A�(� ."� -��)(� #-."� ��
��,.#Q#��.��#.-�& 7

CB7 � /(�."�� )&&)1#(!��)''�(��. )�#'*),.�."�������,.�#(�� � � ��.,/-. ���% � 3-. ), �6

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -import -alias root -

trustcacerts -file cacert.crt -keystore "C:\Program Files\ Trend Micro\ Deep Security Manager\

jre\lib\security\cacerts"

CC7 � /(�."�� )&&)1#(!��)''�(��. )�#'*),.�."�������,.#Q#��. ��#(�3)/,�% � 3-. ), �6

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -import -alias root -

trustcacerts -file cacert.crt

;-� 3�3�-�. )�1 �,(#(!�'�--�!�<

�). �6
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CD7 � /(�."�� )&&)1#(!��)''�(��. )�#'*),.�."����,.#Q#��. ��, �*&3�.)�3)/,�% � 3-. ), �6

C:\Program Files\ Trend Micro\ Deep Security Manager\ jre\ bin>keytool -import -alias tomcat -

file certreply.txt

CE7 � /(�."�� )&&)1#(!��)''�(��. )�0#�1�."����,.#Q#��. ���"�#(�#(�3 )/�%� 3-. ), �6

C:\Program Files\Trend Micro\Deep Security Manager\jre\bin>keytool -list -v

CF7 �)* 3 ."� 7%� 3-. ), � Q#&� , )' 3)/, /-�, ")'� �#, ��. ),3 �6>�(�.&�'-, �'� � �--"' ,> � �&"'",-+ �- (+ .) �6>�+ ( + �& �"%�,> � +�'�

"�+ (�>���)�� ��.+"-2�
�'� �+>

CG7 �*�( ."� �)(Q#!/, �.#)(7*, )*�,.#�- Q#&�#(  )&��, �6>�+ ( + �& �"%�,>� +�'� 
"�+ (> ���) � ��.+"-2 
�'� �+ 7
. 1#&&&))%-)'�."#(!
&#%�6

keystoreFile=C\:\\\\Program Files\\\\Trend Micro\\\\Deep Security Manager\\\\.keystore

port=4119

keystorePass=$1$85ef650a5c40bb0f914993ac1ad855f48216fd0664ed2544bbec6de80160b2f

installed=true

serviceName= Trend Micro Deep Security Manager

CH7 � �*&����."��*�-- 1 ), ��#(�."�� )&&)1#(!�-.,#(!6

keystorePass=xxxx

1 "�, ��A1111A#-�."��*�-- 1 ), ��3 )/�-/**&#���#(�-. �*�Q#0�

CI7 �� 0���(���&)-��."��Q#&�

CJ7 � �-.�,.�."�����*����/,#.3���(�!�,�-�,0#��

CK7 �)((��.�. )�."�����*����/,#.3���(�!�,�1#."�3 )/,��, ) 1 -�,��(��3 )/�1#&&�().#���."�.�."��(�1���
���,.#Q#��. ��#-�-#!(���� 3�3)/,���7
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Minimum VMware Privileges for DSVA Deployment (NSX)
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Installing a vSphere Distributed Switch
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Preparing ESXi servers
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Installing the Guest Introspection Service
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Creating NSX Security Groups
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