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T
1. NSX Manager T [Plan & Troubleshoot] %R L %3,
2. [PortMirroring] 2V »y 27 L7,

Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

x - .
[ Port Connection +ADDv PEDIT [ij DELETE ¢ ACTIONS+

@ Traceflow O Session Name ID Session Ty

(& Port Mirroring

2 IPFIX

& Consolidated Capacity

3. +ADD]ZZ Vv ZL%ET,
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Security Inventory Plan & Troubleshoot System

K Port Mirroring Session

+ ADD~v S EDIT [ DELETE {O} ACTIONS v

Local SPAN ID Sessio

Remote SPAN
Remote L3 SPAN

Logical SPAN

4. [Local SPAN] ZiER L T, HEZITVWET,
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Add New Local SPAN Session @ X

1. SELECT TRANSPORT NODE

Session Name

Description

Port Mirroring Session can only be applied between NICs on the same Transport
Node. Select Transport Node and proceed to the choose at least 1 Source PNIC or
VNIC and at least 1 Destination VNIC.

Transport Nodes* v

Direction* Bidirectional v

<>

Packet Truncation

*The source and destination can not be changed after saving the port mirroring

session.

[Session Name] ICt v & a Y2 #AlT 24012 AT L E T,

b. [Transport Nodes] T, 7sZ b & Deep Discovery Inspector D& X
NTWg/—FZ2HERLET,

c. [Direction] T [Bidirectional] Z3#R L T, R~ > > DEZEFE b Z
T4 v EEDET,

d. [NEXT]ZZ2 Vv Z7L%¥7d,

5. 35—V UIILeTARBEIVONICEERL, 122 Vy 27 LT,
ZN % [Selected] IZFR/RL 5,
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Add New Local SPAN Session @ x

2. SELECT SOURCE PNIC

Select Physical Interface

Select VDS* nsxHostSwitch v

O Available (1) (O selected (0)

) vmnicl

No records found

BACK NEXT 1-10f 1rect Max Limit: 6

Encapsulated Packet () Disabled

BACK NEXT

6. [NEXT] 22 Vv ZL%X7,

7. 79—V VIO~ v %#EIR L, [SHOW VIRTUAL INTERFACE
(VNIQ)] 27 Vw7 LT, <> DAL X7 2—R% FRL X7,
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Add New Local SPAN Session @ X

Step A: Select Virtual Machine

(O Available (5) O selected (1)
Q e}
(] DDI5.8 (] Host-02
Host-02
() Host-B
BACK NEXT 1-5o0f 5rec

SHOW VIRTUAL INTERFACE (VNIC) ’

BACK NEXT

8. [NEXT]Zz7VvZL%9,

9. IF—VYYIHDEKZ L (Deep Discovery Inspector) Z R L, [SHOW
VIRTUAL INTERFACE (VNIC)] 227 Vv 27 LT, RA MDA VX Tz —A
ZEIRL XY,
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Add New Local SPAN Session @ X

4. SELECT DESTINATION

Step A: Select Virtual Machine

O Available (5) O selected (1)
Q. Q
DDI_5.8 () DDI_58
(] Host-02
(] Host-B
BACK NEXT 1-5 of 5 rec

I ALIAVAI AIIRTIIAT IMTrERrEA A A IR~ ]

BACK SAVE

10. [SAVE] %227 Vv 27 L%,
11. kv ¥ a UBERINTWBE Z e 2R L5,

Port Mirroring Session

+ ADDv EDIT [i] DELETE O ACTIONS v

D Session Name 1D Session Type Sources

O Local SPAN c662...d809 LocalPortMirrorS... 1Port, 1 Pnic
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RSPAN Z{ L7571 w2 X5—)2JD5%
E
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T
1. NSX Manager T [Plan & Troubleshoot] % ¥R L % 3
2. [PortMirroring] #2 Vv 27 L£7,
Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

= 1 o
& Port Connection + ADD+ PEDIT [ij DELETE <3} ACTIONS v

@ Traceflow O Session Name ID Session T\

[& Port Mirroring

2 IPFIX

& Consolidated Capacity

TV ITERELET,

3. 32
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a. [+ADD]| %727 Vv 2 L%79,
b. [Remote SPAN] # R L £7,

urity Inventory Plan & Troubleshoot System

Port Mirroring Session

+ ADD~ EDIT T[] DELETE {3} ACTIONS v

Local SPAN ID Sessio

Remote SPAN
Remote L3 SPAN

Logical SPAN

c. [Session Name] l2t v > a 2T 242 AL ET,
d. [Session Type] T [RSPAN Source session] Z3Z&R L ¥ 3,
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Add New Remote SPAN Session G X

1. SELECT SESSION TYPE

Session Name

Description

Session Type RSPAN Source session v
Mirror network traffic from virtual machine interfaces to
specific physical NICs over RSPAN VLAN IDs.

Transport Nodes* v

Direction* Bidirectional v

NEXT

e. [Encap. VLANID]!ZVE— h SPANVLAN D ID Z AJL %73,

<>

Encap. VLAN ID* 100

Preserve Orig. VLAN () Disabled

*The source and destination can not be changed after saving the port mirroring

session.

f. [NEXT]ZZ7VUvZL%73,

g. 37—V IOEME~s EFER L, [SHOW VIRTUAL
INTERFACE (VNIC)] 227 Vv Z LT, R~ DA X7z —R
ZERL X9,
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Add New Remote SPAN Session @ X

Step A: Select Virtual Machine

O Available (3) Selected (1)
Q, o
Host-01 Host-01
() Host-A @
() nsx-edge-01

BACK NEXT 1-3of 3 rec

SHOW VIRTUAL INTERFACE (VNIC)

h. [NEXT] %2727 VvZL%73,

i. T—ROIZIAR—triLe 3T 3RE~<> D NIC i1ERL T,
INEXT| 227 Vw27 L%,
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Add New Remote SPAN Session G x

Select Physical Interface

Select VDS* nsxHostSwitch v
(O Available (1) Selected (1)
vmnic1 vmnic1
BACK NEXT 1-10f Trecc Max Limit: 3

*The source and destination can not be changed after saving the port mirroring

cAeeian

4. IT-VVIREHRELET,
a. [+ADD]ZZ2VvZL%7,
b. [Remote SPAN] #3#IRN L 9,
c. [Session Name] iIZt v ¥ a v Zi@ild 242 AN LET,
d. [Session Type] T [RSPAN Destination session] % E&R L ¥ 3,
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Add New Remote SPAN Session @ X

1. SELECT SESSION TYPE

Session Name PSPAN Dst
Description
Session Type RSPAN Destination session v

Mirror network traffic from RSPAN VLAN IDs to specific

virtual machine interfaces.

Transport Nodes * 10.209.27.142 v

Direction*

e. [NEXT|ZZ2VvZL%T,
f. [RSPAN VLANID] TV %— I SPANVLAN @ ID Zf§E L £,

4

AE
IT-YYIHRVIANDID IZI 57—V Y ZILVLANDID [T
HHIZNENRHD T,
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Add New Remote SPAN Session @ x

2. SELECT SOURCE

RSPAN VLAN ID*
100

“The source and destination can not be changed after saving the port mirroring

INEXT] %22 Vv 27 LET,

h. 35—V YZ%DKR I (Deep Discovery Inspector) % 4R L .
[SHOW VIRTUAL INTERFACE (VNIC)] #27 V v 27 L C. {8 NIC %
EIRLETS,

Add New Remote SPAN Session @ X

Step A: Select Virtual Machine

O Available (5) O selected (1)
Q. Q
DDI_5.8 () DDI5.8
(] Host-02
(] Host-B
BACK NEXT 1-5o0f5 rec
‘ SHOW VIRTUAL INTERFACE (VNIC)
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i. [NEXT]%2Z27VvZ L %9,
5. kv alrMEREINTWBEZ e 2ERLET,

Port Mirroring Session

+ ADD~ A EDIT [ DELETE {0} ACTIONS v

Session Name ID Session Type
PSPAN Dst 4d95...9481 RspanDstMirrorSession
RSPAN Src 133a...3ec8 RspanSrcMirrorSession

ERSPAN 2R LT F5 70 v IS5—=)20D
R
ERSPAN Z{#H L T, AlD ESXi N4 28— NA HFE/F VLAN FO S T4 v
VEEMRL, V749 0% 1O EDI T UV IRITERBLET,
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[y NI =24 &7 —X | HET, (FHREDE R 27V 7 LE
T

[ b=V E—+3I 53—V % T, ERSPAN [T 34 >~
RIz—AD BN ZAICLT, IP7 FLAZEELET,

FYEI—DA4XFTT-R

Fy MI—G ST v IOFvIFv. 52T BERMTINZa—F1 2 F%TDCE 7y M-S bS50 v S5 TEEICRB LT BEL,
[ ERAPU—ADVIANS S ZHeR L THEEEERITS

X5 IT—R &3 MACP FL-R

AT—HR ER® hFUEEhEUE—bS5—UST @
=ik 4 % 10000F- 10000 Mbps x
R—p1 Ed 4 10000F: 10000 Mbps x [

Bt

NSX Manager T [Plan & Troubleshoot] % &R L 3,
[Port Mirroring] 227 Vv 27 L X9,

Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

[& Port Connection

+ ADD+v S EDIT [i] DELETE {3} ACTIONS v
@ Traceflow O

Session Name ID Session Ty

[& Port Mirroring
2 IPFIX

& Consolidated Capacity

[+ADD] 22 Vv 7 LET,

[Remote L3 SPAN] Z#IR L £ 73,
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urity Inventory Plan & Troubleshoot System

Port Mirroring Session

+ ADD~v A EDIT [ DELETE {3 ACTIONS v

Local SPAN ID Sessio

Remote SPAN
Remote L3 SPAN

Logical SPAN

8. [Session Name] I2t v > a v ##ilT 2402 AL E T,

9. [Encapsulation] T# 7LD F5i%E%#E IR L £3 ([GRE] %721
[ERSPAN TWO]),

_ﬁ AR
[ERSPAN THREE] 2 {#f 5 % Y MEPRET I HE51HDET, FL UK
~A4 71 TlX. [GRE] £7-1% [ERSPAN TWO] Z{FH T2 v 2 B#H L %
‘3‘0
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Add New Remote L3 SPAN Session @ X

1. SELECT SESSION TYPE

Session Name Remote L3 SPAN

Description

Encapsulation* GRE v

GRE Key <

Direction* Bidirectional v
R A

Packet Truncation v

*The source and destination can not be changed after saving the port mirroring

session.

NEXT

10. [NEXT| %22 Vv 27 L%,

11. 27—V Y7o~ v %#IR L, [SHOW VIRTUAL INTERFACE
(VNIQ)] 27 Vw7 LTI~ DA V&2 72— % #EIN L, [NEXT]
AR YA
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Add New Remote L3 SPAN Session @ X

Step A: Select Virtual Machine

O Available (8) Selected (1)
Q Q
() DDI_5.8 Host-01
Host-01 @
()] Host-02
BACK NEXT 1- 8 of 8 re
SHOW VIRTUAL INTERFACE (VNIC)

BACK NEXT

12. 39—V VIO~ Y (KA M) DAL v F2ER L T,
[NEXT] %2 Vv 27 LET,
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Add New Remote L3 SPAN Session @ X

Q. JCLC T L\WVJIICAL Qvvier

O Available (7) Selected (1)
Q, Q
(J < LS-Overlay oo ket
[J % LS-VLAN @
< LS-WEB
BACK NEXT 1-7of 7 rec Max Limit: 1

*The source and destination can not be changed after saving the port mirroring

session.

BACK NEXT

13. 3 5—=VY %D IP 7 KL X (Deep Discovery Inspector IZFHE ST
WA TEMEDIP 7 FLR) Z AN LT, [SAVE] 22V vy 27 LET,
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Add New Remote L3 SPAN Session A X

4. SELECT DESTINATION

IP Address™
10.209.27.155

*The source and destination can not be changed after saving the port mirroring

BACK SAVE

14. vy ¥ a UPEREINTWBE Z L Z2HERLE T,

Port Mirroring Session

+ ADDv £ EDIT [ DELETE {8} ACTIONS v

[:] Session Name ID Session Type

] Remote L3 SP... 0el5..e362 L3PortMirrorSession

RIE SPAN ZEAHLE NS 70 v O =S5—=) 25
DERTE

M SPAN Z{HEH LT, FUWEAAL vy F EONI T4 v 7 RBEHL. bF
T4av 2% 12O EDIZ—) U RICEELE T,
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1. NSX Manager T [Plan & Troubleshoot] Z#ER L £ 3,
2. [PortMirroring] 27 Vv 27 LE7,

Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

a, 3 .
& Port Connection + ADD+ PEDIT [ij DELETE <3} ACTIONS v

@ Traceflow O Session Name ID Session T\

[& Port Mirroring

~

£ IPFIX

& Consolidated Capacity

3. +ADD]ZZ Vv 7 L%,

4. [Logical SPAN] %#{R L 3,
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surity Inventory Plan & Troubleshoot System

Port Mirroring Session

+ ADD~v /EDIT [i] DELETE {3 ACTIONS v

Local SPAN ID Ses!

Remote SPAN
Remote L3 SPAN

Logical SPAN

5. [Session Name] l2t v a 2T 2&H2 AL ET,

6. [Logical Switch] T, RBHEAD I 77—V ¥ ZILHELE XN TV 5 imH R
4 v FEBERLET,
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Add New Logical SPAN Session G X

1. SELECT LOGICAL SWITCH

Session Name Logical SPAN

Description

Logical Switch* LS-WEB| v
Direction* Bidirectional v

<>

Packet Truncation

*The source and destination can not be changed after saving the port mirroring

session.

NEXT

7. [NEXT]|ZZ7Vv2ZL%73,
8. IT—VVIIUEFERLT, [NEXT] 227 Vv 27 L%ET,
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Add New Logical SPAN Session @ x

2. SELECT SOURCE

Select Logical Ports

O Available (3) O selected (1)

o, Q

(J) DDI_5.8.vmx@d9441a10-5fbe... () Host-0l.vmx@9f60a2a0-594...

Host-0Ol.vmx@9f60a2a0-594...

(] Host-02.vmx@29fad828-91fa...

BACK NEXT 1-3of 3 Lo Max Limit: 6

*The source and destination can not be changed after saving the port mirroring

BACK NEXT

9. IT—VYUIEEEIRLT, [SAVE]ZZ7 Vv 7 L%,

session.

ﬁ’ AR
IV UTEBRRENBVEGE, 37 -V TENRI SV Ut

FUCAA v F RICFET 2 Z e 2R L TR E W,
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Add New Logical SPAN Session @ x

3. SELECT DESTINATION

Select Logical Ports

O Available (3) O selected (1)

DDI_5.8.vmx@d9441a10-5fbe... () DDI_5.8.vmx@d9441a10-5fbe...
(] Host-Ol.vmx@9f60a2a0-594...

(] Host-02.vmx@29fad828-91fa..

BACK NEXT 1-3of 3 Lo Max Limit: 3

*The source and destination can not be changed after saving the port mirroring

sessjion.

BACK SAVE

10. By ¥ayMERINTVWE I ZHELET,

Port Mirroring Session

+ ADD~v A EDIT [ DELETE ¢ ACTIONS v~

[:] Session Name ID Session Type g

O Logical SPAN 14e2...1ce3 LogicalLocalPortMirrorSession
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