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1. NSX Manager T [Plan & Troubleshoot] Z &R L £7°,
2. [PortMirroring] #7 V v 7 L7,

Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

a ' )
(& Port Connection + ADDv EDIT [i] DELETE <3 ACTIONS v

@ Traceflow O Session Name ID Session Ty

(& Port Mirroring

2 IPFIX

& Consolidated Capacity

3. [+ADD] %7 Vv 7 LET,
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Security Inventory Plan & Troubleshoot System

K Port Mirroring Session

+ ADD~v S EDIT [ DELETE {O} ACTIONS v

Local SPAN ID Sessio

Remote SPAN
Remote L3 SPAN

Logical SPAN

4. [Local SPAN] #ZER L C, ZTEEXITWVET,
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Add New Local SPAN Session @ X

1. SELECT TRANSPORT NODE

Session Name

Description

Port Mirroring Session can only be applied between NICs on the same Transport
Node. Select Transport Node and proceed to the choose at least 1 Source PNIC or
VNIC and at least 1 Destination VNIC.

Transport Nodes* v

Direction* Bidirectional v

<>

Packet Truncation

*The source and destination can not be changed after saving the port mirroring

session.

[Session Name] |12 v 3 2RI+ 24812 A LET,

b. [Transport Nodes] T, 7" A & Deep Discovery Inspector 23El &
NTWD /—FZ@RLET,

c. [Direction] T [Bidirectional] 23R L C, M~ v DEZE T
T4 T EEDET,

INEXT]| %27 Vv 7 LET,

5. 39—V Ut ARMBA~IUDONICEREIRL, P22V v 7 LT,
Fh% [Selected] IZF R LET,

e
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Add New Local SPAN Session @ x

2. SELECT SOURCE PNIC

Select Physical Interface

Select VDS* nsxHostSwitch v

O Available (1) (O selected (0)

) vmnicl

No records found

BACK NEXT 1-10f 1rect Max Limit: 6

Encapsulated Packet () Disabled

BACK NEXT

6. [NEXT] %7 VY v7 LET,

7. I7—V TR~ 2RI L, [SHOW VIRTUAL INTERFACE
(VNI %227 U w27 LT, I~ v DA v 2T =2 —AZBIR L7,
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Add New Local SPAN Session @ X

Step A: Select Virtual Machine

(O Available (5) O selected (1)
Q e}
(] DDI5.8 (] Host-02
Host-02
() Host-B
BACK NEXT 1-5o0f 5rec

SHOW VIRTUAL INTERFACE (VNIC) ’

BACK NEXT

8. [NEXT] %7 U vZ LET,

9. I7—VU 7% DAKRA | (Deep Discovery Inspector) Zi%R L, [SHOW
VIRTUAL INTERFACE (VNIC)] #7 UV v 7 LT, RA MDA U FZ T =— A
ZIER L E T,
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Add New Local SPAN Session @ X

4. SELECT DESTINATION

Step A: Select Virtual Machine

O Available (5) O selected (1)
Q. Q
DDI_5.8 () DDI_58
(] Host-02
(] Host-B
BACK NEXT 1-5 of 5 rec

I ALIAVAI AIIRTIIAT IMTrERrEA A A IR~ ]

BACK SAVE

10. [SAVE] %227 U >/ LE7,
11. By a UMER SN TWS Z L 2R LET,

Port Mirroring Session

+ ADDv EDIT [i] DELETE O ACTIONS v

D Session Name 1D Session Type Sources

O Local SPAN c662...d809 LocalPortMirrorS... 1Port, 1 Pnic
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2. [PortMirroring] #7 U v 7 L7,
Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

= 1 o
& Port Connection + ADD+ PEDIT [ij DELETE <3} ACTIONS v

@ Traceflow O Session Name ID Session T\

[& Port Mirroring
2 IPFIX

& Consolidated Capacity
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a. [+ADD] %7 Vv 7 LET,
b. [Remote SPAN] Z R L £,

urity Inventory Plan & Troubleshoot System

Port Mirroring Session

+ ADD~ EDIT T[] DELETE {3} ACTIONS v

Local SPAN ID Sessio

Remote SPAN
Remote L3 SPAN

Logical SPAN

c. [Session Name] ({2 v a v ZiBld+ 5482 A LET,
d. [Session Type] T [RSPAN Source session] &R L 7,
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Add New Remote SPAN Session G X

1. SELECT SESSION TYPE

Session Name

Description

Session Type RSPAN Source session v
Mirror network traffic from virtual machine interfaces to
specific physical NICs over RSPAN VLAN IDs.

Transport Nodes* v

Direction* Bidirectional v

NEXT

e. [Encap. VLANID]|Z VU E— F SPANVLAN ® ID # A/J L E7,

<>

Encap. VLAN ID* 100

Preserve Orig. VLAN () Disabled

*The source and destination can not be changed after saving the port mirroring

session.

f. [NEXT] %7 YUvZ7 LET,

g. 77—V 7O~ &L, [SHOW VIRTUAL
INTERFACE (VNIC)] #7 VU v 7 LC, A~ > o DA L H T = —A
BERLET,
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Add New Remote SPAN Session @ X

Step A: Select Virtual Machine

O Available (3) Selected (1)
Q, o
Host-01 Host-01
() Host-A @
() nsx-edge-01

BACK NEXT 1-3of 3 rec

SHOW VIRTUAL INTERFACE (VNIC)

h. [NEXT] %272 VU v 27 LET,

L T 0xs 2AR— R e T M~ 2O NIC #BIRL T,
INEXT]| %7 Vv 7 LET,
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Add New Remote SPAN Session G x

Select Physical Interface

Select VDS* nsxHostSwitch

(O Available (1) Selected (1)

vmnic1 vmnic1

BACK NEXT 1-10f Trecc Max Limit: 3

*The source and destination can not be changed after saving the port mirroring

cAeeian

4. I TV T HERELET,

a. [+ADD] %7 VU v7 L%,

b. [Remote SPAN] Z %R L £,
[Session Name] (2t v v a V&I 24012 AT LET,
[Session Type] T [RSPAN Destination session] % 4R L £ 7,

&
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Add New Remote SPAN Session @ X

1. SELECT SESSION TYPE

Session Name PSPAN Dst
Description
Session Type RSPAN Destination session v

Mirror network traffic from RSPAN VLAN IDs to specific

virtual machine interfaces.

Transport Nodes * 10.209.27.142 v

Direction*

e. [NEXT| %7 VU v2 LET,
f. [RSPAN VLANID] CVY%£— k SPANVLAN ® ID #f8E L £,

HH

Y

2
RT—=VUIHVLANDIDIZI 77—V 2752 VLAN D ID LU T
HOHVENRH Y 9,
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Add New Remote SPAN Session @ x

2. SELECT SOURCE

RSPAN VLAN ID*
100

“The source and destination can not be changed after saving the port mirroring

INEXT]| %7 Vv 7 LET,

7=V 7 S%DAERA L (Deep Discovery Inspector) -8R L |
[SHOW VIRTUAL INTERFACE (VNIC)] 7 VU v 7 LT, {48 NIC %
HEIRL £,

Add New Remote SPAN Session

@ X
Step A: Select Virtual Machine
O Available (5) O selected (1)
Q, o}

DDI_5.8 () DDI_5.8
(] Host-02
(] Host-B

BACK NEXT 1-5o0f 5 rec

‘ SHOW VIRTUAL INTERFACE (VNIC)




Deep Discovery Inspector VMMware NSX-T iR— k25— U5 HA K

i. [NEXT] %7 Vv 27 LET,
5. Byl a UMMERENTWA Z L 2R LET,

Port Mirroring Session

+ ADD~ A EDIT [ DELETE {0} ACTIONS v

Session Name ID Session Type
PSPAN Dst 4d95...9481 RspanDstMirrorSession
RSPAN Src 133a...3ec8 RspanSrcMirrorSession

ERSPAN 2R L= FS5 72499 SS5—) 25D

ERSPAN & L C., B/ ESXi /NA /= A P E/ZIXVLAN EDO T 7 4 v
THEEMRL, T 74 v 7% 1OULEDIT—) T RITEELET,

{8
ESX o Deep
Discovery
Inspector

FIE

1. Deep Discovery Inspector FEl =Y — /LT [FE] > [V AT LK IE] >
(XY NT—2 A 27 x—RA] DIEITEIRLET,
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Ry PV—=2 A2 72— X EHE T, FMREDER] 227 Y v 7 LE
‘é—o

B 7eubsnizE—F 77—V 75T, ERSPAN (2T 5 A >
BT 2—AD [HR A2A N LT, IPT FLAZEELET,

FYEI—DA4XFTT-R

Fy MI—G ST v IOFvIFv. 52T BERMTINZa—F1 2 F%TDCE 7y M-S bS50 v S5 TEEICRB LT BEL,
[ ERAPU—ADVIANS S ZHeR L THEEEERITS

X5 IT—R &3 MAC? BL-Z AT—HR ER® hFUEEhEUE—bS5—UST @
R+ g2 4%, 10000F: 10000 Mbps x

b F—% /& 10000F: 10000 Mbps x [ it

NSX Manager C [Plan & Troubleshoot] % &R L %9,
[Port Mirroring] #7 U v 7 L¥7,

Home Networking Security Inventory Plan & Troubleshoot System

« Port Mirroring Session

= i .
& Port Connection + ADD~v PEDIT [ij DELETE 43} ACTIONS v

@ Traceflow O Session Name ID Session T\

[& Port Mirroring
2 IPFIX

& Consolidated Capacity

[+ADD) %27 VU w27 LET,

[Remote 1.3 SPAN] Z &R L £,
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urity Inventory Plan & Troubleshoot System

Port Mirroring Session

+ ADD~v A EDIT [ DELETE {3 ACTIONS v

Local SPAN ID Sessio

Remote SPAN
Remote L3 SPAN

Logical SPAN

8. [Session Name] |2t v g v &R+ 2402 A1 LET,

9. [Encapsulation] T# 7 /(LD Fi{k%Z @I L £ 3 ([GRE] £ 721%
[ERSPAN TWO]).

_ﬁ FE
[ERSPAN THREE] # i 92 L MR BET HHER"HV EF, FL UK
<A 7 1T, [GRE] £7-1% [ERSPAN TWO] 2+ 52 L2 BEH L £
7,
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Add New Remote L3 SPAN Session @ X

1. SELECT SESSION TYPE

Session Name Remote L3 SPAN

Description

Encapsulation* GRE v

GRE Key <

Direction* Bidirectional v
R A

Packet Truncation v

*The source and destination can not be changed after saving the port mirroring

session.

NEXT

10. [NEXT]| %27 Vv 7 LE7,

11. 29—V 7Dt~ %K L, [SHOW VIRTUAL INTERFACE
(VNIO1Z 727 VU w7 LT~ DA v 27 2 — A% SR L, [NEXT]
7 Vv 7 LET,
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Add New Remote L3 SPAN Session @ X

Step A: Select Virtual Machine

O Available (8) Selected (1)
Q Q
() DDI_5.8 Host-01
Host-01 @
()] Host-02
BACK NEXT 1- 8 of 8 re
SHOW VIRTUAL INTERFACE (VNIC)

BACK NEXT

12. IT7=V VDB~ (KA R) OFBA AL v F AR T,
[NEXT] %27 V> 27 LET,




VMware NSX-T TOR— kI 5—1 %

Add New Remote L3 SPAN Session @ X

Q. JCLC T L\WVJIICAL Qvvier

O Available (7) Selected (1)
Q, Q
(J < LS-Overlay oo ket
[J % LS-VLAN @
< LS-WEB
BACK NEXT 1-7of 7 rec Max Limit: 1

*The source and destination can not be changed after saving the port mirroring

session.

BACK NEXT

13. I7—VU 7D IP T KL A (Deep Discovery Inspector |ZfiE X T
WO TENMEDTIP 7 RLRA) Z AL T, [SAVE]Z2 U v 7 LET,
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Add New Remote L3 SPAN Session A X

4. SELECT DESTINATION

IP Address™
10.209.27.155

*The source and destination can not be changed after saving the port mirroring

BACK SAVE

14. By a UIMER SN TWS Z L 2R LET,

Port Mirroring Session

+ ADDv £ EDIT [ DELETE {8} ACTIONS v

[:] Session Name ID Session Type

] Remote L3 SP... 0el5..e362 L3PortMirrorSession

MESPAN ZFEALI- S0 99 3I5—1)205
DEXTE

FHERSPAN A LT, MUMEAAS v F O N T 74w 7 HEHRHL, +T
T4 HELIOUEDIT—Y U RICEELET,
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FIE
1. NSX Manager C [Plan & Troubleshoot] %8R L £ 7,

2. [PortMirroring] #7 U v 7 LE7,

Home Networking Security Inventory Plan & Troubleshoot System
« Port Mirroring Session
& Port Connection + ADD+ PEDIT [ij DELETE <3} ACTIONS v
@ Traceflow O Session Name ID Session T\

[& Port Mirroring
2 IPFIX

& Consolidated Capacity

3. [+ADD] %7V v LET,

4. [Logical SPAN] &R L £,
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surity Inventory Plan & Troubleshoot System

Port Mirroring Session

+ ADD~v /EDIT [i] DELETE {3 ACTIONS v

Local SPAN ID Ses!

Remote SPAN
Remote L3 SPAN

Logical SPAN

5. [Session Name] I2® v g 2T 54802 AN LET,

6. [Logical Switch] T, ABHFAD I 77—V » 7 EAEE STV D w2
Ay FEBRLES,
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Add New Logical SPAN Session G X

1. SELECT LOGICAL SWITCH

Session Name Logical SPAN

Description

Logical Switch* LS-WEB| v
Direction* Bidirectional v

<>

Packet Truncation

*The source and destination can not be changed after saving the port mirroring

session.

NEXT

7. INEXT] %72V > 7 LET,
8. IT7—VUUuAEEIRLC, [NEXT| 227V v 27 LET,




Deep Discovery Inspector VMMware NSX-T iR— k25— U5 HA K

Add New Logical SPAN Session @ X
2. SELECT SOURCE
Select Logical Ports
O Available (3) O selected (1)
Q

Q

(J) DDI_5.8.vmx@d9441a10-5fbe... () Host-0l.vmx@9f60a2a0-594...

Host-0Ol.vmx@9f60a2a0-594...

(] Host-02.vmx@29fad828-91fa...

BACK NEXT 1-3of 3 Lo Max Limit: 6

*The source and destination can not be changed after saving the port mirroring

BACK NEXT

STV ERIRLTC, [SAVE| 227 U v 7 LET,

session.

;ﬁﬁﬁ
LTV UTERFRSNG WSS, STV U TERI T ot
FCAA T LICAHET D2 Z L 2B LTS EE0y,
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Add New Logical SPAN Session @ x

3. SELECT DESTINATION

Select Logical Ports

O Available (3) O selected (1)

DDI_5.8.vmx@d9441a10-5fbe... () DDI_5.8.vmx@d9441a10-5fbe...
(] Host-Ol.vmx@9f60a2a0-594...

(] Host-02.vmx@29fad828-91fa..

BACK NEXT 1-3of 3 Lo Max Limit: 3

*The source and destination can not be changed after saving the port mirroring

sessjion.

BACK SAVE

10, By va U MERESRTWAZ L 2R LET,

Port Mirroring Session

+ ADD~v A EDIT [ DELETE ¢ ACTIONS v~

[:] Session Name ID Session Type g

O Logical SPAN 14e2...1ce3 LogicalLocalPortMirrorSession
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