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Documentation

The documentation set for Deep Discovery Email Inspector includes the

following:

TABLE 1. Product Documentation

DOCUMENT

DESCRIPTION

Administrator's Guide

PDF documentation provided with the product or
downloadable from the Trend Micro website.

The Administrator’s Guide contains detailed instructions on
how to deploy, configure and manage Deep Discovery Email
Inspector, and provides explanations on Deep Discovery Email
Inspector concepts and features.

Installation and Deployment
Guide

PDF documentation provided with the product or
downloadable from the Trend Micro website.

The Installation and Deployment Guide discusses
requirements and procedures for installing and deploying
Deep Discovery Email Inspector.

Syslog Content Mapping
Guide

The Syslog Content Mapping Guide contains information on
event logging formats supported by Deep Discovery Email
Inspector.

Quick Start Card

The Quick Start Card provides user-friendly instructions on
connecting Deep Discovery Email Inspector to your network
and on performing the initial configuration.

Readme The Readme contains late-breaking product information that is
not found in the online or printed documentation. Topics
include a description of new features, known issues, and
product release history.

Online Help Web-based documentation that is accessible from the Deep

Discovery Email Inspector management console.

The Online Help contains explanations of Deep Discovery Email
Inspector components and features, as well as procedures
needed to configure Deep Discovery Email Inspector.
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DOCUMENT DESCRIPTION

Support Portal The Support Portal is an online database of problem-solving
and troubleshooting information. It provides the latest
information about known product issues. To access the
Support Portal, go to the following website:

https://success.trendmicro.com

View and download Deep Discovery Email Inspector documentation from
the Trend Micro Documentation Center:

http://docs.trendmicro.com/en-us/home.aspx/

Audience

The Deep Discovery Email Inspector documentation is written for IT
administrators and security analysts. The documentation assumes that the
reader has an in-depth knowledge of networking and information security,
including the following topics:

+  Network topologies
- Email routing
. SMTP

The documentation does not assume the reader has any knowledge of
sandbox environments or threat event correlation.

Document Conventions

The documentation uses the following conventions:



http://success.trendmicro.com
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TABLE 2. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain commands
and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs, and
options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file names,

and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Configuration notes

ﬁ’ Note

Q Tip Recommendations or suggestions

— Information regarding required or default configuration
Important . A
< settings and product limitations

ﬁ WARNING!

Critical actions and configuration options

About Trend Micro

Trend Micro, a global leader in cybersecurity, is passionate about making the
world safe for exchanging digital information today and in the future.
Artfully applying our XGen™ security strategy, our innovative solutions for
consumers, businesses, and governments deliver connected security for data
centers, cloud workloads, networks, and endpoints.
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Optimized for leading environments, including Amazon Web Services,
Microsoft®, and VMware®, our layered solutions enable organizations to
automate the protection of valuable information from today’s threats. Our
connected threat defense enables seamless sharing of threat intelligence and
provides centralized visibility and investigation to make organizations their
most resilient.

Trend Micro customers include 9 of the top 10 Fortune® Global 500
companies across automotive, banking, healthcare, telecommunications,
and petroleum industries.

With over 6,500 employees in 50 countries and the world’s most advanced
global threat research and intelligence, Trend Micro enables organizations to
secure their connected world. https://www.trendmicro.com



https://www.trendmicro.com




@y Renn

Chapter1

Introduction

Topics include:

About Deep Discovery Email Inspector on page 1-2

What's New on page 1-2




Trend Micro Deep Discovery Email Inspector Installation and Deployment Guide

About Deep Discovery Email Inspector

Deep Discovery Email Inspector stops sophisticated targeted attacks and
cyber threats by scanning, simulating, and analyzing suspicious links and
attachments in email messages before they can threaten your network.
Designed to integrate into your existing email network topology, Deep
Discovery Email Inspector can act as a Mail Transfer Agent in the mail traffic
flow or as an out-of-band appliance silently monitoring your network for
cyber threats and unwanted spam messages.

What's New

TABLE 1-1. New Features in Deep Discovery Email Inspector 5.1

FEATURE DESCRIPTION

Certificate management You can manage certificates in Deep Discovery Email
Inspector to enable secure console access and SMTP
communication in Transport Layer Security (TLS)
environments.

Email address modification Deep Discovery Email Inspector provides the email
address modification feature that allows you to:

Rewrite sender or recipient addresses in message
envelops or message headers

Rewrite domains in email addresses

Enhanced TLS communications TLS communications has been enhanced in Deep
Discovery Email Inspector to support the following:

TLS1.3

Secure connections for message transfer based on
specified domains and IP addresses

DANE for outbound messages Deep Discovery Email Inspector supports DANE (DNS-
based Authentication of Named Entities) to secure
outbound messages by verifying SMTP server identity.




Introduction

FEATURE

DESCRIPTION

Enhanced policy settings

The policy management feature has been enhanced to
provide the following settings:

Send a blind carbon copy (BCC) of detected
messages to specified recipients

Change the recipients of detected messages
Configure sender-recipient exceptions in policies
Configure address groups as policy objects
Internal email spoofing prevention

Apply message stamps based on policy rules

Sender and recipient validation for
Inbound messages

Deep Discovery Email Inspector provides the following
security settings to enhance inbound message security:

Reject messages from unknown sender IP
addresses or domains

Reject messages to unknown recipients

Match message header FROM address for sender
filtering

Enhanced Time-of-Click protection

The Time-of-Click protection feature has been
enhanced to include the following:

Customization of redirect pages for detected URLs

Syslog forwarding for detected URLs

Enhanced Virtual Analyzer

The Virtual Analyzer has been enhanced to include the
following features:

Open Document file type for sandbox analysis

Windows 10 20H1 image support
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FEATURE

DESCRIPTION

Improved detection capability

Deep Discovery Email Inspector provides increased
protection by improving its detection capabilities. This
release supports the following:

ALG and EGG archive files for scanning

Decryption of password-protected ALG and EGG
archive files and Open Document files for scanning

URL extraction from Open Document files for
scanning

DLP forensic data display on the Detections
screens

Enhanced approved and blocked
senders lists

Configuration of the approved and blocked senders lists
has been enhanced to include the following:

Sender list import and export

Wildcard support for email domain setting

Enhanced license management

The license management feature has been enhanced to
support gateway-only license on Deep Discovery Email
Inspector for gateway deployment.

New fiber network interface card
(NIC) support

Deep Discovery Email Inspector supports additional
data ports with 10Gbps fiber NIC installation on
hardware models 7200 and 9200.

Deep Discovery Director 5.3
integration

Deep Discovery Email Inspector supports integration
with Deep Discovery Director 5.3.

Deep Discovery Analyzer 7.0
integration

Deep Discovery Email Inspector supports integration
with Deep Discovery Analyzer 7.0 to enable Linux ELF
and shell script file submissions.

Enhanced virtualized deployment

Deep Discovery Email Inspector supports virtual
appliance installation on VMware ESXi 6.7 and 7.0.




Introduction

FEATURE

DESCRIPTION

Inline migration support

Deep Discovery Email Inspector provides users with the
option of automatically migrating the settings from the
following versions to 5.1:

. Deep Discovery Email Inspector 5.0

. Deep Discovery Email Inspector 3.6
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Chapter 2

Deployment

Topics include:
Deployment Overview on page 2-2
Network Topology Considerations on page 2-2

Recommended Network Environment on page 2-9

Items to Prepare on page 2-10
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Deployment Overview

The following procedure provides an overview for planning the deployment
and installing Deep Discovery Email Inspector.

ﬁ Note

If you are migrating from an older version of Deep Discovery Email Inspector,
see the Upgrading Firmware topic in the Deep Discovery Email Inspector
Administrator’s Guide for the version of Deep Discovery Email Inspector that is
currently deployed.

Procedure
1. Decide the deployment mode.
See Network Topology Considerations on page 2-2.
2. Review the system requirements.
See System Requirements on page 3-2.
3. Install Deep Discovery Email Inspector.

See Installing Deep Discovery Email Inspector on a Hardware Appliance on
page 3-10.

4. Configure the Deep Discovery Email Inspector network settings and
access the management console.

See the Get Started chapter of the Deep Discovery Email Inspector
Administrator's Guide.

Network Topology Considerations

Deploy Deep Discovery Email Inspector between the firewall or an edge
Message Transfer Agent (MTA) and the network's internal mail servers.
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Make sure that the management interface eth0 (on the back of the appliance)
is accessible via TCP port 22 for the Command Line Interface (SSH) and TCP
port 443 for the management console (HTTPS).

BCC Mode

While in BCC mode, Deep Discovery Email Inspector acts as an out-of-band
appliance that does not interfere with network traffic. Deep Discovery Email
Inspector discards all replicated email messages after they are checked for
threats. No replicated email messages are delivered to the recipients.

Use BCC mode to understand how Deep Discovery Email Inspector processes
email messages and identifies risks before fully deploying the product as an
MTA. Configure an upstream MTA to mirror email traffic and handle
message delivery. Deep Discovery Email Inspector sends alert notifications
whenever a suspicious email message passes through the network, but does
not deliver email messages.

The following figure shows how an email message passes through a network
with Deep Discovery Email Inspector deployed in BCC mode. The email
message enters the network and routes through the anti-spam gateway. The
anti-spam gateway sends the email message through the network to the
recipient and sends a copy of the email message to Deep Discovery Email
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Inspector. Deep Discovery Email Inspector investigates and then discards
the email message.

&
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FIGURE 2-1. BCC Mode

MTA Mode

While in MTA mode, Deep Discovery Email Inspector serves as a Message
Transfer Agent (MTA) in the line of the mail traffic flow.

You can deploy Deep Discovery Email Inspector as an edge or non-edge MTA.

When Deep Discovery Email Inspector is deployed as a non-edge MTA in a
network, an email message enters the network and routes through the relay
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MTA to Deep Discovery Email Inspector. The following figure shows an

example.

RER

N
Mail Servers

FIGURE 2-2. Non-edge MTA

When you deploy Deep Discovery Email Inspector as an edge MTA in your
email network, Deep Discovery Email Inspector receives email messages
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from a routing gateway and performs the user-defined actions on detected
messages.

Internet

t)oo

DDEI

%‘%

Mail Servers

FIGURE 2-3. Edge MTA

If the email message passes inspection, Deep Discovery Email Inspector
routes the email message to downstream MTAs. Based on the policy
configuration, Deep Discovery Email Inspector performs user-configured
actions on messages that detected as spam or graymail, contain malicious
file attachments, embedded URLs, content violations, or suspicious message
characteristics. Deep Discovery Email Inspector then notifies recipients.

SPAN/TAP Mode

While in SPAN/TAP mode, Deep Discovery Email Inspector acts as an out-of-
band appliance that does not interfere with network traffic. Deep Discovery
Email Inspector discards all replicated email messages after they are
checked for threats. No replicated email messages are delivered to the
recipients.
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Configure a switch or network tap to send mirrored traffic to Deep Discovery
Email Inspector. Deep Discovery Email Inspector sends alert notifications
whenever a suspicious email message passes through the network, but does
not deliver email messages.

The following figure shows how an email message passes through a network
with Deep Discovery Email Inspector deployed in SPAN/TAP mode. The
email message enters the network and routes through the switch or network
tap. The switch or network tap sends the email message through the network
to the recipient and sends a copy of the email message to Deep Discovery
Email Inspector. Deep Discovery Email Inspector investigates and then
discards the email message.
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FIGURE 2-4. SPAN/TAP Mode




Trend Micro Deep Discovery Email Inspector Installation and Deployment Guide

ﬁ Note

Deep Discovery Email Inspector virtual appliances installed in Microsoft
Hyper-V do not support SPAN/TAP mode.

Apex Central Deployment

In a network topology containing multiple Deep Discovery Email Inspector
appliances, Apex Central can aggregate log and suspicious objects data,
generate reports, and update product components. Optionally single sign-on
(SSO) through Apex Central to the management console of any registered
Deep Discovery Email Inspector appliance.

The following figure shows how email messages pass through a network with
multiple Deep Discovery Email Inspector appliances configured in MTA
mode and registered to Apex Central. Each Deep Discovery Email Inspector
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appliance independently processes email messages as an MTA while
management is centralized through Apex Central.

Internet
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FIGURE 2-5. Apex Central Deployment

.

Endpoints

For details about configuring Apex Central settings, see Deep Discovery Email
Inspector Administrator's Guide.

Recommended Network Environment

Deep Discovery Email Inspector requires connection to a management
network. After deployment, administrators can perform configuration tasks
from any computer on the management network.
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Connection to a custom network is recommended to simulate malware
behavior when connecting to the Internet. For best results, Trend Micro
recommends an Internet connection without proxy settings, proxy
authentication, and connection restrictions.

The networks must be independent of each other so that malicious objects in
the custom network do not affect entities in the management network.

Typically, the management network is the organization’s Intranet, while the
custom network is an environment isolated from the Intranet, such as a test
network with Internet connection.

Items to Prepare

REQUIREMENT DETAILS
Activation Code Obtain from Trend Micro
Monitor and VGA cable Connects to the VGA port of the appliance
USB keyboard Connects to a USB port of the appliance
USB mouse Connects to a USB port of the appliance
Ethernet cables Connect to the management and data ports

Required: Management port (eth0) of the appliance to the
management network

Recommended: Data port (ethl, eth2, or eth3) connects to
the custom network

Optional: Unused data ports connect to the mail network
for mail routing and monitoring
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REQUIREMENT

DETAILS

Internet-enabled computer

Access to the management console from a computer with the
following software installed:

A supported web browser:

. Microsoft Internet Explorer® 11
«  Microsoft Edge™

+  Google Chrome™ 66 or later

. Mozilla Firefox® 59 or later

IP addresses

+  Required: One IPv4 address in the management network
. Recommended: One IPv4 address for the custom network

«  Optional: Two IPv4 addresses for the mail network and
one IPv6 address for the management network

Third party software
licenses

Licenses for all third party software installed on sandbox
images
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Chapter 3

Installation

Topics include:
System Requirements on page 3-2

Ports Used by the Appliance on page 3-5

Installing Deep Discovery Email Inspector on a Hardware Appliance on page
3-10
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System Requirements

This section includes the following requirements information for Deep
Discovery Email Inspector:
Hardware Host Appliance Requirements on page 3-2

Virtual Host Appliance Requirements on page 3-2

Requirements to Access Deep Discovery Email Inspector on page 3-4

Hardware Host Appliance Requirements

You can deploy Deep Discovery Email Inspector as a hardware appliance or
virtual appliance in your network. Trend Micro provides the Deep Discovery
Email Inspector appliance hardware. No other hardware is supported.

Deep Discovery Email Inspector is a self-contained, purpose-built, and
performance-tuned Linux operating system. A separate operating system is
not required.

Virtual Host Appliance Requirements

Deep Discovery Email Inspector supports installation on VMware ESXi 6.7 or
7.0, Microsoft Hyper-V on Windows Server 2016 or 2019. Deep Discovery
Email Inspector virtual appliances do not support nested virtual machines.

ﬁ Note

For file or URL sandbox analysis, connect Deep Discovery Email Inspector
virtual appliances to Deep Discovery Analyzer.

Trend Micro recommends the following minimum specifications based on
your licensed model's throughput.
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TABLE 3-1. Specifications for Virtual Appliance

VIRTUAL DEEP
MESSAGES VIRTUAL MEMORY VIRTUAL VIRTUAL DISCOVERY
PER DAY CPUs* (GB) Disk NICs** ANALYZER 1100
APPLIANCE***
300K 3 10 500 GB Refertothe | 1per2Deep
following Discovery Email
table Inspector virtual
appliances
700K 6 16 1TB Refer to the | 1foreach Deep
following Discovery Email
table Inspector virtual
appliance

The following table shows the minimum virtual NIC requirements for each
operation mode.

TABLE 3-2. Minimum virtual NIC requirements

OPERATION MODE VIRTUAL NICs VIRTUAL NICs USED
REQUIRED
BCC 1 . ETHO (data/management port)
MTA 1 . ETHO (data/management port)
SPAN/TAP 3 . ETHO (management port)
ETH1 (reserved)
ETH2 (data port)
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ﬁ Note

* The virtual CPUs require a minimum speed of 2.3 GHz with hyper-threading
support, Virtualization Technology (VT), and 64-bit architecture.

** Virtual NICs require a minimum speed of 1000 Mb/s. Trend Micro supports
only the VMXNET 3 network adapter on ESXi. If you configure more than three
virtual NICs for the virtual appliance, only the last two ports can be used for
SPAN/TAP mode.

***Trend Micro recommends configuring two Virtual Analyzer images with 60
instances on a Deep Discovery Analyzer 1100 appliance to analyze up to 16000
samples per day.

Requirements to Access Deep Discovery Email Inspector

The following table lists the minimum requirements to access the Command
Line Interface and the management console that manage Deep Discovery
Email Inspector.

TABLE 3-3. System Access Requirements

APPLICATION REQUIREMENTS DETAILS
SSH client SSH protocol version 2 Set the Command Line Interface
terminal window size to 80 columns
and 24 rows.
Internet Explorer™ Version 11 Use only a supported browser to

access the management console.
Microsoft Edge™ Windows 10 .
Using the data port IP address you
Mozilla Firefox™ Version 75 or later set during the initial configuration,
specify the following URL:

™ i
Google Chrome Version 81 or later https://

[Appliance_IP_Address]:443
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ﬁ Note

Trend Micro recommends viewing the console using a monitor that
supports 1280 x 1024 resolution or greater.

By default, SSH service is disabled and is not started when enabled. To
enable SSH service, see configure service ssh enable on page 4-13. To start
SSH service, see start service ssh on page 4-27.

Integrated Trend Micro Products

For seamless integration, make sure that the Trend Micro products that
integrate with Deep Discovery Email Inspector run the required or
recommended versions.

TABLE 3-4. Trend Micro Products and Services that Integrate with Deep Discovery Email

Inspector
PRODUCT/ SERVICE VERSION

Deep Discovery Director - On- « 53

premises version

Deep Discovery Analyzer - 7.0
6.9

Apex Central . 2019

Smart Protection Server . 3.3
3.2

TippingPoint Security Management |- 54

System (SMS) 53

Ports Used by the Appliance

The following table shows the ports that are used with Deep Discovery Email
Inspector and why they are used.
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TABLE 3-5. Ports used by Deep Discovery Email Inspector

outbound

PORT PROTOCOL FUNCTION PURPOSE
22 TCP Listening Endpoints connect to Deep Discovery
Email Inspector through SSH.
25 TCP Listening MTAs and mail servers connect to Deep
Discovery Email Inspector through
SMTP.
53 TCP/UDP Outbound Deep Discovery Email Inspector uses this
port for:
DNS resolution
Sender authentication (SPF, DKIM,
DMARC) query
80 TCP Listening and Deep Discovery Email Inspector

connects to other computers and
integrated Trend Micro products and
hosted services through this port.

Connect to the Customer Licensing
Portal to manage the product
licenses

Query Community File Reputation
Services

+ Query Community Domain/IP
Reputation Services

Query Web Reputation Services
through the Smart Protection
Network

. Upload virtual analyzer images to
Deep Discovery Email Inspector
using the image import tool

. Communicate with Trend Micro
Apex Central if Deep Discovery
Email Inspector is registered over
HTTP
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PORT PrRoOTOCOL FUNCTION PURPOSE

123 UDP Outbound Deep Discovery Email Inspector
connects to the NTP server to
synchronize time.

161 TCP Listening Deep Discovery Email Inspector uses this
port to listen for requests from SNMP
managers.

162 TCP Outbound Deep Discovery Email Inspector

connects to SNMP mangers to send
SNMP trap messages.
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PORT

PrRoOTOCOL

FUNCTION

PURPOSE

443

TCP

Listening and
outbound

Deep Discovery Email Inspector uses this
port to:

+ Query Predictive Machine Learning
engine
+ Query Web Inspection Service

Access the management console
with a computer through HTTPS

. Communicate with Trend Micro
Apex Central

Connect to the Smart Protection
Network and query Web Reputation
Services

Connect to Trend Micro Threat
Connect

+ Send anonymous threat
information to Smart Feedback

. Update components by connecting
to the ActiveUpdate server

« Send product usage information to
Trend Micro feedback servers

+  Verify the safety of files through the
Certified Safe Software Service

Communicate with Deep Discovery
Director - On-premises version

+  Share threat intelligence
information and exception list with
other products

4459

TCP

Listening and
outbound

Endpoints connect to the End-User
Quarantine console on Deep Discovery
Email Inspector through this port.
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PORT PrRoOTOCOL FUNCTION PURPOSE

5274 TCP Outbound Deep Discovery Email Inspector uses this
port as the default port to connect to the
Smart Protection Server for web
reputation services.

User-defined N/A Outbound Deep Discovery Email Inspector uses
specified ports to:

Send logs to syslog servers

Share threat intelligence with
integrated products/services

Upload detection logs to SFTP
servers

Communicate with and Check Point
Open Platform for Security (OPSEC)

Connect to an LDAP server for third-
party authentication and LDAP
query

Deep Discovery Email Inspector Installation

Deep Discovery Email Inspector is available as a hardware or virtual
appliance.

Hardware appliance | Trend Micro provides two server models with Deep Discovery Email
Inspector pre-installed. After you have received your Deep Discovery
Email Inspector appliance, configure network settings using the
Command Line Interface (CLI) to gain access to the management
console.

For more information, see Configuring Management Console Access on
page 3-19.
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Virtual appliance Deep Discovery Email Inspector supports installation on VMware ESXi
6.7 or 7.0, and Microsoft Hyper-V on Windows Server 2016 or 2019.

For more information, see Virtual Host Appliance Requirements on
page 3-2.

Installing Deep Discovery Email Inspector on a Hardware
Appliance

O Important
&

The Deep Discovery Email Inspector appliance comes with the appliance
software installed. The following procedure provides a reference for fresh
installs only.

Trend Micro provides the Deep Discovery Email Inspector appliance
hardware. No other hardware is supported. For information about software
requirements, see System Requirements on page 3-2.

WARNING!

The installation deletes any existing data or partitions on the selected disk.
Back up existing data before installing Deep Discovery Email Inspector.

Procedure
1. Power on the server.

2. Insertthe Deep Discovery Email Inspector Installation DVD into the
optical disc drive.

3. Restart the server.

4. The server boots from the Deep Discovery Email Inspector Installation
DVD and the installation begins. Select Install Appliance.
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Deep Discovery Email Inspector

Install Appliance

Install Appliance via Serial Console
it

Installation Install the appliance on the serwver

After the setup initializes, the License Agreement screen appears.

5. Click Accept.
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TREND. Deep Discovery Email Inspector

License Agreement

: READ CAREFULLY. LICENSE/PURCHASE/USE OF TREND MICRO SOFTWARE AND APPLIANCES BY BUSINESS, GOVERNMENTAL, AND OTHER

LEGAL ENTITIES IS SUBJECT TO THE FOLLOWING LEGAL TERMS AND CONDITIONS. A DIFFERENT TREND MICRO AGREEMENT GOVERNS THE

LICENSE/PURCHASE/USE OF TREND MICRO PRODUCTS THAT ARE PUBLISHED BY TREND MICRO FOR PERSONAL USE, HOME USE, AND/OR CONSUMER
E.

3
TREND MICRO GLOBAL BUSINESS SOFTWARE AND/OR
APPLIANCE AGREEMENT

Trial and P:

Use: This Business Software and Appliance Agreement supersedes all prior versions published by Trend Micro with respect to
transactions consummated on or after the Effective Date

: 1 May 2017

English/Multi-Country

IF COMPANY AND TREND MICRO HAVE ENTERED INTO A MANUAL/ELECTRONIC SIGNATURE-BEARING CORPORATE LICENSE AGREEMENT (OR OTHER
SIMILAR DOCUMENT) WITH RESPECT TO THE LICENSE/SALE OF ANY TREND MICRO soFTWAnE, APPLIANCE, OR MAINTENANCE, THEN SUCH AGREEMENT
WILL GOVERN AND CONTROL THE PossEssmN/usE OF ANY PRODUCTS LICENSED OR S COMPANY THEREUNDER AND THIS AGREEMENT WILL
HAVE NO EFFECT WITH RESPECT THERI THERWISE, THE TERMS AND CONDITIONS OF THls AGI\EEMENT SHALL GOVERN AND CONTROL COMPANY'S
LICENSE/PURCHASE, POSSESSION, AMD usE OF ALL PRODUCTS ACQUIRED HEREUNDER. UNLESS PROHIBITED UNDER MANDATORY APPLICABLE LAW
WITHOUT THE POSSIBILITV oF WRITTEN WAIVEII, IF COMPANV IS PRESENTED A VERSION OF TREND MICRO'S TERMS AND CONDITIONS OF AGREEMENT

(SUCH AS “SHRINK: CLICK-WRAP* R SIMILAR DOCUMENT) THAT IS DATED PRIOR TO THE EFFECTIVE DATE (EACH A "PRIOR VERSION")
THAT MAY APPEAR Ann REQUIRE coMPAuvs ACCEI’TANCE DURING THE REGISTRATION/INSTALLATION/DEPLOYMENT OF SUCH PRODUCT, THEN
COMPANY AGREES THAT ITS ACCEPTANCE OF SUCH PRIOR VERSION SHALL BE DEEMED To BE ACCEPTANCE OF THIS AGREEMENT FOR ALL PURPOSES

AND SUCH PRIOR VERSION WILL BE MERGED INTO AND BY THIS . Any r different terms or conditions
proposed by Company in any Company-issued document (such as an Order), are hereby rele(ted by Trend Micro and ex(luded herefrom.
i Entire Agreement; Not a Master Agreed

1.1 Entire Agreement. This Agreement is binding on Company and Trend Micro when referenced or incorporated in a Quote from Trend Micro or a Reseller
that directs Company to the website at which this Agreement is posted and Company places an Order for Products in response to such Quote that is accepted by
Trend Micro by issuance of a License Certificate to Company for the Ordered Products. If no such Quote is provided to Company but nevertheless Company places an
Order for Products with Trend Micro or a Reseller. the Parties agree that such Order. if accepted by Trend Micro by issuance of a License Certificate to Company for
the Ordered Products, is licensed/sold on the terms and subject to the conditions set forth in this Agreement (including all policies, procedures, and websites
referenced herein) and the issued License Certificate that is incorporated herein by reference and made a part of this Agreement for all purposes. The Parties agree
that this Aqreemenr is the final, complete, and exclusive statement of the agreement between the Parties with respect to the subject matter hereof, and any prior
written agr or advertising of Trend Micro whether oral or written; course of dealing between the Parties or usage of the trade:
Orders; or descriptions that are not specifically set forth in this Agreement with respect to the subject matter hereof, are all merged into and superseded by this
Agreement. In entering into this Agreement, each Party represents and warrants to the other Party that it is NOT relying on any extrinsic representation, warranty,
covenant, promise. forbearance, or inducement of any kind or nature that is or was made by any person that is not specifically set forth in this Agreement. By
downloading. installing, deploying. and/or using any Trend Micro Product obtained by Company for which a Trend Micro License Certificate is issued by Trend Micro to
Company. Company ratifies and confirms its agreement to this Agreement (including the License Certificate) as the sole and exclusive terms, conditions, limitations,
and exclusions governing the purchase/license of such Products. Direct questions and concerns about this to: legal com.

1.2 Not a Master Purchase Agreement. Company acknowledges that this is NOT a master purchase agreement for subsequent purchases of Products, but
rather. this Aareement onlv apolies to each instant ourchase/license of Products bv Company. Each subseauent procurement/license of Products bv Company will be

Decline Accept

6. Select the device to install Deep Discovery Email Inspector.
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10.

@IBEEE Deep Discovery Email Inspector

Installation involves repartitioning of the disks. All data on the disks will be lost.

Select the disks to use for this installation.

DELL PERC H330 Adp
sda / 931GB free

1 disk selected; 931 GB capacity.
Unselected disks will not be modified.

Quit Continue

Click Continue.
At the warning message, click Yes to continue.

The Deep Discovery Email Inspector installer scans the hardware to
determine that it meets the minimum specifications.

Click Next.

The Summary screen appears.

Click Continue to begin the installation.
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TREND. Deep Discovery Email Inspector

Hardware Profile

Processor Model
Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz (32 cores)
Processor Speed
2100.000 MHz
System Memory
60.97 GB
Keyboard
us
Timezone
Coordinated Universal Time
Lang
en_US.UTF-8
Storage
[sda] Model: DELL PERC H330 Adp Vendor: DELL Size: 931 GB
Network
[ethO ]  Driver: tg3
[ethl ]  Driver: tg3
[eth2 ] Driver: tg3
[eth3 ]  Driver: tg3

Select Disks Continue

11. Atthe warning message, click Continue.
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12.

13.

14.

Repartition Disks

Warning

The following disks will be repartitioned and all data will
be lost:

sda

Do you want to continue?

Select Disks Continue

After formatting the disk, the program installs the operating system. The
Deep Discovery Email Inspector appliance installs after the appliance
restarts.

Remove the Installation DVD from the optical disc drive to prevent
reinstallation.

Configure network settings to access the management console.
For details, see Configuring Management Console Access on page 3-19.
Open the management console.

For details, see The Management Console on page 3-20.

For information about configuring Deep Discovery Email Inspector, see
the Deep Discovery Email Inspector Administrator's Guide.
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Installing Deep Discovery Email Inspector on a Virtual
Appliance

WARNING!

Back up any existing data on the target hard disk before installing Deep
Discovery Email Inspector. The installation process formats and repartitions
the hard disk and removes all existing data.

O Important
&

You must separately license VMware ESXi and such use is subject to the
terms and conditions of the VMware license agreement for that product.

Deleting an eth port on the Deep Discovery Email Inspector virtual
appliance requires reinstallation.

Procedure

1.

Create a virtual appliance.
For details, see Creating a New Virtual Appliance on page 6-1.

When installing Deep Discovery Email Inspector on a VMware ESXi
server, disable the snapshot feature for the virtual appliance to preserve
hard disk space.

Start the virtual machine.
Perform the following tasks:

a. Insertthe Deep Discovery Email Inspector installation DVD into the
physical CD/DVD drive of the hypervisor server.

b. Connect the virtual CD/DVD drive of the virtual appliance to the
physical CD/DVD drive of the hypervisor server.

c. Connect the virtual CD/DVD drive of the virtual appliance to the ISO
file.
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Restart the virtual appliance.

a. Inthe VMware vSphere Client, go to Virtual Machine > [virtual
machine name].

b. Click Console and select Open browser console.

c. Onthe console screen that appears, click Actions on the top-left
corner and click Guest OS > Send keys > Ctrl-Alt-Delete.

The installation screen appears.

Deep Discovery Email Inspector

Install Appliance

Install Appliance via Serial Console

Installation - Install the appliance on the server

Select Install Appliance and press ENTER. Then, follow the procedure
in Installing Deep Discovery Email Inspector on a Hardware Appliance on
page 3-10 to complete the installation process.

(Optional) Remove the DVD to prevent reinstallation.

Configure network settings to access the management console.
For details, see Configuring Management Console Access on page 3-19.
Open the management console.

For details, see The Management Console on page 3-20.
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For information about configuring Deep Discovery Email Inspector, see
the Deep Discovery Email Inspector Administrator's Guide.

Setting Options for Virtual Appliance in ESXi

Configure settings in ESXi to enable Deep Discovery Email Inspector
management console navigation.

Procedure

1. Go toVMware ESXi > Virtual Machines, and right-click the appliance
name and select Edit Settings....

The settings screen appears.

2. On the Settings screen, click the VM Options tab and select VMware
Tools.

3. Disable the Synchronize guest time with host option.

(3 Edit settings - New Virtual machine {(ESXi 7.0 U1 virtual machine)
- VMware Tools
Power Operations ™

1 1]
[» PowerOn!/Resume VM
-]

Run VMware Tools Scripts

Tools Upgrades [[Jcheck and upgrade Vidware Toals before each power on

Time [ synchronize guest time with host

» Power management Expand for power management seftings

| Save || Cancel
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Configuring Management Console Access

After completing the installation, the server restarts and loads the Command
Line Interface (CLI). Configure Deep Discovery Email Inspector network
settings to gain access to the management console.

The following procedure explains how to log on to the CLI and configure the
following required network settings:

Management IP address and netmask
Host name
DNS

Gateway

Procedure
1. Logon to the CLI with the default credentials.
User name: admin
Password: ddei
2. Atthe prompt, type enable and press Enter to enter privileged mode.
3. Type the default password, trend#1, and then press Enter.
The prompt changes from > to #.
4. Configure network settings with the following command:
configure network basic

5. Configure the following network settings and press Enter after typing
each setting.

ﬁ Note

IPv6 settings are optional.
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Host name

IPv4 address
Subnet mask

IPv4 gateway
Preferred IPv4 DNS
Alternate IPv4 DNS
IPv6 address

Prefix length

IPv6 gateway
Preferred IPv6 DNS
Alternate IPv6 DNS

6. TypeY to confirm settings and restart.

Deep Discovery Email Inspector implements specified network settings
and then restarts all services.

The initial configuration is complete and the management console is
accessible.

The Management Console

Deep Discovery Email Inspector provides a built-in management console
that you can use to configure and manage the product.

View the management console using any supported web browser. For
information about supported browsers, see Requirements to Access Deep
Discovery Email Inspector on page 3-4.

For information about configuring required network settings before
accessing the management console, see Configuring Management Console
Access on page 3-19.
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To log on, open a browser window and type the following URL:

https://<Appliance IP Address>

Note

The default management console IP address / subnet mask is 192.168.252.1/
255.255.0.0.

You can log on to the Deep Discovery Email Inspector management console
using one of the following methods:

Logging On Using Local Accounts on page 3-21
Logging On With Single Sign-On on page 3-21

Logging On Using Local Accounts

Procedure

1. Onthe Log On screen, type the logon credentials (user name and
password) for the management console.

Use the default administrator logon credentials when logging on for the
first time:

User name: admin
Password: ddei
2. Click LogOn.

3. Ifthisis the first time you log on, change the account password before
you can access the management console.

Logging On With Single Sign-On

If you configure the required settings for SAML integration on Deep
Discovery Email Inspector, users can access the Deep Discovery Email
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Inspector management console using their existing identity provider
credentials.

For information, see the Deep Discovery Email Inspector Administrator's Guide.

Procedure
1. Onthe Log On screen, select a service name from the drop-down list.
2. Click Single Sign-on (SSO).

The system automatically navigates to the logon page for your
organization.

3. Follow the on-screen instructions and provide your account credentials
to access the Deep Discovery Email Inspector management console.




@y Renn

Chapter 4

Using the Command Line Interface

Topics include:
Using the CLI on page 4-2
Entering the CLI on page 4-2

Command Line Interface Commands on page 4-3
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Using the CLI

Use the Command Line Interface (CLI) perform the following tasks:
Configure initial settings, such as the device IP address and host name
Restart the device
View device status

Debug and troubleshoot the device

ﬁ Note

Do not enable scroll lock on your keyboard when using HyperTerminal. If scroll
lock is enabled, you cannot enter data.

Entering the CLI

To log on to the CLI, either connect directly to the server or connect using
SSH.

Procedure
To connect directly to the server:
a. Connect a monitor and keyboard to the server.

b. Logon tothe CLI.

Note

The default credentials are:
User name: admin

Password: ddei

If the SSH service is enabled, do the following to connect using SSH:
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a. Verify the computer you are using can ping Deep Discovery Email
Inspector’s IP address.

b. Use an SSH client to connect to Deep Discovery Email Inspector's IP
address and TCP port 22.

Note

The default IP address / subnet mask is 192.168.252.1/
255.255.0.0.

Command Line Interface Commands

The Deep Discovery Email Inspector CLI commands are separated into two
categories: normal and privileged commands. Normal commands are basic
commands to obtain system information and to perform simple tasks.
Privileged commands provide full configuration control and advanced
monitoring and debugging features. Privileged commands are protected by
the enable command and password.

Entering Privileged Mode

WARNING!

Enter the shell environment only if your support provider instructs you to
perform debugging operations.

Procedure
1. Logon to the CLI.
See Entering the CLI on page 4-2.
2. Atthe prompt, type enable and press ENTER to enter privileged mode.

3. Type the default password, trend#1, and then press ENTER.
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The prompt changes from > to #.

CLI Command Reference

The following tables explain the CLI commands.

ﬁ Note

CLI commands require privileged mode. For details, see Entering Privileged
Mode on page 4-3.

configure product management-port

TABLE 4-1. configure product management-port

Set the management port IP address

Syntax:

configure product management-port [ipv4 | ipv6] <ip> <mask>

View Privileged

Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings
<ip>: IP address for the interface

<mask>: Network mask for the NIC

Example:

To set the management port IPv4 address:

configure product management-port ipv4 192.168.10.21 255.255.255.0
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configure product operation-mode

TABLE 4-2. configure product operation-mode

Set the Deep Discovery Email Inspector operation mode

Note

Deep Discovery Email Inspector virtual appliances installed in Microsoft Hyper-V do not
support SPAN/TAP mode.

Syntax:

configure product operation-mode [BCC | MTA | TAP]

View Privileged

Parameters BCC: Deploy in BCC mode
MTA: Deploy in MTA mode

TAP: Deploy in SPAN/TAP mode

Example:

To deploy in BCC mode:

configure product operation-mode BCC

configure network basic

TABLE 4-3. configure network basic

Configures basic network settings, including host name, IP address, subnet mask, gateway,
and DNS.

Syntax:

configure network basic

View Privileged

Parameters None

Examples:
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xxxNetwork Configurationxxx

Specify value for each item and press ENTER. Settings apply to the
management port (Eth0) and require a restart.

Host name: mail.com

IPv4 address: 10.64.70.151
Subnet mask: 255.255.254.0
IPv4 gateway: 10.64.70.1
Preferred IPv4 DNS: 10.64.1.55
Alternate IPv4 DNS: 10.64.1.54
IPv6 address:

Prefix length:

IPv6 gateway:

Preferred IPv6 DNS:

Alternate IPv6 DNS:

Confirm changes and restart (Y/N):

configure network dns

TABLE 4-4. configure network dns

Configures DNS settings for the Deep Discovery Email Inspector device.

Syntax:

configure network dns [ipv4 | ipv6] <dnsl> <dns2>

View Privileged
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Parameters

ipva4: Configure IPv4 settings
ipv6: Configure IPv6 settings
<dns1>: Primary DNS server

<dns2>: Secondary DNS server

ﬁ Note

Use a space to separate the primary and secondary DNS value.

Examples:

configure network

To configure the primary DNS with an IP address of 192.168.10.21:

dns ipv4 192.168.10.21

configure network

To configure the primary and secondary DNS with the following values:
. Primary DNS: 192.168.10.21

+ Secondary DNS:192.168.10.22

dns ipv4 192.168.10.21 192.168.10.22

configure network hostname

TABLE 4-5. configure network hostname

Configures the host name for the Deep Discovery Email Inspector device.

Syntax:

configure network

hostname <hostname>

View Privileged

Parameters <hostname>: The host name or fully qualified domain name (FQDN) for
the Deep Discovery Email Inspector device

Examples:

configure network

To change the host name of the Deep Discovery Email Inspector device to test.host.com:

hostname test.example.com
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configure network interface

TABLE 4-6. configure network interface

Configures the IP address for the network interface card (NIC).

Syntax:

configure network interface [ipv4 | ipv6] <interface> <ip> <mask>

View Privileged

Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings
<interface>: NIC name

<ip>: IP address for the interface

<mask>: Network mask for the NIC

Example:

To configure an NIC with the following values:
+ Interface: etho

«  IPv4address: 192.168.10.10

«  IPv4 subnet mask: 255.255.255.0

configure network interface ipv4 eth® 192.168.10.10 255.255.255.0

configure network teaming reinit

TABLE 4-7. configure network teaming reinit

Disables network interface card (NIC) teaming and restores network card configuration

Syntax:

configure network teaming reinit

View Privileged

Parameters None
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Example:

To disable NIC teaming:

configure network teaming reinit

configure network route add

TABLE 4-8. configure network route add

Adds a new route entry

Syntax:

configure network route add [ipv4 | ipv6] <ip_prefixlen> <via> <dev>

View Privileged

Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings

<ip_prefixlen>: Destination network ID with format IP_Address/
Prefixlen

<via>: IP address of the next hop

<dev>: Device name

Example:

To add a new route entry:

configure network route add ipv4 172.10.10.0/24 192.168.10.1 ethl

configure network route default

TABLE 4-9. configure network route default

Sets the default route

Syntax:

configure network route default [ipv4 | ipv6] <gateway>
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View Privileged

Parameter ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings

<gateway>: IP address of default gateway

Example:

To set the default route for the Deep Discovery Email Inspector appliance:

configure network route default ipv4 192.168.10.1

configure network route del

TABLE 4-10. configure network route del

Deletes a route

Syntax:

configure network route del [ipv4 | ipv6] <ip_prefixlen> <via> <dev>

View Privileged

Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings

<ip_prefixlen>: Destination network ID with format IP_Address/
Prefixlen

<via>: IPv4 address of the next hop

<dev>: Device name

Example:

To delete a route for the Deep Discovery Email Inspector appliance:

configure network route del ipv4 172.10.10.0/24 192.168.10.1 ethl
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configure network route del default/default ipvé

TABLE 4-11. configure network route del default/default ipvé

Deletes the default IPv6 gateway

Syntax:

configure network route del default ipv6 <gateway> <device>

View Privileged

Parameters gateway: IPv6 Address of the default gateway

device: Link local to IPv6 default gateway

Example:

To delete the default IPv6 gateway fe80::20c:29ff:fe75:b579 on device eth0: configure
network route del default ipve fe80::20c:29ff:fe75:b579 etho

configure service nscd disable

TABLE 4-12. configure service nscd disable

Disables the name service cache daemon (nscd) at system startup.

Syntax:

configure service nscd disable
View Privileged
Parameters None
Example:

To disable the name service cache daemon at system startup:

configure service nscd disable
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configure service nscd enable

TABLE 4-13. configure service nscd enable

Enables the name service cache daemon (nscd) at system startup.

Syntax:

configure service nscd enable
View Privileged
Parameters None
Example:

To enable the name service cache daemon at system startup:

configure service nscd enable

configure service ssh disable

TABLE 4-14. configure service ssh disable

Disables SSH on all network interface cards (NIC).

Syntax:

configure service ssh disable
View Privileged
Parameters None
Examples:

To disable SSH on all NICs:

configure service ssh disable
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configure service ssh enable

TABLE 4-15. configure service ssh enable

Enables SSH on one specific network interface card (NIC).

Syntax:

configure service

ssh enable

View Privileged
Parameters None
Examples:

To enable SSH:

configure service

ssh enable

configure service ssh port

TABLE 4-16. configure service ssh port

Change SSH service port.

Syntax:

configure service

ssh port <port>

View

Privileged

Parameters

port: configure the SSH service port

<port>: SSH service port number

Example:

To change the SSH service port to 56743: configure service ssh port 56743
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configure service ntp

TABLE 4-17. configure service ntp

Synchronize the Deep Discovery Email Inspector system time with an NTP server.

Syntax:

configure service ntp [enable | disable | server-address <address>]

View Privileged

Parameters enable: Enable NTP
disable: Disable NTP

server-address: Configure the NTP server address

<address>: Specify the FQDN or IP address of the NTP server

Examples:

To configure the NTP server address as 192.168.10.21:

configure service ntp server-address 192.168.10.21

To enable synchronization with the NTP server:

configure service ntp enable

configure system date

TABLE 4-18. configure system date

Configures the time and date and saves the data in CMOS.

Syntax:

configure system date <date> <time>

View Privileged

Parameters <date>: Set the date using the following format: yyyy-mm-dd

<time>: Set the time with the following format: hh:mm:ss

Example:
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To set the date to August 12,2010 and the time to 3:40 PM:

configure system date 2010-08-12 15:40:00

configure system password enable

TABLE 4-19. configure system password enable

To change the password required to enter Privileged mode.

Syntax:

configure system password enable

View Privileged
Parameters None
Examples:

To change the password required to enter Privileged mode:

configure system password enable

configure system timezone

TABLE 4-20. configure system timezone

Configures the time zone used by Deep Discovery Email Inspector.

Syntax:

configure system timezone <region> <city>

View Privileged

Parameters <region>: Region name

<city>: City name

Example:
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To configure the Deep Discovery Email Inspector appliance to use the time zone for the
following location:

Region: America
City: New York

configure system timezone America New_York

TABLE 4-21. Time Zone Setting Examples

REGION/COUNTRY cry

Africa Cairo

Harare

Nairobi
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REGION/COUNTRY

City

America

Anchorage

Bogota

Buenos_Aires

Caracas

Chicago

Chihuahua

Denver

Godthab

Lima

Los_Angeles

Mexico_City

New_York

Noronha

Phoenix

Santiago

St_Johns

Tegucigalpa
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REGION/COUNTRY

City

Asia

Almaty

Baghdad

Baku

Bangkok

Calcutta

Colombo

Dhaka

Hong_Kong

Irkutsk

Jerusalem

Kabul

Karachi

Katmandu

Krasnoyarsk

Kuala_Lumpur

Kuwait

Magadan

Manila

Muscat

Rangoon

Seoul

Shanghai
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REGION/COUNTRY

City

Asia (Continued)

Singapore

Taipei

Tehran

Tokyo

Yakutsk

Atlantic

Azores

Australia

Adelaide

Brisbane

Darwin

Hobart

Melbourne

Perth

Europe

Amsterdam

Athens

Belgrade

Berlin

Brussels

Bucharest

Dublin

Moscow

Paris
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REGION/COUNTRY CiTy

Pacific Auckland

Fiji

Guam

Honolulu

Kwajalein

Midway

us Alaska

Arizona

Central

East-Indiana

Eastern

Hawaii

Mountain

Pacific

enable

TABLE 4-22. enable

Enters privileged mode so privileged commands can be provided.

Syntax:

enable

View Normal
Parameters None

Example:
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To enter privileged mode:

enable

exit

TABLE 4-23. exit

Exits privileged mode.

Exits the session for those not in privileged mode.

Syntax:

exit

View Normal
Parameters None
Example:

To exit privileged mode or to exit the session when not in privileged mode:

exit

help

TABLE 4-24. help

Displays the CLI help information.

Syntax:

help

View Normal
Parameters None

Example:
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To display the CLI help information:

help

history

TABLE 4-25. history

Displays the current session's command line history.

Syntax:

history [limit]

View Normal

Parameters [limit]: Specifies the size of the history list for the current session

Specifying "0" retains all commands for the session.

Example:

To specify six commands for the size of the history list:

history 6

logout

TABLE 4-26. logout

Logs out of the current CLI session.

Syntax:

logout

View Normal
Parameters None

Example:
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To logout from the current session:

logout

ping

TABLE 4-27. ping

Pings a specified host.

Syntax:

ping [-c num_echos] [-1 interval] <dest>

View Normal

Parameters [-c num_echos]: Specifies the number of echo requests to be sent.
Default value is 5.

[-i interval]: Specifies the delay interval in seconds between each
packet. Default value is 1 second.

<dest>: Specifies the destination host name or IP address

Examples:

To ping the IP address 192.168.1.1:

ping 192.168.1.1

To ping the host remote.host.com:

ping remote.host.com

ping6

TABLE 4-28. ping6

Pings a specified IPv6 host through interface eth0.

Syntax:

ping6 [-c num_echos] [-1 interval] <dest>
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View Normal

Parameters [-c num_echos]: Specifies the number of echo requests to be sent.
Default value is 5.

[-i interval]: Specifies the delay interval in seconds between each
packet. Default value is 1 second.

<dest>: Specifies the destination host name or IP address

Examples:

To ping the IPv6 address fe80::21a:a5ff:fec1:1060:

ping6 fe80::2la:a5ff:fecl:1060

To ping the host remote.host.com:

ping6 remote.host.com

start task postfix drop

TABLE 4-29. start task postfix drop

Deletes a specified message or all messages in the email message queue.

Syntax:

start task postfix drop { <mail_id> | all }

View Privileged
Parameters <mail_id>: Specifies the message ID in the postfix queue to delete
Examples:

To delete email message D10D4478A5 from the email message queue:

start task postfix drop D10D4478A5

To delete all email messages from the email message queue:

start task postfix drop all
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start task postfix flush

TABLE 4-30. start task postfix flush

Attempts to deliver all queued email messages.

Syntax:

start task postfix flush

View Privileged
Parameters None
Example:

To deliver all queued email messages:

start task postfix flush

start task postfix queue

TABLE 4-31. start task postfix queue

Displays all email messages queued in Postfix.

Syntax:

start task postfix queue

View Privileged
Parameters None
Example:

To display all Postfix queued email messages:

start task postfix queue
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start service nscd

TABLE 4-32. start service nscd

Starts the name service cache daemon (nscd).

Syntax:

start service nscd

View Privileged
Parameters None
Example:

To start the name service cache daemon:

start service nscd

start service postfix

TABLE 4-33. start service postfix

Starts the Postfix mail system

Syntax:

start service postfix
View Privileged
Parameters None
Example:

To start the Postfix mail system:

start service postfix
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start service product

TABLE 4-34, start service product

Starts the Product service system.

Syntax:

start service product
View Privileged
Parameters None
Example:

start service product

To start the Product service system:

start service ssh

TABLE 4-35. start service ssh

Starts the ssh service system.

Syntax:

start service ssh

View Privileged
Parameters None
Example:

To start the ssh service system:

start ssh service
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stop process core

TABLE 4-36. stop process core

Stops a running process and generates a core file.

Syntax:

stop process core <pid>

View Privileged
Parameters <pid>: The process ID
Example:

To stop a process with ID 33:

stop process core 33

stop service nscd

TABLE 4-37. stop service nscd

Stops the name service cache daemon (nscd).

Syntax:

stop service nscd

View Privileged
Parameters None
Example:

To stop the name service cache daemon:

stop service nscd
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stop service postfix

TABLE 4-38. stop service postfix

Stops the Postfix mail system.

Syntax:

stop service postfix

View Privileged
Parameters None
Example:

To stop the Postfix mail system:

stop service postfix

stop service product

TABLE 4-39. stop service product

Stops the Product service system.

Syntax:

stop service product

View Privileged
Parameters None
Example:

stop service product

To stop the Product service system:
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stop service ssh

TABLE 4-40. stop service ssh

Stops the ssh service system.

Syntax:

stop service ssh

View Privileged
Parameters None
Example:

To stop the ssh service system:

stop ssh service

reboot

TABLE 4-41. reboot

Reboots the Deep Discovery Email Inspector appliance immediately or after a specified delay.

Syntax:

reboot [time]

View Privileged

Parameters [time]: Specifies the delay, in minutes, to reboot the Deep Discovery
Email Inspector appliance

Examples:

To reboot the Deep Discovery Email Inspector appliance immediately:

reboot

To reboot the Deep Discovery Email Inspector appliance after 5 minutes:

reboot 5
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resolve

TABLE 4-42. resolve

Resolves an IPv4 address from a host name or resolves a host name from an IPv4 address.

Syntax:

resolve <dest>

View Privileged

Parameter <dest>: Specifies the IPv4 address or host name to resolve
Examples:

To resolve the host name from IP address 192.168.10.1:

resolve 192.168.10.1

To resolve the IP address from host name parent.host.com:

resolve parent.host.com

show storage statistic

TABLE 4-43. show storage statistic

Displays the file system disk space usage.

Syntax:

show storage statistic [partition]

View Normal

Parameters [partition]: Specify a partition. This is optional.
Example:

To display the file system disk space usage of the Deep Discovery Email Inspector appliance:

show storage statistic
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show network

TABLE 4-44. show network

Displays various Deep Discovery Email Inspector network configurations.

Syntax:

show network [arp <address> | connections | dns | dns ipv6| hostname |
interface | route | route ipv4 | route default ipv4 | route default
ipve]

View Normal

Parameters arp: Displays the value returned by the Address Resolution Protocol
(ARP) for the given address.

<address>: FQDN or IP address that will be resolved with the Address
Resolution Protocol (ARP).

connections: Displays the current network connections of the Deep
Discovery Email Inspector appliance.

dns: Displays the DNS IP address of the Deep Discovery Email Inspector
appliance.

dns ipv6: Displays system DNS configuration for IPv6.

hostname: Displays the host name of the Deep Discovery Email
Inspector appliance.

interface: Displays the network interface card (NIC) status and
configuration.

route: Displays IP address route table.
route ipv4: Displays system IPv4 route table.
route default ipv4: Displays default IPv4 route table.

route default ipvé: Display default IPv6 route table.

Examples:

To display the ARP information for the address 10.2.23.41:

show network arp 10.2.23.41
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To display the current network connections of the Deep Discovery Email Inspector appliance:

show network connections

To display the DNS configuration:

show network dns

To display system DNS configuration for IPv6:

show network dns ipv6

To display the host name of the Deep Discovery Email Inspector appliance:

show network hostname

To display the NIC status and configuration:

show network interface

To display the IP address route table:

show network route

To display system IPv4 route table:

show network route ipv4

To display system default IPv4 gateway:

show network route default 1ipv4

To display system default IPv6 gateway:

show network route default 1ipvée

show kernel

TABLE 4-45. show kernel

Displays the OS kernel information of the Deep Discovery Email Inspector appliance.

Syntax:

show kernel {messages | modules | parameters | jostat}

View Normal




Trend Micro Deep Discovery Email Inspector Installation and Deployment Guide

Parameters messages: Displays kernel messages.
modules: Displays kernel modules.
parameters: Displays kernel parameters.

iostat: Displays CPU statistics and 1/O statistics for devices and
partitions.

Examples:

To display the OS kernel’s messages:

show kernel messages

To display the OS kernel’s modules:

show kernel modules

To display the OS kernel’s parameters:

show kernel parameters

To display the CPU statistics and I/O statistics:

show kernel -dostat

show service

TABLE 4-46. show service

Displays the Deep Discovery Email Inspector service status.

Syntax:

show service [ntp <enabled | server-address> | ssh | nscd]

View Normal

Parameters nscd: Displays the status of the name service cache daemon.
ntp enabled: Displays the system NTP service status.

ntp server-address: Displays the system NTP service server address.

ssh: Displays the status of SSH.
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Examples:

To display the name service cache daemon status:

show service nscd

To display the NTP service status:

show service ntp

To display the SSH status:

show service ssh

show memory

TABLE 4-47. show memory

Displays the system memory information.

Syntax:

show memory [vm statistic]

View Normal

Parameters vm: Displays virtual memory statistics

statistic: Displays system memory statistics

Examples:

To display the virtual memory statistics:

show memory vm

To display the system memory statistics:

show memory statistic

show process

TABLE 4-48. showprocess

Displays the status of the processes that are currently running.
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Syntax:

show process [top | stack | dtrace | trace] [pid]

View Normal

Parameters top: Displays the status of the processes that are currently running and
system related processes

stack: Print a stack trace of a running process
itrace: Trace the library call
trace: Trace system calls and signals

pid: The process id number

Examples:

To display the status of the processes that are currently running:
show process

To display the stack trace of process 1233:

show process stack 1233

To display the system call of process 1233:

show process trace 1233

To display the library call of process 1233:

show process ‘itrace 1233

show product-info

TABLE 4-49. show product-info

Displays the product information.

Syntax:

show product-info [management-port | operation-mode | service-status |
version

View Normal
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Parameters management-port: Displays the management port's IP address and
subnet mask

operation-mode: Displays the operation mode of Deep Discovery
Email Inspector

service-status: Displays the status of services

version: Displays the product version

Examples:

To display the management port's IP address and mask: show product-info management-
port

To display the operation mode: show product-info operation-mode
To display the status of the service: show-product-info service-status

To display the build version of Deep Discovery Email Inspector: show product-info
version

show system

TABLE 4-50. show system

Displays various system settings.

Syntax:

show system [date | timezone [continent | city | country]| uptime |
version]

View Normal
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Parameters date: Displays the current time and date.

timezone: Displays the timezone settings. You can optionally specify
the timezone information to view:

- continent: Displays the system continent
- city: Displays the system city
- country: Displays the system country

uptime: Displays how long the Deep Discovery Email Inspector
appliance has been running.

version: Displays version number for the Deep Discovery Email
Inspector appliance.

Examples:

To display the current time and date of the Deep Discovery Email Inspector appliance:

show system date

To display the timezone settings:

show system timezone

To display the continent of the Deep Discovery Email Inspector appliance:

show system timezone continent

To display the city of the Deep Discovery Email Inspector appliance: device's city:

show system timezone city

To display the country of the Deep Discovery Email Inspector appliance:

show system timezone country

To display how long Deep Discovery Email Inspector has been running:

show system uptime

To display the version number of the Deep Discovery Email Inspector appliance:

show system version
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shutdown

TABLE 4-51. shutdown

Specifies shutting down the Deep Discovery Email Inspector appliance immediately or after a
specified delay.

Syntax:

shutdown [time]

View Privileged

Parameters [time]: Shuts down the Deep Discovery Email Inspector appliance after
a specified delay in minutes.

Examples:

To shut down the Deep Discovery Email Inspector appliance immediately:

shutdown

To shut down the Deep Discovery Email Inspector appliance after a 5 minute delay:

shutdown 5

traceroute

TABLE 4-52. traceroute

Displays the tracking route to a specified destination.

Syntax:

traceroute [-h hops] <dest>

View Normal

Parameters [-h hops]: Specifies the maximum number of hops to the destination.
The minimum number is 6.

<dest>: Specifies the remote system to trace

Examples:
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To display the route to IP address 172.10.10.1 with a maximum of 6 hops:

traceroute 172.10.10.1

To display the route to IP address 172.10.10.1 with a maximum of 30 hops:

traceroute -h 30 172.10.10.1
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Chapter 5

Upgrading Deep Discovery Email
Inspector

Topics include:
System Updates on page 5-2
Managing Patches on page 5-2
Upgrading Firmware on page 5-3

Backing Up or Restoring a Configuration on page 5-5
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System Updates

After an official product release, Trend Micro releases system updates to
address issues, enhance product performance, or add new features.

TABLE 5-1. System Updates

SYSTEM UPDATE DESCRIPTION
Hotfix A hotfix is a workaround or solution to a single customer-reported
issue. Hotfixes are issue-specific, and are not released to all
customers.
Note

A new hotfix may include previous hotfixes until Trend Micro
releases a patch.

Security patch A security patch focuses on security issues suitable for deployment to
all customers. Non-Windows patches commonly include a setup
script.

Patch A patch is a group of hotfixes and security patches that solve multiple
program issues. Trend Micro makes patches available on a regular
basis.

Your vendor or support provider may contact you when these items become
available. Check the Trend Micro website for information on new hotfix,
patch, and service pack releases:

http://downloadcenter.trendmicro.com/

Managing Patches

From time to time, Trend Micro releases a new firmware version for a
reported known issue or an upgrade that applies to the product. Find
available firmware versions at http://downloadcenter.trendmicro.com.

You can install a patch file on Trend Micro using one of the following
methods:
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The Deep Discovery Email Inspector management console

Plan deployment from Deep Discovery Director. For more information,
see the Deep Discovery Director documentation.

Procedure

1. Go to Administration > Product Updates > Hotfixes / Patches.
2. Under History, verify the software version number.

3. Manage the product patch.

Upload a patch by browsing to the patch file provided by Trend
Micro Support and then clicking Install under Install Hotfix /
Patch.

Roll back a patch by clicking Roll Back under History. After
rollback, Deep Discovery Email Inspector uses the most recent
previous configuration. For example, rolling back patch 3 returns
Deep Discovery Email Inspector to a patch 2 state.

Upgrading Firmware

From time to time, Trend Micro releases a new firmware version for a
reported known issue or an upgrade that applies to the product. Find
available firmware versions at http://downloadcenter.trendmicro.com.

Updating the firmware ensures that Deep Discovery Email Inspector has
access to new and improved security features when they become available.

You can upgrade the firmware on Deep Discovery Email Inspector using one
of the following methods:

The Deep Discovery Email Inspector management console

Plan deployment from Deep Discovery Director. For more information,
see the Deep Discovery Director documentation.
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ﬁ Note

Ensure that you have finished all management console tasks before proceeding.
The upgrade process may take some time to complete, and upgrading from
Deep Discovery Email Inspector 5.0 or 3.6 to Deep Discovery Email Inspector
5.1 may take an hour or more. Trend Micro recommends starting the upgrade
during off-peak office hours. Installing the update restarts Deep Discovery
Email Inspector.

Procedure
1. Back up configuration settings.

Backing Up or Restoring a Configuration on page 5-5
2. Obtain the firmware image.

- Download the Deep Discovery Email Inspector firmware image
from the Trend Micro Download Center at:

http://downloadcenter.trendmicro.com

- Obtain the firmware package from your Trend Micro reseller or
support provider.

. Save the image to any folder on a computer.

Go to Administration > Product Updates > Firmware.

Next to Software version, verify your firmware version.

Browse for the firmware update package.

N & g s+ W

Click Install.

Tip
You can access the command line interface to view the installation
process.

After the installation is complete, Deep Discovery Email Inspector
automatically restarts and the command line interface appears.
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8. Perform the following post-installation steps:
+  Clear the browser cache.
- Manually log onto the web console.

- If Deep Discovery Email Inspector is using an internal Virtual
Analyzer that connects to the Internet through a proxy server,
reconfigure the proxy settings for the internal Virtual Analyzer.

Backing Up or Restoring a Configuration

Export settings from the management console to back up the Deep Discovery
Email Inspector configuration. If a system failure occurs, you can restore the
settings by importing the configuration file that you previously backed up.

O Important
L.

Deep Discovery Email Inspector only supports restoring configurations from
other Deep Discovery Email Inspector servers with a compatible license status
and with the same firmware version, hardware model, and locale. For example,
you cannot restore a server running version 5.1 with a configuration file backed
up from a server running version 3.2 or earlier versions.

For more information on compatible licenses, see License Compatibility on page
5-6.

ﬁ Note

When exporting/importing your settings, the database will be locked.
Therefore, all Deep Discovery Email Inspector actions that depend on database
access will not function.

Trend Micro recommends:

«  Backing up the current configuration before each import operation
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«  Performing the operation when Deep Discovery Email Inspector is idle.
Importing and exporting affects Deep Discovery Email Inspector

performance.

Back up settings to create a copy of Deep Discovery Email Inspector
appliance configuration to restore the configuration in another Deep
Discovery Email Inspector appliance or to revert to the backup settings at a
later time. Replicate a configuration across several Deep Discovery Email
Inspector appliances by restoring the same configuration file into each

appliance.

License Compatibility

The following table indicates compatible product licenses. You can only
restore configuration files backed up from other Deep Discovery Email
Inspector servers with a compatible license, and with the same firmware

version, hardware model, and locale.

TABLE 5-2. License compatibility

ADVANCED THREAT
GATEWAY MODULE ADVANCED THREAT
LICENSE ACTIVATION PROTECTION +
ONLY PROTECTION ONLY
GATEWAY MODULE
ADVANCED THREAT | Compatible Compatible Compatible
PROTECTION +
GATEWAY MODULE
GATEWAY MODULE Not compatible Compatible Not compatible
ONLY
ADVANCED THREAT | Not compatible Not compatible Compatible

PROTECTION ONLY
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Chapter 6

Creating a New Virtual Appliance

Learn how to create a virtual appliance using VMware ESXi or Microsoft
Hyper-V in the following sections:

Creating a VMWare ESXi Virtual Appliance on page 6-2
Creating a Virtual Machine in Microsoft Hyper-V on page 6-9

For details about the minimum virtual host appliance system requirements
and supported hypervisors, see Virtual Host Appliance Requirements on page
3-2.
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Creating a VMWare ESXi Virtual Appliance

Learn how to create a virtual appliance using VMware ESXi in the following
topics:

Configuring the VMware ESXi Server Network on page 6-2
Creating a Virtual Machine in VMware ESXi on page 6-5

Configuring the VMware ESXi Server Network

Use a browser to connect the ESXi server.

Procedure

1. Tologin to the VMware ESXi server, type a User name and Password,
and then click Log In.

User name

P
E— i Bls

Password




Creating a New Virtual Appliance

2.

3.

Click Networking and then click the Virtual switches tab. Observe the
initial state.

PhysicalNCs  VMkamelNICs  TCPMPsiacks  Firewallues.

£ Ade ctandardvitua swich @ Retoch Q sea

Name ~ Potgroups « | Upiinks v Twe

Click Add standard virtual switches and configure the following
settings.

a. For vSwitch Name, type a name (for example, Management
Network).

b. For Uplink 1, select a NIC card for Management Network.

& Add standard virtual switch - Management Metwork

=8 Add uplink

wEwitch Mame

ML

Uplink 1

b Link discovery

|Managemant Metwork
[1500 |
WIANIcS - Down

Click to expand

- Security

Promiscuous mode Accept ® Reject

MAC address changes Accept ® Reject

Forged transmits. Accept '® Reject

Add Cancel

c. Click Add.

VMemelNCs  ToPIP sk Frewalles
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4. (Optional) Add a data network. On the Virtual switches tab, click Add
standard virtual switches and configure the settings.

ﬁ’ Note

If Deep Discovery Email Inspector is set in SPAN/TAP mode with uplink
ports to a standard virtual switch, enable promiscuous mode for the
virtual switch.

a. For vSwitch Name, type a name.
b. For Uplink 1, select a NIC card for the data network.

c. Expand Security and select Accept for Promiscuous mode.

5. Click on the Port groups tab and observe the initial state.

6. Click Add port group and configure the following settings.

a. For Name, type a name (for example, Management Port Group).
b. For VLAN ID, type a number (for example, 1000).

c. For Virtual switch, select Management Network.

| %3 Add port group - Management Port Group

Mame Managemeant Port Group

WLAM D 1000

Virtual switch hdanagerment Metwork v

+ Security
Fromiscuous mode Accept ' Reject '® Inherit from vSwitch
WAC address changes Accept ' Reject ® Inherit from vSwitch
Forged transmits Accept ' Reject ® Inherit from wSwitch
Add Cancel
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7. Click Add.

8. (Optional) Add a data port group.

ﬁ Note

If SPAN/TAP mode is enabled, configure one additional port group.

9. Inthe Port groups tab, click Data port group and verify that it is
connected to the Management Network.

(3 Management Port Group

 Editsetings |  Refresh | {} Actions

Management Port Group

g \
% Accessihis: ‘fes
| irtual machines: o
) 7 wirual switch: BB Management Network

) -Jl’J; VLANID: 1000
Active ports: a

« vSwitch topology

|@ Management Port Group ‘ wu Physical adaptars
J

WLAN 1D 1000 M vrminic3

Creating a Virtual Machine in VMware ESXi

The following procedure is for VMware.

Procedure

1. Click Virtual machines and then click Create / Register VM.
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2.

3.

On the Select creation type screen, click Create a new virtual machine
and then click Next.

¥ New virtual machine

- CEISEETITNE  Select creation type

2 Selecta name and guest OS
3 Select storage

& CASIoZo Zemae ~ This aption guides you through creating a new vitual

5 Ready to complete # machine. You will be able to customize processors,
Deploy a virtual machine from an OVF or OVA file memary, network connections, and storage. You will need
to install a guest operating system after creation

How would you like to create a Virtual Machine?

Register an existing vitual machine

Back || MNew || Finish || Cancel
On the Select a name and guest OS screen, configure the settings.
a. For Name, type New Virtual Machine.
b. For Compatibility, select ESXi 7.0 U1 virtual machine.

c. For Guest OS family, select Linux.

d. For Guest OS version, select CentOS 7 (64-bit).
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T New virtual machine - New (ESXi7.0U1
+ 1 Select creation type Select a name and guest OS
2 Select a name and

Specify a unique name and 08
3 Select storage

4 Customize settings
5 Ready to complete

4. Click Next.

Name

| New Virtual machine

Virtual machine names can contain up te 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard to provide the appropriate defaults for the operating system
installation

Compatibility ESXi 7.0 U1 virtual machine

Guest OS family Linux

Guest OS version

Back || Next Finish Cancel

5. On the Select storage screen, select the destination storage where the
virtual machine resides and click Next.

1 New virtual machine - New Virtual machine (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select slorage
+ 2 Select a name and guest 0S

M socisionse
+ 4 Customize settings -
Standard Parsistent Memor

+ 5 Ready to complete

Selectthe storage type and datastore

Select a datastore for the viftual machine’s configuration files and all of its’ virtual disks.

Name ~ | Capacity ~ Free ~ | Type ~ Thinpro..~ Access
datastore1 6.427B 5978 VMFSE Supported  Single
1items

Net || Finish || Cancel
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6. Configure the settings on the Customize settings screen.

a. For CPU, select the virtual CPU amount based on the throughput of
your Virtual Deep Discovery Email Inspector license.

For 300K messages per day, select at least 3 virtual CPUs.
For 700K messages per day, select at least 6 virtual CPUs.

b. For Memory, set the amount of memory based on the throughput of
your Virtual Deep Discovery Email Inspector license.

For 300K messages per day, set at least 10 GB of memory for the
virtual machine.

For 700K messages per day, select at least 16 GB of memory for
the virtual machine.

c. For Hard disk, set the amount of disk space based on the
throughput of your Virtual Deep Discovery Email Inspector license.

For 300K messages per day, set at least 500 GB of disk space for
the virtual machine.

For 700K messages per day, select at least 1 TB of disk space for
the virtual machine.

d. For Network, configure the amount of NICs based on the function
of your Virtual Deep Discovery Email Inspector license.

If Deep Discovery Email Inspector is set in MTA or BCC mode,
configure at least 1 NIC.

If SPAN/TAP mode is enabled, configure at least 3 NICs with
one each for the management and data networks.

i.  Setthe VMware ESXi server VM Network as the Deep
Discovery Email Inspector Management Network (NIC 1).

ii. Setthe Data port group as the Deep Discovery Email
Inspector Data Network (NIC 2).

iii. For Adapter Type, select VMXNET 3.
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7. Click Next.

8. On the Ready to complete screen, review the settings and click Finish.

11 Mew virtual machine - New Virtual machine (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type

+ 2 Selecta name and guestOS
+ 3 Select storage

+ 4 Customize settings

b4 5 Ready to complete

Ready to complete

Review your setlings selection before finishing the wizard

Name

Datastore

Guest 08 name
Compatibility

VCPUs

Memory

Network adapters
Network adapter 1 network
Network adapter 1 type
Network adapter 2 netwark
MNetwork adapter 2 type
Network adapter 3 network
Metwork adapter 3 type
IDE controller 0

IDE controller 1

SCSl controller 0

New Virtual machine
dataslore?

Cent0S 7 (64-bit)

ESXi 7.0 U1 virtual machine
a

10GB

3

test port group
VMXNET 3

test port group
VMXNET 3
tapping port group
VMXNET 3

IDEOQ

IDE1

VMware Paravirtual >

Back Next Finish || Cancel

Creating a Virtual Machine in Microsoft Hyper-V

Procedure

1. Create virtual management and data switches.

a. In Hyper-V Manager, go to Action > Virtual Switch Manager.

The Virtual Switch Manager window appears.
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8 Hyper-v Manager
File  Action

-

View  Help

Mewr >

|G ImportVirtual Machine
B hyperysettings.. B
Virtual Seitch Manager...
Wirtual SAN Manager...

State CPUUsage  Assigned Memory  Uptime  Status
No vitual machines were found on this server

Edit Disk.

Inspect Disk.

Stop Service
Remowe Server
Refresh

Help

Mo vitual machine selected.

Details

No item selected

Displays the Virtual Switch Manager user interface.

Actions
WIN-2PFLIHAGTQ

New
[5 Import Virtual Machine,.,
[] Hyper-V Settings...
E8 Virual Switch Manager..
s Virtal SAN Manager.
Edit Disk..

Iy &

Inspect Disk
B) Stop Service
X Remove Server
U Refresh

View

Help

In the left column, click New Virtual network switch.

The Create virtual switch screen appears.

For the switch type to create, select External.
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EE “irtual Switch Manager for

% ¥irtual Switches

<% Create virtual switch

# Global Network Settings

‘What type of virtual switch do vou want to create?

U mac address Rangs

xternal

Internal
Private

Create Virtual Swikch

Creates a virkual switch that binds to the physical network adapter so that virtual
machines can access a physical network.

Cancel

d. Click Create Virtual Switch.
The Virtual Switch Properties screen appears.

e. For Name, type Management Switch.

For Connection type, select External Network and then select a
NIC card to use for the management network.
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g.

EE “irtual Switch Manager for 100 77

% ¥irtual Switches

3% Mew virtual network switch
=ta Management Switch

% Global Network Settings

Intel{R) 82576 Gigabit Dual P...

4 MaC Address Rangs

ot Wirtual Switch Properties

Mame:

‘Managemant Switch|

Motes:

Connection bype

what do you want ko connect this virtual switch to?

(®) External network:

Intelf{R) 82576 Gigabit Dual Port Network Connection

Allow management operating system to share this network adapter
[] Enable single-raat O virtualization (SR-I0)

() Internal netwark.

() Private network.

WLAN ID

[] Enable virtual L&M identification For management operating system

Remove

SR-IOW can only be configured when the virtual switch is created, an external
wirtual switch with SR-1OW enabled cannot be converted ta an internal or private
switch.

Cancel Apply

Click Apply.

The Apply Networking Changes confirmation window appears.
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[ om
=8

% ¥irtual Switches

3% Mew virtual network switch
=ta Management Switch

% Global Network Settings

Intel{R) 82576 Gigabit Dual P...

ot Wirtual Switch Properties

Mame:

‘Managemant Switch

U MaC Address Rangs

Motes:

Apply Metworking Changes

Pending changes may disrupt network
connectivity

This computer may lose its network connection while
the changes are applied. This may affect any network
operations in progress. These changes alsc may
ovenwrite some static changes. If that happens, you
must reapply the static changes to restore netweork
connectivity, Do you want to continue?

[] Please don't ask me again Yes Mo

ction 2

& this network adapter

T o

switch.

Read the warning and then click Yes.

operating system

Remove

o SR-IOW can only be configured when the virtual switch is created, an external
wirtual switch with SR-1OW enabled cannot be converted ta an internal or private

In the left column, click New Virtual network switch.

The Create virtual switch screen appears.

For the switch type to create, select External.

Click Create Virtual Switch.

The Virtual Switch Properties screen appears.

For Name, type Data

Switch.

For Connection type, select External Network and then select a
NIC card to use for the data network.
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n. Click Apply.
The Apply Networking Changes confirmation window appears.
0. Read the warning and then click Yes.
The confirmation window closes.
p. Click OK.
2. Create a virtual machine.

a. In Hyper-V Manager, go to Action > New > Virtual Machine.

8 Hyper-V Manager — [m] X
File Action View Help
== Hew > Virtual Machine...
|85 ImportVirtual Machine.. Hard Disk... et
B ey semings Floppy Disk.. WIN-2PFLIHAQ1Q -
Virtual Saitch Marager State CPUUsage  Assigned Memory  Uptime  Status Mo R
Virtual SAN Manager. No vittual machines were found on this server [ Impore Virtual Machine.
Edit Disk... [] Hyper-V Settings...
Inspect Disk.. E2 WVirual Switch Manager.
Stop Senice . Virtual SN Manager..
Remove Server i EditDisk.
Refresh L Inspect Disk...
Help = | @) stop Service
No vitual machine selected K Remave Server
U Refresh
View »
H rep

Details

No item selected,

Displays the Mew Virtual Machine Wizard.

The New Virtual Machine Wizard window with the Before You
Begin screen appears.

b. Click Next.

The Specify Name and Location screen appears.
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c. For Name, type Deep Discovery Email Inspector.

I New Virtual Machine Wizard X

= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
The name is dsplayed in Hyper-V Manager, \ﬁcmrdhlvwmnmhlh:bsvwcﬂiw
Spacify Genaration identify this virtual machine, such as the name of the guest aperating system ar
Rssign Memory Mame:  [Deep Descovery Emai rspector] |
Configure Netwarking You ean create & folder or use an existing folder to store hwwm&m If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server,
Instalation Options [[] &tore the virtual machine in a different location
SumEnary C:\ProgramDatay f o e

cooven | [ ] | o | | s

d. Click Next.

The Specify Generation screen appears.

e. Select Generation 1.
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I New Virtual Machine Wizard X

td Specify Generation

Eefore You Begin Choose the generation of this virtual machine,

Specify Mame and Location @ Generation 1

Generation This wirtual machine generation supports 32-bit and &4-bit guest operating systems and provides
wirtual hardware which has been available in all previous versions of Hyper-y.

Assign Memary

Configure Metwarking O @eneration 2

This wirtual machine generation provides suppart for newer virbualization Features, has UEFI-based
firmware, and requires a supported 4-bit guest operating system.

Cannect: Yirtual Hard Disk
Installation Opt
nstallation Hpkens & ©nce a virtual machine has been created, vou cannot change its generation.
Sumnmary

More about wirtual machine generation support

< Previous Finish Cancel

f.  Click Next.

The Assign Memory screen appears.

g. For Startup memory, assign at least 10240 MB (10 GB).




Creating a New Virtual Appliance

Li MNew Virtual Machine Wizard X

Ea Assign Memory

Befare You Begin Spedify the amount of memary to allocate to this virtual machine. You can spedfy an amount from 32
MB through 12582912 MB. To improve performance, specfy more than the minimum amount
recommended for the operating system.

Spedify Generation Startup memory: MB
Configure Networking

o When you dedde how much memory to assign to a virtual machine, consider how you intend to
Cmlec it d s use the virtual machine and the operating system that it will run,

Spedify Name and Location

[1 Use Dynamic Memoary for this virtual machine.

Installation Options

Summary

< Previous Finish Cancel

h. Click Next.

The Configure Networking screen appears.

i. For Connection, select Management Switch.
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I New Virtual Machine Wizard

td Configure Networking

Eefore You Begin Each new virtual machine includes a network adapter, You can configure the network adapter to use a
. . virkual switch, or it can remain disconnected.
Specify Mame and Location

Specify Generation Connection! | Management Switch

Assign Memary

Cannect: Yirtual Hard Disk
Installation Gptions

Sumnmary

< Previous Finish Cancel

j.  Click Next.

The Connect Virtual Hard Disk screen appears.

k. Select Attach a virtual hard disk later.
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3 pew Virtual Machine Wizard X

3 Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage 5o that you can install an operating system. You can specify the
fy Lot storage now or configure it later by modifying the virtual machine’s praper ties.

Specify Generation O Create a virtual hard disk
Assign Memory Usa this option to create a VHOX dynamically expanding virtual hard disk.
Configure Networking Deep Diccover

Summary

127 1GB (Maximum: 64 TB)

() Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or YHDX format.

o b

C:\UsersPubs

(@) Attach a virtual hard dek later
Use this option to skip this step now and attach an existing virtual hard disk later,

< Previous Enish Cancel

I.  Click Next.
The Completing the New Virtual Machine Wizard screen appears.

m. Verify that the virtual machine configuration is correct and then
click Finish.

3. Create a virtual hard disk.

a. In Hyper-V Manager, select the Deep Discovery Email Inspector
virtual machine and then go to Action > New > Hard Disk.
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T HordDik
B pevseng Rorpy Dk

el Sech g e [T T———— s [Er———
e ez o w0 et rate

> Doy Ena.. O © fropunen

[P
e Dk
st sence
R Sare
e

Help

Checkpints

Dplys the e vitust hard dick wizard

The New Virtual Hard Disk Wizard window with the Before You
Begin screen appears.

b. Click Next.

The Choose Disk Format screen appears.

c. Select VHDX.
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= New Virtual Hard Disk Wizard b
- Choose Disk Format
Before You Begin What format do you want to use for the virtual hard disk?
Choose Disk Format ) vHD
Choose Disk Type Supports virtual hard disks up to 2,040 GB in size.
Specify Name and Location ® VHDX
Configure Disk This format supports virtual disks up to 64 TB and is resilient to consistency issues that might occur
g from power failures, This format is not supported in operating systems earlier than Windows
ummary
Server 2012,
() VHD set

This format is for shared virtual hard disks only, and enables backup of virtual machine groups
using shared virtual hard disks. This format is not supported in operating systems earlier than
Windows 10.

< Previous Finish Cancel

d. Click Next.

The Choose Disk Type screen appears.

e. Select Fixed size.




Trend Micro Deep Discovery Email Inspector Installation and Deployment Guide

= MNew Virtual Hard Disk Wizard

- Choose Disk Type
Before You Begin What type of virtual hard disk do you want to create?
Choose Disk Format @ Fixed size

This type of disk provides better performance and is recommended for servers running applications
Specify N d Locati with high levels of disk activity. The virtual hard disk file that is created initially uses the size of the
e B S wirtual hard disk and does not change when data is deleted or added.

Configure Disk
< (O Dynamically expanding

Summary This type of disk provides better use of physical storage space and is recommended for servers

running applications that are not disk intensive, The virtual hard disk file that is created is small
initially and changes as data is added,

() Differending

This type of disk is assodated in a parent-child relationship with another disk that you want to
leave intact. You can make changes to the data or operating system without affecting the parent
disk, so that you can revert the changes easily. All children must have the same virtual hard disk
format as the parent (VHD or VHDX).

< Previous Finish Cancel

f.  Click Next.

The Specify Name and Location screen appears.

g. For Name, type Deep Discovery Email Inspector.vhdx.
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- MNew Virtual Hard Disk Wizard

- Spedfy Name and Location

Before You Begin Specify the name and lecation of the virtual hard disk file.
Chooss Disk Type = -
Location: \C:Umh.dﬂcbmmrx'ﬂmer-ﬁwmdrudbsksl || Browse...
Configure Disk
Summary

<eies | o

h. Click Next.
The Configure Disk screen appears.

i.  Select Create a New blank virtual hard disk.

j.  For Size, specify at least 500 GB.
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w New Virtual Hard Disk Wizard X

- Configure Disk

Before You Begin You can create a blank virtual hard disk or copy the contents of an existing physical disk.
Choose Digk Format (@) Craate a new blank virtual hard dek
Chaose Disk Type sze: [ 50d) 6B (uamum: 6478)
Specify Name and Location
(O Copy the contents of the specified physical dsk:
:
e Phvysical Hard Disk Size
i PHTSICALDRIVED 375 GE

C) Copy the contents of the spedfied virtual hard disk

< Previous Enish Cancel

k. Click Next.
The Completing the New Virtual Hard Disk Wizard screen appears.

1. Verify that the hard disk configuration is correct and then click
Finish.

ﬁ’ Note

Finishing may take a few minutes. Wait for the process to complete
before continuing.

4. Configure the virtual machine.

a. In Hyper-V Manager, select the Deep Discovery Email Inspector
virtual machine and then go to Action > Settings.
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-

 rper-y Mamager =
i vonvRsToECSE Vit Mchines

Hame sute CPUUssge  AsignedMemony  Uptime st Configunai..  Replction Hesth
FEET -] 20 ot Jophcade
| Josss Dscovery Gnad rapectar o0 20 Nt Jogicatie o

Checkpoints

Decp Discovery Emal Inspector

Sumay Monory Newokrg  Fegtctten

[Ditplys the virtus] machin setings ueer nterface.

The settings window appears.
b. Inthe left column, click Processor.

The Processor settings appear.

c. For Number of virtual processors, specify at least 3 virtual
processors.
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B2 Settings for Deep Discovery Email Inspecter an WIN-IRETQEQSIF -

3 Virtual processors
= I IDE Controller 0
+| o Hard Deive

= [ IDE Controller 1
VD Drive

= | scmﬁm:rolu
¥ § Metwork Adepter
 § etk Aot
W cor-u
@ comz
H D;s.hl.mm\-e

& Management

1] MHame

| Integration Services

& Chedpaints

Deep Discovery Email Inspector v 4 kD
& Hardware ~ | 01 Processor
" Add Hardwars
o sios You can modify the rumber of virtual processors based on the rumber of processors on
] the physical computer. You can also modify other resource control settings.
W seaity Bumber of virtual processors: Bls
W Memary Resource control
12288 ME You can use resource confrols o balance resources among virtual machines.
= n Processor Wirtual machine reserve (percentage): U‘.

Percent of total System rescurces: Q

Virtual machine kmit (percentage): 100
Percent of total gystem resources: ]
Ruslative weght: 1.00

@ s virtual machine is configured with the folowing:

Sockets: 3

HUMA nodes per socket: 1

Virtusl processors per NURLA node: 1
Memary per NUMA node: 62846 MB

Click Apply.

In the left column, click IDE Controller 0.

The IDE Controller settings appear.

For the type of hard drive to attach to the controller, select Hard
Drive.
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[ Settings for Deep Discovery Email Inspector on WIN-IRETQECQSIF - w0
Deep Dizcovery Email Inspector w| 4 L]
# Hardware A B 102 Conroler
§* Add Hardware
 etos You can acd hard drives and CO/DVD drives to your IDE controler.
Selact the type of dive you want to attach to the controler and then didk Add.
© scarty pocone
L e e OVD Drive

W Memory
« [ Processor
4 Virtual processors

T IDE Conftroler 0 Agd
= | iDE Controller 1
VD Drive You can configure a hard drive to use a virtual hard disk or a physical hard disk after
o you attach the drive to the controler,

B scsi Controber
# U Metwork Adapter

i com1
i com2
H Diskette Drive

2 Management
1] Mame

| Integration Services
# Chedpoints

=I-ﬂ Smart Paging File Location

b Automatic Start Action

g. Click Add.

The Hard Drive settings appear.

h. For Virtual hard disk, specify the location of Deep Discovery
Email Inspector.vhdx.
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[ Settings for Deep Discovery Email Inspector on WIN-IRETQECSIF

- x®

Deep Discovery Email Inspector wod 0
# Hardware ” s Hard Drive

§* Add Hardware

= BI:DS You can change how this virtual hard disk is attached to the virtual machine. If an

cperating system is installed on this disk, changing the attachment might prevent the:
. virtual machine from starting,
. 'N . Confroller: Location:
W Memory IDE Condroller 0 ~ | 10 (in use) v

% [ processor
4 Virtual processors
= [ 1o€ Controles 0
# um Hard Drive
Deep Discovery Email L.
= [ IDE Controler 1 e Edt
VD Drive

You can compact, comvert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodabed fie. Sneclf'rlheﬁlulhmlheﬂt

(®) Wirtual hard disk:
|Co'sers Pubkc\Documents\Hyper -V irhual hard disks\Deep Discovery Emal Ire|

Inspect

8 sCSI Controler
= Metwork Adspter

) 1 the physical hard disk you want to w2 is not ksted, make sure that the

' coM 1 sk i offine. Uise Disk Management on the physical computer to manage:
lone iphysical hard dekcs.
P comz2
. To remove the virtual hard disk, didk Remowve. This deconnects the disk but does not
: delete the assodated fie.
[ Diskette Drive
MO EG"IOUE
# Management
1| Mame
| Integration Services
e Checkpoints
(1= -
wa Smart Paging File Location
~ \ProoramData Microsoft v
o Cancel Apoly

i.  Inthe left column, click IDE Controller 1 and then click on DVD
Drive.

The DVD Drive settings appear.

j.  For Media, select Image file and then specify the location of the
Deep Discovery Email Inspector ISO file.
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[ Settings for Deep Discovery Email Inspector on WIN-IRETQECSIIF - 4
Deep Discovery Email Inspector ~| 4 o |
# Hardware - EVD Brive

B Add Hardware
B eros Select the controdler and lecation on the controlier to attach the CO/OVD drive,
Boot from CI Conroller: Location:
@ Searity IDE Controller 1 ~ | [0 fnuse) -
W Memory
197 M Spedfy the media to use with your virtual CDJDVD drive.
# [ Frocessor O Hone
*Virtual processors ®) [mage fia:
= [ IDE Controller 0 @ ;
* o Hard Drive |c+\pDE1-3.5.0- 1058 %85 4.0
= [ IDE Controler 1
DVD Drive () Prysical COJOVD drive:
DDEI-3.5.0- 1058-%86_6...
B scst Controber Drtve D:'

# g Network Adapter
e £ To remove the virtual C0/OVD deive from this virtual machine, didk Remowve.

=] coM 1 T

i com2

[ Diskette Drive
% Management

1| Mame

Integrabon Services
iy Checkpoints

S Smart Paging File Location

k. Inthe left column, click Add Hardware.

The Add Hardware settings appear.

1. For the devices you want to add, select Network Adapter.
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] ngs fior Des iSO mail Inspecter on o -
| Settings for Deep D) ery Email Insp WIN-IRETQEQSIF b
Deep Discovery Email Inspector v 4 o
# Hardware A r Add Hardware
r Add Hardware
B gios You can use this setting o add devices o your virtual machine,
Boot from I Select the devices you want o add and dick the Add button.
W Seosity €51 Controller
Wl Memary Restrask ey ™
132 M Legacy hetwork Adapter
+ [ Frocessor Fibre Channel Adapher
= I IDE Controler 0 Add
* m Hord Deive
Deep Discovery E Insg Wirtual machines are crested with one network adapter. You can add additional network
= [ 1DE Controler 1 adapters as neaded.
DVD Drive

DDEI-3.5.0- 1058- %86 _6...
i scsi Controler
# [ Hetwork Adapter

@ oM
W comz
Hmmom.r

& Management
I| Hame

| Integration Services
& Checkpaints

el Smart Paging Fike Location

m. Click Add.

The Network Adapter settings appear.

n. For Virtual switch, select Data Switch.
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[ Settings for Deep Discovery Email Inspector on WIN-IRETQEQSIF - o

Deep Discovery Email Inspector

-

4 L]

# Hardware

§* Add Hardware
B Bros
. Security
W Mamory
# [ Processor
= [ IDE Contralles 0
* o Hard Drive
= [ 1DE Controler 1
DVD Drive

& scs Controller
# 0 Metwork Adapter
Network Adapter

Data Switch
P comy

= O
L

P comz

[ Diskette Drve

Management
1| Mame

»

| Integrabon Sersoes

| Checkponts

o. Click Apply.
p.- Click OK.

DDEL-3.5.0-1058-xB86_6...

~

§ Network Adapter

Spedfy the configuration of the network adapter or remove the network adapter.
Wirtual gwitch:
Data Switch b

VLAN ID
[] Enable virkaal LAN identification

Bandhwidth Management
[ Enable bandwidth management

0

To remove the network adapter from this virtual machine, dick Remove.
Remove
D vse 2 legacy netwark adapter instead of this network adapter to perform a

network-based instalation of the guest operating system or when integration
services are not instaled in the guest operating system.
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Chapter 7

Technical Support

Learn about the following topics:
Troubleshooting Resources on page 7-2
Contacting Trend Micro on page 7-3

Sending Suspicious Content to Trend Micro on page 7-4

Other Resources on page 7-5
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Troubleshooting Resources

Before contacting technical support, consider visiting the following Trend
Micro online resources.

Using the Support Portal

The Trend Micro Support Portal is a 24x7 online resource that contains the
most up-to-date information about both common and unusual problems.

Procedure

1. Go to https://success.trendmicro.com.

2. Select from the available products or click the appropriate button to
search for solutions.

3. Use the Search Support box to search for available solutions.

4. Ifno solution is found, click Contact Support and select the type of
support needed.

Tip
To submit a support case online, visit the following URL:

https://success.trendmicro.com/smb-new-request

A Trend Micro support engineer investigates the case and responds in 24
hours or less.

Threat Encyclopedia

Most malware today consists of blended threats, which combine two or more
technologies, to bypass computer security protocols. Trend Micro combats
this complex malware with products that create a custom defense strategy.
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Technical Support

The Threat Encyclopedia provides a comprehensive list of names and
symptoms for various blended threats, including known malware, spam,
malicious URLs, and known vulnerabilities.

Go to https://www.trendmicro.com/vinfo/us/threat-encyclopedia/#malware
to learn more about:

+  Malware and malicious mobile code currently active or "in the wild"

+  Correlated threat information pages to form a complete web attack story
- Internet threat advisories about targeted attacks and security threats

+  Web attack and online trend information

+  Weekly malware reports

Contacting Trend Micro

In the United States, Trend Micro representatives are available by phone or

email:

Address Trend Micro, Incorporated
225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone Phone: +1 (817) 569-8900
Toll-free: (888) 762-8736

Website https://www.trendmicro.com

Email address support@trendmicro.com

«  Worldwide support offices:

https://www.trendmicro.com/us/about-us/contact/index.html

- Trend Micro product documentation:
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https://docs.trendmicro.com

Speeding Up the Support Call

To improve problem resolution, have the following information available:
Steps to reproduce the problem
Appliance or network information

Computer brand, model, and any additional connected hardware or
devices

Amount of memory and free hard disk space
Operating system and service pack version
Version of the installed agent

Serial number or Activation Code

Detailed description of install environment

Exact text of any error message received

Sending Suspicious Content to Trend Micro

Several options are available for sending suspicious content to Trend Micro
for further analysis.

Email Reputation Services

Query the reputation of a specific IP address and nominate a message
transfer agent for inclusion in the global approved list:

https://www.ers.trendmicro.com/

Refer to the following Knowledge Base entry to send message samples to
Trend Micro:
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Technical Support

https://success.trendmicro.com/solution/1112106

File Reputation Services

Gather system information and submit suspicious file content to Trend
Micro:

https://success.trendmicro.com/solution/1059565

Record the case number for tracking purposes.

Web Reputation Services

Query the safety rating and content type of a URL suspected of being a
phishing site, or other so-called "disease vector" (the intentional source of
Internet threats such as spyware and malware):

https://global.sitesafety.trendmicro.com/

If the assigned rating is incorrect, send a re-classification request to Trend
Micro.

Other Resources

In addition to solutions and support, there are many other helpful resources
available online to stay up to date, learn about innovations, and be aware of
the latest security trends.

Download Center
From time to time, Trend Micro may release a patch for a reported known

issue or an upgrade that applies to a specific product or service. To find out
whether any patches are available, go to:

https://www.trendmicro.com/download/
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If a patch has not been applied (patches are dated), open the Readme file to
determine whether it is relevant to your environment. The Readme file also
contains installation instructions.

Documentation Feedback

Trend Micro always seeks to improve its documentation. If you have
questions, comments, or suggestions about this or any Trend Micro
document, please go to the following site:

https://docs.trendmicro.com/en-us/survey.aspx
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