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Documentation

The documentation set for TippingPoint Advanced Threat Protection for Email

includes the following:

TaBLE 1. Product Documentation

DocumENT

DESCRIPTION

Administrator's Guide

PDF documentation provided with the product or
downloadable from the Trend Micro website.

The Administrator’'s Guide contains detailed instructions on
how to deploy, configure and manage ATP Email, and
provides explanations on ATP Email concepts and
features.

Installation and
Deployment Guide

PDF documentation provided with the product or
downloadable from the Trend Micro website.

The Installation and Deployment Guide discusses
requirements and procedures for installing and deploying
ATP Email.

Syslog Content Mapping
Guide

The Syslog Content Mapping Guide contains information
on event logging formats supported by ATP Email.

Quick Start Card

The Quick Start Card provides user-friendly instructions on
connecting ATP Email to your network and on performing
the initial configuration.

Readme

The Readme contains late-breaking product information
that is not found in the online or printed documentation.
Topics include a description of new features, known
issues, and product release history.

Online Help

Web-based documentation that is accessible from the ATP
Email management console.

The Online Help contains explanations of ATP Email
components and features, as well as procedures needed to
configure ATP Email.
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DocumENT DESCRIPTION

Support Portal The Support Portal is an online database of problem-
solving and troubleshooting information. It provides the
latest information about known product issues. To access
the Support Portal, go to the following website:

http://esupport.trendmicro.com

View and download ATP Email documentation from the Trend Micro Documentation
Center:

http://docs.trendmicro.com/en-us/enterprise/tippingpoint-advanced-threat-
protection-for-email.aspx

Audience

The TippingPoint Advanced Threat Protection for Email documentation is written for
IT administrators and security analysts. The documentation assumes that the reader has
an in-depth knowledge of networking and information security, including the following
topics:

+  Network topologies
. Email routing
. SMTP

The documentation does not assume the reader has any knowledge of sandbox
environments or threat event correlation.

Document Conventions

The documentation uses the following conventions:



http://esupport.trendmicro.com
http://docs.trendmicro.com/en-us/enterprise/tippingpoint-advanced-threat-protection-for-email.aspx
http://docs.trendmicro.com/en-us/enterprise/tippingpoint-advanced-threat-protection-for-email.aspx
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TaBLE 2. Document Conventions

CONVENTION DESCRIPTION
UPPER CASE Acronyms, abbreviations, and names of certain
commands and keys on the keyboard
Bold Menus and menu commands, command buttons, tabs,
and options
Italics References to other documents
Monospace Sample command lines, program code, web URLs, file

names, and program output

Navigation > Path

The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

ﬁ’ Note

Configuration notes

Q Tip

Recommendations or suggestions

O Important
L

Information regarding required or default configuration
settings and product limitations

ﬂ WARNING!

Critical actions and configuration options

About Trend Micro

As a global leader in cloud security, Trend Micro develops Internet content security and
threat management solutions that make the world safe for businesses and consumers to
exchange digital information. With over 20 years of experience, Trend Micro provides
top-ranked client, server, and cloud-based solutions that stop threats faster and protect
data in physical, virtual, and cloud environments.
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As new threats and vulnerabilities emerge, Trend Micro remains committed to helping
customers secure data, ensure compliance, reduce costs, and safeguard business
integrity. For details, visit:

http://www.trendmicro.com

Trend Micro and the Trend Micro t-ball logo are trademarks of Trend Micro
Incorporated and are registered in some jurisdictions. All other marks are the trademarks

or registered trademarks of their respective companies.



http://www.trendmicro.com
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Chapter 1

Introduction

Topics include:

About TippingPoint Advanced Threat Protection for Email on page 1-2

What's New on page 1-2
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About TippingPoint Advanced Threat
Protection for Email

TippingPoint Advanced Threat Protection for Email stops sophisticated targeted attacks

and cyber threats by scanning, simulating, and analyzing suspicious links and
attachments in email messages before they can threaten your network. Designed to
integrate into your existing anti-spam/antivirus network topology, TippingPoint
Advanced Threat Protection for Email can act as a Mail Transfer Agent in the mail
traffic flow or as an out-of-band appliance silently monitoring your network for cyber

threats.

What's New

TaBLE 1-1. New Features in ATP Email 2.5

FEATURE

DESCRIPTION

Domain-based email
delivery

ATP Email routes email messages to specified servers
based on domains and email addresses.

Simple Network
Management Protocol
(SNMP) support

ATP Email sends SNMP trap messages to notify
administrators about events that require attention, and
listens to SNMP manager requests for system
information, status updates, and configuration.

URL rewriting

ATP Email prevents connections to suspicious URLs and
instead redirects users to custom warning or blocking
pages.

Analysis of password-
protected and macro-
enabled files

ATP Email uses user-specified passwords to open
protected documents prior to analysis and force-analyzes
macro-enabled Microsoft Office files.

TippingPoint Advanced
Threat Protection Analyzer
integration

ATP Email can send objects to TippingPoint Advanced
Threat Protection Analyzer for better processing
performance.

Smart Protection Server
integration

ATP Email integrates with Smart Protection Server for
web reputation data.
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FEATURE

DESCRIPTION

Enhanced Control Manager
integration

ATP Email sends suspicious objects to and receives
exceptions from Control Manager.

Enhanced syslog integration

ATP Email sends logs for detections, analysis, alerts, and
system events to up to three syslog servers.

Advanced Threat Indicators
widget

The Advanced Threat Indicators widget shows the type,
count, and risk level of advanced threat indicators in all
email messages.

Support of high-end
hardware modules

ATP Email supports the high level hardware module, ATP
Email 9100.
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Chapter 2

Deployment

Topics include:
*  Deployment Overview on page 2-2
. Network Topology Considerations on page 2-2

Recommended Network Environment on page 2-9

. Items to Prepare on page 2-9
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Deployment Overview

The following procedure provides an overview for planning the deployment and
installing TippingPoint Advanced Threat Protection for Email.

Procedure
1. Decide the deployment mode.
See Network Topology Considerations on page 2-2.
2.  Review the system requirements.
See System Requirements on page 3-2.
3. Install TippingPoint Advanced Threat Protection for Email.
See Installing TippingPoint Advanced Threat Protection for Email on page 3-0.
4.  Complete the getting started tasks.

See Getting Started Tasks on page A-Z.

Network Topology Considerations

Deploy TippingPoint Advanced Threat Protection for Email between the anti-spam
gateway and the network's internal mail servers.

Deploying TippingPoint Advanced Threat Protection for Email behind the anti-spam
gateway improves performance and reduces false positives by reducing the total email
messages required to investigate.

Make sure that the management interface ethO (on the back of the appliance) is
accessible via TCP port 22 for the Command Line Interface (SSH) and TCP port 443
for the management console (HTTPS).
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BCC Mode

While in BCC mode, TippingPoint Advanced Threat Protection for Email acts as an
out-of-band appliance that does not interfere with network traffic. TippingPoint
Advanced Threat Protection for Email discards all replicated email messages after they
are checked for threats. No replicated email messages are delivered to the recipients.

Use BCC mode to understand how TippingPoint Advanced Threat Protection for Email
processes email messages and identifies risks before fully deploying the product as an
MTA. Configure an upstream MTA to mirror email traffic and handle message delivery.
TippingPoint Advanced Threat Protection for Email sends alert notifications whenever
a suspicious email message passes through the network, but does not deliver email
messages.

The following figure shows how an email message passes through a network with
TippingPoint Advanced Threat Protection for Email deployed in BCC mode. The email
message enters the network and routes through the anti-spam gateway. The anti-spam
gateway sends the email message through the network to the recipient and sends a copy
of the email message to TippingPoint Advanced Threat Protection for Email.
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TippingPoint Advanced Threat Protection for Email investigates and then discards the
email message.

A
Mail Servers

Ficure 2-1. BCC Mode

MTA Mode

While in MTA mode, TippingPoint Advanced Threat Protection for Email serves as a
Message Transfer Agent (MTA) in the line of the mail traffic flow. In a typical
configuration, TippingPoint Advanced Threat Protection for Email receives email
messages from an upstream MTA, such as an anti-spam gateway, and delivers the email
messages to a downstream MTA.

The following figure shows how an email message passes through a network with
TippingPoint Advanced Threat Protection for Email configured in MTA mode. The
email message enters the network and routes through the anti-spam gateway to
TippingPoint Advanced Threat Protection for Email. If the email message passes
inspection, TippingPoint Advanced Threat Protection for Email routes the email
message to downstream MTAs. Based on the policy configuration, TippingPoint




Deployment

Advanced Threat Protection for Email performs user-configured actions on messages
that contain malicious file attachments, embedded URLs, or suspicious message

characteristics. TippingPoint Advanced Threat Protection for Email then notifies
recipients.

L
Internet

rﬁ

Anti-Spam Gateway

t)oo

Appliance

Mail Servers

FIGURE 2-2. MTA Mode

SPAN/TAP Mode

While in SPAN/TAP mode, TippingPoint Advanced Threat Protection for Email acts
as an out-of-band appliance that does not interfere with network traffic. TippingPoint
Advanced Threat Protection for Email discards all replicated email messages after they
are checked for threats. No replicated email messages are delivered to the recipients.
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Configure a switch or network tap to send mirrored traffic to TippingPoint Advanced
Threat Protection for Email. TippingPoint Advanced Threat Protection for Email sends
alert notifications whenever a suspicious email message passes through the network, but
does not deliver email messages.

The following figure shows how an email message passes through a network with
TippingPoint Advanced Threat Protection for Email deployed in SPAN/TAP mode.
The email message enters the network and routes through the switch or network tap.
The switch or network tap sends the email message through the network to the recipient
and sends a copy of the email message to TippingPoint Advanced Threat Protection for
Email. TippingPoint Advanced Threat Protection for Email investigates and then
discards the email message.

Internet

2 4

Anti-Spam Gateway

‘ t) ”

Switch/ Appllance
Netw@rk Tap

M%

Mail Servers

Ficure 2-3. SPAN/TAP Mode
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Control Manager Deployment

In a network topology containing multiple TippingPoint Advanced Threat Protection
for Email appliances, Control Manager can aggregate log and suspicious objects data,
generate reports, and update product components. Optionally single sign-on (SSO)
through Control Manager to the management console of any registered TippingPoint
Advanced Threat Protection for Email appliance.

The following figure shows how an email message passes through a network with
multiple TippingPoint Advanced Threat Protection for Email appliances configured in
MTA mode and registered to Control Manager. Each TippingPoint Advanced Threat
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Protection for Email appliance independently processes email messages as an MTA
while management is centralized through Control Manager.

Internet
DA
DA
Antl Spam Gateway
>
‘LOQS/SSO LogS/SSO‘
Appliance 1 TMCM Appliance 2

Kl
)4

Mail Servers

DA

Endpoints

Ficure 2-4. Control Manager Deployment

For details about configuring Control Manager settings, see TippingPoint Advanced
Threat Protection for Email Administrator's Guide.
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Recommended Network Environment

TippingPoint Advanced Threat Protection for Email requires connection to a
management network. After deployment, administrators can perform configuration
tasks from any computer on the management network.

Connection to a custom network is recommended to simulate malware behavior when
connecting to the Internet. For best results, Trend Micro recommends an Internet
connection without proxy settings, proxy authentication, and connection restrictions.

The networks must be independent of each other so that malicious objects in the
custom network do not affect entities in the management network.

Typically, the management network is the organization’s Intranet, while the custom
network is an environment isolated from the Intranet, such as a test network with
Internet connection.

Items to Prepare

REQUIREMENT DETAILS

Activation Code Obtain from Trend Micro

Monitor and VGA cable Connects to the VGA port of the appliance

USB keyboard Connects to a USB port of the appliance
USB mouse Connects to a USB port of the appliance
Ethernet cables Connect to the management and data ports

+  Required: Management port (ethQ) of the appliance to
the management network

+  Recommended: Data port (eth1, eth2, or eth3)
connects to the custom network

+  Optional: Unused data ports connect to the mail
network for mail routing and monitoring
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REQUIREMENT

DETAILS

Internet-enabled computer

Access to the management console from a computer with
the following software installed:

A supported web browser:

+  Microsoft Internet Explorer® 9, 10, 11
+  Microsoft Edge™

+  Google Chrome™ 32 or later

. Mozilla Firefox® 24 or later

IP addresses

+  Required: One IPv4 address in the management
network

. Recommended: One IPv4 address for the custom
network

+  Optional: Two IPv4 addresses for the mail network and
one IPv6 address for the management network

Third party software
licenses

Licenses for all third party software installed on sandbox
images
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Topics include:
. System Requirements on page 3-2

«  Ports Used by TippingPoint Advanced Threat Protection for Email on page 3-3

Installing TippingPoint Advanced Threat Protection for Email on page 3-6
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System Requirements

Trend Micro provides the TippingPoint Advanced Threat Protection for Email
appliance hardware. No other hardware is supported.

TippingPoint Advanced Threat Protection for Email is a self-contained, purpose-built,
and performance-tuned Linux operating system. A separate operating system is not
required.

Note

Trend Micro recommends viewing the console using a monitor that supports 1280 x 1024
resolution or greater.

The following table lists the minimum software requirements to access the Command
Line Interface and the management console that manage TippingPoint Advanced Threat
Protection for Email.

TABLE 3-1. Minimum Software Requirements

APPLICATION REQUIREMENTS DETAILS

SSH client SSH protocol version 2 Set the Command Line Interface
terminal window size to 80
columns and 24 rows.

Internet Explorer™ Versions 9, 10, 11 Use only a supported browser to
access the management console.

Microsoft Edge™ Windows 10 .
Using the data port IP address

Mozilla Firefox™ Version 26 or later you set during the initial
configuration, specify the following
Google Chrome™ Version 31 or later URL:
https://

[Appliance IP Address]:443
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ﬁ Note
+  SSH service is disabled by default when using the SSH client. To enable SSH service,
see configure service ssh enable on page 4-12.

Internet Explorer requires additional configuration. For details, see Configuring
Internet Explorer on page 3-3.

Control Manager System Requirements

Control Manager is a separately licensed product. For information about Control
Manager system requirements, go to:

http://docs.trendmicro.com/en-us/enterprise/control-manager.aspx

Configuring Internet Explorer

Disable Protected Mode if you are accessing the management console from Internet
Explorer.

Procedure

1. From the Internet Explorer menu, go to Tools > Internet Options > Security.

2. Click Internet.

3. Clear Enable Protected Mode.

Ports Used by TippingPoint Advanced Threat
Protection for Email

The following table shows the ports that are used with TippingPoint Advanced Threat
Protection for Email and why they are used.



http://docs.trendmicro.com/en-us/enterprise/control-manager.aspx
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TaBLE 3-2. Ports used by TippingPoint Advanced Threat Protection for Email

PoRrT

ProTOCOL

FuncTioN

PurPOSE

22

TCP

Listening

Computer connects to TippingPoint
Advanced Threat Protection for Email
through SSH.

25

TCP

Listening

MTAs and mail servers connect to
TippingPoint Advanced Threat
Protection for Email through SMTP.

53

TCP/UDP

Outbound

TippingPoint Advanced Threat
Protection for Email uses this port for
DNS resolution.

80

TCP

Listening and
outbound

TippingPoint Advanced Threat
Protection for Email connects to other
computers and integrated Trend Micro
products and hosted services through
this port. In particular, it uses this port
to:

+  Connect to the Customer
Licensing Portal to manage the
product license

+  Connect to Community File
Reputation services when
analyzing file samples

«  Connect to the Smart Protection
Network and query Web
Reputation Services

+  Upload virtual analyzer images to
TippingPoint Advanced Threat
Protection for Email using the
image import tool

123

UDP

Outbound

TippingPoint Advanced Threat
Protection for Email connects to the
NTP server to synchronize time.
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PorT ProTocoL FuncTion PurpPoSsE

161 TCP Listening TippingPoint Advanced Threat
Protection for Email uses this port to
listen for requests from SNMP
managers.

162 TCP Outbound TippingPoint Advanced Threat
Protection for Emailconnects to SNMP
mangers to send SNMP trap
messages.

443 TCP Listening and | TippingPoint Advanced Threat

outbound Protection for Email uses this port to:

+  Access the management console
with a computer through HTTPS

+  Communicate with Trend Micro
Control Manager

+  Connect to the Smart Protection
Network and query Web
Reputation Services

+  Connect to Trend Micro Threat
Connect

+  Send anonymous threat
information to Smart Feedback

+  Update components by
connecting to the ActiveUpdate
server

«  Send product usage information
to Trend Micro feedback servers

«  Verify the safety of files through
the Certified Safe Software
Service

5274 TCP Outbound TippingPoint Advanced Threat

Protection for Email uses this port as
the default port to connect to the
Smart Protection Server for web
reputation services.
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PoRrT ProTOCOL FuncTioN PURPOSE

User-defined N/A Outbound TippingPoint Advanced Threat
Protection for Email uses the specified
port to send logs to syslog servers.

Installing TippingPoint Advanced Threat
Protection for Email

“\ Important

The TippingPoint Advanced Threat Protection for Email appliance comes with the
appliance software installed. The following procedure provides a reference for fresh installs
only.

Trend Micro provides the TippingPoint Advanced Threat Protection for Email
appliance hardware. No other hardware is supported. For information about software
requirements, see System Requirements on page 3-2.

WARNING!

The installation deletes any existing data or partitions on the selected disk. Back up existing
data before installing TippingPoint Advanced Threat Protection for Email.

Procedure
1.  Power on the server.

2. Insert the TippingPoint Advanced Threat Protection for Email Installation DVD
into the optical disc drive.

3. Restart the setver.

4.  Press the F11 key.
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| 4 System Setup

F10 Lifecycle Controller
F11 Boot Manager

F12 PXE Boot

Initializing Intel(R) Boot Agent GE v1.5.62
PXE 2.1 Build 092 (WfM 2.0)

Initializing Serial ATA device
Port J: HL-DT-ST DUD-ROM DTAO

PowerEdge Expandable RAID Controller BIOS
Copyright(c) 2014 LSI Corporation
Press <Ctrl><R> to Run Configuration Utility

5. Under Boot Manager Main Menu, select BIOS Boot Manager and then press
ENTER.

| Boot Manager F1 for Help

Boot Manager

Boot Manager Main Menu

Continue Normal Boot
One-shot BIOS Boot Menu

Launch System Setup
Launch Lifecycle Controller
System Utilities

Service Tag: 4031962

6.  Select the optical disc drive that contains the Installation DVD and then press
ENTER.
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| Boot Manager F1 for Help

Boot Manager
Boot Menu

ct Legacy Boot Option

» [Hard drivel Integrated RAID Controller 1: PERC H?30P Mini(bus 02 dev 00)
» Embedded SATA Port Optical Drive J: HL-DT-ST DUD-ROH DTAON
» Integrated NIC 1 Port 1 Partition 1: IBA GE Slot 0100 v1562

Service Tag: 4031962

The server boots from the TippingPoint Advanced Threat Protection for Email
Installation DVD and the installation begins.

The TippingPoint Advanced Threat Protection for Email Installation Menu screen
appears.

7. Select Install Appliance.
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TippingPoint Advanced Threat Protection for Email

1. Install Appliance

2. Install Appliance via Serial Console
3. Exit

Installation - Install the appliance on the server

After the setup initializes, the License Agreement screen appears.

8.  Click Accept.
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TREND. TippingPoint”Advanced Threat Protection for Email

License Agreement

IMPORTANT: READ CAREFULLY. PURCHASE/LICENSE/USE OF AN ATP APPLIANCE (AS DEFINED BELOW) BY BUSINESS AND
GOVERNMENTAL ENTITIES IS ON AND SUBJECT TO THE FOLLOWING TERMS, CONDITIONS, LIMITATIONS, AND EXCLUSIONS

Trend Micro Terms/Conditions of Sale and Software License Agreement
Trial Use and Paid Use - Trend Micro TippingPoint Advanced Threat Protection Hardware-Based Appliance Family of Products
Date: February 2016
English - Enterprise Customers

THE TREND MICRO TIPPINGPOINT ADVANCED THREAT PROTECTION ("ATP") APPLIANCE INCLUDES AND REQUIRES THE SOFTWARE THAT MUST BE UPDATED
ROUTINELY FOR THE ATP APPLIANCE TO OPERATE EFFECTIVELY. TREND MICRO INCORPORATED, INCLUDING ITS TIPPINGPOINT BUSINESS UNIT, (COLLECTIVELY,
“TREND MICRO") OFFERS TO LICENSE YOU SOFTWARE (AS DEFINED BELOW) AND DOCUMENTATION ONLY IF YOU AGREE TO ALL TERMS AND CONDITIONS OF
THIS AGREEMENT. IF YOU ARE ACQUIRING THE ATP APPLIANCE ON BEHALF OF A COMPANY OR OTHER ORGANIZATION, YOU REPRESENT TO TREND MICRO
THAT YOU ARE DULY AUTHORIZED TO REPRESENT SUCH ORGANIZATION AND YOU ACCEPT THE TERMS AND CONDITIONS OF THIS AGREEMENT ON BEHALF OF
SUCH ORGANIZATION.

IF YOU DO NOT WISH TO ACCEPT THIS AGREEMENT OR YOU ARE NOT AN AUTHORIZED REPRESENTATIVE, PLEASE TAKE THE ACTION SET
FORTH IN SECTION 5 BELOW AND DO NOT CONNECT OR USE THE ATP APPLIANCE OR ACTIVATE THE SOFTWARE, AND IF YOU HAVE PAID ANY
FEES BEFORE RECEIVING NOTICE OF THIS AGREEMENT, CONTACT YOUR SUPPLIER (TREND MICRO OR CHANNEL PARTNER AS THE CASE MAY
BE) WITHIN THIRTY (30) DAYS OF YOUR PURCHASE FOR A REFUND AGAINST RETURN OF THE ATP APPLIANCE. THIS RIGHT APPLIES ONLY IF
YOU ARE THE ORIGINAL END USER/PURCHASER.

Scope. This Agreement applies to the ATP Appliance You have acquired the use of or purchased. The Hardware portion of the Appliance is
so!d to You, whereas, the Software portion of the Appliance is licensed to You in accordance with this Agreement and NOT sold to You.

2. Applicable Terms; Definitions. Paid Use Licenses: If You are a Paid User. ections 1 through 8 and 10 through 31 of this Agreement apply
to You. Trial Use Licenses: If You are entitled to a Irial Use, Sections 1 through 9, 10(c), 10(d), 11, 13, 14, 18 through 27, and 29 through 31 of this
Agreement apply to You.

Definitions. In addition to initially capitalized and underlined definitions, descriptions, agreements, clarifications, and limitations thereto that may be

set forth elsewhere in this Agreement, the initially capitalized and underlined definitions, descriptions, agreements, clarifications, and limitations set

forth in this Section 2 shall have the meanings specified or referred in this Section 2 (each is an "Agreed Definition") and all Agreed Definitions shall

be equally applicable to the singular, plural, and derivative forms.

“Channel Partner" means any distributor, reseller, value-added reseller, or system integrator permitted by Trend Micro to resell the ATP Appliance.

“Cloud Services" means (only for such time as Maintenance is provided or Renewal Maintenance is purchased by You in support of the Software) the
cloud services features/functionality of the Software (such as the Smart Protection Network) that are made available to You by such means as
may be designated, enabled, or provided by Trend Micro from data centers/servers hosted by or on behalf of Trend Micro. Even if purchased by
You pursuant to Maintenance/Renewal Maintenance, such Cloud Services may nevertheless be deactivated, disabled, or refused at any time at
Your sole option/discretion in accordance with the Documentation.

“Confidential Information" shall have the meaning set forth in Section 20.

Decline Accept

Select the device to install TippingPoint Advanced Threat Protection for Email.
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Installation involves repartitioning of the disks. All data on the disks will be lost.

Select the disks to use for this installation.

3725.5GB

-

= V)
DELL PERC H730P Mini
sda / 3725.5GB free

1 disk selected; 3725.5 GB capacity.
Unselected disks will not be modified.

Quit Continue

10. Click Continue.
11. At the warning message, click Yes to continue.

The TippingPoint Advanced Threat Protection for Email installer scans the
hardware to determine that it meets the minimum specifications.

12. Click Next.

The Summary screen appears.

13. Click Continue to begin the installation.
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Hardware Profile

Processor Model :
Intel(R) Xeon(R) CPU E5-2680 v3 @ 2.50GHz (48 cores)
Processor Speed
1259.082 MHz
System Memory

122.86 GB
Keyboard
us
Timezone
utc
Lang :
en_US.UTF-8
Storage
[sda] Model: DELL PERC H730P Mini Vendor: DELL Size : 3725.5 GB
Network :
[eth0) Driver : igb
[eth1] Driver : igh
[eth2] Driver : igb
[eth3] Driver : igb

Select Disks Continue

14. At the warning message, click Continue.
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Repartition Disks

Warning

The following disks will be repartitioned and all data will
be lost:

sda

Do you want to continue?

Select Disks Continue

After formatting the disk, the program installs the operating system. The
TippingPoint Advanced Threat Protection for Email appliance installs after the
appliance restarts.

15. Remove the Installation DVD from the optical disc drive to prevent reinstallation.
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Chapter 4

Using the Command Line Interface

Topics include:
Using the CLI on page 4-2

Entering the CLI on page 4-2

Command Line Interface Commands on page 4-3
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Using the CLI

Use the Command Line Interface (CLI) perform the following tasks:

+  Configure initial settings, such as the device IP address and host name
*  Restart the device

+  View device status

+  Debug and troubleshoot the device

ﬁ Note

Do not enable scroll lock on your keyboard when using HyperTerminal. If scroll lock is
enabled, you cannot enter data.

Entering the CLI

To log on to the CLI, either connect directly to the server or connect using SSH.

Procedure
+  To connect directly to the server:
a.  Connect a monitor and keyboard to the setver.

b. Log on to the CLL

Note

The default credentials are:
. User name: admin

. Password: ddei

. To connect using SSH:
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a.  Verify the computer you are using can ping TippingPoint Advanced Threat
Protection for Email’s IP address.

b.  Use an SSH client to connect to TippingPoint Advanced Threat Protection
for Email's IP address and TCP port 22.

Note

The default IP address / subnet mask is 192.168.252.1 / 255.255.0.0.

Command Line Interface Commands

The TippingPoint Advanced Threat Protection for Email CLLI commands are separated
into two categories: normal and privileged commands. Normal commands atre basic
commands to obtain specific low security risk information and to perform simple tasks.
Privileged commands provide full configuration control and advanced monitoring and
debugging features. Privileged commands are protected by an additional layer of
credentials: the Enable account and password.

After you open the CLI menu, the screen appears.
0) Exit: Leaves the CLL

1) Device Information and Status: Monitor hardware items, such as CPU usage, hard
disk status, and disk space.

2) Network Settings: Modify the device host name, IP address, subnet mask, and the
network default gateway address and DNS servers. You can also select the active data
port.

3) Maintenance: Restarts the device, rescues the application, unregisters from the parent,
or re-registers to the parent if the parent IP address was modified.

4) Utility: Modifies access to the management console and SSH access to the Data port.
You can also enter the Linux-like shell environment for debugging and modify the
device time zone, date, and time.

5) Shutdown: Reboots or powers off the device.
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Entering Privileged Mode

WARNING!

Enter the shell environment only if your support provider instructs you to perform
debugging operations.

Procedure
1. Logon to the CLIL
See Entering the CLI on page 4-2.
2. At the prompt, type enable and press ENTER to enter privileged mode.
3. Type the default password, trend#1, and then press ENTER.

The prompt changes from > to #.

CLI Command Reference

The following tables explain the CLI commands.

Note

CLI commands require privileged mode. For details, see Entering Privileged Mode on page
4-4.

configure product management-port

TABLE 4-1. configure product management-port

Set the management port IP address

Syntax:

configure product management-port [ipv4 | ipv6] <ip> <mask>
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View Privileged

Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings

<ip>: IP address for the interface

<mask>: Network mask for the NIC

Example:

To set the management port IPv4 address:

configure product management-port ipv4 192.168.10.21 255.255.255.0

configure product operation-mode

TaBLE 4-2. configure product operation-mode

Set the TippingPoint Advanced Threat Protection for Email operation mode

Syntax:

configure product operation-mode [BCC | MTA | TAP]

View Privileged

Parameters BCC: Deploy in BCC mode
MTA: Deploy in MTA mode
TAP: Deploy in SPAN/TAP mode

Example:

To deploy in BCC mode:

configure product operation-mode BCC
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configure network basic

TABLE 4-3. configure network basic

Configures basic network settings, including host name, IP address, subnet mask,
gateway, and DNS.

Syntax:

configure network basic

View Privileged
Parameters None
Examples:

***Network Configuration***

Specify value for each item and press ENTER. Settings apply to the
management port (EthO) and require a restart.

Host name: mail.com

IPv4 address: 10.64.70.151
Subnet mask: 255.255.254.0
IPv4 gateway: 10.64.70.1
Preferred IPv4 DNS: 10.64.1.55
Alternate IPv4 DNS: 10.64.1.54
IPv6 address:

Prefix length:

IPv6 gateway:

Preferred IPv6 DNS:

Alternate IPv6 DNS:

Confirm changes and restart (Y/N):
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configure network dns

TABLE 4-4. configure network dns

Configures DNS settings for the TippingPoint Advanced Threat Protection for Email
device.
Syntax:
configure network dns [ipv4 | ipv6] <dnsl> <dns2>
View Privileged
Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings
<dns1>: Primary DNS server
<dns2>: Secondary DNS server
Note
Use a space to separate the primary and secondary DNS
value.
Examples:
To configure the primary DNS with an IP address of 192.168.10.21:
configure network dns ipv4 192.168.10.21
To configure the primary and secondary DNS with the following values:
+  Primary DNS: 192.168.10.21
+  Secondary DNS: 192.168.10.22
configure network dns ipv4 192.168.10.21 192.168.10.22
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configure network hostname

TaBLE 4-5. configure network hostname

device.

Configures the host name for the TippingPoint Advanced Threat Protection for Email

Syntax:

configure network

hostname <hostname>

View Privileged

Parameters <hostname>: The host name or fully qualified domain name
(FQDN) for the TippingPoint Advanced Threat Protection for Email
device

Examples:

configure network

To change the host name of the TippingPoint Advanced Threat Protection for Email
device to test.host.com:

hostname test.example.com

configure network interface

TABLE 4-6. configure network interface

Configures the IP address for the network interface card (NIC).

Syntax:

configure network interface [ipv4 | ipv6] <interface> <ip> <mask>
View Privileged

Parameters ipv4: Configure IPv4 settings

ipv6: Configure IPv6 settings
<interface>: NIC name

<ip>: IP address for the interface

<mask>: Network mask for the NIC
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Example:

To configure an NIC with the following values:
+ Interface: etho

+ IPv4 address: 192.168.10.10

+  IPv4 subnet mask: 255.255.255.0

configure network interface ipv4 ethO 192.168.10.10 255.255.255.0

configure network route add

TaBLE 4-7. configure network route add

Adds a new route entry
Syntax:
configure network route add [ipv4 | ipvé] <ip prefixlen> <via> <dev>
View Privileged
Parameters ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings
<ip_prefixlen>: Destination network ID with format IP_Address/
Prefixlen
<via>: IP address of the next hop
<dev>: Device name
Example:
To add a new route entry:
configure network route add ipv4 172.10.10.0/24 192.168.10.1 ethl
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configure network route default

TaBLE 4-8. configure network route default

Sets the default route for an TippingPoint Advanced Threat Protection for Email device

Syntax:

configure network

route default [ipv4 | ipvée] <gateway>

View Privileged
Parameter ipv4: Configure IPv4 settings

ipv6: Configure IPv6 settings

<gateway>: IP address of default gateway
Example:

configure network

To set the default route for an TippingPoint Advanced Threat Protection for Email device:

route default ipv4 192.168.10.1

configure network route del

TaBLE 4-9. configure network route del

Deletes a route for an TippingPoint Advanced Threat Protection for Email device

Syntax:

configure network

route del [ipv4 | ipv6] <ip_prefixlen> <via> <dev>

View

Privileged

Parameters

ipv4: Configure IPv4 settings
ipv6: Configure IPv6 settings

<ip_prefixlen>: Destination network 1D with format IP_Address/
Prefixlen

<via>: IPv4 address of the next hop

<dev>: Device name
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Example:

To delete a route for an TippingPoint Advanced Threat Protection for Email device:

configure network route del ipv4 172.10.10.0/24 192.168.10.1 ethl

configure network route del default/default ipv6

TaBLE 4-10. configure network route del default/default ipv6

Deletes the default IPv6 gateway for a TippingPoint Advanced Threat Protection for
Email device

Syntax:

configure network route del default ipv6 <gateway> <device>

View Privileged

Parameters gateway: IPv6 Address of the default gateway

device: Link local to IPv6 default gateway

Example:

To delete the default IPv6 gateway fe80::20c¢:29ff:fe75:b579 on device ethO: configure
network route del default ipv6 fe80::20c:29ff:fe75:b579 ethO

configure service ssh disable

TaBLE 4-11. configure service ssh disable

Disables SSH on all network interface cards (NIC).

Syntax:

configure service ssh disable
View Privileged
Parameters None

Examples:
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To disable SSH on all NICs:

configure service ssh disable

configure service ssh enable

TABLE 4-12. configure service ssh enable

Enables SSH on one specific network interface card (NIC).

Syntax:

configure service ssh enable
View Privileged
Parameters None
Examples:

To enable SSH:

configure service ssh enable

configure service ssh port

TaBLE 4-13. configure service ssh port

Change SSH service port.

Syntax:

configure service ssh <port>

View Privileged

Parameters port: configure the SSH service port

<port>: port number

Example:

To change the SSH service port to 56743: configure service ssh port 56743
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configure service ntp

TaBLE 4-14. configure service ntp

Synchronize the TippingPoint Advanced Threat Protection for Email system time with an
NTP server.

Syntax:

configure service ntp [enable | disable | server-address <address>]

View Privileged

Parameters enable: Enable NTP
disable: Disable NTP

server-address: Configure the NTP server address

<address>: Specify the FQDN or IP address of the NTP server

Examples:

To configure the NTP server address as 192.168.10.21:

configure service ntp server-address 192.168.10.21

To enable synchronization with the NTP server:

configure service ntp enable

configure system date

TABLE 4-15. configure system date

Configures the time and date and saves the data in CMOS.

Syntax:

configure system date <date> <time>

View Privileged

Parameters <date>: Set the date using the following format: yyyy-mm-dd

<time>: Set the time with the following format: hh:mm:ss
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Example:

To set the date to August 12, 2010 and the time to 3:40 PM:

configure system date 2010-08-12 15:40:00

configure system password enable

TABLE 4-16. configure system password enable

To change the password required to enter Privileged mode.

Syntax:

configure system password enable
View Privileged
Parameters None
Examples:

To change the password required to enter Privileged mode:

configure system password enable

configure system timezone

TaBLE 4-17. configure system timezone

Configures the time zone used by TippingPoint Advanced Threat Protection for Email.

Syntax:

configure system timezone <region> <city>

View Privileged

Parameters <region>: Region name

<city>: City name

Example:
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To configure the TippingPoint Advanced Threat Protection for Email device to use the
time zone for the following location:

Region: America

City: New York

configure system timezone America New_York

TABLE 4-18. Time Zone Setting Examples

REGION/COUNTRY City

Africa Cairo

Harare

Nairobi
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REGION/COUNTRY

City

America

Anchorage

Bogota

Buenos_Aires

Caracas

Chicago

Chihuahua

Denver

Godthab

Lima

Los_Angeles

Mexico_City

New_York

Noronha

Phoenix

Santiago

St _Johns

Tegucigalpa
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REGION/COUNTRY

City

Asia

Almaty

Baghdad

Baku

Bangkok

Calcutta

Colombo

Dhaka

Hong_Kong

Irkutsk

Jerusalem

Kabul

Karachi

Katmandu

Krasnoyarsk

Kuala_Lumpur

Kuwait

Magadan

Manila

Muscat

Rangoon

Seoul

Shanghai
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REGION/COUNTRY

City

Asia (Continued)

Singapore

Taipei

Tehran

Tokyo

Yakutsk

Atlantic

Azores

Australia

Adelaide

Brisbane

Darwin

Hobart

Melbourne

Perth

Europe

Amsterdam

Athens

Belgrade

Berlin

Brussels

Bucharest

Dublin

Moscow

Paris
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REGION/COUNTRY

City

Pacific

Auckland

Fiji

Guam

Honolulu

Kwajalein

Midway

us

Alaska

Arizona

Central

East-Indiana

Eastern

Hawaii

Mountain

Pacific

enable

TaBLE 4-19. enable

Enters privileged mode so privileged commands can be provided.

Syntax:

enable

View Normal
Parameters None

Example:
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To enter privileged mode:

enable

exit

TaBLE 4-20. exit

Exits privileged mode.

Exits the session for those not in privileged mode.

Syntax:

exit

View Normal
Parameters None
Example:

To exit privileged mode or to exit the session when not in privileged mode:

exit

help

TABLE 4-21. help

Displays the CLI help information.

Syntax:

help

View Normal
Parameters None

Example:
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To display the CLI help information:

help

history

TaBLE 4-22. history

Displays the current session's command line history.

Syntax:

history [limit]

View Normal

Parameters [limit]: Specifies the size of the history list for the current session

Specifying "0" retains all commands for the session.

Example:

To specify six commands for the size of the history list:

history 6

logout

TaBLE 4-23. logout

Logs out of the current CLI session.

Syntax:

logout

View Normal
Parameters None

Example:
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To logout from the current session:

logout

ping

TABLE 4-24. ping

Pings a specified host.

Syntax:
ping [-c num echos] [-1 interval] <dest>
View Normal
Parameters [-c num_echos]: Specifies the number of echo requests to be
sent. Default value is 5.
[-i interval]: Specifies the delay interval in seconds between each
packet. Default value is 1 second.
<dest>: Specifies the destination host name or IP address
Examples:

To ping the IP address 192.168.1.1:

ping 192.168.1.1

To ping the host remote.host.com:

ping remote.host.com

ping6

TaBLE 4-25. ping6

Pings a specified IPv6 host through interface ethO.

Syntax:

ping6 [-c num _echos] [-i interval] <dest>
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View Normal

Parameters [-c num_echos]: Specifies the number of echo requests to be
sent. Default value is 5.

[-i interval]: Specifies the delay interval in seconds between each
packet. Default value is 1 second.

<dest>: Specifies the destination host name or IP address

Examples:

To ping the IPv6 address fe80::21a:a5ff:fec1:1060:

ping6 fe80::2la:a5ff:fecl:1060

To ping the host remote.host.com:

ping6 remote.host.com

start task postfix drop

TABLE 4-26. start task postfix drop

Deletes a specified message or all messages in the email message queue.

Syntax:

start task postfix drop { <mail id> | all }

View Privileged

Parameters <mail_id>: Specifies the message ID in the postfix queue to delete
Examples:

To delete email message D10D4478A5 from the email message queue:

start task postfix drop D10D4478A5

To delete all email messages from the email message queue:

start task postfix drop all
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start task postfix flush

TABLE 4-27. start task postfix flush

Attempts to deliver all queued email messages.

Syntax:

start task postfix flush
View Privileged
Parameters None
Example:

To deliver all queued email messages:

start task postfix flush

start task postfix queue

TABLE 4-28. start task postfix queue

Displays all email messages queued in Postfix.

Syntax:

start task postfix queue
View Privileged
Parameters None
Example:

To display all Postfix queued email messages:

start task postfix queue
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start service postfix

TABLE 4-29. start service postfix

Starts the Postfix mail system

Syntax:

start service postfix

View Privileged
Parameters None
Example:

To start the Postfix mail system:

start service postfix

start service product

TaBLE 4-30. start service product

Starts the Product service system.

Syntax:

start service product

View Privileged
Parameters None
Example:

To start the Product service system:

start service product
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start service ssh

TaBLE 4-31. start service ssh

Starts the ssh service system.

Syntax:

start service ssh

View Privileged
Parameters None
Example:

To start the ssh service system:

start ssh service

stop process core

TABLE 4-32. stop process core

Stops a running process and generates a core file.

Syntax:

stop process core <pid>

View Privileged
Parameters <pid>: The process ID
Example:

To stop a process with ID 33:

stop process core 33
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stop service postfix

TABLE 4-33. stop service postfix

Stops the Postfix mail system.

Syntax:

stop service postfix

View Privileged
Parameters None
Example:

To stop the Postfix mail system:

stop service postfix

stop service product

TABLE 4-34. stop service product

Stops the Product service system.

Syntax:

stop service product

View Privileged
Parameters None
Example:

To stop the Product service system:

stop service product
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stop service ssh

TABLE 4-35. stop service ssh

Stops the ssh service system.

Syntax:

stop service ssh

View Privileged
Parameters None
Example:

stop ssh service

To stop the ssh service system:

reboot

TABLE 4-36. reboot

Reboots the TippingPoint Advanced Threat Protection for Email device immediately or
after a specified delay.

Syntax:

reboot [time]

View Privileged

Parameters [time]: Specifies the delay, in minutes, to reboot the TippingPoint
Advanced Threat Protection for Email device

Examples:

reboot

To reboot the TippingPoint Advanced Threat Protection for Email device immediately:

reboot 5

To reboot the TippingPoint Advanced Threat Protection for Email device after 5 minutes:
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resolve

TaBLE 4-37. resolve

address.

Resolves an IPv4 address from a host name or resolves a host name from an IPv4

Syntax:

resolve <dest>

View

Privileged

Parameter

<dest>: Specifies the IPv4 address or host name to resolve

Examples:

To resolve the host name from IP address 192.168.10.1:

resolve 192.168.10.1

To resolve the IP address from host name parent.host.com:

resolve parent.host.com

show storage statistic

TaBLE 4-38. show storage statistic

Displays the file system disk space usage.

Syntax:

show storage statistic [partition]

View

Normal

Parameters

[partition]: Specify a partition. This is optional.

Example:

To display the file system disk space usage of the TippingPoint Advanced Threat
Protection for Email device:

show storage statistic
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show network

TaBLE 4-39. show network

configurations.

Displays various TippingPoint Advanced Threat Protection for Email network

Syntax:

show network [arp <address> | connections | dns | dns ipvé6| hostname |
interface | route | route ipv4 | route default ipv4 | route default
ipvé]

View Normal

Parameters arp: Displays the value returned by the Address Resolution

Protocol (ARP) for the given address.

<address>: FQDN or IP address that will be resolved with the
Address Resolution Protocol (ARP).

connections: Displays the TippingPoint Advanced Threat
Protection for Email device’s current network connections.

dns: Displays the TippingPoint Advanced Threat Protection for
Email device’s DNS IP address.

dns ipv6: Displays system DNS configuration for IPv6.

hostname: Displays the TippingPoint Advanced Threat Protection
for Email device’s host name.

interface: Displays the network interface card (NIC) status and
configuration.

route: Displays IP address route table.

route ipv4: Displays system IPv4 route table.

route default ipv4: Displays default IPv4 route table.
route default ipv6: Display default IPv6 route table.

Examples:

To display the ARP information for the address 10.2.23.41:

show network arp 10.2.23.41
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To display the TippingPoint Advanced Threat Protection for Email device’s current
network connections:

show network connections

To display the DNS configuration:

show network dns

To display system DNS configuration for IPv6:

show network dns ipvé

To display the host name of the TippingPoint Advanced Threat Protection for Email
device:

show network hostname

To display the NIC status and configuration:

show network interface

To display the IP address route table:

show network route

To display system IPv4 route table:

show network route ipvé

To display system default IPv4 gateway:

show network route default ipv4

To display system default IPv6 gateway:

show network route default ipv6

show kernel

TaBLE 4-40. show kernel

Displays the TippingPoint Advanced Threat Protection for Email device’s OS kernel
information.
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Syntax:

show kernel {messages | modules | parameters | iostat}

View Normal

Parameters messages: Displays kernel messages.
modules: Displays kernel modules.
parameters: Displays kernel parameters.

iostat: Displays CPU statistics and 1/O statistics for devices and
partitions.

Examples:

To display the OS kernel’s messages:

show kernel messages

To display the OS kernel's modules:

show kernel modules

To display the OS kernel's parameters:

show kernel parameters

To display TippingPoint Advanced Threat Protection for Email device CPU statistics and
I/O statistics:

show kernel iostat

show service

TABLE 4-41. show service

Displays the TippingPoint Advanced Threat Protection for Email service status.

Syntax:

show service [ntp <enabled | server-address> | ssh]

View Normal
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Parameters ntp enabled: Displays the system NTP service status.

ntp server-address: Displays the system NTP service server
address.

ssh: Displays the status of SSH.

Examples:

To display the NTP service status:

show service ntp

To display the SSH status:

show service ssh

show memory

TaBLE 4-42. show memory

Displays the TippingPoint Advanced Threat Protection for Email device’s system
memory information.

Syntax:

show memory [vm | statistic]

View Normal

Parameters vm: Displays virtual memory statistics
statistic: Displays system memory statistics

Examples:

To display TippingPoint Advanced Threat Protection for Email device virtual memory
statistics:

show memory vm

To display TippingPoint Advanced Threat Protection for Email system memory statistics:

show memory statistic
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show process

TABLE 4-43. showprocess

Displays the status of TippingPoint Advanced Threat Protection for Email processes
currently running.

Syntax:

show process [top | stack | itrace | trace] [pid]

View Normal

Parameters top: Displays the status of TippingPoint Advanced Threat
Protection for Email processes currently running and system
related processes

stack: Print a stack trace of a running process
itrace: Trace the library call

trace: Trace system calls and signals

pid: The process id number

Examples:

To display the status of TippingPoint Advanced Threat Protection for Email processes
currently running:

show process
To display the stack trace of process 1233:
show process stack 1233
To display the system call of process 1233:
show process trace 1233

To display the library call of process 1233:

show process itrace 1233
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show product-info

TaBLE 4-44. show product-info

Displays the TippingPoint Advanced Threat Protection for Email product information.

Syntax:
show product-info [management-port | operation-mode | service-status |
version
View Normal
Parameters management-port: Displays the management port's IP address
and subnet mask
operation-mode: Displays the operation mode of TippingPoint
Advanced Threat Protection for Email
service-status: Displays the status of services
version: Displays the product version
Examples:

To display the management port's IP address and mask: show product-info

management-port
To display the operation mode: show product-info operation-mode
To display the status of the service: show-product-info service-status

To display the build version of TippingPoint Advanced Threat Protection for Email: show

product-info version

show system

TABLE 4-45. show system

Displays various TippingPoint Advanced Threat Protection for Email system settings.

Syntax:

show system [date | timezone [continent | city | country]| uptime |

version]
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View Normal

Parameters date: Displays the current time and date.

timezone: Displays the TippingPoint Advanced Threat Protection
for Email device’s timezone settings. You can optionally specify the
timezone information to view:

- continent: Displays the system continent
« city: Displays the system city
« country: Displays the system country

uptime: Displays how long the TippingPoint Advanced Threat
Protection for Email device has been running.

version: Displays version number for the TippingPoint Advanced
Threat Protection for Email device.

Examples:

To display the current time and date of the TippingPoint Advanced Threat Protection for
Email device:

show system date

To display the TippingPoint Advanced Threat Protection for Email device’s timezone
settings:

show system timezone

To display the TippingPoint Advanced Threat Protection for Email device's continent:

show system timezone continent

To display the TippingPoint Advanced Threat Protection for Email device's city:

show system timezone city

To display the TippingPoint Advanced Threat Protection for Email device's country:

show system timezone country

To display how long TippingPoint Advanced Threat Protection for Email has been
running:

show system uptime
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To display TippingPoint Advanced Threat Protection for Email’s version number:

show system version

shutdown

TABLE 4-46. shutdown

Specifies shutting down the TippingPoint Advanced Threat Protection for Email device
immediately or after a specified delay.

Syntax:

shutdown [time]

View Privileged

Parameters [time]: Shuts down the TippingPoint Advanced Threat Protection
for Email device after a specified delay in minutes.

Examples:

To shut down the TippingPoint Advanced Threat Protection for Email device
immediately:

shutdown

To shut down the TippingPoint Advanced Threat Protection for Email device after a 5
minute delay:

shutdown 5

traceroute

TaBLE 4-47. traceroute

Displays the tracking route to a specified destination.

Syntax:

traceroute [-h hops] <dest>

View Normal
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Parameters [-h hops]: Specifies the maximum number of hops to the
destination. The minimum number is 6.
<dest>: Specifies the remote system to trace
Examples:

To display the route to IP address 172.10.10.1 with a maximum of 6 hops:

traceroute 172.10.10.1

To display the route to IP address 172.10.10.1 with a maximum of 30 hops:

traceroute -h 30 172.10.10.1




Technical Support

Learn about the following topics:

Troubleshooting Resources on page 5-2
Contacting Trend Micro TippingPoint Support on page 5-3

Sending Suspicious Content to Trend Micro on page 5-4

Other Resources on page 5-5
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Troubleshooting Resources

Before contacting technical support, consider visiting the following Trend Micro online
resources.

Using the Support Portal

The Trend Micro Support Portal is a 24x7 online resource that contains the most up-to-
date information about both common and unusual problems.

Procedute

1.  Go to http://esupport.trendmicro.com.

2. Seclect from the available products or click the appropriate button to search for
solutions.

3. Use the Search Support field to search for available solutions.

4. If no solution is found, click Contact Support and select the type of support
needed.

Q Tip

To submit a support case online, visit the following URL:

http://esupport.trendmicro.com/srf/SRFEMain.aspx

A Trend Micro support engineer investigates the case and responds in 24 hours or
less.

Threat Encyclopedia

Most malware today consists of “blended threats” which combine two or more
technologies to bypass computer security protocols. Trend Micro combats this complex

malware with products that create a custom defense strategy. The Threat Encyclopedia
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Technical Support

provides a comprehensive list of names and symptoms for various blended threats,
including known malware, spam, malicious URLs, and known vulnerabilities.

Go to http://www.trendmicro.com/vinfo/us/threat-encyclopedia/#malwate to learn

more about:

+  Malware and malicious mobile code currently active or “in the wild”

+  Correlated threat information pages to form a complete web attack story
+  Internet threat advisories about targeted attacks and security threats

+  Web attack and online trend information

*  Weekly malware reports

Contacting Trend Micro TippingPoint Support

Contact the TippingPoint Technical Assistance Center (TAC) by using any of the
following options.

Phone . North America: +1 866 681 8324
International: +1 512 681 8324

For online support and additional international toll-free numbers, visit
https://tmc.tippingpoint.com

Email address tippingpoint.support@trendmicro.com

. Visit us online at:

http://www.trendmicro.com/tippingpoint

+  Trend Micro product documentation:

http://docs.trendmicro.com

Speeding Up the Support Call

To improve problem resolution, have the following information available:
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+  Steps to reproduce the problem

+  Appliance or network information

+  Computer brand, model, and any connected hardware or devices
+  Amount of memory and free hard disk space

+  Operating system and service pack version

+  Version of the installed agent

+  Serial number or activation code

+  Detailed description of install environment

«  Exact text of any error message received

Sending Suspicious Content to Trend Micro

Several options are available for sending suspicious content to Trend Micro for further
analysis.

Email Reputation Services

Query the reputation of a specific IP address and nominate a message transfer agent for
inclusion in the global approved list:

https://ers.trendmicro.com

Refer to the following Knowledge Base entry to send message samples to Trend Micro:

http://esupport.trendmicro.com/solution/en-US/1112106.aspx

File Reputation Services

Gather system information and submit suspicious file content to Trend Micro:

http://esupport.trendmicro.com/solution/en-us/1059565.aspx
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Technical Support

Record the case number for tracking purposes.

Web Reputation Services

Query the safety rating and content type of a URL suspected of being a phishing site, or
other so-called “disease vector” (the intentional source of Internet threats such as
spyware and malware):

http://global.sitesafety.trendmicro.com

If the assigned rating is incorrect, send a re-classification request to Trend Micro.

Other Resources

In addition to solutions and support, there are many other helpful resources available
online to help you stay up to date, learn about innovations, and to be aware of the latest
security trends.

Download Center

From time to time, Trend Micro may release a patch for a reported known issue or an
upgrade that applies to a specific product or service. To find out whether any patches
are available, go to:

http://downloadcenter.trendmicro.com

If a patch has not been applied (patches are dated), open the Readme to determine
whether it is relevant to your environment. The Readme also contains installation
instructions.

Documentation Feedback

Trend Micro always seeks to improve its documentation. If you have questions,
comments, or suggestions about this or any Trend Micro document, please go to the

following site:



http://global.sitesafety.trendmicro.com
http://downloadcenter.trendmicro.com

Trend Micro TippingPoint Advanced Threat Protection for Email 2.5 Installation and Deployment
Guide

http:/ /www.trendmicro.com/download/documentation/rating.asp
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Appendix A

Getting Started

Topics include:

Getting Started Tasks on page A-2
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Getting Started Tasks

Getting Started Tasks provides a high-level overview of all procedures required to get
TippingPoint Advanced Threat Protection for Email up and running as quickly as
possible. Each step links to more detailed instructions later in the document. The getting
statted process is the same for BCC, SPAN/TAP and MTA modes.

Procedure
1. Configure network settings to access the management console.
For details, see Contiguring Management Console Access on page A-4.
2. Open the management console.
For details, see Opening the Management Console on page A-5.
3. Activate the TippingPoint Advanced Threat Protection for Email product license.
For details, see Managing Your Product License on page A-7.
4.  Configure the system time.
For details, see Configuring System Time on page A-7.
5. Configure network settings.
For details, see Configuring Network Settings on page A-8.
6. Configure the notification SMTP server.
For details, see Configuring the Notitfication SMTP Server on page A-10.
7.  Configure the mail limits and exceptions.
For details, see Configuring Limits and Exceptions on page A-11.
8.  Configure Virtual Analyzer custom network settings.
For details, see Configuring Virtual Analyzer Network and Filters on page A-13.

9.  Import Virtual Analyzer images.

For details, see Importing Virtual Analyzer Images on page A-13.




Getting Started

10.

11.

12.

13.

14.

15.

16.

O Important
. *

At least one Virtual Analyzer image is required to perform analysis.

Configure the password to open archive files and document files.

For details, see Adding File Passwords on page A-14.

Configure email routing for downstream MTAs.

For details, see Configuring Message Delivery Settings on page A-15.
Add at least one notification recipient to all critical and important alerts.
For details, see Alerts on page A-16.

(Optional) Configure policy rules.

For details, see Contiguring the Actions on page A-16.

(Optional) Configure policy exceptions.

For details, see Policy Exceptions on page A-18.

(Optional) Register with Trend Micro Control Manager for central management.
For details, see Control Manager Settings on page A-19.

Configure upstream MTAs or SPAN/TAP devices.

a.  If TippingPoint Advanced Threat Protection for Email is operating in BCC or
MTA mode, configure the upstream MTAs to route email traffic to
TippingPoint Advanced Threat Protection for Email.

ﬁ’ Note

Configuring the upstream MTA requires different settings for MTA mode and
BCC mode. See the supporting documentation provided by the MTA server
manufacturer for instructions about configuring MTA settings.

+  In MTA mode, configure the MTA to forward email traffic to
TippingPoint Advanced Threat Protection for Email.

+  In BCC mode, configure the MTA to copy email traffic to TippingPoint
Advanced Threat Protection for Email.
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b.  If TippingPoint Advanced Threat Protection for Email is operating in
SPAN/TAP mode, configure the SPAN/TAP device to mirror traffic to
TippingPoint Advanced Threat Protection for Email.

ﬁ’ Note

See the supporting documentation provided by the SPAN/TAP device
manufacturer for instructions about configuring settings.

Configuring Management Console Access

After completing the installation, the server restarts and loads the Command Line
Interface (CLI). Configure TippingPoint Advanced Threat Protection for Email network
settings to gain access to the management console.

The following procedure explains how to log on to the CLI and configure the following
required network settings:

. Management IP address and netmask
. Host name
. DNS

. Gateway

Procedure
1. Logon to the CLI with the default credentials.
. User name: admin
. Password: ddei
2. At the prompt, type enable and press Enter to enter privileged mode.
3. Type the default password, trend#1, and then press Enter.

The prompt changes from > to #.

4.  Configure network settings with the following command:
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configure network basic

5. Configure the following network settings and press Enter after typing each setting.

ﬁ’ Note

IPv6 settings are optional.

. Host name

. IPv4 address

. Subnet mask

+  IPv4 gateway

. Preferred IPv4 DNS
. Alternate IPv4 DNS
«  IPvG6 address

+  Prefix length

. IPv6 gateway

. Preferred IPv6 DNS
. Alternate IPv6 DNS

6. Type Y to confirm settings and restart.

TippingPoint Advanced Threat Protection for Email implements specified network
settings and then restarts all services.

The initial configuration is complete and the management console is accessible.

Opening the Management Console

TippingPoint Advanced Threat Protection for Email provides a built-in management

console that you can use to configure and manage the product.
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View the management console using any supported web browser. For information
about supported browsers, see System Requirements on page 3-2.

For information about configuring required network settings before accessing the
management console, see Configuring Management Console Access on page A-4.

Procedure

1. Ina web browser, type the IP address of the TippingPoint Advanced Threat
Protection for Email server.

Note

The default management console IP address / subnet mask is 192.168.252.1 /
255.255.0.0.

The logon screen appears.

2. Specify the logon credentials (user name and password).

Note

Use the default administrator logon credentials when logging on for the first time:
. User name: admin

. Password: ddedi

3. Click Log On.

The management console Dashboatd appears.

O Important
. *

Trend Micro recommends changing the password to prevent unauthorized changes

to the management console.

For details, see the TippingPoint Advanced Threat Protection for Email
Administrator's Guide.
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Managing Your Product License

Procedure

1. Go to Administration > License.

2. Click Specify New Code.
The Activation Code screen displays.

3. Specify the new Activation Code.

4. Read the license agreement and select I have read and accept the terms of the
Trend Micro License Agreement.

5. Click Apply.
The TippingPoint Advanced Threat Protection for Email activates.

6. View your product license.

Configuring System Time

Network Time Protocol (NTP) synchronizes computer system clocks across the

Internet. Configure NTP settings to synchronize the server clock with an NTP server,

or manually set the system time. Specify the format to display the date and time in.

Procedure

1.
2.

Go to Administration > System Settings > Time.
Set the system time.

+  To synchronize with an NTP server, select Synchronize appliance time with
an NTP server and then specify the domain name or IP address of the NTP
setver.

«  To manually set the system time, select Set time manually and then select the
date and time or select the time zone.
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+  To display the date and time in another format, select the format from the
Date and time format drop-down list.
3. Click Save.

Configuring Network Settings

Perform initial network configurations with the Command Line Interface (CLI). Use the
management console to make changes to the network interface settings and to select the
TippingPoint Advanced Threat Protection for Email operation mode.

For details about the available operating modes, see Network Topology Considetations
on page 2-2.

Procedute

1. Go to Administration > System Settings > Network.

2. Specify the network settings.
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OPTION DESCRIPTION

IP Address and Subnet Specify the network interface IP settings for the
Mask / Prefix Length management network, custom network, and mail
network.

Management network: The management
network handles the management console, SSH
connections, and Trend Micro updates. Mail traffic
can pass through the management network and
by default it is the only network that routes mail.
Use only the management port (eth0).

«  Custom network: The custom network handles
sandbox analysis. This network should be an
isolated network without a proxy or connection
restrictions so that malicious samples do not affect
other networks. To enable Virtual Analyzer file and
URL analysis, specify network settings for at least
one network interface other than the management
port. Use any available network interface (eth1,
eth2, or eth3) that is not configured for the mail
network.

Mail network: The mail network handles mail
routing and monitoring. Use a network interface
that is not configured for the custom network.

(Optional) For BCC or MTA mode, use any
available network interface (eth1, eth2, or
eth3).

For SPAN/TAP mode, use the eth2 or eth3
network interface.

Host Name / Gateway / Specify the general network settings that affect all
DNS interfaces, including the host name, gateway, and DNS
settings.

ﬁ Note

If Virtual Analyzer will connect to the Internet,
specify at least one DNS server that is
accessible from the Virtual Analyzer network.
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OPTION DEescRIPTION
Operation Mode Select the operation mode based on your deployment.
(Optional) MTA mode is the default.
ﬁ Note
BCC mode and SPAN/TAP mode are not
available when the notification SMTP server is
configured as internal Postfix.
3.  Click Save.

4. If you select SPAN/TAP mode, you must add at least one monitoring rule.

For details on adding a monitoring rule, see TippingPoint Advanced Threat
Protection for Email Administrator's Guide.

Configuring the Notification SMTP Server

TippingPoint Advanced Threat Protection for Email uses the notification SMTP server
settings to send alert notifications.

Procedure
1. Go to Administration > System Settings > Notification SMTP.

2. Specify the SMTP server settings.

OPTION DESCRIPTION

Internal postfix Select this option to use the postfix server embedded in
server TippingPoint Advanced Threat Protection for Email as an
SMTP server.

Note

Internal postfix is not available when operating in BCC
mode and SPAN/TAP mode.
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OPTION DESCRIPTION

External SMTP Select this option to specify a standalone SMTP server, such
server as Microsoft Exchange.

Server name or IP | Type the external SMTP server host name, |IPv4 address or
address IPv6 address.

SMTP server port | Type the external SMTP server port number.

3.  Click Save.

Configuring Limits and Exceptions

Set limits on the email messages that TippingPoint Advanced Threat Protection for
Email processes to:

+  Improve performance by reducing the total number of email messages required to
process

. Restrict senders of relayed messages to prevent TippingPoint Advanced Threat
Protection for Email from acting as an open mail relay

ﬁ Note

Connection control settings take priority over mail relay settings.

Procedure
1. Go to Administration > Mail Settings > Limits and Exceptions.

2. Specify the Message Limits settings:

OPTION DESCRIPTION

Maximum message size Specify maximum message size from 1 to 2047 MB.

Maximum number of Specify number of recipients from 1 to 99,999.
recipients
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3. Specify the Permitted Senders of Relayed Mail.

TippingPoint Advanced Threat Protection for Email only

Hosts in the same subnet

Hosts in the same addtess class

ﬁ’ Note

When this option is selected, TippingPoint Advanced Threat Protection for
Email will check if the IP address of TippingPoint Advanced Threat Protection
for Email and hosts are in the same address class and subnet.

+  TippingPoint Advanced Threat Protection for Email will only allow hosts
to relay messages if they are in the same address class and subnet.

For example:

Class A: The TippingPoint Advanced Threat Protection for Email IP
address is 10.1.2.3, and the hosts’ IP address is 10.1.2.x.

Class B: The TippingPoint Advanced Threat Protection for Email IP
address is 172.31.2.3, and the hosts’ IP address is 172.31.x.x.

Class C: The TippingPoint Advanced Threat Protection for Email IP
address is 192.168.10.3, and the hosts’ IP address is 192.168.10.x.

+  TippingPoint Advanced Threat Protection for Email will not allow hosts
to relay messages if they are in the same address class, but not in the same
subnet.

For example:

Class A: The TippingPoint Advanced Threat Protection for Email IP
address is 10.1.2.3, and the hosts’ IP address is 11.2.3.x.

Class B: The TippingPoint Advanced Threat Protection for Email IP
address is 172.31.2.3, and the hosts’ IP address is 172.32.x.x.

Class C: The TippingPoint Advanced Threat Protection for Email IP
address is 192.168.10.3, and the hosts’ IP address is 192.168.11.x.

Specified IP addresses
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ﬁ’ Note

Import settings from a file by clicking Import from a File.

Export settings to a file by clicking Export.

4.  Click Save.

Importing Virtual Analyzer Images

Virtual Analyzer supports OVA files between 1GB and 20GB in size.

ﬁ Note

Virtual Analyzer stops analysis and keeps all samples in the queue whenever an image is
added or deleted, or when instances are modified. All instances are also automatically
redistributed whenever you add images.

Procedure

1. Go to Administration > Scanning / Analysis > Virtual Analyzer > Ovetview >
Images.

2. Click Import.
The Import Image screen appears.

3. Sclect an image source and configure the applicable settings.
+  Local ot network folder

. HTTP or FTP server

Configuring Virtual Analyzer Network and Filters

To reduce the number of files in the Virtual Analyzer queue, configure the file
submission filters and enable exceptions.
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Object analysis is paused and settings are disabled whenever Virtual Analyzer is being
configured.

Procedure
1. Go to Administration > Scanning / Analysis > Virtual Analyzer.

2. Specify Settings.

OrTION DESCRIPTION
Network Select how Virtual Analyzer connects to the network.
Connection

Submission Filters | Files: Submit only highly suspicious files or submit highly
suspicious files and force analyze all selected file types.

Exceptions: Select Certified Safe Software Service to reduce
the likelihood of false-positive detections.

Timeout Settings Select how long Virtual Analyzer should wait before timing out
a submitted object. Virtual Analyzer does not assign any risk
level to objects that have time out. Timed out objects still
receive risk levels from other scan engines.

3.  Click Save.

Adding File Passwords

A maximum of 100 passwords is allowed.

Procedure
1. Go to Administration > Scanning / Analysis > Other Settings > File Passwotds.

2. Click Add password.

3. Type a password with only ASCII characters.
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ﬁ Note

Passwords are case-sensitive and must not contain spaces.

4.  Optional: Click Add password and type another password.
5. Optional: Drag and drop the password to move it up or down the list.

6. Optional: Delete a password by clicking the x icon beside the corresponding text
box.

7.  Click Save.

Configuring Message Delivery Settings

The following procedure explains how to configure message delivery settings for
downstream mail servers.

Specify settings for email message delivery to TippingPoint Advanced Threat Protection
for Email downstream mail servers. TippingPoint Advanced Threat Protection for
Email checks the recipient domains or email addresses, determines destination servers,
and sends the message to the next SMTP host for the matched domain or email address.

Procedure
1. Go to Administration > Mail Settings > Message Delivery.
2. Click Add.
The Add Delivery Profile screen appears.
3. Sclect the status of the delivery profile.

4.  Specify the recipient domain or email address. Type a wildcard (*¥) to manage email
message delivery from a domain and any subdomains.

+  * (Include all domains)

. example.com (Include only example.com)

. * .example. com (Include example.com and any subdomains)
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5. Select either of the following from the Destination servers drop-down list:

«  Look up MX recotd: Specify the MX record name, and a port number when
connecting through a non-default port.

+  Specify setver: Specify the IP address or fully qualified domain name, port
number, and priority to forward email messages.

ﬁ’ Note

*  The lower the priority value, the higher the priority.
+  Optionally add multiple destination servers by clicking on Add server.

. To disable a destination server, click on the check mark for the server
behind the Priority field. Then the check mark becomes a dash mark. To
enable the server again, click the dash mark.

6. Click Save.

Alerts

Alerts provide immediate intelligence about the state of TippingPoint Advanced Threat
Protection for Email. Alerts are classified into three categories:

«  Critical alerts are triggered by events that require immediate attention
+  Important alerts are triggered by events that require observation

+  Informational alerts are triggered by events that require limited observation (most
likely benign)

The threshold to trigger each alert is configurable.

Configuring the Actions

Procedute

1. Go to Policy > Policy > Actions.
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2. In Actions by Risk Level, configure the settings for High, Medium, and Low risk
messages.

a.

Specify the Action.

OPTION AcTioNs TAKEN
Block and Does not deliver the email message
quarantine

Stores a copy in the quarantine area

Strip attachment,
redirect links to
blocking page,

Delivers the email message to the recipient

Replaces suspicious attachments with a text file

redirect links to
warning page,
and tag

and tag Redirects suspicious links to a blocking page
Tags the email message subject with a string to notify
the recipient

Strip attachment, Delivers the email message to the recipient

Replaces suspicious attachments with a text file
Redirects suspicious links to a warning page

Tags the email message subject with a string to notify
the recipient

Pass and tag

Delivers the email message to the recipient

Tags the email message subject with a string to notify
the recipient

Pass with no

action

Delivers the email message to the recipient

(Optional) Select Notify recipients to inform recipients about the applied

policy action.

~\ Important

TippingPoint Advanced Threat Protection for Email only sends recipient
notifications when you select Notify recipients.

(Optional) Specify the string to insert in the subject of email messages.




Trend Micro TippingPoint Advanced Threat Protection for Email 2.5 Installation and Deployment

Guide

d.

(Optional) In X-Header, specify the string to add to the X-header.

3. In Other Actions, configure the following:

a.

d.

(Optional) Select Quarantine a copy of the original message when stripping
attachments or reditecting links to store the email message with the
attachment and URL in the quarantine for further investigation.

(Optional) Select Apply action to messages with unscannable archives to
apply either Block and quarantine or Pass and tag policy actions. These
actions apply to password-protected archives that could not be extracted and
scanned using the password list or heuristically obtained passwords.

OPTION AcTions TAKEN
Block and +  Does not deliver the email message
quarantine

Stores a copy in the quarantine area

Pass and tag - Delivers the email message to the recipient

Tags the email message subject with a string to notify
the recipient

(Optional) Select Notify recipients to inform recipients about the applied
policy action.

O Important
<«

TippingPoint Advanced Threat Protection for Email only sends recipient
notifications when you select Notify recipients.

(Optional) Specify the string to insert into the subject of the email messages.

4.  Click Save.

Policy Exceptions

Policy exceptions reduce false positives. Configure exceptions to classify certain email

messages as safe. Specify the safe senders, recipients, and X-header content, or add files,
URLs, IP addresses and domains, and URL keywords. Safe email messages are discarded
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(BCC and SPAN/TAP mode) or delivered to the recipient (MTA mode) without further
investigation.

Control Manager Settings

Trend Micro Control Manager is a software management solution that gives you the
ability to control antivirus and content security programs from a central location,
regardless of the program's physical location or platform. This application can simplify
the administration of a corporate antivirus and content security policy.

On ATP Email, use the Administration > System Settings > Control Manager tab to
perform the following tasks:

+  Register to a Control Manager server.
+  Check the connection status between ATP Email and Control Manager.

. Unregister from a Control Manager server.

ﬁ Note

Ensure that both ATP Email and the Control Manager server belong to the same network
segment. If ATP Email is not in the same network segment as Control Manager, configure
the port forwarding settings for ATP Email.
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