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Overview

The Trend Micro™ TippingPoint™ Security Management System (SMS) is the
control center for managing large-scale deployments of all TippingPoint
products. The main components of the system are the SMS server, the SMS
web management console, and the SMS client. The SMS server serves as a
management system for multiple devices.

Before you use the SMS server, install and configure the components of the
SMS system. You can deploy the SMS as a rack-mountable management
server or as a virtual product.

After you set up the SMS hardware and connect to your network, you must
configure the server, install the client, and complete certain initial
management tasks.

SMS interfaces

You can use the SMS client to configure, monitor, and report on all of the
TippingPoint devices in your network from a single interface.

The SMS server includes the following interfaces:

+ SMS web management console - Web-based interface from which you
can install or upgrade SMS client software, monitor the TippingPoint
devices installed on your network, access Threat Insights, and examine
the operational, security, and performance contexts of your filters so
that you can fine-tune your profiles for maximum security effectiveness.

You can review the SMS system log, exported and archived files, or saved
reports. You can also access certain SMS web management console
features from your mobile devices and tablets. Learn more: SMS Web
Management on page 550.

SMS client - Java-based application for Windows, Linux, or Mac
workstations. The SMS client consists of a graphical user interface that
enables you to manage the TippingPoint system.

« Command Line Interface (CLI) - Text-based interface that enables users
with SuperUser rights to log in to and configure the SMS server.
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SMS components and services

At the core of the SMS is the ability to create multiple profiles, which can be
distributed to specific devices. A profile is a collection of filters or rules that
enable you to set up security configuration options for TippingPoint
solutions.

Using profiles, you can distribute filters to multiple devices, specific devices,
physical segments controlled by a specific device, or even virtual segments.
The maximum number of devices that one SMS can manage depends on
usage, network, and other environmental conditions.

When a profile is distributed, it includes shared settings such as action sets,
notification contacts, and services, as well as associated filters and filter
setting modifications. The SMS web management console enables you to
examine the context of how filters are used in your security profiles. This
interface flags filters according to certain criteria, such as traffic congestion
and vulnerabilities to new threats, so that you can make adjustments to your
profile for optimal performance. Learn more.

When you organize devices in groups or security zones, you simplify how
security profiles are updated and distributed. You can also configure the SMS
to regularly update all managed devices with the latest TippingPoint
Operating System (TOS) software and Digital Vaccine and malware filter
packages.

The SMS interacts with the following services:

+ ThreatLinQ - TippingPoint service that works with the TMC to collect
and analyze security information.

+ Smart Protection Network (SPN) - Repository that collects the global
security intelligence from all Trend security products. SPN compiles a
list of the top threats and, in conjunction with Digital Vaccine
information, refines that list further so users can align their profile
strategies to their most relevant threats. The Threat Management Center
(TMC) distributes this list of recommended threats.

+ Digital Vaccine and ThreatDV- Services that include the latest filter
packages for protecting your network against software vulnerabilities
and malware.
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» Threat Management Center (TMC) - Centralized service center that
monitors global threats and distributes up-to-date attack filter packages
and software updates.

API

Trend provides two types of APIs for use with the SMS.

« The SMS Web API Guide describes HTTP APIs you can use to access
multiple SMS features if you have HTTPS service to the SMS. To ensure
that you have the latest versions of product documentation, visit the
Online Help Center.

Devices

The Devices screen provides a dynamic view of your entire system,
graphically depicting TippingPoint devices under SMS management, their
segments, and the hosts and services on those segments.

When you assume management of a device, you can control networking
configuration, virtual segments and segment groups, filters and
customizations, and distribution of filters and software. You can also monitor
traffic processing, health, and hardware status on each device and its
segments.

ﬂ Note

When SuperUser or Admin User access or authority is specified, the user must

have the respective SuperUser or Admin capabilities. See Authentication and
authorization on page 319.

All devices

All Devices display images that represent each TippingPoint device that has
been added to the SMS, whether the device is currently managed or
unmanaged.

Each image displays the name of the device or component, status indicators,
networking information, and other details.
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COLUMN DESCRIPTION
Name Device name.
IP IP address used to make a connection to the device.
Model Device model.
System Health status indicator that provides information about the hardware
Health components of the device.

Performance | Performance status indicator that provides top-level information about the

device.
Port Health Port health monitoring indicator that tracks key port statistics for the device.
TOS TippingPoint Operating System (TOS) software package version installed on
the device.
Digital Active Digital Vaccine version number.

Vaccine

Device details

Device details provide a consolidated view of information and configuration
settings for an individual device managed on the SMS. You can adjust how
devices are represented in the All Devices area by:

+ Large details - System health, performance, and port health status
indicators appear next to the device icon. The image also includes the
device model, IP address, and system name.

« Large - System health, performance, and port health status indicators
appear next to the device icon. The image also includes the device
model, IP address, and system name.

+ Medium - Device icon displays the same information as the large device
icon, but smaller.

+ Small - System name is displayed to the right of the device icon.

In the Devices view, unread notifications are indicated by a number icon that
is displayed in the bottom-left of the icon. If the notification icon is gray with
no number, there are no unacknowledged notifications for the device.
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To view device details, select Devices > All Devices, and then double-click a
device icon.

COLUMN DESCRIPTION

Component Name of the device component, such as model, license, software, and
segments.

Type Type of component, such as chassis or copper port.

System Health status of the device.
Health

Note

ﬁ For IPS NX-Platform and TPS TX Series and TXE Series devices, system
health displays details about the fans and power supplies. If the
System Health indicator displays an error or issue, you can review the
System Log for information on these health events. See Events (all
devices) on page 15.

Details Status details or description.

View, edit, or delete device distribution queue

SMS supports queuing of any package distributions to an IPS or TPS device.
The types of packages that can be distributed to a device include:

« TOS

+ Profile

« Digital Vaccine

« Threat DV

« Digital Vaccine Toolkit

The queuing of distributions to a device allows you to start a distribution of
different packages to the same device. Distributions are placed in the device
distribution queue and displayed in table format.

Queued distributions are processed when the device is available and in a
normal communication state. Each device has one queue and can contain
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any of the available distribution types. The order in which the distributions
are added to the queue is maintained and can be changed.

Procedure

1. Select Devices > All Devices > device, expand the device options, and
then select Distribution Queue.

2. The Distribution Queue table lists all the packages in the queue and the
following information about each queue:

+ Order — Number represent the sequential order of the distribution.
« Distribution Type — Type of distribution.

« Package — Name of the package and the version that is being
distributed.

« Time Entered — Time distribution was started.
+ Status — Waiting in queue or in distribution.

3. To change the order of the entries, select an entry, and click Move-Up or
Move-Down.

4. To delete an entry, select an entry, and then click Delete.

Add a new device

A device must be installed and powered on before you can add it on the SMS.
After you add a device, it is under the exclusive control of the SMS. If you
want to make any local configuration changes using the device CLI, you must
unmanage the device first. After you add a device to the SMS, you can
unmanage and re-manage the device without having to delete it on the SMS.

You must have SuperUser privileges to use this feature. Learn more: User roles
and capabilities on page 343.

Procedure

1. Select Devices > All Devices > New Device.
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Select one of the following:

+ Add Device(s), and enter the device IP Address. To add multiple
devices, separate each device IP address with a comma.

+ Add Multiple Devices Using a File, and click Browse. The text file
must contain one valid IP address per line, or a comma-delimited
list of valid IP addresses.

Enter the Username and Password. If you add multiple devices, every
device must use the same authentication credentials.

Select a Device Group. If you add multiple devices, every device must be
in the same device group. SSL devices cannot be added with other
devices. See Create or edit a device group on page 10.

Select a Device Type.
Select the appropriate Segment Group entry from the drop down box.
Click Options, and then select options to:

« Synchronize Device Time with the SMS.

+ Configure the Device, which will launch the Device Configuration
after the new device is added.

+ Clone an Existing Device to copy specific device settings (available
settings vary according to device model).

Click OK.

When a device is successfully added to the SMS, the device appears
under All Devices.

Note

When you add a TPS or vTPS device, always distribute an inspection
profile to all segments to begin protecting network traffic. By default,
when you add a vIPS or TPS device, all filter categories are set to
Recommended in the default profile.
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Clone a device

Clone an existing device configuration to pre-configure a completely new
device.

Procedure
1. Add anew device, and select the Clone an existing Device option.
2. Select a device from the Device to clone drop-down list.
3. Select one of the following:
« Select All Settings to copy all settings from the cloned device.
+ Select Device Settings, and then select options for:

The following device settings cannot be copied from the cloned
device: Management Information, Management Network,
Management Routes, NAT, and Host IP Filters.

NX-PLATFORM DEVICE SETTINGS TPS DEVICE SETTINGS
Services: Services:

« SSH « SSH

» Telnet » TLS settings

« Encrypted alert channel
« Port data retrieval services

« SNMP version

AFC AFC

Performance protection Performance protection
NMS -

- SNMP

- Log configuration

- Data security
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NX-PLATFORM DEVICE SETTINGS

TPS DEVICE SETTINGS

Remote syslog

Remote syslog

» Connection table

« Quarantine

« Asymmetric network

» HTTP response processing
+ GZIP decompression

» DNS Reputation

+ IDS mode

Servers: Servers:

« Email « Email
Time Time
TSE: TSE:

« Connection table

« Quarantine

« Asymmetric network

« HTTP response processing
« GZIP decompression

« DNS Reputation

« HTTP mode

» IDS mode

Authentication preferences

Authentication preferences

Remote authentication

Remote authentication

Login banner

Login banner

sFlow®

4. Click OK.

Edit a device

When editing devices, note the following:

» During a multiple-devices edit, FIPS Settings are not available and will

not display on the Device Configuration.

» Remote authentication for TPS devices is not supported as part of a
multiple-device update.
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+ During a multiple-devices edit, setting a RADIUS or TACACS+ server as
the Remote Authentication or changing one of these servers only
updates IPS devices that support those types of remote authentication
(for RADIUS authentication, N-Platform or NX-Platform devices running
TOS v3.7.0 or later; for TACACS+ authentication, N-Platform or NX-
Platform devices running TOS v3.8.0 or later).

» The RADIUS and TACACS+ options and the RADIUS Servers and TACACS
+ Servers sections are displayed in Authentication Preferences only if at
least one of the managed devices supports RADIUS and TACACS+
authentication. Devices that do not support these remote authentication
options do not get updated.

+ If you replace an IPS device with a TPS device, any configured TACACS
servers for the replaced IPS device become a TACACS group in the TPS
device.

Procedure
1. Select Devices > All Devices.
2. Select the devices to edit, and then click Edit.

3. Use the Device Configuration to make any device changes. The Devices
Being Modified lists every device that is being modified.

Create or edit a device group

Create device groups to organize and manage multiple devices at the same
time. Each device group displays its own member summary information. For
more information, see Member summary on page 14.

Procedure
1. Select Devices > All Devices.
2. To create a device group, do one of the following:

« Right-click in the All Devices area, and select New Device Group.
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« Select two or more device icons, right-click and select New Device
Group.

+ Select File > New > Device Group.
3. Enter a name for the device group.

4. Select a parent group from the Add to Device Group list. If you delete a
device group, the member devices move to the parent group.

5. Click OK.

Manage a device

While a device is being managed, you can control device configuration,
software updates, profile distribution, and filters through the SMS client.
SMS management overrides any local device use and configuration.

If you want to manage a device, the device must be configured to allow SMS
control.

Procedure

1. Select Devices > All Devices.

2. Right-click on an unmanaged device, and click Manage Device.
3. Provide the username and password for the device.
4

Click Manage.

Unmanage a device
Unmanaging a device returns control of the device to the device itself.

You cannot unmanage a device while it is receiving or distributing a software
or security package.

Note

You must have Administrator access on the SMS to unmanage a device.
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Procedure

1. Select Devices > All Devices, and then select a managed device.
2. Click the Edit menu and select Unmanage Device.

3. Click Unmanage.

In the navigation pane and in All Devices area, the device icon is
overlaid with a red X, which indicates that the device is no longer being
managed.

Remanage multiple devices

Remanage multiple devices, device groups, or a combination of both at the
same time. If you are remanaging several devices at the same time, the SMS
will process them as a single batch of up to five devices.

Procedure
1. Select Devices > All Devices.

2. Right-click on two or more unmanaged devices, and click Manage
Devices.

3. Provide the username and password for the device or device group.
Every device/device group must use the same authentication
credentials.

4. Review the list of devices that are currently managed and devices that
will be managed on the Bulk Remanage Summary page, and click
Finish.

Replace a device

The SMS provides a convenient option that allows you to replace an existing
device and have the new device function exactly the same as the old device.
If you are replacing the same model with another model and both devices
have the same TOS, the one-to-one replacement is straightforward. There are
certain limitations based on the device features. For example, If you replace




SMS User Guide

an IPS device that supports DDoS with an IPS device that does not support
DDoS, data might be lost.

When you replace a device, the events from the previous device are
preserved. However, previous installed TOS versions, rollback versions, and
snapshots are reset using the new (replaced) device as a starting point.

Procedure

1. Remove the replacement device from the box and complete the Out of
Box Experience (OBE) instructions using the old IPS address for the new
one.

2. Select Devices > All Devices, choose the device to be replaced, and then
select Edit > Details > Replace Device.

3. After Devices - Replace Device dialog displays, enter the information for
the new IPS device, and then click OK.

If all of the supplied information is correct, the models are the same and
the TOS versions are the same, a progress dialog appears. When the
replacement process is complete, a dialog appears and directs you to
redistribute the appropriate versions of the IPS profiles.

Delete a device

Delete a device to permanently remove it and its related managed objects
from the SMS. The SMS retains historical data unless you choose to delete it
as well.

Procedure

1. Select Devices, and click the device you want to remove.
2. Click the Edit menu, and select Delete.

3. Inthe Delete Selected Device dialog, click Delete.
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Member summary

For a top view of configuration settings for all managed devices, expand All
Devices, and then select Member Summary. The Member Summary screen
lists devices managed devices on the SMS including specific configuration
information. Tabs on this screen correspond with Device Configuration:

« Management Information
+ Management Routes

+ Services

+ High Availability

* Servers

» Remote Syslog Servers

+ Time Settings

+ TSE Settings

Network summary

The Network Summary page provides a global view of all physical segments,
ports, and interfaces for all devices managed on the SMS.

To access the Network Summary information, select Devices > All Devices >
Member Summary > Network Summary, and then select a tab.

Additional network configuration information is available through the
Network Configuration feature for a specific device, see Network
Configuration on page 34.

To edit segment and port properties, select the appropriate tab, select a
device, and then click Edit. You can also access network configuration
options by expanding the entries for a specific device from the left navigation
pane and then selecting Network Configuration for that device.

To edit interface properties, select the Interfaces tab, select an interface, and
then click Edit.
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Events (all devices)

The Events page provides a global view of event information for all devices
managed on the SMS. To access and search for global device events, select
Devices > All Devices > Member Summary > Events, and then select the tab
associated with the event you want to view.

For information on viewing events for an individual device, see Device details
on page 4.

View, search for, and flush Blocked and Rate Limited Streams

Blocked Streams display connections blocked by filters. Rate Limited
Streams display connections rate limited by filters. Both tabbed screens
display the 5-tuple for each stream, including the protocol, source IP
address, destination IP address, source port, and destination port.

The Blocked Streams and Rate Limited Streams tabs provide the following
information:

OPTION DESCRIPTION
Device Device name.
Protocol Protocol of the blocked or rate limited stream.

Src/Dest Address | Source IP address, destination IP address.

Port Port address.

Slot 10 slot from 1 to 4 for IPS NX-Platform and TPS 8400TX devices. 10 slot from
1 to 2 for TPS 5500TX, 8200TX, and 9200TXE devices. 10 slot 1 for TPS
1100TX devices.

Segment IP address of the segment.

Profile Name of the profile for the filter triggered.

Reason Reason for the blocked stream.

Procedure

1. Select Devices > All Devices > Member Summary > Events, and then
select the Blocked Streams or Rate Limited Streams tab.
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2. Search for a stream by selecting:
« Protocol
« Source or destination IP address
+ Port number

3. To flush selected streams, select entries, and then click Flush Selected.
This only removes the blocked streams selected from the list of
displayed entries.

4. To flush all Blocked or Rate Limited Streams, click Flush All. This
removes all blocked streams (including blocked streams not displayed)
from the connection table. The effect is as though the blocked streams
all timed out at the same time.

View, search for, and flush Trusted Streams

The Trusted Streams table provides the following details:

ENTRY TITLE DESCRIPTION
Device Device name.
Protocol Protocol of the blocked or rate limited stream.
Src/Dest Source or Destination IP address. Click the plus symbol (+) in the Src/Dest
Address Address columns to display additional information, including Geography,

Region, City, and Named Resource.

Port Port address.

Src/Dest Source or Destination IP address.

Address

Port Port address.

Slot 10 slot from 1 to 4 IPS NX-Platform and TPS 8400TX devices. 10 slot from 1 to
2 for TPS 5500TX, 8200TX, and 9200TXE devices. 10 slot 1 for TPS 1100TX
devices.

Segment IP address of the segment.
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ENTRY TITLE DESCRIPTION
Source Specific source interface.
Interface
Destination Specific destination interface.
Interface
Profile Name of the profile for the filter triggered.
Reason Reason for the trusted stream.
Procedure

1. Select Devices > All Devices > Member Summary > Events, and then
select the Trusted Streams tab.

2. Search for a stream by selecting:
« Protocol
« Source or destination IP address
« Port number

3. To flush selected streams, select entries, and then click Flush Selected.
This only removes the trusted streams selected from the list of displayed
entries.

4. To flush all Trusted Streams, click Flush All. This removes all streams
(including trusted streams not displayed) from the connection table. The
effect is as though the trusted streams all timed out at the same time.

View, search for, and unquarantine Quarantined Hosts

You can unblock IP addresses quarantined by filters. The quarantine option
for action sets blocks IP addresses that trigger associated filters. When a
filter with a quarantine action triggers, the system places a block on the IP
address for a set amount of time unless manually flushed. Depending on the
settings of the action set, the user might receive a message or be rerouted to
a Web page detailing the reason for the blocked traffic.

The Quarantined tab provides the following information:
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OPTION DESCRIPTION

Device Device name.

Host Address Quarantined IP address.

Slot 1/0 slot.

Segment Segment the IP address is quarantined on.

Profile Name of the profile for the filter triggered.

Filter Name of the filter that triggered quarantine.
Procedure

1. Select Devices > All Devices > Member Summary > Events, and then
select the Quarantined Hosts tab.

2. Search for a host IP address.

3. Tounquarantine, select entries, and then click Unquarantine.

4. Tounquarantine all, click Unquarantine All.

View AFC filters

View a list of the filters that were most recently affected by adaptive filtering.
IPS devices display the ten most recent filters. TPS devices display the
twenty-five most recent filters.

The Adaptive Filter List provides the following information:

OPTION DESCRIPTION
Device Name Device name.
Filter Type Security or Application filter.
Filter Name The name of the filter being managed by the adaptive filter function. Learn
more: Adaptive filtering on page 152.
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OPTION DESCRIPTION

Filter State « Enabled — When selected, this indicates that the filter was once
disabled by AFC, cleared by a user, and is now enabled in the engine
and will execute the associated action set. Learn more: Action sets on
page 132.

« Disabled — If the checkbox is not selected, then this filter has been
uninstalled from the engine by the adaptive filter function.

The device automatically takes a traffic capture when a filter enters AFC.
After you clear the filter state, it might still appear on the Adaptive Filter List
so that you can download the associated packet capture (PCAP) file. Learn
more: Traffic capture on page 24.

Procedure

1. Select Devices > All Devices > Member Summary > Events, and then
select the Adaptive Filter tab.

2. To clear the AFC state on a filter, select the filter(s) and then click Clear
Selected Filters. This re-enables the selected filter states. This option is
available on IPS devices running any supported TOS, and on TPS devices
running TOS version 5.1 and later.

3. To clear the AFC state on all the device filters, click Clear All. This re-
enables every filter state on the device. This option is available only on
TPS devices running TOS version 5.1 and later.

4. To change the AFC setting on a filter, edit the filter on page 179.

System health (all devices)

The System Health screen provides information on the hardware
components of a device including memory, temperature, file system, and
license throughput utilization. To access system health, select Devices > All
Devices > Member Summary > System Health.
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ﬂ Note

For IPS devices only, top-level indicators can be configured. For more
information, see Health thresholds on page 47. You cannot reset health
threshold preferences for TPS devices.

Additional system health information is available through the Events feature
for a specific device. For more information, see Events on page 44.
Performance (all devices)

The Performance page provides a global view of the number and status of
packets processed by the device since boot time, and the CPU percentage.

To access Performance information, select Devices > All Devices > Member
Summary > Performance.

Packet statistics

Packet statistics displays the number of packets processed by the device
since boot time in the terms displayed in the following table.

Click Reset or Reset All to reset the counters. Click Refresh to display

current values.
HEADING DESCRIPTION
Device Name of the device.
Incoming Number of Incoming packets.
Outgoing Number of outgoing packets.
Blocked Number of Blocked packets.
Permitted Number of permitted packets.
Invalid Number of invalid packets. This amount is part of the Blocked total.
Congestion | Indicator of incoming traffic congestion.
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CPU

CPU displays the state and performance value expressed as a percentage.
Click Refresh to display current CPU values.

Device users (all devices)

The SMS allows superusers to create and edit multiple device users across
many devices. In addition to assigning usernames and passwords,
superusers can specify whether device users authenticate locally or whether
they use a remote server, such as RADIUS or TACACS+, to authenticate.

How a device user authenticates indicates the user's role and reflects the
authentication preferences in the device configuration.

To change the password, the New Password and Confirm Password fields
must be changed. To change the role, select the radio button associated with
the appropriate role.

To access this feature, navigate to Devices > All Devices > Member Summary
> Device Users.

The Device User Accounts screen displays a table that lists the user accounts
available on managed devices and enables you to create and edit user
accounts.

If the Show All Devices check box is selected, actions can be performed on
all devices. If the check box is not selected, only the user accounts on devices
in the current group are displayed.

TABLE
DESCRIPTION
HEADING
State Enabled or disabled state of the user account associated with the device.
Name Unique identifier for the user account on the device.
Role Access level assigned to the user.
Group Group assigned to the user.
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TABLE
DESCRIPTION
HEADING
Password Number of days until the password expires.
Expiration
Auth Type Indicates whether the user authenticates locally or remotely (through
RADIUS or TACACS+).
Family Displays the family name of the managed device.
Device Unique name associated with the device.

Device users actions
The Device Users screen provides the following actions:

« Copy — Allows the user to select which devices receive a copy of the
selected device users. This option is disabled when no users are selected
or the user is not authorized to manage user accounts for devices. Use
the following authentication guidelines when copying users:

+ Provide and confirm a password for users who require local
authentication.

« When you copy only users who use remote authentication, the New
Password and Confirm Password fields are disabled. In addition,
these users can only be copied to devices that support RADIUS or
TACACS+ authentication. Devices that do not support RADIUS or
TACACS+ are disabled in the device selector panel.

« When you copy users who use local authentication mixed with users
who authenticate remotely, only users who match the current
authentication type configured for the device can be authenticated.
For example, if the current authentication type is RADIUS, only
RADIUS-authenticated users can be authenticated on the device. All
devices are selectable and a password is required. The password is
ignored for RADIUS and TACACS+ users that get copied to devices
that support remote authentication servers. Attempts to copy
RADIUS and TACACS+ users to a device that does not support these
servers return a confirmation dialog, prompting you to confirm the
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action. If you decline, the operation is aborted. If you confirm the
operation, the user is copied to the non-RADIUS device as a local
user, and the password requirement applies.

« Enable — Enables a user account for a specified device. A device user
might be in a disabled state due to too many failed login attempts or a
failure on the part of the user to perform a required password update.

+ New/Edit — Create or edit a user account for a specific device. Each
device user consists of a User ID, password, the role performed by that
device user, and the user’s authentication method. When creating a new
device user the User ID field must be unique for the device. The User ID
cannot be edited. Use the following authentication guidelines when
creating or editing users:

« If RADIUS or TACACS+ is selected as the authentication method for
a new user, only devices that support those servers are selectable,
and the New Password and Confirm Password fields are disabled.
Only users who use local authentication require a password.

« When editing multiple users across multiple devices, the
preselected authentication method matches the authentication
method of all the users if they authenticate in the same way.

+ When you edit users with a mix of authentication methods, a No
Change authentication is preselected and an automatic password is
generated. Changing the password will apply only to local users.
Changing authentication from No Change to Local clears the
automatic password and requires a new password. Changing
authentication from No Change to RADIUS or TACACS+ impacts
only devices that support those servers.

+ Delete — Delete the specific device users. Multiple device users can
be deleted at the same time.

« Refresh — Refresh all device user accounts. Refresh the device user
accounts after you create or update a device user account.
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Traffic capture

Traffic capture allows permitted users to view and manage traffic capture
files residing either on the SMS or on a managed device. A traffic capture file
contains one or more packets captured by a device on a single segment or all
segments.

To access all captures from all devices in a device group, select Devices > All
Devices > Member Summary > Traffic Capture.

Select the Show All Devices check box to see all device groups. Traffic
capture files are saved in packet capture (PCAP) file format and support
either an internal or external viewer.

Concurrent traffic capture

The SMS allows multiple captures to run concurrently. Traffic capture files
are created by the device at the request of a user through SMS. After traffic
captures are manually stopped, the traffic capture files move from the device
to the SMS if they were created from the SMS or if the user wants to work
with the file.

Packet capture summary information and management options can be
accessed in the following areas:

+ All Devices — All Devices > Member Summary > Traffic Capture

 Device Groups — All Devices > [device group] > Member Summary >
Traffic Capture

+ Device — All Devices > [device] > Traffic Capture

To display traffic captures for all devices, select the Show All Devices option
on the Traffic Capture summary screen for All Devices or Device Groups.

Traffic capture expressions (based on TCPDump) are used in traffic captures
to refine the types of packets that are captured. The following table outlines
the use of traffic capture expressions:
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j Note
You can use the ampersand (&) operator to concatenate parameters. Do not
use the “or” operator.

Create a new traffic capture file

Traffic capture enables permitted users to view and manage traffic capture
files residing either on the SMS or on a managed device. A traffic capture file
contains one or more packets captured by a device on a single segment or all
segments.

Users can see the files for only one device at a time. Traffic capture files are
saved in PCAP format and support either an internal or external viewer.
Traffic capture files on the SMS are placed in the backup restore area of the
SMS drive. Traffic captures placed on an SMS are not sent to the secondary
HA system.

Procedure

1. Select Devices > All Devices, select a device and then select Traffic
Capture.

2. Inthe Current Traffic Capture area, click New to create a new traffic
capture.

3. Inthe New Traffic Capture dialog, specify the following information:
« Name — Name of the new traffic capture file.

- Segment — Segment on which traffic is captured.

ﬁ Note
The IPS (NX Series) and TPS (TX Series) device segments indicate slot
number and segment number.

« Maximum Packets — Maximum number of packets of the capture
file (from 1 to 10,000 packets).

+ Maximum File Size — maximum size of the capture file (from 1 to
10,000,000 bytes).
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« TCPDump Expression — Expression based on standard TCPDump
parameters that refines the types of packets that are captured.

ﬁ Note

When you want to capture MAC-in-MAC (IEEE 802.1ah) traffic, keep
the following points in mind:

« Device support for MAC-in-MAC is limited to the TPS 8200TX
and 8400TX devices.

+ You can verify the device recognizes MAC-in-MAC traffic by
running the debug np stats show npParseStatsInst CLI
command on the device or by taking a packet capture. When
you configure the packet capture, specify a TCPDump
expression that identifies the Backbone MAC address (B-MAC)
or Backbone VLAN identifier (B-VID) of the traffic you want, or
capture all packets for particular segment.

4. Click OK.

5. (Optional) Click Stop to stop all current traffic capture on the devices. A
confirmation message is displayed.

6. (Optional) Click Refresh Statistics to refresh the current traffic capture
statistics.

Existing captures

Existing Captures provides a listing of existing captures.

COLUMN DESCRIPTION TYPE
Name Name of the new traffic capture file. Current, Existing
Date Date of the traffic capture. Current, Existing
Slot 1/0 slot (from 1 to 4 for NX and 8400TX devices; | Current, Existing

from 1 to 2 for 5500TX, 8200TX, and 9200TXE
devices; 1 for 1100TX devices)
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COLUMN DESCRIPTION TYPE
Segment Segment on which traffic is captured. Current, Existing
File Size Size of file from 1 to 10,000,000 bytes. Current, Existing
Packets Number of packets from 1 to 10,000 packets. Current

For TPS devices, this value will always be N/A.
Device Name of the device. Current, Existing
On Device File status on the device. A check mark Existing
indicates the traffic capture file is present on
the device.

Export a traffic capture file

Export a traffic capture from the SMS. Traffic capture files on the SMS are
placed in the backup restore area of the SMS drive. Traffic captures placed on
an SMS are not sent to the secondary HA system.

Procedure

1. Select Devices > All Devices, select a device and then select Traffic
Capture.

2. Inthe Existing Captures table, select a listing, and then click Export.

3. Inthe Save File dialog box, navigate to the desired location, specify a
name for the file, and then click Save.

Transfer traffic capture files to the SMS

Transfer traffic captures to the SMS.

Procedure

1. Select Devices > All Devices, select a device and then select Traffic
Capture.

2. Inthe Existing Captures table, select a listing that has a capture file on
the IPS device (indicated with a check mark in the On Device column).
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3. Click Transfer to SMS.

Traffic capture expressions

Traffic capture expressions are used to narrow down the types of traffic that
are captured. This feature supports true tcpdump expressions. For more
information about expression usage, refer to external tcpdump and libpcap
documentation.

To capture only TCP traffic enter the following expression in the Expression
field:

tep

The following example captures IPv4 HTTP packets that are transmitting to
and from port 80 and only includes packets that contain data. SYN, FIN, and
ACK packets are excluded.

tcp port 80 and (((ip[2:2] - ((ip[0]&&OxT)<<2)) -
((tepl[12]8&&0OxfO)>>2)) 1= 0)

PARAMETER DESCRIPTION
ip IPv4 traffic. By default, only IPv4 traffic is captured.
ipv6 IPV6 traffic.
proto Designates the protocol of captured traffic. Can be an

explicit number or tep, udp, or icmp.

src Specifies the source of the traffic. This parameter can be
applied to both host and port.

dst Specifies the destination of the traffic. This parameter can
be applied to both host and port.

host Designates a host IP address. IPv4 and IPv6 addresses are
supported, as is CIDR format.

port Designates the port; you must also specify a port number.

Examples:
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PARAMETER DESCRIPTION
host 172.31.255.254 Captures all traffic to and from 172.31.255.254.
src 172.31.255.254 Captures all traffic from 172.31.255.254.
dst 172.31.255.254 Captures all traffic to 172.31.255.254.

src 172.31.255.254 & dst | Captures all traffic from 172.31.255.254 to 10.10.10.10.
10.10.10.10

ip proto tcp Captures only TCP traffic.

ip proto tcp & src port Captures only TCP traffic on port 63.
63

Inspection bypass

Through the Events screen for IPS (N-Platform or NX-Platform) and TPS
devices, you can create and manage Inspection bypass rules that are a set of
criteria used to determine if a given packet should be routed through the
device without further inspection.

Inspection bypass is available for TippingPoint IPS (2500N, 5100N, 6100N,
and NX-Platform) and TPS devices. vIPS devices are not supported. Because
TPS devices perform inspection bypass only at the BCM (switch) level, some
inspection bypass rules that you might have previously employed on NX-
platform devices (which can also apply bypass rules at the FPGA level) will
not work on TPS devices. Contact your support representative for
information on how to determine whether other solutions, such as traffic
management rules, can serve as a workaround. For example, one
workaround is to use the custom Ethernet type 8847 and 8848 for MPLS

traffic.
The maximum number of bypass rules is 8 for IPS devices and 32 for TPS
devices.

ENTRY TITLE DESCRIPTION

ID Reference ID of the rule in the listing.
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ENTRY TITLE DESCRIPTION
Enabled Enable/disabled status.
Name Name of the bypass rule. Inspection bypass rule names should be unique.
The name is an SMS-only feature and does not appear on the managed device.
Ethernet Type | Type of Packets that are exempt from traffic based on the Rules criteria:
« IP — Type of IP packets that are exempt.
+ Not IP — All non-IP packets that are exempt from inspection.
+ Protocol — Packets from a specified protocol that are exempt.
IP Protocol Transport layer protocol of packets to exempt from inspection.
Statistics Number of packets that match a bypass rule.
SrcIP Source IP address of packets to exempt from inspection.
Src Port Source port of packets to exempt from inspection. This field is valid only if TCP
or UDP is specified in the IP Protocol field.
Dst IP Destination IP address of packets to exempt from inspection.
Dst Port Destination port of packets to exempt from inspection. This field is valid only if
TCP or UDP is specified in the IP Protocol field.
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ENTRY TITLE DESCRIPTION

Action Action that the rule applies to the traffic. (TPS devices only)

« Bypass (default) - Bypasses the traffic.
» Block - Blocks the traffic.

« Redirect - Redirects the traffic. A Target Port field (required) is displayed
for you to specify which segment port the traffic gets redirected to. This
option is unselectable if no target port is available.

Ingress mirror — Mirrors (copies) traffic entering the port to another
segment port before the traffic gets inspected. A Target Port field
(required) is displayed for you to specify which segment port the traffic
gets mirrored to. Four mirror-to-port (MTP) configurations are supported.
This option is unselectable if no target port is available.

Egress mirror - Mirrors (copies) inspected traffic exiting the port to
another segment port. A Target Port field (required) is displayed for you
to specify which segment port the inspected traffic gets mirrored to. Four
MTP configurations are supported. The port-assigned Virtual LAN (VLAN)
is recorded inside the captured packet. This option is unselectable if no
target port is available.

Configuring Inspection Bypass Rules includes the following areas:

Name — Descriptive name and enabled state option.
Action — Action that the rule applies to the traffic.

Protocol — Ethernet frames that match these settings and the settings
specified for VLAN are delivered directly to the other side of the IPS
segment. They are not routed for inspection.

VLAN — Configure the VLAN tag. Ethernet frames that match these
settings and the settings specified for Protocol are delivered directly to
the other side of the Device segment. They are not routed to an iLink for
inspection.

Segments — Segments with traffic that are subject to the Inspection
Bypass Rule.
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Create or edit an inspection bypass rule

Before you configure an inspection bypass rule, you must distribute a profile
to the segment.

Procedure

1. Select Devices > All Devices, select a device that supports inspection
bypass, and then select Inspection Bypass.

2. Click New to create a new rule, or select an existing rule and click Edit.

3. Inthe Inspection Bypass Rule wizard, select Name from the left
navigational menu.

4. Specify a Name for the exception rule and then indicate the desired
Enabled status for the rule.

5. (TPS devices) Click Next or select Action from the wizard navigation
pane to specify the Action to be performed on the traffic.

For a description of the available actions, see Inspection bypass on page
29.

6. Click Next or select Protocol from the wizard navigation pane.
+ Select the Ethernet Type.
« For IP Protocol, specify the Source/Destination ports and addresses.

7. Click Next or select VLAN from the wizard navigation pane. By default
VLAN tag, MPLS label, or tunneling checks are NOT performed.

 To match all frames, do not select the VLAN check boxes.

+ (N-Platform and NX-Platform devices only) To exempt frames from
inspection, select the VLAN or MPLS option and define the value or
range of frames.

If you select None for VLAN and MPLS, the device only matches
traffic that has both.
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+ (N-Platform and NX-Platform devices only) To exempt tunneling
frames from inspections, select the appropriate options (GRE,
MIPv4, IPv6in4) and select an option (Any, Present, Absent).

8. Click Next or select Segments from the wizard navigation pane and then
select the segments where the inspection bypass rule should be applied.

a Note

For NX series and TX Series devices, the segments are listed by slot

numbers.

9. Click Finish.

1/0 module replacement - TPS (TX Series/TXE Series)

On a TPS TX Series or TXE Series device, hot swapping allows you to add,
remove, or replace an I/0 module without shutting down the device. When
the device is turned on, you can hot swap an I/O module without interruption
to the TPS device.

Note

Hot-swapping I/0 modules during system initialization is not supported.

When you hot swap an I/O module, keep the following points in mind:
« The module port configuration is always reset.

« The module segment configuration, including Link Down
Synchronization, Intrinsic HA, and inspection bypass, is always
preserved.

 The second slot of the 5500TX device supports only the first four
segments of a 6-segment I/O module.

When the device is turned off, cold swapping allows you to add, remove, or
replace an I/O module as you would when you hot swap. However, when you
cold swap an I/O module, if the replacement module type is the same, the
module port configuration is preserved.
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When the device is managed by the SMS, a delay of up to 1 minute can occur
before the SMS recognizes the changed I/O module.

Note

When you insert a bypass I/O module, the bypass I/O module always starts up
in bypass mode. A bypass I/O module remains in bypass mode until you
remove it from bypass mode. To change the module from bypass mode to
normal mode using the SMS, click the device and select Device Configuration
-> HA (High Availability) -> Zero Power HA. To configure this using the
device CLI, refer to the respective documentation. Rebooting the TPS does not
change the bypass mode of the bypass I/O module.

Network Configuration

Through the SMS, you can view information about the segments on all of the
IPS devices you are managing.

You can view and configure the networking and traffic processing of those
segments through the Device (Network Configuration) screen.

To access this information, you expand a device entry, and select Network
Configuration.
Segments

Segments are the portions of your network that you protect as discrete units.
Traffic for one segment flows in and out of one port pair. By default, a filter
applies to all segments that you are protecting

Physical segments

Physical segments set up a partition for traffic between two physical ports.
This allows you to identify streams of traffic that flow between two defined
physical ports.

Physical segments can be grouped together to form segment groups. You can
apply a security profile (policy) to a physical segments and segment groups.
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+ Name — Segment name.
» No. — Segment number.
« Direction — Traffic direction for the segment.

» Intrinsic Network HA — Level of action for Intrinsic Network HA: Block
All or Permit All.

 Link-Down — Mode, such as Hub, Breaker or Wire.
+ Port A, Port B — Associated port for the segment.
» Segment Group — Membership in a segment group.

+ Profile Name — Associated profile for the segment.

Virtual Segment Assignments

Virtual segments define traffic using an endpoint pair, a VLAN ID, or both
that are assigned to one or more physical segments.

+ Name — Segment name.

« Direction — Traffic direction for the virtual segment.

* VLAN(s) — Virtual LAN.

+ Side A, Side B — User-defined labels that are used to monitor traffic flow.
- Physical Ports — Associated physical ports for the virtual segment.

+ Segment Group — Membership in a segment group.

+ Profile Name — Associated profile for the virtual segment.

Link-Down Synchronization

When editing a segment, you have the option to enable Link-Down
Synchronization. Also called Sympathetic HA, this feature allows you to
configure the device to force both ports down on a segment when the device
detects a link state of down on one of the ports. When Link-Down
Synchronization is enabled, the device monitors the link state for both ports
on a segment. If the link goes down on either port, both ports on the
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segment are disabled. This functionality propagates the link state across the
device.

In the case of Router A and Router B, if the link to router A goes down, then
both ports on the segment are disabled, resulting in the link to Router B
going down, which Router B detects. With Link-Down Synchronization, ports
respond according to the configured setting.

The settings include the following:

* Hub — When a port goes down, the system ensures the partner port
remains up.

+ Breaker — When a port goes down, the system disables the partner port
until both ports are manually restarted. The breaker option requires
manually restarting both ports.

+ Wire — When a port goes down, the system disables the partner port,
automatically restarting both ports when the link is re-established.

In addition to the ability to enable Link-Down Synchronization for each
segment, you can change the amount of time after detecting a link is down
before forcing both ports down on a segment. The default is one second. You
can configure the setting to any number of seconds in the range of zero to
240.

After you enable Link-Down Synchronization for a segment, monitoring of
that segment begins only after link up is detected on both ports. When Link-
Down Synchronization disables the ports on a segment, two audit log
messages are generated. The first message in the audit log corresponds to the
port with the link down. The second message corresponds to the segment
partner. Additionally, an error message is added to the system log indicating
which port was detected with the link down, activating Link-Down
Synchronization for that segment.

Import a profile

When you import a profile, the SMS migrates the filters into their new
categories. The SMS assigns an action set of Recommended for all filters
without customizations. If the filters have customized settings for action set,
those settings are retained.
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Procedure

1.

From the navigation menu, expand the All Devices listing and select an
IPS device by the device name. Open the tree of options for that device,
and then select Network Configuration.

Select segment from the IPS Segments table, and then click Import IPS
Profile.

The SMS imports the filters from the device into the SMS. The SMS
names the profile using the segment name.

Click OK. Distribute the profile before you can monitor events or run a
report.

Edit device segment details

Edit TPS or IPS segment details

Procedure

1.

2
3.
4

Select Devices > All Devices > [device] > Network Configuration.
Select the Modules & Segments tab.

In the Physical Segments table, select an entry, and then click Edit.
Modify the Segment Name.

Follow these restrictions when you name or rename a segment:

* Restrict characters to letters A-Z and a-z, digits 0-9, single spaces,
periods (.), underscores (_), and hyphens (-).

« Include at least one alphabetical character.
+ Do not begin or end the name with spaces.
+ Do not extend a name beyond 32 characters.

Modify the Description using up to 2048 characters.

For Segment Group, select the appropriate group entry from the drop
down box.
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7. For Intrinsic Network HA, select a fallback action:
« Block All - All traffic is blocked while in fallback.
+ Permit All - All traffic is permitted while in fallback.

8. For Link Down Synchronization, select a mode, and then enter a value
in seconds for the Wait Time (0-240).

« Hub (port goes down, partner port remains up).

« Breaker (port goes down, partner taken down, both require manual
restart).

* Wire (port does down, partner taken down, automatically restart
when link reestablished). When selected, if one interface is down
for an amount of time exceeding the time-out period, both
interfaces are managed according to the selected option.

Edit a virtual segment

Edit a virtual segment to specify the traffic of interest.

Procedure

1. Select Devices > Virtual Segments.

2. Select a virtual segment, and then click Edit .
3. Edit the virtual segment.

4. Click OK.

Ports
The Ports tab displays the following information:
+ Type — Type of port, such as Management Port or Data Port.

« Slot — IO slot is numbered from 1 to 4 for IPS NX-Platform and TPS
8400TX devices. For TPS 5500TX, 8200TX and 9200TXE devices, the I0
slot is numbered from 1 to 2. For TPS 1100TX devices, the slot is 1.
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» Port — Port designation.
+ Segment — Segment associated with the port.
« Enabled — enabled/disabled status.

+ Auto Negotiation— check mark indicates the port auto-negotiates for
line speed.

+ Configured — Speed and duplex configuration.

+ XCVR — Presence of a transceiver.
+ Grayed out: Port does not accept a transceiver.
+ Unchecked: No transceiver in the port.
+ Checked: Transceiver is present.

» XCVR Info — Information on transceiver (TPS TX Series and TXE Series
devices, and IPS NX-Platform devices only) as applicable, such as
transceiver connector type, compliance, and technology. If you see a red
marker at the cell's upper-right corner, click the marker to expand the
row for additional undisplayed information. Alternatively, toggle the
visibility of information in expandable rows using the controls in the
table's far left column.

Negotiated — Negotiated setting.
« State — Health status of the port.

+ Media — Type of media for the port, such as copper or fiber.

Edit ports

Edit Port A and Port B.

Fiber ports can only be set to 1000 Mbps line speed and full duplex. Although
the port might negotiate different settings, you cannot arbitrarily downgrade
line speed on a fiber Gigabit Ethernet port.

Procedure

1. Select Devices All Devices [device name] Network Configuration Ports.
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2. Check the IPS Segments table to determine which port number is
associated with Port A and which port number is associated with Port B.

3. From the Ports table, select the entry that corresponds to the Port entry
in the IPS Segments table, and then click Edit. The Port Details - Edit
dialog displays.

4. For Hardware, modify the On check box if the hardware is physically on
or off.

5. For Auto-Negotiation, modify the Enabled check box if the port allows
auto-negotiation for line speed.

ﬁ Note

If you use a copper-fiber translator (such as Netgear), you should leave

Auto-Negotiation disabled.

6. If you are not using Auto Negotiation, modify the following settings:
« Line Speed.
+ Duplex setting: Full or Half.

7. Click OK.

8. Repeat steps for Port B.

Resolve out-of-service mode

If the SMS has errors and refuses to locate the device, check the connections
on the device. If you use a copper-fiber translator (such as Netgear) and it is
disconnected or loose, the device driver will attempt to re-initialize the port
several times before timing out and placing the port in an out-of-service
mode.

Netgear does not support auto-negotiation. When you remove the copper
cable or the cable is loose, Netgear does not attempt to auto-negotiate with
the device.
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Procedure

1. From the Ports table on the Network configuration screen, select the
entry that corresponds to the Port A entry in the IPS Segments table,

and then click Edit.

2. For Auto-Negotiation, clear the Enabled check box. This disables the
option.

3. Click OK.

4. Repeat steps 1 through 4 for port B. Leave auto-negotiation disabled. The
port should reset.

VLAN translation

Some TippingPoint security devices can translate VLAN IDs per segment.
The translation occurs after the inspection so incoming VLANSs are used for
virtual segments. For VLAN Translation, STP is not supported on the links
attached to the IPS.

The VLAN Translation tab displays the following information:

« Slot — IO slot is numbered from 1 to 4 for IPS NX-Platform and TPS
8400TX devices. For TPS 5500TX, 8200TX, and 9200TXE devices, the I0
slot is numbered from 1 to 2. For TPS 1100TX devices, the slot is 1.

+ Incoming Port — port number of incoming traffic.
+ Incoming VLAN ID — VLAN ID for incoming traffic.
 Outgoing VLAN ID — VLAN ID for outgoing traffic.

+ Auto reverse — reverse mapping setting.

Create or edit VLAN translation

This feature is available on IPS devices (N-Platform and NX-Platform) and
TPS devices (TX Series and TXE Series). VLAN translation is not available on
vTPS devices.




SMS User Guide

Procedure

1.
2.

6.

Select Devices > All Devices > device > Network Configuration.
Click the VLAN Translation tab.
Perform one of the following tasks:

+ To edit a VLAN Translation, select an entry from the table, and then
click Edit.

+ To create a new VLAN Translation, click New.

Enter the Incoming VLAN ID and Outgoing VLAN ID numbers from 1 to
4094.

In the Port Selection area select the appropriate settings for each
segment (1 to 11).

Note

For NX-Platform, TX Series, and TXE Series devices, the segments are
grouped by slots. The segment lists the slot number and the segment
number.

« No mapping — Do not use mapping for selected segment.

+ A>B — For traffic arriving on side A with the specified Incoming
VLAN ID, the VLAN ID is set to the specified Qutgoing VLAN ID
prior to leaving side B.

+ A <B — For traffic arriving on side B with the specified Incoming
VLANID, the VLAN ID is set to the specified Outgoing VLAN ID
prior to leaving side A.

+ Reverse mapping — Automatically creates an inverse mapping.
Changes the VLAN ID for traffic in the reverse direction from the
Outgoing value to the Incoming value.

Click OK.
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Modules and Segments

The Modules & Segments tab displays the following information about IPS
NX-Platform, TPS TX Series and TXE Series devices:

* Modules

+ Slot — IO slot from 1 to 4 for IPS NX-Platform and TPS 8400TX
devices. I0 slot from 1 to 2 for TPS 5500TX, 8200TX, and 9200TXE
devices. 10 Slot 1 for TPS 1100TX devices.

ﬁ Note

The second slot of the 5500TX device supports only the first four

segments of a 6-segment I/O module.

« Module — Information about the module
« Serial No. — Serial number of the module
« Status — Active status of the module
+ Physical Segments
+ Name — Segment name
« No. — Segment number
+ Direction — Traffic direction for the segment

« Intrinsic Network HA — Level of action for INHA: Block All or
Permit All

+ Link-Down — Mode, such as Hub, Breaker or Wire
« Port A, Port B — Associated port for the segment

+ Segment Group — Membership in a segment group
« Profile Name — Associated profile for the segment

+ sFlow® — Sampled traffic on segment for analysis

+ Virtual Segment Assignments
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+ Name — Segment name

+ Order — Sequential order

* VLAN(S) — Virtual LAN

 Src Addr/Dst Addr — Source/destination IP address
+ Segment Group — Membership in a segment group

« Profile Name — Associated profile for the virtual segment

Events

Through the Events screen for an individual device, you can monitor system-
specific information. The default displays data from the past 24 hours.
(When first adding a device to the SMS, all of the graphs might not have 24-
hours of data). Realtime data is available for most monitoring parameters.
The data in the graphs can be printed or exported. To format, right-click on
the graph.

ﬁ Note

When you use the drop-down menu to change the graph view to view larger

date ranges (either the Last 7 Days or Last Month), the SMS client will request
additional data from the SMS server. These larger ranges can delay the
response time of the SMS client, causing it to appear unresponsive until the
data is populated.

For additional information on monitoring your IPS device, see Events (all
devices) on page 15.

System Health (Health Stats)

Health Stats track key health areas for devices, and provides information in
textual and graphical formats. Monitored statistics include temperature
(measured in Celsius), memory, HA state, and license utilization of the
selected managed device. The High Water Mark % license utilization value,
which gets polled every five minutes, is the highest percentage usage on the
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device since the last time the value was cleared. To display current values,

click Refresh.
COLUMN DESCRIPTION
Name Displays the components of the device. Available items depend on the device
and TOS, and may include the following:
« CPU
«» Disk/ramLog, Disk/ramRO, Disk/ramTmp
« Disk/system
« Disk/user
« Fans
« Voltage
« Memory
« Temperature
State Displays the current state including critical (red), normal (green), or major
(yellow).
Current Value | Displays the percentage amount of the component used.
Details Displays details for the health stat, for example, the amount used of the total
available megabytes (MB).

Click Settings to set health threshold preferences for storage, memory, and
temperature.

Device health event entries

Issues with the health of a device list as event entries in the system log.
These health events detail information about the status of your device
depending on triggered filters. These events provide information about the
issues of a device or group of devices.

The following events might occur on a device, component, resource, or host:




SMS User Guide

EVENT 0|::GI COMPONENT DEFINITION
Add Device SMS device name Component has been discovered and
configured.
Alert Status SMS device name The alerts status of component has changed
to status.
Block Status SMS device name The block status of component has changed
to status.
Cold Start device | device name Component has been rebooted.
Config Sync SMS device name SMS management data has been
synchronized with component.
Connection SMS device name Component has stopped communicating with
Down the SMS.
Connection Up SMS device name Component is now communicating with the
SMS.
Device device | device name Component entered Fall Back state at time or
Availability Component was available for service (not in
the Fall Back state) at time
Delete Device SMS device IP Component has been deleted from the SMS.
Delete Host SMS device Component has had a host removed from the
component SMS.
Fall Back Status | SMS device-name Component is in Fall Back state or
Component is available for service (not in the
Fall Back state)
Hardware Health | device | device Component is status.
component type
Hardware Status | SMS device The health status of component has changed
component to status.
Manage Device SMS device name The SMS is now managing component.
Managed From device | device name Component is now managed by the SMS.

Device
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EVENT 0|::GI COMPONENT DEFINITION

New Host SMS device Component has a new host found by the SMS
component

Resource Health | device | resource name | Resource-name has changed from pre-status

to post-status.

Resource Status | SMS device The resource status of component has
component changed to status.

Unmanage SMS device name The SMSis no longer managing component.

Device

Unmanaged device | device name Component is no longer managed by the

From Device SMS.

Warm Start device | device name Component has been restarted.

Health thresholds

Health thresholds determine whether a current setting for disk, memory or
temperatures shows a major or critical status. A major threshold must be

lower than critical.

In the SMS, configure system health thresholds for IPS security devices. You
cannot change the system health thresholds for TPS devices. The following
table lists the default health threshold settings for the IPS.

FACTOR MAJOR PARAMETERS CRITICAL PARAMETERS
Memory >=90% >=95%
Temperature (IPS) >=73°C >=75°C
Temperature (IPS N-Platform >=46°C >=51°C
or NX-Platform)
File System space >=90% >=95%
License utilization >=70% >=90%
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Procedure

1. Onthe Devices screen, expand the All Devices in the navigation pane.
2. Select a device and expand the options.

3. Expand the Events entry, and then select System Health.

4. Inthe Health Stats section, click Settings.

5. Inthe Devices - Health Thresholds dialog,

- For Storage, enter a Major and Critical amount. The amount should
be between 60% to 100%.

+ For Memory, enter a Major and Critical amount. The amount
should be between 60% to 100%.

« For Temperature, enter a Major and Critical amount. The amount
should be between 40 to 80 Celsius.

Performance

Performance monitoring tracks key performance areas for managed devices
and provides information in textual and graphical format. Monitored
statistics include performance protection, packet status, and CPU for the
selected managed device.

ENTRY TITLE DESCRIPTION
Device Name of the device.
Total Packets The total number of packets for the device.
Blocked The number of blocked packets.
Hit Permit Action The number of permitted packets.

Rate Limited (availability depends | Number of rate-limited packets.
on device and TOS version)

Trusted (availability depends on Number of trusted packets.
device and TOS version)
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ENTRY TITLE DESCRIPTION

Dropped The number of dropped packets.

The Performance graphs area displays graphs for the following items:

» Performance Protection — Performance Protection activated on the
device.

« Packet Statistics — Status of packets inspected by the device.
+ CPU for XLR A — How much of the CPU capacity is in use.

+ Deep Packet Inspection (S-Series) — The counts of packets that undergo
greater inspection.

- Tiers (Ratio to next tier) — Represented in percent over time as a ratio
to next tier.

+ Tier 1 Transmit and Receive Rates — Represented as Mbps over time.
 Tier 4 Reason — Represented as percent over time.

 Tier 1 Balance — Represented as percent over time.

« Tier 1 Bypass — Represented as Mbps over time.

To display current values, click Refresh. To view Realtime data, click
Realtime.

Tier statistics

Tier statistics provides information on packets and speed by tier. This area
also displays Ratios and Utilization for A-side and B side traffic.

For more information about tier statistics for IPS NX-Platform, TPS TX
Series, and TPS TXE Series devices, see Tier statistics for the vTPS, TPS, and IPS
(NX-Platform) devices on page 49.

Tier statistics for the vTPS, TPS, and IPS (NX-Platform) devices

Displays throughput and efficiency across the different inspection tiers of
this device. Use this information to diagnose certain performance-related
issues. On a stack device, the device's stacking statistics are displayed.
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INSPECTION TIER DESCRIPTION
Stack : Segment For IPS (NX-Platform), TPS 8200TX/8400TX, and TPS TXE Series devices,
Ports the following information is displayed when stacking is enabled:

Segment Rx Mbps displays the aggregate received traffic from all
network segments on this device.

Segment Tx Mbps displays the aggregate traffic transmitted from
all network segments on this device.

Stack Balance displays the load balance percentage, in which
100% equates to perfect balance across the number of devices in
the stack. Note this will include devices that are in Intrinsic HA
L2FB which would be zero in the load balance calculation. This
statistic is analogous to the XLR load balance percent in Tier 1.

<host n> Rx Mbps displays the traffic balanced from this
device's network segments to the other devices in the stack.

Segment ratio to tier 1displaysthe percentage of traffic
being inspected by this device as a ratio of the segment Rx traffic.

Stack : Stack Ports For IPS (NX-Platform), TPS 8200TX/8400TX, and TPS TXE Series devices,
the following information is displayed when stacking is enabled:

Stack Rx Mbps displays the aggregate received traffic from both
stacking ports.

Stack Tx Mbps displays the aggregate traffic that is transmitted
from both stacking ports.

Stack Rx > Stack Tx displays the total amount of transit or
through traffic on the stacking ports; for example, traffic received
on one Stack port that is forwarded by the switch to the other
stack port.

Stack Rx > Seg Txdisplays the amount of return traffic coming
in on a stacking port en route to a network segment.

Stack ratio to tier 1displaysthe percentage of traffic being
inspected by this device as a ratio of the stack Rx traffic.
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INSPECTION TIER

DESCRIPTION

Tier 1

Inspection bypass and Intrinsic HA L2FB are handled here, preventing
traffic from going to the next tier. It also handles the rate limiter,
inspection bypass rules, jumbo packet shunting, and hardware
watchdog timer.

Rx Mbpsand Rx packet/sec indicate how much traffic is
entering the device from all the segments. Tx Mbps and Tx
packet/sec indicate how much traffic is egressing the device. A
value in parentheses () represents the high-level watermark and a
value in brackets [ ] represents the low-level watermark since the
IPS was powered on or the tier statistics were reset.

j Note
Usethe clear np tier-stats CLIcommand to clear
out these statistics.

Bypass Mbps displays the current and max throughput matching
an Inspection Bypass rule. Traffic matching an Inspection Bypass
rule does not count towards the IPS inspection limits.

A/B/C Balance displays how well the flows are being balanced
between the XLRs. 100% indicates even balance 33/33/33 split,
which is ideal. 0% means that all traffic is going to a single XLR.
Note that the number of packets going thru the each XLR is flow
based, so it is not uncommon to see a slight difference between
them.

Utilization displays the percentage of rated system throughput
and of traffic to next tier.

Inspection bypass rules reduce the value of both Utilization
and Ratio to next tier.

Tier 2

Load balances flows through the KS threads and handles traffic
management trusts and block filters will prevent traffic from
proceeding to the next tier.

Ratio to next tier accounts for Traffic Management Trust and
Block rules and Traffic normalization filters. TCP ACKs are trusted by
default, and reduces Tier 2 ratio to next tier.
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INSPECTION TIER

DESCRIPTION

Tier3

This tier is designed to search for suspicious traffic that needs to
undergo deep inspection. This section handles IPv6 + GRE and Mobile
IPv4 tunnels. IP reassembly, maintaining connection table, and TCP
state tracking is handled here. If triggers are found it determines what
filters need to be checked against the packet or flow then it turns on
soft-reroute for the flow, and, if necessary, sends it for deep packet
inspection.

This section displays how much traffic KS threads and IP reassembly
will inspect. Ratio to next tier shows what percentage of traffic needs
TCP reassembly or is suspicious (matched a trigger).
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INSPECTION TIER

DESCRIPTION

Tier4

This tier performs TCP reassembly and threat verification which
includes header-based checks, protocol decoders, content search, and
regular expression matching. Also, action handling occurs here whether
the packet is dropped, rate limited, or rate limited in the connection
table.

« Rx due toindicates why traffic is going deep:

« Trigger match. Displays the percentage of traffic that
matched a trigger.

+ Rx due to Reroute.When a packet matches a trigger the
following packets which belong to the same flow are required
for threat verification.

« TCP sequence. If traffic cannot be reordered by K threads
using loopy packet, it must go to Tier 4 for reordering.

+ Ratio to next tier.Displays the percentage of traffic that
matched a filter, regardless of the Action Set.

Tuning is required if congestion is occurring or if an IPS is being
operated close to its maximum rated throughput. The deeper a flow is
inspected the more processing is required, so the most performance
gains can be attained by optimizing the KS threads at this level (Tiers 3
and 4). The three most process intensive operations are:

1. IP reassembly
2. Threat verification
3. TCP packet reordering

For supported TPS devices with a TOS v5.3 or later, the following
information is displayed when SSL inspection is enabled:

+ Rx Mbps and Tx Mbps indicate how much encrypted traffic is
entering the inspection engine from all the segments. The
numbers in the brackets represent the high-level water mark since
the IPS was powered on or tier stats was reset.

j Note

Usethe clear np tier-stats CLIcommand to clear
out these statistics.
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INSPECTION TIER DESCRIPTION

« Utilization displays the percentage of rated system throughput
and of traffic to next tier.

Tier 5 For supported TPS devices with a TOS earlier than v5.3, the following
information is displayed when SSL inspection is enabled:

+ Rx Mbps and Tx Mbps indicate how much encrypted traffic is
entering the inspection engine from all the segments. The
numbers in the brackets represent the high-level water mark since
the IPS was powered onor tier stats was reset.

j Note
Usethe clear np tier-stats CLIcommand to clear
out these statistics.

« Utilization displays the percentage of rated system throughput
and of traffic to next tier.

Port health

Port health monitoring tracks key port statistics for managed devices and
provides information in textual and graphical formats. For IPS NX-Platform,
TPS 8200TX/8400TX, and TPS TXE Series devices, the SMS displays the slot
number in addition to the other port information.

You can edit port information directly from the graph area of the Events -
Port Health screen. To edit port details, click Edit associated with the graph
that displays the port information. See Import a profile on page 36.

To display current values, click Refresh. To view Realtime data, click
Realtime.
Port statistics

The textual display provides data by segment and includes the following
information:

« Total In/Out Byte

« Total In/Out Discards
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« Total In/Out Errors

The graphical display tracks Input/Output by port and provides information
about the following items:

» Media
» Line Speed
- Link Status

+ Duplex Status

Historical graphs

Historical graphs track Input/Output by port and provides information about
the following items:

» Media
+ Line Speed
- Link Status

 Duplex Status

Traffic

Traffic tracks and compiles information on all traffic managed by the device.
Traffic graphic include the following:

+ Frame Size — Traffic profile by frame size, by specified byte ranges. This
graph currently returns no statistics for vIPS devices.

+ Frame Type — The frame types of the packets flowing through the IPS.

+ Protocol — Displays attack traffic categorized by protocol. Includes the
number of filtered packets for each protocol and the percentage of total
traffic the number represents. Protocols include: ICMP, UDP, TCP, and
IP-Other.

« Severity — Displays the number of attacks categorized as Low, Minor,
Major, and Critical. Also shows the percentage of total traffic for each
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severity level. The severity levels are assigned by the TippingPoint
Digital Vaccine team and are included as part of the filter definition.

System log

The system log contains information about the software processes that
control TippingPoint devices including startup routines, run levels, and
maintenance routines. System log entries can provide useful troubleshooting
information if you encounter problems with your TippingPoint device.

The system log also includes event information regarding device health. If
the status indicator for the device displays an error or issue, you can view the
log to locate information on the health events. See System health (all devices)
on page 19.

The following table details the system log details:

HEADING DESCRIPTION
ID The ID of the alert in the log.
Message The description of the alert.
Entry Time The time of the alert added to the log.

Severity Level | The severity level of the alert in the log.

Component The component affected by the alert or event, such as report, policy, and
OAM.

Audit log

The audit log keeps track of device user activity that might have security
implications. This activity includes user attempts (successful and
unsuccessful) to do the following:

» Change user information

+ Change device configuration

+ Gain access to controlled areas (including the audit log)
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+ Update system software and attack protection filter packages

+ Change filter settings

ﬂ Note

For TPS devices, users must have at least Administrator access level to view,

reset, and download the audit log. For IPS devices, SuperUser access level is

required.
HEADING DESCRIPTION
ID The ID of the alert in the log.
Time The time of the alert added to the log.
Access Level The access level of user causing the alert. Can include SMS for the system,

SuperUser, and so on.

Interface The interface used that generated the alert or event: WEB or SYS.

IP Address The IP address of the system that generated the alert or event.

Component The component affected by the alert or event, such as report, policy, and
OAM.

Result The result of the event, such as PASS for successful.

User The user account causing the alert.

Message The description of the alert.

When you view the log, the user listed for the logged events might include
SMS and CLI. These entries are entered by those applications into the audit
log, as a SuperUser level of access.

Device configuration

Update management information

Depending on the device, you can:
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+ Update the host name of your device and add descriptions for the device
location and contact information.

+ Review the device model and serial number.
+ View or configure the management port settings.

+ View the Network Mask and Default Gateway and enter settings for fast
ethernet port located on the management processor module. The IP
address for this port is the IP address through which you access the
device. This port must be contained within your local network, but must
not be contained within any of the subnets that pass traffic through the
Multi-Port Defense Module of the device.

+ Review the currently installed TOS, Digital Vaccine, and Threat DV.
+ Reboot or shutdown the device.

* Reset IPS filters to their recommended state. Use this option to reset
filters due to issues or settings. The recommended settings for a filter
might differ by state (enabled/disabled), notification contacts,
exceptions, and action sets.

» Go to the associated device. Click the SSH Terminal to access the device
from the SMS.

Procedure

1. Select Devices > All Devices > device, and then click Device
Configuration.

2. Select Management Information and update the following:
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FIELD DESCRIPTION VALID INPUT

Hostname The hostname of the device. It should be | Avalid hostname on your

the same host name as the one listed for | network segment. A valid

the device IP address in your network hostname consists only of

DNS lookup. alpha-numeric characters
and hyphens, and cannot
exceed 63 characters or
have a hyphen at the
beginning or end.

Location A description of the location of the

device.

Contact A contact name for the device. A maximum of 32
characters describing the
device contact.

j Note
This feature is only available on
TPS devices.
Model The number of the device model. —

Serial Number

The serial number of the device.

Mgmt IP The IP address used to make a network | Avalid IP address on the
Address connection to the device. network segment the
device is attached to in
dotted decimal IP address
(255.255.255.255) notation.
Network Mask | The network mask in effect on the Avalid network mask for
subnet that your device is attached to. the network segment on
which your device resides in
dotted decimal IP address
(255.255.255.255) notation.
Default The gateway through which the device | A network device that
Gateway communicates with external network contains routing tables that

entities, and through which external
network entities communicate with
your device. You can enter a number of
gateways for Gateway and Routing.

list your device and external
network entities as well.
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FIELD DESCRIPTION VALID INPUT
Edit Informational dialog that provides Port | Enable/disable auto
Management Details. Enable or disable auto negotiation

Port Settings negotiation.

j Note

This feature is only available on

select IPS devices.

View Click View Mgmt Port Settings to view
Management management port settings and current
Port Settings state details.

TOS TippingPoint Operating System (TOS).
DV Digital Vaccine version numbers.
Auxiliary DV Enables you to update to the latest -

malware filter package if you subscribe
to Threat DV. For subscription
information, contact your TippingPoint
representative.

3. Click OK.

Reset IPS filters

Procedure

1. Select Devices > All Devices > device, and then click Device
Configuration.

2. Select Management Information.

3. Click Reset IPS Filters. A message prompts you to confirm that you want
to reset all filters back to their recommended state.

4. Click OK.

After resetting the IPS filters on an IPS, a message notifies you that the
reset is complete; the reset process might take several minutes. Any
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profile distributions attempted before the reset has completed will fail,
as the device is still busy resetting the filters.

Management network

From this screen you can configure the management network settings for
your device. These settings only affect the device's management port and its
ability to communicate with the SMS. They do not modify filters or otherwise
change the way traffic is inspected.

IPv6 is an Internet protocol that uses 128-bit addresses, which increases the
number of possible addresses and adds increased security. Expressed in a
series of four-digit hexadecimal numbers that are separated by colon (:)
notation, IPv6 addresses allow the Internet to grow in terms of connected
hosts and data traffic.

j Note

Incorrect settings for the default gateway or management port prevent

management communication with the device.

From this screen you can:
» Enable IPv6.
+ Automatically assign IPv6 addresses to the management port.
+ Configure the default gateway.
+ Choose one of the following ways to manage the device.
« Specified IPv6 address to the management port interface.

« Link-Local IPv6 address — the device and the SMS MUST be on the
same physical network.

« Auto IPv6 address — Global unicast address assigned during
network initialization.

+ Enable the configured IPv6 IP address to manage the device.
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ﬂ Note

If you do not select Use IPv6 address to manage this device, the IPv4 address
or Public IP Address on the Management Information page is used to
manage the device.

Configure management network (TPS and NX-Platform)

Note

The management network configuration only impacts the device
management port and its ability to communicate with the SMS. These settings
do NOT modify filters or change the way traffic is inspected.

Procedure

1. Select Devices > All Devices > device, and then click Device
Configuration.

2. Select Management Network.

3. To set the protocol for managing the device, go to the Communication
area and select one of the following protocol options:

« Use IPv4 to manage device to manage the device using its [Pv4
address.

« Use IPv6 to manage device to manage the device using its IPv6
address.

j Note

If you are editing the Network Management configuration and want to
disable IPv4, use IPv6 to manage the network BEFORE you disable IPv4.
If you are editing the Network Management configuration and want to
disable IPv6, use IPv4 to manage the network BEFORE you disable IPv6.

4. For IPv4 Configuration:




SMS User Guide

+ Enable IPv4 — Select this check box to configure the device
management port with an IPv4 address.

Q Important
"L’ [If this check box is not selected, the IPv4 stack is disabled.

+ IP Address — Specify the IP (IPv4) address to assign to the device
management port interface.

+ Network Mask — Specify the subnet mask to assign to the device
management port interface.

+ Default Gateway — Specify the IP address of the route to use to send
packets addressed to other networks.

+ Default Gateway Enabled —Select this check box to assign the
specified IPv4 default gateway to the device management port
interface. Deselect this check box to disable gateway configuration.

Q Important
"L’ Ifthis check box is not selected, the device and the SMS MUST be on the
same subnet.

5. For IPv6 Configuration:

+ Enable IPv6 — Select this check box to configure the device
management port with an IPv6 address.

Note
If this check box is not selected, the IPv6 stack is disabled.

+ Automatically configure network interface — Select this check box
use IPv6 stateless address auto configuration to assign IPv6
addresses to the management port.

« Management Address — Choose one of the following ways to
manage the device:
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+ IP Address — user-specified IPv6 address to the management
port interface.

« Link-Local — local IPV6 address assigned during network
initialization. The SMS and the device MUST be on the same
physical network.

+ Auto — local unicast address assigned during network
initialization.
+ Default Gateway — Specify the IP address of the route to use to send
packets addressed to other networks.

+ Default Gateway Enabled —Select this check box to assign the
specified IPv6 default gateway to the device management port
interface. Deselect this check box to disable gateway configuration.

Q Important
"’ Ifthis check box is not selected, the device and the SMS MUST be on the
same subnet.

ﬁ Note
If you do not select Use IPv6 address to manage this device, the IPv4
address or Public IP Address on the Management Information page is

used to manage the device.

6. Click OK.

Management routes

Routing options enable the device to communicate with network subnets
other than the subnet on which the Management Port is located. If you will
manage your TippingPoint device from a different subnet, you will need to
define a route between the subnet to which your workstation is connected
and the subnet to which your TippingPoint Host Management Port is
connected.
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Host IP filters

IP filters prioritize traffic and implement security policy. When you specify
filter settings, you control system access by services that use the
management port. Filter rules set to Deny affects the SMS management of
the appliance.

Configure NAT

Use NAT to minimize the number of internal IP addresses that are exposed to
the Internet. NAT technology converts private IP addresses on an internal
private network to one or more public IP addresses for the Internet.

The NAT IP address is only saved on the SMS and is used when
communicating with the device.

Procedure

1. Select Devices > All Devices > device, and then click Device

Configuration.
2. Select NAT.
3. To enable NAT, select Enable.
4. Enter the Public IP Address for the device.
5. Click Apply.
6. Click OK.
Services

On the Device Configuration (Services) screen, you can configure settings for
system services. For Services, you can enable one or more remote services
for secure connections. These services provide connections for the
Command Line Interface (CLI) and Web (HTTPS). You should use secure
communications (SSH and HTTPS) to operate the CLI and the Web
interfaces.
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ﬂ Note

HTTPS service is an integral service for the SMS, always enabled and
available. SSH and telnet require SuperUser access.

If you disable SSH, you cannot run or access the CLI.

For devices using V 2.1 or higher TOS, the system can use an encrypted
channel for sending messages between the device and SMS. The encrypted
channel polls the device according to the polling interval for the mode.

The Encrypted Alert Channel Settings option provides three modes:

+ Enabled Normal Mode — Disables the SNMP traps and enables an SSL
connection between the SMS and the device to transfer Alert messages
reliably and securely by polling the device approximately every five
seconds. This option is the default.

+ Enabled Batch Mode — Disables the SNMP traps and enables an SSL
connection between the SMS and the device to transfer Alert messages
reliably and securely by polling the device according to a configured
amount of minutes, which reduces network traffic slightly but increases
the average time for the SMS to become aware of device Alerts.

+ Disabled (Use SNMP) — Uses the existing SNMP trap mechanism.

OPTION DESCRIPTION

SSH Secure connection for using the CLI. Requires a user with SuperUser
capabilities.

HTTPS Secure network communication for Web pages. Enabling HTTPS
enables Web services for the SMS. See the SMS Web API Guide.

HTTP Unsecure network communication connection for Web pages.
Enabling HTTP enables Web services for the SMS.
See the SMS Web API Guide.

ﬁ Note
See TSE Settings on page 88 for HTTP mode on TPS devices.
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OPTION DESCRIPTION
Encrypted Alert Compiles and sends alerts. Encrypted for security. You can disable
Channel Settings this service to use SNMP.

« Enable Normal Mode —Sends alerts as they are received

« Enable Batch Mode — Compiles alerts according to a configured
Wait Time Interval (minutes ranging from 1 to 60). Enter an
amount of minutes if selecting this option.

« Disabled (Use SNMP) — Alerts are sent using SNMP, disabling
this service.

ﬁ Note
You must enable Encrypted Alert Channel if your profile’s
Capture Additional Event Information setting includes HTTP.
SNMP does not support HTTP context.

Encrypted Alert Channel settings are not supported on TPS devices.

Data Retrieval Service | Enables the SMS to retrieve and display traffic stats by port per
device.
Data Retrieval Services only apply to IPS devices.

SNMP Alerts are sent using SNMP. If your devices support both SNMP v2 and
SNMP v3, you can configure the device to use one or both versions.
To use SNMP v3 for NMS traps, you must configure Services for SNMP
v3 or Both.

TLS Settings Enable or disable the TLS versions (v1.0,v1.1,v1.2,and v1.3) fora
managed device.

TLS Settings are only supported on TPS devices running TOS v4.1 or
later. The TLS versions enabled on a TPS device must be compatible
with the TLS versions enabled in this section. By default, only TLS v1.2
is supported.

Services

The services page allows you to configure whether specific services are
enabled and whether a management service is provided through the network
port or the management port.
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You can enable one or more remote services for secure connections. These
services provide connections for the Command Line Interface (CLI) and Web
(HTTPS).

Note

HTTPS service is an integral service for the SMS, always enabled and
available.

SSH requires SuperUser access.

The Device Configuration (Services) screen includes the following

information:
COLUMN DESCRIPTION

SSH Secure connection for using the CLI. Requires SuperUser access.

HTTPS Secure network communication for Web pages. Enabling HTTPS enables
Web services for the SMS. See the TippingPoint SMS External Interface
Guide.

Inband Mgmt. Specifies that appliance management is done locally through the
network itself.

DNS Lookup Supplies the address or addresses that should be consulted for host
name to IP address resolution.

NTP Lookup Designated primary SNTP Server.

RADIUS Lookup Server for administrative login authentication and network user
authentication.

LDAP Lookup Server for administrative login authentication and network user
authentication.
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COLUMN DESCRIPTION

Remote Syslog Sends filter alerts to a syslog server on your network. You can have one
or more remote syslog servers.

ﬁ Note

Designating a remote system log server does not automatically
send attack and shield notifications to that server. You must

select the Remote System Log contact for action sets. After you
apply these changes, active filters associated with the modified
action set will send remote messages to the designated server.

Email Notifications | Server for email alerts.

Device settings

Configure appliance-specific global settings, such as IDS and quarantine
settings, timeout settings, asymmetric routing (DDoS filters cannot work if
this feature is enabled), adaptive filter properties, and auto-reboot
enablement.

You can configure the global settings for the following items:

+ Adaptive Filtering — Set Adaptive Filtering Configuration (AFC) options
that automatically manage your appliance under extreme load
conditions and protect against the potential adverse effects of a defective
filter. On rare occurrences, the system can experience extreme load
conditions due to filter failure and traffic congestion, causing a device to
enter High Availability (HA) mode. Adaptive filtering disables the filters
that are likely causing traffic congestion.

+ Connection Table — The value for the global connection table timeout.
This value is 30-1800 seconds. This value applies to all blocked streams
in the connection table, and determines the amount of time that elapses
before that connection is cleared from the connection table. Before that
period of time elapses, any incoming packets for that stream are blocked
at the box. After the connection is cleared, the incoming connection is
allowed (if its action set has changed) or re-added to the blocked list.
Separate settings are available for TCP and non-TCP traffic.
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+ Asymmetric Network — The dynamic sharing and use of bandwidth for
increased network traffic performance. If you configure the appliance
through the TSE configuration for an asymmetric network, the SYN
flood detection, or DDoS filters, will be disabled. In effect, the TSE will
not see both sides of a TCP connection. SSL inspection cannot occur in
asymmetric mode. Consult your device documentation for a list of
additional filters that cannot be run in asymmetric mode.

+ Quarantine — Specifies the global timeout for the quarantine table. For
quarantined hosts in the quarantine table, this value determines the
time interval that elapses before the quarantined host is cleared from
the quarantine table. After the quarantined host is cleared (the timeout
interval expires), quarantined addresses can be automatically released,
if that option is selected.

ﬁ Note

If you unmanage an appliance and then remanage the appliance, the

quarantine settings are reset to the default value.

+ IDS Mode —When enabled, automatically configures the device to
operate in a manner similar to an Intrusion Detection System (IDS).

+ Performance protection is disabled. As a best practice, enable this
option and set it to Always.

+ Adaptive Filtering mode is set to Manual.

« Filters currently set to Block are not switched to Permit, and Block
filters can still be set.

Note

Using an IPS/TPS device in a mixed configuration is not supported. When
an IPS/TPS device is used in an IDS configuration, then it is an IDS
device. Use the IPS/TPS as either an IDS device or an IPS device, but not
both. Attempting to run your device in mixed mode will lead to
performance issues.
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Reboot your system for settings to take effect.

+ Auto Reboot —Specifies whether automatic reboots can be determined
by the appliance.

Configure a device for adaptive filtering

The Adaptive Filter Configuration (AFC) state enables the Threat Suppression
Engine to automatically manage a device. This feature protects against the
potential adverse effects of a filter that interacts poorly with the network
environment.

At the filter level, you have the option to disable adaptive filtering so that a
filter is never impacted by the adaptive filter settings on a device. Learn
more: Adaptive filtering on page 152.

You can also view the filters most recently affected by adaptive filtering in
the Adaptive Filter List, and re-enable the filter state. Learn more: View AFC
filters on page 18.

1. Select Devices > All Devices > device, and then click Device
Configuration.

2. Select AFC Settings.
3. Select the AFC setting:

+ Auto — This setting enables the device to automatically disable the
defective filter and generate a system message.

« Manual — This setting enables the device to generate a system
message regarding the filter. However, the filter is not disabled.

4. Select the severity of the system log message that is automatically
generated when a filter triggers the AFC setting configured on a filter.

5. Click OK.

Device High Availability

You can configure settings for Intrinsic, Transparent, and Zero Power High
Availability (HA).
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Intrinsic HA

Intrinsic HA determines how the device manages traffic on each segment in
the event of a system failure. When the system fails, the device goes into
fallback mode and either permits or blocks all traffic on each segment,
depending on the fallback action setting for the segment.

« Normal mode configures the device to inspect traffic according to the
Threat Suppression Engine (TSE) settings.

* Fallback mode either permits or blocks all traffic on each segment,
depending on the Intrinsic HA fallback action setting for the segment.
Any permitted traffic is not inspected.

A lack of reported errors or congestion through the TSE does not guarantee
that the components receive correct and error-free traffic. Intrinsic HA
monitors for several points of failure and applies failure detection logic
against the system.

The device performs the following checks to detect a failed condition and
trigger intrinsic HA:

+ Handle non-atomic nature of the data path — Packet pass through each
component at different times and rates. The status of each component is
determined independently of each other. Intrinsic HA uses sampling to
determine health.

+ Check and transmit the inbound receive counters — Each component
has receive counters incremented by packets received from the previous
component. The component transmits these counters incremented as
packets to the next component. These counters are the most accurate
and most complicated way of detecting health.

« Dropped packets exceeds threshold — If too many packets awaiting deep
inspection are queued up, packets are dropped. The system checks every
five seconds to see if the device drops 90 percent or more of the traffic
that goes to Tier 3. If so, the system enters fallback mode. However, this
condition is difficult to create because the TSE only sends a fraction of
incoming traffic to Tier 3.

+ Low memory — Whether available system memory is too low for proper
operations.
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Intrinsic HA monitors the device to detect hardware operating system
failures and to automatically switch to the fallback mode when a server
outage or system failure is detected.

Use the fallback mode to permit or block all traffic according to the fallback
settings for each device segment.

Transparent HA

Deploy Transparent HA in a redundant network configuration so that a
partner device takes over in the event of system failure. Transparent HA
partner devices constantly update each other with their managed streams
information (blocked streams, trusted streams, and quarantined hosts). If a
system failure occurs, interruptions to network protection are minimized
because the partner device does not have to rebuild all of the current
managed streams information.

Important

-

"’ When Transparent HA is enabled, a hijacked partner device or a rogue device
that impersonates the IP address of a Transparent HA partner device can
communicate with the partner device.

When you configure TPS devices for Transparent HA, keep the following
points in mind:

» With the exception of 8200TX, 8400TX, and 9200TXE devices, TPS
devices in an Transparent HA configuration can only be connected—
through the HA port—to an identical model device (for example, you can
only connect a 2200T device with another 2200T device). The 8200TX and
8400TX devices are the only two TPS devices that can be mixed in a
Transparent HA configuration. Connect these two devices using the
management (MGMT) ports. TRHA for TXE Series devices require that
you pair each device with an identical model with identical management
ports.

+ Transparent HA requires the same TOS version on each Transparent HA
device.
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+ Transparent HA partners must be able to communicate with each other
on TCP port 9591.

+ On a TippingPoint Virtual Threat Protection System (vTPS) security
device, Transparent HA is not supported.

After you configure Transparent HA, keep this point in mind:

« If you plan to change the global timeout interval on the connection
table, be sure to update both partner devices. Transparent HA does not
synchronize changes to the global timeout interval.

Zero Power HA

Zero Power HA (ZPHA) ensures a constant, uninterrupted flow of traffic.
During a system outage, ZPHA bypasses the device and provides continuous
network traffic.

j Note

Be aware that ZPHA technology is not "hitless"; when relays are switched over,

you might lose traffic.

Configure ZPHA to determine its state:

* Bypass mode bypasses the TSE and maintains high availability on any
network segments that have ZPHA support. When the device loses
power, any network segments that do not have ZPHA support are
disconnected.

+ Normal mode inspects traffic according to the TSE settings.

Bypass is available for the IPS as an external modular device or as optional
bypass I/0 modules on NX-Platform, TX Series, and TXE Series devices.

TPS device support for ZPHA varies by device:

» On TippingPoint TX Series and TXE Series devices, optional bypass I/O
modules provide high availability for copper and fiber segments.
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ﬁ Note

When you insert a bypass I/0 module, by default the I/O module starts
up in bypass mode.

» On a TippingPoint 2200T device, ZPHA support is built-in for copper
segments. An external ZPHA module is required to enable ZPHA on SFP
and SFP+ segments.

+ ZPHA is built-in for all copper segments for a 440T device.
+ ZPHA is not supported for vIPS.

Configure network HA

Procedure

1. Select Devices > All Devices > <device>, and then click Device
Configuration.

2. Select HA (High Availability).
3. To configure Intrinsic HA, do one of the following:

+ Select Normal to override all Intrinsic HA settings and configure the
device to inspect traffic according to the TSE settings.

+ Select Fallback to permit or block all traffic according to the
fallback settings.

« Click Apply.
4. To configure Transparent HA, do the following:

+ Select the Enable check box to configure the device to constantly be
updated with TCP flow information.

+ Select a Partner Device to configure Transparent HA.

« Select the Encrypt Traffic check box to protect network traffic
between the devices, and enter and confirm the Passphrase.

5. To configure Zero Power HA, do the following:
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ﬁ Note

If the TPS device or IPS NX-Platform device does not have an installed
bypass module, this option is not available.

+ Select Normal to configure the device to inspect traffic according to
the TSE settings.

+ Select Bypass IPS to pass all network traffic regardless of the
fallback configuration on each segment.

« Click Apply.
6. Click OK.

Performance Protection

Configure settings for alerts. You can enable or disable alerting of permitted

and blocked packets or set the Logging Mode to Always or Disable if
congested.

If you set the Logging Mode to Disable if congested, you can set the
following logging options:

+ Congestion Percentage — percentage of congestion that must be met in
order for logging to be disabled.

- Disable Time —amount of time in seconds (between 60 and 3600

seconds) that logging will be disabled after the congestion percentage is
met.

Configure NMS settings for SNMP v2

Protocol for monitoring a device by a restricted network management
protocol (NMS).

Procedure

1. Select Devices > All Devices > device, and then click Device
Configuration.
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Select NMS Settings.

Enter or edit a Community String (1-31 characters).

Click New, or select an existing NMS, and click Edit.

Enter the IP Address and the Port (162 is the default port).
Click OK.

S L

Configure NMS for SNMP v3

This feature is available for N-Platform or NX-Platform IPS devices running
TOS v3.1 or later. To use SNMP v3 for NMS traps, you must configure Services
for SNMP v3 or Both.

Procedure

1. Select Devices > All Devices > device, and then click Device

Configuration.
2. Select NMS Settings.
3. Enter or edit a Community String (1-31 characters).
4. Click New, or select an existing NMS, and click Edit.
5. Enter the IP Address and the Port (162 is the default port).
6. For the trap destination, select SNMP v3.
7. Enter the Engine ID, User Name, Password, and then Verify Password.
8. Select a Privacy Protocol.
9. Click OK.
SNMP settings

Configure your device for Simple Network Management Protocol (SNMP)
support. When SNMP is not enabled, an SSL connection between the SMS
and the device transfers Alert messages reliably and securely. Alerts sent
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using SNMP can be encrypted if DES or AES is selected in the SNMP User
Privacy settings.

Specify the properties for SNMP traps, users, and communities.

Note

To use SNMP v3 for NMS traps, you must configure Services for SNMP v3 or
Both.

You can create multiple SNMPv2c communities to support NMS, IPs, or
subnets. Each community can have multiple rules; however, the source IP
address must be different. For example, you can create a rule for a
Community named Public with a source IP address of 1.1.1.1. You can have a
second rule for Public with a source IP address of 2.2.2.2.

After you enable SNMP, it might take a couple of seconds to start the SNMP
daemon. In the unlikely case of a collision with another device, you can
change the Engine ID to a different value; however, the new value must be
unique. Note that changing the Engine ID regenerates each read-only user,
which affects connectivity.

ﬁ Note

For NX-Platforms, you must reboot the device for the SNMP settings to take
effect.

Log Configuration

Use the Log Configuration screen to configure user encryption policy, specify
your master key, and set the notification contact properties and threshold
severities of audit, system, VPN and quarantine logs.

Data Security - vTPS and TPS

For vTPS 5.0 (and later) and TPS devices, use the Data Security screen to
secure the system keystore with a new master key and to secure the external
user disk (CFast or SSD).
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(Best Practice) To avoid keystore issues with a TOS rollback, set the master
key to a passphrase that you specify. If the keystore in the rollback image is
secured with a different master key than the master key that is set on the
device, you can set the master key to the correct passphrase.

By default, the external user disk is not encrypted which enables you to
easily access the contents of the external user disk from a different device.
The external user disk (CFast or SSD) stores all traffic logs, snapshots,
ThreatDV URL Reputation Feed, User-defined URL Entries database, and
packet capture data.

Before you encrypt the external user disk, keep in mind the following points:

+ To reset the master key using the SMS, you must have superuser
capabilities.

+ You cannot change the encryption status of external user disk on the
vTPS.

+ When you change the encryption status of the external user disk, the
device automatically formats the disk and all data is erased. On large,
external CFast disks (32 GB or more), it can take 40 seconds or more to
complete disk format and encryption operations.

+ The system master key encrypts and decrypts the external user disk. To
access the contents of an

encrypted external user disk from a different device, for example to
restore a snapshot, the same master

key must also be set on the device.

Remote syslog

A remote syslog server is another channel that you can use to report filter
events. Remote syslog sends filter alerts to a syslog server on your network.
You can have one or more remote syslog servers.
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ﬁ Note

Designating a remote system log server does not automatically send attack
notifications to that server. You must select the Remote System Log contact for
action sets. After you apply these changes, active filters associated with the
modified action set will send remote messages to the designated server.

Security devices that run TOS 3.6 or later can collect a client’s true IP address
before it is overwritten by a forwarding proxy IP address. X-Forwarded-For
and True-Client-IP technologies identify a request’s source IP address
without administrators having to refer to proxy logs or Web server logs.
When the Additional Event Information options are turned on, additional
fields in the event logs display the True-Client-IP address and any HTTP URI
information associated with the event. This visibility lets security teams set a
more accurate network-based user policy.

If you intend to use Action Sets that include the Notify Remote Syslog option,
you must create an entry for the devices to use. The system uses collectors
for the settings. Collectors are specified by the required settings for the IP
address and port, including options for a delimiter and facility numbers for
alert messages, block messages, and misuse/abuse messages. The settings
for the facilities are optional. Valid delimiters include horizontal tab, comma
(,), semicolon (;), and pipe (|).

The log format for the remote syslog includes changes detailed below. The
following is an example of packet data sent to a collector. Make note that
collectors might display the header portion of the stream differently.

<13>Jan 13 12:55:01 192.168.65.22 ALT,v4,20050113T125501+0360,"1
robot"/192.168.65.22,1017,Alert,1,1,
00000002-0002-0002-0002-000000000164,"0164:

ICMP: EchoRequest (Ping)","0164: ICMP: Echo Request
(Ping)",icmp,216.136.107.233:0,216.136.107.91:0,20

050113T125205+0360,199," ",1,3:1

In this example, the header follows the standard syslog format. Using the
previous log entry as the example, the message is as follows:
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ALT,v4,20050113T125501+0360, "1
robot"/192.168.65.22,1017,Permit,1,Low,
00000002-0002-0002-0002-000000000164,'"0164:

ICMP: EchoRequest (Ping)","0164: ICMP: Echo
Request(Ping)",icmp,216.136.107.233:0,216.136.107.91:
0,20050113T125205+0360,199,"

"1,3:1

The character located between each field is the configured delimiter. In this
case, the delimiter is a comma. The following table details the fields and
their descriptions.

FIE

. DESCRIPTION
1 Log-type; ALT = alert, BLK = block, P2P = misuse and abuse
2 Version of this message format
3 I1SO 8601 Date-Time-TZ when this alert was generated
4 Hostname/IP address that generated the alert; note that the quotes are required for this
release because of a bug in the hostname validation (note the space in the name)
5 Sequence ID
6 (reserved)
7 Action performed (Block or Permit)
8 Severity (Low, Minor, Major, or Critical)
9 Policy UUID
10 Policy Name
11 Signature Name
12 Protocol name (icmp, udp, tcp, or unknown)
13 Source address and port, colon delimited
14 Destination address and port, colon delimited
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FIE
DESCRIPTION

LD
15 I1SO 8601 Date-Time-TZ when the aggregation period started
16 Number of events since start of aggregation period
17 Traffic Threshold message parameters
18 Packet capture available on device (available = 1; none = 0)
19 Slot and segment of event

Configure a remote syslog server

Procedure

1.

N & 2 W DN

Select Devices > All Devices > device, and then click Device
Configuration.

Select Remote Syslog.

Click New, or select an existing listing, and then click Edit.
Specify an IP Address and Port (514 is the default port).
Select an Alert Facility: none or select from a range of 0 to 31.
Select a Block Facility: none or select from a range of 0 to 31.

Select a Delimiter for the generated logs: Horizontal Tab, Comma,
Semi-colon, or Pipe.

Click OK.

The SMS restarts the segment, updating the hardware settings for the
device and restarts the auto-negotiation process. If an error occurs, the
copper cable translator might not support auto-negotiation.

Email server

Configure settings for DNS and email servers. Domain Name Service (DNS)

supplies the address or addresses which should be consulted for host name
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to IP address resolution. Email server supplies the default email settings for
email alerts.

j Note

You must be sure that the device can reach the SMTP server that will be
handling the email notifications. You might have to add a management route
so that the device can communicate with the SMTP server.

Specify the following information:
« IP Address
+ Domain Name

» From Email address. This is the sender address when the SMS sends
alerts to notification contacts.

Threshold, which is the maximum emails per minute (1 - 35).

Configure time settings (TPS devices)

View the current device time and configure the settings for how the system
tracks time. A device comes with pre-defined time zone entries. Although
system logs are kept in Universal Time (UTC), the SMS translates UTC time
values into local time values for viewing purposes.

j Note

We recommend that you use the SMS as your primary SNTP or NTP server.
The SMS IP address is displayed at the bottom of the timekeeping panel.

Procedure

1. Select Devices > All Devices > device, and then click Device
Configuration.

2. Select Time Settings.

3. Inthe Clock Source section, select one of the following:
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« Manual/Internal Device Time — Sets the internal CMOS clock. You
can set this manually.

« NTP Server (one server required when selected) — Establishes an
NTP server to record accurate log file timestamp information.
Adjust the polling period as necessary, optionally set an
authorization key, and specify the hostname or IP address of the
NTP server. NTP settings for a device remain even after the device is
unmanaged and then remanaged.

4. Ifyou select NTP Server (one server required when selected), do the
following:

Adjust the polling period as necessary (32 seconds is the default).

b. You can optionally add authentication keys. Select Auth Keys > New
in the Authentication Keys window.

A Key ID can be a number between 1 and 655535 that corresponds
to a Key ID on a server. The Authentication Key value corresponds
to an authentication key on an NTP server.

c. To setup NTP Servers on the device, click New on the Time Settings
page.

d. Specify the hostname or IP address, version (1-3 for IPS devices),
authentication preferences (optional), and whether the configured
NTP server is the preferred NTP server.

5. From the Time Zone section, select a location and city.

6. Click OK.

Configure time settings (N-Platform and NX-Platform)

Procedure

1. Select Devices > All Devices > device, and then click Device
Configuration.

2. Select Time Settings.
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3. Inthe Clock Source section, select one of the following:

« Manual/Internal Device Time — Sets the IPS to use its internal
CMOS clock.

+ NTP Server (one server required when selected) — Sets the IPS to
use an NTP server.

+ Remote SNTP Server — Sets the IPS to use an Simple Network Time
Protocol (SNTP) server. You must define the Primary SNTP Server
Address. Optionally, you can define a second server.

4. Ifyou select NTP Server (one server required when selected), do the
following:

Adjust the polling period as necessary. The default is 16 seconds.

b. You can optionally add authentication keys. Select Auth Keys > New
in the Authentication Keys window.

A Key ID can be a number between 1 and 655535 that corresponds
to a Key ID on a server. The Authentication Key value corresponds
to an authentication key on an NTP server.

c. Tosetup NTP Servers on the device, click New on the Time Settings
page.

d. Specify the hostname or IP address, version (1-3 for IPS devices),
authentication preferences (optional), and whether the configured
NTP server is the preferred NTP server.

e. Click OK.
5. Ifyou select Remote SNTP Server, do the following:

a. To Use the SMS as the Primary SNTP Server, select the check box.
b. Enter the Primary SNTP Server Address.

c. Enter the Secondary SNTP Server Address.
d.

e. Enter an Offset amount in seconds.

Enter a Duration amount in minutes.
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f. Enter a Port.
g. Enter a Timeout amount in seconds.
h. Enter the amount of Retries.

6. To enable daylight saving time, select the Automatically adjust clock for
daylight saving changes check box.

7. From the Time Zone drop-down menu, you can choose from the
following time zones:

ABBREVIATI OFFSET FROM DAYLIGHT
ON UTC (HOURS) | SAVINGS TIME UL L LT L
ACST +9.5 OFF AU Central Standard Time
AEST +10 OFF AU Eastern Standard/Summer Time
AKST -9 OFF Alaska Standard Time
AST -4 OFF Atlantic Standard Time
AWST +8 OFF AU Western Standard Time
CET +1 OFF Central Europe Time
CST -6 OFF Central Standard Time
EET +2 OFF Eastern Europe Time
EST -5 OFF Eastern Standard Time
GMT 0 OFF Greenwich Mean Time
HST -10 OFF Hawaiian Standard Time
JST +9 OFF Japan Standard Time
KST +9 OFF Korea Standard Time
MSK +3 OFF Moscow Time
MST -7 OFF Mountain Standard Time
NST -3.5 ON Newfoundland Standard Time
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ABBREVIATI | OFFSET FROM DAYLIGHT

ON UTC (HOURS) | SAVINGS TIME TIME ZONE NAME
NZST +12 ON New Zealand Standard Time
PST -8 OFF Pacific Standard Time
WET 0 OFF Western Europe Time
GMT-12 -12 OFF Time zone GMT-12
GMT-11 -11 OFF Time zone GMT-11
GMT-10 -10 OFF Time zone GMT-10
GMT-9 -9 OFF Time zone GMT-9
GMT-8 -8 OFF Time zone GMT-8
GMT-7 -7 OFF Time zone GMT-7
GMT-6 -6 OFF Time zone GMT-6
GMT-5 -5 OFF Time zone GMT-5
GMT-4 -4 OFF Time zone GMT-4
GMT-3 -3 OFF Time zone GMT-3
GMT-2 -2 OFF Time zone GMT-2
GMT-1 -1 OFF Time zone GMT-1
GMT+1 +1 OFF Time zone GMT+1
GMT+2 +2 OFF Time zone GMT+2
GMT+3 +3 OFF Time zone GMT+3
GMT+4 +4 OFF Time zone GMT+4
GMT+5 +5 OFF Time zone GMT+5
GMT+6 +6 OFF Time zone GMT+6
GMT+7 +7 OFF Time zone GMT+7
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ABBREVIATI OFFSET FROM DAYLIGHT
TIME ZONE NAME
ON UTC (HOURS) | SAVINGS TIME

GMT+8 +8 OFF Time zone GMT+8

GMT+9 +9 OFF Time zone GMT+9

GMT+10 +10 OFF Time zone GMT+10
GMT+11 +11 OFF Time zone GMT+11
GMT+12 +12 OFF Time zone GMT+12

Note

The device keeps internal time information in Coordinated Universal
Time (UTC) format. Log messages and other timestamp information is
translated from UTC to the local time zone that you configure using

timekeeping options.

4

8. Click OK.

TSE settings
Configure the global settings for the Threat Suppression Engine (TSE).

You can configure the global settings for the Threat Suppression Engine
(TSE). These options include the following:

+ Connection Table Timeout — The value for the global connection table
timeout. This value is 30-1800 seconds. This value applies to all blocked
streams in the connection table, and determines the amount of time that
elapses before that connection is cleared from the connection table.
Before that period of time elapses, any incoming packets for that stream
are blocked at the box. After the connection is cleared, the incoming
connection is allowed (if its action set has changed) or re-added to the
blocked list. Separate settings are available for TCP and non-TCP traffic.

Trusted Streams — Specifies the global timeout interval for the trust
table. This value determines the time interval that elapses before the
trusted connection is cleared from the trust table.
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+ Asymmetric Network — The dynamic sharing and use of bandwidth for
increased network traffic performance. If you configure the device
through the TSE configuration for an asymmetric network, the SYN
flood detection, or DDoS filters, will be disabled. In effect, the TSE will
not see both sides of a TCP connection. SSL inspection cannot occur in
asymmetric mode. Consult your device documentation for a list of
additional filters that cannot be run in asymmetric mode.

+ Quarantine— Specifies the global timeout for the quarantine table. For
quarantined hosts in the quarantine table, this value determines the
time interval that elapses before the quarantined host is cleared from
the quarantine table. After the quarantined host is cleared (the timeout
interval expires), quarantined addresses can be automatically released,
if that option is selected.

ﬁ Note

If you unmanage and then remanage a device, the quarantine settings
are reset to the default values.

* GZIP Decompression— When enabled, permits decompression of GZIP
HTTP responses.

+ IDS Mode—When enabled, automatically configures the device to
operate in a manner similar to an Intrusion Detection System (IDS).

+ Performance protection is disabled. As a best practice, enable this
option and set it to Always.

« Adaptive Filtering mode is set to Manual.

« Filters currently set to Block are not switched to Permit, and Block
filters can still be set.
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ﬁ Note

Using an IPS/TPS device in a mixed configuration is not supported. When
an IPS/TPS device is used in an IDS configuration, then it is an IDS
device. Use the IPS/TPS as either an IDS device or an IPS device, but not
both. Attempting to run your device in mixed mode will lead to
performance issues.

ﬁ Note

You must reboot the device for any changes to take effect.

- HTTP Response Processing—Specifies inspection of encoded HTTP
responses.

+ Accelerated inspection of responses: Hardware acceleration is
used to detect and decode encoded HTTP responses.

- Inspection of responses: Enables strict detection and decoding of
encoded HTTP responses.

- Ignore responses: The device does not detect or decode encoded
HTTP responses.

j Note

Some of these options are only available on TPS devices and IPS

devices running specific TOS 3.2.x versions.

+ DNS Reputation

j Note

Some of these options are only available on TPS devices and IPS devices

running specific TOS 3.2.x versions.
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®
Create sFlow collector

TPS devices running TOS v5.x.x and NX-Platform devices support export of
flow data statistics for visualization and analysis based on the sFlow
technology standard.

Statistics and flow data summaries can be viewed and analyzed by the SMS.
The information can be used with external visualization and Network
Behavior Anomaly Detection (NBAD) solutions to help identify compromised
hosts and other suspicious and malicious network traffic.

When sFlow is enabled, it samples the packets on a segment and sends the
data as a UDP packet to one or more servers. Port 6343 is the default sFlow
collector port. You can send sFlow monitoring data from a device to one or
more sFlow servers, including the SMS Collector. To start receiving sFlow
data at a server, sFlow must also be enabled on one or more physical
segments. The sampling rate is also set on each individual segment.

The SMS has the ability to auto-configure the sampling rate on the devices to
maintain optimal SMS performance. When sFlow data is first collected, the
SMS establishes a resource performance threshold by measuring the amount
of disk space used by incoming sFlow data to be processed. If the threshold
is exceeded and then increases again with a subsequent measurement, the
sFlow sample rate gets cut in half on all segments. If another higher
threshold is exceeded, the SMS automatically turns off the sFlow Collector.
When performance stabilizes below the initial threshold, the sFlow Collector
automatically turns back on. If necessary, the SMS Collector can be manually
disabled and enabled using the service sflowd stop and service sflowd
start commands, respectively.

ﬂ Note

The option to use sFlow is available only when editing the configuration for an

NX-Platform IPS system that is running TOS v3.6 or later and a TPS system
running TOS v5.x.x. vIPS devices do not support sFlow sampling. If there are
no devices configured for sFlow sampling, the following warning message is
displayed at the bottom of the Reports panel:

Currently there are no devices configured with the SMS as an sFlow® Collector.
There may still be historical results.
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Procedure

1.

6.

Complete a successful profile distribution to all the devices that the
sFlow reports will be run against.

This creates a policy association, which the Vertica database requires in
order to generate a report.

Select Devices > All Devices > [device name], and then click Device
Configuration.

Select sFlow.

Select Enabled to allow an sFlow data report to be sent to a collector,
and specify up to two sFlow collector servers for report analysis. You
must enable sFlow on at least one physical segment before sFlow data
can be received at a collector. The SMS prompts you if an sFlow report is
attempted without a configured collector server.

If the SMS only has a single IP address configured for sFlow, select from
the following:

+ Use SMS Collector — Select this option to automatically populate
the IP address of the SMS and the default collector port (6343). The
generated sFlow reports are displayed on the Dashboard.

ﬁ Note

The SMS Collector server automatically adjusts the device sampling

rate as required to maintain optimal SMS performance.

+ Use a Remote Collector — Specify the IP address and the port
(default is 6343). Use this option if you require visualization and
Network Behavior Anomaly Detection (NBAD), which is useful in
identifying compromised hosts and suspicious network traffic.

+ (Optional) Enter the IP address and port for the second sFlow
collector.

If the SMS uses both IPv4 and IPv6 for sFlow, select from the following:
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« Use SMS as Collector with IPv4 Address — Select this option to
automatically populate the IPv4 address of the SMS and the default
collector port (6343).

+ Use SMS as Collector with IPv6 Address — Select this option to
automatically populate the IPv6 address of the SMS and the default
collector port (6343).

+ Use a Remote Collector — Specify the IP address and the port
(default is 6343). Use this option if you require visualization and
Network Behavior Anomaly Detection (NBAD), which is useful in
identifying compromised hosts and suspicious network traffic.

+ (Optional) Enter the IP address and 