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BBegeHue

Jlo6po moxKanoBaTh B pyk0ogodcmeo no ycmaroske u 0bnogaenuio Trend Micro™
Worry-Free™ Business Security. B aToM J0KyMeHTe OIIICaHbI TPEOOBAHUSA U
NPOLeAYPHI AJI4:

+  VYcraHoBKa cepBepa besomnacHocTH Security Server

- OGHoBieHMe cepBepa Security Server u areHTOB

Jna nonydenus nHbopManuy o6 ycTaHOBKE areHTOB CM. pyK0800cmeo
admuHucmpamopad.
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AokymeHTayus peweHus Worry-Free Business
Security

JoxymenTanus Worry-Free Business Security BkiogaeT cieayolee:

TABAUUA 1. lokymeHTauus peweHus Worry-Free Business Security

AOKYMEHTALMSA OMNWCAHME

PykoBogcTBo no [OKyMeHT PDF, B KOTOPOM onucaHbl TpeboBaHMs 1 npoLeaypsbl

yCTaHOBKe 1 yCTaHOBKM Security Server, a Takxe 06HOBNEHWS cepBepa 1 areHToB

06HOBNEHNIO

PykoBogctso nOKyMeHT PDF, B KOTOpOM cogepxuTcst nHdopmauus o Havane pabote,

agMUHUCTpaTopa | Mpoueaypax yCTaHOBKMW KNMEHTOB M ynpaBnieHun Security Server n
areHTamu.

CnpaBka dannbl HTML, ckomnunupoBaHHbie B hopmaTte WebHelp nnm CHM,

copepxawne MHCTPYKUUmn, CoBeTbl MO NCNMONIb30OBaHUIO U CBEAEHUSA,
Kacawouwumecsa Toro nam NHOro napamMeTpa.

dainn Readme COAEPXNT CNNCOK N3BECTHDbIX npo6neM N OCHOBHbIX 3TanoB YCTaHOBKW.
B HeM Takxe MoXeT copepxaTbCa nocnegHAas I/IH¢)OpMaU,I/I$I no
NPOAYKTY, HE BK/IKO4YEHHAA B CMpaBKy U NeY4aTHY0 AOKYMEeHTauuko.

Basa 3HaHWI MHTepaKTuBHas 6a3a MHbopMaLuy No pelleHunio Npobaem, NOUCKY 1
YCTPaHeHWI0 HENCMPABHOCTEN. 34eCb MOXHO HAaTW NOCNEAHION
MHbopMaLMto 06 N3BECTHbIX Npobiiemax NpoaykTa. [ns goctyna K 6ase
3HaHWI NOCeTUTE CrieayoLnin Beb-caT:

http://esupport.trendmicro.com

Iocneguioo Bepcuio PDF-gokymeHTOB 1 darina Readme MoXxHO HaliTU Ha
ceznyIolleM canTe:

http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx

Ayautopusa

JoxymenTarnus Worry-Free Business Security azpecoBaHa cieZyomuM
II0JIb30BATEJIAM.



http://esupport.trendmicro.com
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BBegeHue

+  AZMUHHCTPATOpPBI 6€30NMACHOCTH: OTBEYAIOT 32 yIipaBieHue Worry-
Free Business Security, BK;IIo4as yCTaHOBKY cepBepa Security Server u
areHTOB U yIIpaBJeHNe UMU. DTH [I0JIb30BATEIN JOLKHBI 061aJaTh
IJIy6OKMMU 3HaHUSIMU O CEeTSIX U YIIPaBJIeHUY CepBepaMu.

- KonedHbIe 110/1b30BaTe/IN: [10J1b30BATENH, HAa YbUX KOMIIbIOTEPAX
YCTaHOBJIEHBI areHTHI Security Agent. Ciofia BXOAST KaK HOBUUYKU B
paboTe C KOMIIBIOTEPOM, TaK U ONBITHBIE II0Ib30BATENH.

YcnoBHble 0603Ha4YEHUSA B fOKYMEHTaX

J1s 06yierdeHus IOUCKA ¥ BOCIPHUATHSA MHPOPMALY B JOKYMeHTAIlU
Worry-Free Business Security 1cnonbs3yioTes ciefyiolyie YCIOBHbIE
00603HaYEHUS.

TAB/INLA 2. YcNioBHble 0603HaYeHUsI B LOKYMEHTaxX

OBO3HAYEHUE OMNMWCAHME

BCE MPOMNCHbIE CokpalleHus, abbpeBnaTypbl ¥ Ha3BaHUSI HEKOTOPbIX KOMAHA U
KNaBWLW Ha KnaBuaTtype

Mony)XUpHbIN MeHI0 1 KOMaHAbl MEHIO, KOMAHAHbIE KHOMKM, BKIAAKM,
napameTpsbl 1 AeicTens

Kypcue CcbINKM Ha Apyrve AOKYMEHTbI UM HOBbIE TEXHONOTMYEeCKue
KOMMOHEHTBI
<TekcT> Moka3bIBaeT, 4TO TEKCT B YI0BbIX CKOBKaX HY)XHO 3aMEHUTb

COOTBETCTBYIOLWMMM faHHbIMU. HanpuMmep, C: \Program Files
\<umsa_darina> MOXeT 03HavyaTb C:\Program Files
\sample.jpg.

MpuyMeYaHns AN peKoMeHZaunn Nno HacTpolike
ﬁ MpumeyaHue P P Aau P

Q CoBeT CoBeTbl U peKoMeHgaunn Trend Micro
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OBO3HAYEHUE OMWCAHME

I'Ipeqynpe»(qums:l o p'elzCTBVIFIX, KOTOpPble€ MOTYT NOBpPeauTb

NPEAYNPEXAEH
KOMNbHOTEPbI B CETU

WNE!
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MoaroToBkKa K yCTaHOBKe U
obHOBNEHUAM

B 3T0I1 IM1aBe pacCMaTpPHUBAIOTCS IIpeiIBApUTEIbHBIE JeHCTBUS, KOTOPBIE
HeOOXOAVMO BHIITONHUTD IIepe/;, yCTAHOBKOI 1y o6HoBIeHeM Worry-
Free™ Business Security.
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BbinycKu npoayKrta

Kommnanua Trend Micro npeziaraeT cie/yiolye BhITyCKU:

Worry-Free Business SecurityCrangapTHsiii: [IakeT npefgHasHaueH s
3aIIUTHI IOKAJBHBIX KOMITBIOTEPOB (HACTOJBHBIX U TIOPTATHUBHBIX
KOMITIBIOTEPOB, a TAK)Xe CEPBEPOB) B JIOKATBHOL CETU. DTOT BBIIYCK
BKJIIOYAeT OpaHagMaysp, aHTUBUPYCHOE CKAHUPOBAHUE U 3AIIIUTY OT
mrnuoHckoro I10. OH Takke 00ecreYnBaeT TEXHUIECKYIO MTOALEPIKKY,
3arpysKy 0as JaHHbBIX BUPYCHBIX/BPEAOHOCHBIX (haliIoB, CKAHUPOBAHUE
B peXXMMe peasbHOro BpeMeHU U 0OHOBJIEHUE IPOrPAMMEBI B TEUEHLE
OZTHOTO rojia.

Worry-Free Business SecurityPacmupeHHsIii: IIpegHasHaYeH A5
3aIUTHI JIOKAJIBbHBIX KOMIIBIOTEPOB U cepBepoB Microsoft Exchange B
ceTu. BkitouaeT Bce pyHKInU naketa Worry-Free Business Security

Standard, a Takxe 3aIUTY OT criamMa, GUJIBTPAIIUIO COLEPKUMOTO,
[pefoTBpalleHIe IOTEPHU JAaHHBIX 1 6I0KUPOBKY BIOXKEHUI.

B TabsnuIie HrKe OTMCAHBI BO3MOXKHOCTH KaXK/I0TO BBIIIYCKA IIPOT'PAMMEL.

TABAVLA 1-1. DYHKL UM, AOCTYNHbBIE B BbINYCKaX NPOAYKTa

MAKET WORRY-FREE
WORRY-FREE BUSINESS
DYHKLUUN BUSINESS SECURITY
SECURITY STANDARD
ADVANCED

O6HOBNEHNE KOMMOHEHTOB Ja Ja
KoHTponb ycTpoicTB Oa Oa
AHTUBUPYC 1 fa Jik:]
aHTUWNMoHcKoe N0
Bpanpgmaysp Oa Oa
Web Reputation [a [a
dunbtpauyma URL-agpecos Ja Ja
lporHo3Hoe MalmnHHoe Ja Ja
camoobyyeHne
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MNAKET WORRY-FREE

WORRY-FREE BUSINESS
OYHKLMUM BUSINESS SECURITY
SECURITY STANDARD

ADVANCED
KoHTponb gencteumi [Oa [Ja
MNHcTpyMeHTbl nonb3oBaTens | fa fa
CkaHupoBaHue noytbl (POP3) | Aa Oa
3awwuTa ot cnama (POP3) JiF] JiF]
CkaHupoBaHue noyTbl (IMAP) | Het JiE]
3awwTa ot cnama (IMAP) Het JiF]
DdnnbTpauma cogepXnMoro Het Oa

COOOLEHNI INEKTPOHHOM
noyThI

MpepoTBpalleHne notepu Het Oa
[aHHbIX B COOBLLEHUSAX
3/1eKTPOHHOM NOYTbI

BrIoKMpOBaHVe BNOXEHUN Het Oa

JinueH3un, perucTpaums u aKTuBaLusa

IIpu npuobperenun Worry-Free Business Security BbI ITosiy4aeTe JUIIEH3UIO
Ha IIPOJYKTHI U CTAaHAAPTHOE COIJIalleHre 00 00CIyKUBaHUU. DTO
corJIallleHUe SIBJISeTCS JOTOBOPOM MEX/y Balllell opraHusanuei u
koMmmanvei Trend Micro B OTHOIIEHUY Balllero IpaBa Ha II0JIy4YeHue
TEXHUYECKOH ITOAAeP>KKU U 0OHOBJIEHUH IIPOAYKTOB 33 COOTBETCTBYIOIIYIO
IIary.

Kax mpaBuio, TuijeH3us Ha IporpaMMHoe obecrniedeHre koMnanuu Trend
Micro BkIO9a€eT B ce0sI TPABO HA MOJIydeHe 0OHOBIEHUH IPOAYKTA U
(daitnoB BUPyCHOL 0a3bl JAHHBIX, & TAKIKE 0A30BOM TEXHUIECKON
MOJZIEPKKY B TeueHue 1 (0AHOro) rozia co AHs nprobperenus. [To
MIPOILIECTBUY IIEPBOTO To/ja COTIalieHne 00 00CaAyXKMBaHUN HYXHO OyzeT
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IIPOAJIEBATD €XXET0AHO, BHOCA OILIATY 3a 00CIyKHBaHMe KoMnanuu Trend
Micro B COOTBETCTBHUY C aKTyaJIbHBIMH TapudaMHu.

ﬁ NMpumeyaHue

JelicTBUe coraleHus 06 06CIy>KMBaHIY OIPAHUYEHO YKa3aHHBIM CPOKOM,
OZIHAKO JIMIIeH3NOHHOe colJlallleHue AelcTByeT beccpouno. Korza cpok
ZeFICTBUS COIVIAIIeHNs 00 06CIy>KMBAaHUU MICTEYET, BB I10-IIPEKHEMY CMOXKETe
BBITIOJTHATH CKAaHUPOBaHMeE, OJHAKO OOHOBIATH (aiiyibl BUPYCHBIX 0a3 ZaHHBIX
nay 6a3 JaHHBIX BPeJOHOCHBIX IIPOTPaMM, MOAY/Ib CKAHUPOBAHUS WU
mporpaMMHBble Qarbiibl (Jake Bpy4Hyto) OyZeT HEBO3MOXKHO. BBl Takke He
CcMOXeTe II0JIy4aTh TEXHUYECKYIOo MoAePKKy oT komnaHuu Trend Micro.

YT0O6BI MOIYIUTH JOCTYII KO BceM QYHKIIMOHATBHBIM BO3MOXHOCTSIM
IIPOAYKTA, 3apETUCTPUPYIHTe U aKTUBUPYHTE CBOIO JuIleH3uIo Worry-Free
Business Security.

Knrou peructpauum

Kirou peructpanuu BXoAUT B KOMILIEKT rtocTaBku Worry-Free Business
Security. OH cOCTOUT U3 22 CMBOJIOB (BKIIOYasI Ae(UChI) U BBIVIAAUT
crenyoIuM obpasom:

Worry-Free Business Security Standard: CS-XXXX-XXXXX-XXXXX-XXXXX
Worry-Free Business Security Advanced. CM-XXXX-XXXXX-XXXXX-XXXXX

Jnsa peructparuu Worry-Free Business Security ykaKuTe K04
PerucTpanum oTHOH JUIleH3uY Ha Beb-caliTe komnanuu Trend Micro:
https://clp.trendmicro.com.

Kop akTuBauuu

ITo OKOHYAHUM PETUCTPALIMY BHI IIOJYYUTE 110 3JIEKTPOHHOH IT0YTE KOJ,
aKTUBAIIUU ITOJHOM JuleH3nn. Ko/ akTUBaIlY COCTOUT U3 37 CUMBOJIOB
(Br1rOYas ZedrChl) U BBIMVISIAUT CIEAYIOUIUM 00pasoM:

Worry-Free Business Security Standard: CS-XXXxX-XXXXX-XXXXX-XXXXX-XXXXX-
XXXXX

Worry-Free Business Security Advanced. CM-XXXX-XXXXX-XXXXX-XXXXX-XXXXX-
XXXXX
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Koz akTuBaiiuu Heo6X01MO yKa3aTh B IPOIECCE YCTAHOBKY Security Server
IIPU NOSIBJIEHNY COOTBETCTBYIOIETO 3arpoca. B mpoTuBHOM ciy4dae 6yzeT
ycTaHoByeHa 30-ZHeBHAs O3HAKOMUTeNbHas Bepcust Worry-Free Business
Security. ITo ucTedyeHHU CPOKA eHCTBUI 03HAKOMUTEIBHOU BepCuu
moTpebyeTcs BBIIOJIHUTD OOHOBJIEHNE IO BEPCUH C ITOJHOH JHIIeH3ueH

Cratyc IMueH3um

B Tabnuie HIKe IpeACTaBIeHb QYHKIIUY, TOALEPKUBAEMBIE TUIIEH3UIMU
oIlpeieJIeHHOTO cTaTyca.

TABAULA 1-2. CTaTyC IULEH3UN

O3HAKOMUTE/IbHA C UCTEKWIUM
DYHKLUA MONHAS NULEH3USA "
4 (30-AHEBHAS) CPOKOM AENCTBUSA
YBegomseHue 06 Oa [a JiE]
NCTEYeHMM CPoKa
0EeCTBUS NNLEH3UN
O6HoBNEHNE [a [a Het
KOMTMOHEHTOB
O6HoBNEHMS [Ja [Oa Het
nporpammbl
TexHn4yeckas Oa Het Het
noaaepxka
CKaHnpoBaHue B [Oa Oa [a, Ho npu
pexume peanbHoro CKaHMpoBaHuKM byayT
BpEMEHM MCMONb30BaHbI
ycTapeBLlne
KOMMOHEHTbI

ITo ncTedyeHNU CPOKA AEUCTBUI KOJJa aKTUBAIIUY JIJIs [TIOJTHOM JIUIIeH3UU
3arpyska 0OHOBJIEHUH [IJIsT MOAY/ISI CKAHUPOBaHUS WU (aliyioB 6a3 JaHHBIX
Oyzet HegocTyHa. OZHAKO BCE CYLIECTBYIOINE KOHDUTYpauU U [Pyrue
rapaMeTpsl IPOJOJ/IKAIOT AeUCTBOBATh (B OTJIMYNU OT CUTYaI[UH, KOTAa
HCTeKaeT CPOK JEeUCTBUS KOZla aKTUBAIINU JJIS1 03HAKOMUTEIbHON
nunensun). TakuM 006pasoM, Jaxke eCIu CPOK AeHCTBUS JUIEH3UU UCTEK,
oTpefiesIeHHbIN YPOBEHbD 3aIUTHI MIO-IPEKHEMY 00ECTIEUNBAETCS.
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Bo306HOBUTS AeticTBUe T0THOM Bepcuu Worry-Free Business Security
MOJKHO, OIUIATUB IIPOAJIEHUE JUIeH3UH. [l yCTAaHOBKY ITOJIHBIX BEPCUI
HeoOXO0AUM KOJ, aKTUBAIIVH.

B ciyuae BOZHUKHOBEHMS BOIIPOCOB II0 IIPOIIECCY PETUCTPALINH IIOCETUTE
Beb-caiiT cay:k0BI TexHIUeCKOH nmogmepxky koMmmauuu Trend Micro:

http://esupport.trendmicro.com/support/viewxml.do?ContentID=en-116326

Cetb Worry-Free Business Security

Worry-Free Business Security BkiIiouaeT ciegymouiee:
«  Security Server Ha cmpanuuye 1-6
«  Aeenmul Ha cmpanuye 1-8

+ Beb-koHcoaw Ha cpanuye 1-9

Security Server

B ocHoBe pemenus Worry-Free Business Security HaxozuTcs cepBep
Security Server. Ha cepBepe Security Server HaxoAuTCSsI Be6-KOHCOJIb AJIs
IleHTpaJN30BaHHOTO yipasiaeHus Worry-Free Business Security. CepBep
Security Server ycTaHaBlIMBaeT areHTHl Ha KIWEHTH ceTU U GOPMUPYET C
HUMMU OTHOIIIEHUS «areHT-cepBep». CepBep Security Server 1osBosseT
MIPOCMAaTPUBATh aTeHTOB 1 NH(POPMAIIUIO O COCTOSHNUY O€30IIaCHOCTH CETH,
HaCTPauBaTb CUCTEMHYIO 0€30I1aCHOCTD U I€HTPATHN30BAHHO 3arPyKaTh
KOMIIOHeHTHI. KpoMe aToro, Security Server cosep>xut 6a3y JaHHBIX, B
KOTOPO XpaHATCs KypHAIbl 00HAPYKeHHBIX IHTEPHET-YIPO3, 0 KOTOPHIX
COOOIIAIOT areHTHI.

Security Server BBINIOJIHAET CleAylolle BaKHbIe (DYHKIIUU:

. yCTaHaB/IMNBAE€T, KOHTPOJJUPYET U YIIPABIAET areHTaMU B CETU;



http://esupport.trendmicro.com/support/viewxml.do?ContentID=en-116326
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+  3arpy)xaer HeoOXOAUMBIE KIMeHTaM KOMIIOHEHTBHI. 110 yMOI4aHHUIO
cepBep Security Server 3arpyxkaet KOMIIOHEHTEI ¢ cepBepa Trend Micro
ActiveUpdate, a 3aTeM pacrpoCTpaHseT UX /g areHTOB.

Scan Server

Cepgep Security Server BkiouaeT B cebs cayx6y 1o HasBaHueM Scan
Server, KoTopasl aBTOMaTUYeCKU YCTAaHABJIMBAETCS BO BpeMs YCTAaHOBKU
Security Server. TakuM 06pa3oM, HET HEOOXOAUMOCTH YCTaHABINBATD €€
oTzenpHO. B KoHConu yripasieHus (MMC) Scan Server BBIITOJHSETCS KaK
mporiecc iCRCService.exe u oTobpaxaeTcs kak ciyx6a Trend Micro Smart
Scan Service.

Korpa arenTs! Security Agent NCIIOJIB3YIOT METO/, CKAHUPOBAHUS 10,
HaszBaHueM Smart Scan, Scan Server roMoraeT 3TUM areHTaM BBIIOJIHATh
ckaHupoBaHue 6osee apdexrusHo. [Iporecc Smart Scan MOXKHO OIIKUCAThb
clenyoIM 06pasoMm.

+  AreHT Security Agent ckaHUpYeT KJINeHTCKyIO CUCTeMy Ha Halu4ue
yrpo3 6e3011acHOCTH, UCIIOAb3Ys 0a3y JaHHBIX areHTa Smart Scan,
KOTOpas ABJIseTCs 00Jer4eHHOI Bepcueli TpaJuLOHHOM BUPYCHOH
6a3sbl JaHHBIX. Basa gaHHbBIX areHTa Smart Scan BKIO4aeT OOJIBINYIO
9acTh CUTHATYP YIPO3, COAEPKAIINXCS B BUPYCHOU 0a3e JaHHBIX.

+  AreHT Security Agent, KOTOPEII He MOXET OIIpe/leIUTh CTeNleHb
omacHocTH ¢ariia Bo BpeMsl CKAHUPOBaHUS, IIPOBEPSIET ee, OTIIPABIIASL
3alpoc CKaHMPOBaHUA Ha cepsep Scan Server. Scan Server
[IOJTBEPKAAET OITaCHOCTb, UCIIOIb3Ys BUPYCHYIO 6a3y JaHHBIX Smart
Scan, KOTOpas COAEP)XKUT CUTHATYPHL YIPO3, HEJOCTYIIHBIE B Oa3e
DaHHBIX areHTa Smart Scan.

+  Security Agent «K3ImIKpPyeT» pe3ysibTaT 3alIpoca CKAHNPOBAHMS, TAKUM
06pas3oM 1103BoJIAg Scan Server yIydIIUTh IPOHU3BOAUTENBHOCTD
CKaHVPOBAHUS.

PasmellieH1e HEKOTOPBIX CUTHATYP yrpo3 Ha cepBepe Scan Server
MIO3BOJISIET YBEIMUUTH IIPOIIYCKHYIO CIIOCOOHOCTD areHToB Security Agent
JJIs 3aTPY3KU KOMITIOHEHTOB. BMeCTO 3arpy3ku BUPYCHO 06a3bl ZaHHBIX
areHThI Security Agent 3arpy:kaioT 6a3y ZaHHBIX areHTa Smart Scan,

KOTOpas 3HAYUTEIbHO MeHbIIIE I10 pasMepy.
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Ecnu arentam Security Agent He yzaeTcs IOAKIIOYUTECS K Scan Server, OHU
OTIIPABJIAIOT 3alIPOCH] CKAHMPOBaHUA B cucTeMy Trend Micro Smart
Protection Network, koTopas numeert Te ke QyHKINN, 94TO U Scan Server.

VnaneHue Scan Server OTZelIbHO OT Security Server HeBo3MoxHO. Eciu BB
He XOTUTeE MCII0Ib30BaTh Scan Server, BBIIIOJIHUTE cleAyiollye 1eHCTBY.

1. Ortkpo¥iTe KOHCONB yrpaBaeHus (MMC) Ha KOMIIbIOTEpE C
yCTaHOBJIEHHBIM cepBepoM Security Server u oTkiroduTe ciayx0y Trend
Micro Smart Scan Service.

2. Ha Be6-KOHCOJIU IIEPEKIIOIUTE areHT Security Agent Ha 0OBIYHOE
CKaHUpPOBaHUe, Mlepeli/i Ha BKIAAKY AAMUHUCTPHpPOBaHUe >
I1o6anpHbIe mapaMeTps > HactoabHsiii ITK miau cepBep 1 BEIOpaB
napamMeTp OTKIIOYUTH CIy:K0y Smart Scan.

AreHTbl

ATeHTBHI 3aIUINAIOT KINEHTCKIE CUCTEMBI OT yrpo3 be3onacHocTu. K
KJIMEHTCKUM CHCTeMaM OTHOCATCS pabodrie CTAaHIIUY, CEPBEPHI U CEPBEPEI
Microsoft Exchange. Arentamu Worry-Free Business Security siBasioTcs:

TABAULA 1-3. AreHTbl Worry-Free Business Security

ArEHT OMNMWCAHME
Security Agent 3awumwaeT paboyve CTaHLMKM 1 cepBepbl OT Yrpo3 6e30MacHoCTU U
BTOPXXEHUN
AreHT Messaging 3awwwaeT cepsepsbl Microsoft Exchange oT yrpos, cBsi3aHHbIX €
Security Agent 3N1EKTPOHHOM NOYTOM
(Tonbko Advanced)

AreHT OTIIpaBIIET OTUETHI Ha cepBep Security Server, ¢ KOTOPOTo OH OBLI
ycTaHOBJIEH. [l IpeZoCcTaBlIeHUs cepBepy Security Server akTyalbHOU
nHGOpPMAIY O KINEHTCKON CICTEMe areHT OTIIPABISET CEPBEPY AaHHBIE O
COOBITHAX B pEXXUMe PeasbHOTO BpeMeH!U. ATeHT COO0IaeT 0 COOBITUSIX,
HarpuMep 06 06HapyKeHNUU YIPO3HI, 3arpy3Ke U BBIKIIOUeHNH, Hadae
CKaHUPOBAHUS U 3aBeplleHNN 0OHOBIEHU.
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Be6-koHCONb

Be6-KOHCOJIB ABISIETCS IJeHTPAJIbHOI TOYKOH KOHTPOJIS areHTOB Security
Agent B KOPIIOPATUBHOM CeTU. DTa KOHCOJIb COZEPKUT Habop mapaMeTpoB U
3HA4eHU ! 110 YMOJTYaHUIO, KOTOPbIe MOXXKHO U3MEHSITDb B 3aBUCHMOCTH OT
TpeboBaHMii be3omacHOCTH U crienubUKauil. Be6-KoHCOIb UCIIOIb3yeT
CTaHJapTHbIe UHTEPHET-TEXHOJIOI'UHU, Takue Kak Java, CGI, HTML u HTTP.

Vicnosp3yiiTe Be6-KOHCOJD JJIS:
- PasBepThIBaHUS areHTOB Ha JIOKATbHbIE KOMITBIOTEPBI;

. O6’be,ZLI/IHeHI/IH Ar€HTOB B JIOTHUYECKHNE I'PDYIITIbI AJI OﬂHOBpeMEHHOﬁ
HaCTpOI';IKI/I U yIIpaBJICHUA;

+  Hacrpoiiku napaMeTpoB IIPOAYKTA U 3aITyCKa CKAHMPOBAHUS BPYYHYIO
Ha JIOKaJIbHBIX KOMIIBIOTEPAX;

«  IlonyueHus yBeZOMJIEHUIT U IPOCMOTP COODIIEHUI XKypHAaIa O
IIpe/ICTaBIIAIOIIe IOTeHIIUAIbHYIO YTPO3y aKTUBHOCTH;

«  TlonyueHus yBeZOMJIEHUI U OTIIPABKY MIPEAYIPEXIEHUH 00
9MUZEeMUAX 10 3JIeKTPOHHOH TI0UTe IIPYU OOHAPYKeHUU yrpo3 Ha

JIOKAJIbHBIX KOMIIbIOTEPAX.







(@) TREND

fnaea 2

YcTaHOBKa cepBepa 6e30nacHOCTH
Security Server

B sTOl1 r1aBe coiepxuTcs NHPOpMaIys, HeobxoAnMas A yCTAaHOBKU
Security Server.
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Tpe6oBaHUA K yCTaHOBKe U OGHOB/IEHUIO

YT0ObI IPOCMOTPETH MTOTHBIH CIIUCOK TPEOOBAHUH K YCTAHOBKE U
O0OHOBJIEHUSAM, IOCETUTE CAEAYIOUINI BebG-caliT:

http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx

YcnoBus ycTaHOBKM Security Server

ITpu ycTaHOBKe Security Server nprMUTe BO BHIMAaHUe ClIeAyolee:
. Tpebosarus k cepeepy Security Server IPv6 na cmparnuye 2-2

« Pacnosnosicenue cepsepa Security Server Ha cmpanuye 2-3

+  Koauuecmeo kauenmos na cmpanuye 2-4

«  Cemesoil mpaguk Ha cmpanuye 2-4

+  BuldenenHulil cepgep Ha cmpanuye 2-6

« IIpobaemul coemecmumocmiL Ha cmpanuye 2-6

Tpe6oBaHus k cepBepy Security Server IPv6

IPv6 penpaBiseT k Security Server ciefyoire TpeboBaHU.

«  Ecuu cepsep byzet yrpapaars areHtamu [Pv4 u [Pv6, OH 0/IKEH UMETh
kak IPv4, Tak u IPv6-azpec u fomkeH UAeHTUPUIINPOBATHCSA 110 UMEHU
xocTa. Ecnu cepBep ngenTuduupyercs o agpecy IPv4, areHTHI,
nMelolyre TOJIbKO azpec IPv6, He CMOI'YT IIOAKIIOYUTLCA K HeMy. To e
camoe OyZeT IPOUCXOAUTD, €CIU KINEeHTCKHEe KOMIIBIOTEPHL C
agpecamu [Pv4 OyAyT NOAKIIIOYATHCS K CEPBEPY, UAEHTUDUIUPYEMOMY
o azpecy IPvé.

«  Ecyu cepBep OyzeT yrpaBasaTh TOJNbKO areHTamMu IPv6, MUHUMAaTbHBIM
TpeboBaHUEM sABIsgeTCS Hanu4ue agpeca IPv6. CepBep MOXKeT
nAeHTUGUIIPOBATECS IT0 UMEHU X0CTa WU 110 agpecy IPv6. Korza



http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx
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cepBep UAeHTUPUIIUPYETCS 110 UMEHU X0CTa, TO IIPeAIIOYTUTeIbHee
KICIIOJIb30BATh €T0 MoIHoe JoMeHHoe nMs (FQDN). Dto ycioBue
ZIOJDKHO BBITIOJIHATBCH, TaK KaK B cpefie aapecos IPv6 cepsep WINS He
CMOXXeT IIepeBeCTH UM XOCTa B COOTBETCTBYOIUHN aapec [Pv6.

«  Vb6egurecs, uTo azpec IPv6 mnu [Pv4 xocTa MOXXHO IIOJIYIUTD C
IIOMOIIIbIO, HAIIPUMeEP, KOMaH/ZBbI ping UIKU ns Lookup.

+  Ilpu ycraHoBKe Security Server Ha KOMIIbIOTEP, UMEIOIINII TOIBKO
agpec IPv6, coszzaiiTe IpoKCU-cepBep C ABOMHBIM CTEKOM, KOTOPBIH
MOXXeT KOHBEPTUPOBATh MeXY coboll azpeca IPv4 u IPv6 (Hampumep,
DeleGate). PaamecTrTe IPOKCHU-CepBEp Mexay Security Server u
VIHTepHETOM, YTOOHI IIO3BOJIUTH €MY YCIIEIIHO ITOAKIIOYAThCS K TAKIM
cayxb6am Trend Micro, kak cepBep ActiveUpdate, ”HTepaKTHUBHBIN CAUT
peructparnum u Smart Protection Network.

Pacnono)xeHue cepsepa Security Server

Pemenus Worry-Free Business Security JocTaTouHO TMOKY A1 afalITalluK
K pasHoli ceTeBOU cpezie. Hampumep, MOKHO PaCIIONOKUTD OpaHAMAaysp
Mexay cepBepoM Trend Micro Security Server 1 KIMeHTaMU C 3aIlyIle HHBIM
areHTOM Security Agent riu pacnonoxuts cepBep Trend Micro Security
Server U Bce KJIMEHTHI 3a OTJEIbHBIM CETEBbIM OpaHAMAayIPOM.

[Ipu ypaeieHUY Hosiee 4eM OJHUM Y3JI0M PEKOMEH/YETCS YCTAHOBUTD
cepBep Security Server Ha I[JIABHOM y3JI€ U Ha KOXKZOM YIIPABIIEMOM y3JI€
[JIsL CHYDKEHUS CTelleHH UCIIO0Ib30BaHUs IIPOIIYCKHOM CIIOCOGHOCTY MEXKIY
[JIAaBHBIM U YIIPaBISIEMbIMU Y3/IaMH U YCKOPEHUs pa3BepThiBaHUs (aiiios
0as JaHHBIX.

Ecnu Ha KIMEHTCKUX KOMITbIOTEpaX BKIIOYeH Opanamaysp Windows
Firewall, Worry-Free Business Security aBTomMaTrn4yecku 06aBUT €ro B
CIIICOK UCKJIIOYeHUH.
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ﬁ NMpumevyaHue

Ecnu 6panamaysp pacnosnoxeH Mexzay cepeepoM Trend Micro Security Server
Y KJIEHTaMU, MOXXHO HaCTPOUTD ero TaKUM 06pa3oM, 4TOObI paspeIinThb
TpadUK MeX/y IIOPTOM IIPOCIYIINBAHNS KINEeHTa 1 IOPTOM IIPOCIYIINBaHHUS
Trend Micro Security Server.

KonuyecTtBo KJINEHTOB

KiIreHTBI — 9TO KOMIIBIOTEPBI, Ha KOTOPHIX [IJIAHUPYETCS YCTAHOBUTD areHT
Security Agent mnu Messaging Security Agent. K HuM oTHOCSATCS
HacTosbHbIe IIK, cepBephl 1 TOPTATUBHBIE KOMIIBIOTEPHI, B TOM YHCJIE U TE,
KOTOpBIE MTOJKJII0UeHbI K KOPIIOPATUBHON CeTH yZaIeHHO.

OzuH cepBep Security Server MoXeT yrpaBiaTh He 6osee yeM 2 500
KJIWEHTCKMMU CUCTeMaMU. Eciiv KoJIM4eCcTBO KIMEHTOB IIPEBBIIIAET 3TO
gncio, komnanus Trend Micro peKoMeH/IyeT YyCTaHOBUTH DOJiee OJHOTO
cepBepa Security Server.

CeTeBoii Tpacuk

Worry-Free Business Security co3zaeT Tpaduk npu ooMeHe JaHHBIMU
MeX/y areHTaMU U Security Server.

Cepsgep Security Server cozzaeT ceTeBoi TpadukK:
+  IIpY yBeAOMJIEHUU areHTOB 006 N3MeHeHUY HaCTPOEK;
+  IIpU yBeZOMJIEHHU areHTOB O 3arpy3Ke 0OHOBJIEHHBIX KOMIIOHEHTOB;

+  1npu coeguHeHUM ¢ cepBepoM Trend Micro ActiveUpdate f7151 mpoBepKu
U 3aTPy3KU OGHOBIEHHBIX KOMIIOHEHTOB;

+  IIpU OTBeTax Ha 3alpoChl OT areHTOB, KOTOPbIE UCIIOJb3YIOT PEXKUM
HMHTeJJIEKTYyaJbHOI'0 CKAaHUpPOBaHU Smart Scan;

+  mpu oTupaske coobmenus B Trend Micro Smart Protection Network.

ATeHTBHI CO3/AI0T CeTeBOH TpadUK:
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+  IIpU 3aIlyCKe;

+  IIPU BBHIKJIIOYEHUU;

+  IIpH CO3JaHUM XXyPHAJIOB;

+  1Ipu 0GHOBJIEHUMU I10 PACTIMCAHUIO;

+  [IpY BHIIIOJHEHUU OOHOBIEHUS BPyYHYIO («OGHOBUTD celtdac»);

+  IIpU NOAKJIIOYEHUU K cepBepy Scan Server [ 3aIIpOCOB
CKaHUPOBAHUS.

ﬁ NMpumeyaHue

Bce ocTasnbHble AeHCTBU, 32 UCKIIOYeHIEM 00HOBJIEHHI, CO34aI0T
He3HAYUTEeNbHBIH TpadUK.

CeTeBoii TpadUK Npy 06HOBIEHNN KOMMOHEHTOB

IIpu 06HOBIEHNY KOMIIOHEHTOB cepBep Security Server co3zgaet
3HAYUTENbHBIN 06beM ceTeBoro Tpadrka. YToObl yMEHBIIUTD CETEBOM
TpaduK, cCo3xaBaeMblii BO BpeMsl 0OHOBJIEHUSI KOMIIOHEHTOB, Security
Server BHIIIOJIHAET AyOaMpOBaHLe KOMIIOHEHTOB. BMecTo 3arpysku
06HOBIEHHOTO (haiina moaHoN 6a3bl JaHHBIX, Security Server sarpy:xaer
TOJIBKO «IOIIOJTHUTEIbHBIE» CTPYKTYPHI (YMEHbIIIEHHBIE Bepcuu daiina
IIOJIHO 6a3bl JaHHBIX) U ITOCJIE 3aTPY3KU 00beIUHSET UX CO CTAPBIM
datimom 6a3bl JaHHBIX.

PerynapHo 0GHOBIIsIEMBI cepBep Security Server 3arpyxaeT TOJbKO
ZIOTIOJIHUTEbHbIE MOJYIU. B IPOTUBHOM Cilyuae, CEpBEp 3arpykaeT BECh
datin 6a3bl JaHHBIX.

Trend Micro perynspHO BbIIyCKaeT HOBBIE (aiinbl 6a3 aHHbIX. Trend Micro
TaK)Ke BBIIIyCKAeT HOBBIE (aliIbl 6a3 JaHHBIX cpasy IocIe 0OHAPYKeHNUs
OTIaCHBIX U aKTHUBHO PACIIPOCTPAHSAIONINXCS BUPYCOB/BPeJOHOCHBIX
IIporpaMM.

Ucnonb3oBaHUe areHTOB O6GHOBJIEHUS A5l CHU)KeHUsl noTpe6bnsemon
NPonycKHOM CNOCO6HOCTU KaHana

Ecnu cerMeHTBHI ceTu MeXAy areHTaMu Security Agent u cepBepoM Security
Server onpezieII0TCS KaK «y3KOIIOJIOCHBIE» UJIN «C MHTEHCUBHBIM
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TpadUKOM», areHTHI Security Agent MOT'YT CIy>KUTb B KaueCTBE HCTOUHUKOB
06GHOBJIEHNUI (T. €. aTeHTOB OOHOBIEHUM) JJ1s1 IPYTUX ar€HTOB. DTO
pacipezienuT 0 BCeM areHTaM 3arpys3Ky CeTU IIpU PacIpoCTpaHeHUN
KOMIIOHEHTOB.

HampumMmep, ecnu ceThb pacipefiesieHa, U CoeJUHeHUS MeXIy CerMeHTaMu’
neperpyxeHsl, koMmnanus Trend Micro pekoMeHyeT paspelnTh Kak
MHHHMYM OJJHOMY areHTy Security Agent 13 Ka)XIoTO CeTMeHTa BBICTYIIATh
B KayeCcTBe areHTa OOHOBJIEHU.

BbigeneHHbIN cepBep

I[Ipu BEIOOpE KIAMEHT A1 pasMelnenus cepsepa Worry-Free Business
Security Heo6X0AMMO IPUHATH BO BHUMaHUe CleAyolie GaKkTOPHL:

+  NOAJEepPXHBAaeMyIO KJIHEHT 3arpysky LII;
+  HaIN4YMe y KIUEeHT UHBIX QYHKIMIT;

[IPY HAJWYUHY Y I1eIeBOY KOHEYHOH TOYKY MHBIX QYHKIIUH CIesyeT
BBIOPATh KOHEYHYIO TOUYKY, Ha KOTOPOIT He BHITIOIHIIOTCS BaXKHBIE WU
pecypcoeMKue IPUIOXKeHN .

Mpo6nemMbl COBMECTUMOCTH

B naHHOM pasziesie 00Cy>XKAAI0TCs IPOOIeMbI COBMECTHMOCTY HEKOTOPBIX
IPUJIOXKEHNH CTOPOHHUX IIpom3BoguTeNell. Becerga obpamatiTecs K
pokyMeHTanuu I10 pyrux npousBoAUTENEH, yCTAHOBIEHHOTO Ha
KOMIIBIOTEpe, Ha KOTOPHIH OyZeT ycTaHoBIeHa ITporpaMma Security Server u
Apyrue koMoHeHTH Worry Free.

Apyroe nporpaMmMHoe o6ecnevyeHune s 3alUTbl KOHEYHbIX K/INEHTOB

ITepex ycTaHOBKOI cepBepa Security Server komnanus Trend Micro
PeKOMeHZyeT BPYYHYIO YAQIUTD JPpyrHe IPOTrPpaMMBl IS 3aIUThI
KOHEYHBIX KJINEHTOB C IIeJIeBBIX KOMIIBIOTEPOB, IOCKOJIBbKY OHU MOTYT
3a6JIOKMPOBATD YCTAHOBKY WJIM IIOBJIUATH Ha IPOU3BOJUTEIBHOCTD Security
Server mocie yCTaHOBKHU.




YcTaHOBKa cepBepa 6e3onacHocTy Security Server

CpeactBa 6e3onacHocTtu B Windows SBS u EBS 2008

ITporpamma Worry-Free Business Security coBmectnma ¢ Windows Small
Business Server (SBS) 2008 u Windows Essential Business Server (EBS) 2008.
Oz HaKO HEKOTOpBIe CPeZCTBA 3AIIUTH, yCTAaHABIBAaeMble WIN
yIpaBisieMble IIPY ITOMOIIY STHX OII€PAIJMOHHBIX CCTEM, MOTYT
koHQmKTOBaTh ¢ Worry-Free Business Security. B aTom ciy4ae, BOSMOXHO,
noTpebyeTcs yAaIUTh 3TU CPeACTBa He30IacHOCTH.

Messaging Security Agent un Forefront

Arent Messaging Security Agent HeBO3MO)XHO YCTaHOBUTb Ha CepBepax
Microsoft Exchange, Ha KOTOPBIX yKe ycTaHOBJIeHa ITporpamMmma Microsoft
Forefront Security for Exchange Server (Forefront). Ilepes ycTaHOBKOIA
Messaging Security Agent yaanurte Forefront u ybezurech B TOM, 94TO
ciyx6a Microsoft Exchange Information Store 3amymena.

Messaging Security Agent u Microsoft Server Enterprise

B Messaging Security Agent He o lep>XMBAIOTCS HEKOTOPble PYHKINU
Microsoft Exchange Server Enterprise, Takue kak Data Availability Group
(DAG).

AreHTbl Security Agent n 3awuTtHuk Windows
ITpu ycTaHOBKe areHTOB Security Agent 3amuTHUK Windows BBIKJII0OYaeTCs.
Bbasbl gaHHbIX

CxanupoBaHue 6a3 JaHHBIX MOXET CHU3UTD IPON3BOJUTEIbHOCTD
HIPUIOKEHNH, MeIOUINX JOCTYII K 3TUM 6asaM gaHHbIX. Komnauus Trend
Micro pekoMeHZAyeT UCKIIOYUTD 6a3bl JaHHBIX U pe3epBHBIE TAITKY 13
CKaHUPOBAHUS B peXKUMe peaJbHOro BpeMeHU. Eciu Heo6XoAuMo
CKaHUPOBATh 06a3y JaHHBIX, IPOU3BEANTE CKAHUPOBaHVE BPYIHYIO BHE
Iepro/ia NTNKOBOH HArpy3KU. DTO ITO3BOJINT CBECTU K MUHUMYMY BIHUSHUE
CKaHUPOBaHUA.

Opyrue 6paHamayspbl

Ilepen ycTaHOBKOI Opangmayspa Worry-Free Business Security
PeKOMeHAYeTCs YIATUTD MU OTKIIOUUTD BCE OCTAJIbHbIE YCTAHOBJIEHHBIE
OpaHgMaysphl, B TOM YUCTIE:
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- Bpangmaysp noaximodeHus k UutepHety gias1 Windows (ICF)
«  Bpaugmaysp Windows (WF)

OzHaKo, ecyIy IVIAHUPYETCS UCI0Ib30BaHYe OpaHAMayspa IOAKII0YeHNS K
VuTepHeTy wiu OpaHAMayspa Spyroro ocTaBlirKa, HEOOXOAMMO
Z06aBUTH mpociymuBatmuye nopTe Trend Micro Security Server B clicok
HCKJIIOYeHU N GpaHaMayaspa (ZOIOIHUTENbHYIO HHGOPMAIIUIO O
COCTaBJIEHUU CIIMCKa UCKJIIOUEeHUY CM. B JOKYMeHTAIIUM K HCII0Ib3yeMOMY
OpaHAMayapy, a ZOTIOTHUTEIbHYIO0 NHOOPMAIIMIO O IPOCAYIINBAIOIINX
mopTax cM. B pasgere ITopmol Worry-Free Business Security Ha cmparuue

2-8).

Moptbl Worry-Free Business Security

ITporpamma Worry-Free Business Security HcIIoib3yeT CileAyOLIye TOPTHL.

- Tlopt npocaymusaHus cepsepa (mopt HTTP): rcnosnb3yeTcs g5
JOCTyTIIa K cepBepy Security Server. ITo ymosganuio Worry-Free
Business Security ucrnosp3yer ciezyooye IapaMeTphl:

- Be®-caiiT cepBepa IIS no ymordaHuio: Vicrionp3yeTcs TOT Ke
HOMep nopTta, 4To u y TCP-nopTa cepsepa HTTP.

- BupryaiabHblii BeG-caiiT cepsepa IIS: 8059
- Cepsep Apache: 8059

+  Ilopt npociaymuBaHus KaueHTa: ClydaliHbIM 06pa3oM reHeprupyeMbIi
HOMep IIOPTa, II0 KOTOPOMY areHTHI Security Agent 1 Messaging
Security Agent mmosiygaioT KOMaHZBI OT cepBepa Security Server.

Vi3MeHeHUe CIyIIaolero IopTa BO3SMOXKXHO TOJIBKO BO BpeMs
YCTaHOBKH.
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NPEAYNPEXAEHUE!

CeroziHs MHOTHe KHOePIIPECTYIIHUKN UCTIONb3YIOT IpoTokon HTTP u
HaIlpaBJgIOT CBOM aTaku Ha MopThl 80 u/uau 8080, KOTOpEIE, KaK
IIPaBUJIO, [T0 YMOJTYAHUIO UCIIONIB3YIOTCS OOJIBIIMHCTBOM OPTaHU3AINi B
KadeCTBe IIOPTOB IIPOTOKOJIA yIIpaBiaeHus nepegadeii (TCP) Aus cBisu
nocpeactsoM HTTP. Eciu B opraHu3anyiy B HACTOSITUEN MOMEHT
WCIIONb3yeTCA OJIVH U3 BhIIIIEHAa3BAHHBIX IIOPTOB B KadecTBe nopta HTTP,
xoMmnaHus Trend Micro peKoMeH/yeT HCII0JIb30BaTh APYroil HoMep

ropra.

4

MpumeyaHue

Y106 y3HATH, KAKOH [TOPT MCIIOIB3YIOT Bl areHTHI Security Agent auis
TIOZKIIOUEHU K cepBepy Scan Server, oTkpoiiTe ¢aiin SSCFG.ini B ramnke,
IZle yCTaHOBJIEH CepBep.

ITopThl cepBepa Scan Server: lcrionb3yoTcsa cepBepoM Scan Server g
CBA3U C areHTaMU Security Agents /1 3aIIpOCOB CKAHUPOBaHUH.

TABANULA 2-1. MopTbl cepBepa Scan Server

A SSL

4345 po 65536

4345 po 65536

HoBAs
11S no BUPTYANbHbI APACHE fi0
Tun nopPTA o YCTAHOBKA
YMOJIYAHMIO nis YCTAHOBKM
APACHE
MopT He SSL MopT He SSL Ha | CHavana MopT He SSL Ha | MopT He SSL Ha
Beb-cepBepe OTKponTe nopT | Beb-cepeepe Beb-cepBepe
B ivanasoHe oT
8082 1o 65536
MopT SSL MopT SSL Ha CHavana MopT SSL Ha
Beb-cepBepe OTKpoONTe nopT Beb-cepBepe
Ncnonb3oBaHun B AManasoHe ot
essL 4345 0 65536
MopT SSL CHavana CHavana CHavana
OTKpOITe NOpT | OTKpoONTe NopT OTKpoNTe NopT
bes B AiVanasoHe OT | B Avana3oHe oT B ivanasoHe oT
MCNonb30BaHu

4345 po 65536
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- Tlopt cBasu Trend Micro Security (151 Mac): Vicrionp3yeTcs: cepBepoM
Trend Micro Security (a1 Mac) as csa3u ¢ kineHTamu Mac. ITo
YMOJIYaHUIO UCIIOJb3yeTCA IOPT 61617.

«  TIopt SMTP: lcnonb3yeTcs cepBepoM Security Server it OTIIpaBKYU I10
9JIEKTPOHHOH II0YTE OTYETOB U yBeAOMJIeHUH aaMuHucTparopaM. ITo
YMOIYaHUIO UCIIOJIb3YeTCA IIOPT 25.

- Ilopt npokcu-cepsepa: Microynb3yeTcs A OAKIIOUEHUS Yepes
IIPOKCU-CEPBEP.

KOHTPOJIbHbIN CNUCOK ANAl YCTAaHOBKU

ITporpamMMa yCTaHOBKU IIPeJIOKUT BaM CAeAYIOyI0 MHGOPMALMIO IIPU
ycTaHOBKe Security Server.

TABANLA 2-2, KOHTPO/IbHbIN CNUCOK A/11 YCTAaHOBKU

CBEAEHMSA 3HAYEHUSA NO YMO/TYAHUIO BALWUE 3HAYEHME

Security Server (Bknouas Scan Server)

Kop akTusauunmn MpepocTtaBnsetcsa Trend
Micro
MyTb ycTaHOBKM OavH U3 cnepyowyx (B

3aBUCMMOCTU OT
onepauoHHON CUCTEMDI):

. C:\Program Files
\TrendMicro\Security
Server

. C:\Program Files
(x86)\Trend Micro
\Security Server

MyTb k 6a3e gaHHbIX Scan TaKol e, KaK nyTb
Server ycTaHOBKM Security Server
(HacTpavBaembiit)

Agpec IPv4/IPv6 3agaHo nonb3oBaTenem
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CBEAEHMS

3HAYEHUSA NO YMOJ/IYAHUIO

BALIE 3HAYEHUE

MonHoe pOMeHHOEe NMSs
(FQDN)

3apaHo nonb3oBaTenem

Mmsa NetBIOS (xocTa)

3apaHo nosnb3oBaTenem

Beb-cepBep BblbepuTe oguH:
« Apache
. IIS (Be6-calit no
YMOIYaHWIo)
« IS (BupTyanbHbIl BEO-
caur)
Mopt npocnywwusanna HTTP | 8059
MopT npocnywmneaHms 4343

HTTPS

Maposib 4ns focTyna K se6-
KoHCONM

3apaHo nonb3oBaTeniem

MNaponb ans yaaneHus/
oTKNtoYeHus Security Agent

3agaHo nonb3oBaTenem

(Heo6s3aTenbHo) MapameTpbl SMTP g5 0TYETOB U YBeOMJI€HUI cepBepa Security
Server, OTNpaBAsieMbIX MO 3/IEKTPOHHOI noyTe

Appec IPv4/IPve

3apaHo nonb3oBaTenem

lonHoe goMeHHOe nms
(FQDN)

3apaHo nonb3oBaTenem

Mms NetBIOS (xocTa)

3agaHo nonb3oBaTenem

MopTt

25

MonyyaTtenun

3afaHo nonb3oBaTenem
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CBEAEHUSA 3HAYEHUSA NO YMOJ/IYAHUIO BALUE 3HAMEHUE

(Heo6s3aTenbHo) HacTpoiiku NnpoKcu-cepeepa ANs NOAK/IIOYEHUs cepBepa Security
Server K pasmeLieHHbIM cny)x6am Trend Micro

Agpec IPv4/IPv6 3agaHo nonb3oBaTenieM
MonHoe AOMEHHOE UMS 3apaHo nosnb3oBaTenem
(FQDN)

Mmsa NetBIOS (xocTa) 3agaHo nosnb3oBaTenem
Vimsi nonb3oBaTtens ans 3afaHo nonb3oBaTenem
ayTeHTUbMKaL MK

Maponb gns 3apaHo nosb3oBaTenem
ayTeHTUMKaLuUm

AreHTbl 6€30NacCHOCTHU

MpocnywmnBatowmii nopT FeHepupyeMbIin ciyqaiHbIM
o6pa3om nporpamMmmol
YCTaHOBKM

MyTb ycTaHOBKM OpfuH 13 cnepyowwmx (B

3aBUCMMOCTU OT
onepauvoHHON CUCTEMDI):

C:\Program Files
\TrendMicro\Security
Agent

+ C:\Program Files
(x86)\Trend Micro
\Security Agent

(Heo6s3aTenbHo) AyTeHTUdDMKaLUa NPOKCcU-cepBepa ana dyHKumii Security Agent
(koHTpoONb peicTBuUiA, cnyx6a Web Reputation u cnyx6a Smart Scan)

ﬁ MpumeyaHue

AreHTbl Security Agent NCMoNb3yOT HACTPOIKM MPOKCU-CEPBEPA, YKa3aHHbIe B Internet
Explorer.
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CBEAEHMS

3HAYEHUSA NO YMOJ/IYAHUIO

BALIE 3HAYEHUE

Nmsa nonb3oBaTtens ans
ayTeHTUdMKaLun

3apaHo nonb3oBaTenem

MNaponb gns
ayTeHTUdbMKaLmm

3apaHo nosnb3oBaTenem

(Heo6sa3aTenbHo) AreHTbl Messaging Security Agent

Appec IPv4/IPv6 Microsoft
Exchange Server

3apaHo nonb3oBaTenem

MoNHoe foMeHHOe UMs
(FQDN)

cepBepa Microsoft Exchange

3agaHo nonb3oBaTtenem

Mms NetBIOS (xocTa)
Microsoft Exchange Server

3apaHo nonb3oBaTenem

YyeTHas 3anucb
agMUHUCTpaTopa floMeHa U
naponb A1 BXofa Ha
Microsoft Exchange Server

3apaHo nonb3oBaTenem

Mpocaywmneatowmii nopT

16372

MyTb yCTaHOBKM

OavH U3 cnepytowyx (B
3aBUCMMOCTU OT
onepauvoHHON CUCTEMDI):

+ C:\Program Files
\TrendMicro\Messaging
Security Agent

« C:\Program Files
(x86)\Trend Micro
\Messaging Security
Agent
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CBEAEHUSA 3HAYEHUSA NO YMOJ/IYAHUIO BALUE 3HAMEHUE

BpemeHHas nanka (o
(nporpamma ycTaHOBKM
N3B/IEKaET YCTaHOBOYHbIE
¢alinbl B 3Ty nanky)

YcTaHOBKa cepBepa 6e3onacHocTu Security Server

VcraHoBKa cepBepa Security Server BkiIodaeT B cebst 3 aTana:

ITANbI OCHOBHBIE 3AZAYYN
JTan 1: 3anycK yCTaHOBKM . MpoynTaiTe MHCTPYKLMM NO NpeABapUTeNbHOMN
cepBepa Security Server yCTaHOBKe.

+  3anyctuTe naKeT yCTaHOBKM
. MpumnTe YCNOBMSA NNLLEH3NOHHOMO CoralleHus.
. BbibepuTe TVN yCTaHOBKM.

«  TunuyHas (pekomeHpayeTcs)

. MuHumanbHas

+  Tlonb3oBaTenbckas

«  BBeguTe Kog aKkTUBaLMU.




YcTaHOBKa cepBepa 6e3onacHocTy Security Server

3TANbI

OCHOBHBIE 3AAAYM

3Tan 2: HacTpoiika
napameTpos B
COOTBETCTBUU C
BbIGPAHHbIM TUMOM
YCTaHOBKM

ﬂﬂﬂ TUMUYHOW NIV MUHUMANbHOWN YCTaHOBKM HaCTpOI?ITe
OCHOBHble NapaMeTpbl, B TOM Yucne:

nanky yctaHoBku Security Server;
napo/ib y4eTHOW 3anncK agMUHNCTPaTopPa;
napameTpbl SMTP-cepBepa 1 nosyvaTtenei yBefoMaeHn;

Smart Protection Network

[ns BbIGOPOYHOI YCTAaHOBKM 3afaiTe BCe HacTpavBaeMble
napameTpbl, B TOM Yucie:

OCHOBHbIe HaCTpOVI KW;

napameTtpbl Security Server;

napametpsl Security Agent;

napametpbl Messaging Security Agent;

nanky yctaHoBku Security Server;
pacrofnoxeHune 6a3bl faHHbIX cepBepa Scan Server;

yCTaHaBnMBaTb v areHTbl Security Agent nnum
Messaging Security Agent Ha TOT ke KOMMNbOTEp, YTO
n Security Server;

Be6-cepBep
napo/ib y4eTHOW 3anncm agMUHNCTPATOPa;

napameTpbl SMTP-cepBepa 1 nonyyatenen
yBeLOMNEHNN;

Smart Protection Network

obLme HacTPOKM NPOKCU-CepBepa;

nyTb yCTaHOBKYM Security Agent;
pocTynHble dyHKuuK Security Agent;

napameTpbl HACTPOWKM MPOKCK-cepBepa Ans
BOMONHUTENbHbIX CTYX6;

napameTpbl cepBepa Microsoft Exchange;

nanky yctaHoBku Messaging Security Agent.
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3TANLI OCHOBHbIE 3AJA4U

3Tan 3: npouecc ycTaHOBKM | [loXXANUTECH 3aBepLUEeHNS YCTaHOBKM 1 3aKPOWTe Nporpammy
YCTaHOBKM.

3Ttan 1: 3anyckK ycTaHOBKM cepBepa Security Server

Mepepg BbiNONHEHUEM

+  Boiigure B cucTeMy C IIpaBaMH a[MIHUCTpATOPa JOMEHA NN
aIMIHHCTPATOPA JOKATbHOH CHCTEMBI.

- Ilepen ycranoBkoiit Worry-Free Business Security 3akpoiiTe Bce
3allyllleHHble IPUIOKeHus. [Ipolecc MoXeT 3aTIHyThCA, €CJIN BO
BpeMsI YCTAaHOBKU OYZAYT 3alylleHbl Jpyrue NprUIoKeHN.

+  Vb6eautecs, YTO ycTaHOBKa Security Server He IPOU3BOAUTCS Ha
KOMIIBIOTEP, Ha KOTOPOM 3aIIyIeHbI IIPUIOKEHUS, CIOCOOHbIE
3abokupoBats [IS. DTo MOXKeT IPUBECTU K COOIO B XO/le YCTAaHOBKU
nporpaMMel. J[OIOJTHUTENbHYI0 HHOPMALIUIO CM. B JOKYMEHTALIU K
I1S.

«  IIpu ycranoske Trend Micro Security Server He TpebyeTcs
Iepe3alnyckaTb KoMIbIoTep. [Tocie 3aBepieHUA YCTAaHOBKYU CPasy
HacTPOUTe MapaMeTpPHl Ha BeO-KOHCOIH, a 3aTeM HAaYHUTE YCTAHOBKY
Security Agent Ha KJIIeHTCKUeE KOMIIBIOTEPHI.
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3anycK yCTaHOBOYHOrO NaKeTa

JBaXKABI IIeJKHUTE TT0 (Dalily yCTaHOBOYHOrO makeTa ((aiin . exe).

& TREND | Worry_Free™ Business Security

@I?E'.‘"} Worry-Free™ Business Security

Bac NpUBETCTEYET NPOrpaMMa yoTaHosxu Trend Micro Worry-Free Business Security
10.0, nakeT ofHosReHMA 1.

HAononHuTensHan nHdopMauma ?

HoBble BOZMOMHOCTH darin ReadMe
TpehoBaHa K CMCTENE Y¥CTaHoBEKa 1 0BHOENSHME
FAQS Bugeoponuky B MHTEpHETE

ANA M3BNEYEHMA NBKETE YCTEHOBKW HEoBX0AMMO KaK MuHMMYM 2 B cBofoaHOND MECTE Ha
ANCKE,

WzEneYs B: C:\Wsers\rend\Desktop 0bzop |

HavaTte I OTHEHS

VcraHoBouHBIEe (aiiyibl OyAyT U3BJIEUYEHE! B T JKe IAIKY, B KOTOPOH

HaxoauTcsa Gaiin . exe. YTOOH USMEHUTH Iy Th, HAKMUTE 0630p U YKOKUTE
MaIKy.

ITpu HaxkaTUM KHOIKY CTApT IIporpaMMa yCTaHOBKY HauMHaeT U3BJIedYeHNe
¢aiinoB. CocTosHYE U3BIeYeHUs 0TOOPaXkaeTCsd B CTPOKE COCTOSIHUS B

HIDKHeH JacTu KpaHa. I1o 3aBepuieHUY u3BjledeHUs (DaLIoB IOABIIETCS
OKHO IIPUBETCTBUS.
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¥cranoeka Trend Micro Worry-Free Business Security

Bac npueeTcTBYET MacTep ycraHoskM Trend Micro
Worny-Free Business Securty.

MEIIL“TEFI Ao ET BRINDAHWTE YCTAHOERY NpKA0KEHHA Ha
KOMAOBHTER. Ina ApoAQTHEHHA HAKMKTE KHOMNKY

elanee:s.

MputdenaHre. Mepen HakaTHEN KHONKY «J1anees
PEKOMEHIYETCA SaKPBITE BOE OCTANBHBIE OKHA GPaysepa W

APUrde MPLHADHKEHA,

< Hasan Hanee > ] [ OrraeHa
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JInueH3nOoHHOe coralueHue

P

¥cranoeka Trend Micro Worry-Free Business Security @
NMUUEH3IHOHHOE COrAAWEHHE
MNepen yoranoekoi "WFES 03HakoMETECE © YCAOBMAMM f" IE E"! E—
MHULEHSHM

7
1
BAKHO: MMPOYHTAHTE BEHFMATEIRHO. [IOJIVUEHHE JMIFHIHH HA |
IIPHOEPETEHFE | HCIIOIb3OBAHHE IIPOTPAMME OO OBECTIEYEHIA H
CIPEHCOB KOMIIAHHH +TPEH] MAHKPO» KOMMEPUECKIIMIL
[P ABHTE.IbCTEEHHEIMH OFTAHH3IAITHAMH H HHBIMH
FOPHTHYECKHMH JHI[AMH TOTUHHAETCHA CIETVEOLEM [IPABEFLTAM
MOJMVUEHHE JHIEFH3HH HA / [IPHOEPETEHHE /| HCIO.JIb3OBAHHE
MPOIVEIMH KOMIIAHHH «TPEHT MAMKPOs, BBIIVCKAEMOH 114
4YHOTO,  JOMAIMNFTO H (A0  [OOTPEEHILIBCKOLO
HCIOJIb3OBAHHA,  PETV.IHPVETCH  HHBIM  COTIANEHHEM, _

FATATITAITATE AT TR A % TOM MTTATITITTY  THTTT T & 68 TIT T

oA APHHKMaH YSNoEHA AHUEHSHOHHOMD Cor naweH[WA
- MokazaTe AMUEHZMID

'é' A He NPHHKIASHD YCNOEMA NHUWERSHWOHHOrD Cor nalweHK|s

Bare

HpO‘ITI/ITe JIUIIEH3UOHHOE corjameHnue. Eciu Bl cCOryIacHBI C yCJI0BUAMU,
BbI6epI/IT€ BapvaHT A NpUHHUMAI0 YC/I0BUA TUIEH3UOHHOI'0 COrjiaieHu:A.
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Tun ycTaHOBKU

P

¥Ycranoeka Trend Micro Worry-Free Business Security

Tun ycTaHOBEM

B bIOEpMTE HAMAONEE NOOXO0ALLAEA TUN YCTAHOEK A 0‘ I"; E'# E_

(@) CTaHaapTHAA YoTAHOEKa [peKoMEHIYETCH)

CTaHAapTHAA YoTAHOBK.S HCNOABSYET ANA HACTPONKM BEG-CEPBEpa SHAYEHMA N0 Y0 N4aHMI
Trend Micra M HE HACTRAMBAET NPOKCH-CEQBER.

1 MuHMMAanEHaA YoTaHoeka

HayaneHaa koHpurypagHa WEES orTUrMUSHpYET SAWKTY OT Yrpos C MCNOoNES0EaHHERM
TerHonorud Trend Micro Smart Scan, KOTopan MUHMMUSHMPYET BEAMAHWE H3 CHCTERY W
CETEEbIE PECYPCHI,

| NMonezoeaTeneckan YCTAHOEES

BrISEpUTE NOAES0EATENECKYID YCTAHOEKY, BCIM:

- HY#HD MCMOB30EATE NPOKCH-CEPEED

- Ha CEpPBEPE ECTE Heckonbko |P-anpecos

- HYHO HACTPOMTE NORTE! M NYTE YCTAHOBKW Security dgent
- HY#HD UKAZaTh YCTAHAENHESEMEIE KOMNOHEHTEI

l < Hasan ] [ Hanee > ] l OrreHa

BoibepuTe ogvH U3 CIEAYOUIUX BAPUAHTOB.
CTaHpapTHas yCTaHOBKa (peKoMeHpyeTcs)

DTOT criocob MOAXOAUT [Jis cepBepa Security Server, oz yrpasieHreM
KOTOpOro HaxoauTcd A0 100 areHTOB.

CranzapTHas yCTaHOBKA:
-+ Ilocje ycTaHOBKM aBTOMATH4YECKM BKIIOYAIOTCA CileAyloliie QYHKIUN:
+  AHTHUBHUPYC U aHTHUIINNOHCKOe I10

- KouTposs feiicTBUY (TOJIBKO Ha KINEHTCKUX IUIaTdopMax,
Hanpumep Windows 10)
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+  Web Reputation
«  Qunrrpanug URL-agpecoB

. Smart Scan

ﬁ’ MpumevaHue

ArenTsI Security Agent 0JKHBI COOTBETCTBOBATh MUHUMAJIBHBIM
CUCTEMHBIM TPebOBaHUAM AJIs 3aIycKa cayx6sl Smart Scan. Crrcox
TpeboBaHUii cM. Ha cTpanuie http://docs.trendmicro.com/ru-
ru/smb/worry-free-business-security.aspx.

+  Eciu He yka3aHo uHOe, Security Agent aBToMaTHU4eCKU
yCTaHaBJINMBaeTCs Ha TOT JXe KOMIIbIOTep, YTo U Security Server.

ﬁ MpumeyaHue

VcraHOBUTE areHTH Security Agent A1 APYTuX KIMEHTCKUX
KOMITBIOTEPOB CETH U YIIPABIANUTE UMHU C TOMOIIBIO Be6-KOHCOIU. [s
IOJIy4eHU TOAPOOHOMN HMHGOPMALIMH O PA3IMYHBIX CII0CO6aX YCTAaHOBKU
areHTOB Security Agent cM. pyKOBOACTBO aIMUHUCTPATOPA.

- Ecnu Ha KOMIIBIOTEPE YCTAHOBJIEHO APyroe IporpaMMHOe obecrieueHue
A5 3allUTHl KOHEUHBIX I10Jb30BaTesel, IporpaMMa yCTaHOBKU
BHauaJle yZajasgeT JaHHOe IIPOrpaMMHoe obecIieueHre U 3aTeM
ycTaHaBIMBaeT Security Agent.

ﬁ MpumevaHue

HekoTopsle IIporpaMMBl JJIsI 3alUTEl KOHEUHBIX [10Ib30BaTe el MOTYT
OBbITH TOJIBKO ODHAPYIKEHBI, HO HE MOTYT OBITH yAaIeHbl. B aToM ciiy4ae
CHaYasIa BPyYHYIO yZaIuTe IPorpaMMHOe obecIiedeHue.

IToceTuTe CleAyOIINE Be6-CaiT, 4TOOB 03HAKOMHUTHCS CO CITUCKOM
[IPOrpaMM JJIst 3alIMTHl KOHEYHBIX [10JIb30BaTENIeH, KOTOPBIE MOTYT BBITh
obGHapyKeHHbI U yZaeHbl WU TOJIbKO 00HAPYKEHBbI:

http://esupport.trendmicro.com/solution/en-US/1060980.aspx

MuHMManbHag ycTaHOBKa

MuHMMaJIbHadA yCTAaHOBKA:



http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx
http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx
http://esupport.trendmicro.com/solution/en-US/1060980.aspx
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- Ilocne ycTaHOBKY OyZeT BKJIIOYeHA TOJBKO GYHKIIMA 3al[UTHI OT
AHTHUBUPYCHOIO M aHTHHINKOHCKOTO I10.

+  Ecsm He yKasaHo UHOe, Security Agent aBTOMaTH4YeCKU
ycTaHaBIMBaeTCs Ha TOT ke KOMIIBIOTep, YTO U Security Server.

ﬁ MpumeyaHue

YcTaHOBUTe areHTH Security Agent A APyrux KINeHTCKUX
KOMIIBIOTEPOB CETH U YIIPABIANTE UMHU C TOMOIIBIO Be6-KoHCOMU. [
[I0JIy4eHUs TOAPOOHOI nHDOPMAIUK O PasINIHBIX CIIOCO6aX YCTAHOBKU
areHTOB Security Agent cM. pyKOBOJCTBO afMUHUCTPATOPA.

«  Eciu Ha KOMIIBIOTEPE YCTAHOBJIEHO PYToe IPOoTrpaMMHOe obecrieueHre
JUIS 3alIUThI KOHEYHBIX [10JIb30BaTeJIel, IporpaMMa YCTaHOBKU
BHavaJje yAaaseT JaHHOE MIPOrpaMMHOE 0becriedeHre U 3aTeM
ycTaHaBIMBaeT Security Agent.

ﬁ’ MpumevaHue

HekoTopsle IIporpaMMBl JJIsI 3alUTEl KOHEUHBIX [10Ib30BaTeNel MOTYT
OBITH TOJIBKO ODHAPYIKEHBI, HO HE MOTYT OBITH yAaIeHbl. B aToM ciiydae
CHaYaJIa BPyYHYIO yZaIuTe IPorpaMMHOe obecIiedeHue.

IToceTuTte cneaylomm‘/’l Be6-CaI>JIT, 9TOOBI 03HAKOMUTHCS CO CICKOM
IIporpamMm Ajd 3alf¥IThl KOHEYHBIX HOJIbSOBaTe,TIefI, KOTOpbI€ MOTYT OBITH
O6Hapy)KEHbI U yAaJIEHbl NI TOJIBKO 06Hapy)K6HbIZ

http://esupport.trendmicro.com/solution/en-US/1060980.aspx

Bbi6opoyHas yCTaHOBKaA

BribopouHas ycTaHOBKa 00eCIieqrBaeT JOMOJTHUTENbHY0 THOKOCTD B
HaCTpOLiKe [TapaMeTpPOB cepBepa Security Server 1 areHTOB B COOTBETCTBUU
C BamIeli cTpaTerueli 6e30MacHOCTY CETU. DTOT CIIOCOO IMOAXOAUT, ECIU
cepsep Security Server 6yzeT yIpaBasTh OOJIBIINM KOJIUIECTBOM areHTOB.

Bo BpeMH BbI6OpO‘{HOI>JI YCTaHOBKI/I cne,aylou_me HapaMeprI ABJIAIOTCA
He00sA3aTeIbHbBIMHU:

- Ecsim He yKa3aHO UHOe, Security Agent ycTaHaBJINBaeTCs Ha TOT XKe
KOMIIBIOTEP, 4TO U Security Server.



http://esupport.trendmicro.com/solution/en-US/1060980.aspx

YcTaHOBKa cepBepa 6e3onacHocTy Security Server

ﬁ MpumeyaHue

VcraHOBUTE areHTH Security Agent 4719 APYTUuX KIMEHTCKUAX
KOMITBIOTEPOB CETH U YIIPABIANTE MU C IOMOIILIO BeO-KOHCONU. [Ing
HoJTy4eHus NoAPo6HOM HHDOPMAIIH 0 Pa3IUYHEIX CI0CO6aX YCTAHOBKU
areHTOB Security Agent cM. PyKOBOJACTBO aAMIHUCTPATOPA.

. Ecnu Ha KOMIIbIOTEpE YCTAHOBJIEHO APYyroe IporpaMMHoOe obecriedeHue
JJI51 3aIUTEl KOHEYHBIX II0JIb30BaTENEeH, IIPOrpaMMa YCTaHOBKU
BHauaJIe yAaIIeT JaHHOe [IPorpaMMHOe obecIieueHue U 3aTeM
yCcTaHaBIMBaeT Security Agent.

ﬁ’ MpumevaHue

HekoTopble IporpaMMBI I 3aIIUTH KOHEYHBIX [10Jb30BaTeNeN MOTYT
OBITH TOJIPKO OGHAPY)KEHBI, HO He MOTYT OBITh yZaleHbl. B aToM ciydae
CHaJaJa BPyYHyIO yAQJIKTe IporpaMMHoe obecriedeHue.

ToceTure cieayouii Be6-caiiT, 9T06B 03HAKOMUTHCS CO CIIUCKOM
[IPOrpaMM AJIs 3alUTHl KOHEYHBIX [101b30BaTENIEl, KOTOPBIE MOTYT OBITh
o0Hapy>XeHBbI U yAaJIeHB! NI TOJIbKO O0HAPYKEHBI:

http://esupport.trendmicro.com/solution/en-US/1060980.aspx

+  VYcranoBure areHT Messaging Security Agent Ha TOT ke KOMIIBIOTEP,
4TO U Security Server (mpu Hanuduu cepsepa Microsoft Exchange), nin

Ha yAajIeHHbI€ KJIVEeHTHI.



http://esupport.trendmicro.com/solution/en-US/1060980.aspx
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AKTUBaLUA NpoayKTa

¥cranoeka Trend Micro Worry-Free Business Security

AKTMBaUMA NPoOAYKTa
1A vcnonesoeanmA Wormy-Free Buziness Secunty Heod=oomma 0‘ IE E'# E—
AKTHEALMA

BeequTe KO SKTHESLMM 417 OOECNEYEHMA NOAHOM SEWMTEI

Nna ycraHosku 30-aHEeBHOA nNpofiHOA BEPCHM OCTABELTE 3TO NOAE
HEZAN0AHEHHBLIM.

Koja aKkTHBaLHK:

|
Ergrreiirsrebrrn il it e |

[1pH HAMHYHI PEFHCTPALMOHHOMD KAK4a SaPErHCTPHPYRTECE B MHTEPSKTHEHOM PEKMME,
YTOOE! NOAYYHTE NEPCOHANEHEIR KO SETHESWHH,

HHTEpakTHEHAA PEMMCTPALKA I

l < Hazan ] [ Hanee » ] [ OrreHa

BBeauTe Ko akTUBU3AIUU B IT0Jie «KOZ aKTHBALIHIN».

Ecnu Koz akTUBAIIUY OTCYTCTBYET, BO3MOXKHO, Kontus Worry-Free Business
Security erme He 3aperucrpuposaHa. Haxmure kHOKy MHTepaKTUBHAA
perucrpamnus. OTKpoeTcs HOBoe OKHO Opaysepa. CiefyiiTe yKasaHUIM Ha
9KpaHe perucTpanuu. B kadecTBe aJlbTepHATHBLEI HAXKMUTE KHOIIKY Jlaee,
4TOOBI yCTAHOBUTD 03HAKOMUTEIBHYIO Bepcuio. Ecu mpoussecTu
0GHOBJIEHIE 10 IIOTHOI BEPCUU A0 UCTeYeHUs TPUALATHAHEBHOTO
03HAKOMUTEIBHOTO CPOKA, TO BCE ITapaMeTpPHI IIPOTPaMMBI OyAYT

COXpaHeHBI.
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06wuii 0630p

Trend Micro Worry-Free Business Security Advanced

Komnonenro Worry-Free Business Secunty Advanced
Odzop

&

TREND.
MWMICRDOD

M ezzaging Security Agent

Securty Server Security Agent lRaneei At

Al

i

l < Hazag ] [ DNanee > ] l OTraeHa

B okHe 06111er0 0630pa yCTaHOBKYM O0TOOpaKaroTCs KOMIIOHEHTBI, KOTOPbIE
HeobOX0Z MO HaCTPOUTH JJis ycTaHOBKU cepBepa Trend Micro Security
Server u areHTOB Security Agent v Messaging Security Agent.

Haxmute kHOIIKYy [laee.

- Ilpu BbIOOpE CTAaHJAPTHOM MM MUHUMAaJIBHOHN YCTAaHOBKY IIE€PEXOUTE
K:

+  Hacmpoiika napamempog 045 MUNUYHOLU UAL MUHUMAALHOU
YCMAanoeku Ha cmpanuye 2-26

«  Dman 3: npoyecc ycmanosKu Ha cmparuye 2-52
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+  IIpu BbiOOpe BBIOOPOYHON YCTAHOBKY IIEPEXO/UTE K:
+  Hacmpoiika napamempog 8bl00pouHOLl YCmMaHoeKku Ha cmpanuye 2-31

. Dman 3: npoyecc ycmanosxku Ha cmpanuye 2-52

3Tan 2: HacTpoMKa napameTpoB B COOTBETCTBMU C TUNOM
YCTaHOBKMU

[TapameTpHl, KOTOpble HEOOXOANMO HACTPOUTD Ha ITAIle 2, 3aBUCAT OT TUIIA
yCTaHOBKMU, KOTOPBIH BBl BRIOpasn Ha aTare 1.

«  Hacmpoiika napamempog 045 MUNUYHOL UAU MUHUMAALHOLL YCMAHO8KU
Ha cmpaHuye 2-26

« Hacmpoiika napamempos 8bl60po4HOILL YCTAHO08KLL Ha cmpanuye 2-31

HacTpoiika napaMeTpoB A1 TUNUYHOU UM MUHUMAJIbHOM
YCTaHOBKMU

HPI/I BBIIIOJHEHU Y TUIINYHON I MUHUMaJIbHOM yCTaHOBKM
Imocse0BaTEJIbHO IIOABIAIOTCA CIIEAYIOIe OKHA:
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Manka ycTaHOBKM

Trend Micro Worry-Free Business Security Advanced

BroiGepMTe pacnonoxeHHe YcTaHOBKM
) TREND,

MICRO
[Mporparama yctTadoeky yoTaHoeuT WFBS B ykasadHy Huse nanky. JlnAa ycTaHoBEM B ApYryt

NanKY HakrWTE KHoMKY ¢06300s W BRIGERWTE HYKHYKD Nanky. Hakeume kHonky «Jlanees.

K.oHeuHaA nank.a:

C:%Program Files (4864 Trend MicrohSecunity Server O&aop...
l ¢ Hazag ] [ Hanee » ] [ OTraeHa

ITankoit ycranoku Worry-Free Business Security mo ymon4aHuio SBisfeTcs
namnka C:\Program Files\Trend Micro\Security Server uimu
C:\Program Files (x86)\Trend Micro\Security Server. Haxmure
KHOIIKY 00630p, eciiu Tpebyercs ycranosuth Worry-Free Business Security B

JAPYIYIO TAMKY.
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Maponb yyeTHOM 3aNUCH agMUHUCTPaTOpa

Trend Micro Worry-Free Business Security Advanced
Maponb Y4eTHOR 3aNUCH AAMHHHUCTpaTopa

¢, TREND.
EBEJJ.HTE Aapone W NOATEEPAWTE M0 B COOTESTCTEYOLW X NONAx MICROQ

In8 NpeQOTEPALL EHMA HECAHKUMOHMPOEAHHOMD OCTYNA C LENEH MSMEHEHHA NAPAMETPOE M
YOANEHMA KAHEHTOE NEPHOLMYECK M MEHANTE NAp0AM BeO-KOHCONM Securnty Server 1
KHEHTOE.

Beb-koHconb cepsepa Securnty Server:

Mapong: prem———

MNooTEepAMTE NAponk:;

AreHTn 6E30NacHOCTH: [7] CoBnanaeT  ykasaHHEM BILE

Mapone: pres——

MNoaTEepauTe Napok: [P—

l < Hazan ] [ Hanee > ] [ OTraeHa

VKa)knTe pasHble IapoJIH JJIs1 Be6-KOHCOJIU cepBepa Security Server u
areHTa Security Agent.

- Be0-koHCOJIb cepBepa Security Server: TpebyeTcs A5 BXoJa B Be6-
KOHCOJIb.

+  Arenrts Security Agent: TpebyeTcs AJis1 yIaleHUs WIN 3aBEPUIEHUS
paboTsl Security Agent Ha KJIMEHTCKUX KOMIIBIOTepax

ﬁ MpumeyaHue

IToste A71s1 BBOJA MTAapOJIsi BMEIIAET A0 24 CUMBOJIOB U YYUTHIBAET PETUCTP.
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SMTP-cepBep U nosyyaTenm yBegomieHnun

Trend Micro Worry-Free Business Security Advanced

SHMTP-cepeep W NoAY4aTenH YBEN0MAEHHA

() TREND.

Hactpobme SMTF-cepEep A0 OTARAEKM BCER UBBAOMNEHME W OTYETOE, COS0ABAEMEIN
cepeepord Trend Micro Security Server.

SMTP-cepeep:
|
Mop:

24

Momguarend:

[Paspenaime agpeca TOYKON © 3anATOMA [« ).
Hanpuriep, uzer] (2daomain. con; user2Eidanmain. cam)

[ < Hazag l [ DNanee » ] [ OTrieHa

VKaxxuTe cleAyolyo NHPOPMAIIHUIO.

- SMTP-cepgep: IP-aspec cepBepa 371eKTPOHHOM! IIOYTHL.

ﬁ‘ MpumeyaHue

Ecau SMTP-cepBep pasBepHYT Ha TOM e KOMIIbIoTepe, uTo 1 WFBS, u
HCIOJIb3YeT MOPT 25, TO IIPOrpaMMa YCTAaHOBKM olpeenuT uMa SMTP-
cepBepa U BHeceT u3MeHeHHUd B 1oy «Cepep SMTP» u «IlopT».

+  IlopT. IOPT, UCIIOAB3yeMBIi Ayt 06MeHa faHHbIMU SMTP-cepBepoMm.

- Tlomyuarenu. azipeca 3J1eKTPOHHON IIOYTHI, UCIIOIb3yeMble SMTP-
cepBepoOM I OTIIPaBKU IIpeAynpexaeHuil. Eciu yBegomaeHUS
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JOJDKHBI IIOJIy4aTh HECKOJIBKO JIUII, MOXKHO YKa3bIBaTh HECKOJIBKO
aZpecoB 3JIeKTPOHHOM ITOYTHI.

CM. napaMeTpsI No4TOBOTO cepBepa ISP. Eciu BeI He 3HaeTe 9T
ImapaMeTpBhl, IIepexoAuTe K cIeAyIolieMy mary. FIaMeHUTh napamMeTphl
SMTP MOXHO 1TOCJIe OKOHYAHUSA YCTAaHOBKU. JJONOIHUTENBHYIO
“HOOPMAIIUIO CM. B PYKOBOJACTBE aIMUHUCTPATOPA.

Smart Protection Network

Trend Micro Worry-Free Business Security Advanced

Trend Micro Smart Protection Metwork

() TREND.
MICRO
Trend icro Smart Feedback nocToAHHD cofMpasT M AHANWMIMPYET MHPOPRMALMID O Yrposas,
YTOGE! O0ECNEYHMEATE EWE GONEE NOAHYD SaLWKTY.
Brnwoure Trend Micio Smart Feedback [pekomeHgyeTca).
[¥] A noHUMaKD, YTO MOFY B AOGOG MOMEHT OTEMOUMTE JEHHYID DYHKLHI UEPES KOHCOE
YrpaENEHKA.
Brifipatk oTpacie [HeofAsaTensH): [He YK aSaHD -

< Hazan ] £ Hanee > { [ OTMeHa

IIpuMuTe pelleHye 10 IIOBOAY YIaCTUs B IporpaMMe 00paTHOH CBA3U
Trend Micro Smart Protection Network.

dra JonosHUTeNbHAd QYHKIUSA obecrieurBaeT obpaTHyIo cBa3b ¢ Trend
Micro asg nepesady nHGOPMaLMK O BPeJOHOCHBIX IIPOrpaMMax.
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Kommnanug Trend Micro pekoMeH/yeT OCTaBUTh 3Ha4€HIHE 110 YMOIIAHHIO,
IIOCKOJIBKY AaHHbIe 06paTHOI cBsi3u mporpammbl Worry-Free Business
Security mo BceMy MUpy UCnIonb3yioTcst komnanued Trend Micro ais
noBHIIIeHNs 3)PEeKTUBHOCTH PellleHUH 10 3aITUTe OT BPEAOHOCHBIX
nporpaMmM. OTMEHUTH yIaCTHe MOXKHO OYZIET HO3Ke Yepe3 Be6-KOHCOIb.

HacTpoiika napaMeTpoB BbIGOPOYHOI YCTAaHOBKU

[Ipu BHIIOJHEHUY BBIGOPOYHON YCTAHOBKU ITOCAEA0BATENBHO [TOSIBATCS
cJIeAyIoIIye OKHA:

Manka ycTaHOBKU

Trend Micro Worry-Free Business Security Advanced

BuiiepuTe pacnonoXeHUe YcTaHoBKH

(@) 1REND

MNporpardka YoTaHoEKM YoTaHoeWT WFBS B ykasaHHyn HUwe nanky. J1na ycTaHoEKM B ApYryn
Nanky HaMrUTE KHOMKY «0830ps W BEIGEPHTE HYKHUKD Nanky. Haskmume kHonky ¢Jlanses.

K.oHEYHaA nank.a:

C:“Program Files [#8E6]\Trend Micra\Security Server Ofzop...

¢ Hazan ] [ Nanee > ] [ OTrEHa
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ITanko# ycranoBku Worry-Free Business Security 1o yMoI9aHUIO SIBISETCS
nanka C:\Program Files\Trend Micro\Security Server uiu
C:\Program Files (x86)\Trend Micro\Security Server. Haxxmure
kHONKy 00630p, eciu TpebyeTcs ycraHoBuTh Worry-Free Business Security B

A PYIyIO MaIKYy.

Pacnono)eHue 6a3bl gaHHbIX cepBepa Scan Server

Trend Micro Worry-Free Business Security Advanced

BuitepuTe pasmMemeHMe Ga3m faHHLIX cepeepa Smart 6

M2 YMOAYEAHHID NPOrpardtda YoTAHOBKH COXPAHWT G35y AaHHBI cepeepa Scan Server B Ty #e
nanky, kyna | Securnty Server.

Brigepime «Hrasate apyroe pacnonomeHHe: TONLKD NPH YCAOBMM, YTO KOMMLKOTER, HA
KOTOpOM YCTEHOENEH Security Server WmeeT apyrof apck, ¢ 3 M6 ceofogHoro guckosoro
npocTpaHcTEa. Heasure nonHed nyte [oTodpakasrasie qucku 1 UM C-nyme He npuHdranTca).

(@ Wenone30BaTe Nanky YoT aHOBKM
C:4Program Files [#86)4Trend Microb\Secunty Server

Yeamure opyroe pacnonokeHHe:;

C:4%Program Files [86)4Trend Microh\Secunty Server Ofzop...

l ¢ Hazan ] [ Danee > ] l OTrena

BribepuTe MICIOIB30BaTh MANKY YCTAHOBKH /I XpaHEHMs 6as3bl JaHHBIX
cepBepa Scan Server B TOU Ke ITaIlKe, Ije HaXoAUTCA Security Server, niu
BbIGepUTe YKa3aTh Apyroe pacno/io;KeHue 1 BBeJUTe ITOJIHbIN Iy Th K
ApyTrol mamnke Ha Security Server. Yka3aHue ceTeBoro Aucka uiau nmytu UNC

HEBO3MOXXHO.




YcTaHOBKa cepBepa 6e3onacHocTy Security Server

BbibepuTe KOMMOHEHTbI

Trend Micro Worry-Free Business Security Advanced @

BuiGepuTe KOMNOHEHTH

EblﬁEpHTE KOMAOHEHTEl 40A YCTIHOEKK Ha CepEepe 6‘ I"; E'# E_

OnMcaHume
Tpetyetca. Ha cepeepe Security
Server pacnonaraeTcA Bed-KoHCoE —
WHCTRYMEHT WEHT PN 30EaHHOMD
YNPAENEHWA BLER DEWLEHUER WFBS.
[ e& NOMOLWEKD MOKHD YNpaEnATE
nporpardtacad Security Agent 1
Meszzaging Security Agent,
YCTAHOBNEHHEIMA HA KIHEHTCK MY

KOMMNBKTEDaN.
Tpetyerca 4550 MB recTa Ha gucke C
JoctynHo 4780224 MB tecTa Ha gucke C

¢ Hazan ] [ Danee > ] l OTraeHa

BI)I6epI/ITe KOMIIOHEHTBI, KOTOpbIE HeO6XOL[I/IMO YCTaHOBUTD Ha I_IeJIeBOI';i
KOMIIBIOTEDP:

Security Server (o6s3aTenpH0): Ha cepBepe Security Server
pacrosaraeTcs Be6-KOHCOIb — MHCTPYMEHT LIeHTPaIN30BaHHOTO
yIpaBieHus.

Security Agent (Heo6s13aTeIbHO): ATEHT, 3aIUINAIOIINI HACTOIbHbIE
ITK u cepBepHI.

Messaging Security Agent (Heob6s13aTenbHO): [Ipu ycTaHoBKe Security
Server Ha KOMIIBIOTEP, Ha KOTOPOM y’Ke yCTaHOBJIEH cepBep Microsoft
Exchange, mporpamMma yCTaHOBKHU IIPEJJIOKUT BBIIOJHUTD JTOKAJIBHYIO
ycTaHOBKY Messaging Security Agent (Toxpko Bepcus Advanced).
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- Remote Messaging Security Agent (Heo6s13aTenbpHO): IIpu ycTaHOBKe
Security Server Ha KOMIIBIOTEpP, KOTOPOMY He yZaeTcs 06HAPYKUTh
CyllleCTBOBaHUe JIOKAIbHBIX cepBepoB Microsoft Exchange, mporpamma
YCTaHOBKU IIPeJJIOKUT BEIIIOJHUTS yAaJeHHYIO yCTaHOBKY Messaging
Security Agent Ha yzaneHHbIe cepBepHI (ToabKo Advanced).

ﬁ MpumeyaHue

Ecyi Ha KOMIIBIOTEpE, Ha KOTOPBIH BHIITONIHIETCS YCTaHOBKA Security
Server, yxxe ycTaHOBIeH cepBep Exchange, areHT Remote Messaging
Security Agent He 6yzeT 0TOOpa)XaThCs Ha CTPAHUIlE BEIGOpa
KOMITOHEHTOB. ByzieT oTo6paskaThCs TOJIBKO JIOKAJIbHEIN areHT Messaging
Security Agent.

HacTpouka Security Server

Trend Micro Worry-Free Business Security Advanced

Hacrpofre Security Server

Mporpardma YocTaHOEKM HACTPOMT Security Server

o

TREND.
MICRO

Meszaging Security Agent

Security Server Secunty Agent 2
[unaneHHBIR areHT)

¥

Al

(]
Ch

I
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OKHO HaCTPOMKU cepBepa Security Server mokaseIBaeT mapaMeTpsl Security
Server, KOTOpble HEOOXOAUMO HACTPOUTD.

Be6-cepBep

Trend Micro Worry-Free Business Security Advanced
Beb-cepeep

£~
-0
am
E 4
=1

BrifpaTte Bet-cepEep A0A pasMELEHWA Security Server.

Mononezoeare |15 ona pazmew eHwa Secunty Server [EMDTYaNEHBIR BE0-CaET]

Menonesoeate 1S ana pasmew esra Secunty Server [Bed-calm 0o ymoadadx)

@ Mcnonesoeate Apache 'Web server 2.4 onA pasmeweHua Security S erver

l < Hazan ] [ Hanee » ] [ Orriena

YToOBI BHIIIOJHUTE HOBYIO YCTAHOBKY, IIPOI'PaMMa YCTAHOBKU IIPOBEPSIET,
CYIIeCTBYET JIU BebG-cepBep Ha I1eJIeBOM KOMITbIOTEpE.
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CLEHAPUIA

PE3YNbTAT

NMPUMEYAHUSA

Mporpamma
YCTaHOBKM
obHapyxunBaeT
Be6-cepBepbl IS
n Apache.

[Ons cTaHpapTHOM unm
MWHMMa/IbHOMN YCTaHOBKM
nporpamma yCTaHOBKM
aBTOMATMYECKM UCNOJIb3YET
cepsep lIS.

YT06bI BLINONHUTD
BbIGOPOYHYIO YCTAHOBKY,
yuuTbIBaNTE Cnegytowme
pekoMmeHgauuu.

. MporpamMma ycTaHOBKM
aBTOMATNYeCKN
ucnonb3syert IIS, ecnn
Bepcusi Beb-cepBepa
Apache He
noaAepXunsaeTca.

+ MoXHO BbI6paTh Ntoboi
U3 ABYyX BEG-CEPBEPOB,
ecnu Bepcus Beb-
cepBepa Apache
nogAepXuBaeTcs.

Mporpamma
YCTaHOBKM
obHapyxnBaeT
TO/IbKO BE6-
cepsep IIS

[Ons cTaHAapTHON UK
MWUHMMaIbHOW YCTaHOBKM
nporpamma yCTaHOBKM
aBTOMATMYECKM NCNOJIb3yeT
cepsep lIS.

[Ons BbINONHeHUs
BbIGOPOYHON YCTaHOBKM
MOXHO BbI6paTh Nt0601 13
ABYX Be6-cepBepoB. Ecnn
BbI6paH Beb-cepBep Apache,
NporpaMMa yCTaHOBKM
aBTOMaTWYECKM
ycTaHaBnuBaeT Apache
Bepcun 2.4.

Ecnu komnbtoTep paboTaeT nog,
ynpaeneHuem OC Windows 7, 8.1
unwu 10, komnaHus Trend Micro
peEKOMeH[YeT BbINOJIHUTb
BbIGOPOYHYIO YCTAHOBKY 1
ucnonb3oBaTtb Apache B kayecTBe
Be6-cepBepa.
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CLEHAPUIA PE3YABTAT MPUMEYAHNA
Mporpamma . MporpamMma ycTaHOBKM Cnegytowme nnatchopmbl
YCTAHOBKM ncnonb3yer Beb-cepeep cogepxart IIS n nogpepxunBatoTcs
obHapyxunBaeT Apache, ecnu ero Bepcus - 2.4. | cepBepoM Security Server:

TONbKO BE6- .
cepBep Apache . YCTaHOBKY BbIMOAHUTb . Windows Server 2008/2008 R2
HEBO3MOXHO, eC/K .
CYLLECTBYIOT Apyrue Bepcun * Windows SBS 2008
Apache. Mpopymaiite - Windows EBS 2008
BO3MOXHOCTb BbINO/HEHMSA
crefyoLmX AeiCTBuiA. . Windows SBS 2011 Standard/
Essentials
«  Ypanute cepBep Apache,
€C/N NPOrpaMMbl €ro He . Windows Server 2012/2012 R2
MCNONb3yIoT. . Windows Server 2016
«  06HoBuTe cepBep Apache
10 Bepenn 2.4, Ecnu nporpamme ycTaHOBKM He
ypaeTcs 06HapyxuThb IIS Ha
. Bb|6epMTe Apyro[}i YKa3aHHbIX nnaTd)opMax,
KOMMbIOTEP, Ha KOTOPOM BO3MOXHO, cepBep |IS oTKknto4yeH
yCTaHOBNEH cepBep (I'IO YMONY4aHUIO UN CUCTEMHbIM
Security Server. a,CI,MI/IHVICTpaTOPOM). B 3ToM cnyyae
BKtounTe cepsep IIS.
Mporpamma Mporpamma ycTaHOBKM
YCTAHOBKMU He aBTOMaTMYeCKM yCTaHaBAMBaeT
obHapyxmBaeT Be6-cepBep Apache 2.4.
HW ogHoro Be6-
cepsepa

Ecnu cepBep Apache ncmosbp3yeTcs B KauecTBe Beb-cepBepa, A
O0GHOBJIEHUI TPUHUMANTe BO BHUMAaHUE CIAEAYIOIIee.

- IIporpaMma ycTaHOBKU aBTOMAaTHYeCKU 0OHOBIIsIeT Beb-cepBep Apache
[l0 Bepcuu 2.4, eciiy OH OBLI YCTAHOBJIEH IIPOTPAMMOL YyCTAaHOBKH
Worry-Free Business Security 8.x/9.x.

- IIporpaMma yCTaHOBKH COXpaHseT CyLIeCTBYIOIIYIO Bepcuio Apache,
€CJIM OHa OblyIa yCTAaHOBJIEHA JPYTUMU IIPOrpaMMaMU.
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Maponb yyeTHOM 3aNUCH agMUHUCTPaTOpa

Trend Micro Worry-Free Business Security Advanced
Maponb Y4eTHOR 3aNUCH AAMHHHUCTpaTopa

¢, TREND.
EBEJJ.HTE Aapone W NOATEEPAWTE M0 B COOTESTCTEYOLW X NONAx MICROQ

In8 NpeQOTEPALL EHMA HECAHKUMOHMPOEAHHOMD OCTYNA C LENEH MSMEHEHHA NAPAMETPOE M
YOANEHMA KAHEHTOE NEPHOLMYECK M MEHANTE NAp0AM BeO-KOHCONM Securnty Server 1
KHEHTOE.

Beb-koHconb cepsepa Securnty Server:

Mapong: prem———

MNooTEepAMTE NAponk:;

AreHTn 6E30NacHOCTH: [7] CoBnanaeT  ykasaHHEM BILE

Mapone: pres——

MNoaTEepauTe Napok: [P—

l < Hazan ] [ Hanee > ] [ OTraeHa

VKa)knTe pasHble IapoJIH JJIs1 Be6-KOHCOJIU cepBepa Security Server u
areHTa Security Agent.

- Be0-koHCOJIb cepBepa Security Server: TpebyeTcs A5 BXoJa B Be6-
KOHCOJIb.

+  Arenrts Security Agent: TpebyeTcs AJis1 yIaleHUs WIN 3aBEPUIEHUS
paboTsl Security Agent Ha KJIMEHTCKUX KOMIIBIOTepax

ﬁ MpumeyaHue

IToste A71s1 BBOJA MTAapOJIsi BMEIIAET A0 24 CUMBOJIOB U YYUTHIBAET PETUCTP.
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SMTP-cepBep U nosyyaTenm yBegomieHnun

Trend Micro Worry-Free Business Security Advanced

SHMTP-cepeep W NoAY4aTenH YBEN0MAEHHA

() TREND.

Hactpobme SMTF-cepEep A0 OTARAEKM BCER UBBAOMNEHME W OTYETOE, COS0ABAEMEIN
cepeepord Trend Micro Security Server.

SMTP-cepeep:
|
Mop:

24

Momguarend:

[Paspenaime agpeca TOYKON © 3anATOMA [« ).
Hanpuriep, uzer] (2daomain. con; user2Eidanmain. cam)

[ < Hazag l [ DNanee » ] [ OTrieHa

VKaxxuTe cleAyolyo NHPOPMAIIHUIO.

- SMTP-cepgep: IP-aspec cepBepa 371eKTPOHHOM! IIOYTHL.

ﬁ‘ MpumeyaHue

Ecau SMTP-cepBep pasBepHYT Ha TOM e KOMIIbIoTepe, uTo 1 WFBS, u
HCIOJIb3YeT MOPT 25, TO IIPOrpaMMa YCTAaHOBKM olpeenuT uMa SMTP-
cepBepa U BHeceT u3MeHeHHUd B 1oy «Cepep SMTP» u «IlopT».

+  IlopT. IOPT, UCIIOAB3yeMBIi Ayt 06MeHa faHHbIMU SMTP-cepBepoMm.

- Tlomyuarenu. azipeca 3J1eKTPOHHON IIOYTHI, UCIIOIb3yeMble SMTP-
cepBepoOM I OTIIPaBKU IIpeAynpexaeHuil. Eciu yBegomaeHUS
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JOJDKHBI IIOJIy4aTh HECKOJIBKO JIUII, MOXKHO YKa3bIBaTh HECKOJIBKO
aZpecoB 3JIeKTPOHHOM ITOYTHI.

CM. napaMeTpsI No4TOBOTO cepBepa ISP. Eciu BeI He 3HaeTe 9T
ImapaMeTpBhl, IIepexoAuTe K cIeAyIolieMy mary. FIaMeHUTh napamMeTphl
SMTP MOXHO 1TOCJIe OKOHYAHUSA YCTAaHOBKU. JJONOIHUTENBHYIO
“HOOPMAIIUIO CM. B PYKOBOJACTBE aIMUHUCTPATOPA.

Smart Protection Network

Trend Micro Worry-Free Business Security Advanced

Trend Micro Smart Protection Metwork

() TREND.
MICRO
Trend icro Smart Feedback nocToAHHD cofMpasT M AHANWMIMPYET MHPOPRMALMID O Yrposas,
YTOGE! O0ECNEYHMEATE EWE GONEE NOAHYD SaLWKTY.
Brnwoure Trend Micio Smart Feedback [pekomeHgyeTca).
[¥] A noHUMaKD, YTO MOFY B AOGOG MOMEHT OTEMOUMTE JEHHYID DYHKLHI UEPES KOHCOE
YrpaENEHKA.
Brifipatk oTpacie [HeofAsaTensH): [He YK aSaHD -

< Hazan ] £ Hanee > { [ OTMeHa

IIpuMuTe pelleHye 10 IIOBOAY YIaCTUs B IporpaMMe 00paTHOH CBA3U
Trend Micro Smart Protection Network.

dra JonosHUTeNbHAd QYHKIUSA obecrieurBaeT obpaTHyIo cBa3b ¢ Trend
Micro asg nepesady nHGOPMaLMK O BPeJOHOCHBIX IIPOrpaMMax.
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Kommnanug Trend Micro pekoMeH/yeT OCTaBUTh 3Ha4€HIHE 110 YMOIIAHHIO,
IIOCKOJIBKY AaHHbIe 06paTHOI cBsi3u mporpammbl Worry-Free Business
Security mo BceMy MUpy UCnIonb3yioTcst komnanued Trend Micro ais
noBHIIIeHNs 3)PEeKTUBHOCTH PellleHUH 10 3aITUTe OT BPEAOHOCHBIX
nporpaMmM. OTMEHUTH yIaCTHe MOXKHO OYZIET HO3Ke Yepe3 Be6-KOHCOIb.

O61me HaCTPOUKM NPOKCU-cepBepa

Trend Micro Worry-Free Business Security Advanced

0 6mwMe HACTPORKM NPOKCH-CEPBEPa

() TREND.

D aHHeIE HACTPOMHEMH ENWMAKDT Ha OBHOENEHWA ApoayeTa M YyeenorneHKWA O COCTOAHMH
MHUEHSHH.

[¥] McnongzoEate NpokcH-cepeep

Tvn npokcy-cepsepa: Mpokcycepeep HTTR -

Mraa und IP-agpec cepeepa; 101 108,50

Mopr: 2080
HMH None30EATENA.

MNapone:

[ < Hazan l [ Nanee > ] [ OTrEHA

Ecnu pna goctyna B IHTepHET HEOOXOAUM IIPOKCH-CEPBEP, YCTAHOBUTE
¢daxox Mcnoap30BaTh NPOKCH-CEPBEP U YKAUKUTE CIeAYIOIIYI0
nHpopMaIuio.

+  Tun npoxcu-cepBepa
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. Nmsa v IP-agpec cepBepa
. IopT

+ VM Ho;Ib30BaTe’IsA M APOJb: CIeAyeT YKa3bIBaTh, TOJIBKO €CIU AT
BX0Ja Ha IIPOKCHU-CepBep TpebyeTcs ayTeHTUhUKAIN.

Hactpo#ka Security Agent

Trend Micro Worry-Free Business Security Advanced

Hactpourb Security Agent

©

TREND.
MICRO

I'Ipnrpamma YCTIHOERM HACTPOWT NOPTEl H KOMMOOHEHTEI

Mezzaging Secunty Agent

Security Server Security Agent
= sl [ynaneHHENA areqT]

V. ¥

ull

-

l < Hazan ] [ Nanee > ] [ OTrmena ]

i

OKHO HaCTPOMKU areHTa Security Agent ImokaseIBaeT rapamMeTpsl Security
Agent, KOTOpble HEOOXOAUMO HACTPOUTS.

ITocne ycTaHOBKY Security Server ycraHoBuTe Security Agent Ha
KJIMEHTCKMeE KOMITBIOTEPH CeTH. [l IosyueHus mogpobHol nHbopManumu
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0 Pa3JINYHBIX CII0CO6aX YCTAHOBKY areHTOB Security Agent cM. pyKOBOZCTBO
aAMUHUCTPATOPA.

MyTb ycTaHOBKM Security Agent

Trend Micro Worry-Free Business Security Advanced

Myrb ycTaHoBEMW Security Agent

() TREND

Nanka HaZHAYEHUA N0 YrONYEHMID 0NA BCEX Nporpare S ecunby Agent:

KProgramFileshTrend MicrohSecurity Agent

Wcnonksyime onHY M3 CABAYILLIAY NEPEMEHHEIR 1A YKASAHMA MUTH YCTAHOEKM areHTa
GE30MacHOCTH.

$BO0TDISK.: GykBa 3arpysovHOrD QHCES

$/IMDIR: nanka ycTaHoBEK "Windows

$ProgramFiles: nanka nporpardara

E AW BNoCneacTEMH Bat NOHAA00MTCA HEMEHWTE NYTE K Nanke YCTAHOBKM, Bl MOKETE
COENaTE 3TO Yepes Bef-KoHooNb [«AaMUHMCTEMPOBaHKE: » « nofantHble NapateTpele »
#CHCTEMa: » ¢HCTaHDBKA areHTa OEs0nNacHOCT HE ).

MpocAYWHESKDWME NopT Security Agent:
32114

< Hazan ] [ HNanee > ] l OrraeHa

VkaxxuTe cieayrolee:

- IIyTs ycraHoBKM: KoHeuHas Iamnka, B KOTOPYIO YCTaHABIUBAIOTCSA
(atinbl Security Agent

- IIpocaymmBaeMblii nopt Security Agent: Homep nopra,
HCIIONb3yeMBIH ZJ151 B3aMOZeMCTBUS Mexx Iy Security Agent u Security
Server
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MapameTpbl Security Agent

Trend Micro Worry-Free Business Security Advanced

Mapamerpul Security Agent

HacTpoiiTe napateTpel FpYNnkl CEPEEP0E M HACTOABHE
KOMMEKTEPOE MO Y0 NYaHMD

EpBEPE! [N Yron4aHu0)
~[_1Smart Secan
-8 3AlMTa 0T BWPYCOE W WiKoHckoro M0
~[]BpaHamayap
- [v]'wheb Reputation
|| FuaeTpaumra URL-agpecos
-] K.oHTpone nefcTemi
[ YnpaBneHue ycTpofcTEarmM
-] NporHosHoe MalwmMHHOE carootiydeHie
=88 HacTonbHBIE KOMMBKTERE [N0 YMon4aH9e] -
~[]Smart Scan
-8 3AlMTA OT BEWPYCOE W WnMoHckoro M0
-] BpaHamayap
-[w]'Web Reputation =

.“.1.

[
(@) TREND.

Onucadue

CepEepkl Nog, ynpaeneHuer OC
Windows Server 2008, 2012 14
2016 Syayr goSaEneHEl K rpunne
CEPEEPOE MO YrONYEHIK MPH
NEPEOk LOGAENEHMH MY B KOHCONE
ynpaeneHHA. B saeucHiocTH ot
TPEA0BAHHE MOXHO BETIOYETE
PAZAMYHEIE TEXHOAOMMK 407
AAHHDA rpynnel.

’ ¢ Hasan, ] [

Hanee > ] [ OTreHa

MOoXHO HaCTPOUTH IapaMeTpsl Security Agent 211 cepBepOB M HACTOIBHBIX

ITK.

+  Cepsgepnl: Security Agent 1ozl yripaBjieHNeM CEpPBEPHBIX ILIATHOPM
Windows (Takux, kak Windows Server 2016) 6yayT f00aB/IeHBI K IpyIIIIE
CepBepoB I10 YMOTIAHUIO IIPH IIEPBOM 100aBIeHHHU X B KOHCOJIb
yIIpaBieHUs. B 3aBucuMoOCTH OT TpebOBaHMUI MOXKHO BKJIIOYATh
pasInYHble TEXHOJIOTUU AJIg JaHHOMN TPYIIIHL.

- Hacroabnble IIK: areHTHI Security Agent o ynpasieHreM

KIMeHTCKuX m1ardopm Windows (Takux,

kak Windows 10) 6yayT

Z06aBIeHbI K TPyIIIe HacTOJAbHBIX [TK 10 yMOJIYaHUIO [IPU IePBOM

,Z[O6aBJI€HI/II/I X B KOHCOJIb yIIpaBJI€HUd. B 3aBucuMOCTH OT
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TpebOBaHUI MOXXHO BKJIIOYATh Pa3IHNuHble TEXHOJIOTUH IS JAHHOH
I'PYIIIHL.

B xa)x/I0H TPyIIlle MOXKHO HaCTPAaNBaTh CJIEAYIOIIrie KOMIIOHEHTHL.

+  Smart Scan: dyHKIMA Smart Scan UCIIOJIb3yeT IeHTPAIbHBIN cepBep
CKaHVPOBAaHMUA B C€TU AJI IPUHATHUA JOIN HaTPy3KU NIpU
CKaHUPOBAHUY KJIUEHTOB.

+  3amuTa OT BUPYCOB M HINMMOHCKUX NporpamMm: CkaHupoBaHue aiion
Ha HaJIM4re BPeJJOHOCHOTO KOZa IIPY UX OTKPBITUY WJIH CO3JaHUU

- Bpangmayap:3amuTa KINEHTOB OT aTaK BPeJOHOCHBIX IPOTPaMM U
CeTeBBbIX BUPYCOB ITIOCPEACTBOM CO3/aHU bapbepa MeXIy
KJIMEHTCKUMU KOMIIBIOTEPaMU U CETHIO.

+  Web Reputation: BiiokupoBaHue BpeJOHOCHBIX Be6-CaliTOB
IIOCPEACTBOM OTCJIEXKUBAHMS HAZeXKHOCTH BeO-LOMEHOB 1 IIPUCBOEHNS
VM 0aJIoB penyTanyy Ha OCHOBaHUY HECKOJIBKUX OIIPeeAouX
dakTopoB.

. dunprpanus URL-agpecos: BiokrpoBaHue yKa3aHHBIX KaTeTOPUU
Beb-caiiToB (HampuMep, MopHOTpadpUIeCKUX BeO-CaliTOB, COLMATbHBIX
ceTeli) B COOTBETCTBUU C IIOJIUTUKOM KOMITAHUU.

+ KoHTpOJIb KeHCTBU: AHAIV3 TOBEEHYS IPOrPaMMBI IS
CBOEBPEMEHHOI'0 00HAPYKEHUI U3BECTHBIX U HEN3BECTHBIX YIPO3.

+  KoHTpoJjb ycTpoHCcTB: PerynmpoBaHye J0CTYIIA K BHEITHUM
YCTPOHCTBAM XpaHeHHU U CETEBBIM pecypcaM.

- IIporHo3Hoe MaIIMHHOE CAMOOOyY€eHHe: LCII0Nb3yeTCs IiepesoBast
TEXHOJIOTHS MaIIMHHOTO CaMOOOyIeHNsI, KOTOPas COOTHOCUT
nHOpMAaIHIo 006 yrpo3ax U BHIIONHIET YIIyOIeHHBIH aHanus datina ¢
11eIbI0 OOHAPYKeHU HOBBIX HEM3BECTHBIX PHCKOB AJis 6€30I1aCHOCTH
[IpY ITOMOIIY ITU(PPOBOH JAKTUIOCKOIINY PACIIpe/ieIeHHBIX CETEBBIX
aTak, cocraBieHus cxeMbl APl 1 pyrux BO3MOXHOCTEH paboThI ¢
datinamu.
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MapamMeTpbl HACTPOUKMN NPOKCU-CEPBEPA ANA BONOJTHUTENbHbBIX
cnyx6

Trend Micro Worry-Free Business Security Advanced
MNapameTpn HACTPOAKH NPOKCH-CEPBEPa ANA

() TREND.

Dna coyxd Web Reputation, Smart Scan W KoHTpONA AEACTEMI MCNONESYKOTCA S0PEC M NOPT
npokcH-cepeepa Internet Explorer Ha kAHEHTCKME KomneoTepas. Ecix anA dona Ha
MPOK.CH-CEPEER TREAYSTCA SYTEHTHEHESUMA, YKSHMTE BXOLHEIE YYETHEIE 0aHHEIE.

[¥] MenoneS0BaTE YkasaHHBIE Y4ETHEIE 0AHHEIE 1A OBLMK HACTROSK NPOK CU-CEpEepa;

MraA none0EaTENA:

Mapone:

[ < Hazan l [ Nanee > J [ OTraeHa

Ciyx6p1 Smart Scan, Web Reputation 11 KOHTpPO.Ib JeHCTBHIM HCITONb3YIOT
aZipec IIPOKCH-CepPBepa U IIOPT, UCI0Ib3yeMble 6paysepoM Internet Explorer
Ha KJIMEHTCKUX KOMIIbIoTepax. Ec/i yKkasaHHBIN IPOKCU-cepBep TpebyeT
IIPOBEPKU IIOAJINHHOCTH, YKaXXNTE BXOAHbIE ITaHHBIE B 3TOM OKHE.

Hactpoiika areHTa Messaging Security Agent

VcraHoBuTe areHT Messaging Security Agent Bo BpeMs yCTaHOBKU Security
Server.

HpnMeanna 1 HANIOMUWHAHHWA 110 YCTAHOBKE!
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- Ilepex ycTaHOBKOI MM IIOC/IE HEE OCTAHABIMBATD MU 3AIlyCKATh
cayx06s1 Microsoft Exchange He Tpebyercs.

- Ilpu HaMMYWUM HA JIOKAIBHOM KOMIIBIOTEpPE CBEJEHUH O IIpebIAyIe
ycTaHOBKe areHTa Messaging Security Agent ycTaHoBKa 6yzeT
HEBO3MO)KHA. YTOOHI ITOJTHOCTHIO YAATIUTD IIPEABIAYINYIO BEPCUIO,
ncnosnb3yhTe yruuTy Program Install and Uninstall Troubleshooter.

JlomoTHUTENbHYI0 HHGOPMAIUIO 00 YTUINTE
Program Install and Uninstal Troubleshooter cm. Ha cTpanuIie https://
support.microsoft.com/en-us/help/17588/.

+  Bciayuae ycranoBku Messaging Security Agent Ha cepBep, Ha KOTOPOM
3aIlyllleHbl cpe/icTBa GI0OKUPOBKY, YAAJINUTE CPEACTBO OJIOKUPOBKH.
ITocre yaaneHus OHO He 3ab0KUpyeT cay:k0y ISS 1 He mpuBeeT K
cboro mpolecca yCTaHOBKH.

«  ArenTt Messaging Security Agent Tak:ke MOXeT OBITh YCTAHOBJIEH U3
Be0O-KOHCOJIU ITOCJIe YCTaHOBKU Security Server. IToipo6HEle cBeZleHUS
CM. B PYKOBOZCTBE aIMUHUCTPATOPA.

MacTep ycTaHOBKM 3alIpOCUT MOATBEPKAeHNe Ha yCTaHOBKY Messaging
Security Agent B 01H U3 CIeAYIOIIUX MOMEHTOB:

- IIpum ycraHoBKe Security Server Ha KOMIIBIOTEpP, Ha KOTOPOM YKe
ycTaHOBIeH cepsep Microsoft Exchange, mporpaMMa ycTaHOBKU



https://support.microsoft.com/en-us/help/17588/
https://support.microsoft.com/en-us/help/17588/
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IIPEeAJIOKUT BHIIIOJIHUTD JIOKAJbHYIO YCTAaHOBKY Messaging Security
Agent.

Trend Micro Worry-Free Business Security Advanced

Hacrpo#ra Messaging 5ecurity Agent
HacTpalme areHTe! M Nanky KapaHTHHE Mo Yo aHHD 9} IH; EE E—

Meszaging Security Agent
[nokansHBIR areqT]

&, (7 \ 4

Security Server Security Agent

i

i

| < Hazan | | Lanee > | | OTrieHa |

- Ilpu ycraHoBKe Security Server Ha KOMITBIOTEP, KOTOPOMY He yZaeTcs
OGHAPYKUTD CYIlleCTBOBaHUe JIOKATbHEIX cepBepoB Microsoft
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Exchange, mporpaMma yCTaHOBKY IIPE/JIOKUT YCTAHOBUTD YA A IeHHbIH
areHT Messaging Security Agent Ha yzaeHHBIe CEpBepHI.

Trend Micro Worry-Free Business Security Advanced

Hacrpoiir.a Remote Messaging Secunty Agent
HacTpoliTe ylaneHHBI2 areHTE! M NanEY KApaHTMHE Mo YrdomdaH9n f’f

TREND,
MICRO

Mezzaging Secunty Sgent
[yaaneHHEIN areHT)

. & K £

Security Server Security Agent

-

i

< Hazag l 1 Hanee > i [ OTrdeHa
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YcTraHoBKa Messaging Security Agent

Trend Micro Worry-Free Business Security Advanced

Ypanenwe arenra Hemote Messaging Securty Agent

() TREND

T akstie MokHO yoTaHoBEMTE Meszaging Secunty Agent W3 KOHCONM YNpaBNEHKA. Y700k oO0ETH
arpaHd4eHdA AL, ykamime BCTROEHHYN YHETHY 3aMHch AAMWHWCTRETORA AOMEHA.

() HeT, 3aEeplUMTE YCTAHOBKY kornoHeHTa Messaging protection,

@ Na, ycTaHoeuTe Messaging protection Ha cepeepe;

Cepeep Exchange: test MM Disap...

YyeTHaa sanuce 3orMMUMHUCTPaTOpa gokeHa [HorentHueTHan sanice)

HyeTHaA sanuck:

Maponk:

l < Hasan ] [ Hanee > ] [ OTraeHa

VKaxxuTe ciefyolyo HHPOpMaIUIO:

+  Cepsep Exchange

ﬁ‘ MpumeyaHue

Ecnu cepBep Exchange pacrosioxeH Ha KOMIIBIOTEpe, Ha KOTOPBIH
ycTaHaBIMBaeTCs cepBep Security Server, To mporpaMma yCTaHOBKHU
aBTOMATHUYECKU OIIPeZie/IUT NMs JOKaJIbHOro cepBepa Exchange 1 ykaxer
ero B nosie «CepBep Exchange». Ecnu cepBep Exchange ycraHoBIeH Ha
TOM K€ KOMIIbIOTepe, HO nose «Mmsa cepBepa Exchange» He 3anonHseTcs
aBTOMAaTHUYeCKH, yoeJUTeCh, YTO cpefia OTBEUAET CUCTEMHBIM
TpeboBaHuAM Messaging Security Agent.
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* YuerHnas 3anuch AaIMHUHHUCTPATOpPA JOMEHA

- IIapoasb

ﬁ MpumevaHue

IMaposnu ¢ oco6eiMU, He 6YKBEHHO-1I1(DPOBEIMU CMBOJIAMU MOTYT He
nepezathbcs Ha KomibioTep Exchange Server. YeranoBka Messaging
Security Agent Gyzet HeBo3MOKHA. [l peleHus 3TON MpoGIeMbl
BpeMeHHO U3MEeHUTE IIapoJIb BCTPOEHHON YUeTHOH 3aIIiCcH
aAMMHUCTpPaTOpa A0MeHa 1au ycTaHoBuTe Messaging Security Agent
npsMo Ha cepBepe Microsoft Exchange.
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JT1an 3: npouecc yCTaHOBKU

Hauatb KonupoBaHue ¢aiinos

Trend Micro Worry-Free Business Security Advanced @
HayaTe konHpoBaHWe dpaRnos
MpochoTpETE HACTPORKM NEPEL KONMPOEEHWEN dainos 6‘ IE E'g E—
Mporpatita YoTSHOERK COBPANa BCH HEOSKOAMMYD HHEPOPMALMIO M MOTOES HEHATE -

KOMWPOESHKE PEMN0E YCTAHOBKM, ECnl HEOGA0AMMO NPOCMOTRETE ik WENMEHHTE
HACTPOAKI, HAsWTE KHOMEY «H azans. E o HacTpolikl BEpHEL, HAMUTE KHOMKY
«Jlanees ANA HAYaNa KOMUPOBaHIMA Balinoes.

m.|

T ekyWME HACTROMNKM:
Kog akTHEauHM:
H/O

MaeHTHDMEALMA CEpEEpa:
LIy

K.oHeYHan nanka:
C:%Program Files [#86)4T rend MicrohSecunty Server o

[HDKEISEITI: CEOOQHYHD HHq:'l:IDMaLI.H}D]

l < Hazan ] [ Nanee > ] [ OTrmena ]

B oxHe «Hauats KonpoBaHue GhaiiioB» 0TOOPaKaeTcs CBOAHAs
nHbopManys 060 Bcex mapaMeTpax, KOTOpPble OyAYT NCIIOTb30BaHbI B
nporiecce ycranoBku Worry-Free Business Security.

Haxxmute kHOnKy Hasaz, eciv He0OX0AMMO IIPOBEPUTD HapaMeTPEI
IpeJbIAyIlel yCTaHOBKY, WK KHOIIKY Jlajee, YTOObI IPOAOIKUTD

TEeKYIIyI0 yCTaHOBKY.
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YCTaHOBKa KOMMOHEHTOB CTOPOHHUX NpousBoguTenen

Trend Micro Worry-Free Business Security Advanced @
YeraHoBK A KOMMNOHEHTOE CTOPOHHHE NPOH3BOAHTENER
MNporpamta YCTSHOBKK YCTAHOEMT Ha KOMMGIOTER CASIYHILLHE f’) IE E',! E—
K.OMMOHEHT B
HTTP-cepeep Apache 2.4.29 r
P et e

B 3TOM OKHe cofep;kaTcs CBeZleHUs O TOM, KaK/e KOMIIOHeHThl CTOPOHHUX
IIPOM3BOAUTeENEH OyAyT ycTaHOBIeHH. HaxkMuTe KHONIKY Jlaiee, 4TOOBI
HayaTh YCTAHOBKY BHIOPAHHBIX KOMIIOHEHTOB.
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CraTycC yCTaHOBKM

Trend Micro Werry-Free Business Security Advanced

Craryc ycraHoBEM

() TREND

Brinontaetca yeranoeka Trend Micro Wary-Free Business Security Ha kornetoTep. A0
MOMET SAHATE HECKOAEED MUHYT. ..

Brinonyaetca yeranoeka Microzoft MET Framework 3.5...

Becsw IIPpOLEeCC YCTAaHOBKHM MOMKET 3aHATh HEKOTOPOE BpEMI. B Impoinecce
YCTaHOBKH Ha 3KpaHE BBIIIOJIHEHUA 6y,aeT OTOGPa)KaTbCH X0/, BBITIOJTHEHM A

YCTaHOBKH.




YcTaHOBKa cepBepa 6e3onacHocTy Security Server

HacTpoika 3aBeplueHa

Trend Micro Worry-Free Business Security Standard

Hacrpofka sasepweHa

0 Yeranoeka Trend Micra wWorrp-Free Business Security yonewHo saeepleHa.

3anycTHTE KoHCoNE ynpaeneHya Trend Micro Worng-Free Business Security

[7] 3amycTwTe yoTanoery areqta Remote Manager Agert

[ NpocweTp paiina Readme

[Ipu HEOOXOAUMOCTH YCTAHOBUTE (PIAKKU, YTOOBIL:
+  OTKPBITH Be6-KOHCOJIb yIIpaBieHus (BHIOPAHO 110 YMOIYAHHIO);

+  ycTaHOBUTBH areHT Remote Agent Manager (ZOIIOJHUTEIbHbIE CBEAEHUS
CM. B pyK08oOCmee aOMUHUCMPAmopa);

+  mpocmorpeTs darin Readme.

Haxkxmute kHONIKY [OTOBO, 4TOOBI BHIATH U3 IPOI[ECCA YCTAHOBKU.
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ABTOMaTM4YeCKas YCTaHOBKA HECKOJIbKUX
cepBepoB Security Server

Hcmonb30BaHMe aBTOMATUYECKOI YCTaHOBKH IIO3BOJIET ITPON3BECTHU
HUIEeHTUYHbIE HaCTpOfIKPI IIporpaMMBbl B HECKOJIBKUX CETAX. HPI/I
HCIIOJBb30BaHUMN MAaCTEPa YCTAaHOBKM MOKHO 3aIIMICaTh IIapaMeETPhI
YCTaHOBKH, a 3aT€M HCII0JIb30BaTh UX AJI1 CO3JaHUA aBTOMATUYECKOMH
YCTaHOBKH.

3anucb ceaHca yCTaHOBKM

IIponenypa

1. 3arpysure u uspnexute ¢ainel WFBS Ha xxecTkui Auck. Korga macrep
YCTaHOBKU HauHeT c6Op I1apaMeTpoB YCTAHOBKY, IleTKHUTe OTMeHa >
Jda > ToToBo.

Ycranoeka Trend Micro Worry-Free Business Security

Bac npMBETCTEYET MacTep yctaHoskd Trend Micro
Worry-Free Business Secunty.

's - AOMKEHMA Ha
Brixog I.“J onky

L\ OTMEHUTE yeTaHOBEY T

¢ Hazan, Hanee > l [ OTrdeHa




YcTaHOBKa cepBepa 6e3onacHocTy Security Server

B pe)xmMe KOMaHZHOM CTPOKU IepeiInTe B IIAIKY, COAEPXKAILYIO
nusBiedeHHbIe darinbl ycranoBky WFBS. Hanpumep: C: \Extract\WFBS
\CSM

B KoMaHZHOI CTPOKe BBeAUTE Setup.exe /r /fl”c:\silent-
install.iss” 1 HAXXMUTE KaaBully Beog,.

MacTep ycTaHOBKU 3aIlyCTUTCS CHOBA. BBeZleHHbIe JaHHbBIE OYAYT
3anucaHsbl B daiin silent-install.iss Ha gucke C.

CienyiiTe MHCTPYKIIUSAM Ha 5KpaHe. THCTPYKIIMY UIeHTUYHEI TeM, UTO
OIIMICAHHI B paszesie Ycmarnoska cepsepa beonacnocmu Security Server Ha
cmpanuye 2-14.

ITo 3aBepIlleHNY CeaHca 3aIIUCH 0TOOPA3UTCS CIeAyIolee OKHO C
noaTBepxAeHreM. HaxxMmuTe KHONKY [OTOBO, YTOGH! 3aBEpUINTD CeaHC
3aITHCH ¥ BEPHYTHCS B PEXXUM KOMaHZHOH CTPOKU.

Trend Micro Worry-Free Business Security Advanced

Trend Micro Worry-Free Business Security
Advanced

tacTep InstallShield sagepwiin yctanosky Trend Micro
Whorp-Free Business Secunty ddvanced. OnA eexona
HaKPUTE KHOMKY « oToB0s.
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3anycK aBTOMaTU4eCKOMU YCTaHOBKMU

Hpounexypa

1. B pexxmuMe KOMaHJHOU CTPOKU IepeyINTe B IIAIIKY, COZEPXKAIIYIO

usBiedeHHbIe darinbl ycranoBky WFBS. Hanpumep: C: \Extract\WFBS
\CSM

2. B KOMaHJHOII CTpOKe BBeauTe Setup.exe /s /fl”c:\silent-
install.iss” u HaxXMUTe KaaBullly Beoz.

Haunercs aBTomarmdeckas ycraHoBka WFBS, 4mTepbHOCTb KOTOPOU
paBHA JJINTENIbHOCTH OOBIYHON YCTAHOBKH.

B IIponecce aBTOMAaTHUYECKOI YCTaHOBKU Ha SKpaHe He 6y,ZLeT
OTO6pa>KaTbCH XOJ, BBITIOJIHEHW A YCTAHOBKH.

3. YToO6BI IPOBEPUTH YCIIENIHOCTD YCTAHOBKH, OTKPOLiTe (aiin

c:\setup.log Eciu ykasaHo 3HaueHUe ResultCode=0, TO yCTaHOBKA
IIPOIILJIA YCIIEIIHO.

4. HOBTOPI/ITe mary 1-3 Ha BCeX OCTAJIbHBIX KOMIIBIOTEPAX B CE€TU.

NMpoBepKa yCTaHOBKMU

Ilpouexypa

+  IlenxHure Ilyck > Bce mporpaMmsl, YTOOBI YBUIETH, OTOOpaskaeTcs Iu
B CIIICKe IIporpaMma Security Server u areHT Security Agent.
. Trend Micro Worry-Free Business Security Agent
@ Worry-Free Business Security Agent
a Dain Readme nporpammel Worry-Free Busini
 Trend Micro Worry-Free Business Security Server
a ReadMe
a Worry-Free Business Security
a Baza snanwid Worry-Free Business Security

@ CpepcTeo cBpoca Nnapona KOHCoAK




YcTaHOBKa cepBepa 6e3onacHocTy Security Server

IMeaxuute Iyck > Ilaneas ynpasiaenus > IIporpaMmmsl > YianeHue
MPOrpaMmsbl, 4TOObI YBUETH, 0TOOPaXKaeTCs I B CIIMCKE IIPOorpaMma
WEFBS u areHt Security Agent.

BoriguTe B KOHCOJIb yIIpaBieHus, ucnonb3ys URL-agpec cepBepa:
https://{uma_cepsepa}: {Homep_nopTtal}/SMB

ﬁ MpumevaHue

Ecnu mpotoxkon SSL He ncnosnb3yeTcs, BBeauTe http BMecTo https.







@y Renn

frasa 3

O6HoBNeHue Security Server n areHToB

B aroii r1aBe npuBefeHa nHbopMaIius, pacckassiBaninas 06 00HOBIEHUAX
cepBepa Security Server u areHTOB.
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Tpe60BaHMSA K YCTAaHOBKE U OGHOBJ/IGHUIO

YToOBI IPOCMOTPETH ITOJHBIN CIICOK TPEOOBAaHUI K YCTAHOBKE U
OOHOBJIEHUAM, IIOCETUTE CIeAYIOUNH Beb-calT:

http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx

YcnoBusi 0O6HOBNEHUA

IIpy o6HOBIeHNH Security Server 1 areHTOB IPUMUTE BO BHUMaHUeE
cleayrolee:

. Tpebosarus k 06Ho8AeHUAM [PV6 Ha cmpaHuye 3-2

« Pexomendauuu no 06H08AeHUIO HA cmparuye 3-3

Tpe6oBaHus kK o6HoBNeHUsAM IPvV6

IPv6 ipeabsBisSeT K Security Server ciezayioire Tpe6OBaHUA.

+  OG6HoBisseMbIH Security Server fo/pkeH OBITh ycTaHOBIeH Ha Windows
7, 8.1, 10, Server 2008, 2012, 2012 R2, 2016, 2019 w1u SBS 2008/2011.
Security Server Ha Windows XP unu Server/SBS 2003 He MOXeT OBITD
0OHOBJIEH, TIOCKOJIbKY 3TU OIePAIIOHHbIE CHCTEMBI IIOJAEePKBAIOT
TOJIBKO YaCTUYHYIO azpecanumo IPve6.

+  Hasnaubre IPv6-aspec Security Server. KpoMe Toro, Korza cepsep
uAeHTUGUIMpPyeTCs 110 UMEHHU X0CTa, TO IIPeAIoYTUTEIbHEE
HICIIOJIB30BATH €TI0 ITIOJTHOCTBIO onpejeneHHoe nMs goMeHa (FQDN).
Eciu cepBep nzentuduiupyercs o ero IPv6-azpecy, Bce KJINeHTEHL, B
HacTosIIee BpeMs yIIpaBiseMble CepBepPOM, IIOTEPSIIOT C HUM CBsI3b.
Ecnu cepBep ngentudunypyercs no ero IPv4-agpecy, oH He OyzeT B
COCTOSIHUU Pa3BepHyTb areHT Ha YHCTOM KiueHTe IPv6.

- Vb6egurecs, uTo IPv6-aapec unu IPv4-agpec xocTa Security Server
MOXKeT OBITH ITOJIYU€eH C IIOMOIIBIO, HAIPHUMep, KOMaHABI «ping» UiIu
«nslookup».


http://docs.trendmicro.com/ru-ru/smb/worry-free-business-security.aspx

O6HoBNeHwe Security Server v areHToB

PekomeHpauum no o6HoBNEHUIO

MO)XHO COXPaHUTh IMapaMeTPhl KJIUEHTA TPy 0OHOBJIEHUN 10 HOBOL
Bepcun WFBS. [lJ11 BocCTaHOBJIEHU [IapaMeTPOB B CIydae HeyAadyHOTO
obHoBneHNsa koMmnanusa Trend Micro peKoMeHAyeT cleAyoliee:

+  cO3JaTh pe3epBHYIO KOIIMIO 0a3bl JAHHBIX cepBepa Security Server

+  yAaauTb Bce daiiIbl XKypHaAJIOB C Security Server

PesepBHOe KonuposaHue 6a3bl faHHbIX cepBepa Security Server

Hpounexypa

1. OcraHoBuTe 0cHOBHYIO cayx0y Trend Micro Security Server Master
Service.

2. B mnpoBozuuke Windows oTKpoiiTe manky Security Server u CKOmupyuTe
cozep:xuMoe manku \PCCSRV\HTTPDB B Apyroe MecTo (HaIpuMep B
JPYIYIO TIAIIKy Ha 9TOM Ke CepBepe, Ha APYrol KOMITbIOTEP MIU Ha
CHEMHBIH JIUCK).

YpaneHue bannoB XypHanoB c Security Server

Hpoueaypa

1. OrtkpoliTe «OTYETHI» > «O0CIy:KHMBaHIE» > «YZaIeHNe KyPHAJIOB
BPYYHYIO».

2. [I7s1 TUTIOB XYPHAJIOB, KOTOPble HEOOXOAUMO YAAMUTb, 3aJaiTe [JIs1
mapameTpa YaaaaTh sKypHasl, XpaHamuecs 6osee sHageHue 0.

3. BribeprTe OZUH U3 CIEAYIOUINX CIIOCOOOB yAaIeHNUs XKyPHAJIOB.

+  Haxwure YaaauTs B K&XJ0M THUIIE XypHaJa.

«  Ilenxnute YaaauTs Bee [J5 yAaleHUs BCeX XXKYPHAJOB.
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O6GHOBNEHUSA NpeabIAYLUX BePpCU

DTa BepCus IPOAYKTA MO Aep:KUBaeT OOHOBIEHNE C 000 U3 CIeyIoIUX
Worry-Free Business Security nnu Worry-Free Business Security-Advanced
Bepcuii:

- 10,0
+  9.x (BKJIIOYas BCE MAKETHI 0OHOBJIEHNS)

«  8.x(8.0u 8.0 c makeTom obHoBIeHUs SP1)

HTa BepCus IPOAYKTA He MOALEePKUBAET OOHOBIEHMUE C:

+ Worry-Free Business Security unu Worry-Free Business Security
Advanced 7.x

Worry-Free Business Security niu Worry-Free Business Security
Advanced 6.x

- Worry-Free Business Security viu Worry-Free Business Security
Advanced 5.x

. Bcex 00HOBIEeHUH, noAAepxuBanux Windows 2000

- Client/Server Messaging Security 3.6 (3a UCKJIIOUeHIeM BEpCUU Ha
SITIOHCKOM)

+  Client/Server/Messaging Security 3.5

+  Client/Server/Messaging Security 3.0

+  Client/Server Security 3.0

. Client/Server Suite 2.0

«  Client/Server/Messaging Suite 2.0

«  OfficeScan nnu ScanMail s Microsoft Exchange
+  COJHOTIO S3BIKA HA JPYroH

B 3aBHCHMOCTH OT IIPOIIYCKHOM CIIOCOGHOCTU CETHU U KOJIUIeCTBA areHTOB,
ynpaBisieMbIx Security Server, BbI MOXkeTe depeZioBaTh 0OHOBIEHUS areHTOB




O6HoBNeHwe Security Server v areHToB

IO TPYIIIaM WJIM OGHOBJISATD BCE areHTHI CPasy ke 1ocie 0GHOBIEHUS
cepBepa.

Cnoco6 o6HoBNEeHUA 1: 06HOBNIEHME C MOMOLYbIO
YCTAaHOBOYHOIO NMakeTa

TonyynTe yCTAaHOBOYHBIM IIAKET IS JAHHOM BEPCUU IIPOAYKTA U 3aIlyCTUTE
Setup.exe Ha KOMIIBIOTEPE C yCTAaHOBJIEHHBIM CepBepOM Security Server.
Korza mporpamMMa ycTaHOBKU OOHAPYKHUT, YTO HA KOMIIBIOTEPE yXKe
yCTaHOBJIEH Security Server, oHa IIPeAJIOXUT BHIIOTHUTb OOHOBJIEHUS, KAK
IIOKa3aHO Ha PUCYHKe.

¥eranoeka Trend Micro Worrny-Free Business Security

Trend Micro Worry-Free Business Security
Advanced

[porpardtda YoTaHOBKM ONpEaeuna, STa B AaHH0MH
CMCTEME YCTAHOENEHE NPENEIYLEA BEPCHA NPOrpartbl,
1.7 NpoAoA#EHUA OGHOBNEHUA HAKMUTE KHOMEY
¢lanee:. [1nA BLIXO0E M3 MACTEDA HAHMWTE KHOMKY
¢0TmeHa:.

MpuredaHKe, MNepen HamaTHer kKHOMKY «anees
PEKOMEHIYETCA 3aKPBME BCE OCTANBHEIE OKHE Gpaysepa |
APUriE MPUADHEHIA,

Jnsa obHOBNeHMA Security Server cieAyliTe MHCTPYKLIUAM Ha 9KpaHe.
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ITocne 3aBepiiieHUst 0OHOBIEHUS:

- IlogximioueHHbIE K CepBepy areHTH Security Agent 06HOBIAIOTCSA
HeMeZJJIeHHO.

+  OOHOBJIeHVE aBTOHOMHBIX areHTOB Security Agent HauMHaETCS IPU UX
MOAKII0OYeHUH K CeTH.

[l aTOTO AaiiTe IOIB30BATENIM YKa3aHVe IOAKIIOUNTHCA K ceTU. UTo
KacaeTcs areHTOB Security Agent, KOTOpble HaXOASITCS B aBTOHOMHOM
peXUMe JINUTeNbHOE BpeMs, aliTe I0Ib30BaTeIIM YKa3aHye VIaTUuTh
TaKye areHTHI C JIOKAJTbHBIX KOMIIBIOTEPOB U 3aT€M YCTAHOBUTD UX C
ITOMOIIBIO TIOAXOAIIero criocoba (HampuMmep, Client Packager),
OTIMCAaHHOTO B PyKo8odcmee aOMuHUCmMpamopd.

ﬁ’ MpumevaHue

Tlocsie 0GHOBIEHUS [0 3TOL BepCUH OYAYT COXpPaHEHBI BCE IIPeJbIAYIITe
rmapaMeTpHI areHTa, KpoMe noiaHomounit arenta Update Agent. DTo
03HAYAET, 4TO [Tocie o0HoBIeHus areHTh Update Agent GyzyT cHOBa
HaCTPOEHBHI B KaueCTBe areHToB Security Agent. [IoBTOpHO Ha3HAYBTE UX
arerTamu obHoBnenus Update Agent B KOHCOIU yIIPaBIEHUS.

JomomHUTeNbHYI0 HHGOPMAIIUIO CM. B CTaThe http://
esupport.trendmicro.com/solution/en-US/1057531.aspx.

Cnoco6 o6HoBNEeHUSA 2: NnepeMelleHue areHToB Security Agent
Ha Security Server 10.0 c nakeTom 06HOB/IeHUM 1

VcTaHoBUTe cepBep Security Server 3aHOBO U IIepeMECTUTE Ha HEr'0 areHThI
Security Agent. Ilpu nepeMelieHUM areHTHl Security Agent aBTOMaTUYeCKU
obHOBJAIOTCA A0 Bepcuu 10.0 ¢ makeToM 06GHOBIEHMI 1.



http://esupport.trendmicro.com/solution/en-US/1057531.aspx
http://esupport.trendmicro.com/solution/en-US/1057531.aspx

O6HoBNeHwe Security Server v areHToB

YacTb 1: BbiNOJIHEHME HOBOM YCTAaHOBKM Security Server 10.0 ¢
nakeTom o6HoB/IeHUM 1

IIponenypa

1. BuInoTHUTe HOBYIO YCTaHOBKY Security Server Ha KoMIbioTep. JI1a
MIOJIy4YeHUs JOIIOJIHUTENbHBIX CBeIeHUM CM. YcmaHnoeka cepsepa
besonacnocmu Security Server Ha cmpaHuye 2-14.

2. 3anwmmure uHpopMaruio o Security Server 10.0 ¢c makeToM
06HOBIEHN 1. VKaXUTe 9TU CBeeHU Ha IIOALEPKIBAEMOM CEpBeEpe
Security Server npu nepeMelleHNY areHTOB.

- HNwmaxocra uun IP-aapec
- Ciymaroluii IopT cepBepa

VM ¢ TOPT MPOCIYIINBAHUSI OTOOPAKAIOTCS B OKHE ITapaMeTPOB
3amuTH Security Server HaJ maHeIbIo 3a/a4.

YacTb 2: 06HOB/IEHUE areHTOB

IIponeaypa

1. B noagep:xuBaeMoii BeO-KOHCOIU Security Server repeiiuTe B paszgen
HacTpoiiku 6e30macHOCTH.

2. [lnsa mepeMelleHUs areHTOB Security Agent, BEIOepHUTe IPYIIILY, a 3aTeM
BbIOEpUTE areHTOB.

CoBer

J1s1 BBIOOpa HECKOJIBKUX CMEXXHBIX areHTOB Security Agent IeJIKHUTE 110
IIepBOMY areHTy, a 3aTeM, yAep:kuBas HaxaTol kinasuiry SHIFT, — o
nocnesHeMy. [y BBIOOpa HECKOJIIBKMX HECMEXHBIX areHTOB Security
Agent IIeJIKHUTE 110 IEPBOMY areHTY, a 3aTeM, yAeP)KUBas HAXKATOH
xnapuuly CTRL, — 1o TeM areHTaM, KOTOpHIE TPebyeTcs BHIOPATE.
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BribepuTe YrpaBiieHue AepeBoM KIUEHTOB > IlepeMecTUTh KIIUEHT.
ITossBUTCS HOBOE OKHO.

BBezmTe MM XOCTa M IPOCIYIINBAIOIINE TOPT Security Server 10.0 ¢
IIaKeTOM OOHOBJIEHUI 1, Ha KOTOPHII OYAYT IepeMeleHbl areHTHI.

HaxxmuTe kHOIKy IlepeMecTHTSD.

Pe3ynbTaTbl 06HOBNEHUS

IopxII0YeHHBIE areHTHl HAYMHAIOT IlepeMelljeHre 1 0OHOBIEHUE.
ITocne o6HOBIEeHNUs areHThI Security Agent 6yAyT OTHECEHBI — B
3aBHCHMOCTH OT OIIEPAIIMOHHON CHCTEMBI IOKATbHOT'O KOMIIBIOTEPA —
k rpynie HacTo/bHbIe KOMIIBIOTEPHI (110 YMOT4aHHI0) 111 CepBephl
(mo ymoryaHmuIo) Ha cepBepe Security Server 10.0 ¢ makeTom
obHoBeHUi 1. ITociie mepeMeleHys areHT [oIydaeT mapaMeTphl
HOBOH T'PYIIIIHI.

AreuTsl, paboTamIre B aBBTOHOMHOM PeKUME, 0GHOBJISIOTCS TTOCIIE
MoAKI0YeHrsA. YTOOB OHU MOIJIM HOAKIIOYUTHCS, JaHTe
[T0JIb30BATEJIIM YKa3aHe [0[COefUHUThC K ceTu. UTo KacaeTcs
areHTOB Security Agent, KOTOpble HAXOASITCS B aBTOHOMHOM PeXKUMe
JOIUTENbHOE BpeMs, JaliTe I0Ib30BATENIM YKa3aHUe VAAIUTh TaKue
areHTHI C JIOKAJIbHBIX KOMITBIOTEPOB U 3aT€M YCTAHOBUTD UX C
TIOMOIIIBIO IOAXOAsIIero criocoba (Hanpumep, Client Packager),
OITMCAaHHOTO0 B PyK08oO0cmae adMuHUCMpamopd.

O6HoBneHus po Bepcuu Full unmu Advanced

Vcnionb3yiiTe OKHO JIUIIeH3UY NIPOAYKTa Ha BeO-KOHCOIY JJIs:

OOHOBJIEHU C 03SHAKOMUTEIbHOMN A0 TIOJTHOM BEpCHUM IIPOAYKTA

obHoBeHus ¢ Bepcuu Standard g0 Bepcuu Advanced
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O3HaKoMuTesIbHasA U NOJIHanA Bepcumn

Korza cpok zelicTBUS 03HAKOMUTEIbHON BEPCUU ITPOTPaMMBI OIU3UTCS K
3aBepIIeHNIO, Ha Be6-KOHCOJIU B OKHE TEKYIIEro COCTOSIHUS ITOSIBUTCS
COOTBETCTBYyIIOIIee yBegoMIeHe. OOHOBIEHIE IIPOTPAMMEI C
03HAKOMUTETIBHOMH J10 IIOJHOHM BEPCUY MOXKHO BBIIIOJTHUTH C IOMOIIBIO Beb-
KOHCOJIX. Bce HacTpOMKY IIporpaMMBl OyAyT coxpaHeHB!. IIpy IOKyIKe
JINIIeH3UY Ha [T0JTHYIO BEPCUIO IIPOI'PAMMEI BHI ITOJIyYHTE
PEeruCTParOHHBIN KJII0Y WY KOJ aKTUBAI[H.

CTaHpapTHas U pacluMpeHHas Bepcum

Komnanus Trend Micro nipezaraeT ABa IOX0XUX IIPOTPAMMHBIX ITPOAYKTA
JJIS1 3aIUTEI KOMIIBIOTepoB U ceTu: Worry-Free Business Security Standard u
Worry-Free Business Security Advanced.

TABAULA 3-1. Bepcum npopykrta

WORRY-FREE BUSINESS LU LD AL

BEPCUSl NPOAYKTA

SECURITY STANDARD

BUSINESS SECURITY

Microsoft Exchange

ADVANCED
KnneHTCcKoe pelleHmne Oa Oa
CepBepHoe pelueHune Oa Oa
PeweHwne ons cepsepos Het Oa

Bor moxxeTe 06HOBUTH Worry-Free Business Security Standard go Worry-Free
Business Security Advanced, mony4uB HeOOXOAMMBIH KO/, aKTUBAIIUU OT
koMmmaHuu Trend Micro.

O6HoBneHue go Bepcun Full unu Advanced

Hpouexypa

1. B Beb-koHCOJIU BbIGEPUTE AZMHUHHUCTPHPOBaHUe > JINNeH3Usa Ha
IPOAYKT.
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2.

ITpu HaMMYMY KOZa aKTUBALIY HAKMUTE KHOIIKY BBeCTH HOBBIH KO/,
BBezuTe ero B 11ojie HOBbIi KOA aKTHBAMHY 1 HAXMUTE KHOIIKY
AKTHNBHUpPOBATH.

IIpy OTCYTCTBUM KOZa aKTUBAIINY [IPOUANUTE NHTEPAKTUBHYIO
perucTparuio Ha Beb-caiite Trend Micro no agpecy http://
olrtrendmicro.com ¥ IOJIy4YUTE CBOM KOJ aKTUBAI[UU.



http://olr.trendmicro.com
http://olr.trendmicro.com

(@) TREND

NMpunoxeHue A

TexHUYecCKas nogaepxkKa

O3HaKOMBTECH C I/IHCl)OpMaI_II/IeI';I O CIeAyrmnux pasfeaax.
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Pecypcbl g5l NOUCKa U YCTPaHeHuUs
HeucnpaBHOCTEMN

IIpexxge 9eM 0OpamaThCs B CIYKOY TEXHUIECKOH ITOALEPKKHU, IIOCETUTE
cilefylolyie MHTepHeT-pecypchl komnanuu Trend Micro.

Wcnonb3oBaHue nopTana nogaepIKKu

IopTan TexHu4Yeckol noaaep:xku Trend Micro — 3T0 KpyIJIOCyTOYHBIE
pecypc, paboTaronnii 6e3 BEIXOJHBIX, KOTOPBIH COZEPKUT CaMYI0
aKTyaJIbHYI0 MH(POPMAIINIO O PACIIPOCTPAHEHHBIX U CIIen(PUIeCKUX

npobyemax.

Ilpouexnypa

1. TIlepeiisute no azgpecy http://esupport.trendmicro.com.

2. BrIbepHrTe OAUH U3 AOCTYIIHBIX IPOJYKTOB MIN HAXKMUTE Ha
COOTBETCTBYIOIIYIO KHOIIKY JJIs ITOVICKA PellleHUH.

3. CnomMoiusio noiud loaaepKa MOUCKA MOXXHO MCKATh JOCTYIIHbIE
peleHus.

4. Eciu peurenue He OyzeT HaliZieHo, HAXMUTe OOPATHTHCS B CIYKOY

NOAAEeP;KKHU U BbIOepuTe TUI HEOOXOANMOI MOAJEPIKKHU.

CoBer

YTo6BI OTIIPABUTS 3aIIPOC HA MOAAEPKKY yepe3 IHTepHeT, roceTuTe
crefyomyi Beb-canT:

http://esupport.trendmicro.com/srf/SRFMain.aspx

CrienManuCThI CIyK0BI TEXHUIECKOH HoALep KU koMnanuu Trend
Micro u3y4ar Bal 3aIpoc U IpeLoCTaBIT OTBET B TedeHNe 24 9acoB ¢

MOMEHTa €ro OTIIPpaBKHU.



http://esupport.trendmicro.com
http://esupport.trendmicro.com/srf/SRFMain.aspx

TexHu4eckas nopaepxka

JHUMKNoNeausa yrpos

B Hacrosmee BpeMs 60IbIIAsA YACTh BPEJOHOCHBIX IIPOrpaMM /I 00xoja
IIPOTOKOJIOB 6€30IIaCHOCTH KOMIIBIOTEPOB HCIIO/Ib3yeT CMeIlaHHbIE YIPO3HI,
ob6BbeUHSIONIYE Be WK OoJee TexHONMOrUH. Trend Micro 6opeTcs ¢
TaKUMU KOMIIZIEKCHBIMU BpeIOHOCHBIMY IIPOIpaMMaMU C ITIOMOIIbIO
MPOJYKTOB, KOTOPble GOPMUPYIOT I10JIb30BaTEIbCKYIO0 CTPATET MO 3al[UTHL.
B sHUIMKIONE[UY YIPO3 IIpe/iCTaBIeH pa3BepHYTHIN CIINCOK Ha3BaHUH U
CHMIITOMOB Pa3jNYHbIX CMeIIaHHBIX yI'PO3, KOTOPHIH BKJIIOYAET B ce0s
HU3BECTHBIE BpeJOHOCHBIE IIPOrpaMMEl, cliaM, BpesgoHocHble URL-agpeca n
MU3BeCTHBIE YI3BUMOCTH.

Ha catite http://about-threats.trendmicro.com/us/
threatencyclopedia#malware MO}XHO 03HAaKOMHUTbBCS ¢ MHOPMaLei
KacaTeJbHO CIeJyIOIero:

+  BpeJOHOCHBIE IPOTPaMMBbI ¥ BpeAOHOCHBIN MOOMJIBHBIH KOJ, KOTOpbIe
B JaHHBIN MOMEHT IIPeOBIBAIOT B aKTUBHOM MM «AUKOM» COCTOSTHUY;

+  CTpaHUIIBI CO CBI3aHHOM UH(pOpMaIreli 06 yrpose, I03BONSIOILE
chopMHUPOBaTH ITOTHYIO UCTOPHIO BeO-aTaKy;

+  coobieHNsT 06 HHTePHET-yIpo3ax, CBI3aHHBIE C IieJIeBBIMU aTaKaMU U
yrposamu 6e30macHOCTY;

. Beb-aTaKu U CBeJIeHU O TeHAeHI[usIxX B IHTepHeTE;

. €XeHeAe/IbHbIe OTYEThI O BpD€JOHOCHBIX ITpOTrpaMMax.

Kak cBsizatbca ¢ Trend Micro

TenedoH u 37IeKTPOHHBII aApec npeAcTaBuTenel komnanuu Trend Micro:

Agpec 000 «TpeHa Mukpo Pawa»
127055, Poccusi, MockBa

yn. HoBocnobopackas, .24, ctp.1

bL| "EBpona"
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Tenecon +7 (495) 734-85-00

AgpecB http://www.trendmicro.com.ru
NHTepHeTe

0. noyTa russia@trendmicro.com

+  CHHCOK IIeHTPOB NOAAEPKKH 110 BCeMy MUPY:

http://www.trendmicro.com/us/about-us/contact/index.html

. Kaxk cBsasaTbcesa ¢ Trend Micro:

http://www.trendmicro.com.ru/about/contact/index.html

«  JlokymenTanus o npogykram Trend Micro:

http://docs.trendmicro.com/ru-ru/home.aspx

YckopeHue 06paboTku 3anpoca o nogaepxke

s 6osee apHeKTUBHOTO pelteHus TpobaeM 06ecIeubTe JOCTYITHOCTD
crenyiome nHGOPMaLMU:

+  [eHCTBUs, KOTOPble HeOOXOANMO BBIITOIHUTD AJIST BOCIIPOU3BELeHUS
npobIeMsl.

«  cBeAeHwUs 06 anmapaTHOM 00ecIiedeHun U CETH;

. Ha3BaHNeE IIPON3BOAUTENIA 1 MOJAE/IN KOMIIbIOTEPAa 1 BCEX
IIOAKJIIOYEHHBIX K HEMY YCTpoﬁCTB W BUJOB O60py,Z[OBaHI/I$I;

+  00BeM omepaTHUBHOM IIaMATU U CBOOOSHOTO MecTa Ha JVCKE;

+  cBeZieHUs 00 OIlepallIOHHOM CUCTEeME U BepCUU MTaKeTa OOHOBIEHUS;
+  BepcHs yCTAaHOBJIEHHOI'O areHTa;

+  CepUIIHBII HOMep WU KOJ aKTUBAI[UY;

- moApoGHOE OIMCaHKE CPeJbl YCTAHOBKY;

+  TOYHBIM TEKCT ITOJy4€HHOT0 COO0IeHNs 00 ouInbKe.



http://www.trendmicro.com.ru
mailto:russia@trendmicro.com
http://www.trendmicro.com/us/about-us/contact/index.html
http://www.trendmicro.com.ru/about/contact/index.html
http://docs.trendmicro.com/ru-ru/home.aspx

TexHu4eckas nopaepxka

OTnpaBKa Nog03pUTE/IbHOIO COAEPXKMMOro B
komnaHur Trend Micro

,Z[OCTYHHO HECKOJIPKO BapaHTOB OTIIPABKU ITIOZO3PUTEJIBHOT'O
COZEPXMMOTO B KOMITAHUIO Trend Micro AJIA ,ZLaJIbHeﬁIHeI‘O aHaJn3a.

Email Reputation Services

OTnpaBbTe 3alIpOC O pelyTaluy YKasaHHOTO IP-afipeca 1 yKa)XXKUTe areHT
nepezAavyy CoobIIeHNH s BKIIOUYEHUS B INI00ATbHBIHN YTBEPXKIeHHBIH
CIIKICOK:

https://ers.trendmicro.com/

Jlis oTIIpaBKY IPUMEPOB coobineHunit B kommnauuio Trend Micro cm.
CJIeYIONIYIO 3aIMCh B 6a3e 3HAHUI:

https://success.trendmicro.com/solution/1112106

Cnyxo6bl File Reputation

Cobepurte cBeZileHUs 0 CHCTEME U OTIIPABbTE COAEPIKUMOE IT0I03PUTEIbHBIX
¢datinos B kommnanwuio Trend Micro:

https://success.trendmicro.com/solution/1059565

,Z[JIS{ OTCJIEKMBAHUA 3adBKU 3alIUIINTE €€ HOMEDp.

Cnyx6b1 Web Reputation

OTmpaBbTe 3aIIPOC O CTeNeHU 6e30IacHOCTU U Tulle cogep:kumoro URL-
azpeca caliTa, 3alI0/l03p€HHOT0 B (PUIITHMHTE WM JPYTOM TaK Ha3bIBAa€MOM
«PacIpoCTpaHEHNU 3apayKeHUsI» (MCTOYHUKA IIPeJHaMEPEHHOTO
pacnpocTpaHeHUs HHTEPHET-YI'PO3, TAKMUX KaK IIIIKOHCKHEe IPOrPaMMEBl U
BHPYCBI):

http://global.sitesafety.trendmicro.com/
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Ecnu HasHaYeHHAas CTENeHb SIBJIIeTCs HelIPaBUJIBHOM, OTIIPAaBbTeE 3aIIpoC O
peknaccudukanuy B komnanuio Trend Micro.

Apyrue pecypcbl

[ToMHUMO pelIeHNi ¥ TeXHUIEeCKOH MOALePXKKH AOCTYIIHBI pasInIHbIe
BCIIOMOTaTeIbHble HHTEPHET-PeCypPChl, KOTOPbIe IIOMOTYT BaM
HICIIO/Ib30BATh HOBEMHIIINe pellleH s, y3HaBaTh O HOBEHIINX pa3paboTKax u
OBITD B Kypce IOCAeAHUX TeHJeHIIN B cdepe obecrieueHrst 6e30mMacHOCTH.

LleHTp 3arpy3sok

Bpewms ot Bpemenu koMmnauus Trend Micro MoXXeT BBIITyCKATbh ITAKETHI
VICIIpaBJIeHUH JJ1 N3BECTHBIX IIpo0ieM May 0OHOBIEHU 7151 KOHKPETHBIX
IIPOAYKTOB MM CAYK0. JI71s1 IPOBepKU Ha HaIUYKeE JOCTYIIHBIX IIAaKETOB
HCIpaBJIeHUY [TlepeliuTe 10 aApecy:

http://downloadcenter.trendmicro.com/index.php?regs=ru

ITpu HaMIWYUY ITaKeTa UCIIPABIEeHU, KOTOPBIN He IpUMeHsICT (YKazaHa
JlaTa BBIX0/la TTaKeTa UCIIPaBIeHU), oTKpoiiTe darin Readme 1 mpoBepsTe,
MIOAXOAWT JI OH JJIs Baleli cpezsl). ®aiin Readme Takke COgepXKUT
MHCTPYKLMY 110 yCTAHOBKeE.

OT3bIBbI U npeanoXeHus no AOKyMeHTaLluun

Kommnanus Trend Micro I0OCTOSHHO COBEPIIEHCTBYET CBOIO JOKYMEHTAIIHIO.
Co BceMU BOIIPOCAMU, 3aMeUYaHUIMU UIU MPEI0KEHUIMU OTHOCUTEIHHO
9TOTO MU JI060ro Apyroro JokyMeHTa komnanuu Trend Micro
obparaiiTech Ha CIeLyOUINH CalT:

http://www.trendmicro.com/download/documentation/rating.asp



http://downloadcenter.trendmicro.com/index.php?regs=ru
http://www.trendmicro.com/download/documentation/rating.asp
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