
































































































































































































































































































































































































































Cloud Edge 5.0 Deployment Guide

ﬁ Note

The Cloud Edge 300 does not have a deployment mode switch on the back panel. To
change the deployment mode, you must use the on-premises console. The default is
bridge mode.

2.  Connect the Cloud Edge appliance to a power source.
3. Connect the Cloud Edge appliance to the network.

a.  Connect the Cloud Edge appliance WAN1 port to a wide area network (i.c.
Internet).

b.  Connect the Cloud Edge appliance WAN2/LANT pott to an internal local
area network, such as a segment of your network.

c.  Optionally connect the LAN2 and LAN3 ports to other internal networks.
4.  Power on the Cloud Edge appliance.

If the WAN interface uses DHCP and if the Cloud Edge appliance has been pre-
registered, the Cloud Edge appliance will automatically connect to Cloud Edge
Cloud Console.

What to do next

If the WAN interface uses PPPoE or uses a static IP address, you must log on to the
Cloud Edge appliance Web console and configure the WAN interface before the Cloud
Edge appliance can connect to Cloud Edge Cloud Console.

Logging on the Web Console from the MGMT Port

Procedure

1. Connect a computer to the Cloud Edge appliance MGMT port using an Ethernet
cable.

2. Configure the computer to automatically obtain an IP address on the Ethernet
interface used to connect to the MGMT port.
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3. Open a supported web browser.

4.  Go to the following URL:
https://192.168.252.1:8443

5. Specify the logon credentials.
Default administrator account credentials:
User name: admin
Password: adminCloudEdge

6. Press Enter or click Log On.

The Cloud Edge on-premises console Quick Setup page appears.

Performing the Initial Configuration

After logging in to the Cloud Edge on-premises console for the first time, the Quick
Setup screen opens automatically.

Trend Micro recommends using the Quick Setup screen to configure the WAN uplink
settings and to specify system settings.

ﬁ Note

The Quick Setup screen automatically appears only when a Cloud Edge appliance is
unregistered or offline. To view the Quick Setup screen when the device is online, click
the Quick Setup link at the top-right of the screen.

Perform one of the following initial configurations, depending on the chosen
deployment mode.

«  Initial Configuration for Bridge Mode on page 6-14

«  Initial Configuration for Routing Mode on page 6-16

For more information, see Deployment Modes on page 6-2.
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Initial Configuration for Bridge Mode

Use the Quick Setup screen to configure your Cloud Edge appliance's basic bridge
mode deployment settings for your network.

Procedure
1. Log on to the Cloud Edge on-premises console.

2. In the Uplink configuration section, specify the following details to configure
network information for the bridge (br0) interface:

OPTION DESCRIPTION

Deployment mode This field displays the current deployment mode.
You cannot modify this field on Cloud Edge
50/70/100 appliances. You can modify this field on
the Cloud Edge 300 appliance.

+  For Cloud Edge 50/70/100 appliances, you
configure the deployment mode on the
appliance by changing the deployment mode
switch position on the Cloud Edge’s back
panel.

See Deployment Mode Switch on page 6-8.

+  For the Cloud Edge 300 appliance, change the
deployment mode to the desired mode.

Interface 1 and Interface 2 These fields display only in bridge mode and are
not configurable because all interfaces are layer 2
interfaces. You cannot assign an IP address to a
layer 2 interface.
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OPTION DESCRIPTION
Mode Assign an IP address to the bridge interface using
one of the following:
DHCP
- Static: Specify IPv4 address, IPv4 netmask,
and IPv4 default gateway.
ﬁ Note
The Cloud Edge appliance must be able to
access Internet resources using the assigned
IP address.
Primary DNS Specify the IP address of the DNS server. This is a

required setting if you select Static in the Mode
field.

Secondary DNS

Tertiary DNS

Optionally, specify IP addresses for a secondary
and tertiary DNS server.

In the System settings section, configure the host name and time and location
settings for the Cloud Edge appliance.

OPTION

DESCRIPTION

Host name

Specify a host name.

Enable NTP server

Select this option if you want to synchronize with
the NTP server, and then add the NTP server IP
address in the NTP server field.

Manually set time

Select this option if you want to set the time
manually, and specify the current time in the Local
time field in the following format: yyyy-mm-dd
hh:mm:ss. For example, 2015-01-16 13:03:28.
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OPTION DESCRIPTION

Location and City Set the appropriate time zone by selecting the
location and city closest to the Cloud Edge
appliance. These fields cannot be modified on this
screen after the Cloud Edge appliance is registered
with Cloud Edge Cloud Console.

4. Click Test Configuration to verify the network uplink configuration.

5. Click Save & Register.

Note

After the Cloud Edge appliance is registered successfully with Cloud Edge Cloud
Console, the button text changes to Save Settings.

Initial Configuration for Routing Mode

Use the Quick Setup screen to configure your Cloud Edge appliance's basic routing
mode deployment settings for your network. After you have configured basic
deployment settings, you can use the on-premises console to configure additional
settings.

To optionally configure settings for the eth2 (LAN 2) and eth3 (LAN 3) interfaces, you
must use Cloud Edge Cloud Console.

Procedure

1. Logon to the Cloud Edge on-premises console.

2. In the Uplink configuration section, specify the following details to configure
network information for the ethO (WAN) interface that connects to the Internet.
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OPTION

DESCRIPTION

Deployment mode

This field displays the current deployment mode.
You cannot modify this field on Cloud Edge
50/70/100 appliances. You can modify this field on
the Cloud Edge 300 appliance.

For Cloud Edge 50/70/100 appliances, you
configure the deployment mode on the
appliance by changing the deployment mode
switch position on the Cloud Edge’s back
panel.

See Deployment Mode Switch on page 6-8.

+  For the Cloud Edge 300 appliance, change the
deployment mode to the desired mode.

WAN interface

This is a read-only field that is set to eth0 and is
only available if the Cloud Edge appliance is
deployed in routing mode, This field cannot be
modified in Quick Setup.

Mode Assign an IP address to the WAN interface using
one of the following:
DHCP
PPPoE: Specify the User name and
Password. This option is only available in
routing mode.
Static: Specify IPv4 address, IPv4 netmask,
and IPv4 default gateway.
ﬁ Note
The Cloud Edge appliance must be able to
access Internet resources using the assigned
IP address.
Primary DNS Specify the IP address of the DNS server. This is a

required setting if you select Static in the Mode
field.
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OPTION

DESCRIPTION

Secondary DNS
Tertiary DNS

Optionally, specify IP addresses for a secondary
and tertiary DNS server.

3. In the System settings section, configure the host name and time and location

settings for the Cloud Edge appliance.

OPTION

DESCRIPTION

Host name

Specify a host name.

Enable NTP server

Select this option if you want to synchronize with
the NTP server, and then add the NTP server I[P
address in the NTP server field.

Manually set time

Select this option if you want to set the time
manually, and specify the current time in the Local
time field in the following format: yyyy-mm-dd
hh:mm:ss. For example, 2015-01-16 13:03:28.

Location and City

Set the appropriate time zone by selecting the
location and city closest to the Cloud Edge
appliance. These fields cannot be modified on this
screen after the Cloud Edge appliance is registered
with Cloud Edge Cloud Console.

4.  Click Test Configuration to verify the network uplink configuration.

5. Click Save & Register.

Note

After the Cloud Edge appliance is registered successfully with Cloud Edge Cloud
Console, the button text changes to Save Settings.

6. Configure the eth1 (LANT1) interface using the on-premises console

a.  Click on the Cloud Edge On-Premises Console link on the upper-right
corner of the Quick Setup screen.

b.  Go to Network > Interfaces.
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7.

c.  Click the ethl interface to edit its setting,

d.  From the Type drop-down list, select L3, and then configure the IP address
settings.

. DHCP

+  Static: Manually enter address information for IPv4 (IPv4 address,
IPv4 netmask) or IPv6 (IPv6 address, IPv6 prefix length) and
optionally a gateway address.

e.  Click Apply.

Optionally, configure the eth2 (LANZ2) and eth3 (LANB3) interfaces using Cloud
Edge Cloud Console.

a.  Log on the Cloud Edge Cloud Console.
Logging on the Clond Console on page 5-2
b.  Configure the eth2 (LAN2) and eth3 (LANB3) interfaces.

Editing Network Interfaces on page 5-16

Registering Gateways

If you have not already registered the Cloud Edge gateway appliance using Cloud Edge

Cloud Console, you must register it to deploy security policies.

Procedure

1.  Logon to the Cloud Edge Cloud Console.

2. On Cloud Edge Cloud Console, go to Gateways.
3. Click Register New Gateway.

4.  Specify the gateway settings.
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OPTION

DESCRIPTION

Display name

Specify the name that appears in Cloud Edge Cloud Console for
the new gateway.

Model Specify the Cloud Edge appliance hardware model.
Serial Specify the Cloud Edge appliance hardware serial number. Find
number the serial number on the hardware appliance itself or on the
appliance packaging. The serial number is alphanumeric with 12
digits separated by hyphens (example: 4C80-9315-3A0B).
5.  Click Save.

It may take a few minutes for registration to complete.

After registration, Cloud Edge Cloud Console deploys policies to the gateway.
After registration is complete, you can view log statistics through Cloud Edge
Cloud Console dashboard widgets, log analysis, and reports based on live traffic
sent by the Cloud Edge appliance gateway.

6.  Verify successful registration.

Veerifying the Registration on page 5-10.

Verifying the Registration

Trend Micro recommends verifying each gateway after registration. The following
procedure explains how to use the Cloud Edge on-premises console to check that the
gateway correctly registered with Cloud Edge Cloud Console.

Procedure

1. Logon to the Cloud Edge on-premises console.

2. Do one the following:

+  Navigate to Dashboard > System Information (widget), and check the
information under Cloud management status.
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Navigate to Administration > Device Management > Cloud
Management (tab) and verify the information shown.

3. Verify connectivity by following procedure Verifying Connectivity on page 6-21.

Verifying Connectivity

Verify connectivity and test your deployment to make sure that the Cloud Edge

appliance has registered with Cloud Edge Cloud Console and can correctly route traffic
based on the policies.

Procedure

1.  Review the following table to understand the LED status.

LED STATUS
No light The Cloud Edge appliance cannot communicate with the
Internet.
Solid green light The Cloud Edge appliance is registered and
communicating with Cloud Edge Cloud Console.
Blinking green light The Cloud Edge appliance is not registered or cannot
communicate with Cloud Edge Cloud Console.

If Cloud Edge registration was successful, try accessing the Internet from an
internal endpoint.

Cloud Edge succeeds when you can access the Internet.

ﬁ Note

Contact Trend Micro if you cannot verify the deployment.
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Performing additional configuration

You can perform additional configuration steps to meet your business requirements. Use
cither the Cloud Edge on-premises console or Cloud Edge Cloud Console as directed in
each of the following steps.

Procedure
1.  Configure interfaces to act as DHCP servers for clients on the connected network.

«  ethO (WAN) or eth1 (WAN2/LANT) interfaces (on-premises console):
Modifying DHCP Service Settings on page 6-46

+  eth2 (LAN2), eth3 (LAN3), or eth4 (MGMT) interfaces (Cloud Edge Cloud
Console): Editing DHCP Settings on page 5-23

2. Add policy-based routes (on-premises console).
«  Adding a Policy-based Route on page 6-41
3. Add static routes (Cloud Edge Cloud Console).
«  Adding a Static Route on page 5-29
4.  Configure NAT on Cloud Edge appliance interfaces (Cloud Edge Cloud Console).
«  Adding a Destination NAT Rule on page 5-33
s Adding a Source NAT Rule on page 5-35
. Changing NAT Rule Priorities on page 5-35
5.  Configure the web console timeout setting (on-premises console).
. Configuring the Web Console Timeout on page 6-50

6. Manage administrative access to the Cloud Edge appliance (Cloud Edge Cloud
Console).

»  Enabling Administrative Access on page 6-51
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7.  Configure monitoring hosts (on-premises console for ethO (WAN) and ethl
(WAN2/LANT) intetfaces) and (Cloud Edge Cloud Console for eth2 (LAN2), eth3
(LAN 3), and eth4 (MGMT) interfaces).

« Configuring Monitoring Hosts On an Interface on page 6-29

Management

Managing Network Settings

You can manage network settings to process and identify network traffic.

Managing Network Interfaces

You can view or modify configurations for the autodetected ethO (WANT) and ethl

(WAN2/LANT1) physical ports on the Cloud Edge appliance using the on-premises
console.

The ethO (WANT) port is the WAN port that provides connectivity to the Internet. The
WAN2/LANT1 (ethl) port can be configured as either a second WAN port that provides
a redundant connection to the Internet or as a LAN port that connects to the internal
network.

ﬁ Note

For more information about dual WAN configurations, see Automatic Failover for Multiple
ISP/ WAN Environments on page 6-40.

Managing Interfaces from the Cloud Edge appliance on-premises
console

You can manage the ethO (WAN1) or ethl (WAN2/LANT1) network interfaces at the
following locations on the Cloud Edge appliance on-premises console:
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+ At the Quick Setup screen

+ At the Network > Interfaces page

ﬁ Note

You cannot view information about or configure the eth2 (LAN 2), eth3 (LAN 3), or eth4
(MGMT) interfaces using the Cloud Edge appliance on-premises console.

For more information about configuring interfaces using the on-premises console, see
Editing Network Interfaces on page 6-25.

Managing Intefaces from Cloud Edge Cloud Console

You can manage the eth2 (LAN 2), eth3 (LAN 3), or eth4 (MGMT) interfaces at the
following location on Cloud Edge Cloud Console:

. Gateways > (Selected Gateway) > Network > Interfaces

ﬁ Note

You can view information about but cannot configure the ethO (WANT1) or ethl (WAN2/
LANT1) interfaces from Cloud Edge Cloud Console.

For more information about configuring interfaces using the cloud console, see Editing
Network Interfaces on page 5-16.

Supported Network Interface Configurations

Cloud Edge appliances support the following network L3 interface configurations.
+  Dynamic Host Configuration Protocol (DHCP)

+  Static IP address configurations

«  Point-to-point Protocol over Ethernet (PPPoE)

PPPoE can be configured only on the eth0 (WANT1) or ethl (WAN2/LAN1)
interfaces. PPPoE cannot be configured on eth2 (LAN 2), eth3 (LAN 3), or eth4
(MGMT) interfaces.
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Editing Network Interfaces

Cloud Edge auto-detects 1.2 and .3 interfaces.

Procedure

1.  Go to Network > Interfaces to view the ethO and ethl Cloud Edge network
interfaces.

2. Click an interface's name.
3. Configure the interface settings based on the interface mode.

+  For a static address, configure the following parameters:

OPTION DESCRIPTION
Type Select L3.
Mode Select Static.
IPv4 address Specify the IPv4 address.

Example: 123.123.123.123

IPv4 netmask Specify the IPv4 subnet mask.

Example: 255.255.254.0

IPv4 default Specify the IPv4 default gateway. This settings is only
gateway required for WAN configurations.

Example: 123.123.123.123

IPv6 address / prefix | Specify the IPv6 settings.

length

Example: 2001:db8:10ff::ae:44£2/8
IPv6 default Specify the IPv6 default gateway. This setting is only
gateway required for WAN configurations.

Example: 2001:db8:10ff::ae:44f2/64
Administrative Select which management services and traffic to allow
access (web console, ping, SSH, SNMP). These services originate

from devices behind the Cloud Edge appliance.
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OPTION

DESCRIPTION

Note

Although you can enable management services on the
Cloud Edge appliance's WAN interfaces, it is not
recommended. You should enable management services
and traffic on internal interfaces only.

+  For DHCP, configure the following parameters:

OPTION

DESCRIPTION

Type

Select L3.

Mode

Select DHCP.

Administrative
access

Select which management services and traffic to allow (web
console, ping, SSH, SNMP). These services originate from
devices behind the Cloud Edge appliance.

Note

Although you can enable management services on the Cloud
Edge appliance's WAN interfaces, it is not recommended. You
should enable management services and traffic on internal
interfaces only.

+  For PPPoE, configure the following parameters:

Note

Only ethO (WANT1) or eth1 (WAN2/LANT1) interfaces can use PPPoE.

OPTION DESCRIPTION
Type Select L3.
Mode Select PPPoE.
User name Specify the user name provided by the Internet Service
Provider.
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OPTION DESCRIPTION

Note

You can specify up to three ISP accounts. If the Primary ISP
account is unavailable, Cloud Edge automatically connects to
the network using the Secondary ISP account, or the Tertiary
ISP account. Cloud Edge switches back to the Primary ISP
account as soon as the service through this connection is
restored.

Password Specify the password provided by the Internet Service Provider.

Administrative Select which management services and traffic to allow (web
access console, ping, SSH, SNMP). These services originate from
devices behind the Cloud Edge appliance.

Note

Although you can enable management services on the Cloud
Edge appliance's WAN interfaces, it is not recommended. You
should enable management services and traffic on internal
interfaces only.

PPPoE Specify the following:
Advanced . . . . .
Settings +  On-demand idle time (in seconds): This setting enables the

Cloud Edge appliance to disconnect the Internet
connection after it is inactive for the time specified. If the
Cloud Edge appliance terminates the Internet connection
due to inactivity, it restores the connection as soon as you
attempt to access the Internet.

This option is disabled by default.

Connection timeout (in seconds): This setting enables the
Cloud Edge appliance to periodically check for the Internet
connection. If the Internet connection is not available, the
appliance will automatically re-establish the connection.

This option keeps the appliance connected to the Internet
continuously, even if the connection stays idle. This option
minimizes your Internet connection response time since it
will always be connected.

The default value for this setting is 30 (seconds).
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4. Under the Monitor Settings section, specify the hosts (IP address or domain
name) you want Cloud Edge to monitor.

If the Cloud Edge appliance is unable to access a host, it terminates the current
connection, and establishes the connection using the next ISP account configured.
If any of the hosts are unavailable, Cloud Edge disables the static routes or policy-
based routes associated with the interface. However, if the primary connection is
restored, Cloud Edge terminates the active connection and re-establishes the
primary connection.

For more information, see Using Monitoring Hosts to Deternine if Routes Are Available
on page 6-28.

5.  Under the Bandwidth Settings section, specify the following:

+  Downstream: The maximum download speed through the port. The default
value is blank.

+  Upstream: The maximum upload speed through the port. The default value
is blank.

For more information, see Using Interface Bandwidth Settings to Limit Traffic on page
6-29.

6. Click Apply.

7.  Verify the updates in the interface list at Network > Interfaces.

Using Monitoring Hosts to Determine if Routes Are Available

Monitoring Hosts

Cloud Edge checks whether a WAN works by pinging the corresponding monitor IP
address or host name from each egress interface. If the monitoring hosts are
unreachable, any static routes or policy-based routes associated with the interface are
disabled. If the traffic matches another route, the traffic routes to other static routes or
policy-based routes. If the traffic does not match another route, it is routed via the

default gateway or discarded.
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+  To configure the monitoring hosts, see Configuring Monitoring Hosts On an Interface on
page 6-29.

«  To configure the default gateway, see Adding a Static Route on page 5-29.
To configure a policy-based route, see .Adding a Policy-based Route on page 6-41.

For information about automatic failovet, see Automatic Failover for Multiple ISP/ WAN
Environments on page 6-40.

Configuring Monitoring Hosts On an Interface

Procedure
1. Go to the appropriate Cloud Edge Interfaces page.

«  ethO (WANT1) or ethl (WAN2/LANT1): Use the Cloud Edge appliance on-
premises console and go to Network > Interfaces.

+  eth2 (LAN 2), eth3 (LAN 3), or eth4 (MGMT): Use Cloud Edge Cloud
Console and go to Gateways > <Selected Gateway> > NETWORK >
Interfaces.

2.  Click an interface's name.
3.  Click on Monitor Settings.
The Monitor Settings section opens.
4. Seclect Enable Intetrface Monitoring.
5.  Add the IP addresses of the hosts to monitor the interface.
6. Perform the appropriate action.
+  Cloud Edge on-premises console: Click Apply.
+  Cloud Edge Cloud Console: Click Save.

Using Interface Bandwidth Settings to Limit Traffic

Configure interface bandwidth settings to set the maximum thresholds for downstream

and upstream traffic. Bandwidth control policies cannot exceed the interface bandwidth
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threshold. By default, Cloud Edge does not limit the bandwidth. Each interface can be
configured with different thresholds.

Network congestion may occur when interface bandwidth settings are incorrectly
allocated. Trend Micro recommends setting the interface bandwidth to the maximum
thresholds allowed by that interface, and to then set bandwidth control policies that
determine which traffic has higher priority.

To configure interface bandwidth settings, go to the following locations:

eth0 (WANT1) or ethl (WAN2/LANT): Use the Cloud Edge appliance on-premises
console and go to Network > Interfaces.

For more information, see the Cloud Edge on-premises console topic Editing
Network Interfaces on page 6-25.

. eth2 (LAN 2), eth3 (LAN 3), or eth4 (MGMT): Use Cloud Edge Cloud Console
and go to Gateways > <Selected Gateway> > NETWORK > Interfaces.

For more information, see the Cloud Edge Cloud Console topic Editing Network
Interfaces on page 5-16

Managing VLANs

How VLANs Work

A Virtual Local Area Network (VLLAN) is a group of endpoints, servers, and other
network devices that communicate as if they are on the same LAN segment, regardless
of their location. Endpoints and servers can belong to the same VLAN even though
they are geographically scattered and connected to numerous network segments.

A VLAN segregates devices logically, not physically. Each VLAN is treated as a
broadcast domain. Devices in VLLAN 1 can connect with other devices in VLAN 1, but
cannot connect with devices in other VLLANs. Communication among devices on a
VLAN is independent of the physical network.

A VLAN segregates devices by adding 802.1Q VLAN tags to all packets sent and
received by the devices in the VLAN. VLAN tags are 4-byte frame extensions that
contain a VLAN identifier as well as other information.
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Adding VLAN Subinterfaces

You can add VLAN subinterfaces to the Cloud Edge physical interface that receives
VLAN-tagged packets. You can add either 1.2 or L3 VLAN subinterfaces, depending on
the setting of the parent interface. You must configure each L3 VLAN subinterface with
a unique IP address and netmask.

O Important
oy

Each VLAN subinterface VLAN ID must match the VLAN ID added by the IEEE
802.1Q-compliant router. The VLAN ID can be any number between 1 and 4094 (0 and
4095 are reserved).

Procedure

1. View all Cloud Edge network interfaces.
+  Cloud Console: Gateways > (Selected Gateway) > Network > Interfaces
. On-Premises Console: Network > Interfaces

2. Click the VLLAN add configuration icon ([4) in the Action column.

3. Specify VLAN settings.

OPTION DESCRIPTION

Name Name the VLAN subinterface.

Type L2 VLAN or L3 VLAN displays automatically, depending upon the parent
interface.

Mode For L3 interfaces, use the Mode drop-down list to set whether the
subinterface uses a dynamic or static address.

VLAN ID | Specify the VLAN ID that matches the VLAN ID of the packets received
by this VLAN subinterface. You cannot change the VLAN ID of an
existing VLAN subinterface. The VLAN ID can be any number between
1 and 4094 and must match the VLAN ID added by the IEEE 802.1Q-
compliant router or switch connected to the VLAN subinterface.
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Editing VLAN Subinterfaces

You can edit a VLAN subinterface. For .3 VLAN subinterfaces, you can change the
Mode (DHCP or Static).

Q Important

- Each VLAN subinterface VLAN ID must match the VLAN ID added by the IEEE
802.1Q-compliant router. The VLLAN ID can be any number between 1 and 4094 (0 and
4095 are reserved).

Procedure
1. View all Cloud Edge network subinterfaces.

+  Cloud Console: Gateways > (Selected Gateway) > Network > Interfaces
. On-Premises Console: Network > Interfaces
2. For the subinterface to edit, click the edit VILAN icon () in the Action column.

3. Specify VLAN settings.

OPTION DESCRIPTION

Name The name of the VLAN subinterface.

Type L2 VLAN or L3 VLAN displays automatically, depending upon the parent
interface.
Mode For L3 interfaces, use the Mode drop-down list to set whether the

subinterface uses a dynamic or static address.

VLAN ID | You cannot change the VLAN ID of an existing VLAN subinterface. The
VLAN ID can be any number between 1 and 4094 and must match the
VLAN ID added by the IEEE 802.1Q-compliant router or switch
connected to the VLAN subinterface.

Managing DNS

You can view and edit the Domain Name Server (DNS) server settings for the Cloud
Edge appliance.
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Since environments that utilize DHCP or PPPoE to access the Internet might
dynanically acquire the DNS configuration from the ISP, you might not be required to
configure DNS settings in these environments.

DNS Best Practice Suggestions

Smart Protection Network (SPN) uses cloud-based services and relies on DNS queries
for lookups. To ensure fast response and minimum latency, the Cloud Edge device must
be configured with a DNS server. You can set up to three DNS servers.

The DNS servers must be able to support the volume of DNS requests made by Cloud
Edge. In general, before Cloud Edge builds up its local DNS cache, two DNS requests
will be made for each URL accessed. Make sure your DNS server is installed on a server
with enough resources and performance to handle the extra DNS volume.

To reduce latency, each DNS server should have a fast network card and be installed on
a fast network switch.

Trend Micro recommends on-site DNS servers versus ISP-provided DNS servers that
are housed outside of the company's network. In general, ISP DNS servers have higher
latency and do not support large numbers of DNS queries from a single IP address.
Many ISP DNS servers have throttling mechanisms that limit the number of DNS
requests per second and can affect Cloud Edge's Web Reputation Services (WRS)
performance.

To improve network response time and performance, try to place the DNS server as
close to the Cloud Edge unit(s) as possible to eliminate unnecessary network hops
between the devices.

WRS and URL Filtering requests are made over HT'TP port 80. Do not block the Cloud
Edge management IP address for these ports on the firewall.

Configuring DNS Settings

Procedure

1.  Go to Network > DNS.

2. Configure applicable DNS server IP addresses on the IPv4 and IPv6 tabs.
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Note

If Cloud Edge dynamically acquires the DNS from an Internet Service Provider, the
Inherit DNS Information section appears with read-only DNS information.

3. Click Apply.

Managing Address Objects

Address objects determine allowed IP address ranges in the internal network. By default,
Cloud Edge uses the Default Internal Addresses address object, which includes all
internal IP address ranges (10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16). Addtress objects
affect both policy and network settings.

*  You can view and edit configured address objects on the Cloud Edge on-premises
console by going to Network > Addresses.

*  You cannot add new address objects or delete address objects using the Network
> Addresses page on the Cloud Edge on-premises console.

. You can use Cloud Edge Cloud Console to add, edit, and delete address objects
(IPv4, IPv6, and FQDN) to use in network settings and in security policies.

ﬁ Note

You can use the Cloud Edge on-premises console to add new IPv4 address objects for the
Source Addresses and Destination Addresses sections when you are configuring routing
policies on the Network > Routing > Routing Policies page.

IP Address/FQDN Object Parameters

The following table describes the configurable IP address and FQDN (Fully Qualified
Domain Name) object parameters. You can add IP address or FQDN objects to policy
rules to control IP address/FQDN configurations.
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TABLE 6-2. Address Object Parameters

PARAMETER DESCRIPTION

Object name Specify a name that describes the addresses. This name
appears in the address list when defining security policies.
The name is case-sensitive and must be unique. Use only
letters, numbers, spaces, hyphens, and underscores.

Type Specify one of the following address types:
. IPv4
. IPv6

- FQDN
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PARAMETER

DESCRIPTION

Addresses

IPv4 Address:

Specify the IP address or network using the following
notation:

. ip_address

ip_address/bitmask

Note

The bitmask is the number of significant binary
digits used for the network portion of the address.

IP address range such as:
192.168.1.1-192.168.1.10
Example:

192.168.80.150/32 indicates one address, and
192.168.80.0/24 indicates all addresses from 192.168.80.0
through 192.168.80.255

IPv6 address

Specify the IPv6 address or IPv6 address with prefix.
Example:

2001:db8:123:1::1 or 2001:db8:123:1::/64

FQDN

Specify a FQDN using the following notation:

. [domain] . [t1ld]
[hostname] . [domain] . [t1d]
Example:

example.com Or host.example.com

Note

The FQDN type can only be used when configuring
Policy Rules to match source/destination connections.
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Viewing Address Objects

Procedure

. Go to Network > Addresses.

Editing Address Objects

You can use the Cloud Edge on-premises console to edit the IP addresses for an existing
Address Object.

Procedure

1.  Go to Network > Addresses.

2.  Click on the name of the address object that you want to edit.

3.  Edit the IP address or CIDR network (single or comma delimited).

When configuring settings for IPv4 address objects, Cloud Edge supports single IP
addresses, -' as a range marker, and IP address/netmask (192.168.1.1/24).

Example: 192.168.0.1,10.0.0.1-10.0.0.4,192.168.1.1/24
4. Click OK.

5. Verify the modified address object displays the IP address modifications in the list
at Network > Addresses.

Managing Routing

Cloud Edge appliances work as security devices on a network, with all packets passing
through them. You must understand certain basic routing concepts to configure the
Cloud Edge appliance appropriately.

The Cloud Edge appliance has a pre-defined default static route. When the network
traffic does not match any policy-based routing rule or a configured static route, a pre-
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defined static route is used as an IPv4 default gateway (static route to 0.0.0.0/0), which
then applies to all traffic.

Instead of or in addition to the pre-defined default static route, you can configure the
following to control how traffic is routed:

+  IPv4 or IPv6 policy-based routes if you want to manually control how traffic is
routed in your environment

. IPv4 static routes

+  IPv4 or IPv6 default gateways on each interface

O Important
. ®

You must configure at least one default gateway to connect with Cloud Edge Cloud
Console.

Cloud Edge selects routes and updates its routing table dynamically based on the
specified rules. Given a set of rules, Cloud Edge can determine the best route or path
for sending packets to a destination.

Information About Where to Configure Routes

You can use the following information to configure routes that control how traffic is
routed on the Cloud Edge appliance:

+  IPv4 or IPv6 policy-based routes

You must use the Cloud Edge on-premises console to configure policy-based
routing. For more information, go to Adding a Policy-based Route on page 6-41.

. IPv4 static routes

You must use Cloud Edge Cloud Console to configure static routes. To configure a
static route (including default routes/default gateways for the appliance), go to
Adding a Static Route on page 5-29.

«  IPv4 or IPv6 default gateways on each interface
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To configure default gateways on the ethO (WANT) or ethl (WAN2/LANT)
interfaces using the Cloud Edge on-premises console, go to Editing Network
Interfaces on page 6-25.

To configure default gateways on the eth2 (LAN2), eth3 (LAN3), or eth4 (MGMT)
interfaces using Cloud Edge Cloud Console, go to Editing Network Interfaces on page
5-16.

About Policy-based Route Management

In today's high performance networks, organizations need the freedom to implement
packet forwarding and routing according to their own defined policies in a way that goes
beyond traditional routing protocol concerns. While static and dynamic routing focus on
the traffic destination for routing, policy-based routing provides a mechanism to mark
packets so that certain kinds of traffic receive differentiated routing. Destination-based
routing techniques make it difficult to change the routing behavior of specific traffic.
Also known as “intelligent routing”, policy-based routing allows you to dictate the
routing behavior based on a number of different criteria other than destination network,
including source interface, source or destination address, or service type.

Consider a company that has two links between locations, one a high bandwidth, low
delay expensive link and the other a low bandwidth, higher delay lower expense link.
Using traditional routing protocols, the higher bandwidth link would get most if not all
of the traffic sent across it based on the metric savings obtained by the bandwidth
and/ot delay (using EIGRP or OSPF) charactetistics of the link. Policy-based routing
can route higher priority traffic over the high bandwidth/low delay link while sending all
other traffic over the low bandwidth/high delay link.

With policy-based routing, Cloud Edge can route traffic from multiple ISPs and WANSs.
The following illustration shows how to configure Cloud Edge for two ISPs using an 1.2
switch.

FIGURE 6-4. Policy-based Routing Example




Cloud Edge 5.0 Deployment Guide

Internet Service Internet Service
Provider 1 ‘ ‘ Provider 2

h 4 h 4
Cloud Edge (Routing Mode)

Management

L2 Switch/L3 Router

-i

Endpoints

If the monitoring IP addresses of one interface are unavailable, all policy-based routes
associated with that interface are disabled. All traffic matching the policy-based routing
rules is routed via the default gateway. To configure the monitoring IP addresses, go to
Monitoring Hosts on page 6-28. 1f multiple default gateways are configured, then outgoing
traffic is routed from these gateways using round-robin selection.

Automatic Failover for Multiple ISP/WAN Environments

Cloud Edge supports automatic failover among multiple WAN/ISP links when an ISP
or WAN connection fails. Cloud Edge checks the connection every ten (10) seconds. If
Cloud Edge cannot detect a connection, Cloud Edge continues to check every two (2)
seconds. After four (4) consecutive unsuccessful connection attempts, automatic failover
initiates. The link automatically recovers if a connection is established later.

When a failover occurs, do the following:

+  View the system event log

. Check the routing table to verify the actual traffic routing
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ﬁ Note

For more information about monitoring hosts, see Monitoring Hosts on page 6-28.

Adding a Policy-based Route

You can configure IPv4 or IPv6 policy-based routes if you want to manually control

how traffic is routed in your environment.

Procedure

1.  Go to Network > Routing > Policy Routing.

2. Click Add New.

3. Optionally enable the rule.

4.  Specify a policy name between 1 and 32 characters, consisting of letters, numbers,
or underlines.

5. Type an optional Description.

6. Under Source Addresses, select one of the following parameters:

¢ Any: Includes all source addresses. (Default)

+  Selected addresses: Displays a selectable list of previously configured source
addresses and the Add New icon ([4) to add a new IPv4 address object, if
needed.

To configure a new IP address object, go to Adding a new 1Pv4 Address Object for
Policy Routing on page 6-42.
7.  Sclect the appropriate source interface from the Source Interface drop-down box.
8. Under Destination Addresses, select one of the following parameters:

«  Any: Includes all destination addresses. (Default)

+  Selected addresses: Displays a selectable list of previously configured
destination addresses and the Add New icon ([{) to add a new [Pv4 address
object, if needed.
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To configure a new IP address object, go to Adding a new 1Pv4 Address Object for
Policy Routing on page 6-42.

9. Under Service type, select one of the following parameters:
*  Any: Include all services
+  Selected: Include only selected services

10. Select the egress interface.

11. For interfaces with static IP addresses, specify the next hop.

12. Optionally enable network masquerading,

ﬁ Note

Select Enable Network Masquerade if internal IP addresses must be translated to
the IP address of the egress interface.

13. Click OK.

Adding a new IPv4 Address Object for Policy Routing

You can add a new IPv4 address object when configuring a rule for policy-based
routing,

ﬁ Note

You cannot configure IPv6 or FQDN address objects when adding an address object to a
policy routing rule.

Procedure

1.  Go to Network > Routing > Policy Routingand click Add New to open the
Add a Policy Routing Rule window.

2. In the Add a Policy Routing Rule window, select Selected Addresses in cither
Source Addresses or Destinations Addresses.
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3. Click Add New.
The Add/Edit Address Object screen opens.
4.  Specify a name for the address object.
5.  Leave IPv4 selected in the Protocol drop-down list box.
6.  Specify the IP address or CIDR network (single or comma delimited).

When configuring settings for IPv4 address objects, Cloud Edge supports single IP
addresses, -' as a range marker, and IP address/netmask (192.168.1.1/24).

Example: 192.168.0.1,10.0.0.1-10.0.0.4,192.168.1.1/24

7. Click OK.

Routing Table

In the factory default configuration, the Cloud Edge routing table contains a single static
default route. Add routing information to the routing table by defining additional static
routes. The table may include several different routes to the same destination—the IP
addresses of the next-hop router specified in those routes or the Cloud Edge interfaces
associated with those routes may vary.

Cloud Edge evaluates the information in the routing table and selects the best route to a
destination, typically the shortest distance between the Cloud Edge appliance and the
closest next-hop router. In some cases, a longer route is selected if the best route is
unavailable. Cloud Edge installs the best available routes in the unit’s forwarding table,
which is a subset of the unit’s routing table. Packets are forwarded according to the
information in the forwarding table.

Viewing the Routing Table

Procedure

1.  Go to Network > Routing > Routing Table.

2. On the upper ride side of the tabs, select the Protocol.
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. 1Pv4

. IPv6

Routing Table Indicators

The following table explains routing table indicators.

CoDE DEFINITION
K Kernel route
C Connected
S Static

Managing DHCP and DDNS Services

The Cloud Edge appliance supports Dynamic Host Configuration Protocol (DHCP)
and Dynamic DNS (DDNS) services.

Dynamic Host Configuration Protocol (DHCP)

You can enable Dynamic Host Configuration Protocol (DHCP) services on one or more
LAN interfaces on the Cloud Edge appliance. Each interface that has DHCP services
enabled acts as a DHCP server that can assign addresses and other network settings
such as a default gateway and DNS settings to internal clients.

You can also configure DCHP advanced server settings (IP address static mappings and
DHCP lease times) for each DHCP server.

Cloud Edge automatically responds to DHCP requests to interfaces configured with
DHCP services.

To configure DHCP services using the Cloud Edge on-premises console, see
Modifying DHCP Service Settings on page 6-46.

+  To configure DHCP services using Cloud Edge Cloud Console, see Editing DHCP
Settings on page 5-23.
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Dynamic DNS (DDNS)

Dynamic DNS (DDNS) automatically updates Internet DNS name servers in real-time
to keep the active DNS configuration of host names, addresses, and other information

up to date.

You can configure DDNS services on the Cloud Edge appliance’s WAN interfaces. You
must use Cloud Edge Cloud Console to configure dynamic DNS. For details, see
Dynamic DNS on page 5-25.

Viewing DHCP Services and Settings

Procedure

1. Go to Network > Services > DHCP.

2. In the table, view the parameters associated with any DHCP service:

OPTION DESCRIPTION

Name Name of the DHCP service (examples: eth0, eth1).

IP Address/ The IP address/bitmask assigned to the interface.

Netmask

Enable The icon indicates the state of the service: enabled (green/on) or
disabled (red/off).

IP Pools Range of applicable IP addresses that the DHCP service can
lease to clients.

Options The DNS server IP address, the gateway IP address, and the
lease time. The DNS IP address shows only when the DHCP
server uses a specified DNS.

Action Click the icon to edit the DHCP service settings.
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Modifying DHCP Service Settings

Procedure
1.  Go to Network > Services > DHCP.
2. Do one of the following:
+  In the Name column, click the name of the DHCP server to modify.

+  In the Action column, click the edit icon (¢ ') in the row of the DHCP

service to modify.

3. Configure DHCP settings.

OPTION DESCRIPTION

Enable DHCP | Select to enable the service.

IP address / | View the IP address and subnet mask assigned to the interface.
Netmask

Preferred Select the preferred DNS method.

DNS
- Select Use system DNS settings to use the appliance

system DNS configured at Network > DNS.

«  Select Use the interface IP address to use the interface IP
address as the DNS. If the DHCP server is enabled and DNS
forwarding is disabled, Cloud Edge automatically enables
DNS forwarding through the system DNS settings. If DNS
forwarding is already enabled, Cloud Edge maintains the
existing DNS forwarding configuration.

- Select Use specified DNS servers to manually configure the
DNS settings. If the specified IP addresses match the
interface DNS addresses, make sure to check that the DNS
forwarding settings also match.

Gateway The DHCP server gateway automatically populates based on
interface IP address and netmask settings. Optionally change the
IP address.
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OPTION DESCRIPTION
IP address Specify the range of IP addresses to create the IP Pool to which
range from the DHCP configuration applies.
and to

4. Configure Advanced Settings.

OPTION DESCRIPTION

Lease Time Denotes any limitations on the DHCP lease interval.

Adjust the time and date when the leased IP address and netmask
are no longer valid. Specify days, hours, or minutes. For example,
if you specify only hours, then the lease is restricted to that
number of hours.

Static You can use static mapping to manually bind a static IP address to
Mapping a specific MAC address.

Specify MAC address / IP address maps. Separate multiple maps
with a comma. Examples: 00-FF-8A-B9-5A-49 / 192.168.1.1,
00:0C: 29:A9:69:25 / 192.168.2.1.

5.  Click Apply.

6.  Verify the settings changed at Network > Services > DHCP.

Performing Administration Tasks

You can perform the following administrative tasks from the Cloud Edge appliance on-
premises console:

+  Choose between English and Simplified Chinese language settings
+  Configure general system settings

«  Manage Cloud Edge device settings

+  Manage how users access the Cloud Edge on-premises console
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Switching the Language Settings

Cloud Edge offers English and Simplified Chinese language support.

Procedure

1.  Expand the drop-down list box at the upper right corner of the Cloud Edge web
console.

2. Select the appropriate language.

Managing Global System Settings

You can manage global system settings for the Cloud Edge appliance, such as the host
name and the time and date settings. Other advanced settings include setting session
timeouts and specifying proxy settings.

Configuring the Host Name and Time Settings

You can configure the host name and time and date settings for the Cloud Edge
appliance from either the on-premises console or by using the Quick Setup screen.

Procedure
1.  Logon to the Cloud Edge on-premises console.

2.  Perform one of the following actions:

OPTION DESCRIPTION

To use the on-premises Go to Administration > System Settings > General
console tab.

To use the Quick Setup | Click the Quick Setup link at the top-right of the screen
screen and go to the System settings section.

3. Configure the following:
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OPTION DESCRIPTION

Host name Specify a host name.

Enable NTP Select this option if you want to synchronize with the NTP

server server, and then add the server IP address in the NTP server
field.

Manually set Select this option if you want to set the time manually, and

time specify the current time in the Local time field in the following
format: yyyy-mm-dd hh:mm:ss. For example: 2015-01-16
13:03:28

Location and Set the appropriate time zone by selecting the location and city

City closest to Cloud Edge appliance.

4.  Perform the appropriate action.
«  Ifyou used the General tab, click Apply.

«  Ifyou used the Quick Setup screen, click Save Settings.

ﬁ’ Note

If the Cloud Edge appliance is not registered with Cloud Edge Cloud Console,
the button text is Save & Register.

Configuring Web Console Settings
The Cloud Edge web console settings include the following options:

+  Idle Timeout: By default, the Cloud Edge appliance disconnects administrative
sessions if no activity takes place for five minutes. This idle timeout is
recommended to prevent someone from using the web console from a PC that is
logged into Cloud Edge and then left unattended. You can adjust the idle timeout
as needed.

. Certificate: You can browse to and select an SSL certificate for the web console.
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Configuring the Web Console Timeout

Procedure
1.  Go to Administration > System Settings > Console Settings tab.
2. In the Idle Timeout section, set the session timeout as required.

3.  Click Apply.

Configuring the Web Console Certificate Settings

Procedure
1.  Go to Administration > System Settings > Console Settings tab.
2. In the Certificate Settings section, add the certificate settings.
+  SSL certificate
+  SSL password
3. Click Apply.

Configuring Proxy Settings

You can configure Cloud Edge to use an HTTP proxy server for product updates,
license updates, Web Reputation queries, and Cloud Message Scan (CMS).

Procedure
1.  Go to Administration > System Settings > Proxy Settings tab.
Select the Use an HTTP proxy server check box.

2
3. Specify the HT'TP proxy server IP address and port number.
4

If required, specify the user name and password required by the server.
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5. Click Apply.

Device Management

You can configure device management settings to remotely administer and monitor the
Cloud Edge appliance. You can also provide an access point to the Cloud Edge CLI.

Managing Administrative Access

You can configure the Cloud Edge appliance to allow or block specific types of
management services (Web Console, Ping, SSH, and SNMP) used to administer and
monitor the Cloud Edge appliance remotely.

You can enable or disable each service on each interface as needed.

ﬁ Note

Although you can enable management services on the WAN interfaces, for best security,
you should enable management services and traffic on internal interfaces so that you can
only administer the Cloud Edge appliance from devices that originate from behind the
Cloud Edge appliance.

By enabling SNMP support on selected interfaces, users can obtain the supported
objects information by using an SNMP manager.

Enabling Administrative Access

The Cloud Edge appliance supports administrative access using the Web Console, ping,
SSH, and SNMP. Enabling administrative access allows remote access using the selected
protocols.

Once the Cloud Edge appliance is registered, you must use Cloud Edge Cloud Console
to enable or disable administrative access using the Web Console, ping, SSH, or SNMP.

Procedure

1. Logon to Cloud Edge Cloud Console.
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2. Go to Gateways > (gateway name) > Administrative Access.

3. In the field below the table, specify IP addresses allowed to remotely access the
appliance.

ﬁ Note

This setting determines the IP address ranges that can remotely access the appliance.
Single IP addresses are supported and the '-' symbol can be used as a range mark.
Format the IP address and netmask as 192.168.1.1/24. If nothing is specified, all
IP addresses are allowed.

4. Select the services to enable for the interface.

Web Console
Ping

SSH

SNMP

5. Click Save.

What to do next

Once SNMP access is enabled, you must configure SNMP setting using the Cloud Edge

appliance on-premises console.

See Configuring SNMP Settings on page 6-52

Configuring SNMP Settings

You must configure SNMP setting using the Cloud Edge on-premises console.

Procedure

1. Log on to the Cloud Edge on-premises console.

2.  Go to Administration > Device Management > SNMP Settings.

3. Select the Enable SNMP check box.
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4.  Specify SNMP settings.

OPTION DESCRIPTION
Email address Specify the email address of the contact.
Location The location of the contact, such as “China office, IT room.”

Community name | Specify the community string required to retrieve information
from Cloud Edge (default: public).

ﬁ Note

Email address and location information of the appliance contact can be viewed in an
SNMP manager.

If SNMP management is enabled, users can manage the device using an SNMP
manager. An SNMP manager can only manage the appliance if the Community String
specified is a valid v2 community string.

Web Shell

The Web Shell tab provides access to the Cloud Edge Command Line Interface (CLI)
for advanced configuration. It is strongly recommended that a Trend Micro Support
representative work with you while using the CLI to avoid configuration errors.

Factory Settings

Restoring factory settings resets the Cloud Edge appliance to the default network
settings and erases all log and database information.

Use cases for restoring factory settings:
«  Unable to start the Cloud Edge appliance.

. Full Cloud Edge appliance hard disk.

. Use the Cloud Edge appliance at a different customer location.
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. emove data to meet compliance requirements when a customer no longer uses
R« data to meet li requirements wh t r no | r

the Cloud Edge appliance.

Restoring Factory Settings

ﬁ WARNING!

Restoring factory settings deletes all log and database information stored on the Cloud
Edge appliance. This information cannot be restored.

Procedure
1. Power off the Cloud Edge appliance.
2. Press and hold the reset button located on the back panel.

The reset button is located on the back of the Cloud Edge appliance between the
AC power slot and USB ports.

3. Power back on the Cloud Edge appliance.
4.  Release the reset button until the yellow LED on the appliance back starts to blink.

The yellow LED blinks for approximately 2 minutes. The factory settings have
been restored when the Cloud Edge appliance restarts.




Technical Support

Learn about the following topics:
«  Troubleshooting Resources on page 7-2
. Contacting Trend Micro on page 7-3

Sending Suspicions Content to Trend Micro on page 7-4

. Other Resonrces on page 7-5

@y Renn

Chapter 7
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Troubleshooting Resources

Before contacting technical support, consider visiting the following Trend Micro online

resources.

Using the Support Portal

The Trend Micro Support Portal is a 24x7 online resoutce that contains the most up-to-

date information about both common and unusual problems.

Procedure

1. Go to http://esupport.trendmicro.com.

2. Sclect from the available products or click the appropriate button to search for
solutions.

3. Use the Search Support box to search for available solutions.

4. If no solution is found, click Contact Support and select the type of support

needed.

Q Tip

To submit a support case online, visit the following URL:

http://esupport.trendmicro.com/srf/SRFMain.aspx

A Trend Micro support engineer investigates the case and responds in 24 hours or
less.

Threat Encyclopedia

Most malware today consists of blended threats, which combine two or more

technologies, to bypass computer security protocols. Trend Micro combats this complex

malware with products that create a custom defense strategy. The Threat Encyclopedia



http://esupport.trendmicro.com
http://esupport.trendmicro.com/srf/SRFMain.aspx

Technical Support

provides a comprehensive list of names and symptoms for various blended threats,
including known malware, spam, malicious URLSs, and known vulnerabilities.

Go to http://about-threats.trendmicro.com/us/threatencyclopediafmalware to learn

more about:

+  Malware and malicious mobile code currently active or "in the wild"

+  Correlated threat information pages to form a complete web attack story
«  Internet threat advisories about targeted attacks and security threats

+  Web attack and online trend information

*  Weekly malware reports

Contacting Trend Micro

In the United States, Trend Micro representatives are available by phone or email:

Address Trend Micro, Incorporated
225 E. John Carpenter Freeway, Suite 1500
Irving, Texas 75062 U.S.A.

Phone Phone: +1 (817) 569-8900
Toll-free: (888) 762-8736

Website http://www.trendmicro.com

Email address support@trendmicro.com

+  Worldwide support offices:

http://www.trendmicro.com/us/about-us/contact/index.html

+  Trend Micro product documentation:

http://docs.trendmicro.com
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Speeding Up the Support Call

To improve problem resolution, have the following information available:
Steps to reproduce the problem
+  Appliance or network information
Computer brand, model, and any additional connected hardware or devices
+  Amount of memory and free hard disk space
Operating system and service pack version
«  Version of the installed agent
Serial number or Activation Code
*  Detailed description of install environment

Exact text of any error message received

Sending Suspicious Content to Trend Micro

Several options are available for sending suspicious content to Trend Micro for further
analysis.

Email Reputation Services

Query the reputation of a specific IP address and nominate a message transfer agent for
inclusion in the global approved list:

https://ers.trendmicro.com

Refer to the following Knowledge Base entry to send message samples to Trend Micro:

http://esupport.trendmicro.com/solution/en-US/1112106.aspx
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File Reputation Services

Gather system information and submit suspicious file content to Trend Micro:

http://esupport.trendmicro.com/solution/en-us/1059565.aspx

Record the case number for tracking purposes.

Web Reputation Services

Query the safety rating and content type of a URL suspected of being a phishing site, or
other so-called "disease vector" (the intentional source of Internet threats such as
spyware and malware):

http://global.sitesafety.trendmicro.com

If the assigned rating is incorrect, send a re-classification request to Trend Micro.

Other Resources

In addition to solutions and support, there are many other helpful resources available
online to stay up to date, learn about innovations, and be aware of the latest security
trends.

Download Center

From time to time, Trend Micro may release a patch for a reported known issue or an
upgrade that applies to a specific product or service. To find out whether any patches
are available, go to:

http://www.trendmicro.com/download

If a patch has not been applied (patches are dated), open the Readme file to determine
whether it is relevant to your environment. The Readme file also contains installation

instructions.



http://esupport.trendmicro.com/solution/en-us/1059565.aspx
http://global.sitesafety.trendmicro.com/
http://www.trendmicro.com/download/

Cloud Edge 5.0 Deployment Guide

Documentation Feedback

Trend Micro always seeks to improve its documentation. If you have questions,

comments, or suggestions about this or any Trend Micro document, please go to the
following site:

http:/ /www.trendmicro.com/download/documentation/rating.as
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