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Preface

Preface
Welcome to the Trend Micro™ ScanMail™ Mobile Security for Microsoft™ Exchange
Administrator’s Guide. This book contains basic information about the tasks you need
to perform to manage ScanMail Mobile to protect your Exchange servers. It is intended
for novice and advanced users of ScanMail Mobile who want to manage ScanMail
Mobile.

This preface discusses the following topics:

• ScanMail Mobile Documentation on page vi

• Audience on page vi

• Document Conventions on page vii
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ScanMail Mobile Documentation
The product documentation consists of the following:

• Online Help: Web-based documentation that is accessible from the product
console

The Online Help contains explanations about ScanMail Mobile features.

• Installation Guide: PDF documentation that discusses requirements and
procedures for installing the product

• Administrator’s Guide: PDF documentation that discusses getting started
information and product management

• Readme File: Text-based documentation that contains late-breaking product
information that might not be found in the other documentation. Topics include a
description of features, installation tips, known issues, and product release history.

• Knowledge Base: Web portal that contains the latest information about all Trend
Micro products. Other inquiries that were already answered are also posted and a
dynamic list of the most frequently asked questions is also displayed.

http://esupport.trendmicro.com

Tip
Trend Micro recommends checking the corresponding link for documentation updates:

http://docs.trendmicro.com/en-us/enterprise/scanmail-mobile-security-for-microsoft-
exchange.aspx

Audience
The ScanMail Mobile documentation assumes a basic knowledge of security systems,
including:

• Network concepts (such as IP address, netmask, topology, LAN settings)

• Various network topologies

http://esupport.trendmicro.com
http://docs.trendmicro.com/en-us/enterprise/scanmail-mobile-security-for-microsoft-exchange.aspx
http://docs.trendmicro.com/en-us/enterprise/scanmail-mobile-security-for-microsoft-exchange.aspx
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• Microsoft Exchange Server administration

• Microsoft Exchange Server 2013 and 2010 server role configurations

• Various message formats

Document Conventions
The documentation uses the following conventions.

TABLE 1. Document Conventions

CONVENTION DESCRIPTION

UPPER CASE Acronyms, abbreviations, and names of certain
commands and keys on the keyboard

Bold Menus and menu commands, command buttons, tabs,
and options

Italics References to other documents

Monospace Sample command lines, program code, web URLs, file
names, and program output

Navigation > Path The navigation path to reach a particular screen

For example, File > Save means, click File and then click
Save on the interface

Note Configuration notes

Tip Recommendations or suggestions

Important Information regarding required or default configuration
settings and product limitations
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CONVENTION DESCRIPTION

WARNING! Critical actions and configuration options



  

Part I
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and Getting Started
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Chapter 1

Introducing Trend Micro ScanMail
Mobile Security for Microsoft
Exchange

This chapter introduces Trend Micro™ ScanMail™ Mobile Security for Microsoft™
Exchange and provides an overview of its features and capabilities.

Topics include:

• About ScanMail™ Mobile Security for Microsoft™ Exchange on page 1-2

• System Requirements on page 1-2

• Features and Benefits on page 1-5

• How ScanMail Mobile Protects the Microsoft Exchange Environment on page 1-7
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About ScanMail™ Mobile Security for
Microsoft™ Exchange

ScanMail™ Mobile Security for Microsoft™ Exchange provides protection to Exchange
servers from mobile device access. ScanMail Mobile secures email messaging on mobile
devices, across multiple mobile platforms, that connect to the Exchange server.
ScanMail Mobile integrates the Trend Micro Data Protection portfolio, monitoring
confidential email data on mobile devices, preventing non-compliant device access to
the Exchange server, and protecting corporate data by enforcing mobile device security
policies. ScanMail Mobile is server-side (CAS) protection that limits the impact on users
and deployment costs.

System Requirements
The following lists the system requirements for running Trend Micro™ ScanMail™
Mobile Security for Microsoft™ Exchange .

ScanMail Mobile with Exchange Server 2013

The following table lists the system requirements for running ScanMail Mobile with
Exchange Server 2013.

TABLE 1-1. System Requirements for Installation with Exchange Server 2013

RESOURCE REQUIREMENTS

Processor • x64 architecture-based processor that supports Intel™
64 architecture (formally known as Intel EM64T)

• x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail Mobile

(2GB RAM recommended)

Disk space 2GB free disk space
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RESOURCE REQUIREMENTS

Operating system • Microsoft™ Windows Server™ 2012 Standard or
Datacenter (64-bit)

• Microsoft™ Windows Server™ 2008 R2 Standard with
Service Pack 1 or above (64-bit)

• Microsoft™ Windows Server™ 2008 R2 Enterprise with
Service Pack 1 or above (64-bit)

• Microsoft™ Windows Server™ 2008 R2 Datacenter
RTM or above (64-bit)

Mail server Microsoft Exchange Server 2013

Web server • Microsoft Internet Information Services (IIS) 8.0

• Microsoft Internet information Services (IIS) 7.5

SQL server • SQL Server 2012

• SQL Server 2008 R2

• SQL Server 2008

Browser • Microsoft™ Internet Explorer™ 7.0 or above

Tip
Trend Micro recommends operating Internet
Explorer 10 in compatibility view.

• Mozilla Firefox™ 3.0 or above

ScanMail Mobile with Exchange Server 2010
The following table lists the system requirements for running ScanMail Mobile with
Exchange Server 2010.
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TABLE 1-2. System Requirements for Installation with Exchange Server 2010

RESOURCE REQUIREMENTS

Processor • x64 architecture-based processor that supports Intel™
Extended Memory 64 Technology (Intel EM64T)

• x64 architecture-based computer with AMD™ 64-bit
processor that supports AMD64 platform

Memory 1GB RAM exclusively for ScanMail Mobile

(2GB RAM recommended)

Disk space 2GB free disk space

Operating system • Microsoft Windows Server 2012 (64-bit) Standard or
Datacenter

• Microsoft™ Windows Server™ 2008 with Service Pack 2
or above (64-bit)

• Microsoft Windows Server 2008 R2 or above (64-bit)

Mail server Microsoft Exchange Server 2010 or above

Web server • Microsoft Internet Information Services (IIS) 8.0

• Microsoft Internet Information Services (IIS) 7.5

• Microsoft Internet information Services (IIS) 7.0

SQL server • SQL Server 2012

• SQL Server 2008 R2

• SQL Server 2008

Browser • Microsoft™ Internet Explorer™ 7.0 or above

Tip
Trend Micro recommends operating Internet
Explorer 10 in compatibility view.

• Mozilla Firefox™ 3.0 or above
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Features and Benefits
ScanMail Mobile provides the following features and benefits.

Web-based Product Console

Use SSL to access remote servers through a secure product console.

Installation and Support

Install to a single or multiple Microsoft Exchange servers using a single installation
program.

Multiple Scan Filters

TABLE 1-3. Multiple Scan Filters

FEATURE BENEFITS

Device Access Control • Allow access to the Exchange server based on user,
operating system, and / or email client

• Specify the access granted to specific mailbox
components

Attachment Blocking • Block named attachments or block attachments by true
file type, file extension, or file name

• Active Directory integrated exception rules

Data Loss Prevention • Use rule-based filters to detect, filter, and mask sensitive
data before it transmits out of the network

• Select from over 100 predefined templates and data
identifiers, or create customized expressions and keyword
lists to meet company-specific mandates

• Create customized rules to block, mask, log, and delete
sensitive data transmitting across the network
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FEATURE BENEFITS

Device Management • Perform a device wipe on lost or stolen devices

• Apply security settings to specific users including:

• Password strength requirements

• Automatic device lock after being inactive

• Encryption

• Unsuccessful sign-in data purge

Device Exception List Exempt specific user devices from all scans or specific scan
types

Informative Monitoring Tools

TABLE 1-4. Informative Monitoring Tools

FEATURE BENEFITS

Notifications ScanMail Mobile can automatically send notifications when it
does the following:

• Blocks an infected attachment

• Filters out undesirable content from an email message

• Detects a significant system event

Note
For correct resolution of ScanMail Mobile notifications
with Simple Network Management Protocol (SNMP),
you can import the Management Information Base
(MIB) file to your network management tools from the
following path in the ScanMail Mobile Installation
Package: tool\admin\trend.mib.

Informative and Timely
Reports and Logs

• Keep up-to-date using activity logs that detail significant
events

• Send or print graphical reports
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How ScanMail Mobile Protects the Microsoft
Exchange Environment

Trend Micro recognizes the unique dangers posed by security threats to Microsoft
Exchange servers. Trend Micro designed ScanMail Mobile to protect Exchange from
these numerous and diverse security risks. ScanMail Mobile uses a filtering strategy to
protect Exchange. ScanMail Mobile subjects the email message to each filter in the
following order:

1. Device Access Control

2. Attachment Blocking

3. Data Loss Prevention

4. Device Management

5. Device Exception List

In addition, ScanMail Mobile provides notifications and log queries to assist
administrators to monitor and react to security risks.

TABLE 1-5. How ScanMail Mobile Protects the Microsoft Exchange Environment

FEATURE DESCRIPTION

Device Access Control ScanMail Mobile can prevent unauthorized users, devices,
and email clients from accessing the Exchange server or
specific mail components. Administrators can granularly
configure Device Access Control, allowing access to specific
users, running specific operating system versions, using
specific email clients.

Attachment Blocking ScanMail Mobile can block undesirable attachments
according to administrator-defined types or specific names.
During scanning, ScanMail Mobile can replace the detected
file with a text message and then deliver the message to the
intended recipient.
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FEATURE DESCRIPTION

Data Loss Prevention ScanMail Mobile can filter content for sensitive information in
different message parts based on policies set by the
administrator. ScanMail Mobile filters outgoing email
messages and can perform specific actions on email
messages that contain sensitive information.

Device Management Device Management allows administrators to configure
specific security requirements at the user level and perform
automated actions whenever a device does not adhere to the
policy parameters. Administrators can configure ScanMail
Mobile to lock or wipe devices that violate security rules, or
that are lost or stolen.

Device Exception List ScanMail Mobile provides a device exception list which
allows administrators to exclude specific devices from scans.
Administrators can create global rules to manage the majority
of users and then exclude specific devices, granting greater
access to the Exchange server.

Alerts and notifications ScanMail Mobile can send alerts about outbreaks and
significant system events. Outbreak alerts notify
administrators when the number of detected security risks
exceeds a set number. This enables administrators to react
quickly to security breaches in their Exchange environment.

Reports and logs ScanMail Mobile provides logs and reports to keep
administrators informed about the latest security risks and
system status. ScanMail Mobile logs significant events such
as component updates and scan actions. Administrators can
query these events to create log reports providing current
and detailed information about the security of the Exchange
environment.

ScanMail Mobile can generate reports for system analysis
that can be printed or exported.
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Chapter 2

Getting Started with ScanMail Mobile
This chapter explains how to register and activate ScanMail Mobile.

Topics include:

• Getting Started on page 2-2

• Understanding the Product Console on page 2-2

• Understanding the Server Management Console on page 2-8

• Understanding ScanMail Mobile Icons on page 2-10

• ScanMail Mobile Registration on page 2-11

• ScanMail Mobile Activation on page 2-13
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Getting Started
After installing ScanMail Mobile, there are a number of tasks administrators can perform
to ensure that everything is set up and working properly.

Procedure

1. Open the ScanMail Mobile product console.

2. Configure ScanMail Mobile to recognize an existing proxy server (if not completed
during Setup).

Understanding the Product Console
Access and control ScanMail Mobile through the intuitive product console. Use the
product console to manage multiple Exchange servers and remote servers from any
endpoint on the network. The ScanMail Mobile product console is password protected,
ensuring that only authorized administrators can modify ScanMail Mobile settings.
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Administrators can view the product console from any endpoint on the network that is
running a supported browser.

FIGURE 2-1. The product console

Product Console Elements
Banner

The banner identifies and describes the product and provides access to Trend Micro
support.

FIGURE 2-2. Product console banner

The banner displays the following:

• Current server: The server you manage from this console

• Real-time monitor: Click to access the Real-time Monitor

For more information, see Understanding Real-time Monitor on page 7-4.
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• Server management: Click to access the Server management console

For more information, see Understanding the Server Management Console on page 2-8.

• Log Off: Click to end your session and close the product console

Note
Logging off the product console prevents unauthorized users from modifying the
settings.

• Help: Get support by selecting an option from the drop-down list

Help options include:

• Contents and Index: Opens the online help table of contents and index

• Knowledge Base: Access the Knowledge Base to get the latest information
about product troubleshooting and frequently asked questions

• Security Info: Visit the Trend Micro Security Information page to read about
the latest security risks

• Sales: View the Trend Micro web page to find resellers and service providers
in your area

• Support: Access the Trend Micro technical support website

• About: View ScanMail Mobile and component version numbers and ScanMail
Mobile system information
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Side Menu

The side menu provides access to the main menu items for ScanMail Mobile.

FIGURE 2-3. Product console side menu
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Configuration Area

The configuration area allows administrators to configure and modify all ScanMail
Mobile configurations and options.

FIGURE 2-4. Product console configuration area

Viewing the Product Console on a Local Server

Procedure

1. Click Start > Programs > Trend Micro ScanMail Mobile Security for
Microsoft Exchange > ScanMail Mobile Security Management Console.

Note

On Windows 2012 platforms, only a desktop shortcut is available.

2. Type the user name and password.

3. Click Log on.
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Note

Use the account that belongs to Management Group configured during Setup to log
on the ScanMail Mobile installations.

Viewing the Product Console from a Remote Server

Procedure

1. Use a supported browser to access:

<http OR https>://<servername>:<portnumber>/smms

Where "servername" is the name of the server with the ScanMail Mobile
installation and "port number" is the port number used to access the server.

Note

By default, HTTP uses port 16374 and HTTPS uses port 16375.

2. Type the user name and password.

3. Click Log on.

Getting Help While Using the ScanMail Mobile Product
Console

ScanMail Mobile offers the following types of help:

Procedure

• To get help using ScanMail Mobile features, read the context-sensitive help. Access
context-sensitive help by clicking the help icon ( ) or open the Table of
Contents by selecting Contents and Index from the Help drop-down list in the
banner area.
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• To access troubleshooting and FAQ information, select Knowledge Base from
the drop-down list in the banner area.

• To access general information about computer security threats and alerts, select
Security Info from the drop-down list in the banner area.

• To get information about how to contact Trend Micro sales representatives or
service providers, select Sales from the drop-down list in the banner area.

Understanding the Server Management
Console

The ScanMail Mobile Server Management console allows you to view all of the ScanMail
Mobile servers on a network. You will only see servers with the same type of Activation
Code. View all ScanMail Mobile servers in a forest when you install ScanMail Mobile
with Exchange.

Access the Server Management console by clicking Server management in the
banner.

A brief description of the options is available below:

• Replicate: Click to copy configurations from one server to another

• Show: Select to display Scanning result, Scanning status, and Last replication

• Filter by server name: Type the name of a server to search for

• Server Name: Click to see Server Name, Server FQDN, and Server Role
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FIGURE 2-5. The Server Management console

Using the Server Management Console
Use the Server Management console to do the following:

TABLE 2-1. Server Management Console Features

FEATURE DESCRIPTION

View scan results View information about the total messages scanned and the
scan results for remote ScanMail Mobile servers

Scanning results also show the number of detected:

• Blocked attachments

• Data Loss Prevention violations

View scan status Indicates whether the scan type is enabled or disabled

View the following scan status types for remote ScanMail
Mobile servers:

• Attachment Blocking

• Data Loss Prevention

• Device Access Control

View last replication Displays information regarding the last run replication of the
server(s) listed
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Using Server Management to Replicate Configurations

The Server Management console replicates any or all configurations from one
ScanMail Mobile server to another automatically. Replicating servers in this way is much
faster and easier than configuring each server separately. In addition, automatically
replicating configurations ensures that all ScanMail Mobile servers that provide the same
kind of protection share the same configuration.

Administrators can use the Server Management console to turn off the automatic
server replication.

Procedure

1. Click Server management to open the Server Management screen.

2. Select target servers.

3. Click Replicate.

The Replication Settings screen appears.

4. Disable the Automatically replicate all settings to other servers option to stop
automatic replication.

Understanding ScanMail Mobile Icons
The following table displays ScanMail Mobile icons.

TABLE 2-2. ScanMail Mobile Icons

ICON DESCRIPTION

( ) Help Click to view the ScanMail Mobile Help.

( ) Enabled Click to disable a rule or policy. When this icon displays, the
rule or policy is currently enabled.



  Getting Started with ScanMail Mobile

  2-11

ICON DESCRIPTION

( ) Disabled Click to enable a rule or policy. When this icon displays, the
rule or policy is currently disabled.

( ) Refresh Click to refresh the information on the screen.

( ) Warning This indicates a warning status.

( ) Enabled This indicates an enabled status.

( ) Disabled This indicates a disabled status.

( ) Delete Click to delete a template.

( ) Cancel wipe Click to cancel a device wipe notification.

( ) Tooltip Mouse over this icon to see helpful information about a
feature.

( ) Show details Click to expand the drop-down.

( ) Hide details Click to collapse the drop-down.

ScanMail Mobile Registration
The product package or Trend Micro reseller provides a Registration Key for ScanMail
Mobile. Registering ScanMail Mobile entitles administrators to standard support and
telephone and online technical support. The length of the maintenance agreement
depends on the contract arranged with the Trend Micro representative, but is usually 12
months.

Administrators must register and activate ScanMail Mobile to enable all scanning
features (even when using an evaluation version Activation Code).
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Online Purchase

After completing an online purchase, Trend Micro sends licensing and registration
information, including a number that is used during the product registration process.
The number needed for registration is either a Serial Number or a Registration Key.

A Serial Number is 24 characters in length, including hyphens, in the following format:

XXXX-XXXX-XXXX-XXXX-XXXX

A Registration Key is 22 characters in length, including hyphens, in the following
format:

XX-XXXX-XXXX-XXXX-XXXX

Most Trend Micro products use a Registration Key. When ready to register, go to the
following Trend Micro website:

http://olr.trendmicro.com

Registering ScanMail Mobile

Use one of the following methods to register:

Procedure

• During installation

The installation program prompts for an online registration using the Registration
Key. Follow the link to the Trend Micro website, register the product, and then
return to the installation program to complete the installation process.

• Online

Visit the following Trend Micro website to register online and receive an
Activation Code:

http://olr.trendmicro.com

• Contact Trend Micro directly

http://olr.trendmicro.com
http://olr.trendmicro.com
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Provide a Trend Micro representative with the Registration Key to receive an
Activation Code. Trend Micro maintains a list of North American contacts at:

http://www.trendmicro.com/buy/us/enterprise.asp

Note
For maintenance renewal, contact Trend Micro sales or your reseller. Click Update
License to manually update the maintenance expiration date on the Product License
screen.

For more information, see Contacting Technical Support on page 9-2.

ScanMail Mobile Activation
The following conditions require activation.

• Installing ScanMail Mobile for the first time

For example, after purchasing a product version from a Trend Micro reseller and
using the registration key to obtain an Activation Code.

• Changing the version type

For example, after obtaining a new Activation Code from a Trend Micro
representative and using the product console to activate the new version.

Note
The evaluation version is fully functional for 30 days, after which ScanMail Mobile disables
all scanning.

Activate ScanMail Mobile during installation or using the product console.

Standard Activation Code
Using the standard Activation Code activates ScanMail Mobile.

http://www.trendmicro.com/buy/us/enterprise.asp
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TABLE 2-3. Standard Activation Code Features

MAINTENANCE AGREEMENT STANDARD FEATURES

Evaluation Using the evaluation Activation Code allows administrators to
implement all ScanMail Mobile functions for a limited
duration.

Fully licensed A fully licensed Activation Code entitles administrators to the
standard maintenance agreement and implements all
ScanMail Mobile functions available for standard activations.
ScanMail Mobile provides a warning when the license
agreement is close to expiration.

Activating ScanMail Mobile During Installation

Procedure

1. Run the installation program.

2. Type the Activation Code on the Product Activation screen.

3. Complete the installation to activate ScanMail Mobile.

Activating ScanMail Mobile Using the Product Console

Procedure

1. Click Administration > Product License.

2. Click Upgrade Instruction to register ScanMail Mobile.

The Trend Micro website opens which allows online registration. Register online to
obtain an Activation Code.

3. Click New Activation Code on the Product License screen.

4. Type the Activation Code in the space provided.
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5. Click Activate.

Reactivating ScanMail Mobile
Administrators may need to reactivate ScanMail Mobile when changing the product
version. Reactivating involves changing the Activation Code from one number to
another. After clicking New Activation Code, type the new Activation Code to receive
all the benefits of the new ScanMail Mobile version.

Procedure

1. Click Administration > Product License.

The Product License screen appears.

2. Click New Activation Code.

The Product License > New Activation Code screen appears.

3. Type or paste the new Activation Code.

4. Click Activate.

This activates the new version of ScanMail Mobile and enables all the functions
available according to that license.





  

Part II
Configuring Scans and Scan

Filters





  3-1

Chapter 3

Configuring Device Access Control
This chapter explains how to configure Device Access Control to protect the Exchange
environment.

Topics include:

• About Device Access Control on page 3-2

• Managing Device Access Control Rules on page 3-2

• Configuring Device Access Control Rules on page 3-3
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About Device Access Control
Device Access Control allows administrators to manage the mobile devices that attempt
to connect to the Exchange server. Administrators can configure ScanMail Mobile to
only allow authorized users, using specified operating systems, versions, and email
clients to access the Exchange server, preventing all other rogue, non-compliant or
vulnerable devices from gaining access to sensitive data. Administrators can further limit
the level access granted to authorized users to specific mailbox components within the
Exchange environment.

Device Access Control comes with a global rule to manage devices not defined in other
rules. The global rule encompasses less popular mobile device types and operating
systems to ensure that all mobile connections to the Exchange server are secure.

Managing Device Access Control Rules

Procedure

1. On the left navigation pane, click Device Access Control.

The Device Access Control screen appears.

2. To enable Device Access Control:

a. Select Enable Device Access Control.

b. Click Save.

3. In the Device Access Control list, perform the following tasks:

• Click Add to create a new rule.

• Click the Owner, OS, Version, or Email Client hyperlink to edit an existing
rule.

• To reorder the Device Access Control rule priority:

a. Select the check box next to the policy or exception name in the list.

b. Click Reorder.
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c. Type the priority number in the Priority field.

d. Click Save Reorder.

Note
ScanMail Mobile processes Device Access Control rules based on a first match
basis. If a device matches rule 2, ScanMail Mobile does not subject the device to
further rules.

• Enable or disable access to specific mailbox components by clicking the
enable ( ) and disable ( ) icons.

Configuring Device Access Control Rules

Note
Device Access Control does not prevent users from creating new objects for mailbox
components, even if the mailbox component access is blocked.

For example, the administrator configures Mail as Block. Mobile users can still create and
send new email messages, but cannot receive messages from Exchange.

Procedure

1. On the left navigation pane, click Device Access Control.

The Device Access Control screen appears.

2. Add or edit a rule:

• For new rules, click Add.

• For preexisting rules, click the Owner, OS, Version, or Email Client
hyperlink.

The Device Access Control: Add/Edit Policy screen appears.

3. Select the following device owners:
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• Anyone: Select to include all devices owners.

• Specific owners: Select from Active Directory users, groups, or ScanMail
Mobile special groups.

4. In the Operating Systems section, select any operating system or specific
operating systems and/or versions.

Note

• Versions automatically add a wildcard (*) character to represent all subsequent
minor versions or revisions if not typed by the administrator (for example, "1"
represents "1.*" and "1.0" represents "1.0.*"). ScanMail Mobile supports
versioning to the revision level (for example, "1.1.1").

• When determining the versions to include in a policy or exception, the Exclude
versions value overrides the From and To values (for example, From: 1.*,
To: 2.5.2, Exclude versions: 2.5.* results in all versions starting with "2.5"
being excluded from the policy or exception).

• To select a single version of an operating system, select Specific version range
and type the version number in both the From and To fields.

• Use the Exclude versions field to exclude a version from the version range.

For example, to add all Android versions from 3.0 to 4.1.2 but not version 3.2.1:

a. In the From field, type 3.0.

b. In the To field, type 4.1.2.

c. In the Exclude versions field, type 3.2.1.

5. In the Email Client section, select:

• Any email client

• Specific email client:

• Built-in client: The prepackaged email client shipped with the device

• TouchDown: A third-party ActiveSync email client with Exchange
Server support

6. In the Mailbox Components section, select to Allow or Block access to the
following:
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• Mail

• Calendar

• Contacts

• Tasks

Note
ScanMail Mobile uses the access granted to Tasks and applies the access rights
to “Notes” for devices that are capable of syncing “Notes” with the Exchange
server.

7. Click Save.
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Chapter 4

Configuring Device Management
This chapter explains how to configure Device Management to protect the Exchange
environment.

Topics include:

• About Device Management on page 4-2

• About Device Wipe on page 4-2

• About Security Policies on page 4-4
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About Device Management
Device Management allows administrators to enforce minimum security requirements
on all devices attempting to connect with the Exchange server. Administrators can
configure devices to comply with password standards and encryption requirements
before granting access to Exchange.

ScanMail Mobile also provides administrators the ability to take action on devices that
do not comply with the company's security standards, or that a user reports lost or
stolen. Administrators can automatically lock devices that are inactive for a specified
time. ScanMail Mobile can also wipe lost or stolen devices, or when a user makes
consecutive unsuccessful attempts to sign in to a device after a specified number of
times.

For details about the features available in Device Management, see the following:

• About Device Wipe on page 4-2

• About Security Policies on page 4-4

About Device Wipe
ScanMail Mobile provides administrators with the Device Wipe feature to protect
sensitive data from unauthorized access on lost or stolen devices. After a user reports
that a device is missing, the administrator can configure ScanMail Mobile to send a wipe
command to the device. If anyone attempts to turn on the device, the device receives
the wipe command and automatically deletes all information on the storage device(s).

The Device Wipe List

The Device Wipe list displays information regarding devices that ScanMail Mobile has
already wiped and devices waiting to receive the wipe command. The Device Wipe list
displays the following device details:
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TABLE 4-1. Device Wipe List Information

ITEM DESCRIPTION

Device Type The type of device

Device Model The model name or number of the device

Owner The owner of the device

OS The operating system and version of the device

Device ID The manufacturer's ID of the device

Wipe Time The time the wipe command completed

Status • Wipe pending: Click the wipe icon to cancel the
command.

• Wipe successful: Click the trash icon to remove the
device from the list

Note
Devices in the Device Wipe list continue to receive
wipe commands until the administrator removes
the device from the list. ScanMail Mobile
continually "rewipes" devices to prevent any
subsequent attempts to access the Exchange
server using a stolen device.

Configuring Device Wipe

Procedure

1. On the left navigation pane, click Device Management > Device Wipe.

The Device Wipe screen appears.

2. Click Select Devices.

The Device Wipe: Select Devices screen appears.
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3. Type the name of the device owner in the Search by owner text field and click
Search.

All devices associated with the selected owner appear in the list.

4. Select the check box beside the device(s) to wipe.

Note
Administrators cannot send a wipe command to devices that display the “Wipe
pending” or “Wipe successful” statuses. Administrators must cancel the current wipe
command or wait until the device has completed the wipe process and remove the
device from the Device Wipe list.

5. Click Wipe.

About Security Policies
Administrators can configure Device Management security policies for users to ensure
that all devices connecting to the Exchange server meet a minimum security level before
ScanMail Mobile grants access to any sensitive data. Security policies allow
administrators to set standards on password strength, device inactivity times, and
encryption. If a device does not comply with these standards, ScanMail Mobile blocks
access to the Exchange server.

Administrators can further protect the Exchange server by configuring behavioral rules
for devices. When devices are inactive for a specified time, ScanMail Mobile can
automatically lock the device to prevent access by unauthorized individuals. When a user
unsuccessfully tries to sign in to a device for a specified number of times, ScanMail
Mobile can perform a wipe action on the device to protect the data stored on the device
from whoever is attempting to gain access.

The Security Policies List
The Security Policies list displays information regarding the current policies that
ScanMail Mobile associates with accounts. ScanMail Mobile applies a default policy for
all accounts not defined by the administrator in other policies.
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Note

Administrators cannot select accounts for the “Default Policy”. Administrators can only
configure the rules that apply to all accounts not specified in other policies.

ScanMail Mobile does not preconfigure any settings for the default policy.

The Security Policies list displays the following details:

TABLE 4-2. Security Policies List Information

ITEM DESCRIPTION

Policy The name of a security policy defined by the administrator

Password • Minimum Length: The minimum required length for
passwords

• Password Complexity: The configured password
complexity option

For details on the complexity requirements for specific
operating systems, see Password Complexity
Requirements on page 4-7.

Inactivity Lock (minutes) The number of minutes that ScanMail Mobile allows a device
to remain inactive before automatically locking the device

Note
To unlock the device, users must type the correct
password.

Sign-in Attempts Before
Auto-Wipe

The number of concurrent unsuccessful sign-in attempts on a
device before ScanMail Mobile wipes all data from the device
storage

WARNING!
Configuring a low number may result in accidental data
loss. Trend Micro recommends using caution when
determining whether to perform an automatic wipe of
data.
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ITEM DESCRIPTION

Device Encryption Indicates whether encryption is required

Configuring Security Policies

Procedure

1. On the left navigation pane, click Device Management > Security Policies.

The Security Policies screen appears.

2. Add or edit a policy:

• For new policies, click Add.

• For preexisting policies, click the Policy Name hyperlink.

The Security Policies: Add/Edit Policy screen appears.

3. Type a name and optionally provide a description for the policy.

4. In the Apply to Accounts section, select the Active Directory accounts to which
ScanMail Mobile associates the policy.

5. In the Security Criteria section, configure the following settings as required:

• Minimum password length: Requires users to use passwords that are a
minimum number of characters as specified by the administrator

• Require password complexity: Requires users to include a minimum
complexity requirement for device passwords, based on device type and
operating system

For details on the complexity requirements for specific operating systems, see
Password Complexity Requirements on page 4-7.

• Lock device after inactivity: Specify the amount of time ScanMail Mobile
allows a device to remain inactive before automatically locking the device
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Note
To unlock the device, users must type the correct password.

• Require encryption on device: Select to enforce Exchange encryption on
the device

• Wipe device after unsuccessful sign-in: Specify the number of sign-in
attempts allowed before ScanMail Mobile wipes all data from the device
storage

WARNING!
Configuring a low number may result in accidental data loss. Trend Micro
recommends using caution when determining whether to perform an automatic
wipe of data.

6. Click Save.

Password Complexity Requirements
The password complexity requirements differ for different device types and operating
systems.

The following tables list the behavior of each complexity “Option” for the devices
tested at the time of the ScanMail Mobile 1.0 release.

Note
The functionality of password complexity is dependent on the device type and operating
system version. If the specified password does not comply with the complexity
requirements, most devices provide users with a message that indicates what the specific
requirements are for the device.
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TABLE 4-3. Android Devices

COMPLEXITY
LEVEL

COMPLEXITY REQUIREMENTS

ANDROID 4 ANDROID 2

Option 1 A combination of the following
types of characters:

• At least one uppercase (A-Z)
or lowercase (a-z) character

• At least one number (0-9) or
special character (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

Alphanumeric

Option 2 A combination of the following
types of characters:

• At least one uppercase (A-Z)
or lowercase (a-z) character

• At least two numbers (0-9) or
special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of the following
types of characters:

• Alphanumeric

•

At least two numbers (0-9) or
special characters (!@#$ %^&*()_-
=+~`[]{}\|;:'"?/<>,.)

Option 3 A combination of the following
types of characters:

• At least one uppercase (A-Z)
or lowercase (a-z) character

• At least three numbers (0-9) or
special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of the following
types of characters:

• Alphanumeric

• At least three numbers (0-9)
or special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 4 A combination of the following
types of characters:

• At least one uppercase (A-Z)
or lowercase (a-z) character

• At least four numbers (0-9) or
special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of the following
types of characters:

• Alphanumeric

• At least four numbers (0-9) or
special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)
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TABLE 4-4. iOS Devices

COMPLEXITY
LEVEL

COMPLEXITY REQUIREMENTS

Option 1 A combination of the following types of characters:

• Alphanumeric

• At least one special character (!@#$ %^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 2 A combination of the following types of characters:

• Alphanumeric

• At least two special characters (!@#$ %^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 3 A combination of the following types of characters:

• Alphanumeric

• At least three special characters (!@#$ %^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 4 A combination of the following types of characters:

• Alphanumeric

• At least four special characters (!@#$ %^&*()_-=+~`[]{}\|;:'"?/<>,.)

TABLE 4-5. Windows Phone Devices

COMPLEXITY
LEVEL

COMPLEXITY REQUIREMENTS

WINDOWS PHONE 8 WINDOWS PHONE 7

Option 1 At least one of the following types
of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of at least two of
the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)
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COMPLEXITY
LEVEL

COMPLEXITY REQUIREMENTS

WINDOWS PHONE 8 WINDOWS PHONE 7

Option 2 A combination of at least two of
the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of at least two of
the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 3 A combination of at least three of
the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of at least three of
the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 4 A combination of all of the
following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

A combination of all of the
following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$
%^&*()_-=+~`[]{}\|;:'"?/<>,.)

TABLE 4-6. BlackBerry Devices

COMPLEXITY
LEVEL

COMPLEXITY REQUIREMENTS

Option 1 At least one uppercase (A-Z) or lowercase (a-z) character
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COMPLEXITY
LEVEL

COMPLEXITY REQUIREMENTS

Option 2 A combination of at least two of the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$%^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 3 A combination of at least three of the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$%^&*()_-=+~`[]{}\|;:'"?/<>,.)

Option 4 A combination of all of the following types of characters:

• Uppercase characters (A-Z)

• Lowercase characters (a-z)

• Numeric characters (0-9)

• Special characters (!@#$%^&*()_-=+~`[]{}\|;:'"?/<>,.)





  5-1

Chapter 5

Configuring Attachment Blocking
This chapter explains how to configure Attachment Blocking to protect your Exchange
environment.

Topics include:

• About Attachment Blocking on page 5-2

• Enabling Attachment Blocking on page 5-2

• Configuring an Attachment Blocking Exception on page 5-3

• Global Attachment Blocking Policy on page 5-7
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About Attachment Blocking
Attachment blocking prevents email messages containing suspicious attachments from
being delivered. ScanMail Mobile can block attachments according to the following:

• Attachment type

• Attachment name

• Attachment extension

• Attachment size

The extension of an attachment identifies the file type, for example .doc, .exe,
or .dll. Many viruses/malware are closely associated with certain types of files. By
configuring ScanMail Mobile to block according to file type, administrators can decrease
the security risk to Exchange servers from those types of files. Similarly, specific attacks
are often associated with a specific file name.

Recipients for messages can match one attachment blocking exception or the
attachment blocking global rule based on priority. If the recipient matches an
attachment blocking exception, then targets selected in the exception are excluded from
attachment blocking global rule. If the recipient does not match any attachment
blocking exceptions, then the attachment blocking global rule is applied.

Enabling Attachment Blocking

Procedure

1. Click Attachment Blocking on the main menu.

The Attachment Blocking screen displays.

2. Select Enable Attachment Blocking.

3. Click Save.
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Configuring an Attachment Blocking Exception
Attachment Blocking exceptions can exclude recipients from the Global Policy based on
the configured target settings.

Create a new exception by clicking Attachment Blocking > Add Exception.

Modify an existing policy by clicking Attachment Blocking > [Policy Name].

Configure Attachment Blocking exceptions through the following three step process:

1. Selecting Devices on page 5-3

2. Configuring Attachment Blocking Targets on page 5-5

3. Enabling an Attachment Blocking Exception on page 5-6

Selecting Devices
Use the Device Exclusion Criteria table to exclude devices from the policy.

Procedure

1. Click Attachment Blocking on the main menu.

The Attachment Blocking screen displays.

2. Add or edit a policy or exception:

• For new policies or exceptions:

Click Add Exception.

• For preexisting policies or exceptions:

a. Click the exception Policy or Devices hyperlink to edit an exception.

b. Click the Devices tab.

3. To configure device exclusions:

• Click Add.
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The Device Exclusion Criteria screen appears.

For details, see Excluding Devices from the Global Policy on page 5-4.

• Select the check box beside a previously configured device and click Edit to
modify the device selection.

• Select the check box beside a previously configured device and click Delete
to remove the device from the exclusion list.

Excluding Devices from the Global Policy

Procedure

1. Select the following device owners:

• Anyone: Select to include all devices owners.

• Specific owners: Select from Active Directory users, groups, or ScanMail
Mobile special groups.

2. In the Operating Systems section, select any operating system or specific
operating systems and/or versions.
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Note

• Versions automatically add a wildcard (*) character to represent all subsequent
minor versions or revisions if not typed by the administrator (for example, "1"
represents "1.*" and "1.0" represents "1.0.*"). ScanMail Mobile supports
versioning to the revision level (for example, "1.1.1").

• When determining the versions to include in a policy or exception, the Exclude
versions value overrides the From and To values (for example, From: 1.*,
To: 2.5.2, Exclude versions: 2.5.* results in all versions starting with "2.5"
being excluded from the policy or exception).

• To select a single version of an operating system, select Specific version range
and type the version number in both the From and To fields.

• Use the Exclude versions field to exclude a version from the version range.

For example, to add all Android versions from 3.0 to 4.1.2 but not version 3.2.1:

a. In the From field, type 3.0.

b. In the To field, type 4.1.2.

c. In the Exclude versions field, type 3.2.1.

3. In the Email Client section, select:

• Any email client

• Specific email client:

• Built-in client: The prepackaged email client shipped with the device

• TouchDown: A third-party ActiveSync email client with Exchange
Server support

4. Click Save.

Configuring Attachment Blocking Targets

Procedure

1. Click Attachment Blocking on the main menu.
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The Attachment Blocking screen displays.

2. Add or edit a policy or exception:

• For new policies or exceptions:

a. Click Add Exception.

b. Go to the Specify Policy screen.

• For preexisting policies or exceptions:

a. Click the exception Policy or Devices hyperlink to edit an exception.

b. Click the Target tab.

3. Configure the following settings:

• Attachment types: Select specific file types to exclude from the Global
Policy.

• Attachment names: Specify file names and/or extensions to exclude from
the Global Policy.

Tip
Click Show details to specify file types or names.

• Maximum file size: Specify the maximum size of attachments that ScanMail
Mobile excludes from the Global Policy.

Enabling an Attachment Blocking Exception

Procedure

1. Click Attachment Blocking on the main menu.

The Attachment Blocking screen displays.

2. Add or edit a policy or exception:

• For new policies or exceptions:



  Configuring Attachment Blocking

  5-7

a. Click Add Exception.

b. Go to the Name and Priority screen.

• For preexisting policies or exceptions:

Click the exception Policy or Devices hyperlink to edit an exception.

3. Select to enable this policy or exception.

4. Type the name of the exception in the Exception name space.

5. Specify the priority.

• For new policies:

Type the priority of your policy or exception in the Priority field.

• For preexisting policies or exceptions:

a. Select the check box next to the policy or exception name in the list.

b. Click Reorder.

c. Type the priority number in the Priority field.

d. Click Save Reorder.

Global Attachment Blocking Policy
The Attachment Blocking Global Policy applies to all devices not specified in other
exceptions. Administrators can edit the Global Policy but cannot modify or change the
priority of the policy.

Configuring Attachment Blocking Targets
You can block attachments according to a specific name or according to an attachment
type. ScanMail Mobile determines attachment type by the file name extension and true
file type. Block attachments with two general strategies: either block all attachments and
then exclude specified attachments or specify all the attachments to block.
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Procedure

1. Click Attachment Blocking on the main menu.

The Attachment Blocking screen displays.

2. Click Global Policy in the exception list.

The Global Policy screen appears.

3. Click the Target tab.

The Target screen displays.

4. Configure the following settings:

• Attachment types: Select specific file types to exclude from scanning.

• Attachment names: Specify file names and/or extensions to exclude from
scanning.

Tip

Click Show details to specify file types or names

• Block attachment types or names within compressed files: Select to
block files based on file type or name that are in compressed file attachments.

• Maximum file size: Specify the maximum size of attachments that ScanMail
Mobile excludes from scanning.

5. Click Scan Restriction Criteria if performance improvement is required.

• Number of layers of compression exceeds: Specify a number from 1 to 20
to use as the threshold for not scanning compression files. If the number of
compression layers exceeds the specified number, the file is not scanned.

6. Click Save.
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Configuring Attachment Blocking Actions
ScanMail Mobile performs an action whenever it detects an attachment that requires
blocking. You configure the action ScanMail Mobile performs using this screen.
Additionally, configure whether or not ScanMail Mobile sends a notification.

Procedure

1. Click Attachment Blocking on the main menu.

The Attachment Blocking screen displays.

2. Click Global Policy in the exception list.

The Global Policy screen appears.

3. Click the Action tab.

The Action screen displays.

4. Select the action that ScanMail Mobile takes when an attachment matches the
target rules.

5. Click Save.

Configuring Attachment Blocking Notifications

Procedure

1. Click Attachment Blocking on the main menu.

The Attachment Blocking screen displays.

2. Click Global Policy in the exception list.

The Global Policy screen appears.

3. Click the Notification tab.

The Notification screen displays.
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4. Click the check boxes corresponding to the people ScanMail Mobile will notify.

5. Click Show details to customize the notification for that recipient.

6. Select from the notification options.

Refer to Notification Settings on page 7-6 for details.

7. Click Write to Windows event log to have ScanMail Mobile write the notification
to a Windows event log.

8. Click Save.
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Chapter 6

Configuring Data Loss Prevention
This chapter explains how to configure Data Loss Prevention to protect the Exchange
environment.

Topics include:

• About Data Loss Prevention (DLP) on page 6-2

• Data Identifier Types on page 6-2

• About Data Loss Prevention Templates on page 6-12

• About Data Loss Prevention Policies on page 6-16
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About Data Loss Prevention (DLP)
With the prevalence and damaging effects of data breaches, organizations now see
digital asset protection as a critical component of their security infrastructure.

Data Loss Prevention safeguards an organization’s sensitive data against accidental or
deliberate leakage. Data Loss Prevention allows you to:

• Identify the sensitive information that requires protection using data identifiers

• Create policies that limit or prevent the transmission of digital assets through
common transmission channels, such as email and external devices

• Enforce compliance to established privacy standards

Before you can monitor sensitive information for potential loss, you must be able to
answer the following questions:

• What data needs protection from unauthorized users?

• Where does the sensitive data reside?

• How is the sensitive data transmitted?

• What users are authorized to access or transmit the sensitive data?

• What action should be taken if a security violation occurs?

This important audit typically involves multiple departments and personnel familiar with
the sensitive information in your organization.

If you already defined your sensitive information and security policies, you can begin to
define data identifiers and company policies.

Data Identifier Types
Digital assets are files and data that an organization must protect against unauthorized
transmission. Administrators can define digital assets using the following data identifiers:

• Expressions: Data that has a certain structure. For details, see Expressions on page
6-3.
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• Keyword lists: A list of special words or phrases. For details, see Keywords on page
6-7.

Note

Administrators cannot delete a data identifier that a DLP template is using. Delete the
template before deleting the data identifier.

Expressions

An expression is data that has a certain structure. For example, credit card numbers
typically have 16 digits and appear in the format "nnnn-nnnn-nnnn-nnnn", making them
suitable for expression-based detections.

Administrators can use predefined and customized expressions. For details, see Predefined
Expressions on page 6-3 and Customized Expressions on page 6-3.

Predefined Expressions

Data Loss Prevention comes with a set of predefined expressions. Administrators
cannot modify or delete these expressions.

Data Loss Prevention verifies these expressions using pattern matching and
mathematical equations. After Data Loss Prevention matches potentially sensitive data
with an expression, the data may also undergo additional verification checks.

For a complete list of predefined expressions, see http://docs.trendmicro.com/en-us/
enterprise/data-protection-reference-documents.aspx.

Customized Expressions

Create customized expressions if none of the predefined expressions meet the
company's requirements.

Expressions are a powerful string-matching tool. Become comfortable with expression
syntax before creating expressions. Poorly written expressions can dramatically impact
performance.

http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
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When creating expressions:

• Refer to the predefined expressions for guidance on how to define valid
expressions. For example, when creating an expression that includes a date, refer to
the expressions prefixed with "Date".

• Note that Data Loss Prevention follows the expression formats defined in Perl
Compatible Regular Expressions (PCRE). For more information on PCRE, visit
the following website:

http://www.pcre.org/

• Start with simple expressions. Modify the expressions if they are causing false
alarms or fine tune them to improve detections.

Administrators can choose from several criteria when creating expressions. An
expression must satisfy the chosen criteria before Data Loss Prevention subjects it to a
DLP policy. For details about the different criteria options, see Criteria for Customized
Expressions on page 6-4.

Criteria for Customized Expressions

TABLE 6-1. Criteria Options for Customized Expressions

CRITERIA RULE EXAMPLE

None None All - Names from US Census Bureau

Expression: [^\w]([A-Z][a-z]{1,12}
(\s?,\s?|[\s]|\s([A-Z])\.\s)[A-Z][a-z]
{1,12})[^\w]

Specific
characters

An expression must include
the characters specified.

In addition, the number of
characters in the
expression must be within
the minimum and maximum
limits.

US - ABA Routing Number

Expression: [^\d]([0123678]\d{8})
[^\d]

Characters: 0123456789

Minimum characters: 9

Maximum characters: 9

http://www.pcre.org/
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CRITERIA RULE EXAMPLE

Suffix Suffix refers to the last
segment of an expression.
A suffix must include the
characters specified and
contain a certain number of
characters.

In addition, the number of
characters in the
expression must be within
the minimum and maximum
limits.

All - Home Address

Expression: \D(\d+\s[a-z.]+\s([a-z]
+\s){0,2} (lane|ln|street|st|avenue|
ave| road|rd|place|pl|drive|dr|
circle| cr|court|ct|boulevard|blvd)
\.? [0-9a-z,#\s\.]{0,30}[\s|,][a-z]{2}\
s\d{5}(-\d{4})?)[^\d-]

Suffix characters: 0123456789-

Number of characters: 5

Minimum characters in the
expression: 25

Maximum characters in the
expression: 80

Single-character
separator

An expression must have
two segments separated by
a character. The character
must be 1 byte in length.

In addition, the number of
characters left of the
separator must be within
the minimum and maximum
limits. The number of
characters right of the
separator must not exceed
the maximum limit.

All - Email Address

Expression: [^\w.]([\w\.]{1,20}@[a-
z0-9]{2,20}[\.][a-z]{2,5}[a-z\.]
{0,10})[^\w.]

Separator: @

Minimum characters to the left: 3

Maximum characters to the left:
15

Maximum characters to the right:
30

Adding and Editing Expressions
Create customized expressions if none of the predefined expressions meet the
company's requirements. For details about data identifier expressions, see Expressions on
page 6-3.

Procedure

1. On the left navigation bar, click Data Loss Prevention > Data Identifiers.
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A list of data identifiers appears.

2. Click the Expressions tab.

3. Click Add or edit an expression by clicking the expression’s name.

A new screen displays.

4. Type a name for the expression.

The name must not exceed 512 bytes in length.

5. Type a description that does not exceed 2048 bytes in length.

6. Type the expression and specify whether it is case-sensitive.

7. Type the displayed data.

For example, when creating an expression for ID numbers, type a sample ID
number. This data is used for reference purposes only and does not appear
elsewhere in the product.

8. Choose one of the following criteria and configure additional settings for the
chosen criteria:

• None

• Specific characters

• Suffix

• Single-character separator

9. Select an additional validation method if necessary.

These additional validators were specifically designed to detect highly specialized
digital assets.

10. Test the expression against an actual data.

For example, if the expression is for a national ID, type a valid ID number in the
Test data text box, click Test, and then check the result.

11. Click Save.
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Tip
Save the settings only if the testing was successful. An expression that cannot detect
any data wastes system resources and may impact performance.

Importing Expressions
Administrators with a properly-formatted .dat file containing the expressions can use
this option. Generate the file by exporting the expressions from either the ScanMail
Mobile server on the current server or from another ScanMail Mobile server.

Procedure

1. On the left navigation bar, click Data Loss Prevention > Data Identifiers.

A list of data identifiers appears.

2. Click the Expressions tab.

3. Click Import and then locate the .dat file containing the expressions.

4. Click Open.

A message appears, indicating the status of the import.

Note
Each expression contains a unique ID value. If an expression with the same ID
already exists, ScanMail Mobile overwrites the existing expression. If an expression
with the same display name already exists, ScanMail Mobile appends the suffix
“Original” to the preexisting expression and adds the new expression to the list.

Keywords
Keywords are special words or phrases. Administrators can add related keywords to a
keyword list to identify specific types of data. For example, "prognosis", "blood type",
"vaccination", and "physician" are keywords that may appear in a medical certificate. To
prevent the transmission of medical certificate files, administrators can use these
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keywords in a DLP policy and then configure Data Loss Prevention to block files
containing these keywords.

Commonly used words can be combined to form meaningful keywords. For example,
"end", "read", "if", and "at" can be combined to form keywords found in source codes,
such as "END-IF", "END-READ", and "AT END".

Administrators can use predefined and customized keyword lists. For details, see
Predefined Keyword Lists on page 6-8 and Customized Keyword Lists on page 6-8.

Predefined Keyword Lists

Data Loss Prevention comes with a set of predefined keyword lists. Administrators
cannot modify or delete these keyword lists. Each list has its own built-in conditions
that determine if the template should trigger a policy violation

For details about the predefined keyword lists in Data Loss Prevention, see http://
docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx.

Customized Keyword Lists

Create customized keyword lists if none of the predefined keyword lists meet the
company's requirements.

There are several criteria that administrators can choose from when configuring a
keyword list. A keyword list must satisfy the chosen criteria before Data Loss
Prevention subjects it to a policy. Choose one of the following criteria for each keyword
list:

• Any keyword

• All keywords

• All keywords within <x> characters

• Combined score for keywords exceeds threshold

For details regarding the criteria rules, see Customized Keyword List Criteria on page 6-9.

http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
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Customized Keyword List Criteria

TABLE 6-2. Criteria for a Keyword List

CRITERIA RULE

Any keyword A file must contain at least one keyword in the keyword list.

All keywords A file must contain all the keywords in the keyword list.

All keywords
within <x>
characters

A file must contain all the keywords in the keyword list. In addition,
each keyword pair must be within <x> characters of each other.

For example, the 3 keywords are WEB, DISK, and USB and the
specified number of characters is 20.

If Data Loss Prevention detects all keywords in the order DISK, WEB,
and USB, the number of characters from the "D" (in DISK) to the "W"
(in WEB) and from the "W" to the "U" (in USB) must be 20 characters or
less.

The following data matches the criteria:
DISK####WEB############USB

The following data does not match the criteria:
DISK*******************WEB****USB(23 characters between "D" and
"W")

When deciding on the number of characters, remember that a small
number, such as 10, usually results in a faster scanning time but only
covers a relatively small area. This may reduce the likelihood of
detecting sensitive data, especially in large files. As the number
increases, the area covered also increases but scanning time might be
slower.
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CRITERIA RULE

Combined
score for
keywords
exceeds
threshold

A file must contain one or more keywords in the keyword list. If only
one keyword was detected, the score must be higher than the
threshold. If there are several keywords, the combined score must be
higher than the threshold.

Assign each keyword a score of 1 to 10. A highly confidential word or
phrase, such as "salary increase" for the Human Resources
department, should have a relatively high score. Words or phrases that,
by themselves, do not carry much weight can have lower scores.

Consider the scores assigned to the keywords when configuring the
threshold. For example, if there are five keywords and three of those
keywords are high priority, the threshold can be equal to or lower than
the combined score of the three high priority keywords. This means that
the detection of these three keywords is enough to treat the file as
sensitive.

Adding and Editing Keyword Lists
Keywords are special words or phrases. Add related keywords to a keyword list to
identify specific types of data. Create customized keyword lists if none of the predefined
keyword lists meet the company's requirements. For details about data identifier
keyword lists, see Keywords on page 6-7.

Procedure

1. On the left navigation bar, click Data Loss Prevention > Data Identifiers.

A list of data identifiers appears.

2. Click the Keyword Lists tab.

3. Click Add or edit a keyword list by clicking the keyword list’s name.

A new screen displays.

4. Type a name for the keyword list.

The name must not exceed 512 bytes in length.

5. Type a description that does not exceed 2048 bytes in length.
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6. Choose one of the following criteria and configure additional settings for the
chosen criteria:

• Any keyword

• All keywords

• All keywords within <x> characters

• Combined score for keywords exceeds threshold

7. To manually add keywords to the list:

a. Type a keyword that is 3 to 512 bytes in length and specify whether it is case-
sensitive.

b. Click Add.

8. To delete keywords, select the keywords and click Delete.

9. Click Save.

Importing Keyword Lists

Use this option if you have a properly-formatted .dat file containing the keyword lists.
You can generate the file by exporting the keyword lists from either the ScanMail
Mobile server you are currently accessing or from another ScanMail Mobile server.

Procedure

1. On the left navigation bar, click Data Loss Prevention > Data Identifiers.

A list of data identifiers appears.

2. Click the Keyword Lists tab.

3. Click Import and then locate the .dat file containing the keyword lists.

4. Click Open.

A message appears, informing you if the import was successful.
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Note
Each keyword list contains a unique ID value. If a keyword list with the same ID
already exists, ScanMail Mobile overwrites the existing keyword list. If a keyword list
with the same display name already exists, ScanMail Mobile appends the suffix
“Original” to the preexisting keyword list and adds the new keyword list to the list.

About Data Loss Prevention Templates
Use Data Loss Prevention templates to tag and detect sensitive content by a set
combination of data identifiers. A template combines data identifiers and operators
(And, Or) in condition statements. When a set of data matches the criteria of a
condition, Data Loss Prevention triggers a policy action. For example, a file containing
data matching the All: Names from US Census Bureau AND US: HICN (Health
Insurance Claim Number) templates, triggers the HIPAA policy.

Use Data Loss Prevention out-of-the-box templates for regulatory compliance
initiatives, such as GLBA, PCI-DSS, SB-1386, US PII, and HIPAA. Companies can also
create custom templates or modify existing templates to suit their business requirements.
Companies that have preexisting, user-defined templates can import and export
templates to maintain policy consistency throughout their organization.

Create company-specific templates after configuring DLP data identifiers or use the
predefined templates.

Predefined DLP Templates
Data Loss Prevention comes with the following set of predefined templates that
administrators can use to comply with various regulatory standards. Administrators
cannot modify or delete these templates.

• GLBA: Gramm-Leach-Billey Act

• HIPAA: Health Insurance Portability and Accountability Act

• PCI-DSS: Payment Card Industry Data Security Standard

• SB-1386: US Senate Bill 1386
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• US PII: United States Personally Identifiable Information

For a detailed list on the purposes of all predefined templates, and examples of data
being protected, see http://docs.trendmicro.com/en-us/enterprise/data-protection-
reference-documents.aspx.

Defining a Data Loss Prevention Template

Data Loss Prevention templates define an organization's sensitive data using keyword
lists and expressions. Define templates to use in Data Loss Prevention policies and
protect sensitive information that is company-specific. For more information on Data
Loss Prevention Templates, see About Data Loss Prevention Templates on page 6-12.

Note

Administrators cannot modify a pre-packaged template. To use a pre-packaged template as
the basis for a new template, select the check box beside the template name and click Copy
in the Data Loss Prevention Template toolbar. This creates a new template with the suffix
"Copy" at the end.

Procedure

1. On the left navigation bar, click Data Loss Prevention > DLP Templates.

A list of templates appears.

2. Choose to create or modify a Data Loss Prevention Template.

• To create a template, on the Data Loss Prevention Templates toolbar, click
Add.

• To modify a template, click the template name.

3. Type the Name of the template.

4. (Optional) Type a Description of the template.

5. From the drop-down box under Condition Statement, beside the ( ) control,
select the criteria Expressions or Keyword Lists.

http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
http://docs.trendmicro.com/en-us/enterprise/data-protection-reference-documents.aspx
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6. Select an expression or keyword list from the drop-down box beside the selected
criteria.

7. When adding Expressions criteria, type the number of Occurrences necessary for
the template to trigger. This value designates the number of times an expression
must be present in an email message before ScanMail Mobile triggers an action.

Note

The Occurrences amount is a required value. The value cannot be zero (0) or blank.

8. Add additional criteria by clicking the ( ) control. Remove criteria by clicking the
( ) control.

9. When adding more than one template definition, select the And or Or operator
from the drop-down box beside the condition in the Condition Statement list.

10. Click Add to add the condition to the Template Definition list or click Clear to
clear the condition statement.

11. When adding more than one condition, select the And or Or operator from the
drop-down box beside the template definition in the Template Definition list.

12. To remove a definition from the Template Definition list, click the delete icon
( ) to the right of the definition.

13. Click Save.

The Data Loss Prevention Templates screen appears with the new template at
the bottom of the Data Loss Prevention templates list.

Deleting a Data Loss Prevention Template

Note

Administrators cannot delete a pre-packaged DLP template or any templates associated
with a company policy. Remove the template from all policies before deleting the template.
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Procedure

1. On the left navigation bar, click Data Loss Prevention > DLP Templates.

A list of templates appears.

2. Select the check box beside the template that you want to delete.

3. On the Data Loss Prevention Templates toolbar, click Delete.

Importing a Data Loss Prevention Template
Administrators can import Data Loss Prevention templates from other ScanMail Mobile
servers or other Trend Micro products to keep predefined rules consistent throughout
the organization.

Procedure

1. On the left navigation bar, click Data Loss Prevention > DLP Templates.

A list of templates appears.

2. On the Data Loss Prevention Templates toolbar, click Import.

Note
Each template contains a unique ID value. If a template with the same ID already
exists, ScanMail Mobile overwrites the existing template. If a template with the same
display name already exists, ScanMail Mobile appends the suffix “Original” to the
preexisting template and adds the new template to the list.

The Data Loss Prevention Import Template screen appears.

3. Click the Browse... button, locate, and select the template file to import. Click
Open.

Note
Template files save in DAT format.
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4. Click Import to import the template file.

Exporting a Data Loss Prevention Template
You can export templates to other ScanMail Mobile servers or other Trend Micro
products to keep predefined rules consistent throughout your organization.

Procedure

1. On the left navigation bar, click Data Loss Prevention > DLP Templates.

A list of templates appears.

2. Select the check box(es) next to the template name(s) that you want to export.

3. On the Data Loss Prevention Templates toolbar, click Export.

A File Download dialog appears.

4. Click Save.

A Save As dialog appears.

5. Select a name and location for the export file. Click Save.

Note

Template files save in DAT format.

About Data Loss Prevention Policies
Data Loss Prevention policies allow companies to monitor the flow of sensitive
information over the network. Policy rules, through use of Data Loss Prevention
templates, help to manage the distribution of sensitive data across the network.
Administrators can scale policies to apply to the entire company, groups, or specific
endpoints.
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ScanMail Mobile allows administrators to further scale DLP policies down to specific
devices. Policy configurations can exempt certain groups, users, or devices from scans
and define specific incident response actions.

Configuring a Data Loss Prevention Policy
Data Loss Prevention policies govern the actions ScanMail Mobile takes when it
discovers sensitive information in email messages.

For details, see About Data Loss Prevention Policies on page 6-16.

Create a new policy by clicking Data Loss Prevention > DLP Policies > Add.

Modify an existing policy by clicking Data Loss Prevention > DLP Policies > [DLP
Policy Name].

Configure Data Loss Prevention policies through the following five step process:

1. Configuring DLP Devices on page 6-17

2. Configuring DLP Targets on page 6-21

3. Configuring DLP Actions on page 6-22

4. Configuring DLP Notifications on page 6-24

5. Enabling a DLP Policy on page 6-24

Configuring DLP Devices
Administrators can add devices to a policy by specifying device owners, operating
systems, and email clients.

Use the Device Exclusion Criteria table to exclude devices from the policy.

Procedure

1. Go to the Data Loss Prevention Policies screen by navigating to Data Loss
Prevention > DLP Policies.

2. Add or edit a policy or exception:
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• For new policies or exceptions:

Click Add.

• For preexisting policies or exceptions:

a. Click the policy name.

b. Click the Devices tab.

3. Click Change Devices to add devices to a policy.

Note
ScanMail Mobile uses an AND relationship when determining which devices to
include in the policy. Only devices that match all of the selected criteria are subject to
the policy.

For details, see Including Devices in a DLP Policy on page 6-18.

4. Expand the Exclude Devices section to exclude devices from the policy.

• Click Add.

The Device Exclusion Criteria screen appears.

For details, see Excluding Devices from a DLP Policy on page 6-20.

• Select the check box beside a previously configured device and click Edit to
modify the device selection.

• Select the check box beside a previously configured device and click Delete
to remove the device from the exclusion list.

Including Devices in a DLP Policy

Procedure

1. Select the following device owners:

• Anyone: Select to include all devices owners.
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• Specific owners: Select from Active Directory users, groups, or ScanMail
Mobile special groups.

2. In the Operating Systems section, select any operating system or specific
operating systems and/or versions.

Note

• Versions automatically add a wildcard (*) character to represent all subsequent
minor versions or revisions if not typed by the administrator (for example, "1"
represents "1.*" and "1.0" represents "1.0.*"). ScanMail Mobile supports
versioning to the revision level (for example, "1.1.1").

• When determining the versions to include in a policy or exception, the Exclude
versions value overrides the From and To values (for example, From: 1.*,
To: 2.5.2, Exclude versions: 2.5.* results in all versions starting with "2.5"
being excluded from the policy or exception).

• To select a single version of an operating system, select Specific version range
and type the version number in both the From and To fields.

• Use the Exclude versions field to exclude a version from the version range.

For example, to add all Android versions from 3.0 to 4.1.2 but not version 3.2.1:

a. In the From field, type 3.0.

b. In the To field, type 4.1.2.

c. In the Exclude versions field, type 3.2.1.

3. In the Email Client section, select:

• Any email client

• Specific email client:

• Built-in client: The prepackaged email client shipped with the device

• TouchDown: A third-party ActiveSync email client with Exchange
Server support

4. Click Save.
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Excluding Devices from a DLP Policy

Procedure

1. Select the following device owners:

• Anyone: Select to include all devices owners.

• Specific owners: Select from Active Directory users, groups, or ScanMail
Mobile special groups.

2. In the Operating Systems section, select any operating system or specific
operating systems and/or versions.

Note

• Versions automatically add a wildcard (*) character to represent all subsequent
minor versions or revisions if not typed by the administrator (for example, "1"
represents "1.*" and "1.0" represents "1.0.*"). ScanMail Mobile supports
versioning to the revision level (for example, "1.1.1").

• When determining the versions to include in a policy or exception, the Exclude
versions value overrides the From and To values (for example, From: 1.*,
To: 2.5.2, Exclude versions: 2.5.* results in all versions starting with "2.5"
being excluded from the policy or exception).

• To select a single version of an operating system, select Specific version range
and type the version number in both the From and To fields.

• Use the Exclude versions field to exclude a version from the version range.

For example, to add all Android versions from 3.0 to 4.1.2 but not version 3.2.1:

a. In the From field, type 3.0.

b. In the To field, type 4.1.2.

c. In the Exclude versions field, type 3.2.1.

3. In the Email Client section, select:

• Any email client

• Specific email client:
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• Built-in client: The prepackaged email client shipped with the device

• TouchDown: A third-party ActiveSync email client with Exchange
Server support

4. Click Save.

Configuring DLP Targets

Procedure

1. Go to the Data Loss Prevention Policies screen by navigating to Data Loss
Prevention > DLP Policies.

2. Add or edit a policy or exception:

• For new policies or exceptions:

a. Click Add.

b. Go to the Specify Rule screen.

• For preexisting policies or exceptions:

a. Click the policy name.

b. Click the Target tab.

3. Select the check box(es) for the target area(s) of the email message to scan.

Available targets are:

• Subject

• Body

• Attachment

4. Select templates from the list of available templates and click Add >> to apply the
templates to the policy.
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Note
A Data Loss Prevention policy requires selecting at least one template before
activation.

5. In the Available DLP Template(s) toolbar, click Add to create a new template (see
Defining a Data Loss Prevention Template on page 6-13) or click Import to import a
template file (see Importing a Data Loss Prevention Template on page 6-15).

Configuring DLP Actions

Procedure

1. Go to the Data Loss Prevention Policies screen by navigating to Data Loss
Prevention > DLP Policies.

2. Add or edit a policy or exception:

• For new policies or exceptions:

a. Click Add.

b. Go to the Specify Action screen.

• For preexisting policies or exceptions:

a. Click the policy name.

b. Click the Action tab.

3. Select an action for ScanMail Mobile to take when it detects undesirable content.
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TABLE 6-3. Data Loss Prevention Policy Actions

ACTION DESCRIPTION

Replace with text/file ScanMail Mobile deletes the attachment or suspicious
content and replaces it with text or a file. The email
message is delivered to the intended recipient, but the
text replacement informs them that the original content
was replaced.

Note
If the match is in the Subject, ScanMail Mobile
performs the Pass action.

Block ScanMail Mobile records the detection in a log and blocks
the message.

Note
If the match is in the Subject, ScanMail Mobile
performs the Pass action. If the match is in the
Body, ScanMail Mobile blocks the entire message.

Pass ScanMail Mobile records the detection in a log and
delivers the message unchanged.

4. Specify whether to send notifications when an action is taken by selecting Notify
or Do not notify.

5. Configure Advanced Options as necessary.

TABLE 6-4. Data Loss Prevention Policy Advanced Options

SETTING DESCRIPTION

Replacement Settings The Replacement file name and Replacement text that
ScanMail Mobile will use when a violation or incident
occurs. ScanMail Mobile will replace the file/text with the
replacement settings that you configure.
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Configuring DLP Notifications

Procedure

1. Go to the Data Loss Prevention Policies screen by navigating to Data Loss
Prevention > DLP Policies.

2. Add or edit a policy or exception:

• For new policies or exceptions:

a. Click Add.

b. Go to the Specify Notification screen.

• For preexisting policies or exceptions:

a. Click the policy name.

b. Click the Notification tab.

3. Click the check boxes corresponding to the people ScanMail Mobile will notify.

4. Click Show details to customize the notification for that recipient.

5. Select from the notification options.

Refer to Notification Settings on page 7-6 for details.

6. Click Write to Windows event log to have ScanMail Mobile write the notification
to a Windows event log.

Enabling a DLP Policy

Procedure

1. Go to the Data Loss Prevention Policies screen by navigating to Data Loss
Prevention > DLP Policies.

2. Add or edit a policy or exception:

• For new policies or exceptions:
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a. Click Add.

b. Go to the Name and Priority screen.

• For preexisting policies or exceptions:

a. Click the policy name.

3. Select to enable this policy or exception.

4. Type the name of your policy in the Policy name space.

5. Specify the priority.

• For new policies:

Type the priority of your policy or exception in the Priority field.

• For preexisting policies:

a. Select the check box next to the policy or exception name in the list.

b. Click Reorder.

c. Type the priority number in the Priority field.

d. Click Save Reorder.
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Chapter 7

Monitoring ScanMail Mobile
This chapter describes notifications, reports, and logs to help you monitor your
network.

Topics include:

• Viewing the Summary Screen on page 7-2

• Understanding Real-time Monitor on page 7-4

• Notifications on page 7-5

• About Alerts on page 7-7

• About Reports on page 7-10

• About Logs on page 7-13
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Viewing the Summary Screen
The Summary screen provides a simple and current report on the ScanMail Mobile
system and functions. Monitor the current status of the different features and the
number of security threats ScanMail Mobile has detected. To see more detailed
information, generate reports from the Reports menu.

Summary: Overview

TABLE 7-1. Summary: Overview Information

ITEM DESCRIPTION

Scan Summary for Today

Blocked attachments View the number of attachments blocked by the Attachment
Blocking policy

Data Loss Prevention
incidents

View the number of Data Loss Prevention policy incidents
detected

Protection Status

Device Access Control View the enabled status of Device Access Control

Attachment Blocking View the enabled status of Attachment Blocking

Data Loss Prevention View the enabled status of Data Loss Prevention

Summary: Device Activity
The Device Activity tab contains widgets that display information about the activity of
devices for a specified time range.

Select a time range from the Range drop-down control.
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TABLE 7-2. Summary: Device Activity Widgets

WIDGET DESCRIPTION

Device Status Displays how many devices were active and inactive for the
specified time range

Newly Managed Devices Displays how many new devices ScanMail Mobile began to
manage for the specified time range

Device Activity by
Operating System

Displays how many devices per operating system were active
for the specified time range

Summary: OS Distribution

The OS Distribution tab contains widgets that display information about the number
of managed devices based on operating system and version.

Note

ScanMail Mobile only displays widgets if there are managed devices registered that run the
given operating system.

TABLE 7-3. Summary: OS Distribution Widgets

WIDGET DESCRIPTION

Device Operating
System Distribution

Displays the number of registered devices by operating
system

iOS Version Distribution Displays the number of iOS devices by version

Android Version
Distribution

Displays the number of Android devices by version

Windows Phone Version
Distribution

Displays the number of Windows Phone devices by version

BlackBerry Version
Distribution

Displays the number of BlackBerry devices by version
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Understanding Real-time Monitor
The Real-time monitor displays information about one Exchange server in real time.
Administrators can view ScanMail Mobile scanning messages and the current count of
any security risks detected on the server.

Access the Real-time Monitor by clicking Real-time monitor in the banner.

Use Real-time monitor to check the status of the local server, or any server connected to
the network. This allows administrators to manage ScanMail Mobile servers from a
centralized location.

Note
Details may be different depending on the Exchange version, server role, and license
version.

FIGURE 7-1. Real-time monitor

A brief description of the options is available below.

• Reset Count: Resets all Scanning Status counts and messages scanned to zero
and clears Message Scanned information

• Clear Content: Clears Scanned Messages information
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• Close: Closes the screen

Viewing Real-time Monitor for a Remote Server

Procedure

1. Access the remote server using the product console.

2. Click Real-time monitor in the banner.

The Real-time Monitor screen opens displaying information about the remote
server.

Notifications
Administrators can configure ScanMail Mobile to send a notification by email message
or SNMP when ScanMail Mobile takes action against security risks. Administrators can
also automatically record notifications in the Windows Event Log.

Send notifications to:

• Warn the original user that their email message was altered

• Notify an administrator or other network security professional of a security risk

• Display information to the user about security risks and the actions taken

ScanMail Mobile gives you the option to append additional ScanMail Mobile fields to
the default message or to create customized messages.

Tip

For correct resolution of ScanMail Mobile notifications with SNMP, you can import the
Management Information Base (MIB) file to your network management tools from the
following path in ScanMail Mobile Package: tool\admin\trend.mib.
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Notification Settings
TABLE 7-4. Notification Settings

SETTING DETAILS

Notify administrator • To: Type the email address for the administrator.

• Subject: Type the subject of the message to send to the
administrator.

• Message: Click a message element and add it to the
notification.

Example: Click [Time] and add it to the message list.
The notification message will contain the time when
ScanMail Mobile took the action.

• Send consolidated notifications periodically:
ScanMail Mobile sends an email message that
consolidates all the notifications for a period of time.
Specify the period of time by typing a number in the box
and selecting hour(s) or day(s).

• Send consolidated notifications by occurrences:
ScanMail Mobile sends an email message that
consolidates notifications for a set number of filtering
actions. Specify the number of security risk occurrences
by typing a number in the box.

• Send individual notifications: ScanMail Mobile sends
an email message notification every time ScanMail
Mobile performs a filtering action.

Notify device user • Subject: Type the subject of the message to send to the
email message sender.

• Message: Click a message element and add it to the
notification.

Example: Click [Time] and add it to the message list.
The notification message will contain the time when
ScanMail Mobile took action.
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SETTING DETAILS

SNMP Select to send notifications by SNMP. Click to customize the
SNMP message.

• IP address: Type an IP address.

• Community: Type the Community Name (Public or
Private).

• Message: Click a message element and add it to the
notification.

Write to Windows event
log

Select to record the notification to a Windows event log.

About Alerts
Administrators can configure ScanMail Mobile to send notifications to designated
individuals when significant system events or security outbreaks occur. ScanMail Mobile
can send notifications by email message and Simple Network Management Protocol
(SNMP) or write to a Windows event log.

System Events
A brief description of the system events options is available below (Alerts > System
Events).

Click an event link to configure the alert notification. For details on the notification
settings, see Alert Notification Settings on page 7-9.

TABLE 7-5. System Events

EVENT DESCRIPTION

ScanMail Mobile Security service did not
start successfully

ScanMail Mobile Security service was not
started successfully.

ScanMail Mobile Security service is
unavailable

ScanMail Mobile Security Master Services
stopped unexpectedly.
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EVENT DESCRIPTION

The log database size exceeds Select to receive an alert each time the
size of the database grows larger than the
size you specify.

ScanMail Mobile Module was unloaded The ScanMail Mobile Module was
unloaded from the Exchange ActiveSync
site.

Note
ScanMail Mobile cannot scan email
messages while the ScanMail
Mobile Module is unloaded. To
reload the ScanMail Mobile Module,
go to the Summary screen of the
ScanMail Mobile console and click
Install the ScanMail Mobile
Module for the ActiveSync site.

Note
To use System Center Operations Manager (SCOM), install the management pack found in
the ScanMail Mobile installation package and select Write to Windows event log in each
individual alert setting. Exchange events do not integrate with System Center Operations
Manager (SCOM).

Outbreak Alerts
A brief description of the options available on this screen is available below (Alerts >
Outbreak Alert).

Click an event link to configure the alert notification. For details on the notification
settings, see Alert Notification Settings on page 7-9.
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TABLE 7-6. Outbreak Events

EVENT DESCRIPTION

Blocked attachments reach the following
number within the shown time

Set the conditions for the outbreak by
setting the number of blocked attachments
and a duration of time. ScanMail Mobile
sends an alert when the number of blocked
attachments reaches this limit.

Alert Notification Settings
Click an alert condition to display the alert notification screen.

TABLE 7-7. Notification Settings

SETTING DESCRIPTION

Administrator Notification

Mail Select to send email message notifications.

To Type the email address for the administrator.

Subject Type the subject of the message to send to the
administrator.

Message Click a message element and add it to the
notification.

For example, click [Time] and add it to the message
list. The notification message contains the time
when ScanMail Mobile took the action.

Advanced Notification

SNMP Select to send SNMP notifications.

IP address Specify the SNMP IP address.

Community Specify the SNMP Community name.



 ScanMail™ Mobile Security for Microsoft™ Exchange 1.0 Administrator’s Guide   

7-10   

SETTING DESCRIPTION

Message Click a message element and add it to the
notification.

For example, click [Time] and add it to the message
list. The notification message contains the time
when ScanMail Mobile took the action.

Write to Windows event log
(Select this to allow Microsoft™
System Center Operations
Manager to retrieve the Windows
event log for alerts.)

Select to send notifications to Windows event log.

Note
To use System Center Operations Manager
(SCOM), install the management pack found
in the ScanMail Mobile installation package
and select Write to Windows event log in
each individual alert setting. Exchange events
do not integrate with System Center
Operations Manager (SCOM).

About Reports
Administrators can generate reports to view ScanMail Mobile log events in an organized
and graphically appealing format. Reports can be printed or sent by email message to a
specified address. Administrators can configure the number of reports ScanMail Mobile
saves on the Report Maintenance screen. When the number of reports exceeds the
configured number, ScanMail Mobile deletes the excess reports beginning with the
oldest report.

Example: If there are 15 reports and the maximum number of reports to save is 10, then
ScanMail Mobile deletes the five oldest reports, leaving the 10 most recently saved
reports.

One-time Reports
Generate a one-time report to get a quick summary of ScanMail Mobile information.
The web console displays the report as soon as it is generated. Administrators can then
print or send an email message of the one-time report.
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ScanMail Mobile saves generated reports in a cache for quick viewing at a later time.
ScanMail Mobile retains reports until the administrator manually deletes the report or
ScanMail Mobile deletes them by following the report maintenance settings.

Generating One-time Reports

Procedure

1. Click Reports > One-time Reports to open the One-time Reports screen.

2. Click Generate report.

3. Type a Report name.

4. Set the time range by typing a date or clicking the calendar icon to select a date.

ScanMail Mobile gathers data to include in the report for the specified time range.

5. Click the type of information that ScanMail Mobile includes in the report.

Click Show details to view detailed options for that report.

6. Click Generate.

Note
When using Secure Sockets Layer (SSL) protocol, administrators cannot view the
SQL statement used to generate the report.

Scheduled Reports
ScanMail Mobile generates scheduled reports according to the specified day and time.
Administrators can configure ScanMail Mobile to deliver reports by email message to an
administrator or other recipient.

Scheduled reports follow a template. To generate individual scheduled reports, define
the template and then ScanMail Mobile generates reports according to that template.
Specify the schedule and content included in each individual report for the report
template. ScanMail Mobile generates a report at the time specified in the template. Each
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template can have many individual reports that administrators can view by clicking List
Reports from the Scheduled Reports screen. View the content of the template by
clicking the template name.

Generating Scheduled Reports

Procedure

1. Click Reports > Scheduled Reports to open the Scheduled Reports screen.

2. Click Add.

The Schedule Reports > Add Report screen opens to let you set up your report.

3. Type a name for the report template.

4. Specify the schedule that the template uses to generate individual reports.

ScanMail Mobile can generate reports on a daily, weekly, and monthly basis.

5. Specify the Generate report at time when the template generates the individual
report.

Note

ScanMail Mobile uses a 24-hour clock for all time settings.

For example: After specifying the schedule to be weekly every Sunday and
configuring the time for report generation to be 02:00, then ScanMail Mobile uses
the template to generate an individual report every Sunday at 02:00.

6. Select the type of report that ScanMail Mobile generates according to the schedule.

7. Set a person to receive a report each time the template generates one.

8. Click Send to email address:.

9. Type the recipient's email address

10. Click Save.
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The browser returns to the Scheduled Reports screen. The new template is added
to the list of report templates.

Note
When using Secure Sockets Layer (SSL) protocol, administrators cannot view the
SQL statement used to generate the report.

Report Maintenance
Configure the Report Maintenance screen to specify the number of reports that
ScanMail Mobile saves. For one-time reports and scheduled reports, type a number.
When the number of reports exceeds the specified limit, ScanMail Mobile deletes excess
reports, beginning with the oldest report. For scheduled reports saved in each template,
the number specified limits the amount of saved reports for each template.

For example, there are five saved report templates. The limit for Scheduled reports
saved in templates is 4. This means that each template can generate four individual
reports, for a total of 20 reports (5 templates x 4 reports each). If a template generates
another report, then ScanMail Mobile deletes the oldest generated report for that
template, keeping the total number of reports at 20.

A brief description of the options available on the Report Maintenance (Reports >
Maintenance) screen is available below.

• One-time reports: Specify the maximum number of reports to save.

• Scheduled reports saved in each template: Specify the maximum number of
reports to save.

• Report templates: Specify the maximum number of report templates to save.

About Logs
ScanMail Mobile keeps detailed logs that administrators can use when analyzing system
security and configuring ScanMail Mobile to provide optimal protection for the
Exchange environment. ScanMail Mobile provides the following log types:
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• Attachment Blocking

• Data Loss Prevention

• Event Tracking

Perform a log query to view log information. Use the Log Query page to set up and run
your queries.

Types of Logs
The following table lists the type of logs:

TABLE 7-8. Types of Logs

TYPE DESCRIPTION

Attachment Blocking Information about the messages with attachments that
ScanMail Mobile scanned and blocked

Data Loss Prevention Information about messages that triggered Data Loss
Prevention policy incidents

Event Tracking Information about all product console operations including:

• System and vulnerability logs

• Device Management logs

Querying Logs

Procedure

1. Click Logs > Query.

The Log Query screen displays.

2. Select the date range.

3. Select the type of entry.

4. (Optional) Specify any of the following criteria:
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• For Attachment Blocking and Data Loss Prevention queries:

• Sender

• Recipient

• Subject

• Attachment

• Device OS

• For Event Tracking queries:

• Name

• IP address

• Log type

• Description

• Source type

5. Specify the option for Sort by.

6. Specify the number of items to display per page.

7. Click Display logs.

Log Maintenance
ScanMail Mobile provides detailed logs that provide a valuable source of system
information. Perform log maintenance to manage disk space usage.

Performing Manual Log Maintenance

Procedure

1. Click Logs > Maintenance.

The Log Maintenance screen displays.
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2. Click the Manual tab.

3. Select the log types to delete.

4. Specify the number of days to keep logs before deleting.

5. Specify the number of days to keep event tracking logs before deleting.

6. Click Delete Now to delete logs and events.

Performing Scheduled Log Maintenance

Procedure

1. Click Logs > Maintenance.

The Log Maintenance screen displays.

2. Click the Automatic tab.

3. Select Enable automatic maintenance.

4. Select the log types to delete.

5. Specify the number of days to keep logs before deleting.

6. Specify the number of days to keep event tracking logs before deleting.

7. Click Save.
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Chapter 8

Performing Administrative Tasks
This chapter describes administrative tasks.

Topics include:

• Configuring Proxy Settings on page 8-2

• Global Notification Settings on page 8-2

• About Access Control on page 8-4

• About Special Groups on page 8-5

• About the Device Exception List on page 8-6

• Product License on page 8-8

• Using Trend Support / System Debugger on page 8-9



 ScanMail™ Mobile Security for Microsoft™ Exchange 1.0 Administrator’s Guide   

8-2   

Configuring Proxy Settings
Configure proxy settings if the network uses a proxy server.

Procedure

1. Click Administration > Proxy.

2. Select Use a proxy server for product license notifications.

3. Type the proxy server name or IP address.

4. Type the Port.

5. (Optional) Select Use SOCKS 5 proxy protocol.

6. If the proxy server requires authentication, specify the user ID and password.

7. Click Save.

Global Notification Settings
Configure ScanMail Mobile to send notifications after taking an action. ScanMail Mobile
administrators typically send notifications to the Exchange administrator, using a global
default for the administrator’s email address.

Administrators can configure ScanMail Mobile to send notifications to the person who
is to receive the notification and the person listed as the sender for the notification. That
is, when sending notifications, ScanMail Mobile lists the address configured on the
Notification Settings screen as the sender of the message. People receiving the
message can contact the sender about the problem.

Setting and applying a global default address for an administrator changes the address in
the following locations:

• Attachment Blocking

• Data Loss Prevention



  Performing Administrative Tasks

  8-3

• System Alerts

• Outbreak Alerts

Note

Administrators can customize the notification addresses for each of the above locations
after applying a default address.

ScanMail Mobile can automatically send notifications in the following situations:

• Detects and takes action against a Data Loss Prevention incident

• Detects a significant system event

• Detects virus/malware outbreak conditions

Note

For correct resolution of ScanMail Mobile notifications with Simple Network Management
Protocol (SNMP), import the Management Information Base (MIB) file to the network
management tools from the following path in the ScanMail Mobile Package: tool\admin
\trend.mib.

Configuring Global Notification Settings

Procedure

1. Click Administration > Notification Settings.

2. Type the email address of the administrator that receives notifications.

3. Specify an SNMP IP address and community.

4. Click Save.
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About Access Control
Use the role-based administration feature to grant and control access to the ScanMail
Mobile product console menu and submenu items. If there are multiple ScanMail
Mobile administrators in the organization, this feature can help delegate management
tasks to administrators and manage the menu items accessible to each administrator.
Administrators can also grant non-administrators "view only" access to the product
console.

Note

Access control is not available in non-console mode when using remote desktop.

Access Control Permissions
A brief description of the access control permissions (Administration > Access
Control > Permissions) is available below.

• Full: Select to allow users in this group to enable, disable, and configure this
feature.

• None: Select to hide this feature from users in this group.

Enabling Access Control

Procedure

1. Click Administration > Access Control.

The Access Control screen displays.

2. Click the icon under Status to display a green check icon ( ) which indicates

that the access role is enabled. A red x icon ( ) indicates the policy is disabled.

3. Select Enable Single Sign-On to allow log on with Microsoft™ Windows™
authentication.
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This feature is only supported with Microsoft™ Internet Explorer™. If Internet
Explorer Enhanced Security is enabled, add the ScanMail Mobile product console
site to the Local intranet zone to use this feature.

4. Click Save.

Configuring Access Control

Procedure

1. Click Administration > Access Control.

The Access Control screen displays.

2. Click one of the following access control roles:

• Administrator

• Operator

3. Click the Authentication tab.

4. Specify the description for the group.

5. Add accounts from Active Directory using Search.

6. Click Save.

7. Click the Permissions tab.

8. Select the permissions for this group.

9. Click Save.

About Special Groups
Create special groups to easily apply policies to segments of the network. Administrators
can import and export special groups for ease of management. Special groups cannot
contain other special groups.
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After deleting an Active Directory user belonging to a special group, ScanMail Mobile
displays a notification message in the Special Group Selected Account(s) list.

Configuring Special Groups

Configure special groups for ease of management when creating rules and policies.

Procedure

1. Click Administration > Special Groups.

The Special Group screen displays.

2. Choose to add or edit a special group:

• For new special groups:

Click Add.

• For preexisting special groups:

Click the group name.

3. Type a name for the special group and specify a description.

4. Search for Active Directory (AD) users to add to the special group.

5. Click Add >> to add accounts or << Remove to remove accounts from this
special group.

6. Click Save.

About the Device Exception List
The Device Exception List allows administrators to exempt specific devices from scan
features. Administrators can ensure that users requiring special privileges are not subject
to policies that may impact normal business activities. ScanMail Mobile allows
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administrators to export the Device Exception List to other ScanMail Mobile servers to
maintain consistency throughout the organization.

Managing the Device Exception List

Procedure

1. On the left navigation pane, click Administration > Device Exception List.

The Device Exception List screen appears.

2. To enable the Device Exception List:

a. Select Enable Device Exception List.

b. Click Save.

3. In the Device Exception List table:

• Click Add to create a new exception.

• Click the Device ID hyperlink to edit an existing exception.

Note
Only features that ScanMail Mobile does not subject the exception to display the red
x ( ) icon.

Configuring a Device Exception

Procedure

1. On the left navigation pane, click Administration > Device Exception List.

The Device Exception List screen appears.

2. Add or edit an exception:

• For new exceptions, click Add.
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• For preexisting exceptions, click the Device ID hyperlink.

The Device List Exception: Add/Edit Exception screen appears.

3. Note

Administrators can only select devices for new exceptions. If administrators select
more than one device for the exception, ScanMail Mobile creates a separate exception
for each device.

For preexisting exceptions, administrators can only edit the Feature Exceptions.
Create a new exception for different owners or delete preexisting exceptions to
remove devices.

In the Device Exceptions section:

a. Search for the device owner to add to the exception.

b. Select the specific device to add to the exception from the Available Device(s)
list.

c. Click Add >>.

4. In the Feature Exceptions section, select the features that ScanMail Mobile does
not apply to the selected device.

5. Click Save.

Product License
The Product License screen (Administration > Product License) displays
information regarding the license expiry date, status, version, and Activation Code.

Administrators can use the following controls to manage the product license:

• Update License: Click to update the product license.

• New Activation Code: Click to use a new Activation Code.
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Using Trend Support / System Debugger
ScanMail Mobile Debugger can assist you in debugging or reporting the status of the
ScanMail Mobile processes. When you are having unexpected difficulties you can use the
debugger to create debugger reports and send them to Trend Micro technical support
for analysis.

Procedure

1. Click Administration > Trend Support/Debugger from the main menu.

The Trend Support/System Debugger screen displays.

2. Select the modules to enable:

• ScanMail Mobile Security for Microsoft Exchange Master Service

• ScanMail Mobile Security for Microsoft Exchange System Watcher

• Common Gateway Interface (CGI)

3. Click Apply.





  

Part IV
Getting Help
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Chapter 9

Contacting Trend Micro
This chapter discusses how to contact Trend Micro to receive help, research security
threats, and find the latest product solutions.

Topics include:

• Contacting Technical Support on page 9-2

• Speeding Up Your Support Call on page 9-3

• Knowledge Base on page 9-3

• Security Information Site on page 9-4
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Contacting Technical Support
Trend Micro provides technical support, pattern downloads, and program updates for
one year to all registered users, after which you must purchase renewal maintenance. If
you need help or just have a question, please feel free to contact us. We also welcome
your comments.

• Get a list of the worldwide support offices at http://esupport.trendmicro.com

• Get the latest Trend Micro product documentation at http://docs.trendmicro.com

In the United States, you can reach the Trend Micro representatives through phone, fax,
or email:

Trend Micro, Inc. 
10101 North De Anza Blvd., 
Cupertino, CA 95014 
Toll free: +1 (800) 228-5651 (sales) 
Voice: +1 (408) 257-1500 (main) 
Fax: +1 (408) 257-2003 
Web address: http://www.trendmicro.com 
Email: support@trendmicro.com

TrendLabs

Trend Micro TrendLabs℠ is a global network of antivirus research and product support
centers providing continuous, 24 x 7 coverage to Trend Micro customers worldwide.

Staffed by a team of more than 250 engineers and skilled support personnel, the
TrendLabs dedicated service centers worldwide ensure rapid response to any virus
outbreak or urgent customer support issue, anywhere in the world.

The TrendLabs modern headquarters earned ISO 9002 certification for its quality
management procedures in 2000. TrendLabs is one of the first antivirus research and
support facilities to be so accredited. Trend Micro believes that TrendLabs is the leading
service and support team in the antivirus industry.

For more information about TrendLabs, please visit:

http://esupport.trendmicro.com
http://docs.trendmicro.com
http://www.trendmicro.com
mailto:%20support@trendmicro.com
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http://us.trendmicro.com/us/about/company/trendlabs/

Speeding Up Your Support Call
When you contact Trend Micro, to speed up your problem resolution, ensure that you
have the following details available:

• Operating System and Service Pack version

• Network type

• Computer brand, model, and any additional hardware connected to your computer

• Browser version

• Amount of memory and free hard disk space on your computer

• Detailed description of the install environment

• Exact text of any error message given

• Steps to reproduce the problem

Knowledge Base
The Trend Micro Knowledge Base is a 24x7 online resource that contains thousands of
do-it-yourself technical support procedures for Trend Micro products. Use the
Knowledge Base, for example, if you are getting an error message and want to find out
what to do. New solutions are added daily.

Also available in the Knowledge Base are product FAQs, important tips, preventive
antivirus advice, and regional contact information for support and sales.

The Knowledge Base can be accessed by all Trend Micro customers as well as anyone
using an evaluation version of a product. Visit:

http://esupport.trendmicro.com/

http://us.trendmicro.com/us/about/company/trendlabs/
http://esupport.trendmicro.com/
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And, if you can't find an answer to a particular question, the Knowledge Base includes
an additional service that allows you to submit your question via an email message.
Response time is typically 24 hours or less.

Security Information Site
Comprehensive security information is available at the Trend Micro website:

http://about-threats.trendmicro.com

In the ScanMail Mobile banner at the top of any ScanMail Mobile screen, click the Help
drop down, then Security Info.

Information available:

• List of viruses and malicious mobile code are currently "in the wild," or active

• Computer virus hoaxes

• Internet threat advisories

• Virus weekly report

• Virus Encyclopedia, which includes a comprehensive list of names and symptoms
for known viruses and malicious mobile code

• Glossary of terms

http://about-threats.trendmicro.com
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Appendix A

ScanMail Mobile Windows Event Log
Codes

Event Identifications for notifications written into Windows event logs may impact the
monitoring of ScanMail Mobile. Consult the following table to understand the Windows
event logs.

TABLE A-1. ScanMail Mobile Windows Event Log Codes

EVENT
ID FACILITY

TYPE /
SEVERITY

CATEGORY DESCRIPTION

3 Application Error None Alert. ScanMail Mobile service did
not start successfully.

4 Application Error None Alert. ScanMail Mobile service is
unavailable.

6 Application Warning None Attachment blocking notification.

23 Application Warning None Alert. The size of database to keep
logs exceeds specified size.

35 Application Warning None Data Loss Prevention notification.

80 Application Information None Alert. Outbreak Prevention Mode
started.
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EVENT
ID FACILITY

TYPE /
SEVERITY

CATEGORY DESCRIPTION

82 Application Information None Alert. Outbreak Prevention Mode
stopped and configuration restored.

84 Application Error None ScanMail Mobile Module was
unloaded.

259 Application Warning None Blocked attachment Outbreak Alert.

513 Application Error None Filter loading exception.

514 Application Error None Adapter loading exception.

20480 Application Information None Log on/off ScanMail Mobile product
console.

20481 Application Information None ScanMail Mobile configuration
change.

20482 Application Information None ScanMail Mobile management
operation.

20483 Application Information None Scanmail Mobile configuration
change for Device Wipe.

20484 Application Information None Scanmail Mobile configuration
change for Security Policy.

20485 Application Information None Scanmail Mobile configuration
change for Device Access Control.
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Appendix B

Database Schema for 64-bit
Operating Systems

This chapter includes database schema for 64-bit operating systems.

Topics include:

• Log Database Schema on page B-2

• Log View Database Schema on page B-7

• Report Database Schema on page B-12
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Log Database Schema
The following table stores message information such as the sender, recipient, and
message subject.

TABLE B-1. Table [tblMsgEntries]

FIELD NAME DATA TYPE DESCRIPTION

msg_entry_id Auto increment Primary key

msg_task_id int The scan task this message belongs to

msg_protocol int The protocol this message is sent with

msg_source nvarchar(255) The semi-colon delimited sender list

msg_destination nvarchar(255) The semi-colon delimited recipient list

msg_subject nvarchar(255) The subject of this message

msg_submit_time datetime The message submit time

msg_device_id text The device ID of the device that synced the
message

msg_device_user text The user of the device that synced the
message.

For example, “test.com\user”.

msg_os_version text The operating system and version of the
device that synced the message.

For example, “Android 4.1.2”.

The following table stores scan logs that include two types of information. The first type
includes information about detected security risks such as the security risk name and the
name of the file that was infected. The second type includes information about the filter
that detected the security risk.
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TABLE B-2. Table [tblFilterEntries]

FIELD NAME DATA TYPE DESCRIPTION

filter_entry_id Auto increment Primary key

msg_entry_id int The foreign key for tblMsgEntries

filter_id smallint The id of the filter triggered

filter_rule nvarchar(64) The filter rule triggered. Virus/malware name
for security risk filter, rule name for content
filter, file type blocked by attachment
blocking filter (such as.exe), risk level of a
malicious URL detected by Web Reputation
filter

filter_action int The result of action taken. Reference
[action_description.xml], which is
located in %SMMS_HOME%\ web\xml

Note
%SMMS_HOME% represents the
ScanMail Mobile installation directory.
By default, this is C:\Program Files
\Trend Micro\ScanMail Mobile\

filter_scan_time datetime The scan time

filter_original nvarchar(255) The original file name that triggered the rule

filter_reason ntext Detailed information about how the content
is being detected for content violation,
malicious URL for Web Reputation filter.

sent_to_csm smallint (internal use)

The following table stores event log information. For example, information about the
start, progress, and completion of manual update.
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TABLE B-3. Table [tblActivityEntries]

FIELD NAME DATA TYPE DESCRIPTION

activity_entry_id Auto increment Primary key

activity_severity int The severity of this activity entry

activity_id int The id of this activity entry. Ref
[dbconf_log.xml]

activity_time datetime The date and time that this activity entry
began

activity_description ntext Activity description

activity_parameter ntext To indicate manual/scheduled update
component type: pattern/engine/anti-spam
rule

activity_duration_mar
k

smallint To indicate this activity duration is either
begin, end, or instant

sent_to_csm smallint (internal use)

The following table stores the configuration replication server list. Perform
configuration replication from the Server Management console.

TABLE B-4. Table [tblCfgReplication]

FIELD NAME DATA TYPE DESCRIPTION

cr_session_guid uniqueidentifier The session GUID

cr_time datetime The start time

cr_server_list ntext The server list

cr_selection_list ntext The selection list

cr_id int (Not in use)

The following table stores the configuration replication status.
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TABLE B-5. Table [tblCfgReplicationStatus]

FIELD NAME DATA TYPE DESCRIPTION

crs_id Auto increment Primary key

crs_session_guid uniqueidentifier The session GUID

crs_start_time datetime The start time of configuration replication

crs_end_time datetime The end time of configuration replication

crs_server ntext The server name which did the configuration
replication

crs_status int The status of the configuration replication

crs_description ntext The description of the configuration
replication

Note

For Event Tracking log query, System Center Operations Manager (SCOM) will not get the
data directly from ScanMail Mobile, but the same information can be queried from the
ScanMail Mobile database.

The following table stores all event tracking logs.

TABLE B-6. Table [tblAuditLog]

FIELD NAME DATA TYPE DESCRIPTION

id Auto increment Primary key

ServerName nvarchar(255) The virtual server name

UserName nvarchar(255) The user name

EventTime datetime The current time of Audit Event

IpAddress nvarchar(255) The remote host IP address

EventType smallint The event type (Three types: log in/out,
configuration, operation)
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FIELD NAME DATA TYPE DESCRIPTION

SourceType smallint The source type (Three types: Configuration
change through the UI(Value:1),
Configuration change through Control
Manager(Value: 2), Configuration change
through Server Management(Value:3))

LogDescription nvarchar(255) The description of log

The following table is not used.

TABLE B-7. Table [tblManagementGroupList]

FIELD NAME DATA TYPE DESCRIPTION

mgl_id Auto increment Primary key

mgl_group_name ntext The group name in the management group
list

The following table is not used.

TABLE B-8. Table [tblManagementServerList]

FIELD NAME DATA TYPE DESCRIPTION

msl_id Auto increment Primary key

msl_server_name ntext The server name in the management group
list

msl_group_id int The group ID to which the server belongs.

The following table is not used.

TABLE B-9. Table [tblManagementGroupMemberList]

FIELD NAME DATA TYPE DESCRIPTION

mgml_id Auto increment Primary key

mgml_group_id int The group ID from table
[tblManagementGroupList]



  Database Schema for 64-bit Operating Systems

  B-7

FIELD NAME DATA TYPE DESCRIPTION

mgml_server_id int The server ID from table
[tblManagementServerList]

The following table stores the time of the last configuration replication.

TABLE B-10. Table [tblCfgReplicationHistrory]

FIELD NAME DATA TYPE DESCRIPTION

crh_id Auto increment Primary key

crh_session_guid uniqueidentifier The session GUID

crh_time datetime The last time of configuration replication

Log View Database Schema
The following table combines table tblMessageEntries and view tblFilterEntries.

TABLE B-11. View [vwMsgFilterEntries]

FIELD NAME FROM TABLE FROM FIELD DESCRIPTION

filter_scan_time tblFilterEntries filter_scan_time The scan time

msg_source tblMessageEntri
es

msg_source The semi-colon delimited
sender list

msg_destination tblMessageEntri
es

msg_destination The semi-colon delimited
recipient list

msg_subject tblMessageEntri
es

msg_subject The subject of this message
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FIELD NAME FROM TABLE FROM FIELD DESCRIPTION

filter_rule tblFilterEntries filter_rule The filter rule triggered. Virus/
malware name for security risk
filter, rule name for content
filter, and file type blocked by
attachment blocking filter (such
as .exe), risk level of a
malicious URL for Web
Reputation filter

filter_reason tblFilterEntries filter_reason Detailed information about how
the content is being detected
for content violation, malicious
URL for Web Reputation filter

file_original tblFilterEntries file_original The original filename that
triggered the rule

msg_entry_id tblMessageEntri
es

msg_entry_id Primary key of the table
[tblMsgEntries]

filter_id tblFilterEntries filter_id Primary key of the table
[tblFilterEntries]

filter_action tblFilterEntries filter_action The result of the action taken

filter_rule_suppl
ement

tblFilterEntries filter_rule_suppl
ement

The virus/malware type, used to
separate virus and spyware

msg_device_id tblMessageEntri
es

msg_device_id The device ID of the device that
synced the message

msg_device_us
er

tblMessageEntri
es

msg_device_us
er

The user of the device that
synced the message

For example, “test.com\user”

msg_os_version tblMessageEntri
es

msg_os_version The operating system and
version of the device that
synced the message

For example, “Android 4.1.2”

The following table selects blocked attachments data from view vwMsgFilterEntries.



  Database Schema for 64-bit Operating Systems

  B-9

TABLE B-12. View [vwABLogs]

FIELD NAME FROM TABLE FROM FIELD DESCRIPTION

filter_scan_time vwMsgFilterEntri
es

filter_scan_time The scan time

msg_source vwMsgFilterEntri
es

msg_source The semi-colon delimited
sender list

msg_destination vwMsgFilterEntri
es

msg_destination The semi-colon delimited
recipient list

msg_subject vwMsgFilterEntri
es

msg_subject The subject of this message

filter_rule vwMsgFilterEntri
es

filter_rule File type blocked by attachment
blocking filter (such as .exe)

filter_original vwMsgFilterEntri
es

filter_original The original filename that
triggered the rule

filter_action vwMsgFilterEntri
es

filter_action The result of action taken.
Reference
[action_description.xml],
which is located in %SMMS_HOME
%\ web\xml

Note
%SMMS_HOME%
represents the ScanMail
Mobile installation
directory. By default, this
is C:\Program Files
\Trend Micro\ScanMail
Mobile\

filter_id vwMsgFilterEntri
es

filter_id Primary key of the table
[tblFilterEntries]

msg_device_id vwMsgFilterEntri
es

msg_device_id The device ID of the device that
synced the message
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FIELD NAME FROM TABLE FROM FIELD DESCRIPTION

msg_device_us
er

vwMsgFilterEntri
es

msg_device_us
er

The user of the device that
synced the message

For example, “test.com\user”

msg_os_version vwMsgFilterEntri
es

msg_os_version The operating system and
version of the device that
synced the message

For example, “Android 4.1.2”

The following table selects Data Loss Prevention incident data from view
vwMsgFilterEntries.

TABLE B-13. View [vwDLPLogs]

FIELD NAME FROM TABLE FROM FIELD DESCRIPTION

filter_scan_time vwMsgFilterEntri
es

filter_scan_time The scan time

msg_source vwMsgFilterEntri
es

msg_source The semi-colon delimited
sender list

msg_destination vwMsgFilterEntri
es

msg_destination The semi-colon delimited
recipient list

msg_subject vwMsgFilterEntri
es

msg_subject The subject of this message

filter_rule_dlp vwMsgFilterEntri
es

filter_rule Rule name for Data Loss
Prevention
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FIELD NAME FROM TABLE FROM FIELD DESCRIPTION

filter_action vwMsgFilterEntri
es

filter_action The result of action taken.
Reference
[action_description.xml],
which is located in %SMMS_HOME
%\ web\xml

Note
%SMMS_HOME%
represents the ScanMail
Mobile installation
directory. By default, this
is C:\Program Files
\Trend Micro\ScanMail
Mobile\

file_original vwMsgFilterEntri
es

file_original The original filename that
triggered the rule

filter_template vwMsgFilterEntri
es

filter_reason The triggered Data Loss
Prevention template

msg_device_id vwMsgFilterEntri
es

msg_device_id The device ID of the device that
synced the message

msg_device_us
er

vwMsgFilterEntri
es

msg_device_us
er

The user of the device that
synced the message

For example, “test.com\user”

msg_os_version vwMsgFilterEntri
es

msg_os_version The operating system and
version of the device that
synced the message

For example, “Android 4.1.2”

Example 1: Query information about the attachment blocking log from
‘vwABLogs’ between 12/12/2008 09:00:00’ AND ‘12/18/2008 09:00:00’

SELECT *
FROM vwABLogs
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WHERE filter_scan_time 
BETWEEN ‘2008-12-12 09:00:00’ AND ‘2008-12-19 09:00:00’
ORDER BY filter_scan_time;

Report Database Schema
The report database contains nine tables. These tables are not related to each other.

The following table stores blocked attachment information by category.

TABLE B-14. Table [tblAttachmentInfo]

FIELD NAME DATA TYPE DESCRIPTION

id Auto increment Primary key

attachinfo_datetime datetime The datetime of summarization

attachinfo_cate_id int The category of this counter

attachinfo_value nvarchar(64) The value of this counter

attachinfo_count int The count of this data category

The following table stores Data Loss Prevention incident information by category.

TABLE B-15. Table [tblDLPInfo]

FIELD NAME DATA TYPE DESCRIPTION

id Auto increment Primary key

dlpinfo_datetime datetime The datetime of summarization

dlpinfo_cate_id int The category of this counter

dlpinfo_value nvarchar(64) The value of this counter

dlpinfo _count int The count of this data category

The following table stores the total number of detected security risks. This table is used
by SCOM.
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TABLE B-16. Table [tblReportCollectionSummary]

FIELD NAME DATA TYPE DESCRIPTION

id Auto increment Primary key

summary_total_mess
age_count

int The total message scanned count for this
period

summary_total_attac
hment_count

int The total attachment scanned count for this
period

summary_attachmen
t_blocked_count

int The blocked attachment count for this period

summary_dlp_filtere
d_count

int The filtered-count for this period

Example 1: Get Last Summary Time from table[tblSummary].

SELECT MAX(summary_datetime) AS lastest_datetime
FROM tblSummary;

Example 2: Get SCOM Report Counter

SELECT *
FROM tblReportCollectionSummary.





  C-1

Appendix C

Best Practices
This chapter provides best practice information.

Topics include:

• Device Access Control Policies on page C-2

• Device Management on page C-3

• Attachment Blocking Policies on page C-4

• Data Loss Prevention on page C-6
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Device Access Control Policies
The following table lists the recommended Device Access Control settings.

TABLE C-1. Recommended Device Access Control Settings

SETTINGS RECOMMENDATION

Enable Device Access Control Enable

Device owner

Operating Systems

Email Client

Configure these settings to define specific
sets of target devices

Mailbox Components Configure access privileges based on
company policy

Note
Device Access Control does not prevent users from creating new objects for mailbox
components, even if the mailbox component access is blocked.

For example, the administrator configures Mail as Block. Mobile users can still create and
send new email messages but cannot receive messages from Exchange.
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Sample Usage Scenarios

SCENARIO SOLUTION

Company policy
only allows
company phones
(iPhone) to receive
email messages,
calendar
information, and
tasks from
Exchange.

1. Enable the Enable Device Access Control option.

2. Create a new Device Access Control policy and configure the
following:

a. Under Operating Systems, select iOS from the drop-
down.

b. Under Mailbox Components, configure the following:

• Mail: Allow

• Calendar: Allow

• Contacts: Block

• Tasks: Allow

3. On the Device Access Control screen, block access to Mail,
Calendar, Contacts, and Tasks for the Other devices policy
by changing the allow icon ( ) to block ( ).

Device Management
Trend Micro recommends configuring the Device Management features as follows.

TABLE C-2. Recommended Device Management Settings

FEATURE RECOMMENDATION

Device Wipe Trend Micro recommends removing devices from the Device Wipe
list after receiving a successful wipe confirmation.

Devices in the Device Wipe list continue to receive wipe
commands until the administrator removes the device from the
list. ScanMail Mobile continually "rewipes" devices to prevent any
subsequent attempts to access the Exchange server using a
stolen device.
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FEATURE RECOMMENDATION

Security Policies Trend Micro recommends using only the ScanMail Mobile console
to configure security policies and not use the Exchange
Management console or Exchange Cmdlet to modify policy
settings.

Modifying a user's mailbox policy using the Exchange
Management console or Exchange Cmdlet can cause conflicting
policy settings.

Note
ScanMail Mobile does not allow administrators to configure
Simple passwords as these can lead to security risks.

Attachment Blocking Policies
The following table lists the recommended Attachment Blocking settings.

TABLE C-3. Recommended Attachment Blocking Settings

SERVER ROLE SETTING

Client Access Enable

Exception Rule Replication

Replicate exception rules using the Server Management console.

TABLE C-4. Attachment Blocking Exception Rule Limitations

RESOURCE LIMITATIONS

Platform Exceptions are only supported for:

• Exchange 2013

• Exchange 2010 RTM or above
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RESOURCE LIMITATIONS

Server roles Client Access

Sample Usage Scenarios

SCENARIO SOLUTION

The company policy
is to prevent all
users from receiving
Sounds attachment
types on devices,
but allow users that
belong to the Music
Club to sync .mp3
files using iOS
devices.

1. Configure the Global Policy to block the specific attachment
type Sounds.

2. Create an exception rule that applies to the Music Club and
specify the operating system iOS.

3. Configure the exception rule to target .mp3 files.

The company policy
is to
block .mp3, .doc,
and .exe files.
However, allow the
Music Club to
receive .mp3 files
and allow ScanMail
Mobile to
receive .exe files.

1. Set the Global Policy to block .mp3, .doc, and .exe files.

2. Create an exception rule named Music Club, configure the
rule to pass .mp3 files on iOS devices, and set the priority to
1.

3. Create an exception rule named ScanMail Mobile, configure
the rule to pass .exe files, and set the priority to 2.

Note
ScanMail Mobile uses a "first-match" rule when processing
exception rules.

For example, an email message containing an .mp3, .doc,
and .exe file is sent to “User A”. If “User A” belongs to both
the Music Club and ScanMail Mobile groups and uses an
iOS device, ScanMail Mobile passes the .mp3 file but does
not process any further exceptions. ScanMail Mobile does
not pass the .exe file to the user's mailbox.
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Data Loss Prevention

Data Identifiers and Template Creation

Data Loss Prevention includes over 100 predefined templates and data identifiers that
administrators can use to create Data Loss Prevention policies. These predefined
templates and data identifiers should cover the majority of a company’s Data Protection
needs. Trend Micro recommends using the built-in items when creating policies.

If the predefined items do not meet a company’s specific needs, administrators can copy
the existing items and modify them accordingly. Select the desired template or data
identifier and click Copy. Click the newly created item (<DLP Item>_Copy) to edit the
content.

Note

Predefined Data Loss Prevention templates and data identifiers cannot be modified or
deleted.

Administrators that require completely new expressions can create unique expressions
using the web console. ScanMail Mobile Data Loss Prevention expressions follow the
Perl Compatible Regular Expression (PCRE) format. Trend Micro recommends testing
the user-defined expressions before implementing the new expression in a Data Loss
Prevention policy.

Tip

Save the expression only if the testing was successful. An expression that cannot detect any
data wastes system resources and may impact performance.

ScanMail Mobile allows administrators to import and export Data Loss Prevention
templates and data identifiers in DAT files. To edit the contents of a DAT file, import
the items back into the ScanMail Mobile environment first. Modifying the contents of
an exported DAT file can cause data corruption and unusable data.
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Data Loss Prevention: Hidden Keys
You can configure Data Loss Prevention through use of the following hidden keys.

TABLE C-5. Hidden Keys Used in Data Loss Prevention Configuration

NAME TYPE DESCRIPTION

EmMaxEntitySize REG_DWORD Use this key to customize the bypassing
attachment size for Data Loss Prevention
scans. The hidden key indicates the file scan
threshold in megabytes.

DmcDisableMask String Use this key to bypass the scanning of
specified file types. By default, Data Loss
Prevention scans all files types. The hidden
key allows you to choose file types not to
scan. This applies to all scan types.
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