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Chapter 1

Introducing InterScan™ Web
Security Suite

Web traffic exposes corporate networks to many potential security threats. While a
magjority of computer viruses enter organizations through messaging gateways, Web
traffic is an increasing method of travel for new threats. For example, mixed threats,
which take advantage of multiple entry points and vulnerabilities, can use HTTP to
spread.

Significant assessment, restoration, and lost productivity costs associated with
outbreaks can be prevented. InterScan Web Security Suite (IWSS) isa
comprehensive security product that protects HTTP and FTP traffic in enterprise
networks from viruses and other threats.

In addition to antivirus protection, IWSS also helps you with other network
management problems. For example, the URL filtering feature enables you to block
URLs that may expose your organization to liability. The PhishTrap service protects
against phishing, which is afraudulent collection of confidential information.

Trend Micro™ InterScan™ Web Security Suite (IWSS) is a highly scalable and
reliable Web security solution. IWSS is designed to deliver best in class URL
filtering and HTTP and FTP virus scanning. IWSS leverages the administration,
policy, and centralized management of the Trend Micro Enterprise Protection
Strategy (see About EPS starting on page 1-19 for more information). This chapter
provides an overview of IWSS features and benefits.

1-1
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Topicsincluded in this chapter are:

Why URL Filtering?

How InterScan Web Security Suite Scans Files
InterScan Web Security Suite Illustration

How InterScan Web Security Suite Detects Viruses
Benefits of InterScan Web Security Suite

Main Features

About Viruses

About EPS

Using the Product Documentation

In addition to this Getting Started Guide, see the context-sensitive online help for
more information. Online help is available when you click the help icon (&4 ) from
most screens in the IWSS console.
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Overview

IWSS can provide a high degree of user configurability. For example, you can
schedule routine tasks such as virus alert notifications and virus, spyware, and
PhishTrap pattern updates to occur automatically—just “ set and forget.” You can also
determine which file types are scanned for viruses, the action that IWSS takeswhen a
virus or other security risk is detected (clean, delete, quarantine, or pass), and other
program details.

As an added security check, and to leverage the routing of all Web traffic through
IWSSfor virus scanning, URL filtering is available with IWSS. IWSS provides URL
access control management based on content category. You can also integrate IWSS
with existing user and group information to provide user-based policy management.
IWSS provides security for executable code that is accessed viaHTTP and prevents
outbound access viaHTTP to sites identified as malicious by TrendLabs. IWSS
provides reporting and auditing capabilities and supports multiple server
configurations.

Why URL Filtering?

When the Internet became widely available in the workplace, pornographic Web sites
were so frequently visited asto create a significant legal liability. A hostile work
environment could easily be created, with sexual harassment lawsuits following.
Although pornographic sites are still commonly visited from the workplace, amyriad
of new Internet-based distractions now compete for employee time. Internet
shopping, online stock trading, auction bidding and selling, searching for outside
employment opportunities and the resource-intensive downloading of MP3 music
files and streaming audio and video all tempt employees. This reduces employees
productivity and available bandwidth.

IWSS URL filtering allows the Internet to be made available to corporate users
according to user and workgroup-specific needs. You can manage an employee’s
Internet access by specifying URL filtering policies for all users (or a specific user),
all groups (or a specific group), an | P address (or range of |P addresses) and
hostname, thus, optimizing individual employees’ use of the Internet. IWSS
classifies the content of Web pages into over fifty categories. Web sites are grouped
and classified into the following URL categories:

e Company Prohibited Sites

1-3
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*  Not Work Related

»  Possible Research Topics

*  Business Function Related

»  Customer Defined

e Others

A default policy prevents access to a configurable set of category groups. You can
create additional policiesto allow access to restricted category groups (that is, for
users with job functions that require broader access). For example, members of the

Human Resources department may need unrestricted Internet access to conduct
investigations into violations of their company’s acceptable use policies.

How InterScan Web Security Suite Scans Files

1-4

IWSS is designed to scan HTTP and FTP traffic for viruses at the Internet gateway.
IWSS scans files smaller than the set in-memory scan size (64K B by default).
However, for files larger than the set in-memory scan size, IWSS copiesthefileto a
temporary location and scans it. If thefileis clean, IWSS deletes the copy and
forwards the original to its destination. If avirusis detected, awarning message
appears, anotification is sent, and WSS takes one of the following configurable
actions:

« Quarantinetheinfected file (without cleaning); the requesting client will not
receive thefile

» Deletetheinfected file; the requesting client will not receive the file

« Clean theinfected file; the requesting client will receive the cleaned file if it is
cleanable
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TREND MICRO"InterScan~Web Security Suite Laof | [mi =] f@IRE
L HTTP Virus Scan ™ Ensble HTTP scanning @
Target [ Action .| Notification
P Summary
- HTTP File Type Action
- itk RfaL [clean =1
Scanning -
LURL Blocking Uncleanabls files: & Delate __l.

URL Filtering Policies

Access Quota Policies

Password-pratected files:

Pass -
Macros: Pass -

Configuration
» FTP Large File Handling
» Updates ¥ Do not scan files larger than |2 ae =] O
SeREp ¥ Enable special handling
» Logs

Administration

When s file is larger than |512 ke v @

& Scan first, show progress while scanning, and then load the page aftervards

" Deferred scan: load part of the page while scanning, stop the cannection if 2 wirus is
found

€ Scan-behind: losd the page first, and then scan sfterwards Chighest risk of infection)

Quarantined files handling:

¥ Encrypt quarantined files

Save I Cancel

FIGURE 1-1. You can configure the scan action settings for both HTTP and
FTP traffic—HTTP is shown in the above example.
ffTREND MICRO"InterScan~Web Security Suite  Leoff | [heln 5| @I'?E'."-?
j = Virus Log ®

b Summary

»FTP

» Updates
» Reports
* Logs

Yirus Log

Spyware/Graywars Log |_|

URL Access Log

performance Log

FIGURE 1-2.

Tirne period:

Rirt=ecy DOS_TEST_VIRUS-C Add >
COS_TEST_VIRUS-E e —
Eicar_test_file Add Al ==
Excesd_Decornpression_ TR
HTML_TEST_VIRUS _
IRC_TEST_WIRUS, pE,TELI << Rermaove All

Sort by: Wirus -

© Range:

Show Log

IWSS is also designed to record virus events and associated

actions in the log.
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InterScan Web Security Suite Illustration

The following is a conceptual model of how traffic moves between the Internet and
Web or FTP clients protected by IWSS.

Internet

I I 3 N
HTTP FTP L]
Traffic Traffic  File
l Tra‘nsfer
_ % |
IWSS HTTP IWSS FTP
VR TN VR TN

‘T 1 RT N

Web Client Web Client Web Client FTP Client FTP Client FTP Client

How InterScan Web Security Suite Detects Viruses

Using a process called “ pattern matching,” IWSS draws on an extensive database of
virus patterns to identify known viruses. IWSS examines key areas of files for
characteristic strings of virus code and compares them against the tens of thousands
of virus signatures that are contained in a pattern file.

After the binary patternsin the file are compared against the virus pattern file and the
scan engine found that the file is infected, WSS takes the action you specify: clean,
delete, or quarantine. Some malicious code cannot be cleaned, and the actionsfor this
type of incident are delete, quarantine, or pass (deliver anyway; this action is not
recommended).
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It isimportant to keep the virus, PhishTrap, and spyware pattern files up-to-date.
Trend Micro makes it easy to update these components by supporting automatic
updates. See Updating the Virus Pattern File starting on page 3-32 for more
information.

Compressed Files

IWSS opens and examines the contents of compressed files based on the criteria
specifiedinthe HTTP Virus Scan and FTP Virus Scan screens. IWSS performs
decompression according to the configurable limits (number of files, decompression
percent, decompressed file size, and decompression layers). See Configuring
Compressed File Scanning Limits starting on page 4-17 and 6-5 for more
information.

Benefits of InterScan Web Security Suite

Trend Micro InterScan Web Security Suite offers powerful protection for your
organization'sHTTP and FTP gateway traffic. The major benefits available with this
product include:

Integration with ICAP 1.0-compliant Caching Devices

Cache servers help moderate Web traffic congestion and save bandwidth. The
“retrieve once, serve many” methodology employed by cache servers permits
integration with third-party applications such as virus scanning. An open protocol,
Internet Caching Acceleration Protocol (ICAP), alows seamless coupling of caching
and virus protection.

Centralized Management via Trend Micro Control Manager™

InterScan Web Security Suite works with the Trend Micro Control Manager (see
Trend Micro Control Manager starting on page 9-1) administration console to
provide centralized management and enterprise-wide coordination for Trend Micro
products and services. Trend Micro Control Manager acts as a command center for
deployment of industry-unique servicesthat deliver TrendL abs®™ expertise to critical
points across the network (see TrendLabs starting on page 10-9 for more
information).
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Supports Outbreak Prevention Services

InterScan Web Security Suite also supports Trend Micro Outbreak Prevention
Services, subscription-based services that deliver outbreak prevention policies and
attack-specific information to critical network access points, before the release of a
pattern file. With Outbreak Prevention Services, outbreak prevention policies can be
centrally deployed to automatically block, isolate, and contain an outbreak. By

accel erating response time to new viruses and other security risks, enterprises can
contain outbreaks faster, minimize system damage, and prevent downtime.

Efficient URL Filtering and Reporting Function

IWSS URL filtering reduces legal liability. It also increases employees’ productivity
and available bandwidth. It allows the Internet to be optimally managed for corporate
users according to user and workgroup-specific needs. You can manage employee
Internet access by specifying the URL filtering policies for all users (or a specific
user), al groups (or specific groups), |P address (or range of 1P addresses) and
hostname. Also, IWSS offers configurable, real time and scheduled reports for
viewing activity within the entire environment, a group of users, or a specific user’s
activity.

Comprehensive Virus Protection

InterScan Web Security Suite:

e Protects against mixed-threat attacks such as Nimda and its variants, which take
advantage of multiple entry points and vulnerabilities in enterprise networks

*  Provides numerous virus scanning and security options, including scanning and
automatic cleaning (when possible) of HTTP and FTP virus-infected file
transfers

e Usesboth rule-based and pattern recognition technol ogies to detect known and
unknown viruses

* Includes MacroTrap™ and ScripTrap™ heuristic scanning feature to detect and
remove known and unknown macro and script viruses
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Main Features

InterScan Web Security Suite helps you manage your HTTP and FTP traffic in the
following ways:

URL Filtering

Enables enterprises to reduce corporate liability and bandwidth costs while
maintaining solid security policy practice.

Active Directory Integration

Helps leverage the enterprise's current network management infrastructure by
reducing the amount of overhead associated with deploying new security solutions.

Policy Management Structure

Provides easy-to-use policy management tools for applying new applicationsto users
and groups within the enterprise.

Enhanced Reporting

Offers configurable, real time and scheduled reports for viewing activity within the
entire environment, for agroup of users, or for a specific user's activity.

PhishTrap

Protects the enterprise and its empl oyees from becoming victims of spoofs and scams
by preventing access to known phishing URLSs.

Spyware

Leverages new scan engine functions and the new spyware pattern file to detect
spyware programs at the gateway, before they are passed to the end user.

New, Streamlined User Interface

Offers an easier way to navigate configuration settings, reducing the amount of time
needed to set up or refine policies.
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Large File Handling

Offers options for handling large files to avoid browser time-outs or the appearance
of ahung connection. Once it encounters alarge file, IWSS can handle it in one of
the following ways: (1) deliver the data from the file to the user and scan later
(scan-behind), (2) generate a progress page to prevent the browser from having a
timeout issue, or (3) load part of the page while scanning, and then stop the
connection whenever avirusis found (deferred scan).

MIME Encoding

Bypasses certain MIME content-types (see Understanding Scan Configuration
Options starting on page 4-2 for information on the benefit of bypassing certain
MIME content-types). However, thisis not a practice that Trend Micro recommends
when you enable the large file special handling option, because it is possible to
imitate a MIME content-type. However, if you are unable or choose not to enable
large file handling, IWSS must act upon the entire file. Some file types, such as
RealAudio or other streaming content, begin playing as soon as the first part of the
file reaches the client machine and will not work properly with the resulting delay.
You can have IWSS omit these file types from scanning by adding the appropriate
MIME content-types to the list of MIME content-types to skip.

Macro Scan

Helps prevent virus outbreaks by giving you the option to quarantine all attachments
containing macros, regardless of whether they have viruses, or to remove the macro
and deliver the attachment as usual.

During the early stage of a new macro virus outbreak, there may be times when you
want to stop al macro-containing documents from entering your network. Macro
scan can stop all attachments with macros from entering the LAN and crossing the
Internet gateway, until a new pattern file becomes available.
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File Types to Block

Blocks the transfer of types of files that you do not want your users to retrieve, such
as Java applets, executable files, Microsoft Office documents, compressed files,
audio/video files, graphics, and so on. The message that the user sees when IWSS
blocks afile is configurable. In addition, a notification email message can be sent
when IWSS blocks a file. IWSS does not block files retrieved through peer-to-peer
file sharing programs because these services use their own protocols and do not use
HTTP. However, IWSS can screen the Web sites associated with these services.

File Types to Scan

Scans al file types, scans file types with specified extension, or scans files using
IntelliScan™, which checks the true file-type of afile regardless of its extension to
determine whether to block or scan it. True file-type identification offers more
comprehensive file type protection if you are using IntelliScan or the scan all file
types option (see True File Type starting on page 4-16 for more information).

Web Site and URL Strings Blocking

Blocks Web sitesand URL stringsin both ICAP and HT TP proxy mode (see Protocol
Handlers starting on page C-2). You can explicitly specify the Web sites and URL
strings to block (or to exempt from blocking). Using this feature, you can block a
given site, yet till allow accessing some of its sub-sites.

Scanning of HTTP Post Content

Scans HTTP POST content (for example, Web mail attachments). This feature works
in both ICAP and HTTP proxy mode (see Protocol Handlers starting on page C-2).
IWSS provides scanning of HT TP requests aswell as responses to limit the spread of
viruses and to identify local machinesthat attempt to pass an infected file over HTTP.
The most common type of HTTP request that can contain malicious content is the
POST request with a multipart/form-data content-type; for content-types other than a
multipart/form-data, IWSS scans the posted content as a single document. IWSS
scans each section of a multipart POST, and then replies to the client with a 403
response if any section contains infected or uncleanable data. WSS logs the event
and the origin of the infected request as well. If you set the scan action option to
Clean and you encounter a cleanablefile, IWSS cleans that section before being
passed to the remote host. IWSS also scans content passed viaHTTP PUT or
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FTP-over-HTTP PUT. Request scanning does not support special handling of large
files (that is, scan-behind, deferred scan, or progress page).

Preview Scanning

Offersareliable way to skip filesthat do not need scanning. For M1 M E content-types
that are not excluded on the configuration screen, IWSS inspects the first 4KB of a
fileto determineif its content isa safe type. If the scan engine indicates that thefileis
not of atype that can harbor viruses, the datais passed on to the client without further
inspection. In general, the performance benefit from skipping safe files more than
offsets any additional processing cost.

FTP Scanning

Supports FTP scanning to prevent viruses from entering the network through FTP
file transfers. You can either use FTP scanning to protect alocal FTP site or for
screening files that users access via IWSS acting as their FTP proxy. See FTP
Installation Topology starting on page 2-13 for more information.

Comprehensive Log Files

IWSS provides two types of logs; Reporting Logs and System Logs. There are
multiple types of each: HTTP scan, FTP scan, Mail delivery service, Administration,
and Update logs are examples of system logs; and Virus, Spyware/Grayware, URL
Blocking, Performance, and URL Access logs are examples of reporting logs.
System logs contain unstructured messages due to errors or state changesin the
software, and are only visible by viewing the log file— they cannot be seen from the
Web console. Reporting logs provide program event information, and can be viewed
in the IWSS console.
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Tracing Security Events Back to Affected Systems

Warns of the presence of an infected file on a client system. This can happen either
when an infected file is posted to the Web or when alarge file is scanned after IWSS
has delivered it to the client, and the scan discovers an infected file. When IWSS
detects avirus on aclient system, you must identify the system and perform a
cleanup. WSS uses three methods to identify the infected system: host name
(modified HTTP headers), user/group name, or |P address.

7 TREND MICRO"InterScan~Web Security Suite o | [He <] (P, TREND
@ HTTP Configuration (2]
Http Proxy | User ID LDAR Database Server Designation
¥ Summary
~HTTP User identification method:
© 1P address
Scanning
URL Blocking 7 Host name (modified HTTP headers) O
URL Filtering Palicies o) User/group narne via proxy authorization [use LDAP for account information)
alobal ' Mo identification
Policy List
URL Categaries &I CL@'I

FIGURE 1-3. IWSS can identify users via IP address, host name
(modified HTTP headers), or user/group name via
proxy authentication.

What's New in IWSS 2.2

This version of Trend Micro InterScan Web Security Suite (IWSS) provides the
following new features:

* A new tab on the Summary screen now allows you to view frequency of
spyware and grayware detections today, in the past week, and in the past month.

e A new tab on the Summary screen now allowsyou to view abar chart called the
Threat Report, which displays frequency of detections by threat
type—spyware/grayware, virus, Trojan, worm, macro, phish, unsigned ActiveX,
and URL filter violations.

* Real-time and scheduled reports have been enhanced to include information
abouit:

e Spyware/grayware cleanup by category
»  Top spyware/grayware detections
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* Most infected users

* A new log (the Spyware/Grayware Log) is available in thisrelease. You can
select spyware or grayware by name and show areport of detections during a
specified period with this new log.

e Therequired number of semaphore undo structures (SEMMNU) for process
mode installs running on Solaris has increased.

About Viruses

A computer virus is a program that replicates. To do so, the virus needs to attach
itself to other program files (for example, .exe, .com, .dll) and execute whenever the
host program executes.

Beyond simple replication, a virus almost always seeksto fulfill another purpose: to
cause damage. Called the damage routine, or payload, the destructive portion of a
virus can range from overwriting the partition table on the main system disk to
scrambling the numbers in your corporate spreadsheets to just taunting you with
sounds, pictures, or effects.

It's worth bearing in mind, however, that even without a“damage routine,” |eft
unabated, viruses continue to propagate—consuming system memory, disk space,
slowing network traffic, and generally degrading performance. Virus code can be the
source of mysterious system problems that take weeks to understand.

Some viruses, in conjunction with “logic bombs,” do not make their presence known
for months. Instead of causing damage right away, these viruses do nothing but
replicate—until the preordained trigger day or event when they unleash their damage
routines across the network.

Whether it was written to be harmful or just annoying, a virus on your system can
lead to instability and should not be allowed to remain.

Virus Writers
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avirus program and then introduce it onto a computer, network server, or the
Internet. Why? Ego, revenge, sabotage, and basic disgruntlement have all been cited
as motivations for virus writers.
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Now, however, it takes no special skill to create amacro virus, amass mailer, or other
virus with highly disruptive potential. In fact, “virus kits’ proliferate on the Internet
and are available at no cost to anyone who wants to try disrupting the Internet or
corporate communications.

About Virus Scanning

At the root of antivirus programs such as IWSS are both a scan engineand a
comprehensive database of virus “signatures,” commonly called the virus pattern
file. Together, these two components do the work of identifying and then cleaning
infected files.

At its most basic, a gateway antivirus application monitors HTTP and FTP traffic
between the LAN and the Internet. Whenever it detects afile type that it has been
configured to scan (for example, .zip, .exe, .doc, and so on), the application copies
the file to atemporary location and opens the copy for virus checking.

If thefileis clean, the application del etes the copy and releases the original for
delivery to the FTP or HTTP server, which deliversthe file asusual. If avirusis
detected, the application takes whatever action it has been configured to take: clean,
delete, quarantine, or pass (deliver anyway - this choice is not recommended).
Deleted and quarantined files are not delivered to the requesting client. Files set to be
cleaned are opened, the virus code removed, and the file is then reassembled.

Not al viruses, or malware, can be cleaned. For example, some viruses corrupt the
host file, making it unusable. Trojans, worms, and mass mailers do not “infect” ahost
file and therefore cannot be cleaned. Whatever the action, all detections are written to
the virus log; the administrator and/or designated others can also receive an
automatic notification of the incident.

About ActiveUpdate

ActiveUpdateis afunction common to many Trend Micro products. Connected to the
Trend Micro update Web site, ActiveUpdate provides up-to-date downloads of virus
pattern files, scan engines, anti-spam rules, and program files viathe Internet.

ActiveUpdate does not interrupt network services, or require you to reboot your
servers. Updates are available on aregularly scheduled interval, or on-demand.
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Updated components are also available on the Trend Micro Total Solution CD, which
isissued quarterly to customers on Premium Support.

Updating with Trend Micro Control Manager

Trend Micro Control Manager continuously polls the ActiveUpdate server on a
regularly scheduled basis. When an update is available, Control Manager downloads
the updated component to the Control Manager server.

The update is then deployed to the managed products according to your Control
Manager configuration, which could include:

e Manually deploy on-demand

* Automatically deploy immediately after the download

»  Deploy according to adeployment plan, for example, certain servers are
prioritized for an update

Updating without Trend Micro Control Manager

If you are not using Control Manager for centralized administration of your Trend
Micro products, IWSS can be configured to poll the ActiveUpdate server directly.
Updated components are deployed into WSS on a schedule you define.

Note:  New threats appear every day. Trend Micro recommends at least daily updates.

Incremental Updates of the Virus Pattern File

ActiveUpdate supports incremental updates of the virus pattern file. Rather than
download the entire 5-6M B pattern file each time, ActiveUpdate can download only
the portion of the file that is new, and append it to the existing pattern file. For
networks running hundreds of individual desktop products, incremental updates can
save considerable bandwidth.

About Heuristic Virus Protection

The Trend Micro scan engine uses two methods for detecting viruses, worms,
Trojans, and other Internet security threats: pattern matching and heuristic scanning.
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Patter n matching—as the engine checks each file, it compares the binary file

datato alist of known virus “signatures’ or strings of code. Pattern matching is

thorough and efficient, but is limited to detecting only known viruses

Heuristic scanning—as the engine checks each file (or email message), it runs

through a series of “questions’ to analyze whether the file possesses the

characteristics of athreat. Because heuristic scanning is an evaluative method

rather than comparative, it excelsin detecting undiscovered viruses and threats,

including polymorphic viruses—those that change “ signatures’ with each new

infection.

Trend Micro heuristic scanning includes the following specialized technologies:

e ScriptTrap—Detects script-based viruses including JavaScript, Visual
Basic (VB) Script, HTML, and Active Server Pages (ASP) Scripts

*  Vice Engine—Detects new and unique Denial of Service (DoS) threats

*  MacroTrap—Detects unknown macro viruses—including those embedded
in the following types of files: Microsoft Word, Excel, PowerPoint, Access,
Visio, and Microsoft Project

»  Softmice—Detects complex polymorphic viruses using a 32-bit emulator to
fool the virusinto revealing itself in a safe and contained environment

»  BootTrap—Detects both boot sector and partition table viruses
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out the Trend Micro Scan Engine

At the heart of all Trend Micro products lies a proprietary scan engine. Originally
developed in response to the very first computer viruses the world had seen, the scan
engine today is exceptionally sophisticated and capable of detecting Internet worms,
mass-mailers, Trojan horse threats, phish sites, spyware, and network exploits, as
well as viruses. The scan engine detects threats known to be:

e “inthewild,” or actively circulating

* “inthezoo,” or controlled viruses that are not in circulation, but are devel oped
and used for research

In addition to having perhaps the longest history in the industry, the Trend Micro
scan engine has also proven in test after test to be one of the fastest—whether
checking a single file, scanning 100,000 files on a desktop machine, or scanning
traffic asit passes through an email server to the Internet gateway. Rather than scan
every byte of every file, the engine and pattern file work together to identify not only
tell-tale characteristics of the virus code, but the precise location within afile that the
viruswould hide. If avirusis detected, it can be removed and the integrity of the file
restored.

The scan engine includes an automatic clean-up routine for old virus pattern files (to
help manage disk space), as well asincremental pattern updates (to help manage
bandwidth).

In addition, the scan engine is able to decrypt all major encryption formats (including
MIME and BinHex). It also recognizes more than 30 compression formats, including
Zip, Arj, and Cab. Most Trend Micro products also allow the product administrator to
determine how many layers of compression to scan (up to a maximum of 20), for
compressed files contained within a compressed file (see Platforms, Compression,
and Encoding starting on page D-1 for more details).

It isimportant that the scan engine remain current with breaking threats. Trend Micro
ensures thisin two ways:

1. Freguent updatesto the scan engine’sdata-file, called the virus pattern file, which
can be downloaded and read by the engine without the need for any changes to
the engine code itself

2. Occasional technological upgradesin the engine software, typically prompted by
a paradigm-shift in the nature of virus threats, for example the recent risein
mixed-threats such as SQL Slammer and the so-called network viruses
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In both cases, updates can be scheduled from the antivirus product to occur
automatically, or they can be manually handled by the administrator in charge of
security.

The Trend Micro scan engineis certified annually by international computer security
organizations, including ICSA.

About EPS

Trend Micro Enterprise Protection Strategy, or EPS, protects against virus outbreaks
and mixed-threat Internet attacks, such as mass-mailing worms, Trojans, Denia of
Service (DoS) attacks, and unique network exploits such as the Slammer worm. The
Enterprise Protection Strategy is delivered in three phases; Outbreak Prevention,
Virus Response, and Assessment & Restoration:

| TREMD MICREO COMTROL MAMNAGER |

m-umnsm: PREVEMTION |I.rmu5 RESFONSE

y L
Huhru-.-tmn F.m,_.,." ""-. Bk }
o wiicie T f Elmnutcllll.

DUTHREAK PREVENTION GERAVICES| ViRUSG REGPOMNGE GERVICES
I

ARALYSIS AND || THAEAT-BASED || VIFRUS RESAONSE
REPDATING SCANKING CLK

AGEMTLESS || CLIENT AND
DAMASE (| SERWER

FROACTIVE LIENT
cLEANLUR || CLEANING
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FIGURE 1-4. Enterprise Protection Strategy.

e Outbreak Prevention—By closely monitoring Internet security events,
TrendLabs (Trend Micro’s global research arm), can:

e Alert administrators

» Immediately begin deploying a preventive solution called Outbreak
Prevention Services (OPS)

*  Virus Response—Solutions are deployed:
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e From Trend Micro to Control Manager, Trend Micro’s central management
console

*  From Control Manager to subscribed antivirus products installed on the
gateway, mail servers, network servers, and desktops

Assessment and Restor ation—Damage assessment and cleanup (if needed)
takes place, to:

* ldentify and remove dangerous viruses, worms, and Trojan remnants that
can re-attack your network

* Helprid your system of hidden guest accounts, registry entries, or memory-
resident payloads

* Highlight areas where your networks are most vulnerable

Example Scenario
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Assume that:

1. Thefirst signs of aunique new mixed-threat exploit begin appearing at dawn in
the Netherlands.

2. TrendLabsimmediately starts analyzing the threat to break down its behavior and
characteristics. They find that the threat is a mass-mailer worm that drops a
Trojan, which hijacks a port in the network. It then begins using the port to
contact agiven |P address.

3. Within two hours, TrendL abs has released a multi-tiered solution:

»  Blocking the email message containing the worm
e Scanning the network for the Trojan, and
e Closing the vulnerable port
4. Thesolutionis certified and released to subscribers.
5. For any network that may already be exposed, a clean-up routine is launched.

If attacks are caught in the OPS phase, EPS subscribers are often able to avoid
damage, downtime, and cleanup efforts.
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Using the Product Documentation

The documentation set for this product includes the following:

Getting Started Guide—This Guide helps you get “up and running” by
introducing IWSS, assisting with installation planning, implementation, and
configuration, and describing the main product functions. It also includes
instructions on testing your installation using a harmless test virus. The latest
version of the Guideis available in electronic form at:

http://www.trendmicro.com/download/product.asp

Online help—The purpose of online help isto provide “how-tos’ for the main
product tasks, usage advice, and field-specific information such as valid
parameter ranges and optimal values. Online help is accessible from the IWSS
user interface.

Readme file—The Readmefile contains late-breaking product information that is
not found in the online or printed documentation. Topics include a description of
new features, installation tips, known issues and release history.

Knowledge Base— The Knowledge Base is an online database of
problem-solving and troubleshooting information. It provides the latest
information about known product issues. To access the Knowledge Base, open:

http://kb.trendmicro.com
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Chapter 2

Installation Planning

This chapter presents an installation planning summary and different topologies for
each IWSS protocol handler.

Topicsincluded in this chapter are:

Installation Planning Summary

Recommended System Requirements

HTTP Proxy Topology

e Deploying HTTP in aMultiple Server Configuration

* |WSSHTTP Stand-alone Installation Topology with Multiple Servers
* IWSSICAP Installation Topology with Multiple Servers
FTP Installation Topology

»  Stand-alone Mode

* Loca FTPserver

e Upstream FTP Proxy

Report and Database Setup

User Identification Process

Notes on User/Group Name via Proxy Authorization
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Installation Planning Summary

2-2

IWSS 2.0 supports upgrading from IWSS 1.0 and is capabl e of importing the
exceptions list from InterScan WebManager. After installing IWSS, install the
Control Manager agent if you are using Control Manager (see Control Manager
Overview starting on page 9-2 for more information).

Note:  Trend Micro recommends that IWSS be installed on a dedicated server.

Select the components that you want to install:

*  InterScan Web Security Suite HTTP

e InterScan Web Security Suite FTP

»  InterScan Web Security Suite URL Filter

URL filtering requires a separate Activation Code to be functional. You also need to

decide on the type of database to use and whether you run the database on the IWSS
system or in acentral location:

e PostgreSQL 7.4.1, which isinstalled with IWSS or

e Oracle8i/9i

Also, you need to define your user identification mechanism (see User Identification
Process starting on page 2-18 for more details):

e ldentify by the IP address

*  Host name (modified HTTP headers)

e User/group name via proxy authorization (use LDAP for account information)
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For InterScan Web Security Suite HTTP Scanning
Choose the type of IWSS HTTP handler you will use (for information on how to
identify the type of IWSS HTTP handler, see Protocol Handlers starting on
page C-2):

« ICAP

¢ Proxy Scan

Note:  Choose ICAP if there is already a content-cache server on your network.

Under Proxy Scan, you can configure HTTP Proxy as either Stand-alone mode (if
you are not using an upstream proxy) or Dependent mode (if you are using an
upstream proxy) in the configuration screen (HT TP > Configuration > Proxy Scan)
of the IWSS console. See HTTP Proxy Topology starting on page 2-7 for more
information. For Dependent mode, specify the proxy name and port number.
Dependent mode requires the use of additional hardware (proxy server); however, it
supplements the existing HTTP proxy for other features such as caching, logging,
filtering, and network configuration.
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For InterScan Web Security Suite FTP Scanning

You can set up the IWSS FTP service to run in one of the three settings available:
* Stand-alone
e Loca FTP server
e Upstream FTP proxy

_ Dependent
Stand-alone Mode
(Process or Thread Mode) (Process or Thread Mode)
ICAP HTTP Proxy

InterScan Web Security Suite (IWSS)

Local Upstream

Stand-alone FTP Server FTP Proxy

FIGURE 2-1. Possible installation options for HTTP proxy
(stand-alone or dependent mode) and FTP (stand-alone,
local FTP server, or upstream FTP proxy) in the IWSS
console.
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Recommended System Requirements
Install IWSS on a system with the following software and hardware;

e 512MB RAM (Add 1GB memory for URL filtering if URL filtering isinstalled)
e 150MB disk space (2GB if running the URL filter), plus 500MB for swap files)
+ PCwithanIntel Pentium™ IV 2.4GHz

* A monitor with 800x600 or greater resolution

« Active Directory Support - Windows 2000 server with Active Directory, or
Windows 2003 server with Active Directory, SP1 recommended

*  Microsoft™ Internet Explorer 5.5 with SP2, Internet Explorer 6.0. or Netscape™
Navigator 7.0 to access the IWSS Web console

e PostgreSQL 7.4.1 database (which isinstalled by default), also supports Oracle
8i/9i (Oracle support requires purchase of athird-party ODBC driver)

e |CAP 1.0-compliant cache server (not required for stand-alone mode)
* NetApp™ NetCache™ release 5.6R1D6, or
*  Blue Coat Systems™ SGOS 2.1.10 and 3.1.2.2, or
e Cisco™ ICAP servers (CE version 5.1.3, b15)

Platforms
e Solaris™ 2.8 or 2.9 on Sun™ Ultra SPARC™ |l processor 550MHz

* Linux: Red Hat™ Advanced Linux Server 2.1, 3.0, or SUSE™ Linux Enterprise
Server 9, or Red Hat Enterprise Linux (ES, AS) 3.0, Update 4

Note: (1) Install libstdc++ on the IWSS machine. If you are running Red Hat Advanced
3.0, the libstdc++ is available from www.redhat.com. If you are running SuSE
Linux Enterprise Server 9, the libstdc++ library can be found in the "compat"
package located on the IWSS installation CD.

(2) IWSS is a 32-bit application that can run on a 32-bit Intel Pentium
processor-based Linux server.

(3) For multiple IWSS ICAP servers to work properly, their corresponding pattern,
scan engine version, and intscan.ini files must be identical (see
Configuration Files starting on page C-1 for more information). Also, these
systems must share a database.

(4) Insufficient disk space may cause performance issues and/or errors.
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HTTP Proxy Topology

IWSS provides a choice of either an ICAP or a stand-alone HTTP proxy protocol
handler. The ICAP protocol handler enables IWSS to act as an ICAP server. When
using the HTTP protocol handler, IWSS acts like adirect HTTP proxy server. If you
are using the HTTP proxy, you can configure it to function in stand-alone mode (no
upstream proxy) or in dependent mode (with upstream proxy).

Standalone Dependent
(no upstream proxy) (with upstream proxy)

™ | wadl
-._______.-—3 *,._____,..-—‘1
Client Client
+ +
~ 4
.-’ A—-.

-
-

w
w
=
w

-_——ﬁé
)

i

Upstream
Proxy
*

4

Internet

FIGURE 2-2.  For dependent mode, type the proxy name and the port
number in the IWSS console under “HTTP > Configuration >
Proxy Scan”.
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Deploying HTTP in a Multiple Server Configuration

You can deploy HTTP in a multiple-server configuration. In this case, set up a
database in a central location. See Setting up the Database starting on page 4-31 for
more details. The configuration can be deployed in one of two ways:

e Multiple IWSS ICAP servers that work with asingle ICAP client with
load-balancing capability

*  Multiple HTTP stand-alone servers that use a Layer 4 switch for load balancing

One IWSS server must be designated as “master” (see Configuring Server
Designation starting on page 4-34 for more details). The configuration files (see
Configuration Files starting on page C-1 for more details) must be synchronized
manually, via Control Manager or via a customer-created script. You need a Layer 4
switch to load balance between WSS servers for multiple HTTP stand-alone servers.
However, for multiple ICAP servers, you need an ICAP client with aload balancing
capability. To access the administrator console for each IWSS server, you can access
the administrator user interface using the private | P addresses of each WSS server.
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IWSS HTTP Stand-alone Installation Topology with
Multiple Servers

When IWSS isworking in a multiple server configuration under a Layer 4 switch
environment, IWSS distributes the list of infected URLs to all the IWSS serversin a
multiple server configuration. The URL-blocking list for all IWSS serversin a
multiple server configuration must be identical. When IWSS detects a virus
originating from a particular URL, the URL is added to the URL-blocking list, which
is maintained by the server itself. This particular proxy that has the most updated
URL-blocking list submits the URL entries to the master server. The master server
dynamically distributes the list to the other IWSS servers, except for itself and the
source machine.

IWSS HTTP Stand-alone
Proxy 1
9
e - B asg= [ -}:
'—*ix 7 Layer4 Switch am——

Client

74

IWSS HTTP Stand-alone
Proxy N

Client

FIGURE 2-3. Use a Layer 4 switch to load balance between IWSS servers
for multiple HTTP stand-alone servers.
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IWSS ICAP Installation Topology with Multiple Servers

If thereis already a content-cache server on your network, then ICAP is the logical
choice; otherwise, use the HTTP proxy. The ICAP client can be a NetCache, Blue
Coat Systems caching appliance, or Cisco CE ICAP server. The following diagram
shows the installation topology for IWSS ICAP with multiple servers.

A \ [,
N / Yy l

1 IWSS ICAP

Proxy 1
[ ]

- @
L ]

] [ 1 =J h—
ICAP Client

IWSS ICAP
Proxy N

Client

FIGURE 2-4.  For multiple IWSS ICAP servers to work properly, their
corresponding pattern, scan engine version, and intscan.ini
files must be identical.
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ICAP Request Mode Workflow

The IWSS ICAP request mode modifiesthe HTTP requests and is responsible for
URL blocking and scanning uploads. The following steps describe the request mode

workflow:
1. A Webclient issuesan HTTP request.

2. ThelCAP client (content-cache servers) receives the request and directsit to the

IWSS ICAP server.

3. ThelWSS ICAP server takes the appropriate action (URL blocking or upload

scanning) and forwards the request to the ICAP client.
4. ThelCAP client sends the request to the Web server.
5. The Web server sends the response to the ICAP client.
6. ThelCAP client forwards the response to the client.

A A Internet A
_\*\f ‘_"\f : /\‘F" ‘
1 ‘
(5] 4]
4 o |
e .
ICAP Client 9
(6 1 IWSS ICAP
4 Proxy

-

Client
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ICAP Response Mode Workflow

The IWSS ICAP response mode modifies the HTTP response and is responsible for
virus scanning. The following steps describe the response mode workflow:

1. A Webclient issuesan HTTP request.

The ICAP client sends the request to the Web server.

The Web server sends the response to the ICAP client.

The ICAP client sends the response to the IWSS ICAP server.

The IWSS ICAP server modifies the response depending on the setting (for
example, virus scanning) then sends it back to the ICAP client.

6. ThelCAP client forwards the response to the client.

a bk~ w DN

ﬂj\ /\_d\ 1 E[ﬂﬁ]@@ J\/\
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¥ o I

ICAP Client (5]
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FTP Installation Topology

There are three configuration topologies for FTP:

»  Stand-alone mode acts as a proxy between the requesting client and the remote
site, brokering all transactions

e |WSSFTP actsin conjunction with an existing FTP proxy within the LAN
* |WSSFTP acts as a sentry standing guard for the local FTP server

Stand-alone Mode

If you want to scan all FTP traffic in and out of the LAN, set up FTP so that it
“brokers” al such connections. In this case, clients FTP to IWSS FTP, supply the
logon credentials to the target site, and then let IWSS FTP make the connection. The
remote site transfers the files to IWSS FTP. Before delivering the files to the
reguesting clients, IWSS FTP scans these files for viruses.

JAllfremotelEilPlsites

Client
request

IWSS FTP
2 1N

=E=

FTP Client FTP Client FTP Client

FIGURE 2-5.  Configure the FTP proxy setting in the IWSS console.
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Local FTP server

If you want to scan all FTP traffic in or out of a particular FTP server (typically one
that you host), you can install IWSS FTP onto that FTP server (as one local server).
Inthis case, it appears to users that they are connecting directly to the target server
when in fact they are connecting to IWSS FTPR, which then relays the request to the
specified server.

s ™
’ H 3. IWSS FTP relays the
request to the indicated FTP
— daemon. IWSS FTP is on

the same machine as the
FTP server, thus enter the
path/location of the ftp

2. IWSS FTP accepts the daemon (no port is required).

request on the port IWSS FTP .

S
specified, usually 21. / l \
1.1 =
‘ | to IWSS FTP rather

== - = than the FTP server.

FTP Client FTP Client FTP Client

FIGURE 2-6. For Local FTP server, indicate the new direction of the path
(for example, /usr/sbin/in.ftpd).
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Upstream FTP Proxy

You can aso install IWSS FTP on a dedicated machine between an upstream proxy
and the requesting clients. Use this setup if you want to add other FTP features (for
example, access blocking, logging, and filtering) to supplement the existing FTP
proxy.

AllfremotelETP

Py

1
Client
request
File
Transfer

.

d—

E
=

Upstream

FTP Proxy
t
i

,’.
For Upstream Proxy, specify ‘ I
the Proxy server and the =
port number. The main
server port is 21,

IWSS FTP

7l
4 { A

A==

E e G

FTP Client FTP Client FTP Client

FIGURE 2-7.  Using IWSS with an upstream FTP proxy

Note:  IWSS FTP works with most firewalls, usually requiring only a modification to the
firewall to open a port for the FTP proxy.
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Report and Database Setup

IWSS provides you with statistics on traffic usage on the network, which over time
helps you construct along-term network traffic profile. The report helps you to
optimize the network and its security.

IWSS gives you the option of generating reports based on a given category of a
specific user, all users, al groups or specific group(s). You can either create the
report manually (real-time) or automatically (scheduled). Also, you can send the
report notification to the email addresses defined in the configuration setting at given
time intervals (daily, weekly, or monthly).

There are two categories of reports:

»  Blocking-event reports

e Traffic reportsfor URL filtering

You can view the following report types for each category on the IWSS console:

Blocking-event Reports

» Riskiest URLs by viruses detected

e Riskiest users by infected URL s accessed
* Most violations by user

e Most violations by group

* Most blocked URL categories

* Most blocked URLSs

»  Most blocked URLSs by day of the week

e Most blocked URLs by hour

Traffic Reports
* Most active users
* Most popular URLs
e Most popular downloads
* Most popular search engines
e Dally traffic report
* Activity level by day of the week
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e Activity level by hour
e Per user report

Note:  Traffic reports require that the access log be enabled. However, the trade-off is that
the access log can be very large.

Spyware/Grayware Reports
» Most spyware/grayware detections by category
»  Top spyware/grayware detections
e Most detections by user

You have the option of writing the reporting logs to database and text files or
database only. Configure this option in the IWSS console under L ogs > Settings >
Reporting L ogs. The text logs are available for compatibility with IWSS 1.0 and to
further analyze the log data using custom scripts or other third-party applications.
They can also be used in validating the completeness and accuracy of logging to the
database.

Trend Micro recommends that you migrate to “database only.” Datafor reportsis
recorded to the database at a configurable interval. Reports and database logs will not
reflect the activity, which has occurred after the last database import.

There is a performance penalty for enabling the accesslog (Log HTTP/FTP access
eventsis disabled by default). However, many reports on user activities will not be
availableif the accesslog is not enabled. Conversely, if IWSS s configured as an
upstream proxy, valuable data on user activities may not be available to IWSS. Thus,
you need to decide whether or not you want IWSS to be the mechanism to summarize
al Web activities. If you do, then access logging must be enabled under L ogs >
Settings > Reporting Logs > Options.

The IWSS Web console displays the graphs (Bar, Stacked bar, or Line) and statistics
of agenerated report. In addition, you can import data from IWSS logs for further
analysis using Microsoft Excel (see Importing Data starting on page 8-20 for more
details). In order to query and generate reports dynamically, IWSS uses an efficient
database management system that can support other major databases as a plug-in.
The IWSS package includes the PostgreSQL 7.4.1 database. IWSS also supports
Oracle 8i/9i. See Important Notes on Oracle 8i/9i Database starting on page 3-7 and
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Important Notes on PostgreSQL Database starting on page 3-10 for more
information on database installation and configuration.

User Identification Process

IWSS helps to trace security events to the affected systems. IWSS includes three
event-tracing mechanisms.

e ldentify by the IP address
e ldentify by the host name (modified HTTP headers)

e ldentify by the user/group name via proxy authorization (use LDAP for account
information)

This choice controls the information that IWSS includes in the virus log, Internet
access log, and URL blocking and filtering logs. IWSS URL filtering also uses this
information for policy management.

Tracing security eventsto the affected system isimportant because IWSS scans for
malicious code that is uploaded using HTTP. When you detect an upload that
contains malicious code, the originating system is infected. In addition, if you are
using “scan-behind” (see Handling Large Files starting on page 4-5 for details), a
largefile that contains malicious code may have been delivered to aclient system and
subsequently determined to be malicious. If the affected client does not have
sufficient protection, you may need to find the affected client and perform a cleanup.
Tracing avirus from the virus log may be useful when tracing these types of
suspicious behavior.

The | P addressidentification option requires that | P addresses are not dynamically
assigned via DHCP and that network address trangation (NAT) is not performed on
the network path between the affected system and IWSS. If the local network meets
these conditions, configure IWSSto log the I P address information. No further action
isrequired.

The Host name (modified HT TP header s) option logs the MAC address of the
affected machine and Windows machine name to the virus log, URL blocking log,
and Internet access log. Choose this option if the accessis via Internet Explorer on
Windows. This option requires that you run a Trend Micro-supplied program on each
Windows client. The program register_user_agent_header.exeisin the
Linux/Solaris installation package. An effective way to deploy isto invokeit from a
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logon script for the local Windows domain. The program works by modifying a
registry entry

(HKEY_LOCAL_MACHINE\Software \Microsoft\Windows\CurrentVersion\
Internet Settings\UserAgent\Post Platform) that Internet Explorer
includes in the User-Agent HTTP header. You can find the identifying information
logged under the User ID column in various log files. It alters Windows
configuration val ues to include the MAC address of the client system and the
machine name where you made the HTTP requests. The use of the MAC addressis
advisable because of its unique and traceable ID. The machine name is an additional
and helpful identifier.

The User/group name via proxy authorization (use LDAP for account
information) option verifies the user credentials as well as retrieves the group
information. IWSS uses LDAP to integrate with Active Directory, as a network
service that identifies all resources on a network and makes them accessible to users
and applications. This directory service makes the physical network topology and
protocols transparent so that a user on a network can access any resource without
knowing where or how it is physically connected. LDAP defines a standard method
for accessing and updating information in adirectory. The information needed to
utilize a user validation/group retrieval during proxy authorization are as follows:

» LDAP server hostname

e Listening port number

» LDAP admin account

e Password

e Basedistinguished name (served as a starting point for LDAP search operation)

«  Authentication method (Simple to pass the admin password as plain-text or
Advanced to use the Kerberos authentication)

If you are using Microsoft Internet Explorer, IWSS uses the NTLM authentication
protocol to verify your credential with the Active Directory. NTLM employs a
challenge-response mechanism for authentication, in which clients are able to prove
their identities without sending a password to the server. Internet Explorer uses the
single sign-on mechanism while using NTLM at the first pass so that you will not be
prompted for your credential; however, if the verification fails, adialog box will
prompt to check your credentials. For other browsers, a basic authentication is used.
In this case, you are prompted for your credential and the user name and password
are encoded using the Base64 encoding method, which is not a secure practice.
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Note:  You can only configure one LDAP (AD) server to authenticate user/groups
information for one particular domain.

Notes on User/Group Name via Proxy Authorization

User/group proxy authorization as a technique for user identification resolves some
of the limitations of the following identification methods:

» |Paddress: It isimpossible to identify the person making arequest if multiple
users share the same computer, or if IP addresses do not adequately identify the
computer where arequest originated

e Host name (modified HTTP headers): This approach solves the problems with
using P address, but works only under Windows and only for Internet accessvia
Internet Explorer

User/group proxy authorization operates effectively in environments where:
» multiple platforms or applications are used

* machines may be shared between employees, and

» |Paddresses are insufficient to uniquely identify source machines

And, with user/group proxy authorization enabled, you can define policies based on
user names and groups rather than 1P addresses/ranges and machine names.

Proxy authorization is the most accurate and flexible user identification method. The
use of proxy authorization is transparent for Internet Explorer users. Trend Micro
recommends that proxy authorization be used so long as a network path between
IWSS and the Active Directory server can be established, and the inconveniences
described below can be tolerated.

Proxy authorization has some drawbacks that must be considered, and these apply to
other browsers and HTTP-based applications. The primary drawback is
inconvenience for the end user. IWSS requires that incoming requests authenticate by
providing the user's user name and password on a pop-up dialog box. Once these
credentials are verified, browsing may commence. Many applications save this
information as long as the application remains open, and will attach the credentials
with each request. Thisinformation, however, is not shared to other applications,
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including any additional instances of the same application. As aresult, the user may
have to answer the challenge several times.

Additionally, some applications that tunnel over port 80 do not display a pop-up
window when challenged and either require the user to set their proxy credentials
ahead of time through a configuration setting, or ssmply do not operate at all when
the proxy requires authentication. Another concern is security. IWSS supports Basic
and NTLM authentication techniques when installed in HTTP proxy mode, but only
Basic when installed in ICAP mode.

You also need to plan on how to manage users who do not have an account in the
local domain. For example, avendor may need to give a demonstration that requires
Internet access. In anormal office setting, the IT department can set up two proxies:
one for users with accounts (with the domain logon script configured so that their
browsers can use that proxy), and the other proxy for visitor use. Both proxies could
be instances of IWSS with different configurations.

In network environments where | P addresses adequately identify the machines where
requests originate, IWSS can utilize a cache that assumes that for some time after the
user from a particular 1P has been authenticated, any additional requests from that
same |P are issued by the same user. The default time-to-live (TTL) for entriesin this
cacheis 12 minutesin HTTP mode and 90 minutesin ICAP mode.

Note: (1) ICAP mode does not support NTLM and single sign-on, but supports BASIC
and |P based credential cache.
(2) HTTP mode or Dependent mode supports NTLM, BASIC, single sign-on, and
IP based credential cache.
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Consider the following:

TABLE 2-1.

Behavior of BASIC and NTLM authentication methods

Behavior

BASIC authentication

NTLM authentication

User name/password

Transmitted in clear text
between the browser
and IWSS

Uses only hashes to
transmit the user’s cre-
dentials between the
browser and IWSS

Active Directory authen-
tication by Kerberos
(browser->IWSS ->
Active Directory server)

User’s credentials are
vulnerable when
passed between the
browser and IWSS, cre-
dentials are encrypted
via Kerberos between
IWSS and the Active
Directory server

User’s credentials are
secure when passed
between the browser
and IWSS, and
between IWSS and the
Active Directory server

Microsoft applications

New applications will
require a popup and the
user must supply cre-
dentials. After authenti-
cation of an application,
additional instances of
the same application
typically “remember” the
credentials and con-
tinue to supply them for
subsequent requests.

Some applications,
such as Internet
Explorer, can access
the user’s credentials
without requiring a
pop-up window— other
applications, such as
Mozilla, streaming
media players, Java

news tickers, and so on

will still display pop-up
windows

Note: NTLM cannot

be used in ICAP

installations.

NTLM application sup-
port

IWSS will only issue NTLM challenges to Internet

Explorer and Mozilla
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Installation and Setup

In this chapter, you will find step-by-step instructions for installing and configuring
IWSS. Topics included in this chapter are:

Process Mode and Thread Mode

Installing InterScan Web Security Suite

*  HTTP stand-aone proxy server

e ICAP-compliant cache server

Opening the IWSS Console

Encrypting Browser-console Communication (HTTPS)
Testing IWSS

Updating the Virus Pattern File

Updating the PhishTrap Pattern File

Updating the Spyware Pattern File

Updating the URL Database (for URL Filtering Option Only)
Updating the Scan Engine

Activating IWSS and URL Filtering

Renewing Your Maintenance Agreement

Removing IWSS

Upgrading IWSS
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Process Mode

In Process mode, the daemon runs as a parent process with many child processes.
The parent manages the life span of all of the child processes, while each child
process handles one connection to the server for the lifetime of that connection. As
traffic subsides and child processes become idle, the parent removes the extraidle
processes and keeps only a minimum number of child processes to wait for traffic.

The primary advantage of this model is reliability. Each connection isisolated
from other connections as well as from the parent, so in the event of a program
fault, only asingle connection is affected.

Another advantage is that because each child process has little communication
with either its parent or other child processes, there is very little communication
overhead, which translates to greater throughput, in cases where network latency
islow.

The primary disadvantage is that each connection requires awhole child process,
and each process has a significant memory footprint (about 24MB), which can
[imit the maximum number of child processes that can be spawned, and therefore
[imit the maximum number of concurrent connections.

Thread Mode

In Thread mode, the daemon runs as one process that contains several threads
(similar to processes that share the same memory space). The worker threads handle
the connections. The number of worker threads remains constant until you modify it,
and each thread can handle many simultaneous connections.

3-2

The primary advantage of thread mode isthat, even with hundreds of connections
open, the daemon has a small footprint, typically between 200-500MB (virtual
memory). The CPU, not the number of worker threads or memory, limits the
number of connections that the threaded daemon can handle.

Note:  For optimal performance, Trend Micro recommends a setting of three threads
per CPU.

Another advantage to thread mode is that idle connections do not tie up worker
threads. In cases where network latency is high, the threaded daemon can
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continue servicing new and active connections long after the process mode
daemon has rejected new connections due to the lack of free child processes.

* Theprimary disadvantage of the thread mode isthat all the threads occupy the
same process space; therefore, if a programming fault causes one thread to crash
it will stop the daemon.

« Another disadvantage is that, due to the need to synchronize access to shared
memory, some computations require more overhead than in the process mode.
This can result in lower throughput when network latency is low.

Tuning Solaris for IWSS

IWSS uses the standard UNIX System V |PC semaphores to synchronize log file
access between processes. When running the multi-process mode WSS daemon, it is
necessary to increase the number of semaphores undo structures (represented by
SEMMNU) configured on the system. If you do not perform this modification and
you have a busy system (that is, the number of concurrent connections is more than
the default value for the number of semaphores undo structures), then some
connections will stop writing log entries to the Control Manager console and local
system log, and an error message appears in the WSS Web console. Perform this
procedure (recommended before installation) only for process-mode installs and not
for thread mode installs unless the same machine is running with other semaphore
intensive applications (for example, database).

Toincrease the number of semaphores undo structures configured on the
system:

1. Caculate the number of undo structures needed as follows. Examine the
maximum number of IWSS scanning processes allowed, which isthe lesser of
the maximum number of users expected to be browsing the Web simultaneously
and the virtual memory system divided by 70MB. After the installation, you can
determine the maximum number of processes, which is stored in
[process]/max_proc iN intscan. ini. Add the maximum number of FTP
scanning processes (thisvalueisalso stored in [ftp] /max_proc in
intscan.ini after installation) if you install FTP scanning. Then, multiply the
total number of maximum processes by 5, and add the current value of
SEMMNU; obtain the SEMMNU value by typing the following command:

sysdef | grep -i semmnu
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The formulafor semmnuis;
0l1ld semmnu + ( <http max proc> + <ftp max_proc>) * 5

If URL filtering is enabled, add <http max_proc>.
For example,

If you install IWSS in multi-process mode withmax_proc set to 200, and then you
install FTP scanning daemon with max_proc set to 1, and the current value of
SEMMNU isthe Solaris default of 30.

Then new semmnu value should be at |east:
(201 * 5) + 30 = 1035
If you also add URL filtering, then this should be

(201 * 5) + 30 + 200 = 1235
2. Editthe /etc/system fileand add theline:

set semsys: seminfo_semmnu = X

where X isthe value computed in step 1
3. Reboot the system.

Installing InterScan Web Security Suite

3-4

Trend Micro recommends that you install IWSS on a dedicated server. To install
IWSS, you must log on to the target server asroot.

Note:  An Activation Code is required to enable scanning and product updates (see
Activating IWSSand URL Filtering starting on page 3-41 for more information).

Toinstall I nter Scan Web Security Suite:

1. Youcaninstal IWSS from the Trend Micro Enterprise Solutions CD or
download the installation files from the Web.
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Toinstall from the Trend Micro Enterprise Solutions CD:

Insert the CD-ROM disc into the CD-ROM drive of the server where you will
install IWSS. Choose Inter Scan Web Security Suite from the Choose a
product drop-down menu and click Go. Then, run the install script from the
product folder on the Enterprise Solutions CD.

To download an evaluation version:

If you are downloading from the Web, download the IWSS binary archive to a
temporary directory on the server where you want IWSS to run, and then extract
thefiles.

From the directory containing the IWSSinstallation files, type . /isinst and
press Enter.

The WSS 2.2 Setup Script page appears with the following install options:
»  InterScan Web Security Suite HTTP scanning

e InterScan Web Security Suite FTP scanning

* InterScan Web Security Suite URL filtering

InterScan Web Security Suite (IWSS)> 2.2 Installation

HITP scanning
FIP scanning ——
URL filtering

Install sub—system.

Remove sub—system.

Add IWSE to a Control Manager server.
Remove IWSE from a Control Manager server.
Eegister and activate IWSS.

xit.

Enter your choice: [ _ 1

FIGURE 3-1. “URL Filtering” requires a separate Activation Code to
be functional.

Type 1 and press Enter to install I nter Scan Web Security Suite sub-system.
The Trend Micro License Agreement page appears. Press Enter to continue
viewing the agreement. Type Y to accept the license agreement or type N to

deny the agreement (this will discontinue the installation process). When you
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10.

accept the license agreement, the I nter Scan Web Security Suite I nstallation
List page appears.
Type 5 and press Enter to start the installation.

Note: By default, IWSS installs all available sub-systems to the
/opt/trend/IWSS subdirectory. If you want to install to a different
directory, type 4 and type the new path under New Path is and press Enter.
Selecting one of the modified options from 1 to 3 alows you to choose the
components to be installed or uninstalled. After each selection is made, a
separate prompt appears to allow you to enter "y" (yes) and "n" (no) to install
the selected component. Also, the URL filtering component is dependent on
the HTTP scanning component; therefore, in order to install the URL Filtering
component the HTTP component must be installed (either previously, or
installed simultaneously with the URL filtering component).

On the next screen, type Y to install the default PostgreSQL database, otherwise
type N. You can use Oracle 8i/9i but you need to install it separately (see
Important Notes on Oracle 8i/9i Database starting on page 3-7 and Important
Notes on PostgreSQL Database starting on page 3-10 for more information on
installation and configuration).

Type and confirm the password for the database administrator. Press Enter to
continue.

On the next screen, choose the type of HTTP handler. Type 1 for ICAP and 2 for
HTTP Proxy (see Protocol Handlers starting on page C-2 for more information).

Specify the mode (Process or Thread) and press Enter to continue. Type 1 for
Process mode or 2 for Thread mode.

Note:  Thread mode is recommended for smaller networks that service a low
bandwidth Internet link. Process mode is recommended for larger networks that
serve high capacity Internet links.

The Control Manager agent for IWSS isinstalled by default. Press Enter to
continue. From the main menu, type 3 to register the Control Manager agent
with a designated Control Manager. See Trend Micro Control Manager starting
on page 9-1 for more information.
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11. Oncetheinstallation is complete, you will return to the main menu. Type 5 and
press Enter to activate IWSS.

12. Inthe next page, specify the browser you will use (for example, netscape).
Type the logon User 1D and password if prompted (default value: admin).

13. Inthe Product License page, activate IWSS by typing your Activation Codein
the field provided and click Activate.

Note: If you do not activate IWSS, security updates and scanning capabilities will
not be functional. You can also activate IWSS using the IWSS console.

14. Type 6 and press Enter to exit the script.

InterScan Web Security Suite (IWSS)> 2.2 Installation

InterScan Webh Security Suite Installation List

Install HITP scanning [ YE&
Install path: soptstrendsTWSS A ISHTTP
Install FTP scanning

Install path: soptstrendsIWSS /ISFIP
Install URL filtering

Install: path soptstrendsIWSS /ISURLF

Modify option for HITP scanning.

Modify option for FIP scanning.

Modify option for URL filtering.

Modify option for Install path {(default: sopt-strend-/IWSS>.
Start installation.

Back to Main Menu.
Enter a choice:z [ 1

FIGURE 3-2. Type “1” to modify IWSS HTTP; “2” to modify IWSS FTP;
“3” to modify IWSS URL Filtering; and “4” to modify the
installation path.

Important Notes on Oracle 8i/9i Database

To create an Oracle database:

The Oracle Server 8i/9i must be installed on aremote machine or on the same
machine where the IWSS server resides.

1. Create adatabase using UTF 8 character set.

2. Createauser (for example, username: “1WSS’ and password: “1WSSpassword”)
for the new database to be used for IWSS (for example, “IWSSDB” isused asthe
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Oracle database service name/global database name for Oracle 8i and higher)
with the following permissions:

e Createtables
e Store and execute procedures
e Grant theroles“CONNECT” and “RESOURCE" to the new database user.

For example,

Create a user with [Profile: Default] [ Tablespaces “users,” “ Temporary: TEMP’]
[Granted Role: CONNECT and RESOURCE] [System: UNLIMITED
TABLESPACE]

To configure the Oracle Client 8i/9i on the same machine where WSS resides:

Install the Oracle client on the same machine where IWSS isinstalled. Configure the
Oracle client so that it can communicate with the Oracle server with avalid database
connection string. The goal isto create a connection string for IWSS to communicate
with the Oracle server. The steps mentioned bel ow describe the procedure to use an
Oracle client configuration assistance to configure a connection string to be used by
IWSS to connect to the Oracle server.

1. Start the Oracle client configuration assistance by typing netca.

On the next screen, select L ocal Net Service Name configuration. Click Next.
Select Add for the new Oracle service name.

Select Oracle8i or later database service.

Enter anew service name/global database name under the Service Name field.
Select TCP as the protocol for Oracle Client / Server communication.

Enter the Oracle server hostname and type a port number (the default is 1521).
Select Yes, perform atest.

© N o Ok~ wWDN

Note:  If the test fails, click Change Login to change to a different DBA account,
and then type the user account and password.

9. Click Next.
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To test the Oracle Client/Server communication:

Type sqlplus /nolog.

In the next screen, type the following:

SQL> connect <username>/<password>@<database service name>
For example,

SQL> connect IWSS/IWSSpassword@IWSSDB

Toinstall unixODBC:

Install unixODBC for 32-bit SPARC Solaris/ x86 Linux on a machine where IWSS
resides. The unixODBC requires separate licenses for Solaris and Linux platforms.

To populate the Oracle database:

Populate the IWSS schema in the Oracle database by performing the following:

1

Run setup-oracle-env.sh intheinstallation package to create the database
schema on the Oracle server.

Specify the [ORACLE_HOME] path where the Oracle Client was installed.
Specify the Net service name (connection string) for the Oracle database.
Enter the user name and password for the Oracle database.

Note: The setup-oracle-env.sh script uses the value (as the default path)
defined in ORACLE_HOME, where the Oracle client was installed, unless
otherwise specified. The setup-oracle-env. sh script tests the
connection between unixODBC with the Oracle client and the Oracle client
with the Oracle server. IWSS should be installed prior to running
setup-oracle-env.sh.

Toremovethe WSS schemas from the Oracle database server (remote/local):

o bk~ wDd

Run the cleanup-oracle-env.sh script from the IWSSinstallation package.
Specify the [ORACLE_HOME] path where the Oracle Client was installed.
Specify the Net service name (connection string) for the Oracle database.

Enter the user name and password for the Oracle database.

Select y to remove all tables and stored functions related to IWSS.
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Note:  IWSS should be installed prior to running cleanup-oracle-env.sh.

The cleanup-oracle-env.sh script uses the value (as the default path)
defined in ORACLE_HOME, where the Oracle client was installed, unless
otherwise specified.

Important Notes on PostgreSQL Database

To manually install the local PostgreSQL database provided from the IWSS
installation package:

3-10

1.

After installing IWSS, run the installdb.sh script from the installation
package. Enter the user name and password for the PostgreSQL 7.4.1 database.

Run the setup-postgres-env. sh script from the installation package.

a.

Type the PostgreSQL server name/I P address of the local machine (the
default valueis localhost.

e usethedefault port [ 5432].
*  usethe default database name [ iwss].
e usethe default user name for the PostgreSQL [ sa].

Type the database password entered when running the installdb.sh
script.

Choose whether to create the tables on the PostgreSQL database.

Note:  Make sure that you run the installdb.sh script after installing IWSS.

To manually remove the locally installed PostgreSQL server provided from the
IWSS installation package:

Runthe uninstalldb.sh script from the installation package. Make sure that you
runtheuninstalldb. sh script where IWSSisinstalled. When the PostgreSQL server
has been successfully removed, the PostgreSQL removed message appears.

To use an existing PostgreSQL database server (remote/local):

1.

Run the setup-postgres-env.sh script from the installation package.
2. Typethefollowing information:



Installation and Setup

e PostgreSQL server name/ IP
»  database name of the PostgreSQL server
e user name and password for the PostgreSQL database
3. Choose whether to create tables on the PostgreSQL database.

Note:  IWSS should be installed prior to running setup-postgres-env.sh. For
the pre-existing PostgreSQL server configuration, a pre-existing database
needs to be present prior to the running the setup-postgres-env.sh
script.

Toremovethe IWSS schema from the PostgreSQL database ser ver
(remote/local):
1. Runthecleanup-postgres-env.sh script from the installation package.
2. Typethefollowing information:

e PostgreSQL server name/ IP

*  PostgreSQL port number

e PostgreSQL database name

»  User name and password for the PostgreSQL database

Note:  IWSS should be installed prior to running cleanup-postgres-env.sh.

After Installing IWSS ICAP

Perform these post-install configuration steps only if you have installed IWSS ICAP
on your system. For non-ICAP users, proceed to Opening the WSS Consol e starting
on page 3-20.

After installing the IWSS ICAP program files,

1. SetupanICAP 1.0-compliant cache server

2. Flush existing cached content from the cache appliance

3-11
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1. Setting up an ICAP 1.0-compliant Cache Server

Configure an ICAP client (Network Appliance NetCache appliance/Blue Coat Port
80 Security Appliance cache server/Cisco ICAP servers) to communicate with the
ICAP server.

To set up ICAP for NetCache Appliance:

3-12

1.

Log on to the NetCache console by opening http: //{SERVER-IP}:3132 ina
browser window.

Click the Setup tab, and then click ICAP > ICAP 1.0 in the left menu.

Click the Gener al tab, and then select Enable | CAP Version 1.0. Click Commit
Changes.

Note:  Anerror message “icap: This service is not licensed.”
appears if you have not provided the required |CAP license key for NetCache.

Toenter an ICAP license key:

a. Click the Setup tab, and then click System > Licensesin the left menu. The
System Licenses screen appears.

b. Type WFLPWA under the ICAP license section.
¢. Click Commit Changes.

Select the Service Farmstab on the |CAP 1.0 screen, and then click New
Service Farm to add ICAP servers. Then, assign the service farm name in the
Service Farm Namefield.

*  For response mode, select RESPM OD_PRECACHE in the Vectoring
Point field

»  For request mode, select REQM OD_PRECACHE in the Vectoring Point
field
Select Service Farm Enable.

In the L oad Balancing field, choose the proper algorithm that you use for load
balancing (if you have more than one ICAP server in the service farm). Clear
Bypass on Failure.
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Note: Disable Bypass on Failure if the priority is more on virus propagation within
your network. Otherwise, enable Bypass on Failure to guarantee an
unblocked connection to the Internet.

Under the Consistency field, choose strong from the drop-down menu and leave
the lbw Threshold field empty.

Under the Services text box (for response mode), type:
icap://{ICAP-SERVER-IP}:1344/resp on,
where 1cAP-SERVER-IP isthe IP address of IWSS ICAP for response mode.

Under the Services text box (for request mode), type
icap://{ICAP-SERVER-IP}:1344/REQ-Service on,
where ICAP-SERVER-IP isthe IP address of IWSS ICAP for request mode.

For multiple IWSS ICAP server services, type the additional entriesin step 7. For
example:

For response mode,

* icap://{ICAP-SERVER1-IP}:1344/resp on

. icap://{ICAP-SERVER2-IP}:1344/resp on

Click Commit Changes.

For request mode,

. icap://{ICAP-SERVER1-IP}:1344/REQ-Service on

. icap://{ICAP-SERVER2-IP}:1344/REQ-Service on

Click Commit Changes.

Note:  For multiple ICAP servers within a service farm with strong consistency
selected, make sure that al ICAP servers have identical intscan.ini and
other configuration files (see Configuration Files starting on page C-1) and
the same virus pattern. The service farm will not work properly if the ICAP
servers have different configurations.

Click the Access Control Liststab, and then select Enable Access Control
Lists. Typeicap (Service Farm name of the ICAP Server) anyin
HTTP ACL. Click Commit Changes.

To configure scanning FTP over HTTP traffic, go to Access Control List, and
then add “icap (service farm name)” any into the FTP ACL field.
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To set up ICAP for the Blue Coat Port 80 Security Appliance:

L og on to the management console by typing http://{ SERVER-1P}:8081 in the
address bar of your Web browser (specifying port 8081 as the default management
port). For example, if the IP address configured during the first-time installation is
123.123.123.12, enter the URL http://123.123.123.12:8081 in the Web browser.

1

g bk~ w DN

Select Management. Type the logon user name and password if prompted.
Click ICAP in the left menu, and then click the I CAP Services tab.

Click New. The Add | CAP Service screen appears.

Inthe ICAP service namefield, type an alphanumeric name. Click OK.

Highlight the new ICAP service name and click Edit. The Edit | CAP Service
name screen appears.

Type or select the following information:
a. ICAPversion number (that is, 1.0)

b. The service URL, which includes the virus-scanning server host name or |P
address, and the ICAP port number. The default ICAP port number is 1344.

* Response mode:
icap://{ICAP-SERVER-IP}:1344

* Request mode:
icap://{ICAP-SERVER-IP}:1344/REQ-Service

where 1cAP-SERVER-IP isthe |P address of IWSSICAP.

c. The maximum number of connections (ranges from 1-65535). The default
valueisbs.

d. The connection timeout, which is the number of seconds the Blue Coat Port
80 Security Appliance waits for replies from the virus-scanning server. The
rangeisan interval from 60 to 65535. The default timeout is 70 seconds.

e. Choose the type of method supported (response or request modes).
f.  Usethe default preview size (bytes) of zero (0).

g. Click Sense settingsto retrieve settings from the ICAP server
(recommended).

h. Toregister the ICAP service for health checks, click Register under the
Health Check Options section.
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7. Click Ok, and then click Apply.

Note:  You can edit the configured ICAP services. To edit a server configuration

again, select the service and click Edit. The examples used for configuring
ICAP for Blue Coat is based on version 2.1.07. The settings may vary
depending on the version of Blue Coat.

8. Add response or request mode policy.
The Visual Policy Manager requires the Java 2 Runtime Environment Standard
Edition v.1.3.1 or later (also known as the Java Runtime or JRE) from Sun™
Microsystems, Inc. If you aready installed JRE on your workstation, the Security
Gateway opens a separate browser window and starts the Visua Policy Manager.
The first time you start the policy editor, it displays an empty policy.

If you have not installed JRE on your workstation, a security-warning window
appears. Click Yesto continue. Follow the instructions to install the JRE.

To add the response mode policy:

a
b.

Select Management. Type the logon user name and password if prompted.

Click Palicy in the left menu, and then click the Visual Policy Manager
tab.

Click Sart. If the Java Plug-in Security War ning screen appears, click
Grant this session.

On the menu bar, click Edit > Add Web Content Policy. The Add New
Policy Table screen appears.

Type the policy name under the Select policy table namefield. Click OK.

Under the Action column, right-click Bypass | CAP Response Service and
click Set. The Add Object screen appears. Click New and select Use | CAP
Response Service. The Add ICAP Service Action screen appears.

Choose the ICAP service name under the | CAP Service/Cluster Names
field. Enable Deny the request under the On communication error with
I CAP service section. Click OK, and then click OK again.

Click Install Palicies.
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To add therequest mode policy:
a. Select Management. Type the logon user name and password if prompted.

b. Select Palicy in the left menu, and then click the Visual Policy M anager
tab.

c. Click Sart. If the Java Plug-in Security War ning screen appears, click
Grant this session.

d. Onthemenu bar, click Edit > Add Web Access Policy. The Add New
Policy Table screen appears.

e. Typethe policy name under the Select policy table namefield. Click OK.

f.  Under the Action column, right-click Deny and click Set. The Add Object
screen appears. Click New and select Use | CAP Request Service. The Add
| CAP Service Action screen appears.

g. Choose the ICAP service name under the ICAP Service/Cluster Names
field. Enable Deny the request under the On communication error with
I CAP service section. Click OK, and then click OK again.

h. Click Install Palicies.

File Edit Wiew Favorites Tools Help

-

; Installed Policy —- compiled at: Mon, 11 MNow 2002 23:32:08 UTC
Default proxy policy is ALLOW

; Policy Rules
<Proxy:
request. icap Service (regquest)

<Cachex —
response. icap Service (response)

=
4| | v

FIGURE 3-3.  Configure both the request and response mode ICAP
services. To check the current policy, go to the “Policy”
screen, click the “Policy Files” tab, and then click
“Current Policy”.
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To set up Cisco CE ICAP servers:

IWSS supports Cisco ICAP servers (CE version 5.1.3, b15). All ICAP settings are
performed through a command line interface (CL1); thereis no user interface
associated with the Cisco I CAP implementation.

1

2.
3.
4

Open the Cisco CE console.
Type config to enter the configuration mode.
Type icap? todisplay alist of al ICAP-related commands.
Create a response modification service, by typing
icap service RESPMOD SERVICE NAME

Thistakesyou into the ICAP service configuration menu. Type ? to display alist
of all available commands. Type the following commands:

server icap://ICAP SERVER IP:1344/resp (t0assign aserver type)
vector-point respmod-precache (t0 assign the proper vector point type)
error-handling return-error (toassignthe proper error-handling type)
enable (to enable the ICAP multiple server configuration)
Typeexit.
Create a request modification service, by typing

icap service REQUESTMOD SERVICE NAME

This command takes you into the ICAP service configuration menu. Type ? to
display alist of all available commands. Issue the following commands:

server icap://ICAP SERVER IP:1344/REQ-Service (tOassignaserver
type)

vector-point regmod-precache (t0 assign the proper vector point type)
error-handling return-error (toassignthe proper error-handling type)
enable (to enable the ICAP multiple server configuration)

Type exit.

For additional configuration steps, type the following:

icap append-x-headers x-client-ip (to enable X-client headersfor
reports)

icap append-x-headers x-server-ip (toenable X-server headersfor
reports)
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icap rescan-cache ISTag-change (toturn on ISTAG rescan for updates)

icap bypass streaming-media (t0 exclude streaming mediafrom ICAP
scanning)

icap apply all (to apply al settings and activate ICAP type)
show icap (todisplay current ICAP configuration at root CLI menu)

Configuring Virus-scanning Server Clusters

For the Blue Coat Port 80 Security Appliance to work with multiple virus-scanning
servers, you must configure a cluster in the Security Gateway (add the cluster, and
then add the relevant ICAP services to the cluster).

To configure a cluster using the management console;

1.

ok~ w DD

Select Management. Type the logon user name and password if prompted.
Click ICAP in the left menu, and then click the | CAP Clusterstab.

Click New. The Add ICAP Cluster screen appears.

Inthe ICAP cluster namefield, type an a phanumeric name. Click OKk.

Highlight the new ICAP cluster name and click Edit. The Edit ICAP Cluster
name screen appears.

Click New to add an ICAP service to the cluster. The Add I CAP Cluster Entry
screen appears. The pick list containsalist of any services available to add to the
cluster. Choose a service and click Ok.

Highlight the ICAP cluster entry and click Edit. The Edit ICAP Cluster Entry
name screen appears. Inthe ICAP cluster entry weight field, assign aweight
from 0-255. Click Ok, click Ok again, and then click Apply.

Deleting a Cluster Configuration or Entry

You can delete the configuration for an entire virus-scanning server cluster, or you
can delete individual entries from a cluster.

Note: Do not delete a cluster used in a Blue Coat Port 80 Security Appliance policy if a

policy rule uses a cluster name.
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To delete a cluster configuration using the management console:

1. Select Management. Type the logon user name and password if prompted.
2. Click ICAP intheleft menu, and then click the ICAP Clusterstab.
3. Click the cluster you want to delete. Click Delete, and then click Ok to confirm.

2. Flushing Existing Cached Content from the Appliance

Thereisapotentia threat of infection from content cached to the NetCache
appliance, Blue Coat Port 80 Security Appliance, or the Cisco ICAP servers before
IWSS ICAP started scanning HTTP traffic. Trend Micro recommends that you flush
the cache immediately after installing IWSS ICAP. All new requests for Web content
will then be served from the Internet and scanned by IWSS | CAP before caching.
Scanned content is then cached on the NetCache appliance, Blue Coat Port 80
Security Appliance, or the Cisco ICAP servers. The NetCache appliance, the Blue
Coat Port 80 Security Appliance, or the Cisco | CAP serverswill serve future requests
for the same Web content by your network users. Since the request is not sent to the
Internet, download time is accel erated.

To flush the cache in NetCache:

1. Click the Utilities tab, and then click Cache Objectsin the left menu.
2. Click Flush under the Flush the Cache section.
To flush the cachein the Blue Coat Port 80 Security Appliance:

1. Select Management. Type the logon user name and password if prompted.
2. Click Maintenance.

3. Click the Taskstab and click Clear. Click OK to confirm.

To flush the cache in the Cisco | CAP server:

1. Telnet to Cisco CE.
2. Attheroot CLI menu, type cacheclear.
3. PressEnter.
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Opening the IWSS Console

Trend Micro recommends opening the IWSS console and modifying the default
configuration to match your organization’s security policies.

Remote configuration is also possible. Open a Web browser, and then type the IWSS

URL followed by the port number 1812. The URL can be typed using the qualified

domain name, machine name, or |P address of the IWSS machine. For example,
http://domain:port/index.jsp
http://<machinename>:1812/index.jsp
http://123.123.123.12:1812/index.jsp

See Accessing the IWSS Console via HTTPS starting on page 3-22 for information on
how to access the IWSS console viaHTTPS.

Password Management

3-20

Your password is the primary means of protecting your system from unauthorized
access. For a more secure environment, change the console password on aregular
basis and use a password that is difficult to guess.

The following tips will help you design a safe password:

* Include both letters or special characters aswell as numbersin your password
e Avoid wordsfound in any dictionary, of any language

e Intentionally mis-spell words

e Use phrases or combine words

»  Useboth uppercase and lowercase letters

To change the console password:

1. Openthe IWSS console and click Administration > Password in the left menu.

2. Typeyour current password in the Old password field, and then type and
confirm the new password you want to use.
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3. Click Saveto save your new password.

i - 4 "
& TREND MICRO"InterScan Web Security Suite Lesof | [Help =] @IE‘E‘.
kg J -
@ = | change Password (7]
e old passward: e
» HTTP Hew password: AR
GE | Confirm password:  [Frrerree]
* Updates * Password should be betwesn 4-32 slphanumeric characters
» Reports
T Sava | CanceII
~ Administration o
Motifications
Password )
>

FIGURE 3-4. Use a password (password is case-sensitive) that is
difficult to guess with 4-32 (preferably at least 8)
characters.

Encrypting Browser-console Communication
(HTTPS)

To prevent the interception of configuration data when it travels from the
management console to the server, IWSS can use secure HTTPS protocol. Tomcat
operates only on JKS format keystores, which is Java's standard “ Java KeyStore”
format, and is the format created by the keytool command-line utility. You can find
the executable keytool in the following directory:
[Install_directory]/IWSS/ISADMIN/IScan.adm/AdminUI/jre/bin (the
default install directory is /opt/trend/).

To create a new keystore that contains a single self-signed certificate:

1. Executethefollowing from aterminal command line:
keytool -genkey -alias tomcat -keyalg RSA -keystore
mykeystore

2. Follow the prompts and use iwss20 (for this example) as the password.
Thefilemykeystore isgenerated in the current working directory.
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3. Copy mykeystore to the Tomcat base directory.
(/opt/trend/IWSS/ISADMIN/IScan.adm/AdminUI/tomcat) Or tO the set
base directory in the CATALINA_HOME environment variable.

4. Copy and insert the following block under the <Service
name="Tomcat-Sandalone" > section in the server.xm1 filelocated inthe
following file:
/opt/trend/IWSS/ISADMIN/IScan.adm/AdminUI/tomcat/conf/server
.xml
<Connector

className="org.apache.catalina.connector.http.HttpConne
ctor™

port="8443" minProcessors="5" maxProcessors="75"
enableLookups="true"

acceptCount="10" debug="0" scheme="https"
secure="true">

<Factory

className="org.apache.catalina.net.SSLServerSocketFa
ctory"

clientAuth="false" protocol="TLS"
keystoreFile="mykeystore" keystorePass="iwss20"/>

</Connector>

Note: Includethe keystoreFile and keystorePass parametersif you are not
using the default keystore name or the default Tomcat keystore password
changeit.

5. Toenablethe certificate, goto /etc/rcx.d (whereX istherunlevel number of
theinstalled host) of the IWSS server to manually restart S991ScanHttpd:
./S899IScanHttpd stop
./S99IScanHttpd start

Accessing the IWSS Console via HTTPS

To encrypt the configuration data as it passes from the Web-based console to the
server, you must ater the URL to use the HTTPS protocol and specify port 8443
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instead of port 1812. Type the URL for encrypted communication (HTTPS) in the
following format:
https://{SERVER-IP}:8443/index.jsp
https://123.123.123.12:8443/index.jsp
Where SERVER-IP isthe IP address of the server. For comparison, the URL used
for non-encrypted communication (HTTP) is:

http://{SERVER-IP}:1812/index.jsp
http://123.123.123.12:1812/index.jsp

Disabling non-HTTPS Access
To protect the communication between the IWSS server and the browser, disable
non-HTTPS access.
To disable non-HTTPS access:

1. Edit the Tomcat http configuration file
/opt/trend/IWSS/ISADMIN/IScan.adm/AdminUI/tomcat/conf/server
.xml

2. Delete the following nodes:

<Connector
className="org.apache.coyote.tomcat4.CoyoteConnecto"

port="1812" minProcessors="5"
maxProcessors="75"

enableLookups="true"
redirectPort="8443"

acceptCount="100" debug="0"
connectionTimeout="20000"

useURIValidationHack="false"
disableUploadTimeout="true" />

3. Goto /etc/rcx.d (whereX istherunlevel number of theinstalled host) of the
IWSS server to manually restart s991ScanHt tpd:

./S99IScanHttpd stop
./S99IScanHttpd start

After making these changes, the IWSS Web console is accessible only via
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https://<IWSS_server_IP>:8443/index.jsp

sting IWSS

After installing IWSS, test the following to verify that IWSS is working properly.
There are five types of test to perform:

e Testing upload scanning

»  Testing FTP scanning

e Testing URL blocking

»  Testing download scanning
e Testing URL filtering

»  Testing spyware scanning

e Testing PhishTrap

EICAR test file

The European Institute for Computer Antivirus Research (EICAR) has developed a
test virus to test your antivirus software. This script is an inert text file whose binary
pattern isincluded in the virus pattern file from most antivirus vendors. Thetest virus
isnot avirus and does not contain any program code.

Note:  Never use real viruses to test your antivirus installation.

Obtaining the EICAR Test File

You can download the EICAR test virus from the following URLSs:
http://www.trendmicro.com/vinfo/testfiles/

http://www.eicar.org/anti_virus_test_file.htm

Alternatively, you can create your own EICAR test virus by typing the following into
atext file, and then naming the file “eicar.com.”

X50!P%@AP[4\PZX54 (P")7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Note:  Flush the cache in the cache server and local browser before testing. If either cache
contains a copy of the test virus, it's possible an attempt to download the file would


��http://www.trendmicro.com/vinfo/testfiles/
http://www.eicar.org/anti_virus_test_file.htm
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get the file from the cache, rather than getting it from the Internet, thus IWSS
would not detect the file.

Testing Upload Scanning

Trend Micro recommends that you test virus scanning of Web-based mail
attachments.

To test virus-scanning of Web-based mail attachments:

1. OpenthelWSS console and click HT TP > Scanning in the left menu. Clear
Enable HT TP scanning, and then click Save.

2. Download the test virus from the following page:
http://www.eicar.org/anti_virus_test_file.htm

3. Savethetest virus on your local machine.

4. Re-openthe IWSS console, under HTTP > Scanning in the left menu, select
Enable HT TP scanning, and then click Save.

5. Send amail with one of the test viruses as an attachment by using any Internet
mail service.

|J File Ect “iew Favortes Tools  Help |

IWSS Security Event (us-iwss)
InterScan Web Security detected malicious code in your web traffic:
Ttem: C:\eicar test virus'noncleanahle'eicar.com.txt

Action; deleted

Infection detail:

-- File: Chetcar test virusinoncleanableleicar com. e, malicious
code name: Eicar test file

The uncleanab:le file 15 deleted. S
4] | _’lJ

FIGURE 3-5.  This warning screen shows the detection of an EICAR
test virus.
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Testing FTP Scanning

The following procedure contains end-user instructions on how to test FTP virus
scanning. See FTP Installation Topology starting on page 2-13 for more information
about FTP installation topologies.

1. Download the test virus from the following page:
http://www.eicar.org/anti_virus_test_file.htm

2. Accessthe FTP server through IWSS working as the FTP proxy.
For example, assume the following IP addresses. IWSS FTP proxy server
(10.2.10.2), FTPserver (10.2.10.10).
Open a command console and type the following:
ftp 10.2.10.2

3. Logonasuser@host
For example, if your FTP account name is anonymous and the | P address of the
FTPserveris10.2.10.10; then,
Log on as anonymous@10.2.10.10
4. Upload the test virus (for example, eicar_com.zip) by typing the command
put eicar_com.zip
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If you have configured the IWSS FTP proxy correctly, IWSS displays the
message shown in the figure below.

228 InterScan Web Security Suite —FIP daemon 1.681 PASU
(Stand-alone Mode>, Uirus scan on

Uzer (1W.Z2.1W.2 :-C(nonel): anonymous@Ei@.2.16. 18

331 Anonvymous access allowed. send identity

{e—mail name? as password.

Password:

238 Anonymous user logged din.

ftp> cd temp

258 CWD command successful.

ftp> put eicar com.zip

288 PORT command successful

125 Data connection already open; Transfer starting.
226-Message from Tonterficap Ueh Security Suite — FIP daemon 1.81
226rInterican has found virus in eicar com.zip |

Eicar_test_file virus was found

226l The file has been rejected
ftp T34 bytes sent in B_B@5econds 199900 _WUEDy tEu/ch-

FIGURE 3-6. This is a warning message that shows the detection of a
virus in eicar_com.zip.

Testing URL Blocking

Before testing URL blocking, require your users to set the Web client’'s HTTP proxy
to point to IWSS.

For stand-alone mode, set the Web client’s HTTP proxy to point to IWSS (for
example, open Internet Explorer and click Tools > Internet Options >
Connections> LAN Settings > Use a proxy server).

For upstream proxy, set the Web client’s HTTP proxy to point to IWSS (for
example, open Internet Explorer and click Tools > Internet Options >
Connections > LAN Settings > Use a proxy server). Open the IWSS console
and click HTTP > Configuration > Proxy Scan in the left menu and enable
Dependent mode. Type the proxy address and the port number.

For more information about the HT TP topology, see HTTP Proxy Topology starting
on page 2-7.
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Totest URL blocking:

1.

Open the IWSS console and click HTTP > URL Blocking in the left menu and
select Enable URL blocking.

In the Match field, type the full Web address, URL keyword, or exact-match
string.
Click Block, and then click Save.

Open aWeb browser and try to access the blocked Web site, a URL containing
the string, or the exact-match string.

|J File Edit “iew Fawvorites Tools Help |

IWSS Security Event (tm-bfScb9935ac4)

You are not authotized to wiew this page.

The following TRL:

htip:/www.blockedsite.comihas been blocked because it belongs to the Administrator-defined group.
Fleage contact wour network administrator for further information.

. . o

FIGURE 3-7. A sample warning message for a blocked URL site.
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Testing Download Scanning

To test virus scanning when downloading using HTTP or FTP over HTTR, select a
test virus on the following Web site:

http://www.eicar.org/anti_virus_test_file.htm

|J File Edi “iew Favorites Toolz  Help

IWSS Security Event (us-iwss) ‘
InterScan Web Security detected malicious code in your web traffic:

Ttern: http:/www_eicar.org/download/eicar. com.txt
Action: deleted

Infection detail:

-- File: eicar com tzt, malicicus code name: Eicar test file
The uncleanable file is deleted.

. . of”

FIGURE 3-8. The following virus-warning screen appears if the system is
set up properly.

If auser attemptsto download an infected file, IWSSwill block other users’ accessto
that site for four hours by default. When subsequent users attempt to access the same
URL that contained the virus, the user will see a URL blocking message instead of
the virus-warning message.

Configure the default block time (in hours) by changing the parameter
infected_url_block_length under the

[scan-configuration] section of the intscan.ini file (See Configuration
Files starting on page C-1 for more information).
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Testing URL Filtering
Trend Micro recommends that you use the default setting to test URL filtering.

1

Open the IWSS console and click HTTP > URL Filtering Policiesin the left
menu. Select Enable URL filtering, which isavailable on four of the following
screens: Global, Policy List, URL Categoriesand Schedule.

Inthe URL Filtering Global Policies screen, the “ Company Prohibited Sites” in
the URL Category column is blocked during work and leisure by default.

Open a browser and access any site (for this example, www.urlfilteredsite.com),
which is categorized in “ Company Prohibited Sites.”

|J File Ect ‘“iew Favorites Tools Help

IWSS Security Event (US-IWSS-1135)

Access to the TRL http:/fsww. urlfilteredsite.com 15 currently restricted
because it belongs to the Company Prohibited Sites category group.

’ . of

FIGURE 3-9. The following message appears if the URL filtering
system is set up properly.

Testing Spyware Scanning
Perform the following procedure to test for spyware scanning.

1.
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Open the IWSS console and click HTTP > Scanning > Spywar e/Grayware
Scan Rulein the left menu.

Enable spyware and other grayware categories for scanning.
Click HTTP > Scanning > Action in the left menu

Under the Uncleanablefilesfield, select the action setting (Delete, Quarantine,
or Pass).



Installation and Setup

Click Save.
After asuccessful spyware detection, a sample message appears:

|J File  Eciit “iew Faworites Tools  Help

ITWSS Security Event (US-TWSS- 115)

InterScan Web Security detected malicious code in your web traffic:

Ttern: http:/710.2.2.1 fvirus/virus/spyware/SPYW_Test_Virus.exe
Action: deleted

Infection detail:

-- File: SPTW_Test_Virus exe, malicious code name: SPFYW_TEST_VIRUS
The uncleanable file 15 deleted.

y . o

FIGURE 3-10. A sample message after detecting a spyware with action
“Delete” setting.

Testing PhishTrap
Perform the following procedure to test PhishTrap.

1.

Open the IWSS console and click HTTP > URL Blocking > Via Pattern File
(PhishTrap).

Select Enable URL blocking.

Under Block the following PhishTrap categories, select all four categories
(Phishing, Spyware, Virus accomplice, Disease vector).

Click Save.
After asuccessful phishing site detection, a sample message appears.

|J File  Ecit “iew Faworites Toolz Help

IWSS Security Event (US-IWSS-115)

Access to this TEL is currently restricted due to a blocking rule.

TTEL: http: /wwaw.capitan-trash.com/*
Eule: Block TTRL: of type Known virus accomplice site

Ifwou feel you hawve reached this message in errot,
please contact your networl admindstrator.

, . of

FIGURE 3-11. A sample message after detecting a phishing site.
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Updating the Virus Pattern File

The Trend Micro scan engine uses an external datafile, called the virus pattern file,
to keep current with the latest viruses and other Internet threats such as Trojans, mass
mailers, worms, and mixed attacks. New virus pattern files are created and released
several times aweek, and any time a particularly pernicious threat is discovered.

All Trend Micro antivirus programs using the ActiveUpdate feature (see About
ActiveUpdate starting on page 1-15 for details) can detect whenever anew virus
pattern is available at the server, and/or can be scheduled to automatically poll the
server every hour, day, week, etc. to get the latest file. Trend Micro recommends that
you schedule automatic updates to occur no less often than weekly. Virus pattern
files can also be manually downloaded from the following Web site:

http://www.trendmicro.com/download/pattern.asp

where you can find the current version, release date, and alist of al the new virus
definitionsincluded in the file.

How it Works

The scan engine works together with the virus pattern file to perform the first level of
detection, using aprocess called pattern matching. Since each virus contains aunique
"signature" or string of tell-tale characters that distinguish it from any other code, the
virus experts at TrendL abs capture inert snippets of this code to include in the pattern
file. The engine then compares certain parts of each scanned file to the datain the
virus pattern file looking for a match.

Note:  ActiveUpdate also supports incremental updates. Rather than download the entire
five or six megabyte file each time, the ActiveUpdate feature can download only
the portion of the file that is new and append it to the existing pattern file.
Especially for networks running hundreds of individual desktop products,
ActiveUpdate can save considerable bandwidth (see About ActiveUpdate starting
on page 1-15 for more details).

Pattern files use the following naming format:

lptSvpn. ###
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where ### stands for the pattern version (for example, 400). To distinguish a given
pattern file with the same pattern version and a different build number, and to
accommodate pattern versions greater than 999, the IWSS consol e displays the
following format:

roll number.pattern version.build number (format: XxXxXxXxX.### .xx)

*  roll number—thisrepresentsthe number of rounds when the pattern version
exceeded 999 and could be up to five digits

* pattern version —thisisthe same asthe pattern extension of 1ptsvpn. ###
and contains three digits

* build number—thisrepresents the patch or specia release number and
contains two digits

If multiple pattern files exist in the same directory, only the one with the highest
number is used. Trend Micro publishes new virus pattern files on aregular basis
(sometimes several times per week), and recommends you to set a daily automatic
update. Updates are avail able to registered IWSS users.

Note:  There is no need to delete the old pattern file or take any specia steps to “install”
the new one.

To manually update the virus pattern file:

1. Openthe IWSS console and click Summary in the left menu.

2. Select Virus pattern under the Component column and click Update. A
progress bar appears to indicate the update progress, and a message screen then
displays the outcome of your update.

To schedule automatic virus pattern, spyware, and PhishTrap updates:

1. Openthe IWSS console and click Updates > Schedule.

2. Under the Virus, Spyware and PhishTrap Pattern Update Schedule section,
select from the following options:

*  Minutes

e Hourly

e Dalily (recommended setting)

*  Weekly (select aday from the drop-down menu)
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e Manual updates only
3. Inthe Start timefield, select the start time from the drop-down menu.
4. Click Save.

Note:  Usethe Summary screen in the IWSS console to verify the current version of
the virus pattern file. Trend Micro recommends that you flush the cache
and reboot the NetCache appliance and Blue Coat Port 80 Security
Appliance after updating the virus pattern file to ensure that no viruses
are being cached.

f TREND MICRO"InterScan™Web Security Suite waor | [nr =1 &1}
@ Yirus, Spyware and PhishTrap Pattern Update Schedule
@ Minutes, every 15 =

3 "
P Summary Hourly
¥ HTTP © Daily
o FTP % o ; © weekly, every IS\-II'H‘JB&I 'I
¢ Updates © Manual updates anly
»
BoRDIt: Start tirme: ||J2 - ][00 vl
SEn hh mm

b Administration R i i
scan Engine Update Schedule
' paily

@ weekly, every Saturday ~

© Marusl updstes only

Start time: |02 ~||00 vl
hh

i
URL Filtering Database Update Schedule
© Daily

@ weekly, every Saturday -

© Manual updates anly

| starttime:  [zo < 1[23 =1

| PSP NSO 120 TV TP Yl U P PP T G WROgURTg g o

FIGURE 3-12. Automatically scheduled virus pattern, spyware,
PhishTrap, URL filtering database, and scan engine
updates can be configured via the IWSS console.
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Updating the PhishTrap Pattern File

Asnew "phishing" scams that attempt to steal personal data through counterfeit
versions of legitimate Web sites are discovered, Trend Micro collects their URLs and
incorporates the information into the PhishTrap pattern file. The PhishTrap pattern
fileissavedin /opt/trend/IWSS/ISBASE/IScan.BASE. ThePhishB.ini file,
which contains alist of phishing URLS, is encrypted and is maintained and encoded
by TrendLabs.

To manually update the PhishTrap pattern file:

1. Openthe IWSS console and click Summary in the left menu.

2. Select PhishTrap pattern under the Component column and click Update. A
progress bar appears to indicate the update progress, and a message screen then
displays the outcome of your update.

Updating the Spyware Pattern File

As new hidden programs (spyware) that secretly collect confidential information are
written, released into the public, and discovered, Trend Micro collects their telltale
signatures and incorporates the information into the spyware pattern file. The
spyware pattern file, which isstored in /opt/trend/IWSS/ISBASE/IScan.BASE,
uses the following naming format:

tmaptn. ###

where ## stands for the pattern version. This format distinguishes a given pattern
file with the same pattern version and a different build number. It also accommodates
pattern versions greater than 999. The IWSS consol e displays the following format:

roll number.pattern version.build number (format: xxxxx.###.xx)

e roll number—thisrepresents the number of rounds when the pattern version
exceeded 999 and could be up to five digits

* pattern version —thisisthe same asthe pattern extension of tmaptn. ###
and contains three digits

*  build number—this representsthe patch or special release number and
contains two digits
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To manually update the spywar e pattern file:

1. Openthe WSS console and click Summary in the left menu.

2. Select Spyware patter n under the Component column and click Update. A
progress bar indicates the update progress, and a message screen then displays
the outcome of your update.

Updating the Scan Engine
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The IWSS scan engine is updated with new features and improvements and posted
for download on the Trend Micro Web site. You can update the scan engine manually
or automatically (see About the Trend Micro Scan Engine starting on page 1-18 for
more details).

To manually update the scan engine:

1. Openthe IWSS console and click Summary in the left menu.

2. Select Scan engine under the Component column and click Update. A progress
bar indicates the update progress, and a message screen then displays the
outcome of your update.

To schedule automatic scan engine updates:

1. Openthe WSS console and click Updates > Schedule.
2. Under the Scan Engine Update Schedule section, select from the following
options:
« Dally
*  Weekly (select from the drop-down menu the day of the week)
*  Manual updates only
3. Inthe Sart timefield, select the start time from the drop-down menu.
4. Click Save.
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Updating the URL Database (for URL Filtering
Option Only)

The URL database (for URL filtering option only) is updated with the latest list of
Web pages, which were grouped into different categories (Company Prohibited Sites,
Not Work Related, Possible Research Topics, Business Function Related, Customer
Defined, and Others). You can update the URL database manually or automatically
(either daily or weekly).

To manually update the URL filtering database:

1. Openthe IWSS console and click Summary in the left menu.

2. Select URL filtering database under the Component column and click Update.
A progress bar indicates the update progress, and a message screen then displays
the outcome of your update.

To schedule automatic URL filtering database updates:

1. Openthe IWSS console and click Updates > Schedule.

2. Under the URL Filtering Database Update Schedule section, select from the
following options:

e Dally

e Weekly (select from the drop-down menu the day of the week)

e Manual updates only
3. Inthe Sart timefield, select the start time from the drop-down menu.
4. Click Save.

Rollback Option

IWSS looks in the program directory and uses the latest pattern file and engine
library file (1ibvsapi . so) to scan inbound/outbound traffic. It can distinguish the
latest pattern file by its file extension; for example, Ipt$vpn.401 is newer than

[ pt$vpn.400.

Occasionally, a new pattern file may incorrectly detect a non-infected file asavirus
infection (known as a“false alarm™). You can revert to the previous pattern file or
engine library file by clicking the Rollback button.
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To manually rollback the scan engine, PhishTrap, Spyware, or virus pattern
file

1. Openthe WSS console and click Summary in the left menu.

2. Select the appropriate component and click Rollback. A progress bar indicates
the rollback progress, and a message screen then displays the outcome of your
rollback. After the rollback, you can find the current version and date of the last
update on the Summary screen.

¥ TREND MICRO"InterScan~Web Security Suite Log off | [Help -1 @IBE'.‘
@ Summary HTTP Traffic: On Turn Off  FTP Traffic: On Turn Off (2]
Scanning URL Spyware Threat Report
F Summary
» HTTP ¥ Enable HTTP scanning I Enable FTP scanning D Refresh
» FTP Update | Rollback |
> Updkiizs Component Current Version  Last Update Update Schedule
D HIPEIRE @ virus pattern 2.771.00 /11705 5:00:11 AM  =uery 15 Minutes
3
Eo {7 PhishTrap pattern 179 2/9/05 11:15:05 AM
+ administration 15
€ spyware pattern 0.27%.00 :ﬁ.lms LIS
' Scan engine 7.510-1002 2/18/05 5:00:08 am | D2:00 Saturds
Weekly
' URL filtering database 4.0 HiA 10:29 Daily
2,2-
[Wee Build Linux 1031 S/9/09 NfA
Scanning results for | Today -I
Mames Frequency

Last refresh: 8/11/05 10:25:31 AM

SEvE Cancel

FIGURE 3-13. You can only perform a virus pattern, PhishTrap pattern,
spyware pattern, and scan engine version rollback to
one version lower than your existing current version.

Note:  The URL filtering database does not support rollback.
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Forced Update Option

IWSS provides an option to force an update to the pattern file and the scan engine
when the version is greater than or equal to its counterpart on the remote download
server. The feature is useful when a new pattern or scan engine is found to be
corrupted and an older version is temporarily used to replace the ineffective one on
the remote download server.

To force the update of the pattern file and scan engine:

1
2.

Open the IWSS console and click Summary in the left menu.

Select the component’s radio button, and then click Update. A pop-up window
appears if the version of the pattern file or scan engine on the IWSS server is
greater than or equal to the counterpart in the remote download server.

Click Saveto do aforced update.

Proxy Settings for Pattern, Engine,
and License Updates

If you use a proxy server to access the Internet, configure your proxy server for
pattern, engine and license updates.

To configure a proxy server for pattern, engine, and license updates:

1
2.

Open the IWSS console and click Updates > Settings.

Click Use a proxy server for pattern, engine, and license updates. Type the
server name and port number in the fields provided.

If your proxy server requires authentication, then type your user 1D and password
in the fields provided.

In the Patter n File Setting section, type the number of pattern files to keep.
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5. Click Save.
- ja - 6
47 TREND MICRO"InterScaf Web Security Suite Laof | [ne | f@)TREND
@ : Updates ®
[ Scheduls | matification -] settings
¥ Summary
b HTTP [¥ Use a proxy server for pattern, engine, and license updates
¥ FTP Server name: [proxy trend, com
» Updates Part: s080
¥ Reports
Ylogs For proxy server authentication, type your user ID and password:
¥ Administration User ID: linuxandsolaris
PEssETd: AR A ]

Pattern File Setting

Murnber of pattern |_ F

files to kesps 2

Save Cancel

FIGURE 3-14. If your proxy server requires authentication, type
a user ID and password in the fields provided.

Update Notification Settings
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IWSS gives you the option to receive notification status messages about virus,
PhishTrap, spyware, scan engine, or URL filtering database updates.

To configure update notifications:

1. Openthe IWSS console and click Updates > Notification.
2. Select from the three optionsif the updates are:

e Successful
e Unsuccessful
*  Not needed

3. You can configure the email settings by clicking @ on the Notification screen.
Type avaue for each of the following configuration fields:

» Email address of the receiver of the notification messagesin the To
address(es) field. Use acomma as a delimiter for multiple email addresses

« Emall address of the sender of the notification messagesin the Sender’s
email address(es) field
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* Domain name or the | P address of the mail server that will send the
notification messagesin the Server nameor |1P addressfield (the defaultis
localhost). This email server must be configured to accept relayed messages
from the IWSS installation server

»  Port used by the mail server, typicaly 25, in SMTP server port

*  Frequency that the mail queue must be checked in the Check mail queuein

minutesfield.
4. Click Save.

r 4;”7 o = i "

% -TREND MICRO"InterScan~Web Security Suite Lwof | [Hel = &Rt

@ Updates (7]
| schedule Motification .| Settings

P Summary

» HTTP Send 2 message when the virus, PhishTrap or spyware pattern update is:

» FTP ' successful W Unsuccessful [ Mot needed

} Updates Headline: [1W55 pattern update result

» Reports

Fings Send a message when the scan engine update is:

RaT T Eaten W successful ¥ unsuccessful [T Wot neaded

Headline: [IwSs scan engine update result

Send a message vhen the URL filtering database update is:

W successful ¥ unsuccessful [ Wot needed

Headline: [IwSS URL filtering database update result

Send the message to root [

Save I Cance||

FIGURE 3-15. You can also configure the notification settings in the
“Updates > Notifications” screen.

Activating IWSS and URL Filtering

You can activate IWSS during the installation process or later using the IWSS
console. URL filtering, however, is activated using the IWSS console. To activate
IWSS and URL filtering, you need to have two different Activation Codes.
Obtaining an Activation Code

*  You automatically receive an evaluation Activation Code if you download IWSS
from the Trend Micro Web site

e You can use a Registration Key to obtain an Activation Code online
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Obtaining a Registration Key

The Registration Key can be found on;

Trend Micro Enterprise Solutions CD
License Certificate (which you obtained after purchasing the product)

Registering and activating IWSS and URL filtering entitles you to the following
benefits:

Updates to the IWSS virus pattern file, spyware and PhishTrap pattern files and
scan engine

Updates to the URL filtering database

Technical support

Easy accessto the license expiration update, registration and license information,
and renewal reminders

Easy renewal of your license and update of your customer profile

Note:  After registering IWSS, you will receive an Activation Code via email.

An Activation Code has 37 characters (including the hyphens) and is written in the
following format: XX-XXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX

A Registration Key has 22 characters (including the hyphens) and is written in the
following format: XX-XXXX-XXXX-XXXX-XXXX

When the full version expires, security updateswill be disabled. When the evaluation
period expires, both the security updates and scanning capabilities will be disabled.
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Inthe Product License screen, you can obtain an Activation Code online, view
renewal instructions, and verify the status of your product.

';T?Y.TREND MICRO"InterScan~Web Security Suite Leof | [me =] fyIREN
‘ﬁ Product License (7]

To receive your Adivation Code, enter your Registration Key at the Trend Micro Product
Reaistration Server,

| v

~* Administration

Motifications

Product:

Version:

P Surnmary

13 H'|-FP ) 0 [IW55] Maintenance will expire in 221 days. Yiew renewal instructions
» FTP |

s Updates | “ [IWSS - URL Filtering ] Maintenance will expire in 221 days. Yiew renewal instructions
F Reparts

b Logs | [License Information Viey detailed license online

InterScan Web Security Suite
Full

Password Activation code: SO OO R OO R OO R DO RO DO R0 DO Enter s new code
Product License Faasy oooooL

Status: Activated

Maintenance expiration: 12/31704

Check Status Online I

Last Status Check on 4/20/04

License Information View detailed license online

Product: InterScan Weh Security Suite - URL Filtaring

Version: Full
P00 - 000D - 000D - OO OO - OO 0D - FO00D

Activation code: Enter a new code

Sests: 000001 =l

FIGURE 3-16. In the “Product License” screen, click "Enter a new

code" to upgrade from evaluation to full version.

To obtain an Activation Code online:

1. Openthe WSS console and click Administration > Product License.

2. Click register online.
For new customer registrations, click Register your product.

a. TheEnter Registration Key screen appears. Use the Registration Key that
comes with your product (on the Trend Micro Enterprise Solutions CD or
License Certificate). Click Continue, and then click | CONFIRM. in the
next screen that appears.

b. The Confirm Product Information screen appears. Click Continue with
Registration to confirm al the product information. Next, type all the
required contact information in the fields provided and click Submit.
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c. The Confirm Registration Information screen appears. Click Edit to
update your contact information and click OK to continue.

d. TheActivation Code screen appears. The system informs you that your
Activation Code will be sent to your registered email address.

e. Click OK.
For existing registered users, type your logon ID and password in the fields
provided, and then click L ogin.

Note:  You are required to change your password the first time you log on.

a. TheMy Products screen appears. Click Add Products and type the
Registration Key. To edit your company profile, click View/Edit Company
Profile.

b. Your Activation Code appears on the next screen. To receive a copy of your
Activation Code through your registered email address, click Send Now.

3. TypetheActivation Codein the Activation Code field and click Activate.

Note:  For maintenance renewal, contact Trend Micro sales or your reseller. Click
Check Status Online to manually update the maintenance expiration date on
the Product License screen.

Maintenance Agreement

3-44

A Maintenance Agreement is a contract between your organization and Trend Micro,
regarding your right to receive technical support and product updatesin
consideration for the payment of applicable fees. When you purchase a Trend Micro
product, the License Agreement you receive with the product describes the terms of
the Maintenance Agreement for that product.

A license to the Trend Micro software usually includes the right to product updates,
pattern file updates, and basic technical support (“Maintenance”) for one (1) year
from the date of purchase only. After the first year, Maintenance must be renewed on
an annual basis at Trend Micro's then-current Maintenance fees.
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Note:  The Maintenance Agreement expires. Your License Agreement does not.

If the Maintenance Agreement expires, scanning can still occur, but the product
cannot be updated, even manually. Also, you will not be entitled to receive technical
support from Trend Micro.

Typically, ninety (90) days before the Maintenance Agreement expires, you will start
to receive email notifications, alerting you of the pending discontinuation. You can
update your Maintenance Agreement by purchasing renewal maintenance from your
reseller, Trend Micro sales, or on the Trend Micro Online Registration URL :

https://olr.trendmicro.com/registration/

Renewing Your Maintenance Agreement

Trend Micro or an authorized reseller provides technical support, virus pattern
downloads, and program updates for one (1) year to al registered users, after which
you must purchase renewal maintenance.

If your Maintenance Agreement expires, scanning will still be possible, but virus
pattern and program updates will stop. To prevent this, renew the Maintenance
Agreement as soon as possible.

To purchase renewal maintenance, contact the same vendor from whom you
purchased the product. A Maintenance Agreement, extending your protection for a
year, will be sent by post to the primary company contact listed in your company’s
Registration Profile.

To view or modify your company’s Registration Profile, log on to the account at the
Trend Micro online registration Web site;

https://olr.trendmicro.com/registration
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You are prompted to enter alogon ID and password.

Home : Products : Purchase [Esld&i@ Security Info : Partners @ About Us Find a product ﬂ
Knowledge Base Horme > Support = nline Registration

FAQs

Update Center || Online Registration

Supported Yersions
Thank you for using Trend Micro products and services. To ensure that you are eligible to receive
the |atest security updates and other product and maintenance services, register vour products by

Beta Programs
Virus Response Setvice completing the following Cnline Registration forms,

Submission Wizard

e Login: New customer registration:
Online Registration

Complete the registration process, if you:
» Help

. : - Have purchased Trend Micro productis)
Login ID: : but have never registered online
: - Have a product evaluation CD and

Password: 1 want to install one ar more programs.

EZelect the region where the product(s) were
Login : purchased and your preferred language:

o [ Passy " n
Forgot your 10/ Password? [United states-English =

Register your product

Instruction:
> Purchasing the software

Mote: As part of the registration process, Trend Micro will collect certain contact information,
which may include personal dats, for business reasons. Trend Micro agrees not to share this information
generally with third parties other than as required to provide you directly with the services for which you
or your company or organization have paid Trend Micro. For details about our information collection and
use practices, please review our Privacy Policy.

FIGURE 3-17. Trend Micro Online Registration screen.

To view your Registration Profile, type the logon 1D and password created when you
first registered your product with Trend Micro (as a new customer), and click L og
on.

Removing IWSS
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The IWSS uninstall scripts require superuser privileges. Log on asroot to uninstall
IWSS.

Toremove IWSS:

1. Type./isinst inthedirectory whereyou install the IWSSfiles. The IWSS 2.0
Setup Script screen appears.

2. Type2 and press Enter. Follow the on-screen prompts to remove the service.
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Upgrading IWSS

You can easily upgrade your IWSS 2.0 release by performing the following steps.
To upgrade from IWSS2.0to IWSS 2.2

Run ./isinst from the IWSS 2.2 package to perform the upgrade. IWSS
automatically detects the existence of IWSS 2.0 on your machine, and saves your
configuration settings.

Toupgradefrom IWSS1.0to IWSS 2.2:

1. Removeall IWSS 1.0 components by running . /isinst from the IWSS 1.0 or
IWSS 2.2 package.

2. Run./isinst from the WSS 2.2 package to perform the upgrade.
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HTTP Scanning and URL Blocking

After installing the HT TP scanning daemon, configure IWSS for HT TP scanning and
blocking. Trend Micro recommends the following:

1.

© o N kWD

i ol e
> w b o

Update the virus, PhishTrap and spyware pattern files, and the scan engine (see
Updating the Virus Pattern File starting on page 3-32, Updating the PhishTrap
Pattern File starting on page 3-35, Updating the Soyware Pattern File starting on
page 3-35, and Updating the Scan Engine starting on page 3-36 for details).

Enable HTTP scanning.

Configure large file handling.

Bypass specific MIME content-types.
Specify file types to scan.

Specify file typesto block.

Configure compressed file scanning limits.
Configure Web site and URL string blocking.
Configure Access Quota policies.

Configure notifications.

. Configure scan actions.

Configure the server designation (if you are using multiple IWSS servers).
Configure the user identification method.
Configure ICAP scan policies (if you are in ICAP mode).
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Understanding Scan Configuration Options

4-2

There are trade-offs between performance and security while scanning HTTP traffic
for malicious content. When users click alink on a Web site, they expect a quick
response. This response, however, may take longer as the system performs virus
scanning. The longer wait is the result of many factors. Content may consist of a
single large file, such as streaming media and executables for download.
Determining whether the file is safe requires downloading the entire file before it is
relayed to the user. Therefore, users must wait for the entire file to completely
download before receiving any of it. Content may also consist of many small files. In
this case, the user’s wait is the result of the cumulative time needed to scan.

One way to improve the user’s experience is to skip scanning of large files or files
that cannot harbor viruses. For example, you can skip al files with an extension of
“.gif”, or dl fileswith aMIME type of “image/jpeg.” Unfortunately, afile's
extension or MIME type may not truly reflect the true file type.

IWSS offers areliable way to skip files that do not need scanning. For MIME
content-types that are not excluded inthe HT TP > Configuration > | CAP or Proxy
Scan configuration screen, IWSS inspects the first 4KB of afile to determineif the
content isa safe type. If afileis asafe type, then IWSS does not need to do further
checking. Thereis aslight performance penalty for checking the content-type, rather
than the MIME content-type, but it is a much more secure means of separating files
that can skip security checks versus those that cannot.

You can exclude files from scanning based on extension. This option was retained for
compatibility with previous Trend Micro products, though Trend Micro recommends
that you minimize the list of MIME content-types to skip. In general, relying on the
scan engine to decide if afile needs to be scanned is safer than trying to pick out
which file types you want to skip yourself. Firstly, the content-type HT TP header
may not accurately represent the true type of the message body. Secondly, some
types that you may think safe to skip (for example, text) may not really be safe (since
scripts are text, and may possibly be malicious). One more area where you may wish
to use MIME content-type skipping is where you are consciously making a trade-off
in safety versus performance. For example, alot of Web traffic istext, and the IWSS
scan engine will scan all that traffic because that content may contain scripts, which
can conceivably contain malicious code. But if you are confident that you are
browsing an environment that cannot be exploited by Web scripts, you may choose to
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add text/* to your MIME content-type skip list so IWSS does not need to scan Web
pages.

Malicious code within asmall file can quickly spread throughout a network.
Malicious code that requires alarge file for transport will propagate more slowly,
because the file containing malicious code will take longer to transmit. Therefore, it
isimportant to screen small files efficiently and completely.

- &
7 TREND MICRO"InterScan"Web Security Suite wsof | [neb =1 @y 1reno
Zad
ﬁ HTTP Virus Scan M  Enable HTTP scanning (7]
Virus Scan Rule Spyware/Grayware Scan Rule Action Notification
* Summary ]
- HTTP File Type Action |
- Infected files: Clean -1
Scanning
) .UR“L élo‘:ki‘ngﬂ T lUundeanable files: O Delete -i
URL Filtering Policies Password-protected files: Pass M|
Access Quota Policies Macras: Pass :‘3
Configuration |
= Large File Handling |
¥ Updates W' Do not scan files larger than |2 me =] O
* Reports W' Enable special handling
e Lods When a file is larger than [512 | [kB =] @
* Administration € Scan first, show progress while scanning, and then load the page afterwards
@ Deferrad scan: load part of the page while scanning, stop the connection if 3 virus is
found
' Scan-behind: load the page first, and then scan afterwards (highest risk of infection)
Quarantined files handling: i
' Encrypt quarantined files
Cave Cancel

FIGURE 4-1. For large file handling, there are three options to choose
from: (1) scan first, and then load page afterwards, (2)
deferred scan, or (3) scan-behind.

When downloading alarge file, the time to download the file and scan it for viruses
may be long enough to cause the browser to time out. The size of file that you should
consider “large” varies, depending on what hardware WSS runs on, the mix of file
typesin the particular environment, and so on. Trend Micro recommends that files
larger than 512K B (default value) be considered large; however, this value might
vary depending on your network speed, server capability, and other factors.

Once you encounter alarge file, IWSS handlesit in one of the following ways:
» dlowsthefilethrough and scansit later
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» loads apart of the page while scanning

* generatesaprogress page to prevent the browser from timing out, thus, user does
not think the connection is hung

See Handling Large Files starting on page 4-5 for more details.

Turning On/Off the HTTP Traffic

Open the console and click Summary in the left menu, and then click Turn On or
Turn Off (at the top of the screen) to run or stop the HTTP traffic, respectively.
Turn Off means that the IWSS server is shut down, thus, a client cannot connect to
the outside Web server. In addition, the client cannot access the Internet unless you
make adjustmentsin the ICAP client (for ICAP proxy) or in the browser/downstream
proxy (for HTTP proxy).

Enabling HTTP Scanning

4-4

You can enable or disable HT TP scanning from the IWSS console. If you enable
HTTP scanning, be sure to specify the appropriate listening port number of agiven
HTTP handler (default values are 1344 for ICAP and 8080 for Proxy Scan) so the
traffic will go through.

For information on how to test HTTP scanning and end-user instructions on how to
set the client server to point to IWSS, see Testing URL Blocking starting on

page 3-27. For more information on the HTTP proxy topology, see HTTP Proxy
Topology starting on page 2-7.

To enable HT TP scanning:

1. Openthe WSS console and click HTTP > Scanning in the left menu.
2. Select Enable HTTP scanning.
3. Click Save.

To configurethelistening port number:

1. Openthe WSS console and click HTTP > Configuration > Proxy Scan (or
ICAP).
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2. IntheListening port number text box, type the port number (default values are
1344 for ICAP and 8080 for HTTP Proxy).

3. Click Save.

Note:  IWSS handles HTTPS connections differently than the HTTP connections. Because
the datais encrypted, IWSS is not capable of scanning the content. IWSS examines
the initial CONNECT request, and rejects it if it does not match the set parameters
(such as the target URL is on the Block List or contained in the PhishTrap pattern
file, or the port number used is not defined in the Ht tpsConnectACL. ini
file).

Handling Large Files

For larger files, atrade-off must be made between the user’s experience and
expectations, and maintaining security. The nature of virus scanning requires
doubling the download time (that is, the time transferring the entire file to IWSS,
scanning the file, and then transferring the entire file to the client) for largefiles. In
some environments, the doubling of download times may not be acceptable. There
are other factors such as network speed, and server capability that must be
considered. If thefileis not big enough to trigger large-file handling, the file will be
scanned as anormal file.

IWSS offers an option called “ scan-behind” to address such situations. The size of
files considered “large” varies based on what hardware IWSS runs on, the mix of file
typesin the particular environment, and so on. In general, Trend Micro recommends
that files greater than 512K B (default value) be considered large.

IWSS handles large filesin one of the following ways.

» Thefilecan bealowed through and scanned later (scan-behind)—allowsthe first
user to download the file (whether it contains avirus or not), while IWSS scans
the file after it is passed through. If avirusis found, the infected URL will be
blocked for a certain period of timeif the infected file is quarantined or deleted.
However, if the infected file is found to be cleanable, it will not be blocked the
second time it is accessed.

* A progress pageis generated to prevent the browser from timing out and prevent
the user from thinking that the connection is hung. IWSS downloads a complete
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4-6

file to the IWSS server, then scansit, and then allows the user to get it from
IWSS. If avirusisfound, the appropriate warning message appearsin the client's
browser, and the action is applied.

» |WSSaso hasan option called “deferred scan”—it allows a user to get a partial
filewhile IWSS is scanning. If no virusisfound, the user gets the completefile.

For al three options, the infected URL will be blocked for acertaintime. If alarge
fileis passed immediately, and is later found to contain malicious code, WSS takes
the following actions:

* Sendsanoatification email message (if you enable virus notification)
» Logstheevent details

« Automaticaly blocksthe URL (for acertain period of time if the infected fileis
quarantined or deleted) that provided the malicious content from other users
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If the affected client has up-to-date antivirus software and security patches, no further
action may be needed. Otherwise, you will need to take actions to isolate and clean
up the affected system. Event tracing is also necessary when you detect malicious
code during an attempt to post data to the Web.

Use large file special handling if you have experienced an issue with timeouts.

O

b Summary
~ HTTP
Scanning
URL Blocking
URL Filtering Policies

Configuration
¥ FTP
b Updates
b Reports
¥ Logs
¥ Administration

FIGURE 4-2.

!uncla:nahle files: WO CDalete -I
Password-protected files: Pass -i

Access Quota Policies |"‘“'°5= Pars =l

Large File Handling
Do not sean files larger than [2 Me =] O

M Ensble specisl handling
whan a fila is largar than [512 b =] @
' Scan first, show progress vhile scanning, and then load the page afterwards

@ Daferrad scan: load part of tha page whila scanning, stop tha cannaction IF a virus is
found

' Scan-behind: load the paga first, and then scan afterwards (highest risk of infaction)
| Quarantined files handling:

¥ Encryst quarantined files

EEvE I Cancal

'quREND MICRO"InterScan~Web Security Suite teof | [nei <] 3 TREne
HTTP Virus Scan M Enable HTT® scanning 7]
Wirus Scan Rule Spyware/Grayware Scan Rule |Actlon Notification
|File Type Action
Infected filas: Claan =]

Under the “Do not scan files larger than” option, IWSS will
not scan files larger than the size specified. This option
creates a security hole. Trend Micro recommends that you
only choose this option on atemporary basis; and when this

option is selected, it must not be greater than 2GB.

4-7



Trend Micro™ InterScan™ Web Security Suite Getting Started Guide

TABLE 4-1. Comparison between scan-behind and deferred scan.
Behavior
INI setting . URL in for 2ndtime
. Behavior . o
Scanning in for 1st time infectedB.ini if access and
method for | intscan.ini 200ESS virusisfound thereafter
lar gefile [http] after scanning tothe same
URL
Scan-behind special_handli | The user IWSS saves the IWSS invokes
ng=yes always gets infected URL to the progress page
deferred_scan | the file before [allow] section if the or in-line scan
=yes virus scan- file is cleaned after if a large file is
ning starts. scanning. If it is cleanable.
deleted or quaran- IWSS blocked
tined, the infected the infected
URL is added to the URL if
[block] section of the uncleanable
infectedB.ini file. and quaran-
tined
or
deleted
Deferred special_handli | The user gets | IWSS saves the IWSS invokes
scan ng=yes the file if there | infected URL to the progress page

deferred_scan
=late

isnovirus. If a
virus is found,
IWSS drops
the connec-
tion.

[allow] section if the
file is cleaned after
scanning. If it is
deleted or quaran-
tined, the infected
URL is added to the
[block] section of the
infectedB.ini file.

or in-line scan
if a large file is
cleanable.
IWSS blocked
the infected
URL if
uncleanable
and quaran-
tined

or

deleted
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To usethelargefile handling for IWSSHTTP data:

1. Openthe WSS console and click HTTP > Scanning > Action.

2. Under the Large File Handling section, select Enable special handling, and
then type the file size (in KB or MB) to be considered alarge file. The default
valueis 512K B.

3. Select the type of large file-handling to use:
e Scanfirst: show progress while scanning, and then load the page afterwards

» Deferred scan: load part of the page while scanning, stop the connection if a
virusis found (default setting)

»  Scan-behind: load the page first, and then scan afterwards (highest risk of
infection)

Note:  These three options are not available for Blue Coat Port 80 Security
Appliance.

4. Click Save.
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Important Notes on Handling Large Files

» Largefile specia handling only appliesto HTTP scanning and FTP over HTTP
for stand-alone traffic, not FTP over HTTP for ICAP traffic. Users may
experience timeout issues while downloading large files using FTP over HTTP.
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Using scan-behind, IWSS does not del ete files subsequently found to be infected
in thefirst affected client.

File Edit Miew Favorites Tools  Help |

Downloading the file 100MEB . exe.
InterScan Web Securtty will check the file after
the download 15 complete.
MOTE: Do not click Eefresh or Back, or nawigate to another page
ot the download will fal

Transferred data bytes: 113246208

/|

FIGURE 4-3. IWSS HTTP uses a progress window
to prevent browser timeouts when
downloading and scanning large files.

File Edit Wiew Favorites Tools Help |

Downloading the file 100+20E . zip.
InterScan Web Security will check: the file after the
download 1s complete.
MOTE: Do not click Eefresh or Back, or nawigate to another page
or the download will fail.
InterScan Web Security detected the following i HTTT traffic:
Ttern: http:/10.2.2.1 fvirus/large_file/100+MB.zip
Action: deleted
Eeason: Viclation of a compressed file restriction

-- File: 10041E zip, security warning: Compressed_Huge_File
The uncleanable file iz deleted.

FIGURE 4-4. The user gets this notification after
completing the scanning and download
process.
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Bypassing Specific MIME Content-types

4-12

You can configure IWSS to selectively bypass certain MIME content-types. Thisis
not a practice that Trend Micro recommends when you enable large file handling,
becauseit is possible for aMIME type to be forged. If you are unable or choose not
to enable large file handling, IWSS must act upon the entire file. However, somefile
types, such as RealAudio or other streaming content, begin playing as soon as the
first part of the file reaches the client machine and will not work properly with the
resulting delay. You can have IWSS omit these file types from scanning by adding
the appropriate MIME types to the list of MIME content-types to skip.

Note:  Trend Micro recommends minimizing the list of MIME content-types to skip to
reduce the risk of virus infection.

To bypass specific MIME content-types:

1. Openthe WSS console and click HTTP > Configuration > Proxy Scan.
2. Typethe MIME content-type to bypassin the MIME content-type to skip field

(for example, image, audio, application/x-director, video, application/pdf, and
multipart).

3. Click Save.

To bypass specific MIME content-types (ICAP):

1. Openthe WSS console and click HTTP > Configuration > | CAP.

2. Typethe MIME content-type to bypassin the MIME content-typeto skip field

(for example, image, audio, application/x-director, video, application/pdf, and
multipart).

3. Click Save.
To enable anonymous FTP logon using FTP over HTTP:

1. Openthe WSS console and click HTTP > Configuration > Proxy Scan.
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2. Typethe emall address for anonymous FTP logon in the field provided. ..

.-’;‘f"f/-TREND MICRO™InterScan Web Security Suite Leaof | [hele = @!’SE

b e

HTTP Configuration

2]

» Summary
- HTTP

Scanning
URL Blocking
URL Filtering Policies
e L
Palicy List
URL Catagarias
Approved URLs
hedule

Configuration
¥ FTR

» Updates
» Reports

Proxy Scan

User1D [ LDAP | Database - | Server Designation ™.

€ stand-alene mode

# Dependent mode

Proxy:  [proxy.trendmicre. com
por:  [a080

MIME content-type to skip:

image/ audie/ application/x-director wideo/ application/pdf multipart

example: image/ audie/ application/pdf

Ermsil address used by anonymous
in FTP over HTTP:

FTP lagen
@ Ianunvmuus@lwss.trandml:m.:umJ

Nurber of warker thrasds to crasta:

—

¥ Logs
» Administration

4

Listaning port number: [3080

LILI Zove | caneel

FIGURE 4-5.

For HTTP proxy, use the email address as password

for anonymous FTP logon in FTP over HTTP.

3. Click Save.

Note:

FTP servers require a user 1D and password for access. However, users may

also anonymously log on to an FTP server. In FTP over HTTP, the proxy
server acts as an HTTP proxy on the client side, but acts as an FTP client on
the server side. If a client intends to log on anonymously, you need to have
this email address. The configuration decides what email address is used as
the password in anonymous logon.
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Specifying File Types to Scan

IWSS can scan all file types, true file types (IntelliScan), or specified file types for
viruses, including the individual files contained in a compressed file.

4-14

To select which file typesto scan:
1. Openthe WSS console and click HTTP > Scanning > Virus Scan Rule.

To scan al filetypes, regardless of file name extension, select All file types
under Scan these file types (if not blocked). IWSS opens compressed files
and scans all fileswithin. Scan al files isthe most secure configuration
(recommended setting).

To usetruefile type identification, click I ntelliScan under Scan these file
types (if not blocked).

You can skip files based on their extensionsto work around performance
issues with scanning all HTTP traffic. However, thisis an unsafe practice
and not recommended, because the extension of the fileis not areliable
means of determining its content. You should skip files by extension only if
it is necessary to meet the performance requirements of your environment.

To scan only selected file types (Trend Micro does not recommend this
setting), click Specified file extensions under Scan these file types (if not
blocked). This contains thelist of all known file types that can harbor
viruses. IWSS scans only those file types that are explicitly specified in the
Default Extensions list and Additional Extensionstext box.

Use this option, for example, to decrease the aggregate number of files
IWSS checks, to decrease overall scan time.

Note: Do not precede an extension with a wildcard (*) character, and separate
multiple entries with a semicolon.

2. Click Save.
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Scan Specified Files by Extension 2

These files will be scanned by extension, not by true file type, Maore cormprehensive protection
iz offered by true file type identification using IntelliScan or the scan all file types option,

Default Extensions

These recommended extensions are activated by default and are updated with 2ach new
pattern file,

" ARIBATIBINBOO CAR CHM; CLA; CLASS; COM CSCiDAT; DLL:DOC: DOT DRV EMLIE
HE3GZIHLP HTAHTM HTML HT T INT; JAR 1 15, 05E; LMK LEH; MD B MPD MPP MPT; MSG;
MSC MW S O CH; OFT; OVL; PDF; PHP; PIF; PL;POT; PPS;PPT;PRC;RAR;REG;RTF; SCRISHS
FEVE I TARVBEVBS I VESD VWSS VST WHD WML W SF HLA HLS s HLT HML 21 2P )

Additional Extensions

123;(;al ;I

Mot case sensitive, Separate rultiple entries (for example, com;vbs) with a semicalon,

Extensions to Exclude

srnlywenl AI

Mot case sensitive, Separate rultiple entries (for example, com;vbs) with a semicalon,
Dk | Cancel |

FIGURE 4-6. The recommended extensions are activated by default
and are updated with each new pattern file.

About IntelliScan

Most antivirus solutions today offer you two options in determining which filesto
scan for potential threats. Either all files are scanned (the safest approach), or only
those files with certain file name extensions (considered the most vulnerable to
infection) are scanned. But recent developments involving files being “ disguised”
through having their extensions changed has made this latter option less effective.
IntelliScan isa Trend Micro technology that identifies afile's “true file type,”
regardless of the file name extension.

Note:  IntelliScan examines the header of every file, but based on certain indicators,
selects only files that it determines are susceptible to virus infection.
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True File Type

When set to scan true file type, the scan engine examines the file header rather than
the file name to ascertain the actual file type. For example, if the scan engineis set to
scan all executable files and it encounters a file named “family.gif,” it does not
assume the file isa graphic file and skip scanning. Instead, the scan engine opensthe
file header and examines the internally registered data type to determine whether the
fileisindeed agraphic file, or, for example, an executable that has been deceptively
named to avoid detection.

True file type scanning works in conjunction with Trend Micro IntelliScan, to scan
only those file types known to be of potential danger. These technologies can mean a
reduction in the overall number of files that the scan engine must examine (perhaps
as much as atwo-thirds reduction), but it comes at the cost of potentially higher risk.

For example, .gif and .jpg files make up alarge volume of al Web traffic, but they
cannot harbor viruses, launch executable code, or carry out any known or theoretical
exploits. So, does this mean they are safe? Not entirely. It is possible for amalicious
hacker to give aharmful file a“safe” file name to smuggleit past the scan engine and
onto the network. The file could not be run until it was renamed, but Intelli Scan
would not stop the code from entering the network.

Note:  For the highest level of security, Trend Micro recommends scanning all files.

Specifying File Types to Block

You can identify the types of files that you want to block for security, monitoring or
performance purposes. You have the option of blocking file types such as Java
applets, Office documents, Audio/video files, Executables, and Images.

To specify which file typesto block:

1. Openthe WSS console and click HTTP > Scanning > Virus Scan Rule.
2. Under Block these file types, select the file types that you want to block.

3. Inthe Other filetypesfield, type the other file types that you want to block (use
a space to delimit multiple entries). See Mapping File Typesto Block with MIME
Content-types starting on page B-1 for the list of other file types to block.
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4. Click Save.

Priority for HTTP Scan Configuration
IWSS scans according to the following priority:

1
2.
3.

MIME content-types to skip
File types to block
File typesto scan

Configuring Compressed File Scanning Limits

IWSS opens and examines the contents of compressed files according to the criteria
specified in the configuration screen (HT TP > Scanning > Virus Scan Rule). IWSS
decompresses the files for scanning according to the configurable limits (number of
files, decompressed file size, decompression ratio, and decompression layers).

To configure the compressed file scanning limits:

1
2.

Open the IWSS console and click HTTP > Scanning > Virus Scan Rule.
Under Compressed file handling, select from the following two options:
» Block all compressed files

e Scan compressed fileswithin the limits
If you enable Scan compressed fileswithin the limits, type avaue for the
following parameters:

*  Number of files (default is 10000)

»  Decompressed file sizes (default is 200MB)

»  Decompression percent (1-100) (default is 100)

e Decompression layers (0-20) (default is 10)
Click Save.
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Note:  “100" percent file decompression ratio means that there is no limit on the
compressed files setting; whereas, “0” percent file decompression ratio means
that all compressed files will be blocked.

(7 TREND MICRO"InterScan~Web Security Suite Lesof | [Heir =1 (@ TrenD
@ HTTP Virus Scan ™ Enable HTTE zcanning (7]
Yirus Scan Rule Spyware/Grayware Scan Rule Action Motification

F Sumrary
J— Block these file types:

Scanning ¥ 1aus applets ¥ Executsbles ¥ Micrazoft Office docurnants

URL Blocking W audiojvidea files ¥ Images I other fila typas |

URL Filtering Policies

Access Quata Policies Scan these file types (if not blocked):

Configuration 2l file types
+ FTP © Intelliscan: uses "true file type” identification 'O
- etz @ specified file extensions...
F Reports
F Logs

Compressed file handling:
b Adrninistration

& Block all compressed files
0 Scan compressed files within the limits:
Murber of files: 10000 Decornpression percent (1-1000: 100
Decompressed file sizes: 200 Decompression layers (0-20): 10
ME =
EEUE I Cancel| I
FIGURE 4-7. “Decompression percent” can be used to prevent a

denial-of-service (DoS) attack against the IWSS server.

Setting the Scan Action for Viruses

See To set the scan actions: on page 4-20 for the procedure of setting actions when
viruses are detected. You can specify the action for IWSS to take when an infected
fileisfound (the recommended action setting is Clean):

4-18

Choose Quar antine to move an infected file to the quarantine directory (by

default, /etc/iscan/quarantine). The requesting client will not receive the
file.

Choose Delete to delete an infected file at the server. The requesting client will
not receive thefile.
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Choose Clean to have IWSS automatically clean and process infected files. The
requesting client will receive the cleaned fileif it is cleanable.

You can also specify the action for IWSS to take upon finding an uncleanablefile,
which includes worms and Trojans (the recommended action setting is Delete):

Choose Pass to send a non-cleanable file to the client that requested it (Trend
Micro does not recommend this choice, because it may allow infected filesinto
your network).

Choose Quar antine to move a uncleanable file to the quarantine directory (by
default, /etc/iscan/quarantine). Therequesting client will not receive the
file.

Choose Delete to delete auncleanable file at the server. The requesting client
will not receive thefile.

You can specify the action for IWSS to take upon finding a password-protected
compressed file (the recommended action setting is Pass):

Choose Pass to send a password-protected file to the requesting client

Choose Quar antine to move a password-protected file to the quarantine
directory (by default, /etc/iscan/quarantine). Therequesting client will
not receive thefile.

Choose Delete to delete a password-protected file at the server. The requesting
client will not receive thefile.
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Macro Scan

Macro Scan detects macro-containing files in file downloads and provides scanning
options: Quarantine, Clean, and Pass (the recommended action setting is Pass).

*  Choose Quar antine to move a macro-containing file to the quarantine directory.
e Choose Clean to remove macros before delivering the file.

*  Choose Pass to disable special handling on files containing macro(s).

To set the scan actions:

1. Openthe WSS console and click HT TP > Scanning > Action.
2. Select the appropriate action for the following files:

» Infected files (Delete, Quarantine, Clean)

e Uncleanablefiles (Delete, Quarantine, Pass)

»  Password-protected files (Delete, Quarantine, Pass)

e Macros (Quarantine, Clean, Pass)
3. Click Save.

Note:  If you enable Encrypt quarantined files under Quarantined files handling
(HTTP > Scanning > Action), the scan engine encrypts those infected files before
copying them. Thisis to protect against accidentally executing those files. If you
disable the setting, the scan engine copies the infected files to the quarantine
directory in their original form.

Setting Virus Notifications

When IWSS detects malicious code in afile, which a user requested, IWSS can
automatically send a customized email message. WSS uses the Web browser of the
reguesting client to notify the user whenever a downloaded file isinfected or blocked
due to security settings.

Configure user notification messages under HT TP > Scanning > Notification. By
default, the warning message displays information about the threat, including the
threat name, file name, and action taken.

To configurethe Administrator Notification settings:
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4,

Open the IWSS console and click HTTP > Scanning > Notification.

Under Administrator Notification, select the trigger events for sending a
notification:

* Virus
e Trojan
e Other malicious code

To receive a notification when afile is blocked, enable Send a message when a

fileisblocked.

If you do not want to use the default notification messages, highlight the default

text and type your own version. If applicable, insert variablesin the text as

described in Using Variables in Notifications starting on page 4-22.

Configure the email settings by clicking @ on the Notification screen. Type a

value for each configuration field:

«  Email address of the receiver of the notification messagesin the To
address(es) field. Use acomma as delimiter for multiple email addresses

» Email address of the sender of the notification messages in the Sender’s
email address(es) field

* Domain name or the | P address of the mail server that will send the
notification messagesin the Server nameor |1P addressfield (the defaultis
local host)

»  Port used by the mail server, typicaly 25, in SMTP server port

*  Fregquency that the mail queue must be checked in the Check mail queuein
minutesfield

Click Save.

To configure the User Notification M essages settings:

1
2.

Open the IWSS console and click HTTP > Scanning > Natification.

Under Headline, type the header line that will be displayed in the browser. The
header line is common for virus infection messages, file type blocking, and URL
blocking messages.

You can provide additional information to the users (virus warning messages for
upload and download, warning messages for file type and URL blocking).

To configure a notification message:
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Click Default to display only the default warning message.

b. Click Customized. Type the additional message in the Customized
M essage text box, or

c. Click Both to display the default message followed by the customized
message.
d. Click Save.
4, Click Save.

TREND MICRO"InterScan Web Security Suite taor | [mam =] (3 IREN
@ HTTP ¥irus Scan ¥ Enable HTTP scanning [2]5]
[ Targst [ Action [ Notification
* Summary | | Administrator Notification
SiHITE send a message when the follawing are found
Scanning [T wirus [T Trajan [ other malidous code
URL Blocking [A viras (%u [Virus or Trojan name] was detected in fils %F in i traffic on %d =]
URL Filtering Palicies [date and time]with action %a [action detailsJtaken.
Access Quota Policies
aarati H
Configuration
¥ FTP ¥ Ssend a messaga when a file is blocked
¥ Updates | [ file %F baing transferred vis the HTTP protacal was blocked, scearding to =
= ! InterScan Web Security Suite's canfiguration.
* Reports
» Logs |
» Administration | |$and this message to root [BF

User Notification Messages

Hesdline: |

Dannloaded file: Uploaded file: Blacked file type:
& pefault @ pefault @ pefault

' custornized ' Customized € Customized
C poth © poth C poth

Saue Cancel I -~

FIGURE 4-8. “Both” appends your message to the default message.

Using Variables in Notifications

Notifications are a management tool that inform you a security event has occurred,
despite the protection provided by your IWSS software. To make notifications more
meaningful, IWSS uses variables as placeholders in a notification. When an event
occurs, WSS substitutes the specific information in place of the variable, giving you
more information about the event.
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For example, you could create a generic notification as follows: “A virus was
detected in HTTP traffic.” This notification lets you know there is a problem, but
does not provide much information to help you follow up.

Instead, you could set up the notification using variables as follows:. “%v was
detected in %F in the HTTP traffic on %d.” The notification might read as follows:

“WORM _SASSER.B was detected in mywork.htm in the HTTP traffic on
12/18/2004 11:59:52"

With thisinformation, you can now zero in more quickly to clean up the problem
before it spreads. The notification in this example uses three variables: %v, %F , and

%d.
TABLE 4-2. Description of variables
Variable Variable Meaning How the Variable is Used

%a

action details

The action taken on the infected file,
for example, Quarantine

%d

date and time

The date and time of the triggering
event

%F

file name

The name of the file in which a
threat is detected, for example,
anti_virus_test_file.htm

%s

server name

The name of the affected server

%v

virus or Trojan name

The name of the threat detected
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URL Blocking

IWSS can block Web sites and URL strings in both ICAP and HTTP proxy mode.

Note:  Configure the ICAP client to scan files in pre-cache request mode to make this
feature work. The stand-alone proxy requires no additional configuration.

You can explicitly specify the Web sites and URL stringsto block (or to exempt from

blocking).

Using this feature, you can block a given site yet allow access to some of its
sub-sites. You can aso import alist of Web sites and URL strings from agiven file.

&

=l

F Summary

‘7 TREND MICRO"InterScan~Web Security Suite Laor | [wem ] (@) IREM
¥ia Local List | Mia Pattern File (PhishTrap) .| Motification
Match: |

@ web site (example: Sooncom’ matches Sooncom’ and all of its subsites)

b Administration

FIGURE 4-9.
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+ HTTP © URL keyword {exarmple: 'yyy' string rmatches all URLs cortaining 'yyy')
Seanning ' Sting lewact-match, example: 'zzz.comffile matches only 'zzz.camifile’]
URL Blocking Block Do Hot Block
URL Filtering Policies

! Trnpart block list and exceptions: Biowse... |
Access Quota Policies
5 = : Impart

Configuration
ELFTE | | Block List
b Updates

i *popularsongs®
¥ Reports computergames*
S rmoviehits

¥ Logs

To import a file that contains a list of Web sites, URL
keywords, or strings, make sure that you write “URL

Blocking Import File” on the first line of that file. Use [block]

and [allow] headings for the block and exception list,
respectively.
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To enable URL blocking:

1. OpenthelWSS console and click HTTP > URL Blocking.
2. Select Enable URL blocking.

3. Under HTTP > URL Blocking > ViaLocal List, type the full Web address or
URL keyword, or exact-match string in the Match field. Identify this entry by
selecting one of the three options:

*  Website
* URL keyword
e String

4. Click Block to include thisentry in Block List. Click Do Not Block to include
thisentry in Exceptionsto the Block List.

5. Click Remove to remove the highlighted entries from the list (or Remove All to
remove al entries).

6. Toimport alist of Web sitesand URL strings from agiven fileto Block List and
Exceptionsto the Block List, specify the location of the filein the Import
block list and exceptions field by clicking Browse, and then click Import.

To identify afolder or directory in a given Web site, use aforward slash (/) after
the last character. For example, if you want to block www.blockedsite.com
but allow accessto its charity directory:

a. Typewww.blockedsite.comintheMatch field, and then click Block.

b. Typewww.blockedsite.com/charity/ intheMatch field, and then
click Do Not Block. (If you write chari ty without the forward slash,
IWSS will consider www.blockedsite.com/charity asafile)

c. Click Save.

WriteURL Blocking Import File onthefirstlineof afilethat containsalist
of Web sites, URL keywords, or strings, and then write one rule per line. Group
them under [block] or [allow] Section. For example:

URL Blocking Import File

[block]

*virus*

virus

*sasser*

[allow]
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www. trendmicro.com*
www.antivirus.com*

7. Click Save.

Note:  To include the “*” and “?" characters in a URL blocking string rather than
having IWSS consider them as wildcards, use variable %2a or %2A to
represent * and variable %3f or %3F to represent ?. For example, to block
www . example.com/*wildcard literally, specify the blocking rule as
www . example.com/%2awildcard instead of
www . example.com/*wildcard.

e
:/ TREND MICRO™InterScan~Web Security Suite waof | [mep =] f@)IREND
W3 y =! URLBlocking ™ Enable URL blacking e -

| Wia Local List " | Wia Pattern File (PhishTrap} Motification ™.

¥ Sumrary
Jpp— User Notification Message for Restricted or Blocked URL's

Scanning @ Default

URL Blocking © customized

 Both

Default Message

Access to this URL is currently restricted due to a blocking rule,

* FTP
b Updates URL: %0URL
Rule: Block URLs of type % GroupName
¥ Reports
If you feel you have reached this message in error, please contact your network administrator,

¥ Logs

¥ Administration

= Customized Message
_>|_J I = | =

4

FIGURE 4-10. You can use case-sensitive variables in the
“Customized Message” field.

PhishTrap Overview
Phishing is amalicious hacker term that means hunting for avictim. “Phishers”
imitate an email message from a company with whom the user has an account. These
fraudulent email messages seem authentic, and many recipients are deceived into
supplying their personal information.
PhishTrap isa Trend Micro service that leverages:
« theability of IWSSto block outbound access to a specific URL
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« thecapability of the Trend Micro antivirus team to collect and analyze customer
submissions and distribute a database of known harmful URLs

PhishTrap can stop the harm coming from information that is sent out from the client,
such as private data/information. PhishTrap prevents access to known phishing
URLSs. Thus, blocking the URL is appropriate in this case.

The URL that is determined to maliciously collect user information will be added to
the PhishTrap pattern file. The PhishTrap pattern fileisalist of URLsthat IWSS will
block. IWSS will periodically retrieve the updated PhishTrap pattern file via
ActiveUpdate.

IWSS allows users to submit suspected phishing URLs to TrendLabs for evaluation.
TrendLabs will evaluate the Web site to determine whether the submitted URL is
malicious. The URL is considered maliciousiif it meets the criteriafor one of the
categories listed below.

»  Phishing: afraudulent collection of confidential information. This can be done
by offering an email message or Web site that poses as a communication from a
legitimate business, which requests personal information to commit fraud or
other crimes

e Spyware: A hidden but legal program that secretly collects confidential
information. Spyware monitors a user’s computing habits and personal
information, and then sends this information to third parties without the user’s
approval.

* Virusaccomplice: An outbound HTTP request due to known behavior of
malicious code — the malicious code could either send the information out or
download further components from a certain URL

» Diseasevector: A Web site that exists only for amalicious purpose
To block different PhishTrap categories:

1. OpenthelWSS console and click HTTP > URL Blocking > Via Pattern File
(PhishTrap).

2. Enablethe following PhishTrap categories that you want to block:
e Phishing: fraudulent collection of confidential information

*  Spyware: hidden but legal program that secretly collects confidential
information
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e Virus accomplice: outbound HTTP accesses due to known behavior of
malicious code

» Disease vector: a Web site that exists for amalicious purpose
3. Click Save.

To submit a suspected phishing URL to TrendL abs:

1. OpenthelWSS console and click HTTP > URL Blocking > Via Pattern File
(PhishTrap).
2. Type the suspected sitein the PhishTrap URL field.

3. Select the categories (Phishing, spyware, virus accomplice, disease vector, and
others) from the drop-down menu under PhishTrap categories.

4. Typethe sender’s email address.
5. Click Submit.

To enable spywar e scanning:

1. OpenthelWSS console and click HTTP > Scanning > Spyware/Grayware

Scan Rule.
2. Select spyware and other grayware categories for scanning.
3. Click Save.

Note:  When spyware scanning is enabled, IWSS detects spyware and takes the same
action as specified for the uncleanable virus setting.

User Notification Messages

When IWSS detects an attempt to access a URL in the PhishTrap pattern file, a
warning screen appears in the browser of the requesting client. The message states
that the suspected URL has been blocked because it isin the PhishTrap pattern file.

To configure a user notification message:

1. Openthe WSS console and click HTTP > URL Blocking > Notification.
2. Under User Notification M essages, choose one of the three options:
»  Click Default to display only the default warning message.
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e Click Customized to display your own version of warning message — type
the additional message in the Customized M essage text box
» Click Both to display the default message followed by the customized
message.
3. Click Save.

|J File Edit “iew Favortes Tools Help

IWSS Security Event (US-ITWSS-115)

Areess to this TEL is currently restricted due to a blocking nule.

TIEL: http:/fwwwl.coderz.net’kalamar/home htm
Eule: Block TTELs of type Known disease vector

If you feel you have reached this message i error, please contact your networke
administrator.

; | o

FIGURE 4-11. A sample URL blocking message for the disease vector
group.

Access Quota Policies

You can enforce access quotas based on the HTTP bandwidth used per unit of time.
IWSS gives you the option to set a quota for |P address/range, host name, and
user/group name in agiven quotainterval (daily, weekly, monthly) for the whole
system. IWSS saves the access quota policies in a database (see Setting up the
Database starting on page 4-31 for more details). After making any changes (adding
or deleting) to the quota policy, the IWSS service in a multiple server configuration
environment reloads the policies accordingly within the time-to-live (TTL) value.

If the quota is exceeded while making a download, the download will be allowed to
continue. However, the succeeding downloads/browsing (before the access quota
interval expires) will fail. Users are allowed access again after the access quota
interval expires. For agroup quota policy, the quotaisfor each member instead of the
whole group, and thisis the same for a given range of |P addresses.
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To configurethe access quota policies:

1. OpenthelWSS console and click HTTP > Access Quota Policies.
2. Select Enable access quota control.

3. From the drop-down menu select the access quota interval (Daily, Weekly,
Monthly).

4. Click Save.
5. Click Add Palicy to create anew policy.

6. Inthe Access Quota Policy: Add Policy screen, select Enable policy and click
one of the following two options:

« (Daily, Weekly, or Monthly) access quotain MB (typethe sizein MB): Set
the Web browsing and HTTP file download quota. Users who reach their
quotawill be able to finish their current download, but will receive a
notification in their Web browser upon their next Web access attempt. The
quotais automatically reset at the end of the specified time period.

» Unlimited access: Choose this option to exempt the user(s) or groups you
definein Accounts from any quotalimits. If auser isamember of more than
one policy, the policy with the highest priority is given precedence.
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7. Under Accounts, identify the type of accounts (1P address/range, host name,

user/group name).
" gfif . " i 2,
% TREND MICRO"InterScan Web Security Suite™ wao# | [Heie =17 fgyThEDD
@ Access Quota Policy: Add Policy @ _‘J
| PBolicy List > (New Policy)
¥ Surnmary
« HTTP | | ¥ Enable policy
Srcanning @ mMonthly access quota in MB:
URT Blocking ' Unlimited access
URL Filtering Policies
alobal Accounts
Palicy List
olieg s 1P range: Type Identification
URL Categories
i U Frorm: |
pprove s
Schadule oo | _add= |
Access Quota Policies hi=] I—
Add > |
Configuration =ddiEsst
» FTP
¥ Updates
¥ Reports b
¥ Logs
¥ Administration
Mote: To select accounts by Host name or
User/group name, change the User
Identification method at HTTP >
Configuration > User ID. -
-

FIGURE 4-12. The options shown in the Accounts section depend on

the user identification method configuration (HTTP >
Configuration > User ID).

8. Click Save.

Note:

TTL indicates the number of minutes to implement the changes of a new policy.

To deploy the changes on the account(s) immediately, click Deploy Policies.

Setting up the Database

Make sure that you set up your database appropriately under the Database
Connection Settings section (HTTP > Configuration > Database). When you are
setting up a database for multiple IWSS server configurations, you need to designate
the same database server for all IWSS servers (see Configuring Server Designation
starting on page 4-34 for more details). The IWSS package installs the PostgreSQL
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7.4.1 database. IWSS aso supports Oracle 8i/9i. For both types of database, the
schema (that is, table definitions, stored procedures, and so on) used by IWSSis
initialized during installation.

To configure the database connection settings:

1. Openthe WSS console and click HTTP > Configuration > Database.

2. Under Database Connection Settings, type avalue for the following
parameters:

 ODBC data source name
* Logon name

+  Password
3. Click Save.
r—
L = )
ﬁ/ TREND MICRO"InterScan~Web Security Suite Lo | [ae <] (B IRE
% HTTP Configuration (7]
Hittp Prosey User 1D~ [ LDAP [ Database ™| Server Designation
¥ Sumnrmary
« HTTP Pataha.s.e. l:n.nneth.n S.e.tt!n.g_s
P ODBC dsta source name:  [IWSS
URL Blocking Logon name: |sa
URL Filtering Policies Password: |*”‘
Access Quota Policies Test Database Connection |

Configuration

Cache Expiration {(TTL in Minutes)
» FTP iy it el 4

b Updates URL filteting policy: a0
» Répm—ts Access quota policy: 30
¥ Logs

Save Cancel

¥ Administration

FIGURE 4-13. To verify that the database connection is working, click
“Test Database Connection.”

To configure Timeto Live (TTL):

1. Openthe IWSS console and click HTTP > Configuration > Database.

2. Under Cache Expiration (TTL in Minutes), type avalue for the following
parameters:

e URL filtering policy
» Access quota policy
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3. Click Save.
To configurethe LDAP settings:

The purpose of LDAP configuration isto link the user and group information with
the Active Directory. Through this setup, you can authenticate based on the Active
Directory list. You need to obtain the LDAP connection information from your
Active Directory administrator. See User |dentification Process starting on page 2-18
for the details on user/group name via proxy authorization (using LDAP for account
information).

1. Openthe WSS console and click HTTP > Configuration > LDAP.
2. Under LDAP Settings, type avalue for the following parameters:

LDAP server hostname: Type the host name of the LDAP server you will
use

Listening port number: Type the port number the LDAP server will use to
receive requests from the IWSS server

LDAP admin account: Type administrator-level log on credentials for the
LDAP server

Password: Enter the password for the account above

Base distinguished name (served as a starting point for LDAP search
operation): Enter the LDAP distinguished names for country, network, and
organization separated by a comma

Authentication method (select Simple to pass the admin password as
plain-text or Advanced to use the Kerberos authentication)

3. Under Kerberos Authentication Settings, type avalue of the following
parameters:

Default realm—the default Kerberos principal realm that the user belongsto.
A Kerberosrealm refers to the set of Kerberos principals registered within a
Kerberos server (Kerberos realm are case sensitive and normally are al in
upper case)

Default domain—the Internet domain name that maps to the default
Kerberosream

KDC and admin server—the KDC and the admin server for the default
realm. KDC is the machine and software that perform the role of atrusted
arbitrator in the Kerberos protocol
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«  KDC port number—the Key Distribution Center (KDC) server listening port
number

4, Click Save.

Note:  To check if the LDAP connection is working, click Test LDAP Connection.

Configuring Server Designation

4-34

Using multiple servers, IWSS is scalable to any configuration you need. This works
because HTTP requests on one server can be processed independently of HTTP
reguests on other servers.

You can deploy HTTP in amultiple server configuration (in this case, you need to set
up a database in a central location, see Setting up the Database starting on page 4-31
for more details) in two ways:

e Multiple IWSS ICAP servers that work with asingle ICAP client for load
balancing

e Multiple HTTP stand-alone servers that use a Layer 4 switch for load balancing

One IWSS server must be designated as“ master,” and the configuration files must be
synchronized manually, via Control Manager or via a customer-created script. You
need a Layer 4 switch to load balance between IWSS servers for multiple HTTP
stand-alone servers. However, for multiple ICAP servers, you need an ICAP client
with load balancing capability. To access the administrator console for each IWSS
server, you need to configure the private | P addresses.

Note:  For amultiple server configuration setup, Trend Micro recommends using a Layer
4 switch or other appliances that can perform the load-balancing function.

IWSS givesyou the option to synchronize dynamic information across |WSS servers
in afarm. There are two kinds of IWSS data that require synchronization between
servers:

* URLsthat are blocked because avirusis detected: this datais available to all
servers for URL blocking to be most effective. Any real-time data
synchronization mechanism must be shared between data types. Thus, one server
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must be designated as a master for such data (see To configure server
designation: starting on page 4-35 for details)

»  Amount of datareceived by agiven user, which is used to enforce an access
guota: a central database must be set up for this purpose (see To configure the
database connection settings: starting on page 4-32 for details)

To configure server designation:
1. Openthe WSS console and click HTTP > Configuration > Server
Designation.
2. Select Enablefor usein a multiple IWSS server configuration.
3. Typeavauefor thelistening port number of the master server.
4. Under Server role, click one of the following two options:
* Madter server
* Slave server
For a Slave server role, type the Master’s | P address in the field provided.

WARNING! A group of IWSS servers must have one, and only one, master server.
When updating the settings, remember to also update the settings of the
other IWSS serversin your network.

5. Click Save.
o
_,,.f TREND MICRO"InterScan~Web Security Suite Lwoft | [mae =] f@IRE
ol —
@ —| HTTP Configuration (2]
Http Proxy User ID .| LDAP .| Database Server Designation
b Sumrmary
SHTTP [T Enable for use in & multiple TWS$ server configuration
P—— Master's listening port number: 1%444
URL Blocking Server role: O Mastar servar OF
URL Filtering Policies ' glave server
Access Quota Policies = Master's IP address: |
Configuration
ol Saue | Cancal
b Updates 'ﬂ
e —

FIGURE 4-14. Entries in the URL block list in memory are dynamically
added to all IWSS servers in a farm.
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Configuring User Identification Method

IWSS helps to trace security events to the affected systems. IWSS includes three
event-tracing identification methods:

* |Paddress (default setting)
e Host name (modified HTTP headers)
»  User/group name via proxy authorization (use LDAP for account information)

See User Identification Process starting on page 2-18 for more detailed information.

Note:

If you select the “User/group name via proxy authorization” option, make
sure that LDAP is successfully configured (see To configure the LDAP
settings: starting on page 4-33 for more details), or the IWSS server will not
Start.

To configure the user identification method:

1. Openthe WSS console and click HTTP > Configuration > User 1D.
2. Select one of the following four options:

IP address
Host name (modified HTTP headers)

Note:  To be able to use the Host name option, all clients must run the

register_user_agent_header.exe tool, which can be found in
opt/trend/IWSS/ISHTTP/IScan.HTTP/.

4-36

User/group name via proxy authorization (use LDAP for account
information)

No identification



HTTP Scanning and URL Blocking

3. Click Save.
- %-V " - : : ¢, TRE
% TREND MICRO" InterScan Web Security Suite Lo | [k -1 f@yIRe
L -
@ ek HTTP Configuration @
Http Proxy User ID LOAP | Database | Server Designation
¥ Summary
TP User identification method:
P @ 1P address
canning 2
URL Blocking © Hast name (modified HTTP headers) @
€ Userfgroup name wia proxy autherization (use LDAP for accoun t information)
' Wo identification
Palicy List
IRl ~atannrias = Bave Caneel I
T I — |

FIGURE 4-15. “IP address” is the default user ID method setting.

ICAP and Proxy Scan Policies (Process)

You can fine-tune the performance of IWSS by adjusting the number of processes
spawned upon startup and the refresh rate of idle processes. In addition, you can limit
the total number of child processes IWSS will use at any one time, and the total
number of child processes spawned for a given thread. Configure the settings on the
IWSS console and click HTTP > Configuration > | CAP or Proxy Scan.

Note:  Improperly adjusting the settings can result in system instability. We recommend

that you use the defaults unless there is a specific performance-based reason to
alter them.

Pre-spawning processes

When you start IWSS, by default it will create 15 child processesto handle the traffic
load. Depending on your system resources and traffic load levels, you may want to
increase the value in the Number of pre-spawned processes field. Thereisno
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maximum allowed value. However, entering too high a value results in wasted
system resources.

i
/7 TREND MICRO"InterScanWeb Security Suite Lot | [mee =] @IFE
sl

@ HTTP Configuration (2]

ICAP | Usér I.D. | LDA‘P | D;atéi:aéé S‘ér"ver D‘e‘sign;twér;

P Surnrary

o m'_”, MIME content-type to skip:
Scanning irnage/] ;I
URL Blocking
URL Filtering Policies ;l
Access Quota Policies example; imagef audio/ application/pdf

Configuration Maximum Number of Connections:

' !’—!'F‘ Percentage of connections to use for RESFMOD: ,F S
¥ Updates
b Reports Child__Prl_J(_t_asses Cu_nfigqra_t_i_u_n:
e Mumber of pre-spawned processas: s
» Administration Maximurn number of simultaneous child processes: I
Minimum number of simultaneous child processes; I
Maximum connections for each child process before restart: S00 connections

Number of child processes to create for each process creation event: 3

Lag time befare decreasing/incressing child pracesses: s saconds

Listening port nurnber: 1344
Save | Cancel

FIGURE 4-16. ICAP Process mode.

Limiting child processes
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IWSS uses a number of child processes to handle scanning, analysis, and forwarding
of HTTP messages. Astraffic levelsvary, IWSSwill increase or decrease the amount
of active child processes to maintain a balance between the available system
resources and proxy response time. Specify the maximum number of child processes
that can be created in the Maximum number of simultaneous child processesfield,
and the minimum number that will be kept running in the Minimum number of
simultaneous child processesfield.

Before creating anew child process, IWSS checksfirst to seeif there are any existing
processes that can be used. If there are none, IWSS creates anew one. Although there
istypically no need to limit the number of child processes IWSS can create, this
option allows you to set a maximum. This gives you the control not to exhaust all
system resources. The stand-alone proxy mode works best with as many processes as
the system will support. Each process consumes around 30MB of virtual memory.



HTTP Scanning and URL Blocking

Use this fact to estimate the number of processes the available virtual memory will
support. ICAP requires fewer processes, because the ICAP client servesto
concentrate HTTP requests into a smaller number of sessions.

Extinguishing old connections

IWSS stops child processes after a set number of connections have been handled to
ensure that idle resources do not consume unnecessary memory. A typical number to
enter in the Maximum connections for each child process beforerestart field is
500, meaning that after 500 HT TP connections have been handled, the hosting child
processitself is terminated, and a new one generated (anew child is only created if
needed). Setting this number too low can result in needlessly brief cycles. Enter a
zero (0) in thisfield to disable the maximum number of connections. The default
valueis 500.

Selecting how many child process to create

You can limit the number of active connections that IWSS will spawn from a given
child process before creating a new child. Type the value in the Number of child
processesto create for each process creation event field. The default valueis
three.

Lag time before increasing/decreasing child processes

In Process mode, the daemon uses a pool of child processes to handle network
connections, and it dynamically alters the size of this pool depending on the amount
of network traffic. The parent process will periodically check its workload to
determine whether it must add more child processes or stop some of theidle child
processes. Roughly every second, the parent checks if fewer than 10% of its child
processes are idle, and if so it marksitself as busy. Conversely, if more than 50% of
its child processes are idle it marks itself as not busy.

If the parent marksitself in the same state for a consecutive number of intervals equal
to the value set in the L ag time befor e decr easing/increasing child processesfield,
then it will either spawn more child processes (if it isbusy) or stop existing idle child
processes (if it is not busy). Increasing this value makes the daemon respond more

dlowly to swingsin the level of network traffic, but decreasing it too much will cause
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the daemon to waste more CPU time in the overhead of creating and destroying child
processes. The default valueis 5 seconds.

ICAP and Proxy Scan Policies (Thread)

The IWSS scan policies contain configurable parameters, such as the value of the
maximum number of connections for request and response service, and number of
threadsto create. Click HTTP > Configuration > 1CAP or Proxy Scan to configure
the scan policies.

Maximum number of connections for REQ service

In thisfield, indicate the maximum number of simultaneous ICAP REQMOD
(request mode) connections the IWSS server will handle, and will report to the ICAP
client in response to an OPTIONS request (the default valueis 150). The ICAP client
will stop requesting new connections once this number of connections has been
established, and will instead begin to pipeline additional | CAP requests through the
existing active connections. Increasing this number may increase throughput, at least
until WSS consumes all available CPU cycles. In general, fewer REQMOD
connections are necessary than RESPMOD (response mode) because each
REQMOD request is processed much more quickly.

Maximum number of connections for response
modification service

Nu

4-40

See the description for REQ connections above, except this value indicates the
maximum number of RESPMOD connections reported by the IWSS server to the
ICAP client (default value is 250).

mber of worker threads to create

This configuration parameter sets the number of worker threads for the service to
launch (default value is 6). In threaded mode, each worker thread can handle many
connections, so lowering this number does not directly influence the number of
simultaneous connections you can service. Ideally there must be enough threads
running so that if one thread is waiting for disk 1/O, another can be processing
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network traffic, but not so many threads that the system gets slowed down with
overhead.

TREND MICRO"InterScan~Web Security Suite teor | [mee <] (@) IREND
ﬁ Ipdate Now. HTTP Configuration ©
1cap . User D .| (Dap .| Database .| Server Designation .
P Summary
e MIME content-type to skip:
Scanning ;I
URL Blocking
URL Filtering Policies ;I
Access Quata Policies example: image/ audiof application/pdf
Configuration
= Maximum number of connections for REQ service: 150
b Updates Maxirmum number of connections for response modification service;  [250
+ Reports Number of worker threads to creste: I3
F Logs
T Listening port nurnber: [1344

Saue Cancel

FIGURE 4-17. ICAP Thread mode.

Note:  For Number of worker threads to create, Trend Micro recommends setting this
value to three times the number of CPUs running on your WSS machine. For
installation on a dual-CPU machine, set the value to 6.
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Chapter 5

URL Filtering

This chapter presents an overview and workflow of the IWSS URL filtering module
with step-by-step instructions for creating and configuring policies.

Topicsincluded in this chapter are:

URL Filtering Overview

URL Filtering Workflow

Configuring URL Filtering Policies
URL Filtering Policy Introduction
Enabling URL Filtering

Creating a New Policy

Modifying an Existing Policy
Configuring the URL Filtering Approved List
Configuring Work Time Settings
Requesting URL Classification Review
Regrouping Categories
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URL Filtering Overview

5-2

The default settings for the IWSS URL filtering module assume that your primary
interest isto avoid legal liabilities associated with viewing of offensive material.
However, because there are instances that require exceptions, additional policies may
be created to allow access to restricted category groups (that is, users whose job
function requires broader access). For example, members of the Human Resources
department may need unrestricted Internet access to conduct investigations into
violations of your organization's acceptable Internet use policies.

In addition, IWSS can enhance productivity as it combines dynamic filtering with
advanced databases. Unrestricted access to the Internet can result in reduced worker
productivity and decreases bandwidth available for legitimate business purposes.
Some exampl es of Internet use that may reduce employee productivity are online
trading, shopping, auction bidding, selling, searching work, dating, gambling and
other non-work related activities. IWSS allows the Internet to be made available to
corporate users according to user and workgroup-specific needs, thus optimizing the
use of the Internet.

IWSS allowsfor very flexible application of the URL filtering policy. There are three
basic mechanisms for customization:

1. Theassignment of asub-category to a category group is completely configurable.
The sub-categories are organized into six category groups:

e Company Prohibited Sites
e Not Work Related
»  Possible Research Topics
*  Business Function Related
*  Customer Defined
e Others
2. Each category group may be blocked or not blocked.

3. Theblocking rules that are associated with the category groups may be
configured differently for different |P addresses, | P ranges, users/groups, and
host names.

Accessto al identified URLs within atargeted category may be managed according
to policy. The database associates each URL with a set of categories. It is possible
that a URL may be wrongly categorized, in which case, the URL Filtering Approved
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List can be used to override the classification of the URL. The patterns specified in
the URL Filtering Approved List are matched against the URL, not to the contents of
the document that the URL refersto. You can use the URL Filtering Approved List to
bypass internal Web sites and other sites where the attempt to classify them
introduces unnecessary overhead.

The two rules that you can apply for agiven policy in agiven time period are:
»  Block during work time
e Block during leisure time

I

E;‘?-TREND MICRO " InterScan~Web Security Suite Leaof | [kels =y
@ Company Mot Possible Busin_ess Customer”;l
Sub-category Pr_’ohlblted Wark Resgarch Function Defined
- _ Sites _ Relsted  Topics  Related
b Summary = ;Vde\.liﬂisement o
- HTTP [| T Forkids %
écanning [~ Payto surf E
URL Blocking I Humorflokes g
URL Filtering Policies [T wehicles b
Global I~ Travel ®
Palicy List [~ Sports/Recreation/Hobbies S
UEL Latenonbs [T Restaurants/Dining/Food #
Rezelassiiu URL [T FReal Estate E
Approved URLs

schedula I~ Auctions b
Access Quota Policies I” shepping 5
Configuration [T Personals/Dating #
BT r JSc;barch.l"Careers "
» Updates [T Health i
> Reparty [T Military b
hilags | I~ Games ®
¥ Administration || T BrokeragesTrading W
[T Financial Services £
Cultural w

FIGURE 5-1.

Sub-categories under the “Not work related” category.
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URL Filtering Workflow

5-4

Theinput for the URL filtering module consists of the URL (Filtering Policy) and the
user'sID (IP address, |P address range, user, group name, or host name). A user is
identified according to the “user identification method” that IWSS is configured to
use (see User Identification Process starting on page 2-18 for details).

Note:  The network configuration may determine whether some user identification
methods can be used. For example, the client 1P address will not be available if
IWSS is used as an upstream proxy.

The output of the URL filtering module is either:

* Allow accessto the URL (pass), or

e Deny accessto the URL (block)

The URL filtering module works with the local classification database and the policy
management database.

* Aloca classification database contains the URL classification information; thus,
most classifications will be retrieved with a minimum of overhead.

e If theclassification information is not available locally, a remote Web-based
classification service is contacted.

The classification service may have more up-to-date information, or may be able to
classify the URL dynamically. The classification service compilesalist of previously
unclassified URLs. Once classified, these URLs are added to a master database,
which is distributed as an update to the local IWSS classification database. Such
updates are periodically retrieved by IWSS via ActiveUpdate.

Category

Group [ €| Sub-category 4 URL If URL not found
a 1 Web-based
I il = Classification
g Service
Local b= -

Classification = &:ActiveUpdate

Database —

FIGURE 5-2.  Working mechanism of URL classification.
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A queried URL is classified into one of over fifty sub-categories, and then mapped
into one of six Category Groups (Company Prohibited Sites; Not Work Related;
Possible Research Topics; Business Function Related; Customer Defined; and
Others). With the given Category Groups classification and the user ID asinput, the
query is made to the policy management database. The result of the query is either
alowing or blocking access to the requested URL.

Note:  Your corporate internal Web sites must not be classified; thus, such sites must be
added to the URL Filtering Approved List to prevent unnecessary overhead (see
To configure the URL filtering approved list: starting on page 5-12 for details).

Manual updates to the URL filtering database can be done under the Summary >
Scanning screen of the IWSS console.

Configuring URL Filtering Policies

IWSS uses user/group based policy management for URL filtering and access quota
management, which requires a mechanism for retrieving/maintaining alist of
policies. The IWSS policy model alows policies to be associated with various entity
types such as user, group, |P address, arange of 1P addresses and host names. IWSS
passes a query criteria that includes keywords for each entity type to the query
interface. The policy query module then looks into the policy store and generates a
result set, which contains alist of policiesthat fulfill the query criteria. The caller
module can use this result to determine what action is needed.

The following are essential elementsin configuring URL filtering policies:

*  Enabling URL filtering

e Creating anew policy

» Modifying an existing policy

e Setting what category groups the policy blocks

*  Setting the priority list

*  Regrouping categories

»  Configuring work time settings
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URL Filtering Policy Introduction

The IWSS URL filtering policy consists of the following three elements:
e Entity

* Policy

* Rule

An Entity isthe basic element that associates with one and only one Policy. An
Entity can be a user, group, |P address, |P address range, or host name. These
servicestieinto a directory and identify particular users. User identification tiesinto
Policy to ensure that each individual receives access to the correct Web sites. A
Policy isaset of guidelines or certain restrictions that a company wants to enforce
for management purposes. This component determines individual user actions such
as the users who can access specific Web site sub-categories during different time
periods. Each Policy can contain one or many Rules, and each Rule hasits own
effective time period and it contains certain types of information that will be applied
to the Entity. In the case of IWSS URL filtering, each Policy has two Rules:

«  Work time
 Leisuretime

Each Rule hasits own setting for blocking or passing certain URL category groups.
Create these elements to start a policy for traffic filtering.

TABLE 5-1. Major database tables used for policy management
(including URL filtering and Access Quota).

Table Name Example Columns
tb_Policy PolicyName, PolicyType
tb_Rule PolicyID, ActiveTime
tb_QuotaConsumption EntityType, Consumption
tb_EntityType EntityTypeName
tb_PolicyType TypeName, TimeToLive
tb_Entity EntityType, EntityName
tb_PriorityList EntitylD, PolicyID, Priority
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Enabling URL Filtering

Make surethat the URL filtering function is enabled before you start. You can enable
URL filtering from one of the URL Filtering Policies screens (Global, Policy List,
URL Categories, or Schedule).

To enable URL filtering:

1. OpenthelWSSconsoleand click HTTP > URL Filtering Policies > Global (or
Policy List or URL Categories or Schedule).

2. Select Enable URL filtering.

3. Click Save.

Creating a New Policy

When you are creating a new policy or modifying an existing policy, the following
steps must be performed:

e Select accounts
*  Specify rules

To select the account type, first configure the User identification method setting at
HTTP > Configuration > User ID and click Save.

To create a new policy:

1. Openthe WSS console and click HTTP > URL Filtering Policies > Policy
List.
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2. Click Add Padlicy.

i m
3'7 TREND MICRO"InterScan'Web Security Suite Logoff | [Help -1 @I‘?E'.'?
@ URL Filtering Policy: Add Policy (2]
i : | Policy List = (Mew Policy)
» Summary
<HTTP | 1. Select Accounts
Scanning 2. Specify Rules
URL Blocking 1P range: Type  Identification
URL Filtering Policies From: P G doi i)
Glabal P
Policy List Tk &I IRPANGE 10.10.10.10~10.10_10_20 @
URL Categoties IP address: Add > USER  Phil Rufin (HIE-US) ]
Re-classify URL &ll of US WSS
Approved URLs Users ar groups: @ User © Group g [GROLE Developement Team i
Schadule Harne: [ _search |
. Access Quota Polides | [z
Configuration
v FTP
» Updates
» Reports.
v Logs
v Administration LI

Mote: To select accounts by Host
name, change the User Identification
method at HTTP > Configuration >
User ID.

FIGURE 5-3.  To select an account by host name, change the “User

Identification method” setting to “Host name (modified
HTTP headers)” at HTTP > Configuration > User ID.

The URL Filtering Policy: Add Policy screen appears. Specify the account type
(IR, IP range, user or group, or hostname), which was defined under HTTP >
Configuration > User ID. Click Add.

Click Next.
Under 2. Specify Rules, make sure that Enable policy is selected.

Type the policy namein the field provided and select the URL categoriesto be
blocked during work and leisure time:

e Company Prohibited Sites
*  Not Work Related

*  Possible Research Topics
»  Business Function Related
e Customer Defined
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e Others

Note:  If no policies for a specific user or user group are defined in Policy List,
IWSS applies the default policy setting in the Global screen.

e = |
‘:‘?{TREND MICRO"InterScan Web Security Suite Log off | [help =] @
ﬁ b URL Filtering Policy: Add Policy (2]

Policy List = {Mew Policy)
P SUmmary
«HTTP 1, Select Accounts
Seanning 2. Specify Rules
URL Elocking ¥ Enahble policy
HRLRilteringh Boliges Palicy name: [1wss TesT poLicy
alobal
Palicy List URL Category Block during Woaork  Block during Leisure
URL Categories Tirme _Time
Re-classify URL Company Prohibited Sites ~ I
Approved URLs Mot Waork Related |
Echatlule Possible Research Topics { (]
Access Quata Policies | | pysinass Function Related r m|
configuration Customer Defined 17 2
MEIEE Others | |l
» Updates
» Reports I
= Notes
rlogs e
» Administration i ]
>

< Previous I Save | Cancel |

FIGURE 5-4. The “URL Filtering Policy: Add Policy” page.

Click Save.

Inthe URL Filtering Policy List screen, set the priority of the new policy (under
the Priority column) by clicking on the up or down arrows.

Note:  The Priority setting resolves the issue on what policy must be applied if there
are accounts belonging to two or more policies.
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Click Save.
sy ra = =
._J_‘jf/TREND MICRO" InterScan Web Security Suite Log off | [Heln -
@— URL Filtering Policy List ' Enable URL filtering (2]
» summary | Add Policy. | Delate Selacted Line |
~ HTTP | |m  account Palicy Pricrity
Scanning I~ Al of US IWSS Team iwss 1 -
URL Blocking | e I#5S TEST POLICY z v
URL Filtering Policies 10.10.10.100~
e | Wl [ WSS TEST POLICY T
Plicy List [ [Blofls Ihss WSS TEST POLICY 4 4~
URL Categories Developement Team Smea s e e
Re-classify URL [T US-IwSS-TEST WSS TEST POLICY 5
Approved URLs (all Accounts) URL Filtering Global Policy )
Schadul
HEENE Save Cancel | Deploy Policies |
Access Quota Policies
Confianration

FIGURE 5-5.  Click “Deploy Policies” to implement the policy sooner
than the set TTL value.

Modifying an Existing Policy

Any existing policy can be modified to better suit the current environment. You can

also delete unnecessary policies by selecting the corresponding check box(es) and
clicking Delete Selected Line.
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To edit an existing policy:

1.

Open the IWSS console and click HTTP > URL Filtering Policies> Policy
List.

Click the link of the policy to be modified under Policy. The URL Filtering
Policy: Edit Policy screen appears.

Under the Rule tab, make sure that Enable policy is selected.

Select the URL Categories to be blocked during work and leisure time:

e Company Prohibited Sites

*  Not Work Related

e Possible Research Topics

»  Business Function Related

*  Customer Defined
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e Others
Click Save.

Under the Account tab, configure the account settings, and then click Save.

To change the priority of the policy, goto HTTP > URL Filtering Policies >
Policy List, and then set the priority of the edited policy (under Priority). Click
the up arrow to increase the priority number, or click the down arrow to decrease

priority.

Note:

The Priority setting determines which policy is applied if there are accounts
belonging to two or more policies.

Click Save.

i -.-TREND MICRO"InterScan™Web Security Suite Lot | [helr =] @I‘?E'.'E

-

P Summary
* HTTP
Scanning
e URLﬂluck\ng ——
URL Filtering Policies
T S R
Policy List
URL Categaries

Re-dassify URL
Approved URLs
Schedule

) Configuration
» FTR
¥ Updates

URL Filtering Policy:
Edit Policy

e

Policy List = (iwss tast]

[ account [ Rule

¥ Enable policy

Policy

Narny  liwss test

URL Category

Caornpany Prohibited Sites
Mot Work Related
Possible Research Topics
Business Function Related
Custormner Defined

Others

Block during Work Time

p

LE® |CEO L

* Reports
¥ Logs

+ Adrninistration =
4 [

Notes:

Created:

Apr12, 2004 5:09:12 AM PDT

Last Madified: Apr 12, 2004 5:09:46 AM PDT

Block during Leisure Time

p

L=\ Oid

Motes: |

FIGURE 5-6.
given

policy.

Use the “Notes” field to include valuable comments for a
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Configuring the URL Filtering Approved List

IWSS gives you the option to set trusted sites (for example, your corporate internal
Web sites) not to undergo URL filtering to prevent unnecessary overhead. You can
add these trusted sitesto the URL Filtering Approved List. These URL s are no longer
classified and will not be accessible to the Web site for classification. Trend Micro
recommends that you add all internal sites or other company approved URL sitesto

the Do not filter thefollowing sitestext box under HTTP > URL Filtering Policies
> Approved URLSs.

To configurethe URL filtering approved list:

1. OpenthelWSSconsoleand click HTTP > URL Filtering Policies > Approved
URLs.

2. Inthe URL Filtering Approved List screen, type the full Web address, URL
keyword, or exact-match string in the M atch field. Identify this entry by
selecting one of the three options:

+  Website
e URL keyword
e String
o
3,?.‘*3’ TREND MICRO"InterScan~Web Security Suite Leot | [mes =] () IREN
@ = uRL Filtering Approved List (2] =
Match: |
¥ Summary
© web site (example: Sooncom! matches Sooncom' and all of its subsites)
* HTTP
- " URL keyword (example: 'wyy' string matches all URLs containing ‘wyy')
Scanning
G L A e e S e e L R e BB 5
URL Blacking o
A I
URL Filtering Policies
Glaobal Import approved list: [6\Program Files\Trend Micro\IwssiU _ Browse..
Palicy List
Impart
URL Categaries —l
Re-dassify URL Do not filter the following sites:
Approved URLs -
W, antiviras, corm®
wiw.trendmicro. com®

"“““Cnnfiguratinn
» TR
¥ Updates

4 3 a =]

FIGURE 5-7.  To import afile, write “URL Blocking Import File” on the
first line of a file that contains a list of Web sites, URL
keywords, or strings, and then write one rule per line.
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3. Click Add to include thisentry in Do not filter the following sites.

Click Remove to remove highlighted entries from the list (or Remove All to
remove al entries).

To import alist of Web sites and URL strings from a given file to Do not filter
the following sites, specify the location of the file in the Import approved list
field by clicking Browse, and then click I mport.

Note:  Format the text file as follows:
line 1 = URL Blocking Import File
line 2 = [allow]
line 3 and so on: Type Web site, keyword, or string entry
For example:
URL Blocking Import File
[allow]
www . trendmicro.com*
www.antivirus.com*

4. Click Save.

Configuring Work Time Settings
IWSS uses the following default work time settings:

«  Work days: from Monday to Friday
»  Work hours: from 8:00 to 11:59 AM and 1:00 to 5:00 PM.

The time not designated as work time is considered as |eisure time.

As different companies have varying work time schedules, IWSS gives you the
option to configure the work time setting that is suitable to your environment.

To configurethe URL filtering policy schedule:

1. Openthe WSS console and click HTTP > URL Filtering Policies > Schedule.

2. Under Work Time Settings, select the work days and work hours in the fields
provided.
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Note: It is assumed that all IWSS serversin a cluster are within the same time
zone.
Click Save.
.’ . .
j’ TREND MICRO"InterScan~Web Security Suite waof | [wp =] (IR
@ . = URL Filtering Policy Schedule W Enable URL filkering (2]
» Summary Work Time Settings
E H1TP work days: I Sunday
| semming P wanday
URL Blocking 2 Tuesday
URL Filtering Policies W wednesday
e =R
Palicy List M Friday
URL Categories ™ saturday
::;:::L:E: Woaork hours: Marning: Frar: §:00 'I
schedul To: 11:55 =]
Afternoon: From: 13:00 'I
I _Ennflguratmn — _ m
r FTP
¥ Updates Mote: Time not designated as work time will be considered leizure time.
FIGURE 5-8. The time not designated as work time will be considered

as leisure time.

Requesting URL Classification Review

For misclassified URLSs, IWSS gives you the option to send these URLsto
TrendL abs (see TrendLabs starting on page 10-9 for more details) for classification
review.

Torequest URL classification review:
Open the IWSS console and click HTTP > URL Filtering Policies >

1.
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Re-classify URL.

Under Submit URL to TrendL absfor re-classification, type the URL that you
want to request a classification review by TrendLabsin the URL field provided.
Also type your email address and notesin the fields provided. Make sure that the
email server configuration is correct for this message to reach TrendL abs.
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3. Click Submit.

=
IfTREND MICRO"InterScan~Web Security Suite Lot | [kelp =1 @IE‘E’.‘

@ = Re-classify URL (7]

Submit URL to TrendLabs=" for re-classification:
b Summary i

Shin URL: |www, urforclassification. com

3 Sender's email address: [phil@trendmicra.com
Scanning

URL Blocking
URL Filtering Palicies
Global

Hote: Please rel Hassify this URL for the appropriate URL category. ;[

Palicy List
URL Categoties k&l
Re-classify URL

Subrmit
Approvad URLs Submit|

Schedule
4 »

FIGURE 5-9. Provide a short description in the “Note” field of the URL
being submitted for classification review.

Regrouping Categories

A default policy prevents access to a configurable set of category groups. You need
to create additional policiesto allow access to restricted category groups, that is for
users that require broader access to the Internet because of their work functions. By
doing so, you may need to regroup sub-categories belonging to some URL
categories. For example, Travel, Restaurants/Dining/Food, Art/Entertainment are
sub-categories defined by default under Not Work Related. These sub-categories,

however, can be regrouped into a different category such as Business Function
Related.

Toregroup URL categories:

1. Openthe WSS consoleand click HTTP > URL Filtering Policies> URL
Categories.

2. Onthe URL Filtering Policies screen, select the sub-category that you want to
move to anew group.

3. Under Move selected sub-categoriesto, select the appropriate category from the
drop-down menu.

4. Click Save.
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- = . == — — —— — Tt
W?:TREND MICRO”InterScan~Web Security Suite Lot | [mee =] fd TREN
— - OTSC T ICET Y FOTGTe s W;I
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URL Blocking | Web
T i [ fdvertisamant #
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Re-dassify URL I wvehicles ®
Approved URLs ¥ Travel s
Schedule I sports/RecreationfHobbies ®
Access Guota Policies ¥ Restsurants/Dining/Food =
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FIGURE 5-10. Select the new group from the “Move selected
sub-categories to” drop-down menu.
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Chapter 6

FTP Scanning

After installing the FTP service, configure IWSS for FTP scanning. Trend Micro
recommends the following:

Update the virus pattern file and scan engine.
Enable FTP scanning.

Specify file types to block.

Specify file typesto scan.

Configure compressed file scanning limits.
Configure scan actions on viruses.

Configure notifications.

Configure timeout settings.

Configure child processes.

© o NGk wDdPRE
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Turning On/Off the FTP Service

Open the console and click Summary in the left menu. Click Turn On or Turn Off

(at the top of the screen) to run or stop the FTP traffic, respectively. Turn Off means
that the FTP service on the IWSS server is shut down, thus, a client cannot connect to
the FTP server through the IWSS FTP proxy. The default setting is On.

Enabling FTP Scanning

6-2

You can enable or disable FTP scanning using the IWSS console. There are three
FTP settings (stand-alone, local FTPR, or FTP proxy) to choose from depending on
your topology.

To enable or disable FTP scanning:

1. Openthe WSS console and click FTP > Scanning.
2. Select Enable FTP scanning.
3. Click Save.

To configure proxy settings:

1. Openthe WSS console and click FTP > Configuration.

2. Under Proxy Settings, select the appropriate FTP setting based on your topology
(see FTP Installation Topology starting on page 2-13 for the details of the
settings available for FTP):

* Usestand-alone mode (logon = user @host) — See Testing FTP Scanning
starting on page 3-26 for more information on end-user instructions on how
to download (Get) or upload (Put) any content via FTP

e Local FTP server location — The FTP daemon can also act as a sentry
standing guard for the local FTP server to handle FTP traffic (you need to
specify the path or location of the FTP daemon)
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e UseFTP Proxy — The FTP service works with an existing FTP proxy (you
need to specify the host name of the server and port number)

:yTREND MICRO"InterScan™Web Security Suite LoaOff | |Help | ¥ TREND
ﬁ FTP Configuration (7]

[child Processes

Proxy Settings

» Summary
» HTTP
- FTP

® Use stand-alone mode (logon = user@hast)
O Local FTP server location:  |/1=1/

Scanning O use FTP proxy

Configuration Brei-sdrian
S
» Reports Timeout
> Logs Client/Server timeau & [t20 ] seconds
» Administration wirite timeout: [s00 ] seconds
Session timeout: @ [ | minutes

Operation Dptions
@et mode: (& Hormal Put mader (&) Mormal
Q Local Q Local

© Through

FIGURE 6-1. The FTP Configuration page.

3. Click Save.

Specifying File Types to Block

You can identify the types of files that you want to block for security, monitoring or
performance purposes. You can block file types such as Java applets, Microsoft
Office documents, audio/video files, executables, and images.

To select which file typesto block:
1. Openthe IWSS console and click FTP > Scanning > Tar get.

2. Under the Block these file types section, select the file types to be blocked.

3. IntheOther filetypesfield, type other file types that you want to block (use a
space to delimit multiple entries). See Mapping File Types to Block with MIME
Content-types starting on page B-1 for the list of other file types to block.

4. Click Save.
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Specifying File Types to Scan

IWSS scans all files, file types known to potentially harbor viruses (using IntelliScan
to determine the true file type), or specified file types for viruses, including the
individual files contained in a compressed file.

6-4

To select which file typesto scan:

1. Openthe IWSS console and click FTP > Scanning > Tar get.

To scan all file types regardless of extension, click All filetypes under Scan
thesefiletypes (if not blocked). IWSS opens compressed files and scans all
fileswithin. Scan all filesis the most secure configuration.

To usetruefile type identification, click I ntelliScan under Scan thesefile
types (if not blocked). IntelliScan is an intelligent scanning method, which
uses a combination of true attachment type scanning and exact extension
name scanning. True attachment type scanning recognizes the file type even
if the file extension has been changed. IntelliScan automatically determines
which scanning method to use.

You can skip files based on their extensions to work around performance
issues. However, thisis an unsafe practice, because the extension of afileis
not areliable means of determining its content, and viruses can exploit this
vulnerahility.

To scan only selected file types, click Specified file extensions under Scan
thesefiletypes (if not blocked). This contains the list of known file types
that harbor viruses. IWSS scans only those file types that are explicitly
specified in the Default Extensionslist and in the Additional Extensions
text box.

Use this option, for example, to decrease the aggregate number of files
IWSS checks; thus, decreasing overall scan times.

Note:  Thereis no limit to the number or types of files you can specify. Do not

precede an extension with the (*) character. Delimit multiple entries with a
semicolon.

2. Click Save.
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Default Extensions

These recommended extensions are activated by default and are updated with each
new pattern file. The following extensions (current as of June 2004) are known file
types that can potentially harbor viruses:

"",ARJ;BAT; BIN; BOO; CAB; CHM; CLA; CLASS;COM; CSC;DAT;DLL; DOC;DOT; DRV ; EM
L;EXE;GZ;HLP; HTA; HTM; HTML; HTT; INI; JAR;JS;JSE; LNK; LZH; MDB; MPD; MPP; MP
T;MSG;MSO;NWS; OCX; OFT; OVL; PDF; PHP; PIF; PL; POT; PPS; PPT; PRC; RAR; REG;RT
F;SCR; SHS; SYS; TAR; VBE;VBS;VSD;VSS;VST; VXD; WML ; WSF; XLA; XLS; XLT; XML; Z
iZIP;{*;

Priority for FTP Scan Configuration

If your configurations on the FTP Virus Scan screen conflict with each other, the
program will scan according to the following priority:

1. Block thesefile types

2. Scanthesefiletypes (if not blocked).

Configuring Compressed File Scanning Limits

IWSS opens and examines the contents of compressed files according to the criteria
specified in the configuration screen (FTP > Scanning > Tar get). IWSS
decompresses the files for scanning according to the configurable limits (number of
files, decompressed file size, decompression ratio, and decompression layers).

To configure the compressed file scanning limits:

1. Openthe IWSS console and click FTP > Scanning > Tar get.
2. Under Compressed file handling, select from the following two options:
» Block all compressed files

e Scan compressed fileswithin the limits
If you enable Scan compressed fileswithin the limits, type avaue for the
following parameters:

*  Number of files (default is 10000)

»  Decompressed file sizes (default is 200MB)

»  Decompression percent (1-100) (default is 100)
e Decompression layers (0-20) (default is 10)
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3. Click Save.

i
iy v t : :
-‘?/TREND MICRO"InterScan Web Security Suite Leoff | [Her | @E‘?E‘.
@ FTP Virus Scan ¥ Enable FTP scanning @
! Target action | Mofification ™
» Summary
» HTTR Block these file types:
- FTP 11 T 1ava spplets [T Executables [T Micrazoft Office docurnents
Scanmng T audicfuideo files ™ trnages [T other file typas
Configuration
b Updstas Scan these file types (if not blocked):
b Reports @Al file types
b Logs ' IntelliScan: uses "true file type” identification &
b Administration © Specified file sxtensions...

Compressed file handling:

© Black all compressed files

@ gcan compressed files within the limits:
Mumber of files: 10000 Decompression percent (1-100): 100
200
Decornpressed file sizes: Decompression layers (0-20): 10
Me =

Save. Cancel
FIGURE 6-2.  FTP Virus Scan page.

Note:  “100" percent file decompression ratio means that there is no limit on the
compressed files setting; whereas, “0” percent file decompression ratio means
that all compressed files will be blocked.

Setting Scan Actions on Viruses

See To set the FTP scan actions: starting on page 6-8 for the procedure to set an

action to be taken when avirusis detected. You can specify the action for FTP

scanning to take upon finding an infected file (the recommended action setting is

Clean):

e Choose Quarantine to move an infected file to the quarantine directory without
cleaning. The requesting client will not receive thefile.

*  Choose Delete to delete an infected file at the server. The requesting client will
not receive thefile.

e Choose Clean to automatically clean and process an infected file. The requesting
client will receive the cleaned fileif it is cleanable.
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You can specify the action for FTP scanning to take upon finding an uncleanablefile,
which includes worms and Trojans (the recommended action setting is Delete):

*  Choose Pass to send an uncleanablefile to the client without cleaning (Trend
Micro does not recommend this choice, because it may alow infected filesinto
your network).

¢ Choose Quarantine to move, without cleaning, an uncleanable file to the
quarantine directory. The requesting client will not receive thefile.

» Choose Delete to delete an uncleanable file at the server. The requesting client
will not receive thefile.

You can specify the action for FTP scanning to take in handling a

password-protected compressed file (the recommended action setting is Pass):

*  Choose Pass to send a password-protected file to the client without cleaning.

e Choose Quarantine to move a password-protected file to the quarantine
directory. The requesting client will not receive the file.

*  Choose Delete to delete a password-protected file at the server. The requesting
client will not receive thefile.

/7 TREND MICRO"InterScaf Web Security Suite waor | [ier 3 me
&
@ —| FTP Virus Scan ™ Enable FTP scanning (7]
“Target [ Action [ Wotification
¥ Summary
b HTTR File TyPe :ﬂ\ct\un
s Infected files: [oelete Bl
S Uncleanable files: O uarantine &
Scanning
Configuration Password-protected files: [Pas= 7|
b Updates Macros! IPass 'I
EEREROS 1 3a0e || cancal |
¥ Logs
b Administration -
dd [

FIGURE 6-3. By default, the scan action settings for FTP scanning are:
Clean for infected files; Delete for uncleanable files; and Pass
for both password-protected compressed files and macros.
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Macro Scan

Macro Scan detects macros in files during FTP transfers and provides scanning
options (the recommended action setting is Pass).

*  Choose Quar antine to move the files containing macro(s) to the quarantine
directory.

¢ Choose Clean to remove macros before delivering the file.
*  Choose Pass to disable special handling of files containing macro(s).

To set the FTP scan actions:

1. Openthe IWSS console and click FTP > Scanning > Action.
2. Select the action for the following files:

» Infected files (Delete, Quarantine, Clean)

¢ Uncleanablefiles (Delete, Quarantine, Pass)

»  Password-protected files (Delete, Quarantine, Pass)

e Macros (Quarantine, Clean, Pass)
3. Click Save.

Setting Virus Notification

When IWSS detects malicious code in auser’s FTP transfer, IWSS can automatically
send a customized email message to designated email addresses. You can configure
the notification messages under FTP > Scanning > Notification.

To configure the notification settings:

1. Openthe WSS console and click FTP > Scanning > Notification.

2. Enable Send a message when malicious code isfound. Select this option to
have IWSS send a message via email to the administrator and/or designated
others whenever avirus is detected in client FTP traffic. IWSS supports the
following variablesin thisfield:

e %s-- name of detected threat

*  %d -- time and date of occurrence
e %F -- file name (if any)

*  %a-- action taken
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%v -- name of detected threat

3. Configure the email settings by clicking @ Type avalue for each
configuration field:

Email address of the receiver of the notification messagesin the To
address(es) field. Use acomma as adelimiter for multiple email addresses.

Email address of the sender of the notification messagesin the Sender’s
email address(es) field

Domain name or the | P address of the mail server that will send the
notification messagesin the Server nameor |1P addressfield (the defaultis
local host)

Port used by the mail sever, typically 25, inthe SMTP server port field

Freguency that the mail queue must be checked in the Check mail queuein
minutesfield

4, Click Save.

To display an additional messagein the FTP client:

Select this option if you want to add a brief supplemental message to the automatic
virus notification users see whenever IWSS detects that virus. The text message
appears at the FTP command prompt; if the user isusing a FTP client, the message
will be displayed using whatever method the client software provides for session text.

1. Openthe WSS console and click FTP > Scanning > Notification.

2. Enable Add additional message to your FTP prompt. Type amessagein the
field provided.

3. Click Save.

Configuring Timeout Settings

This section describes how to configure client/server, write, and session timeout

Settings.

Client/server timeout settings

The client/server timeout setting indicates how long a client can be idle before
stopping the connection. If the time of the request from client to server islonger than
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the client/server timeout setting, the connection be closed. Thus, if the client or
server does not respond in 120 seconds (default value), IWSS will close the
connection. Use this feature to avoid waiting indefinitely for areply from either a
server or aclient.

Write timeout

Write timeout affects how long data that is being sent can remain unconsumed,
before the receiving client or server is presumed hung. If the response time from the
server to the client islonger than the write timeout setting, the connection will be
closed, thus, preventing further writing. The default value is 300 seconds.

Session timeout

The parent process regularly checks the connection status of child processes. If there
is no response, then the child process will be stopped. The default setting is eight
minutes.

Get and Put Mode

You can configure how WSS behaves when sending (Put) and receiving (Get) files
viaFTP (FTP > Configuration > Proxy Settings > Operation Options). How you
set Get and Put depends on whether FTPisinstalled in stand-alone mode, as a sentry
for the local server, or with an upstream proxy.

Get mode

Nor mal— IWSS performs virus scanning in atemporary (/tmp) directory. The
temporary file accumulates the data for file transfer and is scanned before being
relayed to the destination system.

L ocal—The files that are resident on the system where the FTP daemon (isftpd) runs
are scanned in place (this option only applies when protecting the local FTP site).
Thisisnot valid in stand-alone and proxy modes.
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Note:  When you set Get mode to Local and enable stand-alone mode
(logon=user @host) or Use FTP proxy, the IWSS FTP daemon automatically
resets the internal value back to Normal. Therefore, the files being transferred
will be scanned as Normal.

- FTP

Scanning

) Local FTP server location:

O Use FTP proxy

Configuration
(2 Update.s. )
¥ Reports
¥ Logs
» Adrministration

FIGURE 6-4.

Put mode

Proxy saruer:

Port:

Timeout
Client/Server timaout: 120 |seconds
Write Hirneout: |200 | seconds

Session timeout: O 8 minutes

Operation Options
Get modet @ Narrmal Put mode: & Narmal
O Local O Local

O Through

Gt . - T
._;‘-V TREND MICRO"InterScan™Web Security Suite Log 0ff | | Help ~| ¥ TREND
@ FTP GConfiguration (7]
5 Child Processes
» Summary fruny Settings
+ HTTP @ Usa stand-alone mode (logen = user@host)

Cancel

Get and Put mode settings.

Normal — IWSS performs virus scanning in atemporary (/tmp) directory. The
temporary file accumulates the data for the file transfer and is scanned before being

relayed to the destination system.

Through— The system stores incoming data into a temporary file while performing
the data transfer in parallel. During FTP transfer, IWSS handles files based on the
configuration specified on the configuration screen. You can define the actions the
system needs to perform when it encounters a specific type of file:

» Infected files—available actions are Delete, Quar antine, Clean

* Uncleanable files—available actions are Delete, Quar antine, Pass

» Password-protected files—available actions are Delete, Quar antine, Pass
» Macros—available actions are Quar antine, Clean, Pass
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L ocal—Thefilesthat are resident on the system where the FTP daemon (isftpd) runs
on are scanned in place (this option only applies when protecting the local FTP site).
Thisis not valid with stand-alone and proxy modes.

Note:  When you set Put mode to L ocal and enable stand-alone mode
(Logon=user @host) or Use FTP proxy, the IWSS FTP daemon
automatically resets the internal value back to Through. Therefore, the files
being transferred will be scanned as Through.

Configuring Child Processes

You can fine-tune the performance of IWSS by adjusting settings (FTP >
Configuration > Child Processes) such as the number of processes spawned upon
startup and the refresh rate of idle processes . In addition, you can limit the total
number of child processes IWSS will use at any one time, and the total number of
threads created for a given child process. Improperly adjusting the advanced settings
can result in system instability. We recommend that you use the defaults unless there
is aspecific reason to alter them.

Pre-spawning processes

The IWSS FTP daemon, by default, creates one child process to handle the traffic
load. Depending on your system resources and traffic load levels, you may want to
increase the value in the Number of pre-spawned processes field. Thereis no
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limitation on the number of child processesto be created. However, entering too high
avalue can result in wasted system resources.

P
7 TREND MICRO"InterScan~Web Security Suite wsor | [wop =] (P 1ren
-
@ —| FTP Gonfiguration (7]
Proxy éettings Child Processes

FoSummary

[ Murnber of pre-zpawned processes: |15

- ETP F.estart child processes after idling for: ISSDD seconds
Stanning Maxirnurmn number of simultaneous child processes: |1
Configuration Maxirnumn connections for each child process before restar: 500  comnections

» Updates 1 |Maxirnurn nurnber of threads to create for each child process: |5

EsReponts Save | Gancel

F Logs =

1| i L4

FIGURE 6-5.  Child Processes configuration page.

Regenerating idle processes

IWSS will automatically generate child processes as needed to accommodate traffic
spikes. Astraffic slows, excess child processes are left idle. You can specify, in
seconds, how quickly these idle processes are stopped in the Restart child processes
after idling for field.

Choosing theright idle time isimportant. The accumulation of many idle child
processes means system resources are being wasted. On the other hand, existing idle
processes can respond more rapidly to sudden increases in the workload than
spawning new processes to accommodate the additional load.

e A typical number is 3600 seconds for Restart child processes after idling for.

* A Restart child processes after idling for value of zero means the number of
available processes will always equal your highest usage spikes, no matter how
brief or infrequent they may be. The idle child processes will never stop when
you specify avalue of zero (0).

» A Restart child processes after idling for value of just afew seconds means
IWSSwill haveto create new processes just about every timethereisachangein
the workload.

In specifying a Restart child processes after idling for value, choose a number that
represents a balance between the need to create new processes and the unwanted
accumulation of idle processes.
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Limiting child processes

Before creating anew child process, IWSS checksfirst to seeif there are any existing
processes that can be used. If there are none, IWSS will create a new one. Although
thereistypically no need to limit the number of child processes IWSS can create, this
option allows you to set a maximum under the Maximum number of simultaneous
child processesfield. IWSS stops creating new processes whenever the maximum
number of child processesis reached.

Extinguishing old connections

As amatter of “good housekeeping,” IWSS FTP stops child processes after a set
number of connections has been handled. This ensures that idle resources do not
inadvertently remain active. A typical number to enter in the M aximum connections
for each child process before restart field is 500, meaning that after 500 FTP
connections have been handled, the hosting child processitself isterminated and a
new one generated (a new child is only created if needed). This means that the child
processis gone after serving the 500 connections. Setting this number too low can
result in needlessly brief cycles. Enter azero (0) in thisfield to disable the maximum
number of connection options. The default value is 500.

Selecting how many threads to create

You have the option of selecting how many threads to create for each child processin
the Maximum number of threadsto create for each child processfield. A typica
maximum is five. Entering too high a number can contribute to system instability.
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Chapter 7

Managing Logs

There are two types of logs available with IWSS: Reporting Logs and System L ogs.
There are multiple logs for each: HTTP scan, FTP scan, Mail delivery service,
Administration, and Update logs are examples of system logs; and Virus,
Spyware/Grayware, URL blocking, Performance, FTP, and URL access logs are
examples of reporting logs.

System logs contain unstructured messages due to errors or state changesin the
software, and are only visible by viewing the log file— they cannot be seen from the
Web console. Reporting logs provide program event information, and can be seenin
the IWSS console. The log datais stored in a database. It may optionally also be
stored in text log files for compatibility with scripts the customer may have written,
or as aredundant check to verify that the database is properly updated.
Topicsincluded in this chapter are:

* Log File Naming Conventions

e VirusLog

*  Spyware/Grayware Log

e URL Blocking Log

* URL AccessLog

e Performance Log

e FTPGetLog
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e FTPPutLog
» Deleting Report Logs
e Log Settings

Log File Naming Conventions

By default, log files are written to the /etc/iscan directory. The naming

convention for log files, for example, is:

virus.log.2004.08.14

which can be read as[virus log name] for August 14, 2004

The naming conventions for each type of log are summarized in the following table:

TABLE 7-1. Log files naming conventions

virus.log.yyyy.mm.dd

Virus Log
URL Blocking u%_géocking .log.yyyy

Performance Log

perf.log.yyyy.mm.dd

URL Access Log

access.log.yyyy.mm.dd

FTP Log

ftp.log.yyyymmdd.0001

HTTP Log

http.log.yyyym-
mdd. 0001

Mail Delivery Log

mail.log.yyyym-
mdd.0001

Update Log

update.log.yyyym-
mdd.0001
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Virus Log

The virus log contains information on virus name, date and time of detection, name

of the affected file, action taken, user 1D, and scan type.

To view theviruslog:

1. Openthe IWSS console and click Logs > VirusLog in the left menu.
2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days).

Click Rangeto view the viruslog in a given time range, and then indicate the
start and end dates.

3. Under Viruses, select virus(es) in the left list box to be added in theright list box.
Highlight virus(es) to add, and then click Add (or Add All for all viruses listed).
To remove virus(es) from the right list box, highlight the virus name(s) and click
Remove (or Remove All for all viruses listed).

4. Under the Sort by section, select the appropriate option to sort the display log
(Virus, Date, Action, Scan Type, File Name, User ID).

5. Click Show Log. The Virus L og viewing screen appears.

Wirus

#2KM TEST VIRUS

M COMCERT

SPYW TEST WIRUS

SPYW TEST VIRUS

SPYW TEST FILE

MWZKM TEST WIRLIS

MWZKM TEST WIRLIS

W2kM TEST WIRUS

WZKM TEST WIRUS

-

FIGURE 7-1.

Date

2f27/04
2158149
PM
2f2Ti04
2:55:35
PM
EETI0G
2:50:00
PM
EIZTI04
2:49:55
PM
104
Fi03:36
PM
31704
3:06:07
PM
2F2Ti04
2:50:50
PM
2f27/04
2:51:18
PM
31704
3:08:48
PM

File Marne

Vwstegasotomfoszazesew  lemt| Rehwh
Action

<\ Test FileshwirushCleanable\EXT_KLAMLA

levelonos. zip

EXT_DOC DOC

cleanable_virus_ext_doc.zip

EXT_DOT.0OT

EAT_DOT.LOT

SPYW_Test_Virus exe

SPYW_Test Virus3.exe

SPYW_Test_Virus exe

The filz is cdeaned.

The uncleanable fila leuel0DDE. zip is movac
Micral IWSShquarantinat VERC. trp.

The file is ceaned.
The uncleanable file is delatad.
The file iz cleaned,
The file is cleaned.

The uncleanable file i= deleted,

The uncleanable file SPYW_Test_Virus3.exs
Files\Trend MicrohIW SShquarantinet VEnB, tr

The uncleanable file SPYW_Test_Virus.exe
Files\Trend MicralIWSShquarantinel VEn2D

Sort the Virus log according to Virus, Date, Action, Scan
Type, File Name, or User ID.

6. Click Refresh to update the viruslog.
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Spyware/Grayware Log

7-4

The Spyware/Grayware Log contains information on spyware and other grayware
that has been detected in your network, including the name of the potential threat, the
date and time of detection, the name of the file in which the threat was detected, the
user 1D of the user who encountered the threat, the category of threat (spyware, joke,
dialer, and so on), and the action that was taken by IWSS (such as delete or
guarantine).

To view the Spyware/Grayware log:

1. Openthe WSS console and click L ogs > Spyware/Grayware L og in the | eft
menul.

2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days).

Click Rangeto view the URL blocking log in a given time range, and then
indicate the start and end dates.

3. Inthe Grayware field, move the names of the grayware threats that you want to
detect (shown in the l€eft list box) to the right list box. To do so, highlight the
grayware that you want to add, and then click Add (or Add All for al grayware
listed). To remove the list of grayware from the right list box, highlight the
grayware name(s) and then click Remove (or Remove All for al grayware
listed).
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4. Click Show Log. The Spyware/Grayware L og viewing screen appearsin a
secondary browser window.

AL e o = -
/TRE ND MICRO™InterScan~Web Security Suite @I'.‘E".‘E
= o [
pyware/Grayware Log as of 8/12/05 2:08:35 PM Exportto C8W =) Print & Refrash

Spyware/Grayware ¥ Date File Mame Category Action Uzer ID Scan Type
7129705 X The file iz .

BEAP TEST FILE 11:21:46 RAP_Test_Filz.exe Unknown deleted 10.2.202,142 virus scan
A '
Ffz9/05 g

DIAL TEST FILE 11:21:39%  DIAL.zip Dialer Zzlee:'elz ¥ 10.2.202,140 virus scan
A g
7129705 X The file iz .

SPYWW TEST FILE 11:21:14 SPYW_Test_File.exe Unknown deleted 10.2.202.140 virus scan
A !
Zi2i0s 2 The file iz :

BEAP TEST FILE 11:20:11 RAP. zip Unknown dalated 10.2.202.144 virus scan
A g
7129705 X The file iz .

HETL TEST FILE 11:19:15 HKTL_Test_File.exe Unknown deleted 10.2.202.141 virus scan
A !
22ty : The file iz .

CRCK TEST FILE 11:18:58 CRCK. zip PasswordCracker deleted 10.2.202.140 wvirus scan
A i
Ffza/05 AT

JOKE TEST FILE 11:18:33  JOKE.zip Joke Zzlee:'elz ¥ 102,202,143 virus scan
A !
2122705 : 2 ¢ The file iz :

JOKE TEST FILE 11:18:21  mediurm_joke.zip Joke dalatad 10.2.202.140 wirus scan
A g
7129/05 X The file iz .

JOKE TEST FILE 11:15:18%  JOKE_Test_File.exe Joke deleted 10.2.202,142 virus scan
A !
72205 : : : The file iz 2

JOKE TEST FILE 11:18:12  rediurm_joke.zip Joke deletad 10.2.202.144 wvirus zcan
A '
7129705 . . The file iz .

CRCK TEST FILE 11:17:53  rmedium_crck,zip PasswordCracker deletad 10,2,202,144 wirus scan
A !
Zi22/08 . : The file iz 2

HKTL TEST FILE 11:17:52  medium_hktl zip Unknown daletad 10,2,202,142 wirus scan

. PR YRR 3 S Lo BRI

FIGURE 7-2. Sample spyware/ grayware log.
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5. Click Refresh to update the Spyware/Grayware log. Click Print to print a copy
of thelog. Click Export to CSV to export the datato a.csv file. An example
follows:

E] grapwaielog[1]. csv
A B c D E F G

RAP_TEST_FILE R RAP _Test_File.exe Unknown The file is deleted. 10.2.202.142 virus scan
DIAL_TEST FILE R DIAL zip Dialer The file is deleted. 10.2.202.140 virus scan
SPYW_TEST FILE | #EH SPYW _Test_File.exe | Unknown The file is deleted. 10.2.202.140 |virus scan
RAP_TEST_FILE R RAP Zip Unknown The file is deleted. 10.2.202.144 virus scan
HKTL_TEST_FILE R HKTL _Test_File.exe Unknown The file is deleted. 10.2.202.141 virug scan
CRCK_TEST_FILE | s CRCK zip FagewordCrac The file is deleted.  10.2.202.140 virug scan
JOKE_TEST FILE it JOKE . zip Joke The file is deleted.  10.2.202.743 virus scan
JOKE_TEST FILE HitEEEE medium_joke. zip Joke The file is deleted.  10.2.202.740 virus scan
JOKE_TEST_FILE Hit JOKE_Test_File.exe  |Joke The file is deleted.  10.2.202.143 virus scan
JOKE_TEST_FILE R medium_joke. zip Joke The file is deleted.  10.2.202.144 virus scan
CRCK_TEST_FILE | ####8 medium_crck.zip PasswordCrac The file is deleted.  10.2.202.144 virus scan
LIHETL IEST FILE. . #eiesd roediuro, hkdlzin .. Unknown . The file is.deleted. 102202142 virus scan.

g2z
Lt e e S e T T g R S

FIGURE 7-3. Example of .csv file containing Spyware/Grayware log data.

URL Blocking Log

The URL blocking log contains information on URL s that have been blocked
including the date and time blocking has occurred, category, blocking rule applied,
user ID, Outbreak Prevention Policy (OPP) ID, scan type, and the full path of the
URL that is blocked by IWSS.

To view the URL blocking log:

1. Openthe IWSS console and click Logs > URL Blocking L og in the left menu.
2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days).

Click Rangeto view the URL blocking log in agiven time range, and then
indicate the start and end dates.

3. Under URL s blocked, you can add the URL(s) listed in the left list box to the
right list box. Highlight the URL(s) that you want to add, and then click Add (or
Add All for all URLslisted). To removethe list of URLs from theright list box,
highlight the URL (s) and then click Remove (or Remove All for all URLs
listed).

4. Under Sort by, select the appropriate option to sort the display log.

* URL—The URL addressthat is blocked

+ Date—Thedate and time when the file or URL is blocked

7-6
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Category—The rule defined by the user in the URL filtering policies,
Access Quota, file blocking, PhishTrap, and URL blocking

Rule—Thisis composed of the following:

IWSS-defined rule (block the URL containing avirus): displaysthe
URL that has been blocked, for example

URL blocking rule: displaysthe URL in the block list, for example
URL filtering rule: displays the policy name, for example

OPP defined rule: displays the OPP rule, for example

File type defined rule: displaysfile block type, for example

PhishTrap defined rule: displays PhishTrap violation rule, for example

Access Quota defined rule: displays access quota violation rule, for
example

OPP | D—The ID number of the Outbreak Prevention Policy (OPP)

Scan Type—For example, Normal, access quota, file type, URL memory
block list, content filter, or PhishTrap.

User ID—The | P address of the client machine where the browser resides,
hostname, or user name
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5. Click Refresh to update the URL blocking log.

Date Category  Rule User [D 'Sr;:Z ?Dpp Ul -
SN0 e

2:54:35 PhishTrap 1010.1010  PhishTrap

o vector

3/10/04
2:54:53
PM
3/10/04
2:58:59
2
3/10/04
2:58:57
PM
3/10/04
2:58:53
2
3/10/04
3:18:42
PM
3/10/04
2:58:10
PM
3/10/04
3:19:56
PM
3/10/04
3:20:31
2
3/10/04
2:51:46 work wirw exampledhza, com™ 10101010 normal @ hitpifwww. example®.coms
PM
3/10/04
3:30:27
2
3/10/04
2:54:20
PM
3/10/04
3:25:07
2
3/10/04
3:29:19
PM
3/10/04
3:35:43
2
3/10/04
4:08:56
PM
3/10/04
1:54:37 work 10,2.202,177/virus/virus/noncleanablefext_ad.af 10101010 normal 0 httpiff10.2, 202,177 virus/virus/Noncleanable/EXT,
2

3/10/04

2:44:21 work COM file 10101010 normal 0 htbpffd0.2 202,177/ virus/NoVirus/ COM_files/PKAR
PM

3/10/04

1:56:53 work COM file 10101010 normal 0 hitp:f10.2,202.177/ virus/NoVirus/ COM_filesfARC.
2

3/10/04

1:57:16 work COM file 1010.10.10  normal [u] http /10, 2,202,177/ virus/ Nowirus/ COM_file s/ AR C.
PM

o

http i/ www2, coderz, netikalarn s horne, htrn

Malicious

Cpplzs | PSR 10101010 PhishTrap

=}

Fettp s/ www. yernp 3. comnf

Malicious

applet PhishTrap 10101010 PhishTrap

o

Fettp o/ www. yernp 3, comnf

Malicious

Cpplzs | PSR 10101010 PhishTrap

=}

Fettp s/ www. yernp 3. comnf

Malicious

applet PhishTrap 10101010 PhishTrap

o

Fettp o/ www. yernp 3, comnf

Malicious

applet PR 10101010 PhishTrap

=}

http i/ www. permnp 3. comf

Malidious
applat

o

PhishTrap 10101010  PhishTrap hittp i/ www. waitsex, comiteen/

Malicious

applet PR 10101010 PhishTrap

=}

Fettp o/ www. waitsex, comnftesn

Malicious

applet PhishTrap 10101010  PhishTrap

o

Fettp o/ www. waitsex, cornftesn

Mot Wark
Related

Hsinghua  content
filker

o

User Hsinghua hittp i/ www, asty, com/

Virus

e SR 10101010  PhishTrsp

=}

hitp i/ www. achtungachtung. com/pup. exe

Mot Wark
Related

Hsinghua  content

User Hsinghus filter

0 httpi//www. a-blackjack-casina. com/

Mot Wark
Related

Hsinghua  content

User Hsinghus filter

0 hHtpi/fwww. a-blackjack-casine. com/

Mot Wark
Related

Hsinghua  content

User Hsinghus filtar

0 httpi//www. a-blackjack-casina. com/

Mot Wark
Related

Hsinghua  content

User Hsinghus filtar

0 hHtpi/fwww. a-blackjack-casine. com/

FIGURE 7-4. Sample URL Blocking log.

Note:  You can also find an entry in the URL Blocking Log when an FTP proxy
blocks a file by type.
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URL Access Log

The URL access log contains information on server name, date, user identification,
client IP address, server |P address, domain, and path. IWSS records the URL access
log only when Log HTTP/FTP access eventsis enabled (Log HTTP/FTP access
eventsisdisabled by default) under L ogs > Settings > Reporting L ogs. Each access
monitoring record contains the following information:

Date and time the access occurred

User who visited the site

IWSS server that processed the access

I P address of the client system that made the request

Note:  The network address translation may render this data meaningless, or at |least
make it appear that all requests are made from a single client.

Domain accessed
Path portion of the URL (the HTTP service can get the full URL path)
IP address of the server from which the data was retrieved

To view the URL accesslog:

1. Openthe IWSS console and click Logs > URL Access L og in the left menu.
2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days)

from the drop-down menu.

Click Range to view the URL accesslog in agiven time range, and then indicate
the start and end dates.
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3. Under Sort by, select the appropriate option to sort the URL access |og.
4. Click Show Log. The URL Access L og viewing screen appears.
5. Click Refresh to update the URL accesslog.

Server Date User ID Client IP Server IP Dornain

31704

6:22:58  Phil Monge 10.10.10.10 123123123123 us.f105. mailyahoo.com
PM

3/1/04

6:23:59 Jet Matthew 10.10.10.12 123.123.123.123  u=.fi05.mail.yahoo.com
PM

31704 _

5:24:27  Phil Monge 10.10.10.10 123.123.123.123 us. f105, mail.yahoo.com
PM

3/1/04

6:21:13 Jet Matthew 10.10.10.12 123.123.123.123 fi05.mail.yahoo,com
PM

31704 _

3:\421:23 Fhil Monge 10.10.10.10 123.123.123.123 us.fl05. mail.yahoo,com
2f27/04

3:04:54 Kathy Q 10.10.10.11 123.123.123.123 us. fE07. mail.yahoo,com
PM

2/27/04

3:05:21 Kathy Q 10.10.10.11 123123123123 us. f&07. mail.yahoo,com
PM

2f27/04

2:05:10 Kathy Q 10.10.10.11 123123123123 us.f607.rmailyahoo,com
PM

2f27/04

2:05:11 Kathy Q 10.10.10.11 123123123123 us.f607.mail.yahoo.com
PM

TR RS

4 |

QALAB-
101-05

QALAB-
101-05

QALAB-
101-05

QALAB-
101-05

QALAB-
101-05

QAL-
101-04

QAL-
101-04

QAL-
101-04

QAL-
101-04

Path

yrigs

yring's

yrigdL

yrong|

yrog|

yring't

yringt

yrind#

yridé

FIGURE 7-5. Sort the URL Access log according to Server, Date, User,
ClientlP, ServerlP, Domain, or Path.

Performance Log

7-10

The performance log contains information on server name, date, and the type and
value of the performance metric. Each performance metric record contains the
following information:

» Date and time the metric was recorded
e |WSS server that recorded the metric

*  Metric name (one of: HTTP Requests Processed, HTTP Responses
Processed, Number of HTTP threads, HTTP CPU % Utilization)
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* Metric value

Server

QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05
QALAR-101-05

FIGURE 7-6.

¥ Date
31704 11:42:29 AM
31704 11:42:29 AM
31704 11:42:29 AM
31704 11:42:29 AM
31704 11:43:33 AM
31704 11:43:33 AM
31704 11:43:33 AM
31704 11:43:33 AM
31704 11:46:33 AM
31704 11:46:33 AM
31704 11:46:33 AM
31704 11:46:33 AM
31704 11:49:33 AM
31704 11:49:33 AM
31704 11:49:33 AM
31704 11:49:33 AM
31704 11:52:33 AM

Sample Performance log.

To view the performance log:

Matrix Mame

HTTP Requests Processed
HTTP Responses Processed
HTTP CPU % Utilization
Murnber of HTTP Threads
HTTP Requests Processed
HTTP Responses Processed
HTTP CPU % Utilization
Murnber of HTTP Threads
HTTP Requests Processed
HTTP Responses Processed
HTTP CPU % Utilization
Murnber of HTTP Threads
HTTP Requests Processed
HTTP Responses Processed
HTTP CPU % Utilization
Murnber of HTTP Threads

HTTP Requests Processed

Value

10
11

1. Openthe IWSS console and click L ogs > Performance L og in the left menu.

2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days)
from the drop-down menu.

Click Rangeto view the performancelog in agiven time range, and then indicate
the start and end dates.

3. Under Sort by, select the appropriate option to sort the performance log.

4. Click Show Log. The Performance L og viewing screen appears.

5. Click Refresh to update the performance log.
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FTP Get Log

The FTP Get log contains all FTP Get transaction information, which includes user

7-12

name, date, FTP transfer source, and file name.

User ID

administrator@ 123.123.123.123
administrator@ 123123123123
adrninistrator@ 123.123.123.123
adrninistrator@ 123.123.123.123

administrator@ 123.123.123.123

* Date

227704
14340
22704
3:150:47
227704
315129
22704
3:151:37
227704
3:151:38

PM

PM

PM

PM

P

Frarm

123.123.123.123

123.123.123.123

123.123.123.123

123.123.123.123

1243.123.123.123

File Marne

EXT 2.2
EXT_PL.PL
mp3-pwd.zip

MonCleanable

FIGURE 7-7.  Sort the FTP Get log according to User, Date, From, or File

Name.

Toview the FTP Get log:

1. Openthe WSS console and click Logs > FTP Get L og in the left menu.
2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days)

from the drop-down menu.

Click Rangeto view the FTP Get log in agiven time range, and then indicate the

start and end dates.

3. Under Sort by, select the appropriate option to sort the display log.

4. Click Show Log. The FTP Get log viewing screen appears.
5. Click Refresh to update the FTP Get log.
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FTP Put Log

The FTP Put log contains all FTP Put transaction information, which includes user
name, date, sender identification, and file name.

User ID * Date Frarn

p@ 123,123 123123 2724704 4:59:00 PM 123123123123
P 123123123123 2724704 4:58:58 PM 123123123123
P 123123 123123 2724704 4:58:55 PM 123123123123

FIGURE 7-8.  Sort the FTP Put log according to User, Date, From, or File

Name.

Toview the FTP Put log:

1.
2.

Open the IWSS console and click Logs > FTP Put L og in the left menu.

Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days)
from the drop-down menu.

Click Rangeto view the FTP Put log in a given time range, and then indicate the
start and end dates.

Under Sort by, select the appropriate option to sort the display log.
Click Show L og. The FTP Put L og viewing screen appears.
Click Refresh to update the FTP Put log.
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Deleting Report Logs

You can delete logs (log datain files) that are no longer needed from the directory of
agiven virus log, URL blocking log, URL access log or performance log.

Note: Deleting alog will not necessarily remove the corresponding data from adisplay in
the IWSS console. You need to remove the corresponding data from the
appropriate database table (see Major database tables for WSS
logging/reporting. starting on page 8-22 for more information).

To delete one or morelogs:

1. Openthe WSS console and click L ogs > Deletion in the left menu.
2. IntheLog File column, select dates for which logs are to be deleted for the:
* VirusLog (includes Get and Put logs)
e URL Blocking Log
* URL AccessLog
e Performance Log
3. Click Delete, and then confirm by clicking OK on the next screen.

{7 “TREND MICRO"InterScari Web Security Suite waor | [ier (&) rewn
SEREPONS ] Log Deletion 12}
~* Logs

wirus Log [wirus Log : URL Blocking Log | URL Access Log Performance Log .,

Delete |
[~ LoagFile Size (Bytes)
Performance Log
¥ | 2/27704 147430
a v z2/28/D4 226160
Settings WV zizafos 405960
S T T

b Administration

R
1| ¥

FIGURE 7-9. Summarize the log list according to date and size (in
bytes).
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Log Settings
On the L og Settings screen, you have the option to configure the following:
*  Gather performance data
e Log HTTP/FTP access events
» Database log update interval
«  Writelogs to database and log files or database only
» Directoriesfor reporting and system logs
*  Number of daysto keep the system logs
e  Quarantine directory.

Directory Locations

You can configure the directories for the Reporting Log, System Log, and
Quarantine. The default location is/etc/iscan/1og for both reporting and system
log directoriesand /etc/iscan/quarantine for the quarantine directory. IWSS
checksif the directory entered exists on the IWSS server. If the directory isnot on the
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IWSS server, an error message will appear to notify you that the directory you entered
is not accessible.

-
% G Log Settings 0 —
Reporting Logs ™| Ss.tsiem [ﬂgs
P Summary
» HTTP | .Directuries
e virus log: |retciiseanilon
» Updates | |URL blacking log:  [fetefiscanilag
[+ Reports | |URL accass log:  [fetefiscan/log
[+ Logs | |Perfarmance logi  [fetcfiscaniloa
wirus Log .I]ptinns

URL Blocking Log
URL Access Log

¥ Gather parfarmance data

Logging interval (in minutes): |2

Performance Log

[T Log HTTR/FTP access events

FTP Get Log
FTP Put Log R e TR ]
Setings Database log update interval (in seconds): [30
Deletion

¥ Administration wirite lags tar

@ Database and log files

" Database only

Save || cancel =

FIGURE 7-10. You have the option of writing logs to database and log files
or database only.

To configurereporting log directories:

1. Openthe WSS console and click L ogs > Settings > Reporting L ogs.
2. Intheir corresponding text boxes, type the log directory of the following:
e Viruslog
* URL blocking log
* URL accesslog
»  Performance log
3. Click Save.
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To configurethe system log directories:

1. Openthe WSS console and click L ogs > Settings > System L ogs.
2. Intheir corresponding text boxes, type the log directory of the following:
e HTTPscanlog
» FTPscanlog
e Mail delivery daemon log
e Administration log

e Updatelog
3. Click Save.
A
qﬁ : | Log Settings (7]
| Reporting Logs .| System Logs
¥ Summary
» HTTP Directories
e 1 HTTP scan log: [fetfizcandlag
¥ Updates FTP sean log: |tetefiscanilog
b Reparts Mail delivery daemon log:  [fetefiscanilag
- Logs administration log: [fetefiscanflog
Wirus Log Update log: [fetefizcandlag
URL Blocki L
i Quarantine: |fetefiscandquarantine
URL Access Log
Performance Log Option
FTF Get Log Number of days to keep the systam logs: [5
Save Cancel |

r

FIGURE 7-11. The default number of days to keep the system logs is 5.

4

To configure the quarantine directory:

1. Openthe IWSS console and click L ogs > Settings > System L ogs.

2. Under Quar antine, type the folder where you want quarantined items to be
copied.
3. Click Save.
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Chapter 8

Managing Reports

IWSS provides you with statistics that are useful in generating reports for along-term
network traffic profile. These reports help you to optimize the network capability and
its security. IWSS gives you the option of generating reports based on a given
category of a specific user, all users, al groups or specific group(s). You can either
create the report manually (real-time) or on a scheduled basis. A report notification
can be sent to the email addresses defined in the configuration setting at given time
intervals.

Topicsincluded in this chapter are:

*  Viewing the Threat Report

*  Generating Reports

*  Configuring Real-time Reports

*  Configuring Scheduled Reports

* Importing Data
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Viewing the Threat Report

8-2

When you first log on to IWSS, the Summary view is the default view that appears.
Click the Spywar e tab on the Summary view to see if any spyware or other
grayware has been detected on your network today, during the past week, or during
the past month. For example:

7 TREND MICRO"InterScan~Web Security Suite Logoff | [Help =] (3 1REnD
ﬁ Summary HTTP Traffic: On Turn @ff  FTP Traffic; On Turn Off @
Scanning URL Spyware Threat Report
P Summary
» HTTP Scanning results for [Past month =] L Refrash
' FTP Narmes Freguency
EAP TEST FILE 3
b Updates
ADW TEST FILE 3
» Reports EsS
SPYW TEST FILE £
¥ Logs -
b Administration E[EE AT DI &
CRCK TEST FILE 3
HKTL TEST FILE &
DIAL TEST FILE s

Last refresh: 8/12/05 5:06:01 PM

FIGURE 8-1. View spyware/grayware threats detected today, in the past
week, or in the past month via the Spyware tab in the
Summary view.

The Spywar e tab allows you to view threats by name and frequency.

Click a specific threat name to open the Trend Micro Virus Encyclopedia search
page, to get more information about a specific threat. The Virus Encyclopedia
contains a description of all known spyware and other grayware, as well as viruses,
Trojans, worms, and so on. The description includes risk ratings, aswell as solutions,
technical details, and statistics.
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For example:

|Glohal Sites ;I |Search

¢P) TREND. BHE e W O30z
MICRO

Home : Producte : Purchase : Support JEEEITGITRGI Find a product

Wirus Encyclopedia Horme > Security Information = Wirus Encyclopedia = SPYW_DYFLUCA C
Security Advisories

Scams & Hoaxes SPYWiDYFUCA.C

Joke Programs

Spyware/Grayware

Phishing Encyclopedia

Wirus Map

—

Overview || Solution || Technical Details || Statistics

Subscriptions .
QUICK LINKS Understanding Mew Pattern Format | Printer Friendly Page

weekly Wirus Report

General Wirus .
; ype: 0
i e Malware type: Others Overall risk ratin Low

In the wild: No
Destructive: No
Language: English

White Papers
Test Files

FIGURE 8-2. Sample of spyware information from the Trend Micro Virus
Encyclopedia.
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If spyware and other grayware is detected on the Spywar e tab, click the Threat
Report tab to see a detailed report of the threats. For example:

—
o
-j?'/TREND MICRO"InterScan~Web Security Suite twgoff | [neip <1 (&, TREND
@ Summary HTTP Traffic On Turn Off  FTP Teaffic: On Turn Off @
Scanning URL [ Spyware | Threat Report
F Summary
b HTTP Threat summary for | Past 28 days = [*FExport to csv Chprint fRefresh
» FTP 7716405 - 8f12 /05
¥ Updates
¥ Reports
- 1600 fiscaicnscnn:t
¥ Logs L4080
b Administration 1200 W Spyware | Grayware
1000 WVirus
200 Trojan
Other
600 W Macro
400 Phish
200 W Unsigned Activel
| W URLfilter
Weel 1 Weelk 2 Weelk 3 Weelc 4
Wweek 1 week 2 week 3 Week 4
Spyware/Grayware o 4z o o
Virus o 858 o o
Trojan ] 13 ] ]
Other o ) o o
Macra ] 13 ] ]
Phish o 337 o o
Unsigned Acivei o o o o
URL filter o 83 o o
Last refresh: 28/12/05 5:09:43 PM

FIGURE 8-3. Sample of the Threat Report.

Generating Reports

8-4

IWSS gives you the option of writing the reporting logs to database and text files or
to adatabase only. This option can be configured in the IWSS console under L ogs >
Settings > Reporting L ogs (see Log Settings starting on page 7-15 for more
information). The text logs are available for backward compatibility with IWSS 1.0
and to allow further analysis of log data through custom scripts or other third-party
applications. They can also be used in validating the completeness and accuracy of
logging to the database.
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Note:  For better performance, Trend Micro recommends that you migrate to “ database
only.” Data for reports is recorded to the database at a configurable interval.

There is a performance penalty for enabling the accesslog (Log HTTP/FTP access
eventsis disabled by default). However, many reports on user activities will not be
available if the accesslog is not enabled. Conversely, if IWSSis configured as an
upstream proxy, valuable data on user activities may not be available to IWSS. Thus,
you need to decide whether or not you want WSS to be the mechanism to summarize
all Web activities. If you do, then the access logging must be enabled under L ogs >
Settings > Reporting L ogs > Options.

The IWSS console displays graphs and statistics for a generated report. Graphs can
be displayed in various formats:

e Bar
o Stacked bar
e Line

Note:  The IWSS package is bundled with PostgreSQL 7.4.1. IWSS also supports Oracle
8i/9i.

There are two types of report generated:
»  Blocking event report
e Trafficreport for URL filtering

You can view the following report categories for each type on the IWSS console or
via Control Manager:

Blocking-event Reports

» Riskiest URLs by viruses detected

* Riskiest users by infected URL s accessed
* Most violations by user

e Most violations by group

* Most blocked URL categories

* Most blocked URLSs
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e Most blocked URLs by day of the week
*  Most blocked URLSs by hour

Traffic Reports
* Most active users

e Most popular URLs

*  Most popular downloads

e Most popular search engines

» Daily traffic report

e Activity level by day of the week
» Activity level by hour

e Per user report

Spyware/Grayware Reports
»  Spyware/grayware detections by category
e Top spyware/grayware detections
*  Most detections by user

Configuring Real-time Reports

You can schedule IWSS to automatically create periodic reportsin real time based on
agiven category of a specific user, al users, all groups or specific group(s) and send
you the URL viaemail. You can also define and generate custom reports at any time
from the Real-time Reports page by clicking Generate Report at the bottom of the
page. Report content is affected by the User ID method you are using and the
availability of logging data.

To configurereal-timereports:

1. Openthe IWSS console and click Reports > Real-time Reportsin the left
menul.

2. Under Time period, select atime (All Dates, Today, Last 7 days, Last 30 days)
from the drop-down menu.
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Click Range to generate areport in agiven time range, and then indicate the start
and end dates.

Under Report by, select one of the following four options:

* Allusers
»  Specific user(s)
« All groups

»  Specific group(s)
Under Report Type, select one of the two types of report to be generated
*  Consolidated report
e Individua report - select from the listed reports
»  Blocking-event reports
e Traffic reports
*  Spyware/Grayware reports
Under Options, select the following chart type from the drop-down menu:
e Ba
o Stacked bar
 Line
To distinguish blocked and unblocked traffic on agiven chart, select Distinguish
blocked from unblocked traffic. Choose this option to have IWSS break out
user datain the report to show hits on blocked sites versus hits on unblocked

sites. Thisoption only appliesif you will generate a Consolidated report or will
include any individual reports for URL Blocking.
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8-8

6. Click Generate Report.

TABLE 8-1. Relationship between Report by and Report Type
Report Type
Report by
Consolidated report Individual report
All users Includes all listed “Per user report” is dis-

reports except for “Per
user report”

abled

Specific users

“Per user report”

Only “Per user report” is
enabled

All groups or
Specific groups

Included are only these
five reports:

0 Most violations by
group-

0 Most blocked URL
categories

0 Most blocked URLs
0 Most blocked URLs
by day of the week

0 Most blocked URLs
by hour

These five reports are
enabled:

0 Most violations by
group

0 Most blocked URL
categories

0 Most blocked URLs
0 Most blocked URLs
by day of the week

0 Most blocked URLs
by hour
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To select specific group(s):
1. Openthe WSS console and click Reports > Real-time Reportsin the left

menu.
2. Under Report by, select Specific group(s), and then click Select.
1P range: Type Identification
From:  [10.10.10.10 GROUR U5 Beta IWES i}
Tor  [to10.10.20 _IAdd z GROUP IWSS QA Group i}
ﬁ;clv—‘:lep: T — | GROUP IMSS RD Group g
GROUP All of US IMSS T
DMS_Project_IWSS Add > | 2 sam
all of US IWSS Developeme
S Beta IWSS

all of US IWSS Team
All of US WSS QA Team

FIGURE 8-4. Select Groups page.

Note:  When you click Select on Specific group(s) (Reports > Real-time Reports >
Report by), the Select Groups pop-up screen displays according to the
setting made in the user identification method (HTTP > Configuration >
User ID).

3. TypethelP address range or type a group namein the fields provided.
4. Click Add.
5. Click Save
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To select specific user (s):

1. Openthe WSS console and click Reports > Real-time Reportsin the left

menu.

2. Under Report by, select Specific user(s), and then click Select.

IP r_______________
addrass: 10,10,10.10 Add = | Type
IP
User Marme: Iiwss Search
_I USER

US IWSS Test User Add = |

US IWSS Team archive
forum_iwss

Identification
l0.10.10.10

Kathy G

=&

FIGURE 8-5.  Select Users page.

Note:  When you click Select on Specific user(s) (Reports > Real-time Reports >
Report by), the Select Users pop-up screen displays according to the setting
made in the user identification method (HTTP > Configuration > User 1D).

3. TypethelP address or the user namein the fields provided.

4. Click Add.
5. Click Save
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Report Highlights
Description

Created by

Server

Group by

Report period fram
Report period to
Chart type

Distinguish blocked frorm unblocked traffic

Information

Adrninistrator
us-konglinux2000/10,2,14,125
All Users

8/11/05 5:00:00 PM

8/12/05 5:00:00 PM

Bar

Mo

Top | Report List

Blocking-event Repart

Rizkiest URLs by viruses detected
Rizkiest uzers by infected URLs accessed
Mozt violations by user

Mozt violations by group

Mozt blocked URL categories

Mozt blocked URLs

Mozt blocked URLs by day of the week
Mozt blocked URLs by hour

Traffic Report

Most active users

Mozt popular URLs

Mozt popular downloads

Mozt popular zearch engines
Daily traffic report

Activity level by day of the week

Activity level by hour

Spyware/Grayware Reports

Top spywarefgrayware detections

Mozt detections by uzer

Mozt spyware/grayware detections by categor

FIGURE 8-6.

Real-time consolidated report highlights.
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FIGURE 8-7.

blocked from unblocked traffic” enabled.

Most Popular URLs

URL Blocked Unblocked Hits
1 10.10.10.10 10 20 20
2 10.10.10.10 e} 21 21
00 25 50 75 100 125 150 175 200
3 10.10.10.10 o 15 15
e —
4 www.yahoo.com/ i 9 3 N
5 10.10.10.10:1812 0 77 3
4
& us.il.yimg.com i & & 5
7 0 5 5 6
10.10.10.10
7
8 us.al.yimg,com i s| s s
9| us.f607.mail.yahoo,com 0 s s e
10
10 10.10.10.10 o 4 4 1 [r—
1z [
11 10.10010.10 3 14
12 10.2.202.39:1812 3 14 Blocked | Unblocked
Total 16 100 116

FIGURE 8-8.

from unblocked traffic” enabled.

Most Popular Downloads
File Type KB Daownloads
w Received Blocked Unblocked Total
text/html;
1T s 165966031 o 6 6
application/x-zip-
e —— 3408559 1 2 3 o 0 20 30 40 50 60 70 BO @0
% applicationfpastscript T1z221 o 1 1 19
4 textihtml| 200745 o 85 85 2
5 text/plain 152580 o 5 5 3
. 4
@ Crplieden):- 141645 [} 23 23 5
javazcript
o
7 applicationfoctet- 135897 2 2 4 o
stream
B8
2 image/gif 112136 o 9z 93 o
9 application/msward 19458 2 1 3 0
10 imagefjpeg 73189 o 16 18 1
11 texticss 45295 o 2 8 12
application/x-
1z 30150 o 2 2
shockwave-flash locked | Unblocked
Total 171097904 S 244 249
Too | Reoart List

“Most Popular Downloads” report with “Distinguish

=

“Most Popular URLs” report with “Distinguish blocked
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Configuring Scheduled Reports

You can set IWSS to generate schedul ed reports on adaily, weekly, or monthly basis.
To control the large volume of reports generated, WSS gives you the option to delete
unnecessary scheduled reports. You can also customize the number of records (for
example, URLS, users, violations) of the following reports, which is configurable
under Reports > Settings > Customization:

Blocking-event reports:

Riskiest URL s by viruses detected
Riskiest users by infected URL s accessed
Most violations by user

Most violations by group

Most blocked URL categories

Most blocked URLSs

Traffic reports:

Most active users

Most popular URLSs

Most popular downloads
Most popular search engines

Note:  Group report gives you the blocking events that are triggered by a policy for a

group, not the activities of members of that group in general.
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e Most popular search engines

'f""/TREND MICRO"InterScanWeb Security Suite Leaoff | [Heln -] 1) TREND
Ry,
@ Customize the number of records: =l
Blacking-event reportss
» Summary Riskiest URLs by viruses detected: [0
Y HTTP | Riskiest users by infected URLs accessed:  [10 |
» FTP Most wiolations by user| [0
+ Updates Most violations by group: [
~ Reports Most blacked URL categories: [0
Real-time Reports | Most blocked URLs: e

Scheduled Reports
1 | Teaffic reports:

Settings
Dl Rt Mozt active users; 10
Weekly Repart Most populsr URLs: 10
Manthly Repart Most popular downloads:  [10
Customization Mozt populsr search I
engines: 10
* Logs
+ Administration Customize the report data maintenance setting:

Directory o save the reparts: |[fete/iscan/report
Hurnber of days to store report data into & database: [60

Humnber of scheduled reports to save for vieuing:

Daily: &0
weekly:  [20 b
Monthly:  [4 Bl

FIGURE 8-9. By default, the data are stored in a database for 60 days.

To customize thereport setting:
1. Openthe WSS console and click Reports > Settings > Customization in the
left menu.

2. Under Customize the number of records, type the appropriate number of
records for each report to be generated.

3. Under Customize thereport data maintenance setting, type the following
information in the fields provided:

a. Directory to save the reports (the default is /etc/iscan/report)
b. Number of daysto store report data into a database (the default is 60 days)
¢.  Number of scheduled reports to save for viewing:
» Dally (the default is 60)
e Weekly (the default is 20)
*  Monthly (the default is 4)
4. Click Save.
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To configure daily reports:

1.

Open the IWSS console and click Reports > Settings > Daily Report in the left
menu.

Enable Generate daily reports, and then select a start time from the drop-down
menul.

Type the email address(es) of the receiver(s) of the report naotification in the
Send report notification to field.

Under Report by, select one of the following four options:

e Allusers
»  Specific user(s)
e All groups

»  Specific group(s)
Under Report Type, select the type of report to be generated.
*  Consolidated report
e Individual report
*  Blocking-event reports
e Traffic reports
*  Spyware/grayware reports
Under Options, select the chart type from the drop-down menu (Bar, Stacked
bar, or Line).

To view the activity for both blocked and unblocked traffic on a given chart,
select Distinguish blocked from unblocked traffic.
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7. Click Save.

‘;“7’/ TREND MICRO"InterScaf Web Security Suite Leor | [mem =] (IR
ﬁ Daily Report Settings @;‘

¥ Generate daily reports

Real-time Reports

© Specific user(s Selech.,
Scheduled Reports - P )
Settings All groups
Daily Report © specific group(s)  Seleck..

Weekly R rt
RRLneRy Report Type
Monthly Repart e —
Customization Consolidated repart

» Logs € Individual report

T Blocking-event reports;

- 7 Riskiest URLs by wiruses detected

[T Riskiest users by infected URLs accessed
[T Mozt vislstions by user

[T Mast viclstions by group

I Mast blocked URL categarias

7 Mast blocked URLs

it

ELSUTITALY Start time: [12 2
»
FiTER Send report notification ot [phil_rufin@trendmicro.com
A example: userl@xxx. com, user2@xocx.com
¥ Updates =
Report by
~ Reports
© Al users

Traffic reports:

7 Mast active users oo
[T Mast popular URLs

I Mozt popular downloads

[T Mozt popular zearch enginas

[T Daily traffic report

[T activity level by day of the week _'Ll
| >

FIGURE 8-10. Delimit multiple email addresses with a comma.

To configure weekly reports:

1.
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Open the IWSS console and click Reports > Settings > Weekly Report in the

|eft menu.

Enable Generate weekly reports every, select the day of the week and a start

time from the drop-down menu.

Type the email address(es) of the receiver(s) of the report notification in the

Send report notification to field.

Under Report by, select one of the following four options:

e Allusers

e Specific user(s)

e All groups

e Specific group(s)
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5. Under Report Type, select one of the two types of report to be generated
*  Consolidated report
e Individual report

»  Blocking-event reports

e Traffic reports

*  Spyware/grayware reports
Under Options, select the chart type from the drop-down menu (Bar, Stacked

bar, or Line).

To view the activity for both blocked and unblocked traffic on agiven chart,

select Distinguish blocked from unblocked traffic.

Click Save.
v "%f/ s 2 1 1 Iﬁ 0 TREN
5 TREND MICRO"InterScan Web Security Suite Lot | [Help =| (@ TREN
T [
9 4 Weekly Report Settings [ 7 e
T [ [ Generste weskly reports eusry [Sunday =] J
e Start time: |12 x|
e Send report notification te:  [phil_rufin@trendmicra.com
example! userl@sx:o: com, user2@xxs, carm
¥ Updates P @ e
~ Reports Report by
Real-time Reports & all users
Scheduled Reports ' specific user(s) select..
Setings Al groups
Daily Report
. O tpedfic grouplsy  Selet.
weekly Report

FIGURE 8-11. “Generate weekly reports every Sunday” is enabled by

default.

To configure monthly reports:

1.

Open the IWSS console and click Reports > Settings > M onthly Report in the

|eft menu.

Enable Generate monthly reports on date, select the date of the month and a
start time from the drop-down menu.

Type the email address(es) of the receiver(s) of the report notification in the
Send report notification to field.

Under Report by, select one of the following four options:
e Allusers
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e Specific user(s)
* All groups
»  Specific group(s)
5. Under Report Type, select one of the two types of report to be generated
e Consolidated report
e Individua report
*  Blocking-event reports
e Traffic reports
e Spyware/grayware reports
6. Under Options, select the chart type from the drop-down menu (Bar, Stacked
bar, or Line).

To view the activity for both blocked and unblocked traffic on a given chart,
select Distinguish blocked from unblocked traffic.

7. Click Save.
7 s o : :
.‘.?/.TREND MICRO InterScar"Web Security Suite waof | [reir - @I‘?E’.‘
ﬁ Monthly Report Settings 215
V¥  Geners te monthly reparts on date [1 v
b Summary Start time: m
b HTTP sand report notification ta:  [phil_rufin@trendmicro.com
» FTP example: userl@:x::. com, userZ@xuxx, com
¥ Updates Report by
Tikemorts @ all users
Real-time Reports I spatiFic dsei(e Selseti
Scheduled Reports e oAl
All groups
Settings
O Select..
Daily Report Specific group(s) Select,..

FIGURE 8-12. Monthly report setting page.

To delete scheduled reports:

1. Openthe IWSS console and click Reports > Scheduled Reportsin the left
menu.

2. Select the reports (daily, weekly, or monthly) to be deleted.
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3. Click Delete for selected individual report(s) (or Delete All for al the reports).

= Scheduled Reports

Delete Delete All

Real-time Reports

¥ Summary

»HTTP Daily Reports schedule setting
I ¥ z004.02.26

+ Updates ¥ 20040

FRepoTts I zo04.03.01

Scheduled Reports Wrekly Reports

gchedule setting

Settings ™ zo04.02.28

¥ Logs

Monthly Reports

schedule setting

b Administration

I 20040229

< of

FIGURE 8-13. Click “schedule setting” to return to the report setting

page.

Riskiest Users by Infected URLs Accessed = |
User Wiruses Blocked
1 monique 100
2 jane 100
[*) 25 50 75 100
3 john 100 monique
jane [—
[
dii=son 100 Jiioi‘t::: [ ——
joe |———————
S|ioe 200 B mast_infection_hits
Total s00
Top | Report List
Most Yiolations by User
User Blocked
1 monique a9
2 jane 139
o 100 200 300 €00
3 john 239 monique
jane
o T e ]laoslc\l:: J———
ine
Pice i W Virus Blocked
Total 1195 =l

FIGURE 8-14.

A sample daily report for all users, which shows

“Riskiest Users by Infected URLs Accessed” and “Most

Violations by User”.
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Importing Data

You can access information from the IWSS database using other third-party tools.
The following exampl e gives you the procedure of importing data using the
Microsoft Excel application.

Note:  Prior to using Microsoft Excel to query the PostgreSQL database, the windows
ODBC driver for PostgreSgl should be installed (the PostgreSgl ODBC driver can
be downloaded from http://www.postgresqgl.org). Likewise, the ODBC
driver also needs to be installed if data querying is to be performed through
Microsoft Excel or Access on MS Windows 2000. Please refer to Oracle's
documentations for the Oracle ODBC driver installation.

Toimport data using the Microsoft Excel application:

1. Open Excd and click Data > Get External Data > New Database Query.

2. Under Choose Data Sour ce > Databases, select the data source name (for
example, IWSS*). Click OK.

Choose Data Source cd B
Databases | IJueriesl OLAP Cubesl
<Mew Data Source: & ﬂl
Classicstocass”
dB ase Files - word* Erowse... I
dBASE Files® -

E=cel Filez” Options... |
FouPro Files - Word* —I

Delete

N g =

@I v Usze the Query Wizard to creatededit queries

FIGURE 8-15. Choose Data Source screen.

3. Typeyour logon credentials in the next screen. Click OK.

4. IntheAvailabletable and columnsfield of the Query Wizard - Choose
Columns screen, select tb_url_usage, and then add to the Columnsin your
query field. Click Next. Table 8-2 gives you a sample of mgjor database tables
for IWSS logging/reporting.
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Query Wizard - Choose Columns x|

What columns of data do you want to include in wour queny?

Axvailable tables and columns: LColuming i your quernys:
th_QuataCansumption -] s | Lzernanme £ j
th_report_b url

e x | zize j
th Pl date_field
th_search_engine < | protocel
= mime_content
tb_violation sarver
- client_ip d|

Preview of data in selected colurmn:

FIGURE 8-16. Query Wizard - Choose Columns screen.

Under Query Wizard - Filter Data, filter the data to specify which rowsto
include in your query.

For example, select “username” in Column to filter, then choose “ begins with”
in the drop-down list under Only include rows where > user name, and then
select “username.” Click Next.

Query Wizard - Filter Data x|

Filter the data to zpecify which rows to include in pour query.
IF wou dot't want b filker the data, click MNest.

LColurmn to filker: Only include rows where:
 Lsername
url Ibegins with | |Mark] i
size
date_field & bnd 0O
protocal
mime_content I j I j
server Chnd €
client_ip
server_ip | j | j
domain
path ;I QU i

@I { Back I Mext » I Cancel |

FIGURE 8-17. Query Wizard - Filter Data screen.
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Under Query Wizard - Sort Order, specify the type under the Sort by field,
and then specify how the data must be sorted:

* Ascending or
e Descending
Click Next.

In the next screen, select Return Data to Microsoft Excel, and then click
Finish. Select the location where to save the data (Existing worksheet, New
worksheet, PivotTable report). Click OK.

TABLE 8-2. Major database tables for IWSS logging/reporting.

Table Name Example Columns

tb_url_usage username, url, size, date_field, proto-

col, mime_content, server, client_ip,
server_ip, domain, path, file_name,
operation, uid

tb_report_bhy Period, category, entity_type,
entity_name
tb_violation username, date_field, protocol, url,

malicious_entity, file_name,
entity_name, action, scan_type,
blocked_by, rule_name, opp_id,
group_name, category, uid

tb_performance_value Server, date_field, Metric_value,
Metric_id

tb_entity EntitylD, EntityType, EntityName

tb_entitytype EntityType, EntityTypeName, Note

tb_policy PolicylD, PolicyName, PolicyType,

IsEnable, IsDefault, CreationTime,
LastModifiedTime, Note

tb_policytype PolicyType, TypeName, TimeToLive,

UpdateVersion, Note
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Table Name

Example Columns

tb_prioritylist

EntitylD, PolicylD, Priority

tb_quotaconsumption

EntityType, EntityName, Digest, Con-
sumption, Timeframe, LastUpda-
teTime

tb_rule RulelD, PolicyID, ActiveTime,
RuleValue
tb_search_engine id, url
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Chapter 9

Trend Micro Control Manager

This chapter introduces WSS management via Control Manager, an antivirus and
content security management solution. Here you will find information about its
purpose, capabilities, install agent, and architecture.

Topicsincluded in this chapter are:

Control Manager Overview

Outbresk Prevention Services

Important Terms

Understanding the Management Architecture
About Agents

Opening the Management Console

Updating the Outbreak Prevention Policy
Status Monitoring

Configuration Replication
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Control Manager Overview

Control Manager is a software management solution that gives you the ability to
control antivirus and content security programs from a central location — regardless
of the program’s physical location or platform. This application can simplify the
administration of a corporate antivirus and content security policy.

Alternatively, regional
management is
possible.

' ull b
e = y N
Control | RS
Manager h‘ ~
Server =

")
T 1 C t I
| Contro
%f Manager
:I Server II

Antivirus protection for
all platforms and LANs
can be managed from
a single location.

FIGURE 9-1.  Control Manager managing a global antivirus and content
security network.
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Outbreak Prevention Services

Outbreak Prevention Services (OPS) are Trend Micro
services available through Control Manager. OPS
allows enterprises to take proactive steps against new
virus threats before the necessary virus pattern files
are available. By bridging the gap between threat
notification and virus pattern delivery, enterprises can
quickly contain virus outbreaks, minimize system
damage, and prevent undue downtime.

OPS is a key component of the Trend Micro
Enterprise Protection Strategy (EPS) — the
culmination of aresearch initiative that identified best
practices for preventing or deflecting potentially
damaging virus attacks. This study was brought on by
the apparent failure of conventional security measures

What OPS provides

Timely notification of new
threats

Continuous and
comprehensive updates
on the status of the
outbreak

Threat-specific
recommendations on
how to contain viruses

Prompt delivery of
virus-specific product
settings, called “outbreak
prevention policies"

to defend against new generation threats, such as CodeRed and Nimda.

Note:  Additional information on the Enterprise Protection Strategy can be found on the

Trend Micro Web site at http://www.trendmicro.com.

It was determined that enterprises — regardless of size — adhered to a remarkably

similar set of staged procedures when responding to what Trend Micro now calls the

“virus outbreak lifecycle.”

In response to these findings, Trend Micro created Outbreak Prevention Servicesto
address concerns at each stage of the life cycle. OPS harnesses the three core

strengths of Trend Micro:

«  Enterprise-class antivirus and content security products
»  TrendLabs— the Trend Micro 1SO-certified virus research and technical support

center

e Partnerships with best-of-breed network security vendors

and brings them together in a single powerful interface: Trend Micro Control
Manager. With OPS, Control Manager provides answers to the following key

security questions:
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e Am| under attack?
e Can my system handle the attack?
e How should I respond to the attack?

Important Terms

9-4

The terms shown below are used throughout the chapter; thus, you need to become
familiar with these terms.

Control Manager Server

The Control Manager server is the machine on which the Control Manager
application isinstalled. The Control Manager Web-based management console,
which controls the Control Manager system, runs on this server.

Agent

The agent is an application installed on a product-server that allows Control Manager
to manage the product. It receives commands from the Control Manager server, and
then applies them to the managed product. It also collects logs from the product, and
sends them to Control Manager. The Control Manager agent does not communicate
with the Control Manager server directly. Instead, it interfaces with a component
called the Communicator.

Communicator

The Communicator isthe communications backbone of the Control Manager system;
it is part of the Trend Micro management infrastructure. Commands from the Control
Manager server to the managed products, and status reports from the products to the
Control Manager server, al pass through this component. Only one Communicator is
installed on each product server; the Communicator then handles the needs of al the
agents on the aforementioned server.

Entity

An entity is arepresentation of a managed product on the Product Directory link.
You see these icons in the directory tree of the Entity section. The directory treeisa
composition of all managed entities, residing on the Control Manager console.
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Understanding the Management Architecture

Control Manager uses athree-tier management architecture;
»  Enterprise Protection Management Tier

e Product-level Management Tier

*  Protection Tier

All protection occurs at the first tier called the Protection Tier. Client applications of
client-server products such as OfficeScan Enterprise Edition, and the servers of
stand-alone products such as InterScan ViruswWall, I nterScan Web Security Suite, and
ScanMail for Microsoft Exchange reside in thistier.

The management servers of client server products such as OfficeScan Corporate
Edition and ServerProtect populate the Product-level Management Tier. These
servers enforce virus policies, and deploy updates to their client products.

All these products can be brought under a single Control Manager server in the
Enterprise Protection Management Tier. Using the Control Manager Web-based
management console, you can enforce auniform security policy for all your antivirus
and content security products.

About Agents

Control Manager controls the first two tiers of its network using a system of
applications called agents. These agents receive command inputs from the
management console, and then apply them to the managed products. Agents also
obtain status information from the products and send them back to the Control
Manager server. The latter function allows you to view the status of your entire
network at a glance.

The Control Manager agent package is actually composed of two components; the
agent itself, and the Communicator. The Communicator handles

secure-communi cation between agents and the Control Manager server. Only one
Communicator isinstalled on a machine; thus if multiple products co-exist on a
server, the product agents share the Communicator.
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Opening the Management Console

There are two ways to access the management console: directly on the Control
Manager server, or remotely, using a browser.

To access the management console on the server:

1.

2.
3.

At the server, click Sart > Programs > Trend Micro Control Manager >
Trend Micro Control Manager Server.

Type your user name and password in the fields provided.
Click Sign in.

To access the management console via a browser:

1

2.
3.

Type the following in the browser address field:
http://{host name or IP}/ControlManager

where host name isthe name of the server on which Control Manager isinstalled.
The L ogon screen opens.

Type your user name and password in the fields provided.

Click Signin.

To log off from the management console:

Click Sign Out at the upper right corner of the management console.

Updating the Outbreak Prevention Policy

You can find the policies currently on your Control Manager server on the main
Outbreak Commander screen. You must update your policiesif you receive a
notification of an outbreak that does not have a corresponding policy on the table.
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Note:  After installing a Control Manager server, Trend Micro strongly advises you to

perform an Update Now task to update your policies immediately. For subsequent
updates, use the Scheduled Update function.
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To apply an outbreak prevention policy to IWSS:

1.

Access the management console via Control Manager or remotely using a
browser.

Click Outbreak Commander on the menu.

Select apolicy (for example, WORM_BAGLE.H).

TREND MICRO
Control Manager

Help | Support rity Info | About

Home | Outbreak Commander | Products | Computers | Reports | Administration
Signed in as: root | Sign Sut
Outbreak Commander  (Cuthreak Cammander

Histor:
husan Active Policy =
Policy Update WORM_BAGLE.H

Scheduled Update  Update Status
* Current version: Engine(6.860) | Pattern(801) | OPP(89)

Hpdate Mow N
Update How s Scheduled policy download: DFF

* Automnatic application of new policies: DFF
Dovmload new policy: Update Now

Dutbreak Prevention Paolicies

, Required
policy Ca=t Risk  Delivery Mathod Required o=
Enabled Engine Info

Pattern
@ WORM_BAGLE.H nfa  Medium Email, Shared Drives 5.2000000 753 View
 CUSTOM_POLICY nfa  Low Mo data 5,200 000 View
 EICAR_TEST_FILE nfa  Medium Email 5,200 414 View
 PE_BUGBEAR.B nfa  Medium Email 5,200 662 View
( PE_LOVGATE.I nfa  Medium Email, Shared Folder 5,200 645 View
 PE_LOVGATE.] nfa  Medium Email, Shared Folder 5,200 560 View
 PE_LOVGATE.K nfa  Medium Email, Shared Folder 5,200 564 View
 PE_NIMDAE nfa  Medium Email, Shared Folder, [1S 5,2000000 662 View
 PE_NIMDAE 09/03/200% Medium Ernail 5.5 161 View

03153116
R

¢ SQLELAMMER.A nfs  High  SGL Exploit 5.4000000 546 View

WBS_LOVELETTER nia Medium Email, IRC 5.200 £45 View -
[al _| View
il | b

FIGURE 9-2. Outbreak Prevention Policy screen in the Control
Manager Web console.

Click Outbreak Prevention Wizard.
In the next screen, click Sart.

Under the Prevention tab, indicate the duration of the policy (in days) in the
Policy duration field and indicate how the prevention stage must be applied in
the Deployment plan field, which has three options:

» Deploy to All Entities Now (Default)
e Deploy to All Immediately (Outbreak-Prevention)
* Deploy to All Immediately (Outbreak-Scanning)
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7. Select Inter Scan Web Security Suitefor Solarisor Linux and click Inter Scan

Web Security Suitefor Solarisor Linux. Indicate the entry points that must be
blocked by this policy. Indicate the type of blocking to be implemented (Webmail
site blocking, File name blocking, File name/truefile type blocking, URL pattern
blocking, and Web server blocking) and type the entries to be blocked in the text
box provided.

Click Next to go to the Notification tab. On this screen, specify the recipient of
the notification, method of notifying the recipients (email, pager), and the
corresponding message to be sent.

Click Next to go to the Scanning tab (no configurations needed for IWSS). Click
Next to go to the Update tab. Under the Update screen, specify how often you
want to check for updates (interval of time and source; Internet: Trend Micro
update server or Other source) and the method of deploying the updates
(Immediately to all destinations or According to a Deployment Plan).

10. Click Finish.

TREND MICRO
Control Manager

Help | Support | Security Info | About

Home | Outbreak Commander | Products | Computers | Reports | Administration
signed in as: root | Sign Out
Duthreak Commander (Quthreak Commander
History What entry -points should be blocked by this policy? ;I
Policy Update Wiew Settings
Scheduled Undate [ [#] InterScan Messaging Security Suite for Windows
Undate How I (¥ InterScan Messaqing Security Suite for UNIX
I ¥ InterScan eManager
" ] ScanMail for Microsoft Exchange
I (¥ scanMail for Lotus Notes
I (¥ scanMail eManager
I ¥ gatelock Corporate Edition
I [ InterScan WebProtect for [CAP

¥ [=] InterScan Web Security Suite for Windows /Solaris /Linux
Show/Hide Sugqgestion
[# Webmail site blocking:

ww.badmailsite. com

&.g., www.mail_site_to_black, comn

[ File name blacking: _
K1 | »

FIGURE 9-3.  Use the settings recommended by Trend Micro, or
modify them according to the needs of your network.
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To view the status of IWSS:

1. Open the Control Manager management console.
2. Click Products on the menu.

3. Intheleft menu, select the target machine for the IWSS product (for this
example, US- IWSS-115).

TREND MICRO
Control Manager

Help | Support |

Home | Outbreak Commander | Products | Gomputers | Reports | Administration
Signed in as: root | Sign Cut
Q4 Seach  GiRefresh  Proguct Directory » Rootfolder = MNew entity » US-WSS-115

Products
Asdd/Rernove Product Agents
Status Configuration Tasks Logs
Directory Manager
Product Information -
Product: InterScan Web Security Suite
SRraductBiesion Product version: 2.0
Root folder Build: 1163

EH=y New entity Product language: English (en)

Agent version: 2.5.0
@ KH-LAB4
o Registerad with Control Manager: 05/04/2004 10:24:09 AM
@ TM-EFSCEOIGACE g, Running since 0z /04/2004 10:25:14 AM

Spam rule version: néa
@ 1US-IWSS-ALTO Spam rule information: nfa
Temp Virus pattern version: 01

LastUpdateTime: 03/05/2004 03:00:30 FM
Scan engine version: EngineType Engineversion LastUpdateTime
32 bit DLL(NT/2000) 6.360-1004  08°28/2004 02:00:15 AM
Operating System Information
Mame: Linux and Solaris
Version:

Service Pack:

Language: English (en_US)

Agent Environment Information

Dornain narme: qalab.trend

Host narne: US-IWsSsS-115 B

1| | o

FIGURE 9-4. The Status screen provides product, operating
system, and agent environment information.
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To perform configuration replication for IWSS:

1. Open the Control Manager management console.
2. Click Products.

3. Intheleft menu, select the master IWSS machine (for this example,
US-IWSS-115) that will perform the replication.

TREND MICRO
Control Manager

Help | Suppert | Security Info | About

Home | Outbreak Commander | Products | Computers | Reports | Administration

signed in as: roct | Sign Out
Qu seach  @Refresh  proguct Directory = Roatfolder = New entity = US-IWSE-115

Products
Add/Rernove Product Agents
Status Configuration Tasks Logs
Directory Manager
Summary HTTP Traffic: On Turn Off FTP Traffic: On Turn CFH

E-Product Directory -
@ The product has notbeen activated.  more info...

Scanning [uRL
e ¥ Enable HTTP scanning ™  Enable FTP scanning ¥ Refrash
Termp AT : 1 Update uluuRollback
Component Current Version  Last Update Update Schedule
& |vinus pattermn 146,00 6727703 10114156 AM | 02100 hourly
" PhishTrap pattern 11 1/28/04 6:28:12 PM
| Spyware pattern 0.120.00 ;ﬁfzﬂm 137148
LI € Scan enaine £.960-1004 SAErOd eiraing . |S2000 Sallnday

FIGURE 9-5.  You can perform all the necessary configurations for
IWSS within Control Manager.
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The Configuration tab is used to configure the master IWSS machine. Select the
product name in the drop-down menu under the Select a product field, and
select the appropriate entry under the Select a configuration field. Click Next.

TREND MICRO
Control Manager

Home | Qutbreak Gommander | Products | Computers | Reports | Ad

Products

Add/Remaove Product Agents

signed in as: root | Sign Cut
Qusearch  @Refresh  Product Directory = Root folder = New ertity = US-WWES-115

Mesxts > I

server.

) Status Configuration Tasks Logs
Directary Manager
Tasks
E-Product Directory Select a task:
CHog Root folder
= _NEW enilly Supparted products:
@ KH-LABA o
p InterScan Web Security Suite for Linux and Solaris |+
E0® TMBFSCEIIISAC [Command set versian: 2.0]
@
B0 US-IWSS-AUTO -
-

FIGURE 9-6. The selected IWSS servers for configuration replication
have to be in the same service mode as the source IWSS

The IWSS console appears. Perform the desired configuration, and then click
Tasks. Choose Configuration Replication in the drop-down menu of the Select

atask field.
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6. Click Next. In the next screen select an entity or folder for replication, and then
click Replication.

TREND MICRO
Control Manager

Help | S

Home | Outbreak Gommander | Products | Computers | Reports | Administration

Signed in as: root | Sign Out
Q% Search B Refresh Product Directary » Rootfolder = Mew entity = US-WSS-115
Products
Add/Remove Product Agents

N Status Configuration Tasks Logs
Directary Manager

Task: Replicate the current settings to other server -

E-Product Directary

Select » entity or a folder
=y Root folder Y

9 [ kH-Lags
B9 [F Us-Wss-115
B9 & US-IWS5-AUTO

FIGURE 9-7.  Select an entity or folder for configuration replication.
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Technical Support, Security

Information, and Troubleshooting

A license to the Trend Micro Software usually includes the right to product updates,
pattern file updates, and basic technical support for one (1) year from the date of
purchase only. After the first year, Maintenance must be renewed on an annual basis
at Trend Micro’s then-current Maintenance fees.

If you need help or just have a question, please feel free to contact us. We also
welcome your comments.

Trend Micro Incorporated provides worldwide support to all of our registered users.

* Toview alist of the worldwide support offices, go to:
http://kb.trendmicro.com

» Toview thelatest Trend Micro product documentation, go to:
http://www.trendmicro.com/download/

In the United States, Trend Micro representatives can be reached via phone, fax, or
email. Our Web site and email addresses follow:
http://www.trendmicro.com
support@trendmicro.com
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For regional contact information and the specific technical support numbers for al
the regional and worldwide offices, open the IWSS console and choosing Support
from the drop-down in the banner.

General US phone and fax numbers follow:
Voice: +1 (408) 257-1500
Fax: +1 (408) 257-2003

Our US headquarters is located in the heart of Silicon Valley:
Trend Micro, Inc.
10101 N. De Anza Blvd.
Cupertino, CA 95014

(main)

Home | Products | Purchase [CHICTIRS SecurityInfo ; Partners : AboutUs Find a product

Knowledge Base

FAQS

Update Center

Product Lifscycle
Support Newsletter
Beta Programs

Wirus Response Service

Submission Wizard
Premium Support

Register Online

Home = Suppart

Support

Premium Support Customers: LOGIN

Preventive Measures
> Ensure You Have the

select solutions to view: [Hot Solutions

Hot Solutions
> Trend Micro's Response to the Remote Sendmail Header
Processing Yulnerability, (HOT)

> OfficeSean Corporate Edition S.x client performance issues
when using Scan Engine 6.510 an... (HOT)

> pC-cillin 2002/2003 changes the POP3 server to "localhost”.
> Re-d ding the PC-cillin 2000 program without paying
again.

> How to clean and delete the WORM DELODER.A or DELODER.A

virus,

Search the Knowledge Base

Latest Pattern File
> Create a Rescue Disk

If you think you're
Infected

* Scan vour Swstermn Now

> Read Our Antivirus Tips

> submit Suspicious Files ||

Need Help?

> Can't Find vour Serial
Mumber?

> Wiew Frequently Asked
Questions

> Search the Knowledge

Products: [all

Base
I} 3

FIGURE 10-1. Trend Micro Technical Support site.

About Trend Micro
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Trend Micro, Inc. isaglobal leader in network antivirus and Internet content security
software and services. Founded in 1988, Trend Micro led the migration of virus
protection from the desktop to the network server and the Internet gateway—gaining a
reputation for vision and technological innovation along the way.
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Today, Trend Micro focuses on providing customers with comprehensive security
strategies to manage the impacts of threats to information, by offering centrally
controlled server-based virus protection and content-filtering products and services.
By protecting information that flows through Internet gateways, email servers, and
file servers, Trend Micro allows companies and service providers worldwide to stop
viruses and other malicious code from a central point, before they reach the desktop.

To make this possible, TrendL abs, aglobal network of antivirus research and product
support centers, provides continuous 24 x 7 coverage to Trend Micro customers
around the world. TrendLabs modern headquarters has earned | SO 9002
certification for its quality management proceduresin 2000 - one of thefirst antivirus
research and support facilities to be so accredited. We believe TrendL abs is the
leading service and support team in the antivirus industry.

Trend Micro is headquartered in Tokyo, Japan, with business units in North and
South America, Europe, Asia, and Australia—a global organization with more than
1,800 employeesin 25 countries.

For more information, or to download evaluation copies of Trend Micro products,
visit our award-winning Web site:

http://www.trendmicro.com

Contacting Trend Micro

Trend Micro has sales and corporate offices located in many cities around the globe.
For global contact information, visit the Trend Micro Worldwide site:

http://www.trendmicro.com/en/about/contact/overview.htm

Note:  The information on this Web site is subject to change without notice.

Contacting Technical Support
To contact Trend Micro Technical Support, visit the following URL:
http://kb.trendmicro.com

Then, click the link for one of the following regions:
* AsaPacific
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Australiaand New Zealand
Europe

Latin America

United States and Canada

Follow the instructions for contacting support in your region.

Version Information

In addition to virus pattern file updates, Trend Micro also provides occasional scan
engine and/or program upgrades. To find out exactly which virus pattern, PhishTrap,
spyware, URL filtering database pattern numbers, or scan engine build you are
running, click Summary in the left menu of the IWSS console.

About the Scan Engine Updates

By storing the most time-sensitive virus information in external datafiles such asthe
virus pattern file, the anti-spam database, and outbreak prevention policies, Trend
Micro is able to minimize the number of scan engine upgrades while at the sametime
keeping protection up-to-date. Nevertheless, Trend Micro periodically makes new
scan engine versions available. New engines are released, for example, when:

New scanning and detection technologies have been incorporated into the
software

A new, potentially harmful threat is discovered that cannot be handled by the
current engine

Scanning performance is enhanced

Support is added for additional file formats, scripting languages, encoding,
and/or compression formats

To view the version number for the most current version of the scan engine, visit:

http://www.trendmicro.com
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ENTERPRISE

YIRUS ALERT

WORM_MYDOOM.A is a1
risk alert

Get Protected
» Wirus Advisories
> Upd

irus Pattern File
» Zcan Engine 6.810
Free Online Scan

FIGURE 10-2. Where to find the current version of the scan engine

Protect your
Organization from
viruses like MyDoom

Knowledge Base

Trend Micro Knowledge Base is a 24x7 online resource that contains thousands of
do-it-yourself technical support procedures for Trend Micro products. Use
Knowledge Base, for example, if you are getting an error message and want to find
out what to do to. New solutions are added daily.

Also available in Knowledge Base are product FAQs, hot tips, preventive antivirus
advice, and regional contact information for support and sales.

Knowledge Base can be accessed by all Trend Micro customers as well as anyone
using an evaluation version of a product. Visit:
http://kb.trendmicro.com

And, if you can't find an answer to a particular question, the Knowledge Base
includes an additional service that allows you to submit your question via an email
message. Response time is typically 24 hours or less.
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Known Issues

Known issues are features in your IWSS software that may temporarily require a
workaround. Known issues are typically documented in the Readme document you
received with your product. Readme filesfor Trend Micro products can also be found
in the Trend Micro Update Center:

http://www. trendmicro.com/download/
Known issues can be found in the technical support Knowledge Base:
http://kb.trendmicro.com

Trend Micro recommends that you always check the Readme file for information on
known issues that could affect installation or performance, aswell as a description of
what’s new in a particular release, system requirements, and other tips.

Sending Suspicious Code to Trend Micro

You can send your viruses, infected files, Trojans, suspected worms, spyware, and
other suspicious files to Trend Micro for evaluation. To do so, visit the Trend Micro
Submission Wizard URL:

http://subwiz.trendmicro.com/SubWiz

Click the “ Submit a suspicious file/lundetected virus’ link. The following screen
displays.

Home | Products | Purchase JESHATadl SecurityInfo : Partners | About Us Find a product -

Knowledge Base Home > Support > Subn
FAGS
Update Center

ard = Submit a Suspicious File/Undetected Virus

Submit a Suspicious File/Undetected Virus

Supported Varsions

Beta Programs
Ui e Flease provide us with the follawing informatian.

Submission Wizard

Ernail : [ ]*

it Fe Praduct : [Flease select E +
Premium Support Humber of Infected Seats : [Floase select 5] *
Online Registration Uplaad Fils : [ Biowse. |+
Description
:'1 *
Haxt >>

FIGURE 10-3. Submission Wizard screen.
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You are prompted to supply the following information:

* Email: Your email address where you would like to receive a response from the
antivirus team.

e Product: The product you are currently using. If you are using multiple Trend
Micro products, select the product that has the most effect on the problem
submitted, or the product that is most commonly in use.

*  Number of Infected Seats. The number of usersin your organization that are
infected.

e Upload File: Trend Micro recommends that you create a password-protected zip
file of the suspiciousfile, using the word “virus’ as the password—then select
the protected zip filein the Upload File field.

» Description: Please include a brief description of the symptoms you are
experiencing. Our team of virus engineerswill “dissect” the file to identify and
characterize any threats it may contain and return the cleaned file to you, usually
within 48 hours.

Note:  Submissions made via the submission wizard/virus doctor are addressed promptly
and are not subject to the policies and restrictions set forth as part of the Trend
Micro Virus Response Service Level Agreement.

When you click Next, an acknowledgement screen displays. This screen a'so
displays a case number for the problem you submitted. Make note of the case number
for tracking purposes.

If you prefer to communicate by email message, send a query to the following
address:

virusresponse@trendmicro.com
In the United States, you can aso call the following toll-free telephone number:
(877) TRENDAV, or 877-873-6328
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Security Information Center

Comprehensive security information is available over the Internet, free of charge, on
the Trend Micro Security Information Web site:

10-8

http://www.trendmicro.com/vinfo/

Visit the Security Information site to:

Read the Weekly Virus Report, which includes alisting of threats expected to
trigger in the current week, and describes the 10 most prevalent threats around
the globe for the current week

View a Virus Map of the top 10 threats around the globe

Consult the Virus Encyclopedia, a compilation of known threats including risk
rating, symptoms of infection, susceptible platforms, damage routine, and
instructions on how to remove the threat, as well as information about computer
hoaxes

Download test files from the European I nstitute of Computer Anti-virus Research
(EICAR), to help you test whether your security product is correctly configured

Read general virus information, such as:

»  The Virus Primer, which helps you understand the difference between
viruses, Trojans, worms, and other threats

e The Trend Micro Safe Computing Guide

» A description of risk ratings to help you understand the damage potential for
athreat rated Very Low or Low vs. Medium or High risk

e A glossary of virus and other security threat terminology
Download comprehensive industry white papers

Subscribe, free, to Trend Micro's Virus Alert service, to learn about outbreaks as
they happen, and the Weekly Virus Report

Learn about free virus update tools available to Webmasters

Read about TrendL abs, Trend Micro’s global antivirus research and support
center
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To open Security Information:

1. Openthe WSS console.

2. Click Security Info from the drop-down menu at the top-right panel of the
screen. The Security I nformation screen appears.

Home | Products : Purchase | Support JCETSURCUM Partners | AboutUs | |ECERCCENS |
wieekly Virus Repart Home > Security Info
Wirus Map
Wirus Encyclopedia . .
Security Information
Test Filss
General Yirus
Information No ¥irus Alert Recent Updates
White Papers There are no medium or high risk alerts st this time. Virus Pattern Fils 638 Hov 13
Subseriptions Scan Engine 6.810
e > Wisit the Update Center
> Mandstory Active Updats
TrendLabs - R&D Service Pack
1-click
op poll Virus Search
{5 Pop P j virus Advisories || Top Threats 0
’ lu:e”: afhome PC ¥IRUS NAME RISK RATING DATE v PATTERN FILE
S e WORM AGOBOT.AS Law How 25 659 (CPR)
professional WORM ADURK.A Law Naw 24 689 (CPR
BT WORM SDBEOT.D Law How 23 659 (CPR) I
WORM MIMAILK Low How 22 689 (CPR)
WORM AGOBOT.AT Law How 21 659 (CPR)
WORM WOZER.A Low How 20 667
WORM AGOBOT.AQ Law Hov 18 659 (CPR)
WORM AGOBOT.AR Low How 18 686
WORM MIMAILI Law How 17 684
PE LAMIN.B Low How 16 683 =l

FIGURE 10-4. A multitude of virus and product information is available
from the Security Information screen.

TrendLabs

TrendLabsis Trend Micro’s global infrastructure of antivirus research and product
support centers that provide up-to-the minute security information to Trend Micro
customers.

The “virus doctors’ at TrendL abs monitor potential security risks around the world,
to ensure that Trend Micro products remain secure against emerging threats. The
daily culmination of these efforts are shared with customers through frequent virus
pattern file updates and scan engine refinements.

TrendLabs is staffed by ateam of several hundred engineers and certified support
personnel that provide awide range of product and technical support services.
Dedicated service centers and rapid-response teams are located in Tokyo, Manila,
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Taipei, Munich, Paris, and Lake Forest, CA, to mitigate virus outbreaks and provide
urgent support.

Damage Cleanup Services

Trend Micro Damage Cleanup Services help restore your Windows system after a
Trojan attack. A Trojan, like avirus, attacks your system (but unlike avirus, a Trojan
cannot self-replicate).

When a Trojan is executed, you will likely experience unwanted system problemsin
operation, and sometimes loss of valuable data. These are indications that you should
run Trend Micro Damage Cleanup Services on your system.

Two versions of Damage Cleanup Services are available at no charge—one for Trend
Micro customers, and one for the general public. Download Damage Cleanup
Services from the following Web site:

http://www.trendmicro.com/download/dcs.asp

Both versions support the following:

*  Terminates malware instances in memory

* Removes maware registry entries

*  Removes maware entries from system files

« Scansfor and deletes malware copiesin local hard drives
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Troubleshooting

How to turn on the verbose log

1. Setverbose=1inthe[http] sectioninthe intscan.ini file

2. Restart the service.

| WSS cannot detect a virus

1. Openthe IWSS console and click Administration > Product License.
2. Check if the product license status is activated.

URL filtering cannot block the URL specified in the policy

Option 1: Check the license status
1. Openthe IWSS console and click Administration > Product License.
2. Check if the product license status is activated.

Note:  The Activation Codes for IWSS virus detection and URL filtering module are
different.

Option 2: Check if the policy has been deployed

1. OpenthelWSS console and click HTTP > URL Filtering Policies > Policy
List.

2. Select apolicy and click Deploy Palicies.

Note:  The Global Policy is automatically deployed. User-configured policies are not
automatically deployed

Option 3: Check the database connection
1. Openthe IWSS console and click HTTP > Configuration > Database.

2. Click Test Database Connection.
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A “cannot find server or DNS error” message appears after entering the user and
password credentials when going through the proxy to a site with NTLM
authentication.

Toresolvethisissue:

1. Open Internet Explorer and click Tools > I nternet Options from the main menu.

2. Click the Advanced tab. Under the HT TP 1.1 settings section, select UseHTTP
1.1and Use HTTP 1.1 through proxy connections.

3. Click OK.

Some | nternet applications do not function properly when scanned through | CAP
(for example, certain types of custom I nternet programs, stock tickers, download
agents, real-time video, etc.).

To resolve thisissue:

Add client_skip_content Of server_skip_content inthe [http] section of
the intscan.ini file (see Configuration Files starting on page C-1 for more
information). Theclient_skip_content or server_skip_content looksfor a
particular pattern in the HTTP header. If an entry in the HTTP header is an exact
match withthe client_skip_content Or server_ skip_content, the specified
content works properly but will not be scanned (for example,
client_skip_content=User-Agent: Real-time Test Tool,
server_skip_content=Host: www.yahoo. com).

How to skip the progress-scanning feature

To skip the progress-scanning feature, add skip_type_intermediate under the
[http] section of the intscan.ini file. The skip_type_intermediate takesthe
MIM E-type content that you want to bypass (for example,
skip_type_intermediate = text/html, application/x—rma).

Where are the memory block lists stored?

Infected URLs will be added to the list so that the next user will not have access to
the same URL. Each entry in the memory block listisstored in infectedB.ini in
the /etc/iscan/ directory (by default). Manually stop the HTTP service to create
and view thisfile.
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What isthe effect on performance if the URL accesslog is ON?

Therewill be a10-20% performance degradation if the URL accesslog isturned ON
(the default setting is OFF).
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Glossary of Terms

This glossary describes special terms as used in this document or the online help.

Term

Explanation

action

(Also see target and notifi-
cation)

The operation to be performed when:

- a virus has been detected

- spam has been detected

- a content violation has occurred

- an attempt was made to access a blocked URL, or

- file blocking has been triggered.

Actions typically include clean and deliver, quarantine, delete,
or deliver/transfer anyway. Delivering/transferring anyway is
not recommended—delivering a virus-infected message or
transferring a virus-infected file can compromise your network.

activate

To enable your IWSS software after completion of the registra-
tion process. IWSS will not be operable until product activation
is complete. Activate during installation on the Product Activa-
tion screen, or after installation (in the management console)
on the Administration > Product License screen.

Activation Code

A 37-character code, including hyphens, that is used to acti-
vate InterScan Web Security Suite. Here is an example of an
Activation Code:
AC-9UE7-HG5B3-8577B-TD5P4-Q2XT5-48PG4

Also see Registration Key.
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Term

Explanation

ActiveUpdate

ActiveUpdate is a function common to many Trend Micro prod-
ucts. Connected to the Trend Micro update Web site, ActiveUp-
date provides up-to-date downloads of virus pattern files, scan
engines, and program files via the Internet or the Trend Micro
Total Solution CD.

Active Directory

A directory service from Microsoft that is a part of Windows
2000.

ActiveX

A type of open software architecture that implements object
linking and embedding, enabling some of the standard inter-
faces, such as downloading of Web pages.

ActiveX malicious code

An ActiveX control is a component object embedded in a Web
page which runs automatically when the page is viewed.
ActiveX controls allow Web developers to create interactive,
dynamic Web pages with broad functionality such as House-
Call, Trend Micro's free online scanner.

Hackers, virus writers, and others who want to cause mischief
or worse may use ActiveX malicious code as a vehicle to attack
the system. In many cases, the Web browser can be config-
ured so that these ActiveX controls do not execute by changing
the browser's security settings to "high."

address

Refers to a networking address (see IP address) or an email
address, which is the string of characters that specify the
source or destination of an email message.

administrator

Refers to “system administrator'—the person in an organiza-
tion who is responsible for activities such as setting up new
hardware and software, allocating user names and passwords,
monitoring disk space and other IT resources, performing
backups, and managing network security.

administrator account

A user name and password that has administrator-level privi-
leges.

adware Advertising-supported software in which advertising banners
display while the program is running. Adware that installs a
“backdoor”; tracking mechanism on the user's computer with-
out the user's knowledge is called “spyware.”

alert A message intended to inform a system's users or administra-

tors about a change in the operating conditions of that system
or about some kind of error condition.
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Term Explanation
anti-relay Mechanisms to prevent hosts from “piggybacking” through
another host’s network.
antivirus Computer programs designed to detect and clean computer

viruses.

approved sender

A sender whose messages are always allowed into your net-

work.

archive A single file containing one or (usually) more separate files plus
information to allow them to be extracted (separated) by a suit-
able program, such as a .zip file.

attachment A file attached to (sent with) an email message.

audio/video file

A file containing sounds, such as music, or video footage.

binary A number representation consisting of zeros and ones used by
practically all computers because of its ease of implementation
using digital electronics and Boolean algebra.

block To prevent entry into your network.

blocked sender

A sender whose messages are never allowed to enter your
network.

boot sector

A sector is a designated portion of a disk (the physical device

on which data is written and read). The boot sector contains
the data used by your computer to load and initialize the com-
puter’s operating system.

boot sector virus

A boot sector virus is a virus targeted at the boot sector (the
operating system) of a computer. Computer systems are most
likely to be attacked by boot sector viruses when you boot the
system with an infected disk from the floppy drive - the boot
attempt does not have to be successful for the virus to infect
the hard drive.

Also, there are a few viruses that can infect the boot sector
from executable programs. These are known as multi-partite
viruses and they are relatively rare. Once the system is
infected, the boot sector virus will attempt to infect every disk
that is accessed by that computer. In general, boot sector
viruses can be successfully removed.
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Term

Explanation

browser

A program which allows a person to read hypertext, such as
Internet Explorer. The browser gives some means of viewing
the contents of nodes (or "pages") and of navigating from one
node to another. A browser acts as a client to a remote Web
server.

cache

A small fast memory, holding recently accessed data, designed
to speed up subsequent access to the same data. The term is
most often applied to processor-memory access, but also
applies to a local copy of data accessible over a network etc.

case-matching

Scanning for text that matches both words and case. For
example, if "dog" is added to the content-filter, with
case-matching enabled, messages containing "Dog" will pass
through the filter; messages containing "dog" will not.

cause

The reason a protective action, such as URL-blocking or
file-blocking, was triggered—this information appears in log
files.

checksumming

The process of calculating a computed value which depends
on the contents of a block of data, and which is transmitted or
stored along with the data to detect corruption of the data.

clean

To remove virus code from a file or message.

CLI

command line interface, a user interface common to MS-DOS
computers. The user sees the command line on the monitor
and a prompt that is waiting to accept instructions from the
user. The user types in the command, the computer acts on
that command and then issues a hew prompt for the next
instruction from the user. CLI operating systems are becoming
less used as GUI operating systems gain in popularity. In a
GUI operating system, such as Windows, the user responds to
graphic images on the screen instead of typing in commands in
response to a prompt.

client

A computer system or process that requests a service of
another computer system or process (a "server") using some
kind of protocol and accepts the server's responses. A client is
part of a client-server software architecture.

client-server environment

A common form of distributed system in which software is split
between server tasks and client tasks. A client sends requests
to a server, according to some protocol, asking for information
or action, and the server responds.
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Term

Explanation

compressed file

A single file containing one or more separate files plus informa-
tion to allow them to be extracted by a suitable program, such
as WinZip.

configuration

Selecting options for how IWSS will function, for example,
selecting whether to quarantine or delete a virus-infected email
message.

content violation

An event that has triggered the content filtering policy.

daemon

A program that is not invoked explicitly, but lies dormant wait-
ing for some condition(s) to occur. The perpetrator of the condi-
tion need not be aware that a daemon is lurking.

damage routine

The destructive portion of virus code, also called the payload.

default A value that pre-populates a field in the management console
interface. A default value represents a logical choice and is
provided for convenience. Use default values as-is, or change
them.

directory A node, which is part of the structure in a hierarchical computer

file system. A directory typically contains other nodes, folders,
or files.

directory path

The subsequent layers within a directory where a file can be
found.

disclaimer A statement appended to the beginning or end of an email
message, that states certain terms of legality and confidential-
ity regarding the message.

DNS Domain Name System—aA general-purpose data query service

chiefly used on the Internet for translating host names into IP
addresses.

DNS resolution

When a DNS client requests host name and address data from
a DNS server, the process is called resolution. Basic DNS con-
figuration results in a server that performs default resolution.
For example, a remote server queries another server for data
on a machine in the current zone. Client software on the
remote server queries the resolver, which answers the request
from its database files.
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Term

Explanation

domain name

The full name of a system, consisting of its local host name and
its domain name, for example, tellsitall.com. A domain name
should be sufficient to determine a unique Internet address for
any host on the Internet. This process, called "name resolu-
tion,” uses the Domain Name System (DNS).

DoS (Denial of Service)
attack

Group-addressed email messages with large attachments that
clog your network resources to the point where messaging ser-
vice is noticeably slow or even stopped.

download (noun)

Data that has been downloaded, for example, from a Web site
via HTTP.

download (verb)

To transfer data or code from one computer to another. Down-
loading often refers to transfer from a larger "host" system
(especially a server or mainframe) to a smaller “client" system.

executable file

A binary file containing a program in machine language which
is ready to be executed (run).

FAQ Frequently Asked Questions—A list of questions and answers
about a specific topic.
file An element of data, such as an email message or HTTP down-

load.

file-infecting virus

File-infecting viruses infect executable programs (generally,
files that have extensions of .com or .exe). Most such viruses
simply try to replicate and spread by infecting other host pro-
grams, but some inadvertently destroy the program they infect
by overwriting a portion of the original code. A minority of these
viruses are very destructive and attempt to format the hard
drive at a pre-determined time or perform some other malicious
action.

In many cases, a file-infecting virus can be successfully
removed from the infected file. However, if the virus has over-
written part of the program's code, the original file will be unre-
coverable

file type

The kind of data stored in a file. Most operating systems use
the file name extension to determine the file type. The file type
is used to choose an appropriate icon to represent the file in a
user interface, and the correct application with which to view,
edit, run, or print the file.
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Term

Explanation

file name extension

The portion of a file name (such as .dll or .xml) which indicates
the kind of data stored in the file. Apart from informing the user
what type of content the file holds, file name extensions are
typically used to decide which program to launch when a file is
run.

firewall

A gateway machine with special security precautions on it,
used to service outside network (especially Internet) connec-
tions and dial-in lines.

FTP

A client-server protocol which allows a user on one computer
to transfer files to and from another computer over a TCP/IP
network. Also refers to the client program the user executes to
transfer files.

gateway

An interface between an information source and a Web server.

grayware

A category of software that may be legitimate, unwanted, or
malicious. Unlike threats such as viruses, worms, and Trojans,
grayware does not infect, replicate, or destroy data, but it may
violate your privacy. Examples of grayware include spyware,
adware, and remote access tools.

GUI

Graphical User Interface—The use of pictures rather than just
words to represent the input and output of a program. This con-
trasts with a command line interface where communication is
by exchange of strings of text.

hard disk (or hard drive)

One or more rigid magnetic disks rotating about a central axle
with associated read/write heads and electronics, used to read
and write hard disks or floppy disks, and to store data. Most
hard disks are permanently connected to the drive (fixed disks)
though there are also removable disks.

heuristic rule-based scan-
ning

Scanning network traffic, using a logical analysis of properties
that reduces or limits the search for solutions.

HTTP Hypertext Transfer Protocol—The client-server TCP/IP proto-
col used on the World Wide Web for the exchange of HTML
documents. It conventionally uses port 80.

HTTPS Hypertext Transfer Protocol Secure—A variant of HTTP used
for handling secure transactions.

host A computer connected to a network.
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Term

Explanation

HouseCall

A free virus scanning and cleaning product from Trend Micro.
HouseCall can detect and clean viruses found on your hard
drive, but HouseCall does not provide real-time protection. In
other words, HouseCall can help you to discover and clean up
an existing problem, but will not prevent future ones, nor will
HouseCall protect against worms, or mass-mailing programs.

ICSA

ICSA Labs is an independent division of TruSecure Corpora-
tion. For over a decade, ICSA has been the security industry’s
central authority for research, intelligence, and certification
testing of products. ICSA Labs sets standards for information
security products and certifies over 90% of the installed base of
antivirus, firewall, IPSec, cryptography, and PC firewall prod-
ucts in the world today.

image file

A file containing data representing a two-dimensional scene, in
other words, a picture. Images are taken from the real world,
for example, via a digital camera, or they may be generated by
computer using graphics software.

installation wizard

The setup program used to install IWSS.

integrity checking

See checksumming.

IntelliScan

IntelliScan is a Trend Micro scanning technology that optimizes
performance by examining file headers using true file type rec-
ognition, and scanning only file types known to potentially har-
bor malicious code. True file type recognition helps identify
malicious code that can be disguised by a harmless extension
name.

Internet

A client-server hypertext information retrieval system, based on
a series of networks connected with routers. The Internet is a
modern information system and a widely accepted medium for
advertising, online sales, and services, as well as university
and many other research networks. The World Wide Web is
the most familiar aspect of the Internet.

interrupt

An asynchronous event that suspends normal processing and
temporarily diverts the flow of control through an "interrupt han-
dler" routine.

“in the wild

Describes known viruses that are actively circulating. Also see
“in the zoo.”

“in the zoo”

Describes known viruses that are currently controlled by antivi-
rus products. Also see “in the wild.”
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Term Explanation

intranet Any network which provides similar services within an organi-
zation to those provided by the Internet outside it, but which is
not necessarily connected to the Internet.

P Internet Protocol—See IP address.

IP address Internet address for a device on a network, typically expressed
using dot notation such as 123.123.123.123.

IT Information technology, to include hardware, software, net-
working, telecommunications, and user support.

Java file Java is a general-purpose programming language developed

by Sun Microsystems. A Java file contains Java code. Java
supports programming for the Internet in the form of plat-
form-independent Java "applets.” (An applet is a program writ-
ten in Java programming language that can be included in an
HTML page. When you use a Java-technology enabled
browser to view a page that contains an applet, the applet's
code is transferred to your system and is executed by the
browser’s Java Virtual Machine.)

Kerberos authentication

An authentication system developed at the Massachusetts
Institute of Technology (MIT). Kerberos is designed to enable
two parties to exchange private information across an other-
wise open network. It works by assigning a unique key, called a
ticket, to each user that logs on to the network. The ticket is
then embedded in messages to identify the sender of the mes-
sage.

KB

Kilobyte—1024 bytes of memory.

LDAP

Lightweight Directory Access Protocol, a set of protocols for
accessing information directories. LDAP is based on the stan-
dards contained within the X.500 standard, but is significantly
simpler. And unlike X.500, LDAP supports TCP/IP, which is
necessary for any type of Internet access. Because it's a sim-
pler version of X.500, LDAP is sometimes called X.500-lite.
Although not yet widely implemented, LDAP should eventually
make it possible for almost any application running on virtually
any computer platform to obtain directory information, such as
email addresses and public keys. Because LDAP is an open
protocol, applications need not worry about the type of server
hosting the directory.
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Term

Explanation

LAN (Local Area Network)

A data communications network which is geographically lim-
ited, allowing easy interconnection of computers within the
same building.

license

Authorization by law to use IWSS.

license certificate

A document that proves you are an authorized user of IWSS.

link (also called hyperlink)

A reference from some point in one hypertext document to
some point in another document or another place in the same
document. Links are usually distinguished by a different color
or style of text, such as underlined blue text. When you activate
the link, for example, by clicking on it with a mouse, the
browser displays the target of the link.

listening port

A port utilized for client connection requests for data exchange.

load balancing

Distributing processing and communications activity evenly
across a computer network so that no single device is over-
whelmed. Load balancing is especially important for networks
where it's difficult to predict the number of requests that will be
issued to a server. Busy Web sites typically employ two or
more Web servers in a load balancing scheme. If one server
starts to get swamped, requests are forwarded to another
server with more capacity. Load balancing can also refer to the
communications channels themselves.

logic bomb

Code surreptitiously inserted into an application or operating
system that causes it to perform some destructive or secu-
rity-compromising activity whenever specified conditions are
met.

MAC address

Media Access Control address, a hardware address that
uniquely identifies each node of a network. In IEEE 802 net-
works, the Data Link Control (DLC) layer of the OSI Reference
Model is divided into two sublayers: the Logical Link Control
(LLC) layer and the Media Access Control (MAC) layer. The
MAC layer interfaces directly with the network medium. Conse-
quently, each different type of network medium requires a dif-
ferent MAC layer.
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MacroTrap

A Trend Micro utility that performs a rule-based examination of
all macro code that is saved in association with a document.
macro virus code is typically contained in part of the invisible
template that travels with many documents (.dot, for example,
in Microsoft Word documents). MacroTrap checks the template
for signs of a macro virus by seeking out key instructions that
perform virus-like activity—instructions such as copying parts
of the template to other templates (replication), or instructions
to execute potentially harmful commands (destruction).

macro virus

Unlike other virus types, macro viruses aren't specific to an
operating system and can spread via email attachments, Web
downloads, file transfers, and cooperative applications.

management console

The IWSS user interface.

mass mailer (also known as
a Worm)

A malicious program that has high damage potential, because
it causes large amounts of network traffic.

match case See case-matching.
MB Megabyte—1024 kilobytes of data.
message An email message, which includes the message subject in the

message header and the message body.

message body

The content of an email message.

Microsoft Office file

Files created with Microsoft Office tools such as Excel or
Microsoft Word.

mixed threat attack

Complex attacks that take advantage of multiple entry points
and vulnerabilities in enterprise networks, such as the “Nimda”
or “Code Red” threats.

multi-partite virus

A virus that has characteristics of both boot sector viruses and
file-infecting viruses.

notification

(Also see action and target)

A message that is forwarded to one or more of the following:

- system administrator

- sender of a message

- recipient of a message, file download, or file transfer

The purpose of the notification is to communicate that a prohib-
ited action has taken place, or was attempted, such as a virus
being detected in an attempted HTTP file download.
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Term

Explanation

offensive content

Words or phrases in messages or attachments that are consid-
ered offensive to others, for example, profanity, sexual harass-
ment, racial harassment, or hate mail.

online help

Documentation that is bundled with the GUI.

operating system

The software which handles tasks such as the interface to
peripheral hardware, scheduling tasks, and allocating storage.
In this documentation, the term also refers to the software that
presents a window system and graphical user interface.

parameter

A variable, such as a range of values (a number from 1 to 10).

partition

A logical portion of a disk. (Also see sector, which is a physical
portion of a disk.)

pattern file (also known as
Official Pattern Release)

The pattern file, as referred to as the Official Pattern Release
(OPR), is the latest compilation of patterns for identified
viruses. It is guaranteed to have passed a series of critical tests
to ensure that you get optimum protection from the latest virus
threats. This pattern file is most effective when used with the
latest scan engine.

payload

Payload refers to an action that a virus performs on the
infected computer. This can be something relatively harmless,
such as displaying messages or ejecting the CD drive, or
something destructive, such as deleting the entire hard drive.

PC

Personal Computer—A general-purpose single-user micro-
computer designed to be operated by one person at a time.

phish

Phishing is a rapidly growing form of fraud that seeks to fool
Web users into divulging private information by mimicking a
legitimate Web site. In a typical scenario, an unsuspecting user
gets an urgent (and authentic-looking) email message, telling
him or her there is a problem with their account that they must
fix immediately or the account will be closed. The message typ-
ically includes the URL of a Web site that looks exactly like the
Web site of the user’s bank or credit card company.

The user is urged to log on to the bogus site and confirm his or
her account information. Any data entered at the site, however,
is redirected to a malicious hacker who steals the user name,
password, credit card number, Social Security humber, or
whatever data that the victim entered.

polymorphic virus

A virus that is capable of taking different forms.
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Term

Explanation

port

A logical channel or channel endpoint in a communications
system, used to distinguish between different logical channels
on the same network interface on the same computer. Each
application program has a unique port number associated with
it.

proxy

A process providing a cache of items available on other serv-
ers which are presumably slower or more expensive to access.

proxy server

A World Wide Web server which accepts URLs with a special
prefix, used to fetch documents from either a local cache or a
remote server, then returns the URL to the requester.

purge

To delete all, as in getting rid of old entries in the logs.

guarantine

To place infected email messages, email messages with
infected attachments, infected HTTP downloads, or infected
FTP files in an isolated directory (the Quarantine Directory) on
your IWSS server.

queue

A data structure used to sequence multiple demands for a
resource when mail is being received faster than it can be pro-
cessed. Messages are added at the end of the queue, and are
taken from the beginning of the queue, using a FIFO (first-in,
first-out) approach.

recipient

The person or entity to whom an email message is addressed.

registration

The process of identifying yourself as a Trend Micro customer,
using a product Registration Key, on the Trend Micro Online
Registration screen.

https://olr.trendmicro.com/registration

Registration Key

A 22-character code, including hyphens, that is used to register
in the Trend Micro customer database. Here is an example of a
Registration Key: RK-27RT-UY4Z-39HB-MNW8

Also see Activation Code

relay

To convey by means of passing through various other points.

removable drive

A removable hardware component or peripheral device of a

computer, such as a zip drive.

replicate

To self-reproduce. As used in this documentation, the term
refers to viruses or worms that can self-reproduce.
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Term Explanation

scan To examine items in a file in sequence to find those that meet a
particular criteria.

scan engine The module that performs antivirus scanning and detection in
the host product to which it is integrated.

sector A physical portion of a disk. (Also see partition, which is a logi-
cal portion of a disk.)

seat A license for one person to use InterScan VirusWall for SMB.

Secure Password Authenti-
cation

An authentication process, by which communications can be
protected, using for example, encryption and chal-
lenge/response mechanisms.

sender The person who is sending an email message to another per-
son or entity.
server A program which provides some service to other (client) pro-

grams. The connection between client and server is normally
by means of message passing, often over a network, and uses
some protocol to encode the client's requests and the server's
responses. The server may run continuously (as a daemon),
waiting for requests to arrive, or it may be invoked by some
higher-level daemon which controls a number of specific serv-
ers.

server farm

Also referred to as server cluster, computer farm or ranch. A
server farm is a group of network servers that are housed in
one location. A server farm streamlines internal processes by
distributing the workload between the individual components of
the farm and expedites computing processes by harnessing
the power of multiple servers. The farms rely on load-balancing
software that accomplishes such tasks as tracking demand for
processing power from different machines, prioritizing the tasks
and scheduling and rescheduling them depending on priority
and demand that users put on the network. When one server in
the farm fails, another can step in as a backup.

shared drive

A computer peripheral device that is used by more than one
person, thus increasing the risk of exposure to viruses.

SOCKS4

A protocol that relays TCP (transmission control protocol) ses-
sions at a firewall host to allow application users transparent
access across the firewall.
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Term

Explanation

spyware

Advertising-supported software that typically installs tracking
software on your system, capable of sending information about
you to another party. The danger is that users cannot control
what data is being collected, or how it is used.

status bar

A feature of the user interface, that displays the status or
progress of a particular activity, such as loading of files on your
machine.

target

(Also see action and notifi-
cation)

The scope of activity to be monitored for a violating event, such
as a virus being detected in an email message. For example,

you could target virus scanning of all files passing into and out
of your network, or just files with a certain file name extension.

Telnet

The Internet standard protocol for remote login that runs on top
of TCP/IP (Transmission Control Protocol/Internet Protocol).
This term can also refer to networking software that acts as a
terminal emulator for a remote login session.

top-level domain

The last and most significant component of an Internet fully
qualified domain name, the part after the last ".". For example,
host wombat.doc.ic.ac.uk is in top-level domain "uk" (for United
Kingdom).

Total Solution CD

A CD containing the latest product versions and all the patches
that have been applied during the previous quarter. The Total
Solution CD is available to all Trend Micro Premium Support
customers.

traffic Data flowing between the Internet and your network, both
incoming and outgoing.
trigger An event that causes an action to take place. For example,

IWSS detects a virus in an email message. This triggers the
message to be placed in quarantine, and a notification to be
sent to the system administrator, message sender, and mes-
sage recipient.

Trojan Horse

A malicious program that is disguised as something benign.

true file type

Used by IntelliScan, a virus scanning technology, to identify the
type of information in a file by examining the file headers,
regardless of the file name extension (which could be mislead-
ing).
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TTL

Time to Live, a field in the Internet Protocol (IP) that specifies
how many more hops a packet can travel before being dis-
carded or returned.

URL

Universal Resource Locator—A standard way of specifying the
location of an object, typically a Web page, on the Internet, for
example, www.trendmicro.com. The URL maps to an IP
address using DNS.

virus

A computer virus is a program — a piece of executable code —
that has the unique ability to infect. Like biological viruses,
computer viruses can spread quickly and are often difficult to
eradicate.

In addition to replication, some computer viruses share another
commonality: a damage routine that delivers the virus payload.
While payloads may only display messages or images, they
can also destroy files, reformat your hard drive, or cause other
damage. Even if the virus does not contain a damage routine, it
can cause trouble by consuming storage space and memory,
and degrading the overall performance of your computer.

virus kit

A template of source code for building and executing a virus,
available from the Internet.

virus trap

Software that helps you capture a sample of virus code for
analysis.

virus writer

Another name for a computer hacker, someone who writes
virus code.

Web

The World Wide Web, also called the Web or the Internet.

Web server

A server process running at a Web site which sends out Web
pages in response to HTTP requests from remote browsers.

wildcard

For example, an asterisk (*) represents any characters. In the
expression *ber, this expression can represent barber, number,
plumber, timber, and so on. The term originates from card
games, in which a specific card, identified as a "wildcard," can
be used for any number or suit in the card deck.

working directory

The destination directory in which the main application files are
stored, such as C:\Program Files\Trend Micro\IWSS.
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Mapping File Types to Block with
MIME Content-types

The following table describes file types that you can enter in the Other filetypes
fields (HTTP > Scanning > Virus Scan Rule or FTP > Scanning > Tar get) when
blocking corresponding MIME content-types. For example, if you type afc, both the
audio/aiff and audio/x-aiff MIME content-typeswill be blocked.

Table 1. Mapping of other filetypeswith MIME content-types.

MIME MIME MIME
Filetype content- Filetype content- Filetype content-
type type type
afc audio/aiff avs video/ bin application/
avs-video x-binary
afc audio/x-aiff | audiovideo | video/ binhex application/
binhex
ani application/ | base64 application/ | binhex application/
octet- base64 binhex4
stream
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MIME MIME MIME
Filetype content- Filetype content- Filetype content-
type type type
arc application/ | bin application/ | binhex application/
octet- mac-binary mac-
stream binhex
arj application/ | bin application/ | binhex application/
octet- macbinary mac-
stream binhex40
asf video/ bin application/ | binhex application/
x-ms-asf octet- x-binhex40
stream
bin application/ | bmp image/bmp | bmp image/
X- X-windows-
macbinary bmp
bw image/ bzip2 application/ | cgm image/cgm
X-sgi-bw x-bzi2
cmx application/ | cmx image/ com application/
X-CmXx X-CMX octet-
stream
core application/ | cpio application/ | dcr application/
octet- X-cpio x-director
stream
doc application/ | dwg application/ | dwg application/
wordper- acad x-acad
fect
dwg drawing/ dwg image/ dwg image/
x-dwg vnd.dwg x-dwg
eps application/ | eps image/ exec application/
postscript X-eps octet-strea
m
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Mapping file types to block with MIME content-types

MIME MIME MIME
Filetype content- Filetype content- Filetype content-
type type type
exec application/ | exe application/ | fh9 image/
Xx-msdown- octet- x-freehand
load stream
fli video/x-fli fm application/ | gif image/qgif
vnd.frame-
maker
gzip applica- gzip encoding/ hpexe application/
tion/x-gzip X-gzip octet-
stream
iff audio/x-aiff | java text/x-java- | java application/
source java-class
java applica- java applica- java text/x-java-
tion/x-java- tion/x-java- source
applet vm
java application/ | java applica- java applica-
java-class tion/x-java- tion/x-java-
applet vm
jpeg image/jpeg | jpeg image/ Iha application/
pipeg x-lha
lisp application/ | maud audio/x-ma | midi audio/midi
x-lisp ud
mif application/ | mng video/ mp3 audio/
X-mif X-mng mpeg
mp3 audio/ mp3 audio/ mp3 video/
mpeg3 X-mpeg-3 mpeg
mp3 video/ mpeg video/ mscab application/
X-mpeg mpeg X-cainet-
win32-x86
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MIME MIME MIME
Filetype content- Filetype content- Filetype content-
type type type
msdoc application/ | msexl application/ | msexl application/
msword excel x-msexcel
msex| application/ | msexl application/ | msmdb application/
x-excel vnd.ms-ex X-msac-
cel cess
msppt application/ | msppt application/ | msppt application/
mspower- powerpoint vnd.ms-
point powerpoint
msproj application/ | msproj application/ | msproj application/
vnd.ms- X-msprojec X-project
project t
mswri application/ | pcx image/ pdb application/
mswrite X-pCX x-pilot-pdb
pdf application/ | pdf application/ | pfb application/
pdf x-pdf x-font
pict image/ pict image/ picture image/
pict X-pict
png image/png ppm image/ ps application/
x-portable- postscript
pixmap
psd application/ | gtm video/ ra audio/
octet- quicktime vnd.rn-
stream realaudio
ra audio/ ra audio/ rar application/
X-pn- x-realaudio rar
realaudio
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Mapping file types to block with MIME content-types

MIME MIME MIME
Filetype content- Filetype content- Filetype content-
type type type
ras image/ ras image/ risc application/
X-Cmu- cmu-raster octet-
raster stream
rmf application/ | rtf application/ | rtf application/
vnd.rn-real rtf X-rtf
media,
g_audiovid
eo
rtf text/ scm application/ | scm application/
richtext vnd.lotus- x-lotuss-
screencam creencam
scm application/ | scm video/ sf audio/
X-screen- X-scm x-sf
cam
swf application/ | tar application/ | tga image/
x-shock- x-tar tga
wave-flash
tiff image/ tnef application/ | tnef application/
tiff ms-tnef vnd.mstnef
txt text/plain uuencode text/ vbs text/
X-uuen- vbscript
code
voc audio/voc voc audio/ wav audio/wav
X-VOC
whc application/ | wmf application/ | wmf image/
x-webshots X-msmeta- x-wmf
file
zip application/
zip
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Configuration Files

There are three types of configuration files (main, protocol module, scanning
module). All the configuration filesarein the {Twss root} directory; the default
location for { Twss root} is C:\Program Files\Trend Micro\IWSS. The
main configuration fileisin intscan.ini.

Settings specific to virus scanning arein:

{IWSS root}\HTTP\IWSSPIScanVsapi.dsc

Settings that are specific to the ICAP protocol arein:

{IWSS root}\HTTP\IWSSPIProtocolIcap.pni

Settings that are specific to the stand-alone proxy arein:

{IWSS root}\HTTP\IWSSPIProtocolHttpProxy.pni

Settings for URL filtering scanning module areiin:;

{IWSS root}\HTTP\IWSSPIUrlFilter.dsc

Settings specific to reporting are in:

{IWSS root}\report.ini

Settings for the URL Categorization database arein:

{IWSS root}\HTTP\urlfcIFX.ini

Settings for default URL categories and their mapping information are in:
{IWSS root}\HTTP\urlfcMapping.ini

Settings for the list of 1P address and IP ranges of all machines allowed to access

the IWSS server for the purpose of proxying the HTTP requests arein:
{IWSS root}\HTTP\ClientACL.ini
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» Settings for rules that define what ports IWSS will forward HTTP requeststo are
in:
{IWSS root}\HTTP\HttpPortPermission.ini (

 Settings for rulesthat define what ports IWSS will allow HTTPS tunneling to are
in:
{IWSS root}\HTTP\HttpsConnectACL.ini

» Settingsfor list of 1P address and IP ranges of trusted serversarein:
{IWSS root}\HTTP\ServerIPWhiteList.ini

The IWSS console varies depending on which modules are installed. If you have
been using a previous version of IWSS, there are also many new features availablein
IWSS that require new . ini file entries.

Protocol Handlers

Functions responsible for interpreting and processing messages in some recognized
transmission protocols are encapsulated in a dynamic library referred to as a protocol
handler. IWSS provides a choice of either an ICAP protocol handler, which enables
IWSSto act asan ICAP server, or an HTTP proxy handler, wherein IWSS acts like a
direct HTTP proxy server. The application binary is independent of the protocol
handler, allowing the same application to support different protocols with a
configuration change.

Provide the complete path of the active configuration file of the protocol in the
main/protocol_config_path entry inthe intscan.ini file application.

Protocol handlersrequire their own specific configuration files, which contain entries
that pertain only to that protocol. These protocol configuration files are denoted with
a“.pni” filename extension.

Scanning Modules

C-2

Traffic scanning functionality is provided through dynamic libraries known as
scanning modules. The first scanning module available to IWSS provides content
scanning using the scan engine.

Each scanning module has a configuration file with a“.dsc” extension. The IWSS
application locates the avail able scanning modules by searching for .dsc filesin the
directory that is provided inthe scan/plugin_dir entry inthe intscan. ini file.



Platforms, Compression, and
Encoding

Trend Micro has developed scan engines for al major platforms, including
Windows, Unix, and DOS (individual platforms are listed below). In addition, the
scan engines recognize al file types, more than 20 compression types, major
encoding algorithms, Microsoft Office macros, and Web scripting languages. No
known viruses or network exploits get past the engine, and there are multiple layers
of analysis and protection that guard against unknown threats.

Password Protected/Encrypted Files

Since files must be opened to be scanned, password-protected or encrypted files
cannot be scanned. These files are recognized as unable to be opened (and therefore
un-scannable). The administrator can designate the entire class for automatic
guarantine, or choose to have the scan engine ignore these files.

Platforms

¢ Windows, including Windows 2003, 2000, NT 4.x, NT 3.5x, XP, Me, 98, and 95
*  Unix, including Solaris, al major flavors of Linux, IBM AS/400, 0OS/390

+ DOS

D-1
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Encoding

« MIME

« UUencode
e Bin/Hex

File types

» Executables, including .exe, .com, .Ink, .bas, .reg
e Library files, including .dll

e Others, including .hIp and.chm

*  Microsoft Office files (see Macro Scripts, below)

Compression

« Zip
« Aij
« Cab

Macro Scripts

* WordBasic
* VBA (Visua Basic for Applications)
+ VBA3

Note:  Examples of applications that host Macro scripts are Microsoft Word, Excel, and
PowerPoint.

Scripting Languages
e JavaScript
*  VBScript
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Virus Action and Scan-behind

Cleanable Files

First accessto the URL Subsequent accesstothe
URL
. . . Actionsto .
| G | Aot | masencsaen | e | S
1on downloaded
Clean |[<X Clean and pass Download thefile | Clean and Download the
without noticing | pass cleaned file
that thefileis
infected and had
been cleaned
Delete |<X Delete Show awarning | Block the Show awarn-
message that the | URL ing message
infected fileis that the URL
deleted is blocked
Quar- |[<X Movethe infected file | Show awarning | Block the Show awarn-
antine to the quarantine direc- | message that the | URL ing message
tory infected fileis that the URL
quarantined is blocked

where X isthe size of file that triggers “ scan-behind”
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Cleanable Files

First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
Asc?t?n ;”ZZ Acggyvifg;?:dme Action observed thefile ogsirl?/gd
1on downloaded
Clean [>=X Pass the file but do Download the Clean and Download the
scan-behind infected file pass cleaned file
Delete |>=X Passthe infected file, | Download the Block the Show awarn-
but do scan-behind and | infected file URL ing message
delete the infected file that the URL
from the IWSS server is blocked
Quar- |[>=X Move the infected file | Download the Block the Show awarn-
antine to the quarantine direc- | infected file URL ing message
tory that the URL
is blocked

where X isthe size of file that triggers “ scan-behind”
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Scan Action Behavior During Scan-behind

Non-cleanable Files

First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
e | e | M oreatey® | netin o | mefie” | St
0 downloaded
Pass <X Passthefile Download thefile | Passthefile | Download the
without noticing file without
that thefileis noticing that
infected thefileis
infected
Delete | <X Delete Show awarning | Block the Show awarn-
message that the | URL ing message
infected fileis that the URL
deleted is blocked
Quar- |[<X Move the infected file | Show awarning | Block the Show awarn-
antine to the quarantine direc- | message that the | URL ing message
tory infected fileis that the URL
quarantined is blocked

where X isthe size of file that triggers “ scan-behind”
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Non-cleanable Files

. h
First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
e | e | Moreatey® | neten o | et | St
downloaded
Pass >=X Passthefile Download thefile | Passthefile | Downloadthe
without noticing file without
that thefileis noticing that
infected thefileis
infected
Deete |>=X Passthefile Download thefile | Block the Show awarn-
without noticing | URL ing message
that thefileis that the URL
infected is blocked
Quar- |[>=X Pass thefile Download thefile | Block the Show awarn-
antine without noticing | URL ing message
that thefileis that the URL
infected is blocked

where X isthe size of file that triggers “ scan-behind”
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Scan Action Behavior During Scan-behind

Password-protected Compressed Files

First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
e | e | M oreatey® | nctin o | mefie” | St
downloaded
Pass <X Passthefile Download thefile | Passthefile | Download the
file
Delete |<X Delete Show awarning | Delete Show awarn-
message that it is ing message
a password-pro- thatitisa
tected fileand is pass-
deleted word-pro-
tected fileand
isdeleted
Quar- [<X Move the pass- Show awarning | Movethe Show awarn-
antine word-protected fileto | message that the | pass- ing message
the quarantinedirec- | password-pro- word-pro- that the pass-
tory tected fileis quar- | tected fileto | word-pro-
antined thequaran- |tectedfileis
tine directory | quarantined

where X isthe size of file that triggers “ scan-behind”
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Password-protected Compressed Files

First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
e | e | M oroatey® | nesen o | et | St
downloaded
Pass >=X Passthefile Download thefile | Passthefile | Downloadthe
file
Delete |>=X Put the URL intothe | Download the file | Check the Show awarn-
alow list, and then URL if it ing message
delete the pass- match. Itwill |that itisa
word-protected file not down- pass-
load the word-pro-
URL if the |tectedfileand
URL match. |isdeleted
Quar- |>=X Move the pass- Download thefile | Move the Show awarn-
antine word-protected file to pass- ing message
the quarantine direc- word-pro- that the pass-
tory tected fileto | word-pro-
thequaran- |tectedfileis
tine directory | quarantined

where X isthe size of file that triggers “ scan-behind”
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Scan Action Behavior During Scan-behind

Macros
First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
e | e | M oreatey® | netin o | et | St
0 downloaded
Pass <X Passthefile Download thefile | Passthefile | Downloadthe
file
Clean |<X Clean the macro Download thefile | Clean the Download the
with the macro macro filewith the
cleaned macro
stripped off
Quar- |[<X Movethe macrofileto | Show awarning | Block the Show awarn-
antine the quarantinedirec- | message that the | URL ing message
tory macro fileis quar- that the URL
antined is blocked

where X isthe size of file that triggers “ scan-behind”
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Macros
First accessto the URL Subsequent accessto the
URL
. . . Actionsto .
e | e | M oreatey® | nesen o | et | St
1on downloaded
Pass >=X Pass thefile Download thefile | Passthefile | Downloadthe
file
Clean |[>=X Passthefile, but per- | Download thefile | Clean the Download the
form scan-behind macro filewith the
macro
stripped off
Quar- |[>=X Movethe macro fileto | Download thefile | Block the Show awarn-
antine the quarantine direc- URL ing message
tory that the URL
is blocked

where X isthe size of file that triggers “ scan-behind”
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