InterScan* Messaging
‘Security Virtual Appliance’

Comprehensive Email Protection at the Gateway

Installation Guide

0040 g Qa00dd S

ﬂ'mnlll‘ i

3

Messaging Security






Trend Micro, Incorporated reserves the right to make changes to this document and to
the products described herein without notice. Before installing and using the software,
please review the readme files, release notes, and the latest version of the applicable user
documentation, which are available from the Trend Micro Web site at:

http:/ /www.trendmicro.com/download

Trend Micro, the Trend Micro t-ball logo, InterScan, and Trend Micro Control Manager
are trademarks or registered trademarks of Trend Micro, Incorporated. All other
product or company names may be trademarks or registered trademarks of their owners.

Copyright© 2008 Trend Micro, Incorporated. All rights reserved.
Document Part No. MSEM73779/80804
Release Date: September 2008

Patents Pending



The user documentation for Trend Micro InterScan Messaging Security Virtual
Appliance is intended to introduce the main features of the software and installation
instructions for your production environment. You should read through it prior to
installing or using the software.

Detailed information about how to use specific features within the software are available
in the online help file and the online Knowledge Base at Trend Micro’s Web site.

Trend Micro is always seeking to improve its documentation. Your feedback is always
welcome. Please evaluate this documentation on the following site:

http://www.trendmicro.com/download/documentation/rating.asp



Contents

Contents

Preface

Chapter 1:

Chapter 2:

Chapter 3:

InterScan™ Messaging Security Virtual Appliance Documentation .......... X
AUAIENICE ottt

Document Conventions

Introducing InterScan Messaging Security Virtual

Appliance

AbOUt IMSVA 7.0 w.oiiiiiiiiiici s 1-2
WHAE'S INEW ..ottt s 1-2

IMSVA Main Features and Benefits ..o, 1-4

About Spyware and Other Types of Grayware ........ccocveuveccuricenieeninnns 1-10

About Trend Micro Control Manager .........ccceceeecenceneecuneesencesecnseeeenes 1-12
Integrating with Control Manager ... 1-13

System Requirements and Component Descriptions
System ReqUIrEMENtS ...c.cvviuiuiiiiiiiiiiieic s
Additional Requirements and TOOIS ........ccocurucuriciniinincinicinisicecs
About IMSVA COMPONENLS ....couuiuiieiiiriieiiiieciseeeesensiecesseseessssesseseseesees
About Spam Prevention Solution ..................
Spam Prevention Solution Technology

Using Spam Prevention Solution .................
IP Filtering ....cccvvviiciviiciiiicciiiinns
Network Reputation Services

Types of Network Reputation Services

How IP Profiler WOtKS .vcioeeiieieiiieieiecieecieeeteeeteie et saevesenens 2-6
How Network Reputation Service Works ......cccovvviiviiiiiiniiinnnns 2-7
Using the NRS Management Console ... 2-9
About End-User Quarantine (EUQ) ....coovvivivivivivivininicnicciinn, 2-10
About Centralized Reporting ........cccocvvicvviniiinininisicnicieeieines 2-10

Planning for Deployment
Deployment CheckliSt ........coviiueiriicieiriiciniceccesce e 3-2
Considering Network TOPOlOZY ......cccvvvivviuriuiiiniiniiniieiiicicie s esinees 3-5



Trend Micro™ InterScan™ Messaging Security Virtual Appliance Installation Guide

Deploying at the Gateway or Behind the Gateway .........cccoeuvivcieicnaes

Installing without a Firewall ..........
Installing in Front of a Firewall ....
Incoming Traffic
Outgoing Traffic

Installing Behind a Firewall ........coviiviiiiiiiicccciccicen,
Incoming TrAffic ..o
Outgoing TTaffiC ..o

Deploying on a Former SMTP Gateway ......c.cocvvevvemricrnieiiinniiiinienns

Incoming Traffic ..o
Outgoing TTaffiC ..o
Installing in the De-Militarized ZONe ......cocueuvieievinieriniesinininiinianns
Incoming Traffic ..o
Outgoing TTaffiC ..o
About Device ROIES ..cucivivieieiieiicieieeeeteeeseete et 3-12
ADOUt DEVICE SEIVICES oevvrriieririeriereeeteieesteese et ssese s s saesseseseesesseses

ChooSING SEIVICES ..uviviiiiiiiiiiiii s 3-12

Deploying IMSVA with IP Filtering .........ccccocuee.
Understanding Internal Communication Port
Understanding POP3 Scanning .......ccccceevievneiieininnnnes
Requirements for POP3 Scanning
Configuring a POP3 Client that Receives Email

Through IMSVA ..o

Opening the IMSVA Web Console ..o,
Setting Up a Single Parent Device ...,
Step 1: Configuring System Settings .......cccocvevveviverrireviisiersieieneinnn: 3-17
Step 2: Configuring Deployment Settings ........ccccovevieiiniiiiiiininns
Step 3: Configuring SMTP Routing Settings .......coccoevvevvirieiiicinnnns
Step 4: Configuring Notification Settings ..........ccvuvevrieininiieiieninnns
Step 5: Configuring the Update Source .......covviciviciviviiiniciiininnn,
Step 6: Configuring LDAP Settings ......cccocvviviviiiviciiniciceiinn,
Step 7: Configuring Internal Addresses ......cocvvviviiviciiiniciicnn,
Step 8: Configuring TMCM Setver Settings ......cccocvuevieviniiiieninnns
Step 9: Activating the Product ...,

Step 10: Reviewing the Settings ........
Setting Up a Child Device .......ccccoveiririiirinnnnns

Verifying Successful Deployment ...



Contents

Chapter 4:

Chapter 5:

Appendix A:

Index

Installing and Upgrading

Installing IMSVA ..o s 4-2
Upgrading from an Evaluation Version ..., 4-16
IMPOLt/ EXPOLE NOLES oucverveererireererereriserssesersesaenssasensessessessessesssessnsssenens 4-18
ImMporting SEttiNgs ..o 4-19
Settings that Cannot be Migrated ........cccccovuviviviiiviiininiiiciicnes 4-20
Migrating from InterScan Messaging Security

Suite 5.7 t0 IMSVA 7.0 w.ovvuiriiriiniriieininisieieisiescesieesesseenes 4-22

Exporting from InterScan Messaging Security
Suite 5.7 LINUX o 4-22

Exporting From InterScan Messaging Security
Suite 5.7 SOlafis: .....ccovvviiiiiiiiiniciii s 4-23

Exporting from InterScan Messaging Security
Suite 5.7 WINdOWS ..o 4-23

Settings that Can Be Migrated from InterScan
Messaging Secutity Suite 5.7 ....cooeviiiiiiiiiniiiienns 4-24

Troubleshooting, FAQ, and Support

TroubleShOOtING .....ccviiiiiiiiiic e 5-2
Troubleshooting UtHtes .........cccveiiiiciiiiicininieiiscsieeseces 5-2
Frequently Asked QUESHONS .....ccuiuieiiiiiiciiciiiccce s 5-5
Postfix MTA SEttngs .....cccoevieiiiriiiiiiriciiieiiieieiessssesssess s 5-5
Importing and EXPOLting ........cccvciviciiiniiiniciiiciesiesceeinns 5-5
Using the Knowledge Base ..., 5-6
CoNtacting SUPPOLL c..ecviviviiiiriiiir s 5-6

Creating a New Virtual Machine Under VMware ESX for
IMSVA
Creating a New Virtual Machine ..o, A-2



Trend Micro™ InterScan™ Messaging Security Virtual Appliance Installation Guide




Preface

Preface

Welcome to the Trend Micro™ InterScan Messaging Security Virtnal Appliance 7.0 Installation
Guide. This manual contains information on InterScan Messaging Security Virtual
Appliance (IMSVA) features, system requirements, as well as instructions on installation

and upgrading;

Please refer to the IMSVA 7.0 Administrator’s Guide for information on how to configure
IMSVA settings and the Online Help in the Web management console for detailed
information on each field on the user interface.

This preface discusses the following topics:

*  InterScan™ Messaging Security Virtual Appliance Documentation on page x

*  Audience on page x

*  Document Conventions on page xi
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InterScan™ Messaging Security Virtual
Appliance Documentation

The InterScan Messaging Security Virtual Appliance IMSVA) documentation consists
of the following:

Installation Guide—Contains introductions to IMSVA features, system
requirements, and provides instructions on how to deploy and upgrade IMSVA in
various network environments.

Administrator’s Guide—Helps you get IMSVA up and running with
post-installation instructions on how to configure and administer IMSVA.

Online Help—Provides detailed instructions on each field and how to configure all
features through the user interface. To access the online help, open the Web
management console, then click the help icon ().

Readme Files—Contain late-breaking product information that might not be
found in the other documentation. Topics include a description of features,
installation tips, known issues, and product release history.

The Installation Guide, Administrators Guide and readme files are available at:
http://www.trendmicro.com/download

Audience

The InterScan Messaging Security Virtual Appliance documentation is written for I'T
administrators in medium and large enterprises. The documentation assumes that the

reader has in-depth knowledge of email messaging networks, including details related to

the following:

SMTP and POP3 protocols
Message transfer agents (MTAs), such as Postfix or Microsoft Exchange
LDAP

Database management

The documentation does not assume the reader has any knowledge of antivirus or

anti-spam technology.


http://www.trendmicro.com/download

Preface

Document Conventions

To help you locate and interpret information easily, the IMSVA documentation uses the

following conventions.

CONVENTION DESCRIPTION
ALL CAPITALS Acronyms, abbreviations, and names of certain com-
mands and keys on the keyboard
Bold Menus and menu commands, command buttons,
tabs, options, and other user interface items
Italics References to other documentation
Monospace Examples, sample command lines, program code,
Web URL, file name, and program output
Configuration notes
Note:
Recommendations
Tip:
Reminders on actions or configurations that must be
WARNING! avoided

Xi
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Chapter:1

Introducing InterScan Messaging
Security Virtual Appliance

This chapter introduces InterScan Messaging Security Virtual Appliance IMSVA)
features, capabilities, and technology, and provides basic information on other Trend
Micro products that will enhance your anti-spam capabilities.

Topics include:

About IMSVA 7.0 on page 1-2

What’s New on page 1-2

IMSVA Main Features and Benefits on page 1-4

About Spyware and Other Types of Grayware on page 1-10
About Trend Micro Control Manager on page 1-12

11
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About IMSVA 7.0

InterScan Messaging Security Virtual Appliance IMSVA) integrates multi-tiered spam
prevention and anti-phishing with award-winning antivirus and anti-spyware. Content
filtering enforces compliance and prevents data leakage. This easy-to-deploy appliance is
delivered on a highly scalable platform with centralized management, providing easy
administration. Optimized for high performance and continuous security, the appliance
provides comprehensive gateway email security.

What’s New

Table 1-1 provides an overview of what’s new in this release:

NEwW FEATURE DESCRIPTION

Self-contained Installation IMSVA provides a self-contained installation that
provides a purpose-built, hardened, and perfor-
mance tuned CentOS Linux operating system. This
dedicated operating system installs with IMSVA to
provide a turnkey solution. A separate operating
system, such as Linux, Windows, or Solaris, is not

required.
Bare Metal and VMware IMSVA can be installed on bare metal server plat-
ESX Support forms (servers without an operating system) or on

VMware virtual platforms. IMSVA is fully supported
when running on VMware ESX Server 3.5.

Command Line Interface IMSVA provides a native Command Line Interface
(CLI) to perform system monitoring, system adminis-
tration, debugging, troubleshooting functions,
through a secure shell or direct console access.
IMSVA'’s new CLI interface offers stronger console
security by preventing unauthorized access to the
OS shell. The IMSVA CLI is modeled after industry
standard CLI syntax and navigation formats to
greatly reduce the learning time.

Multiple Network Interfaces IMSVA supports multiple network interfaces, and
Support provides a user interface to configure the route for
users to deploy IMSVA more conveniently.

Route Configuration

TABLE 1-1. New Features

1-2
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NEW FEATURE

DESCRIPTION

Multiple Antivirus and Mal-
ware Policies

Multiple IMSVA policies with LDAP support help you
configure filtering settings that apply to specific
senders and receivers based on different criteria.

Centralized Logging and
Reporting

A consolidated, detailed report provides top usage
statistics and key mail usage data.

Centralized logging allows administrators to quickly
audit message-related activities.

Centralized Archive and
Quarantine Management

An easy way to search multiple IMSVA quarantine
and archive areas for messages.

Scalable Web End-User
Quarantine (Web EUQ)

Multiple Web EUQ services offer your users the abil-
ity to view quarantined email messages that IMSVA
detected as spam.

Together with EUQ notification, IMSVA will help
lower the cost of helpdesk administrative tasks.

Multiple Spam Prevention
Technologies

Three layers of spam protection:

* Network Reputation Services filters spam
senders at the connection layer.

* |IP Profiler helps protect the mail server from
attacks with smart profiles (SMTP IDS).

* Trend Micro Anti-spam engine accurately detects
and takes action on spam.

Delegated Administration

LDAP-integrated account management which users
to assign administrative rights for different configu-
ration tasks.

Easy Deployment with Con-
figuration Wizard

An easy-to-use configuration wizard to get IMSVA up
and running right out of the box.

Advance MTA Functions

Opportunistic TLS, domain based delivery, and other
MTA functions help IMSVA handle email efficiently
and securely.

Migration

Easy upgrade process ensures that settings will be
transferred with minimum effort during setup.

TABLE 1-1.

New Features
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NEW FEATURE DESCRIPTION

Mail Auditing and Tracking

Detailed logging for all messages to track and iden-
tify message flow related issues.

Integration with Trend Micro
Control Manager™

features.

Perform log queries on Network Reputation Services
from Control Manager, in addition to other supported

TABLE 1-1.

New Features

IMSVA Main Features and Benefits

FEATURE

DESCRIPTIONS

BENEFITS

Real-time Sta-
tistics and
Monitor

Administrators can monitor the
scan performance and IP filtering
performance of all IMSVA devices
(within a group) on the Web man-
agement console.

IMSVA provides administrators
with an overview of the system
that keeps administrators
informed on the first sign of
mail processing issues.
Detailed logging helps adminis-
trators proactively manage
issues before they become a
problem.

Antivirus

protection

IMSVA performs virus detection
using Trend Micro scan engine and
a technology called pattern match-
ing. The scan engine compares
code in files traveling through your
gateway with binary patterns of
known viruses that reside in the
pattern file. If the scan engine
detects a match, it attempts to
clean the file by removing the virus
code, quarantining the message or
taking other actions as configured
in the policy rules.

IMSVA'’s enhanced virus/con-
tent scanner keeps your mes-
saging system working at top
efficiency.

TABLE 1-2.

1-4

Main Features and Benefits
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FEATURE

DESCRIPTIONS

BENEFITS

Intellitrap

Virus writers often attempt to cir-
cumvent virus filtering by using dif-
ferent file compression schemes.
IntelliTrap provides heuristic evalu-
ation of these compressed files.

Because there is the possibility that
IntelliTrap may incorrectly identify a
non-threat file as a security risk,
Trend Micro recommends quaran-
tining message attachments that
fall into this category when Intelli-
Trap is enabled. In addition, if your
users regularly exchange com-
pressed files, you may want to dis-
able this feature.

By default, IntelliTrap is turned on
as one of the scanning conditions
for an antivirus policy, and is con-
figured to quarantine message
attachments that may be incorrectly
classified as security risks.

Helps reduce the risk that a
virus compressed using differ-
ent file compression schemes
will enter your network through
email.

Content man-
agement

IMSVA analyzes email messages

and their attachments, traveling to
and from your network, for appro-
priate content.

Content that you deem inappro-
priate, such as personal com-
munication, large attachments,
and so on, can be blocked or
deferred effectively using
IMSVA.

Protection against other email threats

DoS attacks

By flooding a mail server with large
attachments, or sending messages
that contain multiple viruses or
recursively compressed files, indi-
viduals with malicious intent can
disrupt mail processing.

IMSVA allows you to configure
the characteristics of messages
that you want to stop at the
SMTP gateway, thus reducing
the chances of a DoS attack.

TABLE 1-2.

Main Features and Benefits

1-5
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FEATURE

DESCRIPTIONS

BENEFITS

Malicious
email content

Many types of file attachments,
such as executable programs and
documents with embedded mac-
ros, can harbor viruses. Messages
with HTML script files, HTML links,
Java applets, or ActiveX controls
can also perform harmful actions.

IMSVA allows you to configure
the types of messages that are
allowed to pass through the
SMTP gateway.

Degradation of
services

Non-business-related email traffic
has become a problem in many
organizations. Spam messages
consume network bandwidth and
affect employee productivity. Some
employees use company messag-
ing systems to send personal mes-
sages, transfer large multimedia
files, or conduct personal business
during working hours.

Most companies have accept-
able usage policies for their
messaging system—IMSVA
provides tools to enforce and
ensure compliance with existing
policies.

Legal liability
and business
integrity

Improper use of email can also put
a company at risk of legal liability.
Employees may engage in sexual
or racial harassment, or other ille-
gal activity. Dishonest employees
can use a company messaging sys-
tem to leak confidential information.
Inappropriate messages that origi-
nate from a company’s mail server
damage the company’s reputation,
even if the opinions expressed in
the message are not those of the
company.

IMSVA provides tools for moni-
toring and blocking content to
help reduce the risk that mes-
sages containing inappropriate
or confidential material will be
allowed through your gateway.

TABLE 1-2.

1-6

Main Features and Benefits
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FEATURE

DESCRIPTIONS

BENEFITS

Mass mailing
virus contain-
ment

Email-borne viruses that may auto-
matically spread bogus messages
through a company’s messaging
system can be expensive to clean
up and cause panic among users.

When IMSVA detects a mass-mail-
ing virus, the action taken against
this virus can be different from the
actions against other types of
viruses.

For example, if IMSVA detects a
macro virus in a Microsoft Office
document with important informa-
tion, you can configure the program
to quarantine the message instead
of deleting the entire message, to
ensure that important information
will not be lost. However, if IMSVA
detects a mass-mailing virus, the
program can automatically delete
the entire message.

By auto-deleting messages that
contain mass-mailing viruses,
you avoid using server
resources to scan, quarantine,
or process messages and files
that have no redeeming value.

The identities of known
mass-mailing viruses are in the
Mass Mailing Pattern that is
updated using the TrendLab-
sSM ActiveUpdate Servers. You
can save resources, avoid help
desk calls from concerned
employees and eliminate
post-outbreak cleanup work by
choosing to automatically
delete these types of viruses
and their email containers.

Spyware and oth

er types of grayware

Spyware and
other types of

Other than viruses, your clients are
at risk from potential threats such

IMSVA'’s ability to protect your
environment against spyware

grayware as spyware, adware and dialers. and other types of grayware
For more information, see About enables you to significantly
Spyware and Other Types of Grayware reduce security, confidentiality,
on page 1-10 and legal risks to your organi-
zation.
TABLE 1-2. Main Features and Benefits

1-7
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FEATURE

DESCRIPTIONS

BENEFITS

Integrated spam

Spam Preven-
tion Solution
(SPS)

Spam Prevention Solution (SPS) is
a licensed product from Trend
Micro that provides spam-detection
services to other Trend Micro prod-
ucts. To use SPS, you must pay for
and obtain an SPS Activation Code.
For more information, refer to your
sales representative.

SPS works by using a built-in spam
filter that automatically becomes
active when you register and acti-
vate the SPS license.

Note: Activate SPS before you

configure IP Profiler and
NRS.

The detection technology used
by Spam Prevention Solution
(SPS) is based on sophisticated
content processing and statisti-
cal analysis. Unlike other
approaches to identifying spam,
content analysis provides
high-performance, real time
detection that is highly adapt-
able, even as spam originators
change their techniques.

Spam Filtering
with IP Profiler

IP Profiler is a self-learning, fully
configurable feature that proac-

With the integration of IP Filter-
ing, which includes IP Profiler

and NRS tively blocks IP addresses of com- and Network Reputation Ser-
puters that send spam and other vices (NRS), IMSVA can block
types of potential threats. NRS spammers at the IP level.
blocks IP addresses of known spam
senders that Trend Micro main-
tains in a central database.
Others
LDAP & You can configure LDAP settings if Using LDAP, you can define
domain-based you are using LDAP directory ser- multiple rules to enforce your
policies vices such as Lotus Domino™ or company’s email usage guide-
Microsoft™ Active Directory™ for lines. You can define rules for
user-group definition and adminis- individuals or groups, based on
trator privileges. the sender and recipient
Note: You must have LDAP in addresses.
order to use End-User
Quarantine.
TABLE 1-2. Main Features and Benefits
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FEATURE DESCRIPTIONS BENEFITS
Web-based Web-based management console The Web-based console also
management allows you to conveniently config- provides greater security as itis
console ure IMSVA policies and settings on SSL-compatible.

the Web.
End-User IMSVA provides Web-based EUQ to | With the Web-based EUQ con-
Quarantine improve spam management. The sole, end-users can manage
(EUQ) Web-based EUQ service allows messages that IMSS quaran-

end-users to manage their own tines.

spam quarantine. Spam Prevention

Solution (SPS) quarantines mes-

sages that it determines are spam.

The EUQ indexes these messages

into a database. The messages are

then available for end-users to

review, delete or approve for deliv-

ery.
Delegated IMSVA offers the ability to create By delegating administrative

administration

different access rights to the Web
management console. You can
choose which sections of the con-
sole are accessible for different
administrator logon account.

roles to different employees,
you can create backups of
human resources and promote
the sharing of administrative
duties.

Centralized Centralized reporting gives you the Helps you analyze how IMSVA
reporting flexibility of generating one time (on is performing.
demand) reports or scheduled One time (on demand) reports
reports. allow you to specify the type of
report content as and when
required. Alternatively, you can
configure IMSVA to automati-
cally generate reports daily,
weekly, and monthly.
System avail- A built-in agent monitors the health Email notification on detection

ability monitor

of your IMSVA server and delivers
notifications through email or

SNMP trap when a fault condition
threatens to disrupt the mail flow.

of system failure allows you to
take immediate corrective
actions and minimize downtime.

TABLE 1-2.

Main Features and Benefits
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FEATURE DESCRIPTIONS BENEFITS
POP3 scan- You can choose to enable or dis- In addition to SMTP traffic,
ning able POP3 scanning from the Web IMSVA can also scan POP3
management console. messages at the gateway as
messaging clients in your net-
work retrieve them.
Integration Trend Micro Control Manager™ Outbreak Prevention Services
with Trend (TMCM) is a software management | delivered through Trend Micro
Micro Control solution that gives you the ability to | Control Manager™ reduces the
Manager™ control antivirus and content secu- risk of outbreaks. When a Trend
rity programs from a central loca- Micro product detects a new
tion regardless of the program’s email-borne virus, TrendLabs
physical location or platform. This issues a policy that uses the
application can simplify the admin- advanced content filters in
istration of a corporate virus and IMSVA to block messages by
content security policy. identifying suspicious charac-
For details, see About Trend Micro | teristics in these messages.
Control Manager on page 1-12. These rules help minimize the
window of opportunity for an
infection before the updated
pattern file is available.
TABLE 1-2. Main Features and Benefits

About Spyware and Other Types of Grayware

Your clients are at risk from threats other than viruses. Grayware can negatively affect

the performance of the computers on your network and introduce significant security,
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confidentiality, and legal risks to your organization (see Table 1-3).

TYPES OF

SPYWARE/GRAYWARE DESCRIPTIONS

Spyware/Grayware Gathers data, such as account user names and passwords,
and transmits them to third parties.

Adware Displays advertisements and gathers data, such as user
Web surfing preferences, to target advertisements at the
user through a Web browser.

Dialers Changes computer Internet settings and can force a com-

puter to dial pre-configured phone numbers through a
modem.

Joke Program

Causes abnormal computer behavior, such as closing and
opening the CD-ROM tray and displaying numerous mes-
sage boxes.

Hacking Tools

Helps hackers enter computers.

Remote Access Tools

Helps hackers remotely access and control computers.

Password Cracking

Helps hackers decipher account user names and pass-

Applications words.
Others Other types not covered above.
TABLE 1-3. Types of spyware/grayware
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About Trend Micro Control Manager

Trend Micro Control Manager™ (TMCM) is a software management solution that gives

you the ability to control antivirus and content security programs from a central location

regardless of the program’s physical location or platform. This application can simplify

the administration of a corporate virus and content security policy.

Control Manager consists of the following components:

Control Manager server—The Control Manager server is the computer upon
which the Control Manager application installs. The Web-based Control Manager
management console generates from this server.

Agent—The agent is an application installed on a product-server that allows
Control Manager to manage the product. It receives commands from the Control
Manager server, and then applies them to the managed product. It also collects logs
from the product and sends them to Control Manager.

Note:  You do not need to install the agent separately. The agent automatically installs
when you install IMSVA.

Entity—An entity is a representation of a managed product on the Product
Directory link. You see these icons in the directory tree of the Entity section. The
directory tree is a composition of all managed entities, residing on the Control
Manager console. IMSVA can be an entity on the Control Manager management
console.

When you install a scanner, the Control Manager agent is also installed
automatically. After the agent is enabled, each scanner will register to the Control
Manager server and appear as separate entities.

Note: Use Control Manager server version 3.5 or later when using Control Manager to

manage IMSVA. For more information on the latest version and the most recent
patches and updates, see the Trend Micro Update Center:
http://www.trendmicro.com/download/product.asp?productid=7
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Integrating with Control Manager

Table 1-4 shows a list of Control Manager features that IMSVA supports.

FEATURES

DESCRIPTIONS

SUPPORTED?

2-way commu-
nication

Using 2-way communication,
either IMSVA or Control Man-
ager may initiate the communi-
cation process.

No.

Only IMSVA can initiate a com-
munication process with Con-
trol Manager.

Outbreak Pre-
vention Policy

The Outbreak Prevention Policy
(OPP) is a quick response to an
outbreak developed by Trend-
Labs that contains a list of
actions IMSVA should take in
order to reduce the likelihood of
the IMSVA server or its clients
from becoming infected.

Trend Micro ActiveUpdate
Server then deploys this policy
to IMSVA through Control Man-
ager.

Yes

Log Upload for
Query

Uploads IMSVA virus logs, Con-
tent Security logs, and NRS
logs to Control Manager for
query purposes.

Yes

Single Sign-On

Manage IMSVA from Control
Manager directly without first
logging on to the IMSVA Web
management console.

No.

You need to first log on to the
IMSVA Web management con-
sole before you can manage

IMSVA from Control Manager.

Configuration Replicate configuration set- Yes
Replication tings from an existing IMSVA

server to a new IMSVA server

from Control Manager.
Pattern Update | Update virus/malware pattern Yes

files from Control Manager

TABLE 1-4.

Supported Control Manager features
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FEATURES DESCRIPTIONS SUPPORTED?
Engine Update | Update Scan Engine from Con- | Yes

trol Manager.
Product Com- Update IMSVA product compo- No.

ponent Update

nents such as patches and hot
fixes from Control Manager.

Refer to the specific patch or
hot fix readme file for instruc-
tions on how to update the
product components.

Configuration
By User Inter-
face Redirect

Configure IMSVA through the
IMSVA Web management con-
sole accessible from Control
Manager.

Yes

Renew Product
Registration

Renew IMSVA product license
from Control Manager.

Yes

Mail-related
Report on Con-
trol Manager

Generate the following IMSVA
mail-related reports from Con-
trol Manager:

¢ Top 10 Virus Detection
Points

¢ All Entities Virus Infection
List

* Top 10 Infected Email
Sender Report

* Top 10 Security Violations
Reports

¢ Virus Infection
Channel-Product
Relationship Report

¢ Filter Events by Frequency

* Filter Events by Policy

* Gateway Messaging Spam
Summary Report

¢ Gateway Messaging Spam
Summary Report (for
Domains)

Yes

TABLE 1-4.

Supported Control Manager features
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FEATURES

DESCRIPTIONS

SUPPORTED?

Control Man-
ager Agent
Installation
/Uninstallation

Install / uninstall IMSVA Control
Manager Agent from Control
Manager.

No.

IMSVA Control Manager agent
is automatically installed when
you install IMSVA. To
enable/disable the agent, do
the following from the IMSVA
Web management console:

1. Choose Administration >
Connections from the menu.

2. Click the TMCM Server tab.

3. To enable/disable the agent,
select/deselect the check box
next to Enable TMCM Agent
respectively.

Event Notifica- Send IMSVA event notification Yes
tion from Control Manager.

Command Track the status of commands Yes
Tracking for All that the Control Manager issues
Commands to IMSVA.

TABLE 1-4. Supported Control Manager features
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Chapter 2

System Requirements and
Component Descriptions

This chapter explains what requirements are necessary to manage IMSVA and explains
the various software components it needs to function.

Topics include:
*  System Requirements on page 2-2

*  About IMSVA Components on page 2-4
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System Requirements

Table 2-1 provides the recommended and minimum system requirements for running

IMSVA.

TABLE 2-1. System Requirements

HARDWARE/SOFTWARE

DESCRIPTION

Operating System

IMSVA provides a self-contained installation that
provides a purpose-built, hardened, and perfor-
mance tuned CentOS Linux operating system.
This dedicated operating system installs with
IMSVA to provide a turnkey solution. A separate
operating system, such as Linux, Windows, or
Solaris, is not required.

Recommended CPU

Dual 2.4GHz Intel™ Core2Duo™ processors

Minimum CPU

Dual 2.0 GHz Intel™ Pentium™ Xeon processors

Recommended Memory

4GB RAM

Minimum Memory

2GB RAM

Recommended Disk Space

250GB

IMSVA automatically partitions the detected disk
space as per recommended Linux practices

Minimum Disk Space

80GB

IMSVA automatically partitions the detected disk
space as per recommended Linux practices

Monitor

Monitor that supports 800 x 600 resolution with
256 colors or higher

2-2
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TABLE 2-1. System Requirements

HARDWARE/SOFTWARE

DESCRIPTION

Server Platform Compatibility

IMSVA should install and operate without issues
on many brands of “off-the-shelf ” server plat-
forms. However, Trend Micro cannot guarantee
100% compatibility with all brands and models of
server platforms.

To obtain a list of Trend Micro certified servers

that are guaranteed compatible with IMSVA,

access the following URL:
http://www.trendmicro.com/go/certified

To obtain a general list of available platforms that
should operate with IMSVA, access the following
URL:

http://wiki.centos.org/HardwarelList

Trend Micro cannot guarantee full compatibility
with the hardware components from this general
list.

Additional Requirements and Tools

Table 2-2 lists the minimum application requirements to access the CLI and Web console
interfaces and to manage IMSVA with Control Manager.

TABLE 2-2. Minimum Software Requirements

SYSTEM

APPLICATION REQUIREMENT

DETAILS

SSH communi- SSH protocol
cations appli- version 2
cation

To adequately view the IMSVA CLI through
an SSH connection, set the terminal win-
dow size to 80 columns and 24 rows.

VMware™ ESX Version 3.5
server

If you want to install IMSVA as virtual
machine, install IMSVA on a VMware ESX
server 3.5.
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TABLE 2-2. Minimum Software Requirements

YSTEM
APPLICATION gEtslUIREMENT DETAILS
Internet Version 6.0 To access the Web console, which allows
Explorer© you to configure all IMSVA settings, use
Internet Explorer 6.0 or above or Firefox
2.0 or above. Using the data port IP
Mozilla Fire- Version 2.0 address you set during initial configura-
fox© tion, enter the following URL:
https://[IP Address]:8445
Java™ Virtual Version 5.0 or later To view certain items in the Web console,
Machine or SUN JRE 1.4+ the computer must have JVM.
Trend Micro Version 3.5 patch 5 If you want to use Trend Micro Control
Control Man- hot fix 1553 Manager 3.5 to manage IMSVA, update the
ager Control Manager server to version 3.5
patch 5 hot fix 1553.

About IMSVA Components

The new architecture of IMSVA separates the product into distinct components that
each perform a particular task in message processing. The following section provides an
overview of each component.

About Spam Prevention Solution

Spam Prevention Solution (SPS) is a licensed product from Trend Micro that provides
spam-detection services to other Trend Micro products. To use SPS, you must pay for
and obtain an SPS Activation Code. For more information, contact to your sales
representative.

Spam Prevention Solution Technology

SPS uses detection technology based on sophisticated content processing and statistical
analysis. Unlike other approaches to identifying spam, content analysis provides high
performance, real-time detection that is highly adaptable, even as spammers change their
techniques.
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Using Spam Prevention Solution

SPS works through a built-in spam filter that automatically becomes active when you

register and activate the SPS license.

IP Filtering

IMSVA includes optional IP Filtering, which consists of two parts:

IP Profiler—Allows you to configure threshold settings, which it uses to analyze
email traffic. When traffic from an IP address violates the settings, IP Profiler adds
the IP address of the sender to its database and then blocks incoming connections
from the IP address.

IP profiler detects any of these four potential Internet threats:

Spam—Email with unwanted advertising content.
Viruses—Various virus threats, including Trojan programs.

Directory Harvest Attack (DHA)—A method used by spammers to collect
valid email addresses by generating random email addresses using a
combination of random email names with valid domain names. Emails are then
sent to these generated email addresses. If an email message is delivered, the
email address is determined to be genuine and thus added to the spam
databases.

Bounced Mail—An attack that uses your mail server to generate email
messages that have the target’s email domain in the “From” field. Fictitious
addresses send email messages and when they return, they flood the target’s
mail server.

Network Reputation Services™ (NRS)—Blocks email from known spam
senders at the IP-level.

Network Reputation Services

Trend Micro designed Network Reputation Services to identify and block spam before it
enters a computer network by routing Internet Protocol (IP) addresses of incoming mail

connections to Trend Micro Threat Protection Network for verification against an

extensive Reputation Database.

2-5
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Types of Network Reputation Services

NRS provides two types of services:

Real-time Blackhole List (RBL+)™ Service—Blocks spam at its source by
validating IP addresses against the industry’s most comprehensive and reliable
Reputation Database. Your designated mail server makes a DNS query to the RBL+
database server whenever an incoming mail message is received from an unknown
host. If the host is listed in the RBL+ database, IMSVA can reject the connection
and block spam from the sender.

Network Anti-Spam™ Service—A dynamic real-time solution that identifies and
stops sources of spam while they are in the process of sending messages in bulk.
Network Anti-Spam Service is a DNS query-based service like RBL+ Service. At
the core of this service is the RBL+ database, along with the QIL database, a
dynamic real-time database. These two databases have distinct entries and there is
no overlap of the IP addresses, allowing us to maintain a highly efficient and
effective database that can quickly respond to zombies, BGP attacks and other
highly dynamic sources of spam.

How IP Profiler Works

IP Profiler proactively identifies IP addresses of computers that send email containing

2-6

threats mentioned in the section IP Filtering on page 2-5. You can customize several
criteria that determine when IMSVA will start taking a specified action on an IP address.
The criteria differ depending on the potential threat, but commonly include a duration
during which IMSVA monitors the IP address and a threshold.

To accomplish this, IP Profiler makes use of several components, the most important of

which is Foxproxy—a server that relays information about email traffic to IMSVA.

The following process takes place after IMSVA receives a connection request from a

sending mail server:

1.

FoxProxy queries the IP Profiler’s DNS server to see if the IP address is on the
blocked list.

If the IP address is on the blocked list, IMSVA denies the connection request.

If the IP address is not on the blocked list, IMSVA analyzes the email traffic
according to the threshold criteria you specify for IP Profiler.
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3. If the email traffic violates the criteria, IMSVA adds the sender IP address to the
blocked list.

How Network Reputation Service Works

Trend Micro Network Reputation Services are Domain Name Service (DNS)
query-based services. The following process takes place after IMSVA receives a
connection request from a sending mail server:

1. IMSVA records the IP address of the computer requesting the connection.

2. IMSVA forwards the IP address to the Trend Micro NRS DNS servers and queries
the Reputation Database. If the IP address had already been reported as a source of
spam, a record of the address will already exist in the database at the time of the
query.

3. Ifarecord exists, NRS instructs IMSVA to permanently or temporarily block the
connection request. The decision to block the request depends on the type of spam
source, its history, current activity level, and other observed parameters.

Figure 2-1 illustrates how NRS works.

2-7
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NRS reputation database

Trend Micro Network

Incoming email

2 —

Spammers blocked
at the IP (layer 3) level

Quarantined email
(depends on your settings)

FIGURE 2-1 How NRS works

For more information on the operation of Trend Micro Network Reputation Services,
visit
http://us.trendmicro.com/us/products/enterprise/network-reputation

-services/index.html


http://us.trendmicro.com/us/products/enterprise/network-reputation-services/index.html
http://us.trendmicro.com/us/products/enterprise/network-reputation-services/index.html
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Using the NRS Management Console

Log on to the Network Reputation Services management console to access global spam
information, view reports, create or manage Approved Sender IP and Blocked Sender

IP lists, and perform administrative tasks.

This section includes basic instructions for using the NRS console. For detailed

instructions on configuring the settings for each screen, see the NRS console Online
Help. Click the help icon in the upper right corner of any help screen to access the
Online Help.

To use the NRS Management Console:

1.

Open a Web browser and access the following address:
https://nrs.nssg.trendmicro.com/

Select Global Spam Update from the menu.
Click any of the following tabs:

*  Spam Alert: Provides a brief overview and discussion of current spamming
tactics and the implications for organizations. It also describes how new tactics
are deployed, how they evade Trend Micro systems, and what Trend Micro is
doing to respond to these new threats.

* ISP Spam.x: The total spam volume from the top 100 ISPs for a specific week.
The networks that are producing the most spam are ranked at the top. The
ranking of the ISP’s will change on a daily basis.

To view reports that summarize the query activity between your MTA and the
Network Reputation Services database servers, do the following:

a. Select Report from the menu.
b. Click Percentage queries, Queries per hout, or Queries per day.

To create or manage Approved Sender IP and Blocked Sender IP lists, choose
Policy from the menu. You can define your Approved Senders by individual IP
address and CIDR by Country, or by ISP.

To add an ISP to the list, choose New ISP from the menu.

To change your password or Activation Code, choose Administration from the
menu.
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About End-User Quarantine (EUQ)

IMSVA provides Web-based EUQ to improve spam management. The Web-based
EUQ service allows end users to manage their own spam quarantine. Messages that
Spam Prevention Solution (licensed separately from IMSVA) determines to be spam, are
placed into quarantine. These messages are indexed into a database by the EUQ agent
and are then available for end users to review and delete or approve for delivery.

About Centralized Reporting

To help you analyze how InterScan Messaging Security Virtual Appliance is performing,
use the centralized reporting feature. You can configure one time (on demand) reports
or automatically generate reports (daily, weekly, and monthly).

210



Chapter 3

Planning for Deployment

This chapter explains how to plan for IMSVA deployment. For instructions on
performing initial configuration, see the Administrators Guide.
Topics include:

*  Deployment Checklist on page 3-2

*  Considering Network Topology on page 3-5

*  About Device Services on page 3-12

*  Understanding POP3 Scanning on page 3-14

*  Opening the IMSVA Web Console on page 3-16

*  Setting Up a Single Parent Device on page 3-16

*  Setting Up a Child Device on page 3-28

*  Verifying Successful Deployment on page 3-30
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Deployment Checklist

The deployment checklist provides step-by-step instructions on the pre and
post-installation tasks for deploying IMSVA.

3-2

TABLE 3-1. Deployment Checklist
TicK
TASKS OPTIONAL REFERENCE
WHEN
COMPLETED

Step1 - Identify the location of IMSVA

Choose one of the following locations on your network where you

would like to install IMSVA.

* At the gateway

Deploying at the
Gateway or
Behind the
Gateway on page

¢ Behind the gateway

Deploying at the
Gateway or
Behind the
Gateway on page

¢ Without a firewall

Installing without a
Firewall on page
3-8

* In front of a firewall

Installing in Front
of a Firewall on
page 3-8

* Behind a firewall

Installing Behind a
Firewall on page
3-9

* On a former SMTP gateway

Deploying on a
Former SMTP
Gateway on page
3-10
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TABLE 3-1. Deployment Checklist

TICK
TASKS OPTIONAL REFERENCE
WHEN
COMPLETED
¢ In the De-Militarized Zone Installing in the
De-Militarized
Zone on page 3-11

Step 2 - Plan the scope

Decide whether you would like to install a single IMSVA device or
multiple devices.

¢ Single device installation About Device
Roles on page
3-12

¢ Multiple IMSVA devices About Device
Roles on page
3-12

Step 3 - Deploy or Upgrade

Deploy a new IMSVA device or upgrade from a previous version.

¢ Upgrade from a previous Importing Settings
version on page 4-19

Step 4 - Start services

Activate IMSVA services to start protecting your network against var-
ious threats.

¢ Scanner IMSVA Services
- section of the

* Policy Administrator’s

e EUQ Yes Guide.

Step 5 - Configure other IMSVA settings

Configure various IMSVA settings to get IMSVA up and running.
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TABLE 3-1. Deployment Checklist
TicK
TASKS OPTIONAL REFERENCE
WHEN
COMPLETED
¢ |IP Filtering Rules Yes IP Filtering Ser-

vice section of
the Administra-
tor’s Guide.

¢ SMTP Routing

Scanning SMTP
Messages sec-
tion of the
Administrator’s
Guide.

¢ POP3 Settings Yes

Scanning POP3
Messages sec-
tion of the
Administrator’s
Guide.

¢ Policy and scanning
exceptions

Managing Poli-
cies section of
the Administra-
tor’s Guide.

* Perform a manual update of
components and configure
scheduled updates

Updating Scan
Engine and Pat-
tern Files section
of the Adminis-
trator’s Guide.

* Log settings

Configuring Log
Settings section
of the Adminis-
trator’s Guide.

Step 6 - Back up IMSVA

Perform a backup of IMSVA as a precaution again

st system failure

Back up IMSVA settings

Backing Up
IMSVA section of
the Administra-
tor’s Guide.
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Considering Network Topology

Decide how you want to use IMSVA in your existing email and network topology. The

following ate common scenarios for handling SMTP traffic:

Deploying at the Gateway or Behind the Gateway

TABLE 3-2. Common scenarios for handling SMTP traffic
SINGLE DEVICE MULTIPLE DEVICES
At the Gate- The only setup if you plan to The only setup if you plan to use
way use |P Filtering with the device. IP Filtering with at least one of
IMSVA is deployed at the gate- | the devices. You can enable or
way to provide antivirus, con- disable services on different
tent filtering, spam prevention devices. See the following:
and IP Filtering services, which * Figure 3-3
include Network Reputation * Choosing Services on page
Services and IP Profiler. See 3-12.
Figure 3-1.
Behind the The most common setup. The most common group setup.
Gateway IMSVA is deployed between IMSVA devices are deployed

upstream and downstream
MTAs to provide antivirus, con-
tent filtering and spam preven-
tion services. See Figure 3-2

between upstream and down-
stream MTAs to provide antivi-
rus, content filtering and spam
prevention services. You can
enable or disable services on dif-
ferent devices. See the following

¢ Figure 3-4
* Choosing Services on page
3-12.

TREND MICRO CONTROL MANAGER SCENARIO

If you have multiple groups, you can use Trend Micro Control Manager (TMCM) to
manage the devices.
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FIGURE 3-1 Single IMSVA device at the gateway
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FIGURE 3-2  Single IMSVA device behind the gateway
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FIGURE 3-4  IMSVA group behind the gateway
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Installing without a Firewall

Figure 3-5 illustrates how to deploy IMSVA and Postfix when your network does not
have a firewall:

&
.\% 6 Internet
%terSCanSew?

MailServers

FIGURE 3-5 Installation topology: no firewall

Note: Trend Micro does not recommend installing IMSVA without a firewall. Placing the
server hosting IMSVA at the edge of the network may expose it to security threats.

Installing in Front of a Firewall

Figure 3-6 illustrates the installation topology when you install IMSVA in front of your
firewall:

% 1@: :@: Internet

MailServer InterScanServer
Firewall

FIGURE 3-6 Installation topology: in front of the firewall
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Incoming Traffic

*  Postfix should receive incoming messages first, then transfers them to IMSVA.
Configure IMSVA to reference your SMTP server(s) or configure the firewall to
permit incoming traffic from the IMSVA server.

*  Configure the Relay Control settings to only allow relay for local domains.

Outgomg Traffic

Configure the firewall (proxy-based) to route all outbound messages to IMSVA, so
that:

*  Outgoing SMTP email goes to Postfix first and then to IMSVA.
*  Incoming SMTP email can only come from Postfix to IMSVA servers.

*  Configure IMSVA to allow internal SMTP gateways to relay, through Postfix, to any
domain through IMSVA.

Tip: For more information, see Configuring SMTP Routing section of the Administrator’s
Guide.

Installing Behind a Firewall
Figure 3-7 illustrates how to deploy IMSVA and Postfix behind your firewall:

= =
%:@: E @_’ & @ Internet

MailServer InterScanServer

Firewall

FIGURE 3-7 Installation scenario: behind a firewall

Incoming Traffic

*  Configure your proxy-based firewall, so:
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*  Outgoing SMTP email goes to Postfix first and then to the IMSVA.

*  Incoming SMTP email goes first to Postfix, then to IMSVA, and then to the
SMTP servers in the domain.

Configure IMSVA to route email destined to your local domain(s) to the SMTP
gateway or your internal mail server.

Configure relay restriction to only allow relay for local domain(s).

Outgomg Traffic

Configure all internal SMTP gateways to send outgoing mail to Postfix and then to
IMSVA.

If you are replacing your SMTP gateway with IMSVA, configure your internal mail
server to send outgoing email through Postfix and then to IMSVA.

Configure Postfix and IMSVA to route all outgoing email (to domains other than
local), to the firewall, or deliver the messages.

Configure IMSVA to allow internal SMTP gateways to relay to any domain using
IMSVA.

Tip:

For more information, see Configuring SMTP Routing section of the Adwministrator’s
Guide.

Deploying on a Former SMTP Gateway

You can also deploy IMSVA and Postfix on the same server that formerly hosted your
SMTP gateway.

Allocate a new TCP/IP pott to route SMTP mail to IMSVA. It must be a port
unused by any other services.

Configure IMSVA to bind to the newly allocated port, which frees port 25.

Note: The existing SMTP gateway binds to port 25.
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Incoming Traffic
*  Configure IMSVA to route incoming email to the SMTP gateway and the newly
allocated port.

Outgoing Traffic
*  Configure the SMTP gateway to route outgoing email to the IMSVA port 25.

*  Configure Postfix and IMSVA to route all outgoing email (those messages destined
to domains that are not local) to the firewall or deliver them.

Installing in the De-Militarized Zone
You can also install IMSVA and Postfix in the De-Militarized Zone (DMZ):

Incoming Traffic
*  Configure your packet-based firewall.

*  Configure IMSVA to route email destined to your local domain(s) to the SMTP
gateway or your internal mail server.

Outgomg Traffic

Configure Postfix to route all outgoing email (destined to other than the local
domains) to the firewall or deliver them using IMSVA.

*  Configure all internal SMTP gateways to forward outgoing mail to Postfix and then

to IMSVA.
*  Configure IMSVA to allow internal SMTP gateways to relay to any domain, through
Postfix and IMSVA.
Tip: For more information, see Configuring SMTP Routing section of the Adwministrator’s
Gutid.
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About Device Roles

IMSVA can act as a parent or ¢hild device. Parent and child devices compose a group,
where the parent provides central management services to the child devices registered to
it.

*  Parent—Manages child devices. If you are deploying a single IMSVA device, select
parent mode during setup so that all IMSVA components are deployed.

*  Child—Is managed by a single parent device and will use all global settings that you
configure through the parent device’s Web console.

A group refers to a parent device with at least one child device registered to it.

About Device Services

You can enable different kinds of services on IMSVA devices.

Parent-only services:
*  Admin user interface service (Web console)—Manages global settings.

Parent and child services:
*  Policy service—Manages the rules that you configure.
e Scanner service—Scans email traffic.

* EUQ service—Manages End-User Quarantine, which allows your users to view
their email messages that IMSVA determined were spam.

* Command Line Interface (CLI) service—Provides access to CLI features.

A child device is functional only when it is registered to a parent.

Choosing Services

3-12

You can enable different types of services on parent and child devices. For example, to
increase throughput, you can just enable the administrative services on the parent
device, and allow the child devices to scan traffic and provide EUQ services.

You can deploy IMSVA devices in a patent/child group in either deployment scenatio.
However, if you enable the scanner service on parent and child devices, you must use the



Planning for Deployment

same type of deployment for all devices in a single group. You cannot deploy some child
devices at the gateway and others behind the gateway.

In addition to the above SMTP-scanning scenarios, you might want IMSVA to scan
POP3 traffic. See Understanding POP3 Scanning on page 3-14 for more information.

Deploying IMSVA with IP Filtering

The Trend Micro IP Filtering, which includes IP Profiler and Network Reputation
Services (NRS) blocks connections at the IP level.

To use IP Filtering, any firewall between IMSVA and the edge of your network must not
modify the connecting IP address as IP Filtering is not compatible with networks using
network address translation (NAT). If IMSVA accepts SMTP connections from the
same source IP address, for instance, IP Filtering will not work, as this address would be
the same for every received message and the IP filtering software would be unable to
determine whether the original initiator of the SMTP session was a known sender of
spam.

Understanding Internal Communication Port

IMSVA supports multiple network interfaces. This means one IMSVA device may have
multiple IP addresses. This introduces challenges when devices try to communicate
using a unique IP address. IMSVA incorporates the use of an Internal Communication
Port to overcome this challenge.

*  Users must specify one network interface card (NIC) as an Internal Communication
Port to identify the IMSVA device during installation.

*  Afterinstallation, users can change the Internal Communication Port on the IMSVA
Web console through the Configuration Wizard or the command line interface
(CLI).

*  Ina group scenario, parent devices and child devices must use their Internal
Communication Port to communicate with each other. When registering a child
device to parent device, the user must specify the IP address of the parent device’s
Internal Communication Port.

3-13
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Tip: Trend Micro recommends configuring a host route entry on each IMSVA device of
the group to ensure that parent-child communication uses the Internal
Communication Port.

*  IMSVA devices use the Internal Communication Port’s IP address to register to
Control Manager servers. When users want to configure IMSVA devices from the
Control Manager Web console, the Web console service on the Internal
Communication Port needs to be enabled. By default, the Web console service is
enabled on all ports.

Understanding POP3 Scanning

In addition to SMTP traffic, IMSVA can scan POP3 messages at the gateway as your
clients retrieve them. Even if your company does not use POP3 email, your employees
might access personal, Web-based POP3 email accounts, which can create points of
vulnerability on your network if the messages from those accounts are not scanned.

The most common email scanning deployments will use IMSVA to scan SMTP traffic,
which it does by default. However, to scan POP3 traffic that your organization might
receive from a POP3 server over the Internet, enable POP3 scanning;

With POP3 scanning enabled, IMSVA acts as a proxy, positioned between mail clients
and POP3 servers, to scan messages as the clients retrieve them.

To scan POP3 traffic, configure your email clients to connect to the IMSVA server
POP3 proxy, which connects to POP3 servers to retrieve and scan messages.

Requirements for POP3 Scanning
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For IMSVA to scan POP3 traffic, a firewall must be installed on the network and
configured to block POP3 requests from all computers except IMSVA. This
configuration ensures that all POP3 traffic passes through the firewall to IMSVA and
that IMSVA only scans the POP3 traffic.

Note: If you disable POP3 scanning, your clients cannot receive POP3 mail.
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Configuring a POP3 Client that Receives Email Through
IMSVA

To configure a POP3 client using a generic POP3 connection, configure the following:

IP address/Domain name—The IMSVA IP address or domain name.
Port—IMSVA Generic POP3 port.
Account—account name#POP3 Server Domain-name

for example: user#10.18.125.168

To configure a POP3 client using dedicated POP3 connections, configure the following:

IP address—The IMSVA IP address.
Port—The IMSVA dedicated POP3 port.
Account—account name@POP3 Server Domain-name

for example: user@domain.com

3-15
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Opening the IMSVA Web Console

You can view the IMSVA management console with a Web browser from the server
where you deployed the program, or remotely across the network.
To view the console in a browser, go to the following URL:
https:// {IMSVA}:8445
where {IMSVA} refers to the IP address or Fully Qualified Domain Name. For
example: https://196.168.10.1:8445 or https://IMSVALl:8445

An alternative to using the IP address is to use the target server’s fully qualified domain
name (FQDN). To view the management console using SSL, type “https://” before the
domain name and append the port number after it.

The default logon credentials are as follows:

*  Administrator user name: admin

*  Password: The password specified during installation

Type the logon credentials the first time you open the console and click the Log on

button. To prevent unauthorized changes to your policies, Trend Micro recommends
that you set a new logon password immediately following deployment.

Note: If you are using Internet Explorer (IE) 7.0 to access the Web console, IE will block
the access and display a popup dialog box indicating that the certificate was issued
from a different Web address. Simply ignore this message and click Continue to this
Web site to proceed.

Tip: To prevent unauthorized changes to your policies, Trend Micro recommends
changing the password regularly.

Setting Up a Single Parent Device

IMSVA provides a configuration wizard to help you configure all the settings you need
to get IMSVA up and running,
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To set up a single parent device:

1. Make sure that your management computer can ping IMSVA’s IP address that you
configured duting installation.

2.  On the management computer, open Internet Explorer (version 6.0 or later) or
Firefox (version 2.0 or later).

3. Type the following URL (accept the security certificate if necessary):
https://<IP address>:8445
The logon screen appears.
Select the Open Configuration Wizard check box.
Type the following default user name and password:
*  User name: admin
*  Password: The password specified during installation

The Configuration Wizard screen appears.

"J TREND interscan messaging security virtuai Apphance™
= wicro  Configuration Wizard

Configuration Wizard

Welcome to the IM3WA Configuration Wizard for InterScan-Virtual-Appliance-01,

The configuration wizard will walk you through the steps necessary to configure thiz server
to get IMSYAup and running,

If vou terminate the wizard before configuring all settings, IMSVA will NOT save your
changes.

6. Progress through the Wizard screens to configure the settings.

Step 1: Configuring System Settings

1. After you read the welcome screen, click Next. The Local System Settings screen
appears.
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Configuration Wizard
Step 1of 10 u

Local System Settings

The follawing settings for netwark and systern time will be applied to local system imrnediately
when you dick the Save/Mext button

Network Settings

Network interface configuration

Device name  IP address Netmask

ethd I

Internal Communication Port

Device name: I vl

% sub configuration

Host narme:* IInterScan-VirtuaI-AppIiance-Dl

Default gateway:* I

Primary DNS server:® I

Secondary DNS I—
sarver:

System Time

“fou can enable MTP on the Deployment Settings screen, A child device uses the NTP settings
of its parent device, If you do not enable NTP on the Deployment Settings screen for the
parent device, child devices cannot use NTP.

Local Tirme Zone:* |Asia ;I ITaiwan ;I ITaipei ;I
Continent Country/Region Province/ City
Date and time |o7/z9sz008 |17:05:55

rornd ddfyyyy hhimmiss

= Backl Skip |

2. Modify the device host name, IP address, and netmask if necessary. Also, configure
your network settings and set the device system time.

Note: The local system settings take effect immediately when you click the Next>
button. If the IP address or time settings are changed, IMSVA will restart. Wait
until IMSVA is online and then log on again.
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Step 2: Configuring Deployment Settings
1. Click Next. The Deployment Settings screen appears.

configuration Wizard
Step 2 of 10 u

Deployment Settings

“fou can deploy two or rmore IMSA devices in a group, One device acts as the parent device,
which controls the child devices,

imsa.example. com deployment type:
@ Parent Device
Gateway deployment
[To use IP Filtering, you must deploy IMSA at the gateway.)
[] Enable End-User Quarantine

[Guarantine all spam and allow l,liur users to access their spam through a Web
consale, ]

I:‘ Autornatically synchronize systern time with NTP server: l:l

(O child Device

Register to parent device IP address: l:l

2. Select Parent Device or Child Device. If this is the first device you are setting up,

you must select Parent Device. You can configure additional child devices at a later
time.

To deploy the device between upstream and downstream MTAs, clear the gateway
deployment check box.

Also, decide if you want to use EUQ or N'TP services.
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Step 3: Configuring SMTP Routing Settings
1. Click Next. The SMTP Routing Settings screen appears.

configuration Wizard
Step 3 of 10 ™

SMTP Routing Settings

IMSA will uses these settings for Domain-based delivery and Relay Domains,

Relay Domains

Mails can be delivered fram any host to the following domains, We suggest adding all mail
servers to your intranet,

Add Domain
For example: example. com (includes all %
sub-damains)

Import frarm File

Domain Based Delivery

Add a Delete

Irnport from File 000f0 W dpage1 v »rn
[] Domain Delivery Methad
15 per page ¥

2. Add all SMTP server domains and their corresponding SMTP server names to the

relay domain list. IMSVA needs this information to pass email to SMTP servers for
delivery.
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Step 4: Configuring Notification Settings

1. Click Next. The Notification Settings screen appears.

configuration Wizard
5tep 4 of 10 H

MNotification Settings

Configure ermail and SMMP trap notifications for default system notifications,

Email Settings

To address(es]:* |

Use a zermicolon

to zeparate multiple addreszes

Sender's email address:* |postmaster@imsa.trendmicro.com

Server name or IP address:* |

SMTP server port:®

L]

|Eng|ish [us-ascii) w

Preferred charset:®

Mezzage header: | T

Mezsage footer: |

SNMP Trap

Server name (IP or FQDM): |

Cormmunity:

|pub|ic

[=pack] [ skip_ ] [Hext =]

2. If you want to receive notifications for system and policy events, configure the

Email or SNMP trap notification settings.
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Step 5: Configuring the Update Source

3-22

1.

Click Next. The Update Source screen appears.

configuration Wizard
Step 5 of 10 u

Update Source

Select an update source and configure proxy settings to enable IMSA to update components
and activate product licenses.

Source

@Trend Micro ActivelUpdate server
O other Internet source
|http:x’x’

Proxy Settings

D Use a proxy server for pattern, engine, and license updates

Proxy type:®

Proxy server:® | h
Port:# l:l

User narne: l:l

Paszword:

[=pack] [ skip_ ] [Hext =]

Configure the following update settings, which will determine from where IMSVA
will receive its component updates and through which proxy (if any) IMSVA needs

to connect to access the Internet:

*  Source—Click Trend Micro ActiveUpdate (AU) server to receive updates
directly from Trend Micro. Alternatively, click Other Internet source and type

the URL of the update source that will check the Trend Micro

your Control Manager server, if applicable.

*  Proxy Settings—Select the Use proxy server check box and
proxy type, server name, port, user name, and password.

AU server for
updates. You can specify an update source of your choice or type the URL of

configure the
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Step 6: Configuring LDAP Settings
1. Click Next. The LDAP Settings screen appears.

configuration Wizard %

Step 6 of 10 u

LDAP Settings

Enter LDWAP settings only if you will use LDAP for user-group definition, administrator privileges,
or web quarantine authentication, You must enable LDAP to use the web quarantine tool,

LDAP Settings

LOAP server type:® | Microsoft Active Directory %
[] Enable LDAPL

LDAP servert®

Example: exarmple.com or 123,123,123,123
Listening port number:* 389
[] Enable LDAP2

LDAP servert®

Example: exarmple.com or 123,123,123,123

Listening port number:* 389

LDAP cache expiration for poli

¥ services and EUQ services

Tirme to Live in minutes:*

LDAP admin

LDAP admin account:* | |
Example:Domain_Mamefccount_Mame or Account_Marme@Dorain_Mare
Paszword:® |o . |

Base distinguished name:* | |
Example: DC=foo, DC=foonet, DC=arg

Authentication method:* & simple G—‘

O Advanced: using Kerberos authentication
for Active Directary

Kerberos authentication default realm:

Default domain:

KOG and admin zerver:

KDC port number:

L]

[=pack] [ skip_ ] [Hext =]
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Configure LDAP settings only if you will use LDAP for user-group definition,
administrator privileges, or Web quarantine authentication.

a. For LDAP server type, sclect one of the following:
*  Microsoft Active Directory
*  Domino

*  Sun iPlanet Directory

b. To enable one or both LDAP servers, select the check boxes next to Enable
LDAP 1 or Enable LDAP 2.

Type the names of the LDAP servers and the port numbers they listen on.

d. Under LDAP Cache Expiration for Policy Services and EUQ services,
type a number that represents the time to live next to the Time To Live in
minutes field.

e. Under LDAP Admin, type the administrator account, its corresponding
password, and the base-distinguished name. See Table 3-3 for a guide on what
to specify for the LDAP admin settings.

LDAP kDAP ADMIN EASE AUTHENTICATION
SERVER CCOUNT ISTINGUISHED METHOD
(EXAMPLES) NAME (EXAMPLES)
Active Without Kerberos: dc=domain, Simple
Directory user1@domain.co dc=com Advanced (with
m (UPN) or Kerberos)
domain\user1
With Kerberos:
user1@domain.co
m
Domino user1/domain Not applicable Simple
Sun iPlanet uid=user1, ou=peo- | dc=domain, Simple
Directory ple, dc=domain, dc=com
dc=com

TABLE 3-3. LDAP admin settings

f. For Authentication method, click Simple or Advanced authentication. For
Active Directory advanced authentication, configure the Kerberos
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authentication default realm, Default domain, KDC and admin server, and
KDC port number.

Note:  Specify LDAP settings only if you will use LDAP for user-group definition,

administrator privileges, or Web quarantine authentication. You must enable
LDAP to use End-User Quarantine.

Step 7: Configuring Internal Addresses

1. Click Next. The Internal Addresses screen appears.

configuration Wizard
Step 7 of 10 u

Internal Addresses

Define vour internal dorains (known users or dormains), IMSA uses these to determine which
policies and events are "Incoming” and " Outgoing” for repaorting and rule creation.

Internal domains and usergroups

|Enter dornain v|

(=]
| | b.carn ﬁ
[For example: domain_name or

dormain_name. com)

Import frarm File

Selected

2. IMSVA uses the internal addresses to determine whether a policy or an event is

inbound or outbound.

* If you are configuring a rule for outgoing messages, the internal address list

applies to the senders.

If you are configuring a rule for incoming messages, the internal address list
applies to the recipients.
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Step 8: Configuring TMCM Server Settings
1.

3-26

2.

To define internal domains and user groups, do one of the following:

Click Next. The TMCM Server Settings screen appears.

Select Enter domain from the drop-down list, type the domain in the text box,
and then click >>.

Select Search for LDAP groups from the drop-down list. A screen for
selecting the LDAP groups appears. Type an LDAP group name for which you
want to search in the text box and click Search. The search result appears in the

list box. To add it to the Selected list, click >>.

configuration Wizard

Step 8 of 10 u

THMCM Server Settings

Trend Micra™™ Contral Manager™ (TMCM) is a software management salution that gives you
the ability to contral IMSA devices and other antivirus and content security programs from a

central location,

TMCM Server Settings

settings,
D Enable TMCM Agent

Server:®

Cornmunication protocal:®

Wweb server authentication:
User narne: IE‘

Paszword:

D Enable proxy
Proxy type:®
Proxy server:®
Port:#

User narne:

Paszword:

To manage IMSA with Control Manager, enable the TMCM agent and configure all TMCM server

HTTP Port:l:l
HTTPS Ports [442 |

|
}:I
[

[=pack] [ skip_ ] [Hext =]

If you will use Control Manager to manage IMSVA, do the following:

a.

Select Enable TMCM Agent (included with IMSVA by default).
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b. Next to Server, type the TMCM IP address or FQDN.

c. Next to Communication protocol, select HTTP or HT'TPS and type the
corresponding port number. The default port number for HTTP access is 80,
and the default port number for HTTPS is 443.

d. Under Web server authentication, type the user name and password for the
Web server if it requires authentication.

e. If a proxy server is between IMSVA and TMCM, select Enable proxy.

f. Type the proxy server port number, user name, and password.

Step 9: Activating the Product

1. Click Next. The Product Activation screen appears. You must activate the Antivirus
and Content Filter to enable scanning and security updates. If you want to scan

email traffic for spam or use IP Filtering (NRS and IP Profiler), provide the SPS
Activation Code.

Configuration Wizard|
Step 9 of 10 ]

Product Activation

“fou mustactivate the IMSA Antivirus and Content Filterto enable scanning and to update
cornponents, For added sparm protection, activate Sparn Prevention Solution and the IP Filter,

To obtain an Activation Code, register the praduct online using your Registration Key,

Register Online

Activate

Trend Micro Antiviruz and Content Filter: | |

Spam Prevention Solution: | |

2. Type the Activation Codes for the products you want to activate. If you do not have

an Activation Code, click Register Online and follow the directions at the Trend
Micro Registration Web site.
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Step 10: Reviewing the Settings

1. Click Next. The Review Settings screen appears.

configuration Wizard
Step 10 of 10 u

Review Settings

“fou have finished configuring the central controller on imsa.example.com

Review your settings and click Finish to save and apply them or click Back to
make changes,

>

Mew Setting: %
1. Deployment Settings:

Gateway deployrment: ves
Enable End-User

Quarantine:

Autornatically synchronize
systern tirme with NTP no
zarver:

no

MTP zerver address:

2. Notification Settings

|

< 4

2. If your settings are correct, click Finish.

To modify any of your settings, click Back and keep moving through the screens
until your settings are complete. IMSVA will be operational after you click Finish
and exit the Wizard.

Setting Up a Child Device

This section explains how to set up a child device and register it to the parent device.
To set up a child device:

1. Determine the IP address of the child device.

2. On the parent device, do the following:

a. After you set up a parent device (see Setting Up a Single Parent Device on page
3-106), make sure the parent device is operational.
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b. Log on to the Web console. Make sure that you are logging on the parent

C.

device Web console.

Choose Administration > IMSVA Configuration > Connections > Child
IP.

d. Under Add IP Address, add the IP address for the Internal Communication

Port of the child device.

3. On the child device, do the following:

a. Justas you did for the parent device, connect a management computer to the

child device and log on to the Web console. All IMSVA devices have the same
default IP addresses and Web console login credentials.

b. In the Setup Wizard, configure the local system settings and then click Next>.

C.

On the Deployment Settings screen, select Child Server and add the IP
address for the Internal Communication Port of the parent device.

d. Click Finish.

4.  On the parent device, do the following:

a.

Choose Summary > System from the menu.

b. Verify that the child device appears under Managed Services and that a green

check mark o appears under Connection. You can start or stop Scannet,
Policy, or EUQ services.

Note:  If you enabled EUQ on the parent, it will also be enabled on the child.

5. If you want to use EUQ on the child device, redistribute the data across the EUQ
databases:

C.

On the parent device, choose Administration > End-User Quarantine. The
EUQ Management tab appears by default.

Choose Redistribute all or Only redistribute approved senders. Trend
Micro recommends choosing Redistribute all.

Click Redistribute.
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Note: If you registered an EUQ-enabled child device to its parent device, add senders
to the approved senders list, and then re-distribute EUQ data, some of the newly
added approved senders might not appear.

Trend Micro recommends the following:

- After redistributing EUQ, the administrator informs all end users to verify that
the newly added approved senders are still available.

- That the administrator notifies all end users not to add EUQ approved senders
list when the administrator is adding a child device and redistributing EUQ.

Verifying Successful Deployment

3-30

After you have set up the IMSVA devices, the services should start automatically.
To verify that IMSVA services are active:

1. Click Summary from the menu. The Real-time Statistics tab appears by default.
2.  Click the System tab.

3. Under Managed Services, ensure that the scanner and policy services are active.
Otherwise, click the Start button to activate them.

Note:  You can choose to enable or disable the EUQ services.




Chapter 4

Installing and Upgrading

This chapter explains how to install and upgrade IMSVA under different scenarios.

Topics include:

Installing IMSVA on page 4-2

Upgrading from an Evaluation Version on page 4-16

Import/Export Notes on page 4-18

Importing Settings on page 4-19

Migrating from InterScan Messaging Security Suite 5.7 to IMSVA 7.0 on page 4-22
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Installing IMSVA

IMSVA only supports new installations — upgrading an existing IMSS or IMSA
installation is not supported. IMSVA supports migrating existing configuration and
policy data from previous InterScan messaging products.

The IMSVA installation process formats your existing system to install IMSVA. The
installation procedure is basically the same for both a Bare Metal and a VMware ESX
virtual machine platform. The Bare Metal installation boots off of the IMSVA
installation CD to begin the procedure and the VMware installation requires the creation
of a virtual machine before installation. The additional VMware virtual machine
configuration is described in Appendix A, Creating a New Virtual Machine Under
VMware ESX for IMSVA.

WARNING! Any existing data or partitions are removed during the installation pro-
cess. Back up any existing data on the system (if any) before installing
IMSVA.

To install IMSVA:

1. Start the IMSVA installation:
On a Bare Metal Server
a. Insert the IMSVA Installation CD into the CD/DVD drive of the desired
server.

b. Power on the Bare Metal server.

On a VMware ESX Virtual Machine

WARNING! If you install IMSVA on an ESX server, disable the snapshot feature
for the virtual machine because the snapshot will exhaust hard disk
space.

a. Create a virtual machine on your VMware ESX server

See Appendix A, Creating a New Virtual Machine Under VMware ESX for
IMSVA.

b. Start the virtual machine.
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c. Insert the IMSVA Installation CD into the virtual CD/DVD drive with any
one of the following methods.

* Insert the IMSVA Installation CD into physical CD/DVD drive of the
ESX server, and then connect the virtual CD/DVD drive of the virtual
machine to the physical CD/DVD drive.

¢ Connect the virtual CD/DVD drive of the virtual machine to
IMSVA-7.0.xxxx-1-1386-CD.iso file. The IMSVA-7.0.xxxx-1-i386-CD.iso
file is available at:

http://www.trendmicro.com/download

d. Restart the virtual machine by clicking VM > Send Ctrl+Alt+Del on the
VMware Web console.

For both a VMware ESX Virtual Machine and a Bare Metal Server installations
a page appears displaying IMSVA Installation Menu with the following options:

*  Install IMSVA: Sclect this option to install IMSVA onto the new hardware or
virtual machine

*  System Recovery: Select this option to recover an IMSVA system in the event
that the administrative passwords cannot be recovered.

*  System Memory Test: Select this option to perform memory diagnostic tests
to rule out any memory issues

*  Exit Installation: Select this option to exit the installation process and to boot
from the local disk.
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IelBUH Inztallating elzou

INSTALL IMSUA - Installs IMSUA on a server or supported virtwal platform

¢, TREND

2. Seclect Install IMSVA. The license acceptance page appears. From this page, you
can access the readme (Readme button).
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@ TREND. |nterScan™ Messaging Security Virtual Appliance

License Agreement

IMPORTANT: READ CAREFULLY. USE OF TREND MICRO SOFTWARE AND ﬂ
SERVICES BY BUSINESS AND OTHER ENTITIES IS SUBJECT TO THE
FOLLOWING LEGAL TERMS AND CONDITIONS

Trend Micro License Agreement

Trial and Paid Use License - Enterprise and SMB Software and Services
Personal Use License - Trend Micro Email Encryption Client
Date: August 2008
English/Multi-country

i Scope. This Agreement applies to all Trend Micro software ("Software”), services sold as standalone
products (“Standalone Services") and service components of Software (‘Service Gomponents”) sold to small and medium
business (“SMB") and large enterprises (‘Enterprise”). Standalone Services and Service Gomponents are collectively
referred to as “Services”. This Agreement shall also apply to Trend Micro Email Encryption Glient (TMEEG") for personal
use. The term “Software” as used herein shall include TMEEG. Professional or expert service offerings are governed by
other agreements.

2 b T W e A TG B R =

[ )README X Decline l + Accept ‘

3. Click Accept to continue. A page appears where you choose the keyboard language.
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4.

Virtual Appliance

@ Select the appropriate keyboard for the system.

Slovakian

Slovenian

Spanish

Swedish

Swiss French

Swiss French (latinl)
Swiss German

Swiss German (latinl)
Tamil {Inscript)
Tamil (Typewriter)
Turkish

U.5. International
Ukrainian

United Kingdom

Select the keyboard language for the system and then click Next.

The IMSVA installer scans your hardware to determine if the minimum

Dﬁelease Notes 4 Back | : & Next |

specifications have been met and displays the results as illustrated below. If the host
hardware contains any components that do not meet the minimum specifications,

the installation program will highlight the non-conforming components and the
installation will stop.
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éw,TRE

IMSVA has detected the following hardware components:

T END. InterScan» Messaging Security Virtual Appliance

Category Device

Driver

Host Configuration
Processor Model: Intel(R) Xeon{R) CPU
Processor Speed: 1860MHz
Number of processors: 1
System Mernory: 1979MB
MNetwork Devices
79c970 [PCnet32 LANCE]
Storage Controllers
82371AB/EB/MB PIIX4 IDE
BT-946C (BABOC30) [MultiMaster 10]

Storage Devices

VMware Virtual IDE Hard Drive (51GB)
Removable Media

Dﬂelease Notes

E5320 @ 1.86GHz

pcnet32

PlIX_IDE

Unknown

4 Back | ¥ Cancel | : & Next |

Click Next. The IMSVA installer detects hard disk drives and displays all available

hard disk drives. At least one drive must be selected for IMSVA installation.
Select the drive(s) for IMSVA installation and then click Next. The Network

Settings screen appears.
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St

Network Devices

F®)TREND. |nterScane Messaging Security Virtual Appliance

Master Port |Device ‘Description IPv4/Netmask

O

Interface Settings

IPv4 Address:

General Settings

Hostname: localhost.localdomain

Gateway:

Primary DNS:

Secondary DNS:

Dﬂelease Notes

4 Back ¥ Cancel

: & Next |

The table below describes the information required.

TABLE 4-1. Deployment Option 1: Transparent Bridge Mode

CONFIGURATION
PARAMETER

DESCRIPTION

IPv4 Address

This is the IP address of the IMSVA management inter-
face. Type in the IP address and appropriate subnet
mask to complete the configuration.

Hostname Type in the applicable FQDN hostname for this IMSVA
host.
Gateway Type in the applicable IP address to be used as the gate-

way for this IMSVA installation.
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TABLE 4-1. Deployment Option 1: Transparent Bridge Mode

CONFIGURATION
PARAMETER

DESCRIPTION

Primary DNS

Type in the applicable IP address to be used as the pri-
mary DNS server for this IMSVA installation.

Secondary DNS

Type in the applicable IP address to be used as the sec-
ondary DNS server for this IMSVA installation.

Internal Interface

Select which network adapter should be used for the
internal connection of the transparent bridge.

External Interface

Select which network adapter should be used for the
external connection of the transparent bridge.

7. Provide all the information to install IMSVA, and click Next. The N'TP settings

screen appears.
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‘3‘ AREND. InterScan» Messaging Security Virtual Appliance

Please click into the map to choose a region:

America/Los_Angeles = Pacific Time

[ system clock uses UTC

[ JRelease Notes 4 Back ¥ Cancel | : & Next |

8. Specify the IMSVA server’s time and clock settings

a. Select the location of the IMSVA servet.

b. Specify whether the server’s system clock uses UTC or GMT by selecting or
clearing the System clock uses UTC checkbox.

9. Click Next. The Account Settings screen appeats.
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E‘ AREND. InterScan» Messaging Security Virtual Appliance

O Please set passwords for the administrative accounts below. Combined Password Strength
Good

Root Account: Safeguard access to the operating system.

Password: H

(Erme ‘ Not Entered

Enable Account: Gains access to the Command Line
Interface's (CLI) privilege mode.

Password: ‘

Confirm: | Not Entered

Admin Account: (default admin account) gain access to web and CLI managen

Password: |

Confirm: ‘ Mot Entered

Poor

[ JRelease Notes 4 Back ¥ Cancel & Next

10. Specify passwords for the root, enable, and admin accounts.

IMSVA uses three different levels of administrator types to secure the system.

The password must be a minimum of 6 characters and a maximum of 32 characters.

Tip: For the best security, create a highly unique password only known to you. You
can use both upper and lower case alphabetic characters, numerals, and any
special characters found on your keyboard to create your passwords.

*  Root Account: Used to gain access to the operating system shell and has all
rights to the server. This is the most powerful user on the system.

*  Enable Account: Used to gain access to the command line interface's privilege
mode. This account has all rights to execute any CLI command.

*  Admin Account: The default administration account used to access the
IMSVA Web and CLI management interfaces. It has all rights to the IMSVA
application, but no access rights to the operating system shell.
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1.
12.

13.

As you type the passwords, the password strength meter on the right indicates how
strong the selected password is.

Click Next. The Review Settings screen appears.

Confirm that the selected values are correct and then click Next. The installation
process prompts you to begin the installation.

Pressing Continue will proceed with the
- installation destroying all previous information

stored on the selected hard disk.

Cancel | Continue

X

Selecting Continue erases any data on the hard disk partition and formats the hard
disk. If you have data on the hard disk that you would like to keep, cancel the
installation and back up the information before proceeding.

Click Continue. A screen appears that provides the formatting status of the local
drive for the IMSVA installation. When formatting completes, the IMSVA
installation begins.
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Assuring business continuity
and improving IT service levels...

3
y 3 } :

Installing gnupg-1.4.5-13.i386 Remaining time: 4 minutes
A GNU utility for secure communication and data storage.

Dﬂelease Notes 4 Back & Next

Once the installation is complete a summary screen appears. The installation log is
saved in the /root/install. log file for reference.
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E‘ AREND. InterScan» Messaging Security Virtual Appliance

Installation Successful!

Remove any media used during the installation process and click the
Reboot to complete installation.

Dﬂelease Notes 4 Back ‘ ﬂ Reboof

14. Click Reboot to restart the system.
Bare Metal installation:

The CD automatically ejects. Remove the CD from the drive to prevent
reinstallation.
Virtual machine installation:

Trend Micro recommends disconnecting the CD-ROM device from the virtual
machine now that IMSVA is installed.

After IMSVA reboots, the initial CLI login screen appears.
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Trend Micro IMSUA - InterScan Messaging Security Virtual Appliance

To manage the IMSUA software appliance through its Web interface, open a
browser window and enter the following URL:

http:rs192.8.2.28:8445
You will be prompted for your administrator account and password.

Please have your administrator account and password ready for awthentication.
Please refer to the user guide for the factory default account and password.

To manage the IMSVUA appliance through the Command Line (CLI) Shell, please
login using the Login prompt below. Please refer to the user guide
for the factory default account and password.

InterScan-Uirtual-Appliance-B1 login:

FIGURE 4-1 The initial CLI login screen

Note: During installation, you may receive the following messages:

for crash kernel (0x0 to 0x0) notwhitin permissible range
powernow-k8: bios error -no psb or acpi pss objects

Both of these messages are normal. The latter message indicates that the system BIOS
is not reporting or presenting any PSB or ACPI objects or hooks to the Linux kernel.
Either the CPU or BIOS does not support PSB or ACPI objects or hooks, or they are
simply disabled.

15. Log on cither in the CLI or in the IMSVA Web console to launch IMSVA.

Log on to the CLI shell if you need to perform additional configuration,
troubleshooting, or housekeeping tasks.

415
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Upgrading from an Evaluation Version

4-16

If you provided an evaluation Activation Code to activate IMSVA previously, you have
started an evaluation period that allows you to try the full functionality of the product.
The evaluation period varies depending on the type of Activation Code used.

Fourteen (14) days prior to the expiry of the evaluation period, IMSVA will display a
warning message on the Web management console alerting you of the impending
expiration.

To continue using IMSVA, please purchase the full licensed product. You will then be
assigned a new licensed Activation Code.

To upgrade from the evaluation period:

1. Choose Administration > Product Licenses from the menu.
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Product License

Trend Micro Antivirus and Content Filter has not been

0 activated. view li de instruct
You must activate your product to enable scanning cu ficense ypgrade INStrucons
and security updates.

Spam Prevention Solution (5P5) has not been

0 activated. view li de instruct
You must activate your product to enable scanning cu ficense ypgrade INStrucons
and security updates.

Trend Micro Antivirus and Content Filter

Product: Trend Micro Antiviruz and Content Filter

Version:

Activation code: Enter a new code
Seats:

Status: Mot Activated

Maintenance expiration:

Spam Prevention Solution (SPS})

Product: Sparm Prevention Solution (SPS)

Version:

Activation code: Enter a new code
Seats:

Status: Mot Activated

Maintenance expiration:

IP Filtering Service

Product: IP Filtering Service
Version:

Activation code:

Seats:

Status: Mot Activated

Maintenance expiration:

Maote: IP Filtering, which includes MRS and IP Profiler, uses the same license as SPS, When you
activate 5P5, the licensing information for IP Filtering also appears.

2. Click the Enter a new code hyperlink under the Trend Micro Antivirus and
Content Filter or Spam Prevention Solution (SPS) sections accordingly.



Trend Micro™ InterScan™ Messaging Security Virtual Appliance Installation Guide

Enter A New Code

If you do not have an Activation Code, please usze the Registration Key that carme with your
product to register online.

Product: Trend Micro Antiviruz and Content Filter

Current Activation Code:

Mew Activation Code: |

3. Type the new Activation Code in the box provided.

Note:  When you purchase the full licensed version of IMSVA, Trend Micro will send
the new Activation Code to you via email. To prevent mistakes when typing the
Activation Code (in the format xx-XXXX-XXXXX-XXXXX-XXXXX-XXXXX-XXXXX), you
can copy the Activation Code from the email and paste it in the box provided.

4. C(Click Activate.

Import/Export Notes

To reuse settings from InterScan Messaging Security Appliance (IMSA) or InterScan
Messaging Security Suite (IMSS) in InterScan Messaging Security Virtual Appliance 7.0,
you need to export the original settings from the previous versions before performing
the upgrade. Then importing these settings after the upgrade.

The configuration and policy information for the following InterScan family of
products can be migrated to IMSVA 7.0:

e IMSS 5.7 Linux

* IMSS 5.7 Windows

* IMSS 5.7 Solaris

» IMSA 7.0SP1

Note the following when importing and exporting settings:

You cannot import or export the component list and child device registration
information.
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When exporting/importing your settings, the database will be locked. Therefore, all
InterScan Messaging Security Virtual Appliance actions that depend on database
access, such as performing a mail trace, will not function.

SMTP Routing Settings will be overwritten instead of appended, after importing
configuration that was exported from InterScan Messaging Security Appliance or
InterScan Messaging Security Virtual Appliance 7.0.

Trend Micro strongly suggests:

Adjusting the component list and child device registration information after import
if necessary.

Backing up a copy of current configuration before each import operation, in order
to recover from mistaken import processes.

Petforming import/export when IMSVA is idle because importing and exporting
affects IMSVA performance.

Importing Settings

To reuse the original configuration settings from IMSVA 1.0 or InterScan Messaging
Security Suite 5.7 after upgrading to IMSVA 7.0, import the configuration files that you
have backed up previously.

To import device configuration files:

1.

2
3.
4

o

Log on to the IMSVA 7.0 Web console.
Choose Summary from the menu. The Real-time Statistics tab appears by default.
Click the System tab.

Verify that no services are starting or stopping. If services are starting or stopping,
wait until they are stable.

Choose Administration > Import/Export from the menu.
Under Import Configuration Files, click Browse... and locate the file.

Click Import. The original IMSVA 7.0 settings and rules, such as domain-based
delivery settings, will be deleted and replaced by the imported settings and rules. All
services on each device in the group will be restarted to apply the imported settings
and rules. Wait until all services are restarted.

If the import is successful, you may click Download the log file to view details of
the import.
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Import/Export

The configuration files have been successfully imported.

Detziled info please download the log file.

[ Return ] [ Download the log file J

During import, do not:

*  Access other Web console screens or modify any settings.

*  Perform any database operations.

*  Start/stop any services on the device or in the group to which the device belongs.

*  Register/unregister any child devices into/from the group to which the device
belongs.

*  Launch other export or import tasks.

If the import fails, the configuration will roll back to the original settings before the
import.

Settings that Cannot be Migrated
IMSVA will not migrate the following settings:
EUQ Settings
*  EUQ approved senders
*  EUQ spam mail
Report Settings
*  Perl reports

e SPS reports

Configuration Settings

*  Quarantine area and archive folder paths

*  Email messages in queue folder

*  Log paths

*  Limits on notifications for processes per hour

*  Web console password

4-20
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Database settings in odbc.ini and database.ini

Policy Settings

Security settings: number of clean attempts, number of viruses reported, and
message size criteria

User-defined virus filters in sub-policies

Customized actions for “No virus” in the virus filter

Virus scanning settings for “Extensions to Exclude” for “Specified File Types”
Global spam scanning mode

Additional sensitivity for SPS filtering

Action settings for graymail

Advanced action settings for spam

Expression list matching for attachments or file types in the advanced content filter
Actions for “Archive Original”

Notifications with original mail attachments

Forwarding original email message attachments

NRS Settings

All NRS settings cannot be migrated.
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Migrating from InterScan Messaging Security
Suite 5.7 to IMSVA 7.0

If you want to reuse your policy settings from InterScan Messaging Security Suite 5.7
(Linux, Solaris, or Windows), you must first export the settings into a file. Thereafter,
you can import the file into IMSVA 7.0 (see Importing Settings on page 4-19).

Exporting from InterScan Messaging Security Suite 5.7
Linux

4-22

To export from InterScan Messaging Security Suite 5.7 Linux:

1. Upload IMSS 5.7 Linux GM Export tool.tar to your IMSS 5.7 Linux
server and save it into a temporary folder (/tmp).

2. Unpack the tarball by typing the following command:
tar xvf IMSS 5.7 Linux GM Export_ tool.tar

3. Run the export tool by typing the following:
./export.sh

Use Binary mode to download the export tool and extract it on the InterScan
Messaging Security Suite 5.7 Linux server. Otherwise, the tool might not be extracted
successfully.

The exported package will be saved in the current working directory with the name
imss.pol.tar.gz.

Alternatively, you can type the following command to export the package to a
designated folder:

./export.sh [pathname]

If the export fails, view the detailed export log (export . log) in the current working
directory.
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Exporting From InterScan Messaging Security Suite 5.7
Solaris:

To export from InterScan Messaging Security Suite 5.7 Solaris:

1. Upload the IMSS 5.7 Solaris GM Export tool.tar to your IMSS 5.7
Solaris server and save it into a temporary folder (/tmp).

2. Unpack the tarball by typing the following command:
tar xvf IMSS 5.7_Solaris_GM Export tool.tar

3. Run the export tool by typing the following:
./export.sh

Use Binary mode to download the export tool and extract it on the InterScan
Messaging Security Suite 5.7 Solaris server. Otherwise, the tool might not be extracted
successfully.

The exported package will be saved in the current working directory with the name
imss.pol.tar.gz.

Alternatively, you can type the following command to export the package to a
designated folder:

./export.sh [pathname]

If the export fails, view the detailed export log (export . log) in the current working
directory.

Exporting from InterScan Messaging Security Suite 5.7
Windows

To export from InterScan Messaging Security Suite 5.7 Windows:

1. Upload IMSS 5.7 Windows GM Export Tool.zip to your InterScan
Messaging Security Suite 5.7 Windows server.

2. Unpack the package.

3. Run the export tool: export tool.exe.

The exported package will be saved in the current working directory with the name
imss.pol.tar.gz.
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Alternatively, you can type the following command to export the package to a
designated folder:

./export_tool.exe [pathname]

If the export fails, view the detailed export log (export . log) in the current working
directory.

Note: If any of your InterScan Messaging Security Suite 5.7 Windows settings use
double-byte characters, make sure the locale of the Windows is also in double-byte
characters. Otherwise, the double-byte character settings cannot be migrated correctly.

Settings that Can Be Migrated from InterScan Messaging
Security Suite 5.7
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IMSVA 7.0 will only migrate certain policy settings from InterScan Messaging Security

Suite 5.7. All other settings will not be migrated. The following policy settings cannot

migrate:

Policy Settings

*  Security settings: number of clean attempts, number of viruses reported, and
message size critetia

*  User-defined virus filters in sub-policies

*  Customized actions for “No virus” in the virus filter

*  Virus scanning settings for “Extensions to Exclude” for “Specified File Types”

*  Global spam scanning mode

*  Additional sensitivity for SPS filtering

*  Action settings for graymail

*  Advanced action settings for spam

*  Expression list matching for attachments or file types in the advanced content filter

*  Actions for “Archive Original”

*  Notifications with original mail attachments

*  Forwarding original email message attachments



Chapter 5

Troubleshooting, FAQ, and Support

This chapter explains how to troubleshoot common IMSVA issues, search the Trend
Micro Knowledge Base, and contact support.

Topics include:

*  Troubleshooting on page 5-2

*  Trequently Asked Questions on page 5-5
*  Using the Knowledge Base on page 5-6
*  Contacting Support on page 5-6

5-1



Trend Micro™ InterScan™ Messaging Security Virtual Appliance Installation Guide

Troubleshooting

Table 5-1 shows common troubleshooting issues that you might encounter when
installing IMSVA. Read through the solutions below. If you have additional problems,
check the Trend Micro Knowledge Base.

For troubleshooting and FAQ information pertaining to the administration or
maintenance of IMSVA, refer to the IMS12A Administrators Guide.

Troubleshooting Utilities

Use the following troubleshooting-related utilities and commands with caution. Trend

Micro recommends contacting your support provider before modifying any internal
IMSVA files.

Firewall setting check:

iptables -nvxL

PostgreSQL command line tool:
/opt/trend/imss/PostgreSQL/bin/psgl -U sa -d imss
cdt (password: “trend”)—Collect the following information:

*  Configuration information

* Logs

*  Core dumps

Other utilities:

*  pstack—shows the callstack of the process, including all threads
* ipcs—lists all IPCs in the current system

*  gdb—the debugger

e tcpdump—sniffs network packages

*  netstat—Ilists current network connection
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TABLE 5-1. Installation Troubleshooting issues

IsSUE

SUGGESTED RESOLUTION

The NRS installa-
tion does not vali-
date the NRS
Activation Code

To validate the Activation Code, the NRS installation script
accesses Trend Micro through the Internet.

Verify that your DNS server is operating correctly and that
the computer on which you are installing NRS has access to
the Internet.

Devices in a group
cannot communi-
cate

If several IMSVA devices are deployed in a group, they must
communicate with each other. Verify that the following ports
are accessible on all devices:

* 5060—Policy service

* 15505—IMSVA control service

* 53 UDP/TCP—IP Profiler

¢ 5432—Database service

* 8009—EUQ internal service
Also, verify the following:

* The current firewall settings in “iptables”.
¢ The firewall configuration files in /etc/conf/fw.rules.
¢ The table “tb_trusted_ip_list” in the database has the IP
addresses of the correct devices. The IP address of any
other devices trying to access this device must be in this
list.
Also, verify that all the necessary port IMSVA uses are
accessible for the relevant services.
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TABLE 5-1. Installation Troubleshooting issues

ISSUE

SUGGESTED RESOLUTION

Child device has
trouble registering
to a parent

Do the following:

1. Open the parent device’s Web console and choose
Administration > IMSVA Configuration > Connections >
Child IP.

2. Verify that the IP address of the child is on the Child IP Address
List.

3. In the Configuration Wizard, verify that Child is selected for the
device role.

4. Verify that the Admin Database is accessible.

5. Unregister the Control Manager agent (if TMCM agent is
enabled).

6. Verify that no other child device registered to the parent has the
same |IP address as the device you are trying to register.

7. Remove all the logs and quarantined messages.

8. Change the configuration and restart the services.

The parent device Web console (in the Configuration Wizard)
makes the initial request. If you encounter any registration
issues, run the following command to get the error message
from the console:

/opt/trend/imss/script/cfgtool reg IPADDR sa
postgreSQL

Child device has
trouble unregister-
ing from the parent

Do the following:

1. Connect to the child device through the command line interface.

2. Check whether the Admin Database is accessible. If yes,
remove the child device from the Child IP list on the parent Web
console and update the trusted child list.

3. Rescue the device, which will forcibly unregister it from the
parent.

4. Update the patches.

To verify that a child is unregistered from its parent, try to

access the Web console on the child device. If the console is

accessible, the device is successfully unregistered.

You can also run the following command:
/opt/trend/imss/script/cfgtool.sh dereg
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Frequently Asked Questions

Postfix MTA Settings

How can | change my MTA settings without using the Web console?

You can modify the IMSVA configuration file and add the following key.

1.
2.

Open imss.ini.
Make the following modification:

detach key postfix=smtpd use tls:queue directory:{Parameterl:{P
arameter?2}:..::{Parameter n}

The parameters above will not be overwritten by any settings that you configure
through the Web console. You can modify main.cf manually.

Note:  “{Parameterl: {Parameter2}:...:: {Parameter n}" means you can use one ot more
parameters by separating them using colons.

WARNING! Use extreme caution when modifying the configuration file.

Importing and Exporting

Will all IMSA 1.0 or InterScan Messaging Security Suite 5.7 settings be retained
during migration?

No. Due to architectural changes in IMSVA 7.0, some settings will not be retained.
After migration has completed successfully, a report containing the "Migrated
Settings" and "Settings Not Migrated" information will be displayed. All settings
that are not retained and policies that are not migrated can be found in the "Settings
Not Migrated" section.
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Using the Knowledge Base

The Trend Micro Knowledge Base, maintained at the Trend Micro Web site, has the
most up-to-date answers to product questions. You can also use Knowledge Base to
submit a question if you cannot find the answer in the product documentation. Access
the Knowledge Base at:

http://esupport.trendmicro.com

The contents of Knowledge Base are being continuously updated, and new solutions are
added daily. If you are unable to find an answer, however, you can describe the problem
in email and send it directly to a Trend Micro support engineer who will investigate the
issue and respond as soon as possible.

Contacting Support

Trend Micro provides technical support, virus pattern downloads, and program updates
for one year to all registered users, after which you must purchase renewal maintenance.
If you need help or just have a question, please feel free to contact us. We also welcome
your comments.

Trend Micro Incorporated provides worldwide support to all of our registered users.
Get a list of the worldwide support offices:

http://www.trendmicro.com/support
Get the latest Trend Micro product documentation:

http://www.trendmicro.com/download


http://esupport.trendmicro.com
http://www.trendmicro.com/support
http://www.trendmicro.com/download

Troubleshooting, FAQ, and Support

In the United States, you can reach the Trend Micro representatives via phone, fax, or email:

Trend Micro, Inc.
10101 North De Anza Blvd.
Cupertino, CA 95014

Toll free: +1 (800) 228-5651 (sales)
Voice: +1 (408) 257-1500 (main)
Fax: +1 (408) 257-2003

Web address: www.trendmicro.com

Email address: support@trendmicro.com
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Appendix-A

Creating a New Virtual Machine Under
VMware ESX for IMSVA

This appendix describes how to create a new virtual machine for IMSVA.

Topics include:

Creating a New Virtual Machine on page A-2

A1
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Creating a New Virtual Machine

The actual installation of ESX 3.5.0 is not covered in this document. Please refer to
VMwate's product documentation to install this product.

The steps outlined below detail the process to create a new virtual machine under
VMware ESX to install IMSVA. Please use the following steps as a guideline for creating
the virtual machine for your environment. The number of CPUs, NIC cards, memory
and hard disk space selected should reflect the requirements for your deployment. The
values entered here are for instructional purposes.

To create the virtual machine:

1. From the menu bar, select File > New > Virtual Machine. The New Virtual
Machine Wizard appears.

[# New Virtual Machine Wizard

Select the Appropriate Configuration virtual Machine Version: 4
How would you prefer to configure your virtual machine?

Mzard lyne Wirkual Machine Configuration

Marne and Location = i

Datastore * Typical

Guest Qperating System Create a new virtual machine with the most common devices and configuration options.,
CPUs

Flematy " Custom

N.etwurk g Choose this option if you need ko create a virtual machine with additional devices or specific
Virkual Disk Capacity configuration options.
Ready to Complete

Help | % Back | Mext > I Cancel |

FIGURE A-1  Virtual Machine Configuration

2. Under Virtual Machine Configuration, leave the Typical radio button selected.

3. Click Next. The Select a Name and Location for this Virtual Machine page appears.



Creating a New Virtual Machine Under VMware ESX for IMSVA

ews Virtual Machine Wizard

Select a Name and Location for this ¥irtual Machine virtual Machine Version: 4
What do you want to call this wirtual machine and where do you want it located?

Yizard Tvpe Provide a name For the new virtual machine and select its lacation in the inventory panel below, Yirtual
MName and Location machine names can contain up ko 80 charackers, buk they must be unique within each inventory Folder,

Datastore

Guest Operating System Mame:
CPUs

Memaory

Mebwork.

Wirbual Disk Capacity
Ready to Complete

Virtual machine folders are unavailable when connected directly to the host,

Help | % Back | Mext > I Cancel |

FIGURE A-2 Select a Name and Location for this Virtual Machine

4. In the Name field, type an appropriate machine name and then click Next. The
Choose a Datastore for the Virtual Machine page appears.
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New Virtual Machine Wizard

Choose a Datastore for the ¥irtual Machine virtual Machine Version: 4
Where do vou want to store the virtual machine files?

bl Typs Select a datastore in which to store the Files For the virtual machine.

Marne and Location

Datastore It is advisable ko choose a datastore that is large enough to accomodate the virtual machine and all its
Guest Operating System virtual disk Files, so that they may all reside in the same place.

CPUs

Memaory Mame | Capacity | Free | Type Access

Hetwork. [ESK1285:stor... 264,25 GB 108.91 GE WMFS Single host

Wirbual Disk Capacity
Ready to Complete

Help | % Back | Mext > I Cancel |

FIGURE A-3  Virtual Machine Datastore

5. Select the datastore where the virtual machine will reside.

6. Click Next. The Choose the Guest Operating System page appears.
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New Virtual Machine Wizard

Choose the Guest Dperating System virtual Machine Version: 4
What Guest operating system do you plan ko use with this virtual machine?

Wizard Type Guest Operating System:
Marne and Location
Datastore " Micrasoft Windows
Guest Operating System * Linux
CPUs
Memary © Movel Hetiiare
Metwiork, T Solaris
Wirbual Disk Capacity iy
Ready to Complete

Version;

Mote: The selection on this page allows the wizard to provide defaults For warious virkual machine
parameters suitable For the guest OS you intend ko install. Your selection is also recorded as part of the
virtual machine's configuration to allow hosts to optimize scheduling and other handling of the virtual
machine For the targeted guest OS5, This wizard does nat install any guest OS5 For you,

Help | % Back | Mext > I Cancel |

FIGURE A-4  Virtual Machine Guest Operating System

7. For the guest operating system, select Linux > Other Linux (32-bit).
8. Click Next. The Virtual CPUs screen appears.
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New Virtual Machine Wizard

virtual CPUs virtual Machine Version: 4
Configure the nurmber of virbual pracessors in the wirtual machine,

tizard Type

Marne and Location Mumber of virkual processors:
Dataskore

Guest Operating System

CPUs

Memaory

Hetwork,

Wirbual Disk Capacity

Ready to Complete

Help | % Back | Mext > I Cancel |

FIGURE A-5  Virtual Machine CPU

9. Select the number of processors for the virtual machine. IMSVA takes advantage of
the Virtual SMP, so select the maximum number of virtual processors available.

10. Click Next. The Memory screen appears.
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New Virtual Machine Wizard

Memory “irkual Maching Version: 4
Configure the virtual machine's memary size,

il : Spedify the amount of memary allocated to this virtual machine.
Marne and Location The memory size must be a multiple of 4ME.
Datastore Memary For this virtual machine:
Guest Operating System
CPUs 2048 5: ME
Memary Do
Hetwork, 65532
2 g A
Virtual Disk Capacity Tao set%e memary to one of the indicate%‘values, U may
Ready to Complete dlick the rolored triangle on the slider above or in the legend
belov,
£ Guest O3 recommended minimum 32 MB
A Recommended memary 256 MB
& Guest 05 recommended maximurn 65532 MB
A& Maximum For best performance 8186 MB

Help | % Back | Mext > I Cancel |

A
FIGURE A-6  Virtual Machine Memory
11.  Allocate 2048MB of memory as a minimum for IMSVA.
Tip: For improved performance, Trend Micro recommends at least 4096MB of

RAM.

12. Click Next. The Choose Networks screen appears.
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New Virtual Machine Wizard

Choose Networks

“irkual Maching Version: 4
Which netwark connections will be used by the virtual machine?

Ready to Complete

Wlisad e, -Create Network Connections
Marne and Location
Dataskore Howe mary NICs do you wank ko connect? ]_ =
Guest Operating System S
P Metwork. Adapter Pawer On
Memory.

NIC 11 i v
Network M Networks L | |Fezible ~ F
Yirtual Disk Capacity MIC 2 |\f|rtua\ Netwark?1 L] 1F|EXIh|E L; I3

Adapter choice can affect both networking performance and migration
compatibility. Consult the ¥Mware KnowledgeBase For more information on
choosing among the network adapters supported for various guest operating
systems and hosts,

Help |

% Back | Mext > I

Caneel |

Z |

FIGURE A-7

13. Accept the default network settings and then click Next. The Define Virtual Disk

Virtual Machine Network

Capacity screen appears.
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New Virtual Machine Wizard

Define Yirtual Disk Capacity virtual Machine Version: 4
What size do you want this wirtual disk to be?

Wizard Type
Marne and Location

Datastore Datastore: ESX1285:storagel

Guest Operating System

CPUs Available Space (GE): 108.9

Memory.

Hetork, Disk. Size: &0 3: GB > 1

Yirtual Disk Capacity
Ready to Complete

Set the macdmun size For the: virtual disk,

Help | % Back | Mext > I Cancel |

FIGURE A-8 Virtual Disk Capacity

14. IMSVA requires at least 80GB disk space. See System Requirements on page 2-2 for
more information on disk space allocation.

Tip: Trend Micro recommends 250GB or more of disk space for message quarantine and
logging purposes.

15. Click Next. The Ready to Complete New Virtual Machine screen appeats.
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New Virtual Machine Wizard

Wizard Type

Marne and Location
Datastore

Guest Operating System
CPUs

Memory.

Mebwork,

Yirtual Disk Capacity.
Ready to Complete

Ready to Complete New Yirtual Machine
Are these the options you want ko use?

virtual Machine Version: 4

Wwhen you click Finish, a task will be started that will create the new wirtual maching,

The virtual machine will be created with the Following options:

Mame:
Host/Cluster:
Resource Pool:
Datastore:
Guest 05
virtual CPLUs:
Mermary

MICs:

NIC 1 Nebwork:
MIC 2 Nebwork:

Mew virtual Machine
ESX1285,132
Resaurces

ES¥1285 storagel
Other (32-bit)

2

2048 ME

2

WM Metworkl
Virtual Networkz1

Virtual Disk Size: 80 GB

[~ Edit the virtual machine settings before submitting

A Creation of the virtual machine does not include any automatic installation of the guest operating
system. You will need to install the guest ©F just as wou would on 3 new physical computer.

Help |

% Back | Einish I Cancel |

Z |

FIGURE A-9 Ready to Complete

16. Click Continue. If you want to modify the system component settings, check the
Edit the virtual machine settings before submitting check box and then click

Continue.

17. Verify your settings and then click Finish. The new Virtual Machine is now ready
and configured to be powered on and begin the installation process.
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